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Preface

Traditionally, assurance cases have been evaluated through a combination of testing, anal-
ysis, and expert opinion. While these approaches can provide valuable insights, they are often
time-consuming and expensive, particularly for complex systems. Experimental Design using
Bayesian Network Simulation-based Assurance Cases offer a more systematic and rigorous ap-
proach by providing a structured framework for the design and evaluation of experiments and
simulations based on probabilistic modeling of assurance cases using Bayesian belief networks.

This thesis focuses on the integration of Bayesian belief networks and experimental design
to develop probabilistic models for the assessment of the strength and reliability of assurance
cases. The motivation for this research is to provide a rigorous and structured approach for
evaluating assurance cases, particularly in safety-critical systems, by considering the uncertainty

and risk involved in the claims and evidence presented in an assurance case.
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Foreword

This thesis provides a framework that integrates Bayesian networks (BN) and the design
of experiments (DOE) to evaluate the quality and reliability of assurance cases for safety-critical
systems. This framework enables probabilistic modeling of the assurance case to identify weak-
nesses, gaps in evidence, and potential sources of uncertainty or risk. By evaluating the assurance
case using a probabilistic framework, the confidence of assurance case claims can be quantified,
and areas, where improvements can be made, can be identified through DOE.

The proposed framework is based on the principles of Bayesian inference and utilizes BNs
to model the relationships between evidence, assumptions, and claims in the assurance case.
The Bayesian network provides a structured representation of the assurance case, enabling the
quantification of uncertainty and the identification of the most important variables and their re-
lationships. The framework also incorporates the principles of experimental design, enabling
the determination of the minimum number of experiments required to achieve a desired level of
confidence or the maximum number of successful trials needed before the belief in the top-level
claim drops below a specified threshold.

The proposed framework can also be used to evaluate the quality and reliability of assurance
cases for a wide range of safety-critical systems, including nuclear power plants, aircraft systems,
and medical devices. This framework provides a comprehensive approach to assurance case
evaluation that integrates probabilistic modeling, design of experiments, and Bayesian inference
to enable decision-makers to make informed decisions about the safety and reliability of complex
systems.
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Chapter 1: Introduction

It is important to ensure the reliability of complex systems that are often used in critical
applications such as aerospace, defense, healthcare, and transportation, where failure could have
catastrophic consequences, both in terms of safety and ef ciency. The reliability of a complex
system can be affected by a variety of factors, including hardware failures, software bugs, and
human error. Therefore, it is essential to test and validate these systems thoroughly to ensure
that they function as intended and are safe to use. Thus, reliability is essential to ensure that a
system can perform its tasks as intended, without failure or error, which requires a combination
of robust design, rigorous testing, and ongoing monitoring and maintenance to ensure that the
system remains reliable over time.

Assurance cases, testing, and design of experiments (DOE) are all techniques for ensuring
the safety, reliability, and quality of complex systems. Testing is a technique for evaluating the
behavior of a system by executing it with inputs and observing its outputs. Testing can be used to
identify the system'’s limitations, defects, or failure modes and ensure that it meets its functional
requirements. Design of experiments (DOE) is a statistical technique for planning and analyzing
experiments to evaluate the effect of different variables on a system. DOE involves selecting a
set of variables to manipulate, de ning an experimental design, and collecting data to analyze the

effect of the variables on the system.



Assurance cases are structured arguments that provide evidence for a claim about the sys-
tem, typically related to its safety or reliability. They involve identifying hazards or risks, de-
scribing how the system is designed to mitigate those risks, and presenting evidence to support
the claim that the system is safe and reliable by demonstrating that the design is sound, the
system has been thoroughly tested, and that any identi ed issues have been addressed through
appropriate risk mitigation strategies.

While assurance cases, testing, and DOE are all aimed at ensuring the quality and reliability
of complex systems, they differ in their focus and approach. Assurance cases focus on provid-
ing evidence to support a claim about the system while testing and DOE focus on evaluating the
behavior of the system and identifying ways to improve its performance. In practice, these tech-
niques are complementary to each other. While assurance cases provide a high-level overview
of the system's safety and reliability, testing and DOE can provide more detailed information on
speci c aspects of the system's behavior and help identify areas for improvement. Together, they
can help ensure that complex systems are designed, implemented, and evaluated in a rigorous
and systematic way.

In autonomous systems, assurance cases are typically more complex and may include ad-
ditional evidence and argumentation to demonstrate the system's reliability and safety. This is
because autonomous systems operate without human intervention and may make decisions that
affect human safety. Assurance cases for autonomous systems include evidence of the system's
ability to perceive its environment accurately, make decisions based on that information, the sys-
tem's ability to detect and respond to unexpected situations or failures, as well as any mitigation
measures that have been put in place to address potential issues to ensure the system acts in a way

that is safe and reliable.



Assurance cases are also used in non-autonomous systems that require human intervention
or control to operate, such as medical devices, industrial control systems, and transportation sys-
tems. Assurance cases are used to provide con dence that a non-autonomous system is reliable
and safe to use. They are particularly useful in regulated industries, where compliance with safety
standards and regulations is essential for ensuring public safety.

Therefore, assurance cases can be used in both non-autonomous and autonomous systems,
but there exist differences in how they are applied and the types of evidence and argumentation

used in each case to support the assurance case claims.

1.1 Background

As assurance cases provide evidence, the experimental design used to evaluate a system
has a signi cant impact on the assurance case. A poorly designed experiment may not provide
suf cient evidence to support the safety and reliability claims of the system, which can weaken
the assurance case. On the other hand, a well-designed experiment can provide strong evidence
to support the safety and reliability claims, which can enhance the assurance case.

Some ways that experimental design affects the assurance case are as follows:

1. Relevance of evidence: The experimental design should be relevant to the safety and reli-
ability claims of the system. The evidence generated from the experiment should directly
relate to the performance of the system in its intended use case. If the experimental de-
sign is not relevant, the evidence generated may not be suf cient to support the safety and

reliability claims, which can weaken the assurance case.

2. Completeness of evidence: The experimental design should be comprehensive and cover

3



a range of scenarios and use cases. The evidence generated from the experiment should
demonstrate the system's ability to perform reliably and safely in a wide range of situations,
including edge cases and failure modes. If the experimental design is not comprehensive,
the evidence generated may not be suf cient to support the safety and reliability claims,

which can weaken the assurance case.

3. Quality of evidence: The experimental design should be well-executed, with rigorous and
well-de ned testing methods. The evidence generated from the experiment should be accu-
rate, precise, and free from bias. If the experimental design is poorly executed, the evidence

generated may not be reliable, which can weaken the assurance case.

According to Hung [5], an experiment refers to a process of setting a variable to multiple
states and observing the effects on other variables. The result of the experiment are the values
the independent variable is set to and the observed values of the dependent variables due to
the presence of directed edges between the independent variable and other dependent variables.
Based on Pearl's work [6], the directionality of causation between the variable and its neighbors
can be established. Speci cally, if the variable has no impact on a neighbor, the edge is directed
toward the variable. On the other hand, if the variable affects the neighbor, the edge is directed
from the variable to the neighbor.

In the context of experimental design, a model is a mathematical or statistical representa-
tion of the relationship between one or more independent variables, also known as factors, and
a dependent variable, also known as the response variable. The model can be used to describe
the relationship between the variables, make predictions about the response variable for differ-

ent values of the independent variables, and estimate the effects of the independent variables on



the response variable. Experimental design is a systematic approach for planning and conduct-
ing experiments to obtain reliable and precise estimates of the model parameters which involves
selecting the appropriate experimental design and sample size, experimental conditions, and con-
trolling sources of variation. By controlling sources of variation, experimental design helps to
minimize the noise or random error in the data, which can result in more accurate and precise
estimates of model parameters.

If the model parameters and their relationship is unknown, we require data from experi-
ments to estimate them. This is where the process of experimental design comes into play. The
goal of experimental design is to determine how to conduct experiments in order to estimate the
unknown parameters with the highest degree of accuracy and precision possible. The selection
of parameter values to construct the experimental design is crucial to achieve a desired response
of the system, and unsuitable parameter values may lead to undesirable outcomes according to
Ryan et al. [7].

In cases where you do not have any prior knowledge about the parameters or their relation-
ship, an initial amount of data is collected by conducting exploratory experiments to gather data
and generate hypotheses about the relationship between the variables. Based on this initial data,
an appropriate model or models are selected to describe the relationship between the variables
and estimate the unknown parameters using methods such as maximum likelihood estimation,
least squares estimation, and Bayesian estimation.

To improve the assurance case for an autonomous or a hon-autonomous system, it is im-
portant to ensure that the experimental design used to generate evidence is rigorous and compre-
hensive in order to provide more robust and reliable evidence to support the safety and reliability

claims of the system, thereby improving the con dence of stakeholders in the system's perfor-
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mance and reduce the risk of failures and accidents. It is possible to use the evidence generated
to identify areas where the experimental design can be improved. Some ways in which the ex-

perimental design can be improved to enhance an assurance case are:

1. Sample size: If the evidence provided to the assurance case indicates that the sample size
used in the experiment was insuf cient to draw meaningful conclusions, then it may be

necessary to increase the sample size in future experiments.

2. Control variables: If the evidence indicates that certain variables were not properly con-
trolled in the experiment, then it may be necessary to include additional control variables

in future experiments to reduce the impact of confounding factors.

3. Experimental conditions: If the evidence indicates that the experimental conditions were
not appropriate for the system or product being tested, then it may be necessary to revise

the experimental conditions to better re ect the real-world use case.

4. Outcome measures: If the evidence indicates that the outcome measures used in the exper-
iment were not appropriate or sensitive enough to detect meaningful differences between

groups, then it may be necessary to revise the outcome measures in future experiments.

By continuously improving the experimental design based on the evidence generated, it is
possible to increase the strength and credibility of the assurance case and to better demonstrate
the safety and effectiveness of the system or product being evaluated.

According to Anthony et al. [8], the statistical design of experiments involves planning
and designing an experiment in such a way that appropriate data can be collected, analyzed, and

interpreted, leading to valid and objective conclusions. This approach is an alternative to the tradi-



tional one-factor-at-a-time scienti ¢ method of experimentation, which is considered ineffective
and unreliable. In a statistically designed experiment, multiple factors are varied simultaneously
at their respective levels to gather a large amount of information with a minimal number of exper-
imental trials. This allows for a more comprehensive understanding of the experimental variables
and their interactions, leading to more accurate and ef cient conclusions.

In decision support systems that interact with humans, such as safety-critical systems,
Bayesian Belief Networks (BBNs) are useful tools for supporting assurance case claims about
such systems. BBNs bridge the gap between probabilistic models and human intuition by mod-
eling uncertainty, enabling the selection of appropriate experiments for generating evidence.
Bayesian experimental design (BED) is a technique that guides the selection of experiments based
on expected information gain, determining which experiment design will provide the most insight

into the model before conducting experiments in a laboratory setting.

1.2 Objectives

The goal of this thesis shall be to use the Bayesian approach in determining the best ex-
perimental design through evidence generation for evaluating an assurance case. The primary

research questions that this thesis shall aim to answer are:

1. Q:: What are the criteria for experimental design and how can we obtain an experimental

design with the Bayesian approach?

2. Q,: How does the generation of evidence support the argument “Which experiment should
be performed?” or “How many experiments should be performed?” for the development

of an assurance case?



3. Qs: How can Bayesian experimental design be used to understand the impact of evidence

or other factors on belief in assurance cases' claims?

1.3 Structure of Thesis

This thesis provides a framework through a combination of experimental design, assurance
cases, and BBNs to guide the selection of experimental parameters and help evaluate the impact
on belief in assurance case claims. The theory behind Assurance cases and Bayesian Belief
Networks (BBNSs) is explained in Chapter 2. Chapter 3 de nes our approach for modeling an
assurance case as a BBN model. In addition to this, it provides 2 examples of assurance cases
that are considered for analysis purposes in Section 3.3 and 3.4 respectively. In Chapter 4, an
analysis is performed by varying the different parameters considered during the modeling of the
assurance case into a BBN model. Chapter 5 concludes this thesis by providing a summary and

possible future directions for the work are described at the end, followed by references.



Chapter 2: Literature Review

This chapter presents the relevant background related to Bayesian belief networks (BN),
Assurance Cases (AC), Assurance Case Notations such as Goal Structuring Notation (GSN) and

Claim-Argument-Evidence (CAE), and Design of Experiments (DOE).

2.1 Assurance Cases

An assurance case (AC) is a collection of documented evidence that presents a persuasive
and valid argument regarding the system's dependability and adequacy in a particular application

and environment. Bloom eld et al. [9] de nes an assurance case as follows:

A structured argument, supported by a body of evidence provides a compelling, com-
prehensible, and valid case that a system is safe for a given application in a given

environment.

Also, Nesic et al. [3] refer to an assurance case as a hierarchical argument supported by
evidence, whose scope is de ned by contextual information. Figure 2.1, which has been adapted
from Matsuno [1], illustrates a fundamental framework for an assurance case.

The “structured argument” can be differentiated based on the arguing statements. Mat-
suno [10] de nes an assurance case as a safety case when making arguments regarding a sys-
tem's safety. However, the scope of assurance cases can be extended beyond safety to include
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Argument

Figure 2.1: Argument Structure based on Matsuno [1].

dependability, security, reliability, or availability. In such cases, assurance cases may be called
dependability cases, security cases, reliability cases, or availability cases, respectively.

More precisely, an assurance case is essentially a structured argument, organized in a hi-
erarchy, where each argument comprises a setanins. One of these claims is designated as
the top-level claim, ogoal, while the others argubgoals The claims at the lower levels of
the hierarchy are supported by evidence, which demonstrates the truth of the associated claims.
The aim is to show that if theubgoalsare true, then the top-levelaim logically follows. The
overall purpose of an assurance case is to provide convincing evidence that the top-level claim is
indeed true.

Bishop and Bloom eld [11] describe various types of arguments that can be used to support

claims related to system attributes:

1. Deterministic arguments These involve the application of predetermined rules to derive
a true or false claim based on initial assumptions. Examples include formal proofs of
compliance with speci cations or demonstrations of safety requirements through execution

time analysis or exhaustive testing of logic.
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2. Probabilistic arguments. These involve quantitative statistical reasoning to establish a
numerical level of assurance, such as mean time to failure (MTTF), mean time to repair

(MTTR), or reliability testing.

3. Qualitative arguments. These involve compliance with rules that have an indirect link to
the desired attributes, such as compliance with various standards, staff skills, and experi-

ence, or best practices.

The choice of argument will depend on the type of claim and the available evidence. For
instance, claims related to reliability and safety might rely on more quantitative and statistical
arguments, such as fault tree analysis or failure mode and effect analysis. On the other hand,
claims related to maintainability or security might rely on more qualitative arguments, such as

adherence to codes of practice or security policies.

2.2 Assurance Case Notations

Assurance Case notation, developed by Toulmin [12], is a way to represent arguments and
reasoning in a structured manner. It is commonly used in safety-critical systems engineering to
demonstrate that a system meets its safety requirements.

The notation is based on the Toulmin [12] model of argumentation, which consists of six
components: claim, data, warrant, quali er, rebuttal, and backing. The claim is the main asser-
tion being made, while the data provides evidence to support the claim. The warrant is the logical
connection between the claim and the data, and the quali er speci es the degree of certainty or
uncertainty associated with the claim. The rebuttal addresses potential counterarguments or ob-
jections, while the backing provides additional evidence to support the warrant. It was created
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Figure 2.2: Basic Toulmin Notation for Claim-Argument-Evidence Model from Sklyar and
Kharchenko [2].

to address situations where classical predictive implication was insuf cient, particularly in com-
plex cases where the implication could not be simply described as either true or false. Figure 2.2
presents the view of Sklyar and Kharchenko [2] on the implication proposed by Toulmin.
Assurance Case notation extends the Toulmin [12] model by adding a graphical representa-
tion that shows the relationships between the various components of the argument. The graphical
representation is typically in the form of a tree structure, with the claim at the top and the sup-
porting evidence and reasoning branching out from it. Generally, an assurance case structure

comprises the following elements:

1. Goal: The main objective or purpose of the Assurance Case. This element sets out what is

being argued and what is the intended outcome of the argument.

2. Evidence: The data, information, and supporting materials used to back up the argument.
This element provides the basis for the argument and is used to demonstrate that the claim
being made is valid.
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3. Argument: The logical reasoning and justi cation used to support the claim. This ele-
ment explains how the evidence supports the goal and provides a structured approach to

demonstrating that the claim is valid.

4. Assessment: The evaluation and analysis of the argument, evidence, and goal. This element
examines the strengths and weaknesses of the Assurance Case and provides an assessment

of its overall validity.

5. Context: The broader environment in which the Assurance Case is being made. This ele-
ment considers external factors that may impact the argument, such as regulatory require-

ments, organizational policies, or industry standards.

Duan et al. [13] state that it is not possible to prove a claim with absolute certainty be-
cause knowledge about systems is always imperfect. However, in mathematics, it is possible to
prove some claims with absolute certainty using rigorous deductive reasoning. For example, the
Pythagorean theorem states that in a right triangle, the square of the length of the hypotenuse (the
side opposite the right angle) is equal to the sum of the squares of the lengths of the other two
sides. This theorem has been proven using deductive reasoning, and the proof is widely accepted
as being absolute and irrefutable within the framework of Euclidean geometry, but it may not
hold in non-Euclidean geometries. Therefore, it is important to be aware of the context or frame-
work within which a mathematical claim or theorem is being made, as this can affect its validity,
applicability, and interpretation.

According to Neic et al. [3], proving a claim with absolute certainty is not possible in most
scenarios due to the inherent uncertainty in whether a conclusion follows from the supporting
claims and whether the evidence supports a claim. To illustratsicé¢ al. [3] have given an
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example where a claim states that a “software component implements a requirement” cannot be
considered true based on the evidence of “successful testing”, as the testing tool may produce
false positives that could lead to an incorrect interpretation of the results. Hence, to evaluate an
assurance case, researchers suggest assessing the belief that a conclusion is true, which should be
high for a safe system.

Given the inherent uncertainty in system knowledge, absolute certainty in the truth of
safety-case claims or conclusions is unattainable. To address this, various research contribu-
tions propose quantifying the belief or con dence in the truth of assurance case claims through
calculated metrics. If the calculated belief surpasses a prede ned threshold, the claim is consid-
ered true. Kelly [14] explains that this belief calculation process is part of the assurance case
assessment, where assessors scrutinize the arguments presented and decide whether to accept

them or require more information to increase their con dence in the conclusions.

2.2.1 Goal-Structuring Notation

Following Toulmin [12], the graphical notation for assurance cases, Goal Structuring No-
tation (GSN), was introduced by Kelly and Weaver [15]. GSN represents arguments in the form
of tree structures with different node types namely goal nodes, strategy nodes, assumption nodes,
justi cation nodes, context nodes, and evidence nodes. The elements of strategy, context, justi -

cation and assumption are described as follows:

1. Strategy nodes describe the overall approach or plan for achieving the goal or objective
being argued. They typically represent high-level strategies or methods for achieving the

goal and they are used to provide context for the argument.
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2. Context nodes typically represent external factors or conditions that may impact the argu-

ment, such as regulatory requirements, organizational policies, or industry standards.

3. Assumption nodes represent underlying assumptions or beliefs that are necessary for the
argument to be valid. They typically represent implicit assumptions that are not explicitly

stated in the argument, but which are necessary for the argument to hold.

4. Justi cation nodes provide evidence or reasoning to support the argument being made.
They typically represent explicit evidence or logical steps that support the claim being

made in the argument.

The main difference between strategy, assumption, and justi cation nodes is the type of
information they represent and the role they play in the argument. Strategy nodes provide context
and direction for the argument, assumption nodes provide underlying assumptions necessary for
the argument to be valid, and justi cation nodes provide explicit evidence or reasoning to support
the claim being made in the argument.

The root of the tree must be a goal node, which is the claim being argued for. A context
node can be attached to complement the top-level claim and describe its context. A goal node can
be decomposed into sub-goal nodes through a strategy node, which contains a reason for why the
goal is achieved when the sub-goals are achieved. The purpose of a strategy node is to provide
a structured plan for how the overall claim is supported by the sub-goals. The strategy node
can also be used to show how the sub-goals are dependent on each other or to highlight trade-
offs between the sub-goals. Evidence nodes are added for sub-goals that have direct evidence
of success. If a sub-goal is not decomposed or supported by evidence, an undeveloped node
is attached to highlight its incomplete status. Assumption nodes in GSN are used to represent
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the assumptions made in the argument, while justi cation nodes are used to provide additional
supporting arguments or reasons for a claim, strategy, or sub-goal.

Figure 2.3 provides an example of an assurance case in GSN. The root of the tree must
be a goal node, called the top-level claim or goal, which is the claim to be argued (G1 in Fig.
2.3). For G1, a context node C1 is attached to complement G1 which is used to describe the
context (for instance, operating environment) of the goal it is attached to. G1 is decomposed
through a strategy node (S1) into two sub-goal nodes, G2 and G3. The strategy node contains
an explanation, or reason, for why the goal is achieved when the sub-goals are achieved. S1
explains the way of arguing (argue over each possible fault). When successive decomposition
reaches a sub-goal (G2) that has direct evidence of success, an evidence node (Snl) referring to
the evidence is added. For the sub-goal (G3) that is not decomposed nor supported by evidence,
a node (a diamond) of type undeveloped is attached to highlight the incomplete status of the case.
An additional justi cation node (J1) assists in providing a valid reason to support the claim being
made in the argument structure.

The assurance case in Figure 2.3 is generated gati2x, an open-source application,
which renders an assurance case in GSN from a YAML format le to a scalable vector graphics

(SVG) image.

2.2.2 Claim-Argument Evidence Notation

According to [16], Adelard [17] introduced a simple approach to presenting assurance case

arguments called Claim-Argument-Evidence (CAE).

» Claim: A claim is a statement made within the argument that can be evaluated to be true
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Figure 2.3: An assurance case represented in GSN gsinZx.

or false, and is supported by sub-claims, arguments, or evidence. It may also include

contextual material to clarify scope and terminology.

« Argument: An argument describes the approach taken to support a claim and is optional,

but is often included to explain how the parent claim is satis ed.

» Evidence: Evidence statements refer to evidence presented to support the claim or argu-

ment, and usually summarize and link to the relevant report containing the evidence.

In their work, Sklyar and Kharchenko [2] introduce the concepts of acceptance criteria and
coverage criteria, which need to be considered in order to support arguments and evidence in
Claim-Argument-Evidence (CAE) notations for the assessment of critical systems.

Acceptance criteria represent the conditions that must be met to ful Il the stated require-
ments. In the context of the Assurance Case, acceptance criteria aid in formulating consistent

arguments and providing corresponding evidence. Coverage criteria indicate the extent to which
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the claim is ful lled. They enable the articulation of multiple arguments to cover all claim fea-
tures and multiple pieces of evidence to fully support the arguments. Acceptance criteria can be
derived from both arguments and evidence.

In a general sense, acceptance criteria provide both quantitative and qualitative descriptions
of situations where the claim is satis ed, while coverage criteria provide a measure of the degree

to which evidence for speci ¢ arguments is supplied.

2.3 Bayesian Experimental Design

According to Abdur Rahman's research [18] on the Bayesian approach to experimental
design, prior knowledge is incorporated into the determination of the appropriate type of exper-
iment to conduct. This method is unique in that it employs prior information as a probability
function, which introduces some level of uncertainty to the model. Lindley [19] also proposes
a strategy for achieving optimal design through the optimization of the predicted utility of the
experiment. These techniques are valuable for conducting experiments with improved ef ciency
and accuracy.

Vanlier et al. [20] proposed a new technique for optimal experiment design (OED) that
is suitable for models that deal with signi cant parameter uncertainty. The method involves
a Bayesian approach that utilizes importance sampling of the posterior predictive distribution
to predict how effective a new measurement would be in reducing the uncertainty of a chosen
prediction.

Walker and Ravisankar [21] aimed to optimize the design of experiments (DOE) to achieve

maximum information gain. To achieve this, they utilized Bayesian inference and a Metropolis-
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Hastings Markov Chain Monte Carlo algorithm to calculate an information gain metric. This
metric represents the degree to which model parameters change when experimental data is incor-
porated, indicating the level of information gained from the data. As the information gained can
vary under different experimental conditions, determining its value prior to conducting experi-
ments can help select the experiments that provide the most insight into the uncertainties of the

model.

2.4 Evaluation of Assurance Cases

In Bayesian belief networks, “con dence” can be de ned as the degree of belief in the truth
of a claim or conclusion based on the available evidence. It is represented as a probability value
assigned to the node in the network corresponding to the claim or conclusion.

In the context of assurance cases, “con dence” refers to the level of trustworthiness or
assurance that can be placed on a system or its components based on the available evidence that is
typically gathered from various sources such as tests, inspections, analysis, and expert judgment,
and is evaluated using a structured argumentation framework such as an assurance case. The
con dence assigned to a claim or conclusion in an assurance case is based on the strength and
guality of the evidence, the completeness of the argument, and the credibility of the sources of
evidence.

Toulmin's [12] argumentation model can be used to analyze and evaluate the components
of an assurance case, to ensure that the evidence and reasoning are sound and the claim is well-
supported. By using Toulmin's model, engineers can identify weaknesses or gaps in the assurance

case, and make improvements to strengthen the argument and increase con dence in the safety
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or reliability of the system.

The evaluation of an assurance case requires the assessment of con dence in individual
evidence nodes that constitute the foundation for determining the overall con dence in the assur-
ance case. However, human opinions are often subjective and uncertain, making it challenging to
express them as a single probability value. To address this challenge, Duan et al. [22] proposes
that a beta distribution ¢distribution) can best capture human opinions, including con dence.
Extending this notion, one way to capture subjective probability is through the use of probability
distributions, which can represent a range of possible outcomes and their associated probabili-
ties. Different probability distributions can be used depending on the speci ¢ situation and the
characteristics of the probability being assessed. For example, a normal distribution might be
appropriate for capturing opinions about a continuous variable with a known mean and standard
deviation, while a binomial distribution might be used to capture opinions about a discrete event
with two possible outcomes.

Given that an assurance case comprises a structured logical argument, with a top-level claim
supported by evidence and arguments, Duan et al. [22] argue that con dence in an assurance
case can be viewed as two distinct components. These components include con dence in the
individual evidence nodes and con dence in the argumentation that combines the evidence nodes
to demonstrate the validity of the top-level claim.

Graydon and Holloway [23, 24] conducted a study on twelve different techniques for quan-
tifying con dence in assurance cases and evaluated their belief calculations by reproducing
example safety cases and subjecting them to modi cations. The different techniques include
BBNs, Dempster—Shafer Theory, Jgsang's Opinion Triangle, or Evidential Reasoning, and using

weighted averages. They identi ed modi cations that resulted in unrealistic belief values for
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the methods that were possible to reproduce. SimilarlgidNet al. [3] discussed the causes of
unrealistic belief calculations in assurance cases.
Nesic et al. [3] state that unrealistic belief calculations are a consequence of the built-in

properties of the underlying frameworks for reasoning about uncertainty.

2.4.1 Dempster-Shafer Approach

In the Dempster-Shafer theory-based approach, an opinion is represented by a mass, where
the increase in opinion results in an increase in mass. The range of the opinion is bounded by
a belief lower bound and a plausibility upper bound. However, unlike traditional probability,
Dempster-Shafer's theory accounts for uncertainty as a separate value. For instance, having a
con dence of 0.8 does not equate to an uncertainty of 0.2, but may instead be comprised of 0.8
con dence, 0.1 lack of con dence, and 0.1 uncertainty. Additionally, Dempster-Shafer's theory
offers various techniques to combine evidence in different situations.

In many practical situations where we have multiple pieces of evidence that are needed to
be considered together in order to make an informed decision or inference, combining beliefs
allows us to weigh the pieces of evidence and arrive at a single, coherent conclusion that takes
into account all available information. The rules for combining beliefs in Dempster-Shafer's

theory are as follows:

1. The rule of combination, also known as Dempster's rule, combines two independent pieces
of evidence to produce a new belief function that re ects their combined support for a

hypothesis.

2. The rule of total probability, which allows for the combination of dependent pieces of
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evidence by taking into account the probabilities of each hypothesis given the evidence.

3. The rule of conditioning, which allows for the revision of a belief function in light of new

evidence.

In Dempster-Shafer's theory, plausibility can be interpreted as a measure of the strength
of the evidence in favor of a particular hypothesis, or as the degree to which the hypothesis is
consistent with available data. In contrast to belief, which represents the degree of certainty that
a proposition is true, plausibility represents the degree to which a proposition is plausible or
credible based on available evidence.

While the rules for combining beliefs in Dempster-Shafer's theory are mathematically
sound, one issue is the potential for a case where the combination of two beliefs results in an
opinion that is completely uncertain, with both belief and plausibility equal to zero. This can
occur when the beliefs being combined are completely independent, with no overlap in the evi-
dence they represent. Additionally, when combining a large number of beliefs, the computations
can become computationally intensive and may require approximations or simpli cations to be
feasible. In summary, Dempster-Shafer's theory provides a framework for representing and com-
bining evidence from multiple sources where con dence plays a role in how a system evaluates

and combines that evidence.

2.4.2 Bayesian belief network Approach

BBNs are a graphical modeling approach that models the conditional probabilistic rela-
tionships of certain independent variables. From Pearl [6], in a BBN model, nodes represent

variables or events that may affect or be affected by other variables, while arrows between nodes
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Figure 2.4: Bayesian belief network for 3 variables: Wet grass, Sprinkler, Rain.

represent the direct dependencies or causal relationships between the variables. The direction of
the arrow indicates the direction of the causal impact or in uence. This network structure allows
us to represent and reason about the joint probability distribution over all the variables in the
network, given the available evidence or observations.

To illustrate the concept of a BBN, let us consider a scenario where we need to model the
dependencies between three variables: the state of a sprinkler (on or off), the presence or absence
of rain, and whether the grass is wet or not. In this scenario, there are two possible causes for wet
grass: an active sprinkler or rain. Moreover, rain has a direct effect on the use of the sprinkler,
as the sprinkler is typically not used when it is raining. This scenario can be effectively modeled
using a BBN within GeNle [25], where each variable has two possible values. The network
diagram shown in Figure 2.4 captures the probabilistic dependencies between the three variables
and provides a visual representation of the states of the random variables and their relationships
between them.

The conditional probability tables associated with Wet Grass, Sprinkler, and Rain are tab-
ulated in Table 2.1, Table 2.2, and Table 2.3 respectively. The use of a BBN allows us to make

inferences about the probabilities of different events given certain observations or conditions, and
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to update our beliefs as new information becomes available.

Table 2.1: Conditional Probability table for Wet Grass.

Wet Grass

Sprinkler Rain  Yes No

On True 0.99 0.01
On False 09 0.1
Off True 0.8 0.2

off False 00 1.0

Table 2.2: Conditional Probability table for Sprinkler.

Sprinkler
Rain On Off

True 04 0.6
False 0.01 0.99

Table 2.3: Conditional Probability table for Rain.

Rain
True 0.8
False 0.2

By utilizing the conditional probability formula, the BBN model can be used to answer
guestions about the presence of a cause given the presence of an effect, a concept commonly
referred to as inverse probability. For example, we may ask “Given that the grass is wet, what is
the probability that it is raining?”. The BBN allows us to calculate this probability by using the
conditional probabilities associated with each node in the network as shown in Figure 2.5. This
type of analysis enables us to make inferences about the likelihood of different causal factors

based on observed effects and can be a powerful tool for decision-making and problem-solving

in a wide range of contexts.
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(@) (b)

Figure 2.5: Probabilities of states of Sprinkler and Rain given information about the Grass being
wet 2.5a or not 2.5b.

Similarly, if we have information on either the sprinkler or the occurrence of rain, then
the likelihood of different causal factors based on observed effects are shown in Figure 2.6 and

Figure 2.7 respectively.

() (b)

Figure 2.6: Probabilities of states of Grass and Rain given information about the state of the
Sprinkler being On 2.6a or Off 2.6b.

Therefore, BBNs can prove to be a useful tool for deriving quantitative claims related to the
safety of a system as they are able to predict the value of variables based on uncertain or partial
data, which can be particularly valuable in situations where data is limited or dif cult to obtain.
However, Kelly [26] mentions one drawback of BBNs is the challenge of deriving accurate con-
ditional probabilities that express the level of causality between variables. This process often

involves subjective interpretation and can be in uenced by a variety of factors, such as expert
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Figure 2.7: Probabilities of states of Sprinkler and Grass given information about the occurrence
of Rain being True 2.7a or False 2.7b.

knowledge and prior assumptions. To address this challenge, it is important to continually update
and re ne the BBN as more data becomes available. This can help to improve the accuracy of
the conditional probabilities over time and enhance the overall reliability of the BBN model.

BBNs have become a popular tool in risk assessment and decision-making due to their
ability to model complex systems and provide a probabilistic framework for reasoning under un-
certainty. The ease of use of posterior probabilities in such networks is a key advantage according
to Arora et al. [27] and Gupta et al. [28], as they allow for the incorporation of new evidence and
updating of probabilities in real-time, which is particularly important in dynamic environments
where the risk assessment is constantly changing.

In addition to this, the network can be re ned and adapted with the availability of new
information. Such networks provide ways to combine the relationships and expert knowledge
stated in the literature with the probabilities obtained from the data as a prior probability. In this
respect, Koller et al. [29] state that Bayesian belief networks are superior to other machine learn-
ing methods due to the fact that they are based on probability theory which reasons about random
variables whose state is uncertain, either because it represents the outcome of a still unperformed

experiment, or because it represents a statement for which there is a lack of knowledge to decide
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if it is truthful or not [3]. By explicitly modeling the probabilities of uncertain events and allow-

ing for the propagation of uncertainty through the network, reasoning about complex systems in
which there are many sources of uncertainty becomes feasible through BBNs. In addition to this,
one of the key advantages of BBNs is their ability to perform “plausible reasoning” which refers

to the ability to reason about statements for which there is a lack of knowledge to decide if they
are true or not. BBNs can be used to model the uncertainty associated with these statements and
to make probabilistic predictions based on the available evidence.

The choice of probability theory over other frameworks such as belief theory for reason-
ing under uncertainty is motivated by the generality of probability theory. Although belief theory
(Dempster-Shafer theory) can handle situations where there is incomplete or con icting evidence,
probability theory allows for precise calculations of the likelihood of different outcomes by as-
signing a probability to each possible outcome of an event, which re ects the degree of belief or
con dence that the outcome will occur. In addition to this, it can handle both independent and
dependent events, and it allows for the incorporation of prior knowledge into the analysis. More-
over, Dezert et al. [30] state that frameworks such as belief theory have some limitations, such as
the inability to handle conditional probabilities and the possibility of generating counter-intuitive
results.

According to Neic et al. [3], the second class of the methods in Graydon and Holloway

[23, 24] was based on BBNs. In the context of representing goals and sub-goals with the binary

true can be calculated using conditional probabilities in a BBN. However, assigning probabilities
to cases where one or more sub-goals are known to be false can be challenging and unreliable

which may have led to unrealistic calculations. This can lead to situations where the belief in a
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claim remains high even if a crucial sub-goal in the argument is known to be false.

In addition to this, Neic et al. [3] state that when an assurance case contains contradictions,
incompleteness, or ambiguity, it can lead to unreliable or unrealistic belief calculations. There-
fore, Nesic et al. [3] enforces “well-formedness” constraints over the standard Goal-Structuring
Notation (GSN) format to ensure that the assurance case is of suf cient quality before incorporat-
ing it into the corresponding uncertainty model and derives a probabilistic model for calculating
the lower limit belief in a conclusion of an arbitrary assurance case.

Additionally, Nesic et al. [3] discuss two types of decisions that can be made based on their
proposed method. The rst decision involves determining if the lower limit of belief in the top
assurance case claim is higher than a prede ned threshold, leading to the conclusion that the top
claim should be considered true. If the belief value is higher than a prede ned threshold, it can
be concluded that the system is acceptably safe in the current stage of the safety lifecycle. The
second decision involves identifying which part of the safety case should be improved, such as
creating additional evidence or changing an inference rule, to increase the belief in the top claim
the most. This can be achieved by performing a sensitivity analysis of the BBNs which allows
for the identi cation of key factors that are driving the belief in the top claim. Once these key
factors have been identi ed, appropriate actions can be taken to address them, such as gathering
additional evidence or modifying inference rules. The goal is to increase belief in the top claim
as much as possible, in order to further increase con dence in the safety of the system.

However, when a random variable associated with a node of a BBN and all its parents
are discrete, the conditional probability distributions are stored in conditional probability tables
(CPTs) indexed by all possible combinations of states of the parents. The consequence of the

proposed belief model is that for large, real-size assurance cases, the corresponding belief model
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may become a large joint probability distribution that poses dif culties to knowledge engineer-
ing, learning BBNs from data, and inference algorithms for BBNs. A practical solution to this
problem has been the application of parametric conditional distributions, such as the Noisy-OR
(or their generalization, the Noisy-MAX) gates, which take advantage of the independence of
causal interactions and provide a logarithmic reduction of the number of parameters required to
specify a CPT.

The independence of causal interaction (ICl) is a property of Bayesian belief networks
where the probability of a node is independent of the values of its non-descendant nodes, given
the values of its parents. By exploiting this property, Noisy-OR, and Noisy-Max nodes modeled
within BBNs can reduce the number of parameters needed to specify a conditional probability
distribution. Speci cally, these gates can reduce the number of required parameters from an
exponential function of the number of parents to a linear function of the number of parents.
This reduction can make it easier to model and analyze complex systems with large assurance
cases. Zagorecki and Druzdzel [31] propose an algorithm for nding the best- tting Noisy-MAX

distribution to a given CPT in a BBN.

2.5 Modelling Assurance Case as a Bayesian Belief Network

According to Hobbs and Lloyd [32], building an assurance requires evidence that must be

considered from different directions of questioning as follows:

1. What claims are being made?
2. What evidence is provided to support the claims and how valid is that evidence?

3. Does the evidence support the claims?
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The question “Does the evidence support the claims?” effectively implies: “Do you agree
that if the given evidence in this hierarchy is demonstrated, then the conclusion would also be
demonstrated?” which may lead to identifying weaknesses in the argument prior to conducting
experiments resulting in extending the evidence or including more pieces of evidence to better
support an assurance case's top-level claim. Hobbs and Lloyd [32] represented an assurance case
by a BBN where each leaf represented elementary evidence and the structure of the network itself
represented the argument.

Nesic et al. [3] propose a general probabilistic model to compute the lower limit of belief
in the conclusion of any assurance case argument. The model creation process involves the

following steps:

1. Ensuring that the assurance case conforms to well-formed constraints to prevent unrealistic

belief values.

2. Mapping assurance-case elements of the GSN format to the assurance-case elements de-
ned in terms of formulas of a languade to create a probabilistic model that calculates
the worst-case belief value where it is necessary to reason about the probability that an

argument claim is true even if some sub-claims are false.

3. Encoding the resulting probabilistic model as a BBN to enable tool-supported, large-scale,

belief calculations.
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(a) GSN structure. (b) Corresponding Bayesian belief network.

Figure 2.8: A GSN structure 2.8a, and its corresponding Bayesian belief network 2.8b where
nodes with dashed outlines represent implicit inference rules statedsia &tel. [3].

2.6 Sensitivity analysis in Bayesian belief networks

A BBN can be created using GeNle [25] which is a Bayesian belief network construction
tool that allows users to specify variables of interest, their relationships, and the probability dis-
tributions governing their behavior. The tool also provides features for model validation, such as
sensitivity analysis, parameter estimation, and model comparison.

Sensitivity analysis is a technique developed by Castillo et al. [33] that aims to validate the
probability parameters of a Bayesian belief network. This is achieved by studying the impact
of small changes in the numerical parameters of the model, such as the prior and conditional
probabilities, on the output parameters, such as the posterior probabilities. Parameters that exhibit
high sensitivity affect the reasoning results signi cantly more than others. By identifying these
parameters, it becomes possible to allocate effort more effectively to obtain accurate results from
a Bayesian belief network model.

Furthermore, GeNle performs a sensitivity analysis, proposed by Uffe and Linda [34],
that calculates a complete set of derivatives of the posterior probability distributions over a set of

target nodes with respect to each of the numerical parameters of the Bayesian belief network. This
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provides an indication of the importance of precision in the numerical parameters for calculating
the posterior probabilities of the targets. Large derivatives for a parameter indicate that small
changes in the parameter may lead to signi cant changes in the posteriors of the targets, while
small derivatives suggest that even large changes in the parameter will make little difference in
the posteriors. The algorithm ef ciently computes these derivatives, enabling directed allocation

of effort to improve the accuracy of the network's numerical parameters.
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Chapter 3: Methodology

The objective of this section is to propose a methodology for constructing a BBN from an
assurance case and to assess the impact of the input parameters and evidence modi cations on

the belief in the top-level claim of the network. Bayesian belief networks are based on classical

The principal contribution of this study is the proposal of a probabilistic assurance case
interpretation that allows for a broader understanding of uncertainties and risks associated with
complex systems. By establishing a clear de nition of when the top-level claim of an assurance
case is true, the probabilistic model provides a more comprehensive approach to assurance case
interpretation than the traditional deterministic approach allowing for a more comprehensive and
realistic assessment of the level of con dence in the top-level claim and helps to identify areas
where further evidence or argumentation may be needed to increase that con dence. The tradi-
tional deterministic approach, on the other hand, tends to rely on a binary assessment of whether
the evidence supports the claim or not, which can lead to oversimpli cation and a false sense of
con dence in the reliability of a system.

To enable practical manipulation and analysis of joint-probability distributions, the belief
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model is encoded as a Bayesian belief network that is implemented and analyzed with off-the-
shelf tool support using libraries suchRgBBNdeveloped by Jee Vang [33PyBBNis a Python
implementation of probabilistic and causal inference in Bayesian Belief Networks using exact
inference algorithms provided by Castillo et. al. [36], Jordan & Michael Irwin [37], Koller et.

al. [29], Murphy & Kevin P [38], and Huang et. al. [39].

Ideally, in order to provide a structured and systematic argument for the assurance of a
system, the assurance case should consist of a hierarchy of arguments with each claim and the
top-level claim being satis ed by a model associated with a speci ¢ engineering process. Typi-
cally, this engineering process can be represented by testing, evaluation, veri cation, or valida-
tion processes. However, claims within an assurance case may often relate to complex properties,
such as those concerning the implementation of the system being assured, or the environment in
which the system is intended to operate. Examples of such claims may include assertions about
software that implements a requirement or experiments that successfully process all test cases.

In the context of an assurance case Metbe the corresponding Bayesian belief network
model. SinceM may only represent a part of a larger assurance case, it cannot be concluded
thatM a q for some conclusiom. Therefore, this study calculates the probabilityMfa g,

i.,e. P°"M a g-. The top-level claim or conclusion of the model is treated as a discrete random
variable with two possible stateM a gandM a q, representing the cases whéfdesatis es
and does not satisfky, respectively.

Let the evidence be denoted By The belief in a top-level claing givenE, denoted by
P"qSE-, is equivalent to the terrR”M a ¢e in the context of a Bayesian belief network model
M corresponding to an assurance case. The \RI@gSE « re ects the state of knowledge about

M encoded irE with respect to the claimg. Let the updated evidence with additional information
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that supports the top-level claigbe represented y* Then, the conclusiol a gresultsin an

g, then according to the law of total probability, the beliefjinan be calculated as:

P'gSEe P q;p;:pn Ee P a;p;i; pnEe P q; pu;i pnSEe (3.1)

Although equation 3.1 is suf cient to calculate the belief in the top-level claim, estimating
this value directly can be dif cult when the clainpis abstract (e.g. system is acceptably safe)
while the evidence is speci c (e.g. positive review of software (SW) speci cation). However, the
strength of assurance cases lies in the fact that the ¢Jaimould be deducible from the structure
of sub-claims or arguments and not just the evidence.

However, Naic et al. [3] does not account for the probability of belief in a claim in cases
where one or more sub-claims are known to be false. In cases where the belief in sub-claims or
arguments may be uncertain, the conclugj@only considered true if the supporting claims and
evidence are also true. This simpli es equation 3.1 to an inequality, which establishes a minimum

lower limit of belief in conclusiorg. This lower limit is expressed by equation 3.2.

P'qSE* CP q;p; i pn E- (3.2)

In technical terms, inequality 3.2 provides a generic probabilistic representation of the
minimum level of belief in the conclusion of any assurance case argument. This model can be
tailored to different assurance cases by modifying the underlying claims, rules, and evidence.

Such modi cations are discussed in detail in Section 3.3.4 and Section 3.4.4.
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3.1 Proposed Framework

This approach is intended to complement the process of constructing an assurance case,
which is carried out prior to the initiation of system testing. Therefore, there may be iterations
between building the assurance case and planning the experiments that will generate the evidence
for supporting the claims of an assurance case. In scenarios where evidence is unavailable, a
possible approach is to specify a prior distribution that resembles the expected evidence. This
can be done based on expert knowledge, past experience, or similar studies, and can be used
as a starting point for reasoning about the strength of the assurance case. By specifying a prior
distribution, we can incorporate any available information and beliefs into the assurance case,
even in the absence of direct evidence.

Therefore, the process of calculating the strength of an assurance case using a Bayesian
belief network is intended to be an iterative process that accompanies the development of the
assurance case itself. The Bayesian belief network allows us to model the relationships between
the various elements of the case, and to calculate the overall strength of the case based on the
available evidence. By iteratively updating the belief values for each element of the case based
on new evidence, we can re ne our understanding of the strength of the case over time. This can
help us to identify areas where additional evidence or analysis may be needed to strengthen the
case further or to identify areas where the case may be particularly strong or weak.

When converting a natural-language assurance case into a Bayesian belief network for
belief calculations, each element of the assurance case notation (e.g., assumptions, justi cations,
context, and strategy) is typically represented by a single node in the Bayesian belief network.

This allows us to model the relationships between these elements and to calculate the overall
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strength of the assurance case based on the available evidence.

However, in some cases, nodes in the Bayesian belief network may be conditionally depen-
dent on other nodes. For example, the strength of a justi cation may depend on the strength of an
assumption, or the effectiveness of a strategy may depend on the current context. In such cases,
it may be necessary to include additional nodes in the Bayesian belief network to represent these
conditional dependencies.

Therefore, the proposed framework consists of the following steps:

1. Starting with an assurance case: For example, an assurance case for a medical device might
be created to ensure that the device is safe and effective for use. The assurance case would
outline the assumptions, justi cations, and evidence supporting the safety and effectiveness

of the device.

2. Develop a BBN model: The assurance case can be translated into a BBN model that repre-
sents the relationships between the variables. For example, the BBN model might include

nodes for the device's design, performance, safety, and effectiveness.

3. Collect data and parameterize the BBN: Data can be collected on the factors or variables
in the BBN model and used to parameterize the model. For example, data on the device's
safety record and clinical trial results can be used to set the prior probabilities for the safety

and effectiveness nodes in the model.

4. Conduct DOE and simulate different conditions: The BBN model can be used in simulation
to explore the behavior of the system under different conditions. For example, the Design
of Experiments (DOE) can be used to test different con gurations of the device and see
how they affect the safety and effectiveness of nodes in the model.
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5. Analyze results and make decisions: The results of the simulation can be analyzed to make
decisions regarding experimentation. For example, the simulation might show that certain
con gurations of the device are more effective than others, leading to further experimenta-

tion and re nement of the assurance case.

To test the belief calculations using the proposed framework, two examples of assurance
cases are presented in Section 3.3 and Section 3.4 respectively. The elements of the assurance
case, following the GSN notation, shall be modeled to t into the Bayesian belief network struc-
ture. This modeling process involves assigning values to the conditional probability tables (CPTs)
associated with the random variables within the network and creating a directed acyclic graph
(DAG) to describe the causal relationships between the nodes of the Bayesian belief network that
correspond to the assurance case. The assumptions taken into consideration for the proposed

framework are described below in Section 3.2.

3.2 Assumptions

The following assumptions are taken into consideration during modeling an assurance case

into a Bayesian belief network.

1. The considered assurance case is assumed to be complete i.e., all of the elements of the
assurance case, including assumptions, justi cations, strategy, and context nodes, have un-
dergone thorough review and revision by domain experts. We also assume that the justi -
cations and strategies presented in the assurance case are well-reasoned and provide strong

support for the overall conclusion.

2. Assigning belief values to assumptions, justi cations, strategy, and context nodes is an
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important aspect of an assurance case as it allows for the overall strength of the case to
be evaluated. However, as subjective interpretation is involved in this process which can
be challenging to model, the proposed framework does not account for modeling such

elements of assurance cases within the Bayesian belief network.

. Assigning belief values to the various elements of an assurance case, including assump-
tions, justi cations, strategy, and context nodes involves subjective interpretation and can
be challenging to model within a Bayesian belief network. This is because there may be
multiple factors that in uence our con dence in a particular assumption or justi cation,

and these factors may be dif cult to quantify or express in a formal way. For this reason,
the proposed framework for building assurance cases using Bayesian belief networks does
not explicitly model the subjective elements of the case. Instead, it focuses on quantifying
the strength of the evidence supporting each element of the assurance case and using this

evidence to update our beliefs and evaluate the overall strength of the case.

. The evidence distribution is accurate i.e., the prior distribution that we have speci ed accu-
rately re ects the underlying data-generating process. It implies that we assume to have a
high degree of con dence in the prior distribution, either due to the availability of extensive
empirical data or because the prior distribution has been derived based on expert knowl-
edge or experience. The evidence generated using the Bayesian belief network through
assigning prior probability distributions over the network parameters is considered to have

undergone rigorous testing through well-reasoned methodologies.

. All pieces of evidence within the Bayesian belief network are assumed to have a bino-
mial distribution over the number of experiments to be performed and that this distribution
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accurately re ects the underlying data-generating process. This assumption may be reason-
able in cases where the evidence consists of binary outcomes (e.g., pass/fail), and where
we have reason to believe that these outcomes are independent and identically distributed

across multiple trials of the experiments conducted.

It is important to recognize that assuming that the evidence distribution is accurate may
not always hold true, as the underlying data-generating process may be more complex or varied
than we initially anticipated. In summary, these assumptions can be a useful starting point for
developing an assurance case when empirical data is limited. However, it is important to regularly
evaluate the accuracy of this assumption and also update the prior distribution accordingly based
on new data, or by incorporating additional sources of evidence to re ne our understanding of
the underlying data-generating process. This ensures that the nal conclusion is as reliable as

possible.

3.3 Assurance Case 1 - Test results assurance case

One important aspect of software assurance is testing which is used to detect defects in
software and ensure that it functions as intended. Automated testing frameworks are essential for
software assurance to detect and correct defects and ensure proper functionality. This section fo-
cuses on an assurance case for a testing framework that aims to improve ef ciency and accuracy
through automation. A Bayesian belief network is used to model the assurance case to enable
systematic variation of factors that can impact the testing process through the design of experi-
ments (DOE). The primary goal is to measure the false positive and true positive rates resulting

from DOE variations. By reducing the false positive rate and increasing the true positive rate,

40



software assurance can be improved.

3.3.1 Creating an Assurance Case for test results

Given a top-level claim that refers to test results gathered from running multiple experi-
ments which depend on a certain algorithm to function properly, a sample assurance case that
represents a testing framework was created for the purposes of this study. This testing framework
claims that an arbitrary software algorithm is functional by requiring it to succeed for a minimum
number of experiments before the test results are accepted.

The top-level clainG; states that an arbitrary algorithm meets the requirementi.e., it func-
tions correctly. The top-level claim is considered eit@anrrect or Incorrect based on a pre-
de ned threshold () of the number of successful trials of experiments performed in order to test
the functionality of an arbitrary algorithm. This top-level claim is supported by evidEadkat
represents the number of successes from a xed number of independentryials (

This testing framework is created to assess the degree of belief in the algorithm functioning
correctly which is uncertain. Therefore, there may be cases where, although the algorithm func-
tions correctly, the experiment results in a failure. To account for this uncertainty, we assume
that the number of successes of the experiment is conditionally dependent on the algorithm
functioning correctly.

We identify the following elements of a software assurance case that claims that “Test

results state that the Algorithm works properly”:
1. Goal 1 (G1): Test results state that the Algorithm works properly.

(a) Supported by Evidence 1 (E1): Number of successful trials of an experiment per-
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formed using Algorithm.

Therefore the assurance case fragment represented in GSN is shown in Figure 3.1. The

assurance case diagram is created using Socrates Assurance Case Editor [40].

3.3.2 Creating a Bayesian Belief Network from Assurance Case 1

As mentioned previously, the top-level clai& is considered to have two stat€sorrect
andlncorrect. G; is considered to b& rue only if the number of successful trials of the exper-

iment is above a threshold

the experiment performed.

The probability of a successful trial of the experiment is conditionally dependent on the
Algorithm working correctly because the algorithm is responsible for generating the output of
the experiment, which determines whether the trial is successful or not. As the evi@ence
is conditionally dependent on the algorithm to function correctly, we add a third node to the
Bayesian belief network that represents the correctness of the algorithm.

This third node is necessary to model the relationship between the test results and the
number of successful trials of the experiment, as it takes into account the possibility that the
algorithm may not work correctly. Without this third node, the Bayesian belief network would
not accurately re ect the complexity of the real-world situation. Also, this node can be thought
of as representing the “unknown” factors that may affect the number of successful trials, such as
experimental conditions, external factors, or other unknown variables.

In order to build the Bayesian belief network, we consider the claim and evidence elements
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of the assurance as random variables within the network as assumptions, justi cations, context,
and strategy elements of the assurance case help in understanding how the evidence supports the

claim. The Bayesian belief network shall comprise of the following elements:
1. Xta1: Test Results state that Algorithm works properly.
2. Xea1 - Number of successful trials of the experiment.

3. X a1 : Algorithm works correctly.

However, the Bayesian belief network shall only consist of the claim and evidence nodes.
The Table 3.1 describes the notation that shall be used for the rest of the study and their corre-

sponding state space.

Table 3.1: Bayesian belief network Nodes for Software Assurance Case.

GSN Identi er | Node Random Variable State Space
Gy Test Results state Algorithm XT1A1 Correct,Incorrect
works properly
E. Number of successful trials of XEA1 0;1;::::n
Experiment
E, Algorithm works correctly Xa1 True,False

We assume that the number of successes of independent trials of the experiment follows a
binomial distribution. Lep be the prior probability that represents the success of a trial given the
algorithm works correctly i.eRP"Xg; SXa1  Trues. Letk represent the number of successes.
Then the probability ok successes aof independent trials of an experiment given that evidence

E,isTrueis given byP"Xg; ke which is de ned as follows:

P Xea1 ke <E° pkAl p.n K (33)
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(a) Condensed test results assurance(badgayesian belief network Model from
from Figure 3.1. Figure 3.2a.

Figure 3.2: Bayesian belief network model for test results assurance case using GeNle
Modeler.

Letr be the prior probability that represents the success of a trial given the algorithm works
incorrectly i.e.,P"Xga1 SXa1 Falses. Then the probability ok successes aof independent
trials of an experiment given that evideriegis F alseis given byP"Xga1 ¢ whichis de ned

as follows:

P"Xgy ke <E-rkA1 Fon k (3.4)

3.3.3 Building the Test results Bayesian belief network

In order to perform a tool-supported analysis of the belief model for the test results as-
surance case described earlier, we have encoded inequality 3.1 as a Bayesian belief network, as

shown in Figure 3.2. To perform actual belief calculations, the conditional probability tables
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(CPTSs) of the random variablé&r a1; Xea 1, andX a1 in the network must be lled.

3.3.4 Conditional Probability Tables for Test results Bayesian belief network

For the random variablB” X, the CPT values are populated by the equations 3.5 and
3.6 described below given the prior probabilitgeandr as input to the network. Lét represent

the threshold number of the successes out imidependent trials of the experiment performed.

P Xga1 kXa1 Truee <E-p‘“1 pe" K1 Kk >70;:ne (3.5)

P"Xea1 kXa1 False <E-r'“1 re" K1k >70;::1;ne (3.6)

Let represent the threshold number of the successes autimdependent trials of the
experiment performed. For the random variaBleX t41¢, the CPT values are populated by the

equations 3.7 and 3.8 described below:

PAXTAl CorrectXga1C o 1 (37)

P"Xta1 IncorrectXega1 @ O (3.8)
Equations 3.7 and 3.8 can also be written as:

Xta1 Correct Xg1 C (39)
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Equation 3.9 is considered as a “rule” for the top-level claim represented by random vari-
ableX 141 to be eitherCorrect or Incorrect respectively.

The conditional probability tables (CPTs) values for the random varidble are com-
puted based on the rule de ned by the equation 3.9. The CPT values for the random variable

XE1, is calculated based on the following inputs:

1. The prior probabilitypi.e.,P"Xga1 SXa1 Truee p.

2. The prior probability i.e.,P"Xga1 SXa1 Falses .

3. The probability forkk successes out of trials is calculated using the equation 3.5 and 3.6

based on the random varialfe,; beingT rue andF alse respectively.

4. The probability of the top-level claim representedXya, beingCorrect is calculated

using the equation 3.9

Therefore, the different parameters that are considered in building the Bayesian belief net-
work within GeNle aren, , p, andr. Table 3.2 provides a summary of the parameters required

to populate the CPTs fof o1; Xga1 andXta1.

Table 3.2: Parameters required for CPT valueX pf 1 andX 1.

Random Variable Parameters

X1a1 n,

XEea1 n;p;r

Therefore, if we consider the values from tables 3.3 and 3.6, the corresponding CPTs for
Xegaare tabulated in tables 3.4 and 3.7 respectively. The CPK1{qy, is tabulated in Table

3.5as 2. The Bayesian belief network is modeled using GeNle modeler with the CPTs for
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the random variableX o1; Xea1 andX a1 in gures 3.3 and 3.4 when evidence concerning the

random variableX 4, is set toT rue andF alse respectively.

Table 3.3: Set of values considered for the Bayesian belief network in Figure 3.3.

Parameter Value De nition
n 4 Number of trials
2 Threshold of the number of successes
p 0.80 PAXE]_ Xa1 Truee
r 0.01 PAXE]_ HKa1 Falses

Table 3.4: CPT oK ga 1 using parameters from Table 3.3.

P"Xa1®
Xeg1 | Xa1 True | Xa1 False
0 0.008 0.9702
1 0.096 0.0294
2 0.384 0.0003
3 0.512 0.0001

Table 3.5: CPT oK 13 using parameters from Table 3.17.

P Xtz
Xe1 | X7a1 Correct | X1a1 Incorrect
0 0 1
1 0 1
2 1 0
3 1 0

3.3.5 Simulating the Test results Bayesian belief network Model

The objective of this section is to illustrate how variations in the valugsasfdr impact
the probability of true positives (TP) and false positives (FP) at the top level of the assurance case
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Table 3.6: Set of values considered for the Bayesian belief network in Figure 3.4.

Parameter Value De nition
n 4 Number of trials
2 Threshold of the number of successes
0.98 PAXEl Ka1 Truese
r 0.01 P"Xeg1 Xa1 Falsee

Table 3.7: CPT oK g, using parameters from Table 3.6.

P~ X A1®
Xer | Xa1 True | Xaz False
0 0.00022 0.9702
1 0.00188 0.0294
2 0.05760 0.0003
3 0.94000 0.0001
() (b)

Figure 3.3: Probability of top-level clai®; whenE, is True andFalseforn 3;p 0:8Cr
0:01

presented in Section 3.3, by using a Receiver Operating Characteristic (ROC) curve. The ROC
curve provides a graphical representation of the binary classi er's performance as the discrimina-

tion threshold is altered. The motivation behind this analysis is to employ the ROC curve to our
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() (b)

Figure 3.4: Probability of top-level claif®, whenE, is True andFalseforn 3;p 0:98r
0:01L

test results Bayesian belief network and employ the Design of Experiments (DOE) to improve
software assurance by decreasing the false positive rate and increasing the true positive rate of
the testing framework. In the context of binary classi cation, the four possible outcomes for the

Bayesian belief network model represented in Figure 3.2 are as follows:

1. True Positive (TP): The Bayesian belief network model correctly predicts the positive class

(i.e., the outcom& A1 is True and the model predictSorrect).

2. False Positive (FP): The Bayesian belief network model incorrectly predicts the positive

class (i.e., the outcom€,, is False and the model predicSorrect).

3. True Negative (TN): The Bayesian belief network model correctly predicts the negative

class (i.e., the outconm¥,, is False and the model predicisicorrect).

4. False Negative (FN): The Bayesian belief network model incorrectly predicts the negative
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class (i.e., the outcon€, is True and the model predicisicorrect).

To represent these four outcomes in a compact way, Table 3.8 summarizes the notation for
true positives (TP), false positives (FP), true negatives (TN), and false negatives (FN).

The ROC graphs generated through simulations of the Bayesian belief network can aid in
the selection of the threshold for identifying a positive test result, by allowing for the considera-

tion of the trade-off between sensitivity and speci city.

Table 3.8: Notation for true positives (TP), false positives (FP), true negatives (TN), and false
negatives (FN).

XAl
X1a1 True | False

Correct TP FP
Incorrect | FN TN

a xed number of tests and a xed rule regarding the number of successful test trials), the rela-
tionship betweerP"FP+ andP"TPe is determined as a part of this study. Also, the trade-off
analyses betweqmn r, and the threshold of the number of experiments to be performed are con-
sidered to motivate decision-making for the design of experiments.

Therefore, the four variables are varied to understand DOE are:

1. p: Prior probabilityP"Xga; successSXa;  Truee

2. r : Prior probabilityP" X a1 successSX,; Falses

3. n: Number of experiments

4. : Threshold of number of successes for a top-level claim to be considered satis ed i.e.,
Xta1 Correct
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The following sections describe the different case scenarios that shall help in understanding
the relationship betweeR"FPe+ andP"TPe, and the results of the simulation are tabulated to
determine the trade-offs in choosing the threshold of the number of successes given the total
number of experiments to be performed.

For all simulations of the Bayesian belief network, * represents the point on a ROC

curve closest to the value (0.0,1.0) which theoretically identi es the ideal classi cation threshold.

3.3.5.1 Case 1: Fixed prior probabilipy

Firstly, the value op is kept constant while varyingn; parameters. The following Table

3.9 depicts the various scenarios considered for the rst case study.

Table 3.9: Parameter values considered in Testing Bayesian belief network Case 1.

Parameter Values

p 0.9

r f0.25,0.50,0.78§
n f3,6,9,12,1§
fO,::,ng

@n 3p 09r 025 (b)n 3Zp 09r 05 (c)n 3p 09r 075
Figure 3.5: ROC curves fofta1 whenn 73;6;9;1215;p 0:9;r 70:250:5;0:75.
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(dn 6p 09r 025 (e)n 6;p 0:9r 05 Hn 6p 09r 075

(@n 9p 09r 025 (hn 9p 09r 05 n 9p 09r 075
)n 12Zp 09r 025 (Kkn 12p 09;r 05 Hn 12Zp 09r 075
(mn 15p 09;r 0:25 (mMn 15p 09r 05 (o)n 15p 0:9;r 075

Figure 3.5: ROC curves fofta; Wwhenn 73;6;9;1215;p 0:9;r 70:250.5;0:75.

53



3.3.5.2 Case 2: Fixed prior probability

Secondly, the value af is kept constant while varying; n; parameters. The following
Table 3.10 depicts the various scenarios considered for the rst case study.

Table 3.10: Parameter values considered in Testing Bayesian belief network Case 2.

Parameter Values

p £0.50,0.75,0.99
r 0.3

n f3,6,9,12,1§
fO,::,ng

@n 3p 0O05r 03 (b)n 3;p 0:75r 05 (c)n 3p 0O9r 075

(dn 6p 05r 03 (e)n 6;p 0:75r 05 Hn 6p 09r 075
Figure 3.6: ROC curves foXta1 whenn 73;6;9;12 15 ;p ~0:5;0:750:9;r 0:3.
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(ggn 9p 0O5r 03 (h)n 9p 075r 05 n 9p 09r 075

(On 12Zp 05;r 03 Kyn 12p 075r 05 On 12Zp 09r 075

(m)n 15p O5;r 03 (nNn 15p O75r 05 (o)n 15p 0:9;r 075
Figure 3.6: ROC curves fof 1oy Wwhenn 73;6;9;1215;p ~05;0:750:9;r 0:3.
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3.3.5.3 Case 3rEp

Letr be linearly proportional to the value pf Letk represent the proportionality constant

suchthar k p. Table 3.11 shows the valueslotonsidered for this case.

Table 3.11: Range of values consideredikan Case 3.

k Value | De nition

Low 050 |r 050 p
Medium| 0.75 |r 075 p
High 090 |r 095 p

Table 3.12: Parameter values considered in Testing Bayesian belief network Case 3.

Parameter Values
p f0.50,0.9¢
k f0.50,0.75,0.99
n f3,6,9,12,1§
fO,::,ng

(@n 3;p 050k 050 (b)n 3p 055Gk 075 (c)n 3;p 050,k 0:90

(dn 3;p 090k 0:50 (e)n 3;p 090k 0:75 Hn 3p 090k 0:90
Figure 3.7: ROC curves foftas whenn 3;p 70:5;0:9¢;k ~0:5;0:75;0:9.
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