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Deep neural networks are naturally
how or why they make decisions. These limitations diminish the adoption likelihood
of such systems for important tasks and as trusted teammates. We employ
introspective techniques to abstract machine activation patterns into-human
interpretable strategies and identify relationships between environmental conditions
(why), strategies (how)na performance (result) on both a deep reinforcement
learningtwo-dimensionajpursuit game application and imalgased deep supervised
learning obstacle recognition application. Pursw@sion games have been studied
for decades under perfect informati@md analyticallyderived policies for static
environmentsWe i ncor porate uncertainty in a
measurements and demonstrate a novel continuous deep reinforcement learning
approach against speadvantaged targets. The resugtapproach was tested under

many scenarios and performance exceeded that of a baselineal@nsd strategy.

We manually observed separation of learned pursuit behaviors into strategy groups
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andmanually hypothesized environmental conditions thattdteperformance.

These manual observations motivated automation and abstraction of conditions,
performance and strategy relationshipiext, we found that deep network activation
patterns could be abstracted into hurrderpretable strategies for tweparate deep
learning approachedVe characterized machine commitment by the introduction of a
novel measure and revealed significant correlations between machine commitment,
strategies, environmental catidns, and task performance. As sucle, wotivaed

online exploitation of machine behavior estimation for caperaware intelligent
systems Andfinally, we realized online prediction capabilities for conditions,
strategies, and performance. Our competewegre machine learning approach is
easilyportable to new applications due tolBayesian nonparametric foundation
wherein all inputs are compactly transformed into the sson®act data

representation In particular, image data is transformed into a probability distribution
over features exdcted from the data. The resultimgnsformation forma.common
representatiofor comparing twamages possibly from different typesf sensors

By uncovering relationships between environmental conditions (why), machine
strategies (how), &erformance (result) and by giving rise to online estimation of
machine competency, we increase transparency and trust in machine learning

systems, contributing to the overarching explai@altificial intelligencanitiative.
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Chapter 1: | ntroducti on

Section 0 Motivation

A strong motivation for autonomous control and XAl research is the
explosion of unmanned systems (UxV). First came militarization and
commercializatiorof unmanned aerial vehicle (UAV) proliferation; now comes
amassing of small satellites, unmanned underwater vehicles (UUV), unmanned
surface vessels (USV), and unmanned ground vehicles (UGV). To date, deployed
UxV autonomy applications have been lardatyited to pointto-point autonomy and
subsystem control, leaving gaps in higher intelligence and decisaung skills for
tasks with higher complexity. One task which has been studied at depth for
simplified environments is the pursuit game, whereia agent attempts to capture a
target agent, and the extension of the game, called a pevsision game, where the
target agent actively evades the pursuer agent.

Many applicationgor pursuitgames arise naturally in unmanned systems
control, airto-air combat, ballistic missile defense, and sports. In unmanned systems
control, agents plan routes to navigate toward waypoints and avoid obstacles.
Additionally, unmanned agents may seek to rendezvous with teammates for refueling,
recharging, leadefiollower convoys, or other activities. In-dg-air combat, systems
may aim to gain stable liraf-sight with an opposing system. In missile defense,
autonomous systems may seek to intersect the path of an incoming threat. In sports,
players attempt to inteept passes, make tackles, or catch a ball by anticipating future
target object locations in dynamic environments. While some of these applications

require threadimensional modeling, in Chapter 2 we consider advwmoensional (2

1



d) version of this widel applicable game that clearly illustrates the value of the
proposed continuous reinforcement learning (RL) approadahp@suit games apply

to unmanned ground vehicle and unmanned surface vessel applications and are easily
comparable to the vast litetae in pursuievasion games.

Explainability, interpretability, and competency awareness are widely
recognized shortcomings of current artificial intelligence (Al) and machine learning
(ML) systemd1] [2]. Currently, manyAl-system endisers lack trusand interest in
the adoption of Al systemslheydemand more explanations and rationale that
support machingerived solutions. As such, explainable artificial intelligence has
been identified apriority research areas by the National Security Commission on
Atrtificial Intelligence (NSCAI)[3] and funded accordingly by DARPA]. In this
research, we explore ways to apply existing techsiqoigualitatively improve trust
and transparency in machine learning systefige resulting capabilities contribute
to the overarching field of explainable Al through analysis of machine behaviors and
insights gained from making connections between hetsmand performance. No
prior XAl research efforts have attempted to aggregate ¢enes machine behaviors
into strategies that are relatable to humans. And no prior research has attempted to
estimate environmental conditions, strategies, and perfar@nasing online
predictors to provide a competerayware machine learning systeme focus on the
machine side of humamachine teaming, where we equip the machine with self

awareness, including the assessment aivitscompetency.



Section 1 Literature Survey

PursuitEvasion Games, like the Homicidal Chauffeur Problem, have been
studied since introduced Rufuslsaacs in 195]5], most commonly under perfect
information and analyticallglerived policies for statigame parameters, like
constardpursuer and evader spegfl[7]. The Homicidal Chauffeur Problem is a
differential pursuitevasion game in which a lespeed agent with an infinitely small
turningradius, like that of a pedestrian, evades a much faster pursuer with a
constraineeurning radius, like that of a chauffeur driving a car. Through calculus of
variations and levetet methods, optimal control laws are derived for all
combinations of spekeand maneuverability ratios of the pursuer to the tdgjetin
[9], the authors modeled an uncertain pursudsion game using uncertain
differential equations and derived a solution via theesponding Riccati equation.
And in[10], the authors used mixed complementarity problem (MCP) formulation to
address a pursu#tvasion game amidst obstacles and uncertainty.

Recently, machindearning approaches have beeplegu to develop robust
strategies for pursugvasionandpursuitonly games. Such approaches seek to
expand capture probabilities of success in cases where speed and maneuverability
ratios are not suitable for applying the analytically derived solutrotiee works
surveyed if6] and[7]. For example, these methods solve for optimal policies for
pursuitevasion games where both players have perfect information about one another
and both playeract rationally (optimally). Because of these assumptions, there are

no solutions for solving a game where the evader moves faster than the [8]rsaser

the evader would move in a donrkeawhwitbn oppos



certainty) and the pursuer would never be able to catch up to the evader due to the
speed disadvantage.

In [11], the authors train pursuit and evader agents under a reinforeement
learning approach which operatgsder constant speeds and position certainty. This
was the only reference found which applied a continuous RL approach to a pursuit
game, the focus of Chapter 2. [Ir2], the author trains only the pursuer to learn the
homicidal chauffeur strategy using a tstage, learning technique combining
particleswarm, optimizatiorbased fuzzy logic controller algorithm with the Q
Learning fuzzy inference system (QFIS) algorithm to tune the parameters of a fuzzy
logic controller. Simarly, in[13], the authors present a technique to tune a pursuer
fuzzy | ogi ¢ c eleamingahdlaganeticasgorithig. [kD]( naultiple
pursuer agents wer ea-Jearnag algerithm tosucaessfullWat ki nd s
capture a single stationary target, but the algorithm did not extend well to moving
target scenariosBriefly, Q-Learning is a reinforcement learning approach that
determines an optimal control policy by maximizing txpected reward from the
current state until the end of the game (Chapter 2 Sectidm 8ur pursuit game, our
control policy consists of heading and acceleration pursuit agent actions (Chapter
2.3), our state consists of observations available tpulsier agent (Chapter 2
Section 2.2), and our reward is a function of the distance between the pursuer and
target agents and time (Chapter 2 Section 2.5).

While pursuit games are widely analyzed in these publications, none of these
explore RL approaches to pursuit games with uncertain information as studied in

Chapter 2 and promoted as an open research problem in the short siéey in



Additionally, none of the above research efforts considered a pursuit game where the
pursuer and evader could accelerate. Lastly, a literature survey in {gwasitn

games did not find any prior work studying the case where the evader cowtd m

faster than the pursuer. Tackling challenges of uncertainty, speed control, and speed
overmatch in Chapter 2 support deployment of the resulting algorithm on real
unmanned systems in dynamic environments. In this case, the pagsaénust

learn aticipatory strategies to capture spemtiantaged target and robust strategies

to account for uncertainty. And we see that the pursuer does learn anticipatory
strategi es 4ishlaelesslaepingbahaviors manually abstracted from
winning scaarios in Chapter 2 and automatically abstracted into strategy groupings
in Chapter 3.While prior reinforcement learning approaches have led to anticipatory
behaviors over time, none have been abstracted automatically from activation patterns
into explainable Alstrategiesbefore the work presented in Chapter3ior work and

the novel contributions of this dissertation to pursuit game research is summarized in

Tablel.
Table 1 Novelty of Pursuit RL Research
Dynamic Speed Explainable
Reference Players | RL | Uncertainty Speed Al
Overmatch .
Control Strategies
Feng et al., 2018 2 Vv
Wang, Wang, & > v
Yue, 2019
Al-Talabi & 1 v
Schwartz, 2014
Desouky & 1 v
Schwartz, 2009
Bilgin &
Kadioglu-Urtis, >2 \%
2015
Chapter 2 1 \% \% \) \)
Chapter 3 1 \% \% \% \) \"




To date, eXplainable Atrtificial Intelligence (XAl) efforts have been largely
focused on antboc model design, feature importance and continuous system
evaluation15] [16]. Ante-hoc approaches, suals random forests and decision trees,
incorporate explainability mechanisms into models themselves, enabling natural
interpretability of results in terms of poefined features or conditiofis7] [18]. Post
hoc methods, such as Shapley Additive exPlanations (SHE&EP)and permutation
methods, have also focused on feature importance for explaing®ity21] while
others have focused on understanding {uighfidence failures and ambiguous results
by stimulating exampleg)22]. In this caseantehocmethods refer to instrumentation
of XAl capabilities prior to training of a deepalming system. By instrumenting
explainable parameters that govern policy selection,-faote methods provide
explainability by design; at a rudimentary level, for example, if one employed-a rule
based pursuit controller, an asitec approachcould bookkep which rules (criteria)
were satisfied and relay theatong with the control policy. Analogously, random
forest modelswhich are an ensemble of decision trees, split trees over branches that
can be traced back for explainable results. Converpebthoc methods deal with
models that have already been trained, whether they carry natural interpretability via
antehoc methods or not. We focus here on st models so that our XAl
capabilities can be more broadly used and bolted on to existing mdehméng
frameworks withoutstipulations on how theystemis trained. In other words, the
approach outlined in Chapter 4 is applicable to any type of deep learning model for any
type of data; it does not require ai@c explainability considerations or impose any

special training specificatiortn the ML system oder evaluation.



Importantly, few poshoc XAl efforts have focused on understanding machine
behaviorspehaviorsare encoded directly into the activation values of neurons in deep
networks. The activation patterns of the neurons themselves are regireseoit
machine At hought processeso. Mo isezigs Vv e r
applications[23]. Awareness of machine behaviors provides insight into machine
competencywhich goes beyond characterization of miaehperformancg24] by
abstracting machine behaviors into communicable strategies. While dimension
reduction techniques such as Principle Component Analysis (PCA}distlibhuted
Stochastic Neighbor Embedding-SNE) have ben used to visualize activation
patterns previoushf25] [26] [27], none have employed the Uniform Manifold
Approximation and Projection for Dimension Reduction (UMAPhteque, which
shows significant benefits oveiSINE on timeseries dat§28] and is more accurate
than PCA[29]. Furthermore, no XAl research efforts have attempted to aggregate
time-series machinbehaviors into generalizable groups, thereby abstracting machine
behaviors intcstrategiesthat are relatable to humans. And finally, no research has
attempted to estimate environmental conditions, strategies, and performance using
online predictors to npvide a competenegware machine learning (CAML) system.
Prior work and the novel contributions of this dissertation to XAl research is

summarizedn Table 2.
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Table 2. Novelty of CompetencyAware Machine Learning XAl Research

Online Time-
Reference Conditions Strategies Performance | Competency Series
Prediction Strategies
Feature Modeltljtraining
Google, 2021 | importance, - c%ur:tiﬁﬂgi’s - -
SHAP ;
evaluation
Training model
and data
IBM, 2021 - - selection focus, - -
continuous
evaluation
Krischnamurthy| Feature
et al., 2021 & | importance,
Schmidt et al., | instrumental i i i i
2021 tion
Hilton et al., Feature Nonnegatlve Causality of
2020 importance matrix conditions i i
factorization
Schubert et al., Feature
2020 i Visualization i i i
Booth et al., G_enerat_mg High-confidence
2021 stimulating i failures i i
conditions
Jaderberg etall  manual t-SNE : : .
Migrr:g;l,yzﬁlfs Manual t-SNE Automated - -
E i:?ce;(’),':;g% Manual t-SNE Automated - -
Chapter 2 Manual Manual Manual - \
Chapter 3 Manual UMAP Automated - \'"
Chapter 4 S:I'DA‘FE) UMAP Automated \%) -

Section 2Dissertation Organization & Research Community Involvement

The dissertation is organized as follows. Motivation and prior related research
is summarized in Chapterfdr both pursuit games and XAl research areas. In
Chapter 2, we describe the design anplementation of a novel deep Rlased
controller for pursuit games with uncertain information and sjpeedmatched
targets. In the game, a pursuer agent employs a deep deterministic policy gradient
(DDPG) algorithm (Chapter 2 Sectior2B[30] to capture a moving target under

imperfect information. While pursuit games have been widely analyzed since 1951,



none attempted an RL approach to pursuit games with uncertain information as we
introduced in Chapter 2 and analyzedHer in Chapter 3. Tackling challenges of
uncertainty, speed control, and speed overmatch supports deployment of the resulting
algorithm on real unmanned systems in dynamic environments. In this case, the
pursuer must learn anticipatory strategies tduwapspeedidvantaged target and

robust strategies to account for uncertaintye found, in the cases where the target
maxi mum speed is greater than that of the
speedovermatched game. This result is novel angmar work has realized a RL

pursuer agent capable of pursuing a sgsshdhntaged targeMoreover, we

manually abstract RL behaviors into humaterpretable strategy groupings. We

make observatns between manuallypothesized conditions and machine
performance, motivating further investigation into offline machine competency and
online competency predictiorCompetencyefers to both the machine performance

and the strategy that was employedvironmental conditions affect how the agent
performs tle task (strategy) and the associated performa@défine competency
understanding gives us insight into how conditions, strategies, and performance relate
to one another. Online competency prediction allows us to take advantage of those
insights and avid failures or behaviors that are rd#sirablan the current situation;

it also allows gives us an opportunity to perform the task manually or otherwise
intervene to avoid a system from performing a task under conditions in which it has
not yet been traed. Chapters 3 & 4 investigate machine competency in detail.

Finally, in Chapter 2ye show that the deep Riased controller outperformed a



baseline control algorithm significantbywerall (by attaining 100% more target

captures) andcross each manlhahypothesized condition.

In Chapter 3, we uncover and analyze machine behaviors through dimension
reduction and timeeries clusteng for an RL agent playing the tvabmensional
pursuit game described in Chapter 2. We abstract malsbhaviors into strategies
automatically and assess effects of the same marhygdlythesized conditions as
found in Chapter 2 and discover that thegmlintuitively to automaticallgerived
machine strategies. We define a novel measure of machine coenmhénd reveal
relationships between commitment and machine performance. Interestingly, many of
the strategies discovered automatically in Chapter 3 are consistent with those
extracted manually in Chapter 2. Moreover, we make important observatiogs acro
behaviors, game outcomes, environmental conditions, and human relatability. We
demonstrate utility of machine introspection over actiaty alternatives, uncover
aggregate humarelatable strategies in terms of explainable initial conditions, and
disauss how these relationships can be exploited for online performance prediction.
Lastly, we define a novel measure of macliammitmenbased on the volatility of
activation expressions, measured as a functigollig-horizon Shannon entropy
and analye its correlation to resulting machine performance.

In Chapter 4, we extend strategy abstraction mettwd completely different
application, one using a supervised deep learning apptoaehognize obstacles in
visualdata(still images) Here, wademonstrate that the same automated strategy
abstraction technigues employed in Chapter 3 are generalizable to a different domain.

To exploit the game outconstrategy correlation identified in Chapter 3, we design

10



an online strategy predictor to be useditu, which enables a uséacing module
that suggests when to trust the machine or recommend user intervention. Moreover,
we devisea method, rooted in a Bayesiaonparametric (BNP) approacBGi{apter 4
Section 2, for discovering conditions automatdity that is generalizable to various
input sources beyond images and pursuit game observations. After compactly
describing the input data using the hierarchical Dirichlet processes (HDP) BNP
approach (Chapter 4 Secti@ri), we layer on deep learning pietors and explainers
to produce competency assessments of the underlying ML system in an online mode.
Finally, we relay the competency assessment to the operator via a user interface at an
update rate that exceeds user expectations. That is, thansaton a near real
time competency assessment to preclude the ML system from incorrectly performing
its task. For the pursuit game task, it could be an automatic controller that preserves
energy by foregoing a lowikelihood capture. For the obstackxognition task, it
could be a human taking over the joystick for one of many fondaplioyed UxS.

Now, we briefly summarize the relationships betweendsearchn Chapters
1-5. In Chapter 1, we describe the need for increased trust and transparency
machinelearning systems in terms of environmental conditions (why), machine
behavior (how), and machine performance (result). In Chapter 2, we manually
hypothesize conditions and strategies that impact machine performance. In Chapter
3, we automatidly abstract behaviors into strategy groupings that correspond to
differing game outcomes (performance). In Chapter 4, we automatically extract
conditions from environmental observations and implement online predictors for

competencycontrolling conditios, strategies, and performance for a supervised

11



learning task. By studying two disparate deep learning techniques (reinforcement &

supervised) along with two disparate tasks (tla@&ed pursuit & imagbased

obstacle recognition), we supply widedpplicable capabilities for the XAl research

community. The key insights and scientific contributions of this research are

summarized imable3.

Table 3 Key Research Insights &SectionReferences

prediction.

Insight & Scientific Contribution Section
Reference
Developed control strategies using deep reinforcement learni Chapter 2
novel for speedvermatch, speed control, and pursuit games | Sectiors2 & 3
uncertainty.
The resulting deep RL policy outperformed a baseline coursg Chapter 2
aligned strategy by 100% and does better with respect to har| Section 4
pursuit game conditions.
Manually abstracted machine behaviors intatetfy groupings | Chapter 2
and discovered relationships between conditions and Section 4.5
performance, exploitable for online competency prediction.
Neural network activation patterns were automatically abstra¢ Chapter 3
into strategies using a novel procedw@ne strategies naturally Section 4
had humasnterpretable meaning.
Dimensionreduced behaviors preserved more information Chapter 3
relative to game outcomes than actions alone. Section 2
Automatically-derived strategies can bg&ploited as a predictor | Chapter 3
of performance. Section 4
A novel measure of machine commitment is significantly high Chapter 3
in winning pursuit games than losing pursuit games. Section 6
Bayesian nonparametric approach supports condition tréitgal Chapter 4
compact environment characterization, and is easily ported t¢ Section 2
new input data types.
Environment similarity calculation supports identification of | Chapter 4
untrained situations and potential sensor faults. Section 3
Prototype cmpetency prediction capabilities significantly Chapter 4
outperform random chance for strategy and performance Sectiors5 & 6

Competencyaware machine learning approach is generalizab
a large number of applications and machine learnipgoaghes,
as evident by proebf-concept experimentation on both a
supervised learning & RL approach and iméagsed & pursuit

game application.

Chaptes 3 & 4
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The work in Chapter 2 was presented at the Naval Applications for Machine
Learning(NAML) conference in March 2021 (~30% acceptance rate)emdtively
acceptegendingtwo sets of minor revision® theMilitary Operations Research
Journal The work in Chapter 3 was submittedie Data Mining and Knowledge
Discovery Specidksue on Explainable & Interpretable ML and Data Miningviay
2021 (under review). The work in Chapter 4 is part of an ongoing $5 milliyea3
DARPA program named Competer8yare Machine Learning (October 2619
September 2022), for which the authengs as Principal Investigatand winning
proposaleadauthor Preliminary results were presented to academic, industry, and
government participants during the September 2020 Principal Investigator (PI)
meeting. Additionally, a poster was presentedAaML 2020 & NAML 2021

conferences.
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Chapt ®&®ei 2aforcement Learning Appr
Over matched Pursuit Games with LU
|l nf or mati on

Section 0 Overview

Pursuitevasion games have been studied for decades under perfect information
andanalytically-derived policies for static environmentSifferential equations are
solved to directly obtain optimal game solutioftere, we incorporate uncertainty in
a targetds position via simulated measurem
apprach to support pursuit of a speadvantaged target. An OpenAl gym
environment was created for simulating pursuit game play. A Kalman filter was
implemented for simulating data fusion of uncertainties associated with imperfect
range and bearing measurertsefrom the pursuer to the target. An aaotic based,
modelfree, deep discrete policy gradient (DDPG) metf8i] was implemented for
incrementally training an agent to compete at a spgednatched pursuit game.
Essentially, the algorithm aims to optimize the weights of two networks. The actor
|l earns network weight parameters that prod
acceleration actions based on state observation inputs. The critic learns network
weight parametearthat estimate the pursuit reward associated with state and action

inputs.
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Each ofthe DDPGdescriptors has particulareaning as described imable4.

Table 4 DDPG Method Definitions

DDPG
Descriptor

Short description

actor-critic
based

AActortico methods consi st
which gives an action for a given state and a critic model whi
anticipates the reward ofgaven action based on a given sta@ur

actor modepivesa heading & acceleration actifor eachstate
observatior(Section2.2). Our critical model estimates the pursu
reward function (Section 2.5).

modekfree

A Modealee 0 metdxpidtlgleathmr levavage any
known dynamics of the ageot the environmentFor example, ou
deep learning approach does not explicitly account for the limi
turning radius of the pursuer. Howeygrnmplicitly learnsto
accounthe limitation ower time based on how the pursuer exect
given actions.

deep

ADeepo | earning approaches

neural network. n owur net wor k, we h

between the input layer (state observations) and the output Ig
(heading & acceleration).

deterministic

fiDeterministi® met hods do not i ncor
their policies. That is, for the sam®puts ftateobservations), you
get the same outputidading & acceleratioactions).

policy
gradient

APol i cy gr adi dahepolicy(seeof Headidgs& n
acceleration actions) the direction of the gradient of improveme
(higher pursuit rewas), in the context of DDPG with respect to t

critic model reward expectation.

The resulting RL policy was tested under many scenarios and performance

exceeded that & baselindearingfollowing strategy(Section 4.1) EmergingRL

success strategies were analyzed and manuallyaetestrinto grouped behaviors.

Finally, an online decisiormaking framework is discussed for leveraging conditional

past performance predict future performance, asplored furthem Chapter3 &

Chaper 4.
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Section 1 Introduction

Chapter 1 introduced potential rambrid applications, an overview of the
pursuitevasion game, a summary of previous research related to pursuit games, and
novel areas of research contributed by this chajection 2 of this chapter
describes the simulation environment of the pursuit and target agents, the game
environment and associated OpenAl Gym implementation, and uncertainty modeling
assumptions. Section 3 outlines an introduction to RL and the impiethen
continwous deep RL approach. Sectioprésents results and discusses their
comparison to a baseline ahiative algorithm. And Sectiondummarizes
conclusions and future work.

Section 2 Simulation Overview
In this chapter we consider a twlimensonal pursuit game with variable

target speed and variabpeirsuer speedThere are many-@ applications in the real

world, such as those associated with unmanned ground and maritime surface,robotics
and others discussed in ChapterHowever, insightgained from analyzing a@

game could also have relevance te@extensionsThe initial position and heading

of both the target and pursuer are randomized unifoowvdy 30,000 simulated games

for training and 5,000 simulated games for testonmale the computational results

more general. The target holds a reanstant heading and speed, allowing for slight
maneuvers along its trajectory modeled as process noise and sampled from a multi
variate Gaussian distributiamth a mean of zero and a stiamd deviation of 140

m?/s’, applied to velocity and acceleration vector compongragortional to timen

accordance with the process noise matgixdsgivenin Table5. The pursuer then
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attempts to capture the target by maneuvering within a distance smaller than the

capt ur e Thaehiironmen(addd Kalman filteringparameters iTable5

were used to perform the experiments described in Chapters 2 & 3.

Table 5 Environmental Run Parameters

target agent

Parameter Value
simulationtime step’'Q 1 second (s)
maximum simulation duration 500 s
heading change rate limitation 30 degrees per second
maximum acceleration 4 (m/d)
maximum pursuer speed 2mis
capture radius (0) 50 m
maximum distance from target 1200 m
simulated sensor standard deviation error for angle measurements 3 degrees
simulated sensor noise standard deviation for range measurements 50 meters
p T QO T
transition matrix "O mp m Qo
mTmnp T
O S o)
Qofc m  Qofg m
process noise matrix | . Qoro m o QoK -
'Q OF¢ m Qo m o,
u T QOolc L8 Qo U
GPS position error standard deviation 10m
GPS velocity error standard deviation 0.1 m/s
capture circle
North
~-o A

pursuer agent

X

Figure 1 Pursuit game illustration

In Figurel, we show a map in space where the X axis representS\fesst
orientation and Y represents No##outh orientation. The target position and
associated uncertainty are represented as the dashed ellipse depictedandhiled

the pursuer is represented by the dashed circle around the state represented by

17



For the target, we simulate measurements o
elliptical uncertainty correlates with the angle in which the measuremenakeas

For the pursuer, we assumed a fixed uncertainty covariance matrix at the equivalent

of a conservatively accuratgobal positioning system (GPS) measureng&at

meters) uniform in all directions, yielding a circle.

A four-dimensional state vemtis defined for both pursue( and target
(w agent s. The first two state vector comp
2d) and the second two c edimpnsional nelosity.r e pr es e n |
Note that only the position comporisiof the state estimate and their uncertainties
are illustrated irFigure 1. Each agent 6 smeartestim@eonigs an | mpe
position and velocity. In thiesearch, we consider pursuer and target states with
uncertainty and we model uncertainty usinglay4 covariance matri® for both the
pursuer PP) and the target®) which represent the accuracy of the mean state
estimate.Uncertainty estimates apeopagated forward in timand updateavhen
new measurements are receiusthga Kalman Filtering aproach Equations 2 & 6

respectivelydiscussed in Section 2.1.

The solid arrows emanating from each agemiigurelr e pr esent t he age
respective direction of travodgdntngnd t he dot
direction. The angle U represents the hea
targé position represents the capture radius; when the pursuer enters within the radius
U, it ficaptureso the target and wins the g
stringent or liberal capture requirements, one can reduce or lengthen the capture

radius.
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Lastly, in this game implementation, the target does not attempt to evade the
pursuer. Thus this is a pursoily game as studied [@2, 13} where the pursuer
and target agents are present in the game, but onlyitkegy is being controlledn
this pursuitonly game, the target agent knows nothing of the pursuer or that it is
being pursued. This is relevant for applications where the target agent is not
equipped with intelligent capabilities or where the pursuattempting to sneak up
on the target. The pursuer, however, know

velocity state, and the associated uncertainty of its state estimate.

This approach could be scaled to multiple target agents and pursueragents
expanding the dimensions of the action and observation spaces, accordingly.
Additionally, the Kalman filteitargeting approach would need to be extended to
cover multiple targetsHowever, n the case where the number of targets is unknown,
a multkhypothesis tracking approa¢Bl] shouldbe used in place of a Kalman filter
and thedeepRL observation spacsould need tde set to some maximum number
of targets (which can become intractadtal is very inefficient futureresearch
shouldconsidersupport forflexible observatiorsized inputsnto learning

approachesan open research area.

Additionally, this approach could be extended to two players playing a
pursuitevasion game, where the target agent becomes an evader agent. For this
extension, two instances of DDPG algorithms are trained simultaneously over the
same environment; prelimary results support that the approach extentiseto
pursuitevasion game without issue, however, these results are omitted from this

dissertation We also note that any extensions of the game can take advantage of the
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previously trained network in ordey bootstrap learning of a modified game via
transfer learning.Transfer learning approaches take advantage of machine skills
learned (encoded into network weights) for a previous task to inform the learning of a
new task. In other words, by using ialthetwork weights that correspond to a

previouslylearned task, wacceleratehe learning of a new, similar task.

Target

ﬂ(—-} +A=~B . a
Pursuer\,

Figure 2 Python Pursuit Game Rendering

In Figure2, we share the Python interface developedhat shows the
pursuer and target agents in-d fhap Here, we display both the true target position
& heading(blackvectol and estimated target position & head{ntagenta ellipse
ard red vector, respectivelypnsistent with the underlying observatioi@milarly,
the pursuer true position and heading are displayed (green vector), along with its
associategositionuncertainty (light blue ellipse)ln this example, the pursuer
estimated heading was aligned with the truth, so the estimated heading vector is not
displayed.In the figure(left), we show the outputs from each step through the game
episode and their associated rewards, discussed in detail in Sectiohhis5.
developer interface was useful for debugging the approaches and understanding the

agent 0s undeadifferentervironmental conditions (scenarios)
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2.1 Measurement Simulation

Unlike previous researcA @blel), the pursuit game studied in this chapter
incorporates uncertainty on bdtie pursuer and target positions consistent with real
world expectations. The pursuamnly senses the approximate target position,
resulting in imperfect information. More specifically, the pursuer perceives a line of
bearing measurement to the targeig{a) and distance measurement to the target
(range) at each simulated time step. A measurement model was implemented which
accounts for pursudb-target relative geometries and randomized measurement error.
A Kalman filter dynamical system mod&R2] was chosen to prediandtrack the
mean state estimate and uncertainty over time according to the dynamics in Equations
16 (see bel ow). Due to Kalman filtering6s
measurement and the stattimates from the previous time step are needed to
calculate an updated target estimate; no history of measurements needs to be stored.
The Kalman filter is an optimal measuremédion technique used to estimate states
based on linear dynamical systein statespace formatPairing the Kalman filtering
approach with a RL approach was natural, as both use state estimates to describe the
environment. In this case, the states estimated by the Kalman &iterdivectly
included into the lbservation sace (state) used by the RL approach. Moreover,
Kalman filtering has been used foositiontracking applications for decadesitially
appliedinthel% 06 s t o space trajectory estimati on

computer33].
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A Kalman filter consists of two overarching steps: the prediction step and the

update step. The prediction st&um(1-2) propagates the state estimate forward in
time and the update stelpd. 3-6) revises the predicted state estimate with the
information gained from incoming measuremeriier example, if the pursuer senses
the target at some time and wants to estim
must propagate thgosition, velocity, and associated error covarisggtenats over
time in accordance with its velocity estimate. Otherwise, the pursuer would not
anticipate where the target would be with accuracy. This state propagation is
achieved through the prediction step (E@)1

01 'QQ"UodE@NMERId @ 0 O 1P

01 QQUDoOIFEDO gw @ O 0 o

0w x § 1o

whereQis the current simulation ste, is the 4d target state vector{@ position
and 2d velocity),"Ois the state transition matrix, andis the process noise vector
sampled from a Gaussian distribution with zero mean and covariance (process noise)
0. Moreover, when a new measurement is received, the state estimates need to be
updatedn accordance with the information provided. This is achieved by the

Kalmanupdate step(Eq. 36):

D'QGI 61 Q6K EARD O O O
O Ha Qs 00 Y A0 (Eq. 4)
YR QO (G OOTDID QDO Q U @ o1

YR QORUNGEE 0 O @ive RO 00 (Eg. 6)
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whered is the target position and velocity measurement vectas,tReimeasurement
noise matrix, antis the measurement matfd2]. Now that we have shared how
to propagate estimates forward in time via the predict steps {Bcarid how to
update the estimates based on an incomingunement via the update steps (Eq. 3

6), we share how we incorporate our state estimates into our RL observation space.

2.2 Observation Space

With the natural compression of uncertainty into covariance matrices via Kalman
filtering and the symmetry afovariance matrices, the observation space is compactly

described as 18 elements partitiohede for explanatiomto threecategories

1) Elements ¥4 are the target mean state estimate elements

2) Elements 514 are the 10 lower triangular unique entriehmtarget covariance

matrix, collapsing the covariance matrix into a single dimensional vector

3) Elements 1518 are the pursuer mean state estimate elements

The target agentods covariance matri X
the matrix is symmeitc. Here is where we incorporate the learning of uncertainty
into the RL approach, a novel element of this study. At each time step, this 18
element observation is formed by executing the Kalman update from simulated
measurements of sensors native topitnesuer agent. This observation allows the RL
pursuit agent to interpret the target position and velocities, their associated
uncertainties, and the estimated pursuer agent position before choosing an action.
Depending on the action chosen, new measentsis simulated, and the observation

will be updated accordingly.
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2.3 Action Space

The action space is comprised of two elements: accelerali@m@ change
in heading * . In order to enable velocity control, we include an acceleration
decision vamble (in meters per second squared §/sThe inclusion of an
acceleration decision variable is another novel element of this study, addressing
dynamic speed control &blel). Additionally, a change in heading (in radians)
decision variable is included. Most literature in homicidal chauffeur and pursuit
evasion games surveyed[6] [7] only include the change in heading (ene

dimensional) in the pursuer and evasion decision spaces.

2.4 Game Progression

At each simulation step, the change in heading action is applied by taking the
rotation matrix formed ypthe chosen angle change) (@nd applying it to the pursuer
velocity, as shown in Eg. 7, where the third and fourth velocity components of the
p ur s u-@& stabesestimhate vector are annotatetth wheir associated subscripts and
the updatedrelocitiesare annotated with a prime designatge (Additionally, the
acceleration action is applied by increasing or decreasing the pursuer velocity along the
new heading, as shown in Eq. 7 wh&eis the simulation time step andis the
acceleration action.

we Al © OEi o

e OET AT 6 ¢ 2% O X

A new measurement, range and azimuth to target, is generated by accounting
for the relative geometries between the pursuer (equipped with a range and azimuth

sen®r) and the target. First, the true range and azimuths are computed. Second,
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noise is added according to a Gaussian distribution with zero mean and predefined
range and azimuth noise leg€lable5, simulated sensor noise standard deviation
for range measurements & simulated sensor standard deviation error for angle

measuremenys

2.5 Reward

The reward applied at each step is the calculated distance between the pursuer
and the targdtEq. 8, using the Euclidean notnSince RL algorithms are most
commonly designed to maximize reward, the resulting distance is inverted in sign.
This encouragethe pursuer to get closer to the target at each $tegsimulation
time is a parameter, along with others providedable5; here, we used a simulation

time stepof 1 second.

i 0w W (0):.:1]

Three different terminal (sparse) rewards were applied using the following scenarios.

1)1 f the pursuero6és distance to the target
meters), a penalty 61500 wasapplied.

2) If the maximum simulation step limit (5@@condswas reached, a penalty of
-1500 was applied.

3) If the pursuer penetrated within the capture radius of the target, a reward of 1500
was applied minus the total pursuit time duration (from @gerstart to time of
capture) to encourage more efficient pursuit strategies.

The selection of the penalty in 1) was chosen so that it exceeded the possible
distance from the target reward at any time st#pQ0). Otherwise, the agent could
be rewardedor traversing further away from the target. The selection of the capture
reward was chosen so in an immediate capture scenario, the reward would be

symmetric to the failure rewards in 1) and 2) about zero. Since the maximum time is
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limited to 500 time ®ps, the lowest capture reward the pursuer could earn was 1000
(150071 500 time steps). In all three of these scenarios, the game ends. No other

termination criteria were specified.

Section Reinforcement Learning Approach

3.1.RL
RL is a subset oML wherein an agent learns by interacting with an environment

through its actions and their associated rewards and effects, exactly like a Markov
Decision Process (MDP), but where all of the states and transitions are not necessarily
known. The goal of a ®IP or an RL approach is to determine an optimal control policy
(sequence of actions) which maximizes all future rewards. The basic- agent

environment interaction modeled in RL is illustratedrigure3.

v

Agent

Observation,
Reward

Action

~

Environment

Figure 3 RL approaches learn optimal policies to maximize rewards in a given observable
environment

Deep reinforcement learning is particularly waliited to handle sparse rewards
like those experienced in this pursuit game, as ratified by the breakthrough AlphaGo
performance if34]. Due to the continuous nature of theé@tiand observation
spaces in this pursuit game, and the success of its employnjigh}, ithe DDPG
algorithm in[30] was used. The DDPG approach combines the Deterministic Policy
Gradient (DPG)einforcement learning algorithm frof85] with deep learning
function approximation. An alternative asynchronous aatitic (A3C) RL approach

was explored by the authors for this exact problem implementation, but the trained
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agent did not achieve satisfactory performance even after long periods of training on
nearstationary targets; the authors concluded that the A3C approach attempted was
not successful due to the attempt to discretize the intractable continuous acten spac
inherent to the pursuit game.

3.2 DDPG

The DDPG algorithm inf30] combines actor and critic methods with policy
gradient methods. Actaritic methods consist of two models; the actor model which
gives an action for a given state and a critic model which anticipates the reward of a
given acton based on a given state. The actor model selects an action which maximizes
an approximate @unction which the critic learns by minimizing a Bellman loss
function.

A Bellman equation first applied to dynamic programing, where a problem is
decomposednto a sequence of subproblems, determines an optimal policy by
recursively solving an actievalue functiord i hd (Eq. 9) wherei andc are the
state and action at timig respectivelyj is thre reward functiorQis the environment
de<ribed in Section 2, is the target policy, and is the discount factor applied to
future rewards.

O ihdy My « Tihd 10 i H i (0]:: )

DDPG employs two sets of actoritic agentseach rooted in deep artificial
neural network In addition to actecritic networks updated at every time step, an
additional set of acteeritic target networks are updated at a slower rate, and only
with some of the updated weights from the current aagttic netwoks, making for

smoother model updates, less sensitive to uncommon scepaaiic interactions
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and edge cases. The DDPG algorithm f{80] is described iTable6 in detail for

this implementation Essentially, the algorithm aims to optimize the weightsvof

networks. The@or learnsnetwork weight parametetBatpr oduce fAgoodo

heading & acceleratioactions based ostate dservation inputs. The critic learns

network weight parameters that estimate the pursuit reward associated with state and

action inputs.

Table 6 DDPG Algorithm applied to the Pursuit Game
Algorithm 1 DDPG Algorithm applied tohe Pursuit Game
Parameters: Discount factor , number of episoddd, number of steps for each episdde
batch sizen
1. Randomly initialize critic networl*}: ﬁ{:?# and actonetworkH, “IsPH  with weights
PlrandPH,
2. Initialize target networkteandHgsvith weightsPf N PlFPH N pH
3. Initialize replay buffed
4. for episode = 1M do
5. Initialize a random process for action exploration
6. Receive initial observation state, where the state is comprised of the 18 elem
described in Section 2.2.
7. fort=1, Tdo
8. Select actiont Pt 4 according to the current policy and explorati
noise, where the actioné@mprised of the 2 elements described in Section 2.3.
9. Execute actionk and observe rewars# and observe new state, , where the
pursuer reward is described in Section 2.5.
10. Store transition ¥{&=fwhiv, in4
11.Sample a randomatchof = transitions §fEf»fiv,  from4
12.Sete::  » Levw. fHeew PH ?lF
13. Update critic by minimizing the losssing a gradient descent optimizer

~ L
d r .° IF 'h‘|=39|r
14. Update the actor policy wusing the sampled policy gradi
bl gl REPE & v e P

15.Update the target networks:
Pl N Wb Wily
pH N wpH weH
end for
end for
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The terms used in the DDPG algorithm outlined above are summarized in

Table7.
Table 7 DDPG Terminology
DDPG Short description
Term
( Discount factor applied to future rewards.
M Number of episodes. Number of pursuit games to gileiyng the DDPG
training phaseFor us, this is 30,000 pursuit games.
T Number of steps for each episode. This is maxed out at 500 steps
pursuit games.
t Current time stephdex.
N Batch size. Governs the number of transitions thasareled from the
replay buffer to compute the expected game reward.
— Weights in the current critic network.
— Weights in the current actor network.
5 Current critic neural network. The neural network that governs rew
functionapproximation.
. Current actor neural network. The neural network that governs ac
selection.
O Target critic neural network.
‘e Target actor neural network.
Weights in the target criticeuralnetwork, updated at a slower rate th
- the current critimeuralnetwork.
Weights in the target actoeuralnetwork, updated at a slower rate th
- the current actomeuralnetwork.
The replay buffer.Storage of transitions saved in memory for late
y reference Here, we save transitions from a current state to the ng
state, in accordance with our acceleration and heading actions, an
associated reward.
5 Exploration noise for timé Noise is added to the action itself to
promote exploration of the state space.
. Action for timet, where the action is composed of two parts, headi
® and acceleration, as describedection 2.3.
i State for time, where state is composed ofdl@ments described the
observation Space Section 2.2.
i Reward for time twhere the pursuer reward is described in Section 2
0 Loss function. Bellman equation as describe8égction 3.2
0 Sampled policy gradientTake the mean of the sum of gradients
calculated from the mirbatch experiences in the baiodexel by i.
W Proportion oftarget networkveightsthat are updatefilom the current
networks.
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SpecificDDPGimplementation parameters and their values are listédlhe8.

Table 8 DDPG Run Parameters
Parameter Value
optimizer Adam|[36]
target network update

~10.99

parameter (U
batch sizen) 64
18 (inputs/Section 2)x
actor and critic linear neurg 400 (hidden layer) x 30
net structures (hiddenlayer) x 2
(outputs/Section 2)3
di scount f ac|0.99

Section 4 Results & Discussion
After execution of 5000 randomized testing trials,cempared the DDP®&ained

agentcapture performance to that of a baseline bedolgwing (alwaystaking a
direct angle to the target) pursuit approach. Moreover, we studied performance
sensitivities to initial conditions. Each trial consisted of initial position randomization
of the pursuer and target within a 1200 by 1200 meter (m) operating apédce
randomized maximum target speed between 0 and 8 meters per second (m/s).
Sensitivities to performance were analyzed for three initial conditions:

1) The starting distance of the pursuer from the target

2) The initial relative angle to the target

3) The maximunspeed of the target
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4.1. Bearingrollowing Baseline Algorithm
The baseline bearinipllowing capture strategy takes a direct route to the

target from t he fhealgsrithendegssibegibabledtandon usi ng
further illustrated irFigure4.

Table 9 Baseline bearingfollowing pursuit algorithm
Algorithm 2 Baseline bearingollowing pursuit algorithm
1. Compute the pursuer to target position bearing vector
2. Compute the angle from the pursuer to the target, whewndo are the Cartesian )
and Y components of the vector

o 5
H™ "H HH
O
3. Compute the current pursuer heading
4. Compute the maximum heading action which will align the pursuer heading wit
velocity heading
Y 02 )
5. Continue at costant speed (zero acceleration) and apply change in headingsaction

~ 4

Figure 4 Baseline bearingfollowing pc;li-cy illustration

The bolded actiorr complies with thep limit on maximum heading change,
analogous to the turning radius limitations studied in the homicidal chauffeur
problem. In our casep was equal to 30 degrees per secguyerninghow fast the
agent can turnThat is, the agent can only turn so mutlone simulation time step.

In the baseline pursuit strategy, the pursuer maintains a constant speed, consistent
with previous literatur§l2, 14, 9, 11hnd the classic homicidal chauffeur problem

[5] and its derivatives surveyed [, 7].
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4.2. BaselineRL Results Comparison
The DDPG agent was trained using a Pytorch platform on an HP ZBook 15

computer with a modest 16GB of memory and an Intel Ce68Z0HQ CPU. A
training episode is analogous to rurgithe pursuit game simulation oncehe
DDPG agent analyzed in this Chapter was trained against 30z00i@g episodes
2,000 training episodesgere timed andook approximately hours of computational
runtimewithout any efforts for parallelizationThe timing scaled nearly linearly for
30,000 episodes, taking approximately two days of processingttimegh the
experiment was not explicitly timed
The following figures show the performance of the RL agent compared to the
baseline agent. The X axispresents the discretized bins associated with the
corresponding initial conditions, using the lower limit bin value as the axis label.
Figure5 shows the performanaiperiority of the RL agent over the baseline agent
with respect to the initial speed of the target. The X axis represents the maximum
speed of the target and the Y axis represents the number of cum{@dgtivegated)
captures as the maximum speed insesa Here, based on superior performance, we
know that the RL agent has learned anticipatory strategies sufficient to plan an
interception point in advance of the targe
performance would present the same or worsetti@baseline algorithm. In the
cases where the target maxi mum speed is gr
X axis value is greater than 2 m/s), the pursuer is successful in acspzathtched
game. This result is novel and no prior work hadized a RL pursuer agent capable

of pursuing a speeddvantaged target.
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Figure 5 DDPG RL pursuit algorithm outperforms baseline algorithm against increasing target
maximum speed parameters

The noncumulative captures as a function of maximum target speed, as

shown inFigure6.
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Figure 6 DDPG RL pursuit algorithm outperforms baseline algorithm in aggregated captures
against initial angle to target conditions
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Figure7 shows the performance sensitivities of both algorithms to the initial

distance between the pursuer and the target.
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Figure 7 DDPG RL pursuit algorithm outperforms baseline algorithm against increaing initial
distance to target parameters

The noncumulative plot of the initial distance to target effects on baseline and
RL-trained performance is shownhigure8. Here, the performance advantage of
the DDPG algorithm over the baseline algorithm becomes exaggerated early in the
parameterization space, achieving significant separation around 200 meters, but then

shrinks around 900 meters.
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Figure 8 DDPG RL pursuit algorithm outperforms baseline algorithm in aggregated captures
against initial angle to target conditions

34



Figure9 shows the norwumulativecaptures as a function of the initial angle
of the pursuer to the target. This plot illustrates an expected result in which the
baseline algorithm performs at a level commensurate with the RL algorithm when
positioned fAaheadOo (omange retanglg. fHere, wea wouldo f t h e
expect a simple bearirigllowing (direct angle to the target position) strategy to be

successful, and it is.
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Figure 9 Baseline pursuit algorithm performs well in certain pursuerto-target angle
initializations
The cumulativdaggregatedplot of the initial angle effects on baseline and

RL-trained performance is shownHigure10.
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Figure 10 DDPG RL pursuit algorithm outperforms baseline algorithm in aggregated captures
against initial angle to target conditions
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4.3. Comparison to DDPG Approach without Uncertainty
In addition to analyzing the effects of tR&-based solution against a course

aligned baseline control policy, we also performed an experiment to quantify the
benefits of the inclusion of the covariance error into the observation space. Here, the
new baseline algorithm consists of the same DDRfBageh with a modified

observation space. While the original observation space contained 18 elements,
including the error covariance matrix for the target, the modified observation space
only contains 4 elements, corresponding to the mehpdsition estate for the

pursuer and the target.

When we train each algorithm over 10,000 trials and perform an experiment
over 5,000 trials, we find that the RL algorithm that directly accounts for uncertainty
in its observation space outperforms the baseline Rtoagh without uncertainty by
a factor of 4 timesThe RL algorithm with uncertainty wins 1011 of 5000 games
while the baseline algorithm only wins 252 of 5000 games. The fraction of captures

over the initial distance to target condition is showRigurell.
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Figure 11 Comparison of RL pursuit algorithm with uncertainty to baseline RL pursuit
algorithm without uncertainty
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This resultshows the importance of encoding known information about
uncertainty directly into the observation space. However, the RL algorithm may be
able to learn the uncertainty on its own over time based on uncovering the
relationship between the relevant purstoetarget geometries, consistent with
simulated measurements. In any case, the incorporation of an error covariance
tracker for pursuit games with uncertainty shows considerable benefits over its
exclusion.

4.4. Online Decisiommaking Leveraging Conditial Past Performance

While randomness was controlled between RL and baseline experiments, the
sampling from the initial parameters was not deliberately controlled for the initial
angle to the target and distance to the target since each trial was edtlafiplacing
the pursuer and target agents down randomly in the operating space. Thus, the
number of samples across the initial distance to target and initial angle to target
parameter spaces were eoenly sampled

Regardless, in the next set of resplve consider the historical performance
of the DDPG RL algorithm for supporting the decision of whether to pursue an agent
given the current conditiongzigure12 shows the experimental capture succass
fraction of wins over total trialsn a heat map over the coupled conditional effects of

the initial distance to the target and the maximum speed of the target.
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Figure 12 Heat map of DDPG RL performance under coupled conditiondor 5000 sample games

Further analysis dfigurel12 indicates that when the pursuer starts close to a
slow-moving targetpper left of heat map), its performance supports high capture
success. Conversely, as the pursuerds
maximum speed of the target increases, the chances of successful capture decrease.

We note the anomalousshirical capture success cells in thé ahd 12"
distance bins and explain them by recalling that the number of samples across the
horizontal bins was not uniform. Only 5 samples were analyzed for each of those two
anomalous parameter combinations ltasg in 2 of 5 and 3 of 5 successful captures

for the 14" and 12" column anomalous cells, respectively.
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4.5 RL Agent Strategy Abstraction
Our final analysis segment focuses on categorization of the strategies which

emerged out of the DDPG RL optimizatipolicy. These motivate the automated
strategy mechanism employed in Chapters 3 &igurel3 shows the paths of the
first 17 successful runs of the 5000 test caseshuman visual inspection supports
that the pursuer follows five different types of strategies:

1) Atshapedo: The pursuer closes in on the
direction of travel; then, the pursuer turns approximately 90 degrees ttheard
target and closes distance until capture.

2) iDirect o0: The pursuer takes an efficient
capture point negperfectly.

3y AUnsur eo: The pursuer attempts to I mprov
target, unsuref the capture point.

4) ARaceo: T h e -pamallelgouhe target until & catchesaup, then turns
toward the target to secure a capture.

5) iSweepo: The pursuer attempts to approac
successful capture.

Interestingly, these strategies are determined automatically through the
introspective methods in ChapterRBdure20). InFigurel3, we manually labeled

the scenarios with each of the five strategy abstractions discussed here.
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Figure 1317 successful run samples and their associated manual strggeabstraction labels in X
Y space

Successful captures without labels did not have discernable qualities or were

trivial scenarios where the target moved especially slow.

Section 5 Conclusions
We demonstrated the utility of an agent trained with the DDPG

reinforcememearning algorithm in a speax/ermatched pursuit game with

uncertain target information. The RL agent outperformed a baseline bearing

following strategy by increasing capture sesses by more than 100% in a 50Gal
experiment. Furthermore, the RL agent was more robust to harsher distance and
angleto-target starting conditions and overmatched target speeds. As the target speed

increased, the benefits of the RL approach tiveibearingfollowing baseline
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strategy widened greatly. Future research could explore the introduction of obstacles
and their effects on agent performance, as explorgDirvia mixed
complementarity problemnodeling.

Additionally, we discussed the potential utility of leveraging historical
performance partitioned by initial conditions for online unmanned system decision
making. Future work could consider integrating conditional historical performance
data into an online capility which predicts the probability of successful capture
from historical data and current operating conditions. This capability could help the
pursuer determine whether it should pursue the target of opportunity, wait for a
different target, or avoitesource expenditure under unlikely success situations;
examples include expending energy to attempt to intercept a pass in sports or
expending limited ballistic missile defense resources toward incoming threats. Such
analysis would also help determine timing for when the pursuer should begin
pursuit, leading to better energy efficiencies for unmanned systems with endurance
limitations.

Moreover, we analyzed the underlying strategies employed by tlieaRled
pursuer agent against the target ag®e manually inspected the resulting paths and
aggregated them into five labeled categories. Future work could investigate online
strategy and inference, suchrasthods foonline strategy and performance

prediction, prototyped i€hapter 4.
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Chapté&ncdvering Strategies and C
t hrough Machine Learning System

Section 0 Overview

Deep neur al net works are naturally Abl a
how or why they make decisions. These limitations diminish the adoption likelihood
of such systems for important tasks and as trusted teammates. We employ
introspective techques to abstract machine activation patterns into human
interpretable strategies and identify relationships between environmental conditions
(why), strategies (how), and performance (result) on a deep reinforcement learning 2
d pursuit game applicatiorfil nt r o s peeecefers to thanalysisof neural
network activation patterns, andom s anal og
psychology Activation patterns refer to the outputs of each neural network hidden
layer over time and amonsideredgynonymous with machingbehaviors. For
example, we found that activat-ona patfikerns
shapedo maneuver strategies were successfu
favorable initial conditionssuch as the initial distae to the target and the maximum
speed of the targei this timeseries application, we are performing introspective
analysis after the game has been played. As we have shown considerable utility in
studying machine strategies, we motivate future rebaato development of an
online strategyredictor. An online strategy predictor could provide near-teaé
updates to a human partner about the estimated strategy that the machine is using to

perform the task. As a result, the human can anticipatsettategy that the ML is
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employing prior to making important actions, like ad¥#pree turn associated with an

Alshapedo maneuver strategy.

We are interested in characterizing machine strategies abstractly so that
humans can gain kK nisa)dh,t sun dchdarosttadiredifirbd alcow t
arrived at its output rather than accepting it blindly. For example, a human is more
|l i kely to accept an ML output of an dairpl
if the machine sayisngsousedat bdegy it aohked f lo;
the result without any understanding of how the machine determinezhthaplane

was present.

Moreover, we characterize machine commitment by the introduction of a
novel measure and reveal significant corretaibetween machine commitment,
strategies, environmental conditions, and task performance. By uncovering
temporallyd ependent machine At hought processesao
introspection, we contribute to the larger explainable artificial intelligentative,
increasing transparency and trust in machine learning systems. And we motivate
online exploitation of machine behavior estimation for competamgre intelligent
systems by revealing correlations between strategies, commitment and resulting
performance

The motivation and summary of prior workTable 2.
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Table 2) pertinent to this research area are discussed in Chapter 1. In this
chapter, we uncover and analyze machine behaviors through dimension reduction and
time-series clustering for a RL agent playing-dihensional pursuit game, as
introduced in Chapter 2n the game, a pursuer agent employs a deep deterministic
policy gradient (DDPG) algorithif80] to capture a moving target under imperfect

information.

In Chapter 2, we showed significant performance advantages and reustne
of this deep RL approach over a baseline pursuit strategy. Prior to the work presented
in Chapter 2, no approach to pursuit or pursuasion games addressed imperfect
information, dynamic speed control, and speed overmai€1). Tackling
challenges of uncertainty, speed control, and speed overmatch supports deployment
of the resulting algorithm on real, unmanned systems in dynamic environments. In
this casethe pursuer must learn anticipatory strategies to capture a-ageadtaged
target and robust strategies to account for uncertafutyl results support that the
pursuer does learn anticipatory strategies needed in order to capture-a speed
advantaged tget. In Chapter 2based ofi37], the author&iypothesized machine
strategies through manual inspection and characterized performance in terms of user

proposed environmental conditions.

In this research, we make importabservations across behaviors, game
outcomes, environmental conditions, and human relatability. We demonstrate utility
of machine introspection over actionly alternativesKigurel7), uncover aggregate
humanrelatable strategies in terms of explainable initial conditiéigufe 20 &

Figure2l), and discuss how these relationships can be exploited for online
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performance predictionAction-only analysis refers to examination of only the
actions that the machine took over time, without consideration of the activation
patterns leading up to the action determinatibastly, we define a novel measure of
machinecommitmenbased on theolatility of activation expressions, measured as a
function of rollinghorizon Shannon entropy and analyze its correlation to resulting
machine performancéigure24).

Section T Defining Machine Behavior
In general, we, and oth€li25], define machine behavior as the activation

patterns inherent to outpu#g) in a neural networkA neural network is typically
composed of a series lafyers, wherein each node in subsequent layers receives an

input signal from its previous lay@8 0 ), whereby their weight&) ) are

activated, via a neftinearity function, to produce corresponding output(s) to the next
layer in thenetwork until the final output layer is reachethis process ishownin
Figurel4for a single nodeDuring online inference while the trained agent
competing in the pursuit game, input sigreaisve, starting with the 1&limensioml
pursuer and target statbservation described {Dhapter ZSection2.2, weights are
applied(that were learned during training3ing a linear operation to combingins

to produce a single inpuand an activation functioffrigure19) is appliedto the

single inputto determine the outpuof the node The output from this layer is fed to
the subsequent layer until the final output layer (consisting of he&daugeleratin
actions for our &1 pursuit application) are reachetihe specific network structure

and the outputs used in our behavior definitionda®cribed irFigurel15.
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Input weight

Activation Function

Figure 14 Visual depiction of neural network basic functionsat a single node level[38]
The neural network learns particular weight paramétettse networkduring

a training phase, usinge DDPG algorithm described in Chapter 2 Tabbedr
30,000trainingepisodes (&1 pursuit gamesind associated target outputs

(rewards) Weights are ptimized so they maximize the expected future rewards, as

defined in Chapter 2 Section 2.5 for our pursuit problem, encouraging target
capture Once thenetworki s trained, we Afreezed weights
node That is, when we provide the netikgarticularinputs, we get the same

out puts (hence the fAdeterministico qualif.i

linear hidden
-1 linear hidden

18-dimension layer 2
mp_u’[ — 2-dimension
observation state output action
state
change in heading
— — —
acceleration
"
8 i
300

Figure 15 The network structure that determinesour pursuit agent actionconsists ofan 18
dimensional observation staténput, two linear hidden layers, and a final output layer. A total of
702 outputs from the hidden layers, shown in green, are included in our behavior definition.
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In our network, we have an input layer (the Observation, as described in
Chapter 2 Section 2.2)vo hidden layersand an output laydthetwo-dimensional
action as described in Chapter 2 Section Z1&te, when we refer to dimension, we
refer to the nomber of nodes that are present in each layer. Each nodeagorks
describedn Figure1l4. We use batch normalization and the Rectified Linear Unit
(ReLU) activation functionFigure 16 left) for our hidden layers and the hyberbolic
tangent (tanhactivation function Figure16 right) on the final output layer,
consistent wittchoices made in theuccessfuDDPG implementation ifB80]. The
activation function is applied to the weighted sum, prior to determining the final node

output, as shown iRigurel14.

tanh
tanh(z)

RelLU
max (0, x)

Figure 16 Activati on functions used in our network

When conducting introspection (analysis of the internal machine activation
patterns / behaviors), we consider machinebehavior definition as the 702
activationg(400 (output from hidden layer X 300(output from hidde layer 2)+ 2
(output from hidden laye3) nodal outputkin the network, specifically, the outputs

of the layer weights through their respective ReLU and tanh activatiomgher
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words, theyi outputs fromeachi" node(as shown irFigure14) in the hidden layers

make up our behavigshown in green ifrigurel5b).

Similar behaviors (activation patternae then clustered together into
strategies, many of which are interpretable by hugr@end in terms of conditions.
Moreover, fuctuations in neuron channels are examined by our commitment

measure, which is bad on Shannon entropy.

Section 2 UMAP Algorithm
To abstract the strategies of a trained Deep RL agent, we employ a dimension

reduction technique on the activation patterns as the agent negotiates the pursuit task.
More precisely, we define a singteachne behavior as the underlying neurons
(nodes)activated during inference over the entire game duration. Then, we reduce
the dimensionality of each game episode using the UMAP algofa8m UMAP,
developed in 2018, isgrgoh-basedmethod for dimension reduction that is rooted in
Riemannian geometry and algebraic topology; it is robust for use on sparse, time
series, and higdimensional data. Here, UMAP takes as input all 702 activations for
each time step and maps them into a-tlvoensional space, amenable to human
inspection. That is, we reduce 351,000 data points from each pursui{®z0rtene
steps x 702 activationg) just two values, encoding relevant information for
machinebehavior analysis. The resulting illustratioithese games, colamoded by

the game outcome, is shownRigurel7 (left).

Interestingly, when we apply the same dimensggtuction technique to just
the twadimersional action spadgeading & acceleration outputs from the neural

network)over the course of the game, we lose separation over the game outcomes
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(Figurel7right). In the case dfigurel7 (right), we analyze 1000 data points per

game that contain the tadimensional action and heading actions that occur at each

of the 500 time sf&s. In summary, we can learn more from looking at machine

At hought processeso

(activations)

rather than just the actions themselves (1,000 data points per game), even

though only the actions affect the environment.This is a very important result,

over

motivating further XAl research into analyzing machine behaviors for insights into

machine competency.

Dimension-reduced behaviors
(activation patterns)
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Figure 17 Visual inspection reveals that UMARembedded behaviors (left) encode more
information relevant to the game outcome (color) than just the actions (right). Understanding

how the agent thought about its actions revealed more relevant performance informatidhan
actions alone.

Complete details for the UMAP algorithm and theoretical foundations are

available iN29]. UMAP is agraphbaseddimensionreduction technique that aims

to preserve local structure in data through manifold approximafiamanifoldis a

topological space that resembles Euclidean space around each point in tljid3pace

In our 2d purgsiit game application, we used WA to reduce 351,000 activations
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associated with each game into a#himensional space. The behavior for each
game is represented by 702 neurons changing over 500 time steps, yielding 351,000
data points. The resulting UMP dimension reduction from 351,000 data points to
two dimensions supported behavior visualization and interpretability with respect to
other game parameters, such as outcome, conditions, and strategy abstractions.
The UMAP algorithm can be broken downanivo phases: 1) relevant
weightedgraph construction and 2) ledimensional layout optimization. In Phase 1,
we assume that data are uniformly distributed on some maniliedgite the fact that
not all data are distributed uniformlyro create such space, we employ Riemannian
metrics[40], which take as input a pair of tangent vectors at a fioimur case, a
node connecting two edgesan abstractedrapl) and produce a scalar that
characterizes the length and angiéween the vectors, similar to a dot product. We
surmise a manifold where data are separated by varying Riemannian metrics, forcing
uniformity. That is, we craft a metric that is defined dynamically to force uniformity
betweerdata placed into the maniéb Since we have forced uniformity in this
approximate manifold, we now have data separated with different metrics that we
wish to merge into consistent global structure and do so using local fuzzy simplicial
sets constructed using ankarest neighbor deent algorithnj41]. In our 2d pursuit
game application, we chosdaf 100, where 100 closest games are evaluated in the
nearest neighbor algorithm. Then, we constructed a weighted directed graph over this
manifold using a weight function described in EQwhere we compute the setlof
nearest neighbors efch data pot w under the metriQwhereQrepresents a

customized metric parameterized’byand, that ensures that at least one other point
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(o ) of thek nearest neighbors considered is connected by an arc in the graph to
Here,w refers toany point other tham. In other words, we choose the distance
metric to be loose enough so that every point (node) is connected to at least one other

pointby choosing the appropriate and,, that guarantee this property

o G @ THQ Wb "

0 who A @ %kp 1T

Ensuring connectedness has considerable computational benefits over other
dimensionreduction techniguesuch ag-distributed Stochastic Neighbor
Embedding tSNE); for example, UMAP takes 87 seconds to perf dimension
reduction on théodified National Institute of Standards and TechnoldgiN[ST)
data set while-ENE takes 1450 seconf#9]. The MNIST data sd#2] is alarge
database of handwritten digits that is commonly used for tramahine learning
basedmage processing systentwscorrectly classify the digit that was written
Finally, the UMAP algorithm optimizes the total cross entrbetween the higher
dimensional graph and tlggaph projected into lowatimensional spaceCross
entropy[29] measures the difference between two probability distributidhgs step
guarantees matching of the dimensionaldguced topology asadely as possible to
the overall topology of the original data, thus providing a gooddmaensional
representation.

Section 3: UMAP Dimension Reduction & Visualization of Deep RL Behaviors

In Table10, we share the procedure for abstracting machine behaviors into
strategy clusters. IRigurel7 (left), we see natural groupings into three caloded

regions corresponding to wins, max distance losses, angbtitiesses.

Table 10 Procedural Pseudocode for Behavior Analysis
Parameters: Number of clusters (nk), asdeternm e d by i e lllustoaiedin Figwe 1B o d
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1. Load in activation patterns, game outcomes, and conditions

2. Perform UMAPdimensionality reduction

3. Display UMAP results colecoded by game outcomEiure 17)

4. Display UMAP results colecoded by conditionRigure 21)

5. Cluster behaviors using kmeans over nk clusters to assign strategies

6. Display UMAP results colecoded by strategy clustefigure 20)

7. Display strategyoutcome plotftigure 19)

8. Organize game visualizations into stratefpfineated file structure

9. Manually inspect strategy file folders for hurriaerpretable strategy labels (labels provideBigure 20and
sample games provided in Appendglix

Section 4: Abstracting behaviors into hunratatable strategies.
Now that we have a compact representation of madighaviors in twe

dimensional UMAPreduced spacd-{gurel7 Left), we define strategiesStrategies

are clusters of machine behaviors. We grouped behaviors into 13 clusters using a k
means algorithm and analyzed the game trajectories across esajyst€means
clustering[43] organizes data infé@groups, where each data point belongs to a single
cluster with the nearest center. In our application, we clustered the pursuit games
after they were reduced to two dimems using UMAP. For4mneans clustering, the
number of cluster€)s given as a parameter to the algorithm. Then the algorithm
performs a heuristic routine tinimize within-cluster variances (Eqllusing the
heuristic approach described nastiere he distance metric is also provided as an

argument. In our case, we used the Euclidean distance.

A(‘+D|C;I' ET m o0& Onpp

In Eqg. 11,e are the data points organized iffolusters noted by the sé¥andé is
the centroid of the” cluster. Heuristic approaches vary for solving thishdird
problem. Here, we employedlameSeriesKMeans algorithm from the
tslearn.clustering toolbox with default settings, Euclidean distance metric,

and a giverk [44].
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First, the standard algorithm initializes assignments randomly by chdosing
points at random as the cluster center. Next, it assigns each data point to the cluster
with the nearest center. Finally, itecemputes the clusteentroids and repeats the
assignment step until the assignments no longer change or a maximum iteration is
reached.

We choséQbased on two factors: the inertia and the resulting mixture of
game outcomeslnertia is the sum of distances of data points to their closest cluster
center. In other words, it is the valiseindin Eqg. 11 for particularassignments,

B B. M 0&. Todetermine the range of acceptable numbers of clusters, we

perfor med an [A3¢avd thennertianatiributes The plotkigurel8

shows how the inertia varied based on the different numbers of clusters given.

Inettia

“Elbow” T

: Iiumb(l;l'ofclusfcrs.k )

Figure18Usi ng the fAel bow methododo, we find a range of
highlighted in blue
Similaak t o Aknee of a curveo analysis, the

identify a region of diminishing returns. In this case the elbow appears somewhere
betweenk=9 and k=14 by visual inspection. To cut down our selectiokddirther,

we examined the brkdown of game outcomes for each of thesotandidates and
found thatk=13 had the most homogeneous clusters with respect to game outcome
(Figurel9). That is, we visually inspected the resulting mixtures of strategies and

associated game outcomes and foundkh@8 had the best separation over game
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outcomes.For example, strategies 3, 9, and 10 are solid green indicating those
strategies led to 100% Win outcomes (homogeneous mixture). Conversely, Strategy
0 is a heterogeneous mixture over game outcomes, including wins (greerjutime
losses (orange), and mdist losses (blue)Selection ofk is important for behavior
analysis as it can also serve as a tuning parameter for the granularity of strategies,

explored further by ongoing research summarizgd5h

As shown in Figure 20, we see natural separation over strategies that are
able to be assigned humainelatable labels Many of the strategies correspond to

the manual strategies determined in Chapter 2. Moreover, we see separation of

strategies over wing-{gurel19) . That i s, some &-shaped egi es,
maneuver so and-odt mptpegpwches ofilaead more | i ke
winning outcome than others, such as fAStra

c a pt Bigueelp, Figure20). Thus,f we know the strategy employed by the
underlying Al system, we can characterize gpected performance. This result

further motivates an online predictive capability for strategies, as developed in

Chapter 4.
Win Max-Dist Loss
40 -

g 30 I [ .
O .

3

g

E 15

=

z

012 3 456 7 89 101112
Strategy

Figure 19 Strategies are composed of different, sometimes homogeneous, game outcome
mixtures.
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/

" Strategy 12: Large distance
traveled, no capture

Strategy 4:
Sweeping
motion

e Strategy 9: - - -
L-shaped
'maneu\:zers

Figure 20 Clustering behaviors led to humaninterpretable separation over strategy clusters.
Additional sample games for each of the 12 strategies are available in Appendix B.
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Section 5: Determining effects of environmental coonbton strategies and
performance

Next, we examine the relationships between three eppevided

environmental conditions, strategies, and performance. The three-prqmsed
conditions for this analysi seate fiamigtit al,
Amaxi mum speed of the target ohaseden proposed
familiarity with the problem and resulting performamdetted with respect to each

proposed conditianInstinctively, we expect these conditions to affeetgame

outcome and relate to machine behaviors; the pldiggure21 confirm our intuition.

For example, when we examine the collection of points associated with max

distance losses (purple pointsHigurel7) , we observe that the pu

position & behind the targeF{gure21 Left), far away from the targeFigure21
Center),and at a speed disadvantage(re21 Right). Here, weclassifyan initial
angleasib e hi nd inhtheapptoamatrangep-1, 1] radiars (-60to 60 deg)
Moreover, when we examine cases where the agent failed due exceeding the
maximum time limit (blue points iRigure17), we see many instances of high target
speed Figure21 Right). Lastly, just as Strategy(3fi h-e a d a p p r wsaatlyh e s 0 )
presented many cases where the targetinitzly positioned ahead of the pursuer
(Figure 20), we see favorable angles in that regiBig@re21 Left) which correspond

to 100% Win outcomes (yellow pointskiigurel?7). Here, we classify an initial

angle agfavorabl®intherange “h ¢ * ¢H radians.

56



Initial Angle to Target

° oo 3
- o
L]
o g (S .F.oe« 2
o ./ ® ® 4
PR
oo O » g'c..
. " ‘f L4 L4 §
° ° x ‘ ..0 :. -‘o’
: e Colel Max Speed of Target
° o - ° e
. - « ° o o
P “'B?hu}d Ealg&- v 2 < e Jgo S 35
%8 0..... ® o L za_f ‘
. % < oo ) os 2% High' Speed
g,.}..p..,. 1 . Y] 0.1.‘.
°e ° . o ° ° Cd
A o W e *
L4 :0 o.:oo'o " o> % ‘ :: ;‘.
S L o ° e oo P
avordble angles °, s e v Voo o ® *
FXR] % J>o. ° e )
oo ‘e ° LAY
°Q o..-i.g:' -3 .:, - H °® Spe 26
° ~\ o 1 ° L ° .
Initial Di T S AEn o
nitial Distance to larget o8 Speeds oee o®
000 ‘g o %, % ¢ b
. Se S o Cauttt Dot
'.. C: :..“ .‘..!.. $. ;. ‘:.. '..:.g..: & 0
% °® ° %o > . o
o.‘ [ °® .:L...‘..': L4 800 .-.-o ° e ... .o
(X ° o o
~ i ° e °® b .. ' e o
;i ® N .. :;0 2 ‘:'.s‘;' rX)
’ = = LN ] =3
® ‘f ® o - *
o 20 ® ¢ ° b e o'.“’ 600
. o® .. L] .."'
% % . . ': . e
° o oo e -. >
e 8 o o e % s s '!
5 .P;ar away ;% ° L 40
.‘. na ”n, i °
s~ .‘. L4 o Sie
CPO ..o 5 IO
JOse o ... °®
c.-' ® ooy 200
Nels
e & o
.ﬁ L] .~" : ...

Figure 21 Behaviors relate to expertproposed conditions intuitively.

Section 6: Defining machine commitment and determining commitment effects on
game outcome

Now, we define and analyze a novel measure of machine commitment

generalizablé¢o all deep learning timseries applications. The goal of a commitment

measure is to capture volatility in machine behavior, where volatility captures the

fluctuation in activation patternd/Ve use Shannon entrofigg. 129 as a measure of

volatility. We hypothesize that machine Aindecisio
outcomes.Here, we defindindecisiord as high volatility in activations over time.

This indicates that the machine tfasdely) volatile behavior, analogous to a human
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exhibiting wavering bhavior switching from one strategy to another without

commitment to a specific strategilowever, we note, perhaps conversely, that
empowermenfSection ,whi ch measures the act[46pf | eavi I
[47] [48], has shown positive effects on machine performance as well as curiosity

[49].

To frame a discussion anod machine commitment, we showcase different
activation patternfor a sample of ten gameshosen arbitrarily, fromur 2d pursuit
applicationin Figure22. We referto each particular hidden node in the network as a
neuronand eachneuron channelepresents the outputs (activations) from each of the
702 nodes over time. Figure22, we show these 702 neuron channels (subplot y
axis) over 500 time steps (sphot x-axis) for 10 sample-#8 pursuit games
(subplots). We display how the raw machine activation patterns (before dimension
reduction) change over time ugioolor intensity and notice how they differ greatly
between gamed-or example, just two neuron channels of 702 are active in Game 7
whil e seven are active in Game 4; in some
stay on; whereas in others, like imBe 9, they turn on and off at various times in the
game. Not surprisingly[50], we see very sparse utilization across the neuron
channels.That is, few neuron channels are active for any one game, and this is a
common obsemtion for deep learning approachg8]. This is analogous to using
few neurons in your brain to think about somethilge use a measure of volatility
to understand the fluctuations inherent to these behaviors, aedevage strategy

clustering to make sense of these patterns at a higher level of abstraction.
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Figure 22 Neuron channels are sparsely utilized and vary throughout each game. Each subplot
represents a separate game episode.

Shanmn entropy (Eq. 1Zhas long been used as a measure of the amount of

uncertainty inherent to a variable over tifbé].

0w I T0GQw %P ¢

N

In our application, we are studying the Shannon Entrogach of the neuron
channels as they evolve over the course of tigo@rsuit gameFor each neuron
channeleachd @ is the activation value (output frothenodd for atime oin a
time horizont, such as {10, 20, 30, 40JThe entropy icalculated ¥ the expression
given in Eq. 1Zor each node channbky using theentropy function available in

thescipy.stats Python library[52].
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We capture a rollingnorizon entropy score from the current horizon planning
start time to the end of the game as the agent progresses through the game. As we are
performing analysis after the games have been completed, we have perfect foresight
to the end othe game at each time step for our behavior analysis. We note that
rolling-horizon entropy knowledge into the future is not information that is available
while the agent is online during the game execution itself and would have to be
obtained similarly tsimulating expected action interactions with the environment.
That is, the machine does not have perfect foresight into its future behavior; we are
analyzing its behavior throughout the game after the game has ended. An online
predictive capability woul need to be designed in order to anticipate future behavior
andpredictmachine commitmernih situin order to gain insights into machine
commitment while the machine was performing its t&gk.also note that for games
with long or unknown durations, aarter planning horizon would need to be
considered for computational tractability. However, we study perfect foresight
Shannon entropy here to determine its utility for a commitment attribute discussed in

more detail in the next section.

We propose a n@V¥ definition of machine commitment, wherein we measure
volatility of the neurons over recedigr rolling, based on the length of the game)
time horizons. Shannon entropy describes the level of volatility and information
gained from activation values #gy change over the course of the game.

41%] 0o 1 T0GW Onp o
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1| consists of the set of all time horizons under evaluation. For example, for a
long game with a rolling horizon entropy commém calculation over a time horizon
step size of 10 and horizon of,30 mp f fo thp fy fo ft Th¢ ot fv 8,
wheret is a set of times if|, such asp fr, fo ft ™ In Eq. 13 to calculate the
level of machine commitment in each game, we sum over the Shannon ¢&58ppy
of the neurons in the set of all 702 neurois. For each neuron chanrigleach
0 & is the activation value (outpuiim the node) for a timiin time horizont.

We charaterize commitment as the maximuragative entropyalue over all of the
horizonst. For example, if the highest value was associatedWithp i fv ft
then it would correspond to the secalement inT, wheret indexes each element of
1.

We note thathis is a worstase assessment of vdigt becausehe entropy
of two simultaneous events is no more than the sum of the entropies of each
individual even{51]. In other words, the entropy of one neuron channel added with
the entropy of another neuron channel is an uppandoun their joint entropy.

Thus, we can sum entropies over all the neuron channels to obtain an upper bound on
their joint entropy.While not studied in this research, we note further that the sum of
entropies igquivalento their joint entropy if alevents (separated along neuron
channels) are independdbi]. Next, we take the maximum value over all times to
capture the worstase volatility value for each game. And finally, since we are

aiming to measure commitme(upposite of volatility) we take the negative of the

volatility measure provided by the Shannon entropy.
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In our 2d pursuit game application, we chosglanningstep size of 20
seconddor a gane with 500secondg4% increments). That i§, wasequal tothe set
of time horizons, 1t fr 18 'Yy, ¢ ft fip 8 AYoht fip fip 18 A8 |, andthe set
of time horizonswvas truncated according t¥. The rollinghorizon approach is
extensive to long games with a finite planning horizon less than that of the entire
game, so that it can scale computationally. However, for this analysis, we assume
perfect foresight knowledge of the machine behaviot# the end of the game and
examine the resultingecedinghorizon volatility over timeThat is, the planning
period gets shorter as we step through the game.

Figure23 shows the volatility portion (Eq. I4bf the commitment measyre
which is computed for each time horizbn J|| Each line plot represents a separate
game episode and is colooded by gameutcome each point in the line represents
the volatility measure for a certain time horizobnTherecedinghorizon volatility (y
axis) captures the fluctuation in activation patterns from the current planning period
start time (xaxis) to the end of the gam&ince the planning period is receding
(getting shorter in durein) and we are adding entropy (positivalue) at every time
stepin the receding horizqrihe volatility monotonically decreases over tinféis is
because fewer and fewer time steps are included in the calculation as we get closer to

the end of the game.

0w 1 T0Qw O 1
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Win

Time-Out Loss

&

Receding-Horizon Volatility

Time Step

Figure 23 Recedinghorizon volatility measured to the end of the game monotonically decreases
as the agent progresses through the game, as expected.

In Figure23, we note that games with Awinod ou
lower recedinghorizon volatility at the start and over the course of the game than the
other game outcomgdecreasingignificantly toward the ends of the games (lowest
green lineon the plo}. We al so not e-otutatl ogsasnde so uwictolmers
to be flatteiwith respect to their recedirgprizon volatility than the other game
outcomes.
As an alternative to empy, we also investigatetie standard deviatioof
machine behavior over tinas a volatility measure suitable for basing a commitment
definition. However, as standard deviation accounts for the fluctuation in the actual
value of a variable, it was naos avellsuited for the desired measure of volatility.
Standard deviation measures the spread of the data in terms of actual values, which
we do not care about. For example, for a bimodal distribution of activation values, as

the distance between peaks @ng, the standard deviation increases. Conversely, the
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Shannon entropy stays the sameour application, this is analogous to a cyclical
pattern of activation values over time, which we want to characterize as more
committed than a random expressioraciivation values over time. Shannon entropy
characterizes this as desired while standard deviation wouldmatldition to this
distinction, we also examined the resulting commitment values and found that they
did not vary significantly between garoatcomes, rendering it a worse alternative to

characterize machine commitment.

Finally, we examine the relationship between commitment and game outcome
by taking the negative of the maximustedinghorizonvolatility (shown as box
plots inFigure24 with respect to game outcomes andrigure25 with respect to
strategies). In the ca®f perfect foresight and fefjame receding planning horizons,
this is the first (maximum) value FFigure23. In Figure24, we observe that when
the commitment is above a value-8#12 (unitless) 100% of the games result in a

Win.

In order to testhesignificanceof our commitment resultsve employed a
MannWhitney U testwhich testsvhether one population of observations is greater
than anothefs4]. In particular weusad a ManrWhitney U test to determine whether
the commitment distribution for any game outcaonassignificantly greater than
another. The results from tkest revealed the distribution of commitment levels for
the Win outcome was significantly greater than those of the-Omtd_oss p-value

= 1e-3) and Max Dist Lossf-value = 2e-8) game outcomes.
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Figure 24 Games with Win outcomes have significantly higher commitment than games with
Loss outcomes. Games with commitment values aboy@12 always resulted in a Win.

Here, again (like strategies), we determine that commitment is a behavior
based predictor of expected performance that can be exploited during online machine
control;we also postulate that when commitment is estimated as high, humans
can gain more trust n machine behaviors, because machines will remain
committed to a certain strategy.For e x ampisé,apiefd ot I's¢ rfalt egy wa
estimated with high confidence and commitment was also accurately estimated to be
high, then the human teammate could anticipe@8degree turn from its machine
partner prior to its occurrence; this discussion and its derivatives have many

redeeming benefits for humamachine teaming.

In Figure25, we show the commitment distributions partitioned by each
strategy group. Each game is assigned a strategy using the procedure described in
Table1l0and the resudtfor each strategy assignment are provided visualygure
20. We see interesting relationships between high commitment and Strafegy 1
clustered by the methad Table10), which surprisingly results in frequent maximum
distance losse@lescribed in detail in Chapter 2 Section 2Lhit executes straight
line trajectories unek impossible scenarios. We also note that Strategy 10 exhibits
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low commitment values but results in 100% Win outcomes, where many of the
trajectories are jagged. Strategigs 8 h-e a d a p p r anad ¥ lirghaped
ma n e u vhoweseo, also result iMDD% Win outcomes and have higher

commitment expressions than Strategy 10.
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Figure 25 Strategiescorrespond to varying distributions of commitment values
In summary, lhe procedure for performing the commitment analysis is given

in Tablell.

Table 11 Procedural Pseudocode for Commitment Analysis
Parameters: Rolling horizon step size
1. Load in activation patterns and game outcomes
2. for each game, do
3. initialize game rolling horizon entropy structure
4. for each rolling horizon start time, do
5. initialize entropy sum to 0
6. for each neuron channel, do
7. calculate the rolling horizon entrofiyr each time horizo

ot Toe W asad A

v d @ W
end for
8. Store rolling horizon entropy in game rolling horizon entropy structure
end for
end for

9. Visualizerolling-horizon time steps ¢axis) andolling horizon entropiefor each time horizor
(y-axis) Figure23) B
10. Calculate commitment 't & o wB. . s Foei T [o.

11 Visualize box plot of commitments by game outcoiFigre24) and strategyRigure25)
12. Perform Mann Whitney U test on commitments for significance across game outcome
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Section 7: Empowerment
In order to mimic basic human curiosities and survival instincts, scientists

have attempted to equip machines with intrinsic motivations. Approaches vary, but
one intrinsic rewardcmpowermeniseeks to maximize mutual information by taking
actions whichallow the machine to reach the largest number of future states within
some planning horizof8, 46,47,49]. Mutual information("O®I0 ) (Eq. 15)

measures dependence between random varitaled Ythrough their conditional
probability distribution ( | § &fw) and their corresponding marginal

probability distributions (1 w andn ).

h

—— %o
wnR W oD

0o N n ol T

Empowerment seeks to maximize mutual informagatheredacross future actions
over some planning horizon, annotated in Hj. 1
O | Amony % o

Here,Adescribes the actions taken over some planning hoygap,
represents the probalbylidistribution of actions, anddescribes their respective
observations Empowerment seeks to find the probability distribution of actions that
leads to the most diverse set of expected observatiormther words, when
observations stay the same otrere, as determined by ntwal information scoring
(Eqg. 19, the machine ismot empowered as the mutual information would be zero.
Conversely, if the machine observes widely varying observations, consistent with
Aexpl orati on 0 ijsempbowerdad the enutumkbinfohmatioris high

[55].
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Empower ment, however, does not explicit
Instead, it encourages different behaviors by motivating sensory exploration through
its intrinsic reward. Commitment measures volatility of the underlying behaviors
themselves We note that commitment, defined as a function of behavior entropy,
could serve as an alternate intrinsic reward when a desired attribute of the resulting
agent is to be decisive. This does not directly conflict with the Empowerment
intrinsic reward, asigh commitment to a certain strategy may result in varying
observations (high Empowerment). Future research could study the benefits of
combining expectations of Empowerment and commitment as intrinsic rewards.
However, intuitively, the Empowermentmotiof fAkeepi ng oneds optio
seems in opposition wommitmento a certain strategy.

Section 8: Interpretations.
Il n summary, we have shown considerabl e

processeso that gover #pursaitcapptatioa, wbfeumdh vi or .
that compact representations of activation pattdrekgvior$ preserved more
information relevant to machine performanc
Moreover, we found that clusters of behaviatsategie$ separated natuha over

pursuit trajectories that were relatable to humans and that strategies could be

exploited as predictors for machine performance. Next, we found that machine

behaviors related to expagstoposed environmental conditions intuitively. And

finally, we defined machineommitmentand found that it was significantly higher in

games with Win outcomes than Loss outcomes. As such, future research on

predicting machine strategy and commitmiaerditu can offer greater insight and
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predictability into machie expected behavior and performance, thereby increasing

user awareness and trust in Ablack boxo ML
Currently, the authors are applying these XAl introspective techniques to a

supervised machine learning system for an irtzaged obstacle avoidantask,

funded by the DARPA Competené&ware Machine Learning (CAML) program

[45], andthe focus of the next chapter. Preliminary results attest to the

generalizability and applicability of this approach to other Aleayst and

applications. In conclusion, research in this chapter contributes to increased Al

interpretability and competen@wareness needed to increase trust and transparency

of Al systems.
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Chapter 4: Ac h tAevairreg M@Qa@rhmp entee nc y
Learning ™MaAcBhemieved Conditions a
Strategy & Performance Predictio

Section 0: Overview
Understanding the strengths and limitations of machioenpetencyis

important both to machines and to humans. Macotwnepetencyefers not only to the
expected performance of a machine learning system, but also to the s(retegy
employed by the machine to perform its task. If humans understand machine
performane, they gain trust into machines to perform tasks in-pigiability success
environments. Moreover, if humans understand machine strategies, they gain
transparency into the machines and al so in
systems.When lumans understand how the machine is performing its task along with
the expected performance, humans can adequately assess the competency of the
underlying system. If the machine expected performance was high, but the strategy
was random, a human would laless confidence in the overall competency of the
system.For example, the expected capture performéineea percentage 80%)for
our Chapter 2 deep reinforcement learning pursuit game along with the expected
strategy;s hapehd amakkivep 0t h empetancyhLastlye 6 s ¢ o
understanding the environmental conditions that affect machine competency helps
provide additional context and insight inidny the machine behaves the way it does,
promoting additional trust in machines.

Competacy assessment afachiness particularly important for the future of
humanmachine teaming applicationgExample use cases includeanned aircraft

working with unmanned aircraft; manned ground vehicles working with unmanned
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systems; bimanintelligenceanalysts working with machines to explotelligence
imagery;human commanders working with machines to understand the battlespace and
make informed decisionggnmanned transportation resources rendezvousing with
manned surface vessels; and a multitofl@ther commercial and military human
machine teaming application areas.

Currently, most machine learning systems are trained on a static set of training
data until a certain level of performance is achieved and the system is deemed effective
by a subjecmatter expert (SME). Next, trained systems perform their assigned task,
regardless of their competency to do so or to do well. Typical maintenance of Al/ML
systems includes human monitoring of gelported confidence scores, which are
artifacts of machia experiences limited to the training data set and oftentimes not
calibrated to probabilistic interpretation. Once a system is determined defective by a
human performance monitor, a lakiotensive retraining phase ensues, and the {abor
intensive deployn@ cycle repeats with fragile trust from the human teammate.
Alternative stateof-the-art maintenance of AlI/ML systems relies on online learning
mechanisms; however, lifelong learning mechanisms are prone to catastrophic
forgetting and lack humaverified performance validation, as the system is constantly
evolving. In the future, @ must ensure that trained systems maintain acceptable levels
of performance even after long periods of deployment; and we need to recognize when
such systems may be losing e#icy or undeperforming on assigned tasks. Our
Mi ndf uL E c-assegseneneframework, described in this Chapter, provides a

persistent and extensible capability for assessing competency of ML systems.
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To exploit the relationships between environmegtaiditions and machine
competency (strategies and performance) motivated by results in Chapters 2 & 3, we
develop an online predictor system to share neaitirealcompetencyestimates with
a user. Moreover, we aim to automatically derive conditions that affect machine
competency so that our approach can be more broadly applicable to other applications
and so that competency predictions can be traced back to identifiabdéiams.
Traceability supports explainability of our competency predictions in terms of
environmental conditions for a human user. While Chapters 2 & 3 considered a time
series deep RL agent that took target observations as inputs, Chapter 4 considers a
supervised ML system that performs a task on ar@ance basis with visual image
data inputs.The obstacle recognition machine learning system takes images as input
and determines whether an obstacle is present in the imiaghis simple obstacle
recognitionapplication the user is monitoring the machine results and associated
competency. This is analogous to a human intelligence analyst determining whether to
trust or not trust that a machine ha®cessedan imagefor identifying objects of
interest And by applying introspective techniques in Chapter 3 to a different
application and input data type, we show how our competaweyeness approaches
generalize.

In this chapter, we develop an offline procedure for learning relationships
between atomaticallyderived environmental conditions and machilearning
competency that is generalizable to a large number of ML systems and applications.
Specifically, we can workvith any set of inputs and any deep learning system. There

are no known limitaons on applications to which this approach could generalize. In

72



fact, this approach could assessformanceven for systems that are not deep learning
systems; however, the ability to predict the machine strategy would not be available,
as the stratey approach workson the activation patterns of the underlying deep
learning system.

Moreover, we employ and demonstrate an online compei@nayeness
system that predicts machine strategies and performance in neaneeahd attributes
competency pmctions to environmental conditions. The resulting competem@re
machine learning (CAML) system is attached to a ML system under evaluation to act
as a supervisor, passively determining whether the underlying system will maintain
consistent behavioma performance under dynamically changing environments. The
competencsa war e system, dubbed MindfuLE softwal
safeguard underlying ML systems from being used inappropriately, and prioritizes
tasks that require user interventioRor example, if a human and machine are tasked
with the imagery exploitatior{processing of an image for identifying objects of
interest) of 1000 images to search for airplane objects, and the machine has never been
trained on an image that is similey 100 of those images, the competeamare
Mi ndf uLE system will flag these 100 i mages
the machine has been trainedd e quat el vy, according to Min
similarity calculationsto exploit 900 of those image$iowever, 10 of them have low
expected machine performance; l1Qinagesfdi ndf ulL E
manual inspection. Finally, the machine processes 890 of those images with high
expected performance and associated condition and stratdjgtions. The human

can Aspot checko any of these 890 instance
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determinedhere was or was not an airplapeesent in the image such ags dairp
along with the associated strategy s uc h as il ,dherdeby dhcrdasing wi ngs
transparency & trusi n machineds ability +to perform
verification

Wit hout Mi ndf ulL Bftheartfmachme automased tatget
recognition systems process all 1000 images, regardless of whether vieelyeemn
adequately trained. The confidence scores associated with machine predictions are
prone to miscalibration, as they are based solely on the training data. And humans have
no insights into why (conditiongvwdabr how (
their result. Competencyaware machine learning systems provide a{mithachine
supervisor to quantify and qualify expected competency for each assigned task.

Chapter 4 focuses on the competency components (conditions, strategies, and
performan c e ) of the MindfuLE system. The ent
components, all of which have been developed and integrated for an obstacle
recognition supervised ML application. The inputs and outputs of all components are
summarized irFigure 26. However, detailed expositions
Bank, Competency Statement Generator, Element Interpreter, Element Ingester,
Competency User Interface (Ul) and Infation Analyzer components are not
included in this dissertation. Thesepportingcomponents are not considered novel

and enable database storage and interfaces to the user.
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Performance Strategy Strategy Element Performance fll Environment
Correlator Correlator Predictor Interpreter Predictor Similarity

Calculator

1: Topics, performance I: Topics, strategy I: Machine labels, I: Topics I: Topics

prediiieis pietiatere I: Topics pumaniabels 0: Performance 0: Similarity Score,

o O: Topic label i o
O: Strategy predictions estir?wates predictions Historical Competency

0O: Performance- O: Behavior-Controlling
Controlling Conditions Conditions

Competency

Statement Generator 2 B Experience Encoder
SImpleNLG W Memory Bank HDP
docker

I: Similarity score, historical competency,
strategy & performance predictions,
conditions, topic label estimates
0: Competency Statements

e Sonlpzesioy Ul Tﬁ Information Analyzerm e Element Ingesterl’l-a

I: Similarity score, historical competency, strategy &
I: Competency statements, similarity score, performance predictions, conditions, topic label
conditions, performance & strategy predictions, estimates I: User labels, topics, topic label estimates, data
historical competency, MSuggests 0O: MSuggests O: User labels, display
O: User feedback, display

I: Data
O: Topics

*Green components are user interfaces; blue components are competency components;
navy component is database; purple components are competency summary-level components.

Figure 26 Mi n d f urlirie system input/output architedure

Chapter 4 is organized as follows. Section 1 describes our machine learning
application and AML system under evaluatio
is being assessed. Section 2 provides a description of our Experience Encoder,
including row we automatically learn conditions from the environment using a
Bayesian nonparametric (BNP) data processing method and store them compactly in a
database (Memory Bank) for later referencene application of BNP for enabling
competency predictions iowel, expanding on prior research in crafting compact data
representations[56] [57]. Section 3 describes how we leverage compact
representations of the environment, stored in our Memory Bank, to determine the
similarity of the current environment to past machine experiences. We also share how
we leverage recognition of similar past enwimeents to yield historical competency
scores. This gives the user a sense of how many training experiences the machine has
endured similar to the current one, and a distribution on both historical performance

and historical strategies (historical competgrassociated with those past experiences.
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In Section 4, we discuss our approach to offline strategy and performance definitions,
where we use the same UMAP dimension reduction anda&ns clustering techniques
from Chapter 3 on a new machine task arifbdint deep learning approach. Section
5 discusses our approach to online strategy (how) prediction, where we take the outputs
from the Experience Encoder and layer on a deep learning technique to learn strategy
predictions. Similarly, in Section 6, wake in the same compact representation of the
environment output from the Experience Encoder and learn performance (result)
predictions. Next, in Section 7, we discuss how we layer on deep explainer methods
(Performance Correlator & Strategy Correlat@mponents) onto our predictors
discussed in Sections 5 & 6 to determine which environmental conditions (why) were
most influential on the predictions usi&ddapley Additive exPlanationSHAP). In
Section 8 we walk through the offline and online systaistributed functional
architectures expl aining how the MindfuLE system
works to process new data (onliné)nd finaly, in Section 9we share interpretations
of the aforementionedompetency capabilitieand implications da broader XAl
research initiatives.

Throughout this chapter, reference will be made to our prototype Competency
User InterfacelWl), shown inFigure27. In addition to being a debugging tool for
software developers, the Ul showcases our pob@bncept competency assessments
to a user.In the future, we will garner feedback from imagenralgists to see what
competency information they find most useful for the tasks they share with their
machine partners. A d ddouldibeimtegriatédyinto arMlysh d f u L E

workspaces, including widely used tools such as BAE Systems SOCET GXP® or
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Governmenbwned iSpy software. Through the user interface, the user can provide
additional semantit a b e | information to baendoamed by th
see machine competency information for the current image being processed.

Here, we briefly describe the competency information shared through the
Competency Ul.Outputs from the Environment Similarity Calculator component
feed into the light bluboxes. In our imagery exploitation use case, this is the output
that would correspond to the number of similar training experiences that the machine
has seen previously; this output would help to flag the 100 samples that the machine
should not processsat has no similar experience with those 100 ta3kss
measure gives the user an idea of how many times the machine has performed the
task athand during its training.

Outputs from thé>erformance fedictordescribehe expected machine
performance t@orrectly exploit a particular imagéutputs from the Performance &
Strategy SHAP componés correspond to the conditions (why) that influence our
competency predictions s u ¢ h  a Sutplitdronr the Gtrategy Prethc
corresponds to the stratefiyow) employed by the machine to perform the task, such
as 0l ook e dThrbugtrthisvinterfages the. user can observe the overall
competency of the machine learning system and see estimates on the conditions that
incited particular competence foretkourrent taskenvironmen{image being
processed)For example, overall competency could be low for cases where the entire
i mage is spanned by fAcloudso as a conditio
performane, especially if the ML system has not harting samples that included

clouds.
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Dataacquiredirom arobot camera isimulation populate the image shown,
which corresponds to the rest of the competency information displayed. Labels are
assigned to different conditions output from the Experiencedar eiber
automaticallyor through the Element Ingester & Interpreter componeriteh are
omitted from detailed discussion in this dissertation. Competency Statements are
constructedy using opersource natural language generation softywatech isalso
omitted from the scope of this dissertation. Finally, truth information is displayed
both for performance, whether the ML was
LiDAR truth information, and for the strategy, as determined by UMAP

transformatn and kmeans inference.

Mindful Ebement i ngester | Mindful Competency statement Gererator

Past Performance Slider

Competency Statements Predicted Performance Slider

Number of Similar Experiences Slider

Number of Similar Experiences
Image Past Performance
Corresponding Strategy
to Competency Performance- Strategy-
Results Controlling Controlling
Conditions Conditions
Truth Information ‘[ User added |
Systém
Generated

Figure 27 Prototype CompetencyUser Interface (Ul)

Figure28 shows a simplifiedersion of oumprototype competency user
interface, easier to view without overldabelssummarizing the information

displayed. The competency information shown is aruaet | result from a
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assessment of the associated image data shown. In this case, past performance and
predicted performance are high, and the ML system has been trained on 8,312 images
similar to this one; as subeuserthaitmdf uLE sof
situation is fAsuitabledo and Afamiliaro. T
instances from our airplane exploitation use case, where the huméie&lagood

about trusting the ML resultin the application displayed here, the maehinas high

expected performance of correctly determining that no obstacle is present in the

image.

Mindful Element Ingester  Mindful Competency Statement Generator

Full Competency Statement Statement Breakdown

Mindful predicts that this situation is suitable for the task. The
Performance accuracy is expected to be 100%.

Past Performance in Similar Environments 97%
Situation is classified as completely familiar. Condition 13 is

estimated to strongly affect performance. On the other hand, the potaratee May Nt be Sultable Sl
system navigated obstacles in 8312 similar environments with
97% accuracy.
The system task strategy is uncertain but estimated to be Predicted Performance Accuracy 99%
Strategy Index 1, red objects/wall. Condition 8 is estimated to 0% 50% 100%
strongly affect the strategy of the system.
Similar Experiences 8312
New Familiar

Strategy Prediction
Strategy 1, red objects/wall

Figure 28 Simplified Prototype User Interface
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Section 1: Deep Supervised Machine Learning SysteliarEvaluation

Separate from the deep RL introduced in Chapter 2 and analyzed in Chapter 3,
here we consider an agent that performs an image processing task-omagesasis.
That is, we consider a machine that processes visual data and determines a binary
classifiation of whether there is an obstacle in the image or not. This task more
generally supports ground robotic autonomous operaliffmmeover, this task is similar
to performing imagery exploitation to process images to determine whether an airplane
is pregnt or not, as described in Section Obstacle recognition classificatios a
basic machine learning task that we are using as a-pfamfncept application. The
task of determining whether an obstacle is present or not is not novel and is used as a
smple task to use tshow thatour competency awareness approacheetion
properly.

The ML model is the same structure as the egmmrce Alexnef58] model and
was modified by replacing the final object classification lay#h a binary classifier,
where the output classificati orbasedronli cat es
whet her an obstacle is present (Abl ockedo)

processed An illustration of the neural network structusgorovided inFigure29.

Fudly Connevted

PyvTorch Alexnet
Binary Obstacle
Cony 1ixll Conv 5X5 Conv 3X3 Conv 3X3 Cony 3X3 Classifier

SERErEe.

800x800 324v 300w 7 64 192 154 256 26
image

Figure 29 Deep Supervised Learning Model Structure
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This Obstacle Classifier ML system under competency evaluation takes in an
800x800 pixel image generated from a Robot Operating System (ROS) and Gazebo
simulation(described briefly in the next secticemdd outputs a classification of
probabilityn b | o ke did reedo, depending on whether t
obstacle is present in the i mage. Sampl e
bl ockedo c as Eigure30r e a lgrgemscopedigeodnd autonomy
system, this obstacle recognition estimate could feed into an obstacle avoidance

module.

Blocked

Figure 30 Example visual data inputs

A screenshot of our ROS/Gazebo simulation is shoviigare31. In the top
frame, you see the ground robot traveling through a simulation environifieat.
camera is mounted on top of the robot along with a light detection and ranging
(LIDAR) sensor. LIDAR inputs are used to determine true distances from the vehicle
to the obstacleThe simulated LIDAR field of view is shown in blue. In the middle
of the screenshot, the Laser truth associated with the LIDAR returns and the ML

prediction from the Obstacle Classifier described above are shown.

81



s ) Histogram

Stop Refresh frequency: 10 Mz =  Mistogram bins selection: 256 - Tope

Bl /meeTopicsimage |

Counts

5
Topic Labed

Figure 31 ROS/Gazebo Simulation Screenshot

The LiDAR laser truth is provided bhé simulation and determines the
di stance to the nearest obstacle. 't disp
meters; other wiselhet fAdMLs pPraoybsa bfiblliotcyk eFdroe.e 0
from the Obstacle Classifier neural network descrddaale. In the bottom left of
the screenshot we show the incoming visual data associated with the ML prediction.
And in the bottom right of the screenshot, we show a tigicibutionassociated
with the inputimage where topidistributionsare summaries over featuresgracted
from the image The next section discussagletailhow we determine compact topic

distributiors to describe the input image data.
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Section 2: Automatic Derivation of Conditions via Bayesian Nonparametric Methods

In order to explain MLcompetencyo the users, we apply a Bayesian
nonparametric (BNP) method that summarizes the competamtyolling conditions
while online. Data artaken asnput, features are extracted, and features are
organized into different tops (clusters) using a BNP approadescribed in detail
throughout this sectionThese topics (clusters) summarize the input data compactly
into a histogram over combinations of features (topic definitions). In other words, we
transform an image intolastogram over topics, where topics are defined as
combinations of features extracted from the image. Ideally, our topics would separate
over environmental features that aegtinentto the machine tas&nd to machine

competency For our obstacle recotjion task, this could include things like specific

obstacles, such as a single topic for dAbui
For our airplane recognition task, this co
Awi ngs o, fAno $levever, smce amachire & ldelermining the number

of clusters directly from images, there are no guarantees that topics will separate
cleanly over something with specific hurranderstandable semantic meaning.

Human interpretation of automatically geaed topics from images is more difficult.
For the rest of this section, we focus on explaining how magatenged topics are
arrived without respect for semantic meaning, so that we can compactly characterize
an image for comparison to other imagesairrtie same topic definitioegmmon

representation
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We use Bayesian nonparametric methad a clustering techniqte
compactly describe our dataterms ofa number of topicéclusters) learned from the
data True to the namaé3ayesiamonparametd methods perforrBayesiarupdates
when new information is received, where it leverages a prior belief of the information
explained by each input and assigns them to a topic, and updates the belief through
posterior updateBayesiamrmethods are memorylesancoding all previously
processed data and associated uncertainties into its posterior belief, so we do not need
to keep a record of previously processed informatlarour case, & have a
Bayesian probabilistic model over our clustedoreover, Baysiannonparametric
methods are special because they support flexibility of the number of clyistamed
from the data. That is, as new information is received, the cluster definition can
expand according to the properties of the d&8ayesiamonparametrianethods are
used when the number of clusters is unknown and we can add more clusters as
necessarya explain our dateBNP methodgliffer significantly fromk-means
clustering, as the number of clusters does not need to be spagiiiedi. Instead,
we learn the number of clusters (topics) from the dBtaemploying Bayesian
nonparametric method tngest our data and compactly characterize the data in terms
of a certain set of shared descriptors, we provide a transformation from input data to a
common compact representatio’vhen refer to a common basis or common data
representation, we are refiag to the topic definition over shared environmental
descriptors derived from HDP training described in the next section. In other words,
when we compare images to other images, we do so using thdisiplmutionsthat

resulted from processing eachage through our HDP Experience Encoder.
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Alternative to leveraging topic distributions fine foundation of our
competencyassessmentsve could train a predictor to go directly from input data to
competency predictions. However, then the approach weulidhited to taking in a
consistent number data streams and would not be extensible tomodhi data
stream applications when handling missing data and asynchronous data arrivals are
necessaryFor our obstacle recognition task, this could include kanaous
processing of inertial measurement unit (IMU), LIDAR and carbased sensor data
simultaneously. MoreoveQur BNP approach can be extended to transform
observations from several sensors across disparate modalitiecornoron
representationAnd perhaps more importantly, transforming input data into a
common representation provides us a way to summarize our inputs concisely and
trace back our predictions (providing tivly) to shared environmental topics. By
taking this approach, we furthericrease the portability of our XAl capabilities to
other applications and input types. And to realize the approach on our application, we
implemented a hierarchical Dirichlet process (HDP) BNP approach to take in images

and produce compact descriptioisot he data via Atopic model.i

Section 21 Hierarchical Dirichlet process (HDP)

HDP is a BNP method developed in 2Q68] that clusters data into groups
based on a number of Dirichlet proces@kescribed next) A common aplication of
HDPs is document processing where words &
some (nonparametric) number of topics are determined using HDPs. In our case, a
documents synonymous with an input image, dmbs of wordsire synonymous

with combinations of extracted image features, where wactiis an image feature.
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For example, if this dissertation document was processed, the resulting topics could
include fAartificial i ntel |l i gneneprecéssimpnd fimac
many different documents, we would want the same topics to be available in the same
representatioto support comparisons of topic distributions across documents. We

apply the same technigque to our images so that we can store machineneeser

compactly and infer similarity and competency information for current environments

in terms of past experiences represented over a comepogsentationf shared

topic descriptors.

One benefit of HDPs is their considerable ability to compressrtata
compact topic distributions. Bad on current sensor feeds, our HDP approach
reduces storage requirements by a factor of 40,000 or more on raw sensor data and
can store experiences for 1 year at less than 2 TB without implementation of
additional corpression or memory management techniques. This compression
enablegimely comparison of current environments to a vast memory of prior
experiences.

At a high level, HDPs use statistical techniques to determine sufficient
mixtures of features (words) aadgregations of features (topics) that explain a set of
data (images). Determining the features that go with each topic and topics that
represent each image is decided by Dirichlet processes. The Dirichlet process
00| RO is adistributionoverprobability measuresin other wordsit is a
distribution over distributionslt is governed by two parameters, a concentration
parameter and a base probabilityistribution"O. That is, for some measureable

space wher& is a probabilitydistribution on the spacé) 0| RO is the
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distribution of Oover the measurement space so that for any finite measureable
partition of the spaced i B D , the random vectorOd HO® B FO6 s
distributed as a finitelimensional Diricket distribution with parameters
| O06 Bh 06 : 00 BHOOd xOQi 06 Bh 06 ) as
established by Ferguson in 19B3)].
A common metaphor for hoBPswor k i s represented by th
Re st aur anf59]. IRitrally anethissneétaphorsome number of people are
seated at some number of tables at a restawrinan unlimited capacity on the
amount of tables that cdi in the restaurant A new guest arrives and sits down at
an existing table proportional to the number of people sitting at the table or at a new
table proportional to the concentration parameteseta priori. Specifically, a new
customer sits atreexisting tablavith probabilitygiven in Eq. X, wheret
represents the number of people currently seated atktiahli(i-1) is the total
number of customers already seated at the restaurant when the new customer arrives
Meanwhile, the probabilitgf sitting at a new table is given in Et. We note that
this promotes a Arich get richero scheme,
at an occupied table if many people areseatetl.i s i s known as the fAc

effect o, i mithrthe Ghinese kstaarand progesgid]. We also note

that the greater the concentration parametene more likely a new table is to form.
D1 € o8 UH D WAL oc@&ﬁ)()'Tp O®/p x

01 & &6 GaCit @b YR VD wwarq'Tp Ofp Y

The HDP extension of this DP metaphor is a Chinese Rest&uearthise

process, wherein the HDP determines the number of restaurants, the number of tables

87



in each restaurant, and the number of shared dishes across the franchise. In our
application, this is analogous to the number of topics, the composition aeteatu
present within each topic, and the number of environmental feature descriptors shared
across topicsrespectively
Integral to the HDP approach is the definition of a lhsibutionthat is
itself a draw from a Dirichlet proce&0[ i . This ishow we instrument
hierarchical links between a global topic distribution, governed by scaling parameter
[ and base probability meastireover a local topic distribution, where a Dirichlet
process for each topic is governed by scaling paramet@nd abase probability
distribution™O. Forour applicationthe local topic definition refers to the
combinations of features that make up a specific topic. The global topic definition
refers to how many topics we have overallsummary, the HDP approach i
specified by Eql9and Eq. P [59] and illustrated irFigure32[45].
"Ogr il x O0r %R
"0g HROx 00| RO "Q¢ QD ¢ RGQW Ok T
In simplest termg, determinesvhen a new feature is assigned to a topic.
And| determines when a new topic is necessary to describe the data that has been
processed. The complexity of the model adapts to the composition of features within
each environment as well as the number stict environments. Both concentration
parameter§ and’ ) are tunable and can give rise to more or fewer clusters,
accordingly. We performed a parametric study to determine the best choices for the
concentration par apadtmacesomplaing eryirodiiert,@red hi g h

the results of the study are omitted from this dissertation.

88



For our application, we process images (documents) into compact descriptions
(topics) of machine experiences using HDP. The topic definitions are learned offline
using the method described. However, for online use, we freeze the number and
feature composition of topics and infer topic proportions of new images processed.
This is so we can compare new data to previous machine experiences under a
commonrepresentabn. During offline training, the HDP learns tomtstributions
that best characterize the data, allowing topic definitions to fluctuate. Online, we
make inferences over new data under the traiepesentation In this way, we
guarantee that referezgto specific topics retain the same meaning over both offline

and online phases.

base measure over shared
topic distributions

| global concentration parameter }—P}’—O—

sparse topic proportions for
m-th environment

Assignment of n-th feature
to a topic, Zma I,... 00}

< | n-th feature of m-th envi-
| » ronment
Al

\ <mn

Y /'

VI / " -
¢$ ‘ Parameters of the k-th

k atom

T oo

A

Figure 32 HDP of observations into compact representations and traceable conditiof#5]

In Figure32, we show the HDP model. Featurgsq are extracted from the

input image %o ) and compared to the feature represented associated with each topic
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(znr), which were governed ihpec oncent rati on parameter U du
incoming document is representedfwyfrom some sensd@ Data are organized
into separate groups dacontaining unstructured data features); All features are
derived from a common data type across all documents and combinations of features
are associated with expressions of each topic. New images are aligned with the set of
topics learned frompwei ous experi ence. During training
determines when a new topic is necessary to sufficiently capture the features
expressed in the datd.he resulting histogram of topicdistributions is the
compact representation of the machinexg@erience that is saved into memory
and lays the foundation for competency predictor components and environment
similarity calculations. The image (environment) associated with the current task is
thus represented compactly by topic proportions deterntipedtrained HDP model.
And each previously experienced environment is described as a unique symbolic
mixture over the same set of shared topics.

The use of HDPs addresses several critical issues. HDPs are models over
shared descriptorslifferent enviroments are described by distinct proportions of
topics. Additionally, by design, each individual environment is a sparse mixture,
meaning only a few topics are present for each environment. The result is a compact
representation that explicitly encodes sligproperties of different environments in
the global topic definition. We use the same HDP techniques to encode the current
operating environment into a local topic definition, thereby identifying emergent
environmental conditions automatically and pravgdthe basis for making

competency predictions traceable back to topic dependgoiagditions)
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Analysis and comparison of topiéstributionsis used to predict task
competency. With reference kagure32, topic proportionsd) are a compact
sufficient statistic of historical data sets and experi¢p8E[57], resulting in a
dramatic reduction in required storage capacity. Consequently, reasoning over novel
environments is with respect to these parameters. The application of HDPs for
enabling competency predictions is novel, expanding on prior research Urgtél
craft compact data representati¢b8] [57].

Over our images for the obstacle recognition task, HDPs work on features
(words) that are extracted from the image (document). While a mulbofddature
extraction methods can be used, we chose to use Oriented FAST and Rotated BRIEF
(ORB) feature extraction. ORB feature extraction is available for free from OpenCV
and describes local features in imaffiEly. The pe-processing pipeline for
transforming images into features for inputs to the HDP is involved, including feature
extraction, summarization, and quantization, for which details are omitted in this
dissertation.

The procedure illustrated Figure33 helps to summarize the HDP approach
used as the foundation for competency prediction in this chapter. An image is input,
features are extracted (top) and associated wtics (right) according to the feature
topic memberships. Finally, topic proportions are determined (bottom) based on the
featureto-topic analysis (right) that compactly describe the image. Every image is

processed this way.
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Figure 33 HDP procedure illustration

In the following results, we used an HDP as described above and used ORB
feature extraction with additional spatial context. That is, we delineated extracted
features based on their location in thegme . An example of this 0f
contexto featur e ¢EigureBdalo the topdeft of the figurd, wes t r at e d
can see the red, orange, dark blughtligreen, and light blue spatial bins that were
defineda priori. Then, within those bin©RB features are extracted, where different
orb features correspond to different color intensities. On the top right, we see the
magnitude of HDP features (combtions of ORB features shown on thaxis)
represented by color intensity extracted from each image documaxisfx In the
bottom left, we show the original image, as collected from the camera sensor in the
ROS/Gazebo simulation. And in the bottoghti we show the HD#Eerived
distributionof topics over time, where the document index (image frame index) is on
the xaxis, topic weights are on theaxis, and the color represents varying topic
indices. Both the top right and bottom right plots shasults for a large set of
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images. The example images on the left correspond to the first image indeanWe

play the images as a video over time to conceptually show how the features and topic
expressions evolve over timg&.snippet of theop row of framess available online at
https://www.linkedin.com/feed/update/urn:li:activity:6752672510229143552/,

playing in the opening scene of the vidéts the documents are ordered by frame

within a certain environment, it is encouraging that e I[somogeneity in the topic

expressions in certain regioosoranggStar ) and light blugStar 3. This is an

i mportant result that supports strong qual
previously. Otherwise, if topic distributions variedrsficantly from frame to frame,

we would feel less confident that we could fairly compare the current environment to

past experiences adequately.

Figure 34 lllustration of ORB feature extraction with spatial context and associagd topic
analysis
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The measure we used to calculate tojpstributionssimilarity is a Kullback
Leibler divergence (Ktdivergence) scordeqy. 21). KL-divergence measures the
difference between two probability distributions, and is thus a reasonable enasur

use to assess the similarity between one topic distribution and another.
O vV l')(b‘l.[% o p

Here,Q(x) is the distribution over thereightswof HDP feature expression
based on topic proportions from a past environniefal} is the distribution over the
weightswof feature expression proportions from the current environment. This
measure is also foundation for our Environment Similarity Calculator, described in
Section 3
Next, we attempt to qualitatively assess HDP processing of sensory inputs into
topic distritutions.We i nt roduce fist abi |l igualtaiveand Ffcons
attributesof HDP performancewe do not make any claims about significance or
guantitative assessments that in any way prove that we have adequately captured
important characteristias the image for determining machine competency
However, both sets of results are encouraging qualitptarelindicative of
Astabilityd and fAconsistencyo.
First, Aistabilityo refers to the sensitivity of topic distributions from frame to
frame. We wold like the topic distributions to be stable in the sense that they vary
smoothly when the changes in the image aresrd@al.c ond, fAconsi stencyo
the topic distribution variation over different environmental properties. We would

like the topic dstributions to follow a similar pattern when the ground robot passes
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through environments where only an environmental property varies, such as snow

versus rain. We attempt to qualitatively assess both of these desirable attributes next.
To assess HDP didity, we calculated the Kidivergence score from one

image to the next image for two ground robot paths taken through the ROS/Gazebo

simulation as shown iRigure35. And, aswe hadhoped, images with similar visual

content have reduced Kdlivergence (yaxis) when assessed over timeafs).

From frame to frame, KL divergence varies smoottien inspected by eye

indicating HDP model is not sensitive to sn@ihnges in the environment.

Stable Transitions from Frame to Frame

-~ = e e —

ol & & iy 00

Figure 35 HDPs produce stable transitions from frame to frame
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To assess HDP consistency, we collected data across 10 simulated
environmental properties, as illustratedrigure36. We hope to see similar topic
distributionsassociated with each environmental property. And we also hope to see
similar patterns in topidistributionsas the robot took the samepapximate path

through each of the 10 environments.

Figure 36 Data collected over 10 different simulated environmental properties
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In Figure37, we show the Kkscores (yaxis) for each environment (white
gridlines) over time (>axis). We also show how K&coring for each environment
compares to each other environmeBach of the dgdlines separates data collected
from each environment given kigure36 and how it compares to data collected from
another environmenituitively, the results make sense. When we perform visual
inspection, for example, we see that the center column (night environmental
property), is very different (high Kkcore, lighter bat index) than other most other
environments (except itself). Moreover, we see a repeated cross pattern within each
grid square, showing that the robot path through each environment is experiencing
similar fluctuation across each propertyhidlindicats, qualitativelythat the HDP
model is consistent across environmental properties, and we have confidence that our
HDP approach provides stable togdistributionsfrom small changes in the frame

and produces comparable todistributionsfrom environmetal property to property.

Dipilp;)

jlxe's ----
-4

corrupted_pixels night noise
Jjth frame

Figure 37 HDP approach yields consistent results within each property and varies intuitively
across properties
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Section2.2 Semantic Interpretability of Topics
While human interpretability diDP-derivedtopics is still an ongoing

research area, preliminary results support that HDPs can pick up on environmental
descriptors that have semantic meaniiéhen we refer tdisemantic meanirg we

refer to word labelassociated witikiDP-derivedtopicsthat a hman can understand
such as fAairporto, Awingso, Anoseo, and Aw
task Forour obstacle recognition taskkhen we simulate an environment with a lava

ground appearance and input and interpret labels that arebdsvaiitomatically

through Alexnet processing, we notice timages with high expression dbpic 9

(Figure38)areassoci at ed wi t hasprovieledlinahb MEIngdsterdJl c an o 0

(Figure39).

Figure 38 Alexnet machinepr ovi ded | abels & the MindfuLE EIl ement

attach the word fAvolcanoo to Topic 9, which is of't

environment
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developed an interface, called tBlement IngesteffFigure39), which supports

efficient labeling effortswhere labelsreinterpreted and pipagated through to topic

While not described in detail in this distdion,t he Mi ndf ulL E

t eam

label estimates via a Bayesian update method inherent to the Element Interpreter

component.

File

automaticallyavailable Alexnet label set to improve topic semantic interpretability by
annotating data conditionsahan expert proposes might have effects on underlying

competency. The set of expproposed condition labels is providedTiable12.

Mindful Element Ingester | Mindful Competency Statement Generator

Topic View

MEE Topic Index

lava hammerhead, hammerhead shark
alp,mountain tent,megalith
rapeseed,barn,beacon

rapeseed,barn,beacon
rapeseed,hay,mobile home

hammerhead, hammerhead shark radiator
haybarn,planetarium

barn,pedestal plinth

lava,volcano,cinema

rapeseed.alphay

hay,barn,rapeseed

barn,rapeseed,alp

lava,barn,rapeseed
harvester,reaper,pinwheel

lava hammerhead, hammerhead shark

lava hammerhead,hammerhead shark
lava,barn,planetarium

hay,barn harvester

megalith,megalithic structure,mountain tent
mobile home,manufactured home,megalith

* similarities Differences

lava
SAVE

(MEInterpreter) itiel Extimate (MEnterpreter) Update Estimate

¥

Figure39Addi t i onal MindfuLE El ement I ngester

Moreover, we spent approximately 4.5 perbanirs to augment the

Table 12 Expert-Proposed Condition Labels
Expert-Proposed Condition Labels
Object off to left side
Object off to right side
Clear (when no obstacle is present and foreground is clear)
Dark
Shadow
Building close
Barrier (for the jerseparrier/wall)
Obstacle very close
Obstacle close
Smooth surface (this goes with the red objects)

99

Topic label ingested for known association to data
wicoemts @nd carried through to MEIngester Ul (lava)

nterfa



Using the Element Ingester, the annotator labeled images that seemed to
exhibit any of the expeqiroposed condition labels. The Element Ingester interface
supported mass data labeling and the Memory Bank database stored relationships
between labels and @apersistently. As a result of the labeling effort, our topics had
more humasrelatable context. This is important for determining and communicating
environmental conditions we suspect strongly influence our strategy and performance
predictions, descriliein Sectiorn/. Example labels, associated data, and high topic
expressions are shownkiigure40.

Element Ingester UI

Topic 0: obstacle very Topic 15: dark, sloped Topic 20: shadow, sloped

- T —— close, object off to right ground, object off to right  ground, building close
| side, building close side

: ;MEInterpreter
-label estimates

Figure 40 Element Ingester & Interpreter components carry humanprovided labels through to
improve topic semantic interpretability

Section 3: Environment SimilayiCalculator

3.1 Assessing current environment similarity to past machine experiences using KL
divergence scoring

Since the HDP experience encoder compactly represents ingested data in a
commonrepresentation via topic distributignse can perform similéy calculations
over all prior experiences by comparing the tapsgtributionassociated with the
current environment with those of past experiences. Similarity between the current

environment and historical environmeras defined as the similarity theeen two
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topic distributionsincreases confidence in ML capabilities in the current
environment, accuracy of Mindful performance predictions, and accuracy of
behaviorcontrolling topics.

We capture the number of experiences succinctly by performingipaiKL-
divergencgEq. 21)calculations over the current topestributionand all previously
storedtopic distributions (machine training experiencels)Figure4l, we show the
results of comparing the current document to all prior experiences, as encoded by
their topic distributions. The top row represents the most similar past experiences and
the bottom row represents the least similar past experiences, asideteby KL-
scoring. Through manual inspection, we see that the top row contains images that
look similar to the human eye. Conversely, the bottom row represents the least

similar images, which also makes intuitive sense.

T | [(TE— | [
Current Image Most Similar Experiences

Least Similar Experiences

Figure 41 Environment Similarity Calculator results comparing a current image to images in the
training data set. The top left image is the image being tested for similarity to previous
experiences. The rest of the top row are the mostnsilar images and the bottom row are the

least similar images ascharacterizedby their pairwise KL -divergencescore
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As the HDP offers considerable compression benefits, we can perform
pairwise calculations of current images over gagieriences very quickly. In fact,
performing all of the competency predictions, similarity calculations, natural
language sentence generation, and user interface population takes less than 2 seconds
over 10,000 past experiences, starethpactlyin the Memory Bank. We note that
this could be sped up considerably by parallelizing the similarity computations,
however, the resulting update rate is faster than human preference, so there are no
planned efforts for parallelization on thisoof-of-conceptappication
3.2 Historical competency distributions filtered by similar past experiences

Another advantage of categorizing whether a past experience is similar to the
current environment is the ability to characterize historical competency in similar
envirorments. To enable this analysis, in addition to storing tigicibutions
associated with training documents, we store the metadata associated with how and
how well the machine performed its task in that environment. In other words, we
store the histocial performance (whether the machine performed its task well) and
historical strategy (as definéa Section 4.]1 along with the topidistributionin the
Memory Bank.

As such, for the set of similar documents determined by the Environment
Similarity Cakulator, we can provide a breakdown of the historical performance
distribution and historical strategy distribution. And if we have an online strategy
prediction for the current environment (as derived in Se&jore can further break
down historical pdgormance for each strategy class prediction. This concept is

illustrated inFigure42.
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— Subgroup of similar document

{. — J} set w/ true strategy O
Incoming i — [historical performance]
document //
el
] q Subgroup of similar document
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Figure 42 Providing historical competency information through similar experience filtering

3.3 Leveraging environment similarity to detect data ingestion anomalies and sensor faults
Lastly, another redeeming property of assessing the similarity of the current

environment to training experiences is theedebn of data anomaliehat is, we

can determine when data inputs look significantly different (anomalous) compared to
prior data inputs.Not only can we identify when the ML system has not been trained
on an environment similar to the current ond, e can also detect when a different
type of data is being ingesteak it is classified as highly dissimilar (anomalous)
compared to previously ingested dafdis can thus be used to detect when a sensor
is not acting as it has previously and otheadatomalies. We tested this hypothesis
by simulating an event where the camera fell ouhehousingon the ground robot
used in the ROS/Gazebo simulation to collect.déts desiredthe Environment
Similarity Calculator outputs responded accordingly. Specifically, the number of
similar experiences dropped drastically from ~10,000 to ~200 for the same image
taken with a fully functional sensor and broken sen3tws, our environnmg

similarity calculator can detect an unfamiliar environment (anomalous sensor data)

when a sensor fault is simulated.
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Section 4: Offline Definition of ML Strategies & Performance

4.1 Offline Definition of ML Strategies

Binary Obstacle
Coav iixll Conv 3X3 Conv 3X3 Conv 3X3 Conv 3X3 Classifier

SEEEEER

800x800 328y 04v 7
image

ad 192 384 256 256

Figure 43 Behavior Definition Network View. Outputs from the 4096 nodes in the secorid-last
layer (highlighted in green) are used as our behavior definition.

We used the same meth@ithble10) in Chapter 3 to define a set of machine
strategies. In this case, we defined our behavior to baeutipets ¥ outputs from
eachi'" node definedin Figure14), from the 4096 nodes in tlsecondto-lastlayer of
the ML system under evaluation (highlighted in greeRigure43). Note that this is
analogous to the 7é@mension behavior definition from Chapter 3. However, as the
ML system performs its task on a pestance basis, no tinseries behaviors are
defined.

Additionally, we employ the same elbow analysis technique as we did in
Chapter 2. Here, we find that 11 clusters gives us both an acceptable inertia score and
the right granularity of strategieBi§ure44). For the latter, we manually examined
data associated with each of the 11 strategies and found that 9 of them had human

interpretable meaning.
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swler inertia for various K

Choosing number
of clusters

g

\
™,

g

Average distance between
cluster centroids and members

Number of Clusters

Figure 44 Elbow method analysis to infom number of strategies

Figure45 shows the strategies that resulted from t#medans analysis. In this
case, one strategy stands out from the rest. Upon manual inspection, we see that all
images associated with that cludtewe very low feature density and correspond to

the finighto environment al property.

NIGHT

-10 5 [} 5 0 16 2 2%

Human context attached to strategies
by image cluster inspection

Figure 45 UMAP Visualization of Strategy Clustersin an abstract two-dimensional spacevhere
only relative distances between points is interpatable

105



Additionally, 8 other clusters had humanterpretable meaning and are tagged
in Figure46. Since strategy groupings are frozen after initial offline deteriomat
we can do this manual inspection analysis just once. The labels associated with each
strategy offline are then available for association to online strategy predictions of the

same nhame.
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Some strategies do not have hunraerpretable meaning. In these cases, the
ML system is picking up on groups of features that are not ezidgorizedy the
human eye, or that requiferther separation (deeper granularity) to become
interpretable. We experimented with several numbers of clusters, as we did in
Chapter 3, howevek=11 resulted in the most humamterpretable context across all
clusters.

While behavior clustering revissl somehumanunderstandable context, we
are experimenting with incorporating separation over environmental properties and
expertproposed condition labels to achieve semantic separation amongst strategies.
To do this, we adj imthe kmednealgorithm totdger figai no r
separation of strategies from one another over a given dtedédcategories. This
encourages homogeneous organization of strategies over desired propésies.
following discussion and figures shares preliminasuhs associated with this line of
research, however, effects on downstream competency assessment performance have
not yet been evaluated.

Figure47 andFigure48 show the strateggistributionsresulting from these
adjustments In eachfigure, we show Strategy clusters across the top, labels along
the left hand side, and thatio of the label in the set of data associated with each
strategy cluster. In this case, values close to 1 indicate that the stedtegs
consistent with the population proportion. In other words, values greater than 1
indicate that there are mooéthat label present in the associated strategy than the

population as a whole. For example, Strategy®s 1 0. 25x mdhare Al av ao
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the population. We manually highlight the cases that have higher expression than

normal in blue.

corrupted 124 150
day 112
dusk 039
lava 122 130

night - 0.29

noise 163 141

rain 093 143
red 082 141
sand 165 145

T 8 9
257
243
231I. l

Figure 47 Encouraging strategy definitions to separate over environmental properties

snow 093 147

0 1 2 3 4 5 6 7 8 9 10

building close 290 50 102.0

object off to left side - 310
dark 100 10

obstacle close ((00] 20

object off to right side 280
shaduw.

smooth surface 120 80
16.0
200

barrier

obstacle very close

clear

sloped ground .

Figure 48 Encouraging strategy definitions to separate over expefproposed conditions

By continuing this line of research, we cabtite to the semantic
interpretaton® f strategies produced by the Mindfu

of the DARPA CAML program and XAl research.

4.2 Offline definition of ML Performance
Offline definition of ML Performance is much simpler. For thetable

recognition task, we define a binary performance measure that takes on values of
Afcorrecto or fAincorrecto, based on whether

of an obstacle within six meters of its position.
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Section 5: Online Prediction of MEtrategies

We use aleep learning approactb predict strategies from topic distributions.
In this case, we train on topic distribution inputs and learn strategy classifications in
accordance with the UMAP representation. That is, each training sankjipire45
is associated with an image. The image gets compressed by the HDP into a topic
distribution. And our Strategy Predictor is trained to learn transformations from topic
distributions into strategy daifications. The deep learning neural network structure

for our strategy predictor approach is provideéigure49.

linear hidden linear hidden lnear hidden

_ _ layer 1 layer 3 . .
21-dimensional Y layer 2 Y2 11-dimensional
topic distribution strategy

classification output
— — — —
21
70 70 70
Figure49St r at egy Predictor Network Structure, where 0l

layers between the inputs and the outputs.

In our preliminary approach, we achieved 64% correctfies<2) using this
framework. That s, for 48, 00 élypredictay 805561 Mi ndf ulL E
strategies correctly.

BE | U0 DOIA A EFEBA B O AA &6 Q700
41 O/T AABOEAT O <
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The associaterkceiver operating characterisfROC) curves for each
Strategy Class are shownkigure50. The ROC curve shows how the true positive

and false positive rates vary as a function of setting different ML probability

thresholdsAs the threshold o r

b i n dlockedfi c | a s getsflaose(ower),dhe True Positive Rate and False
Positive Rate increas@.hat is, if we give the ML credit for correctly predicting that
an obstacle was present based on attwesholdconfidence estimate (such as 0.1
probabi |l i tthyereSubitihgolwudkRositive)Rate and False Positive Rate
higher. The greater th area under the curve, the better the predidtothe figure,

each class corresponds a different stratdgg we see that some strategies are easier

to predict than others.
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Figure 50 Strategy Predictor ROC Curves by Stratgy Class
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We further analyze the associated confusion matrixgnre51. A confusion
matrix shares information about the strategy classifications that were conftised wi
one another. That ithe confusion matrigives detailed information about how our
strategy predictor was wrong. Any entries on thedadfjonal of the confusion
matrix correspond witkhe numbeerrorsassociated with the given predicted strategy
(column) and true strategy (row) occurrendeny entries on the diagonal are correct
strategy classifications. In a perfect classifier, all of thed@fonals would be zero
and the diagonal would be solid dark blldoreover the darker the square, theare
numbers of occurrence thiierow strategy classasconfused with theolumn

strategyclass.

Error Matrix / Confusion Matrix

OfEEPE] 6 15 161 4 19 4 0o 0 0 0

203 130 154 14 32 28 71 7 15

(2043
e

24 17 130 315 468 173 74 16 47 14 9

46 271 804 518 304 168 38 190 27 113
44 1 124 397 247 127 23 42 16 28 24
14 59 332 257 611 91 104 159 364 97
6456 67 203 368 263 216 218 233 136 130

61 34 25 106 479 172 236 nllif 467 442 194

True Strategy

84 0 65 34 107 302 127 233 583@458 311

0 3 60 29 253 137 236 529 368 pEEl] 169

104 1 6 46 71 293 190 87 191 309 539@

- 6

o

10

Predicted Strategy

Figure 51 Strategy Predictor Confusion Matrix
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A screenshot of the strategy predictor
system is shown iRigure52. Here, the ground robot encounters red stinestandhe
Ared objects/wallo strategy is predicted.

figure agrees with the prediction.

"Red object" strategy triggered

Strategy Prediction
Strategy 1, red objects/wall

true strategy: 1

Figure 52 Online system view of an accurate strategy predictian

While we achieved 64% on ategy classification using, considerably better
than random chance (11%)here the expectation of a correct classification is equal
to 1 out of 11 strategie¥e notefurtherthat we could achieve ~85% accuracy if we
combine confused classes clevdfygure53). That is, if we combine strategy
classes that are often confused with one another, we can do better at predicting online
strategies. Howeveif,we combined strategies in this way, we would Issmantic
understanding of strategiasthe level of granularity shown Figure46. In other
words, these fourtategy groups, which enable 85% strategy prediction accuracy,
would correspond to very higlbvel strategies that are too high of a granularity to

relate competency to the user. There would only be four strategies to provide
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additional insight into mache competency, reducing the levebetailed

transparency into the fAblack boxo0o ML syste

302 789 194 37 142 310 407 139 62 165
253@3&3 57 557 207 84 513|18 11 182 e 197 790 1555
356 1ezﬁ 97 28 13 1m4202|12 2 » I

160 28 269 1973 10 10 41 141| 0 17 48

92 4040 0 0

2 .5 W 407 292 208 0 270 457

111 51 66 18 409'5“ 168 233| 2 127..366

311 151 216 55 152 91 EREEJ 220 | 26 148 227

261 129 521 73 51 22 39 M 0 73 38
3 20 14 12 o 1 10 1 0 0

129 106 12 48 588 268 292 342 57 1IS2 718

1785 57 1752 718

True Strategy

True Strategy Grouping

1601 0 370 2593

w

113 70 33 86 348 385 369 197 O 370@

Predicted Strategy

Predicted Strategy Grouping

Figure 53 Clever combining of strategy classes could improve predictive performancas we
combine classes that are confused with one ametr

We also explored strategy prediction accuracy sensitivity to the number of
clusters, neural network structures, and machine behavior definitions (experimenting
with other layers shown iRigure43). The highest performance achieved was 73%
on 6 clusters, but again we sacrificed hurrgarpretable meaning associated with a
higher granularity of strategy definition and some of this performance gain is

attributable ® random chance (1/6 clusters vs. 1/11 clusters).

Section 6: Online Prediction of ML Performance

Just as we layered on a predictor to go from topics to strategies, now we aim
to go from topics to performance predictions, with an additional input dfithe
blocked estimate. Here, we again employ a deep learning approach that trains on
topic distributions and determines a binary classification of whether the machine will

be correct or incorrect. llirigure54, we show the results of our system on the
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training data set. Here, the green ellipse covers the case whdn thed f u L E
performancepredictionis correct (98.8%) and the red ellipse notes when it is

incorrect (1.2%).Note, this is different than measuring whetherNhesystem
prediction of Afr eeo v sForthedeplas;label@ 0 was act
represent sndlabeliepresenhtsaficorrect o, where w
correctness of the MindfuLE pr éldeiactuali on o f
label represents whether the ML system was cofregctloincorrect( i Ovih)

respect to ground truth over the incomingge while the predicted label represents

our Performance Predictor outpiore precisely, the ML system was correct

45,951 (summing over the A10 row) times ou

data set; it was i ncor 08dimes(4%u mmi ng over t

-40000

- 30000
- 20000
- 10000

1 . 2 00/0 Predicted label ' 98 . 8 0/0

Actual label

Figure 54 PerformanceAPredictor accuracy on training data set.
The MindfuLE system correctly predicted

98.8% of the training data images (green ellipse); it was incorrect 1.2%tohthe

(red ellipse) Here, the performance predictions worked only off of the compact topic
distributions representative of each image to make its predictibnd) is
encouragingincewe preserved enough of the information in the image through our

topic distributions to assess machine competency for this task.
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From the training data set to the testing data set, we note thdL thgstem
itself had a considerable performance drop from 96% (on the training data) to 69%
(on the testing data)hese numbers are separate from the performance predictor
accuracy shown ifigure54 andFigure55. The performance drop occurecause
the testing data set was different than the training set in terms of a different array of
obstacles and presence of new obstacles in the simulationrenempand likely
because the ML system was owined in accordance with the training data set
Ongoing research is investigating the sensitivities of new environments on both ML
system and Performance Predictor accuracy. However, we see that thengeck
predictor still produces much better results than chance (50%) on the testing data set,
as shown irFigure55. And while 68% has significant room for improvemewe are
encouraged that the topic distributions are capturing enough information about the
environment to make an informed (vice random) prediction on machine performance

prediction.

- 35000
- 30000
- 25000

- 20000

Actual label

- 15000

- 10000

- 5000

320/2) Predicted label ' 680/0

Figure 55 Performance Predictor accuracy orvalidation data set
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The prototype Competency Ul screenshdtigure56 shows a simulated
scenario where the ground robot endures a rain environment and nears da obstac
(building) off to its left side, which are likely conditions that affect its task
performance. Consistent with intuition, our performance prediction decreases in this
scenario, as highlighted Figure56 as 51%. Both strategy and performance
prediction approaches resulted in useful capabilities, considerably better than random
chance. This indicates that topiistributionsare capturing conditions in the
environmet that are important for assessing machine competency, a huge result for
XAl research advancement and encouraging result for us to continue to use HDPs to

compress data for later use to inform online competency prediction.

Poor performance triggered
tement reakdoun by entering region with rain condition

Predicted Performance Accuracy 51%
0% 50% 100%

Figure 56 Online view of intuitive performance prediction
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Section 7: Online Prediction of Strated PerformanceControlling Conditions

In order to explain the conditions (why) associated with our predictions of
machine strategy and permance predictionsye employfeature importance
methodgo find which HDP topics contribute the most to each competency
prediction ldeally, theimportant topics we findan be used to provide semantic
understanding to the user based on why the maelniived at its result. For our
obstacle recognition task, a topic may represent that an obstacle is present like
Abuil dingo or dAwall o. For our airplane re
with an fAairporto, @Arurwayyd fimro stetbe prFeose mm
still leverage the presence of certain topics regardless of whether they carry semantic
meaning, such as ATopic 10 or ATopic 20 co
taskssWe refer to topi c exwpenthetspicwaightassnord hi gh o
than two standard deviations higher or lower than the mean, and we are considering
alternatives to this threshold.

In some cases, human connotation might be matched with high or low topic
expressions through manual inspectidn others, there may not be any human
discernable correlations. Even if there is no hunagterstandable context, we can
group conditions, strategies, and performance together based on common results. For
example, we can construct an abstractrutetsu as Al f Topic 3 is hig
then the machine employs Strategy 4 with p
even though the human might not understand what Topic 3 or Strategy 4 are, he/she
can compare similar occurrences of this rule to onehandd identify common

themes or gain some insights into the fibl a
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level. Again, we ideally aim to attach semantic meaning to both conditions and
strategies. Anore usefuto-humangule abstraction for competencyovu | d be Al f
Topic 3: @irporbis highly expressed, then the machine employs Strate@pdked
forwingdwi t h predi cted performance of 95%o0.
To find these conditions which influence the strategy and machine
performance predictions, we employ Shapleldifive exPlanations (SHAR$2]; in
our case, SHAP correlates specific topic expressions to the strength that they
contribute to the predicted performance (see below for a mathematical description).
More generally, Shapley feature values are computed leveraging coalitional game
theory, where for a given instance of data, the feature values (or group of features) are
treated as a single player. The contribution that this player has in shifting the
prediction from the average value, is the Shapley feature value. We apply SHAP to
the HDP topic distribution for a given image and use the magnitude and direction to
determine which topic values improved and worsened performance by what quantity
from averagdor a given data instance.
Shapley valuegl9] have traditionally been used to determine how to divide
the payoff or gain amongst a group of players in a cooperative game. It measures the
average marginal contribution froevery sequence of players entering the game,
evaluated with and without th& player. In our case, the players are the topics
themselvesderived from HDP processing of images described in Sectisuch as
Topic 1: i wi n g s orhegame iE either the sBategy priédicton por t 0
(Section 5)r the performance prediction tagkection 6) depending on whether we

are estimating strateggontrolling or performance ont r ol I i ng condi ti ons
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is the prediction for a particular image imnste minus the average prediction for all
instances. And the Shapley Value is the average change in the competency prediction
when another topic value is added, given a competency prediction based on an
existing group of topic values, as described inpievious two sections.

We are interested in how each topic affects the competency prediction of an
image. In a linear model it is easy to calculate the individual effects. For example,
here is what a linear model prediction looks like for one data icsfég] (Eq. 23)

Mow T T o E T o Oko
wherewis the instance for which we want to compute the contributions. @asta
topicvalue, with’Q pf8 h). Thef is the weight corresponding topicQ
The contributiorr  of the jth topic on the predictioriQw is (Eq. 24)
. Q T T O® Ot
The contribution is the difference between tilygic effect minus the average effect.
Now we know how much eacdhbpic contributed to the prediction. And if we sum all

thetopic contributions for one instance, the result is the followbg. 25)

e 'Q fw I O Mo O Qw Ok

However, this is only applicable to linear models. Shapley values provide a
way for us to do feature importance analysis over general mé@¢lsuch as the
neural network and random forest models used by our Strategyeaformance

Predictor, respectively. Shapley value is define(Eas 26)

SR
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Whereval is the prediction for feature values in S¢hat are marginalized over
features that are not includedSn p is the total number of players, agdepresents
the value (topic weight) associated with player (topidn our case, this means
computirg the competency predictions without some of the topics. To compute
Shapley values, we simulate that only some topics are playing ("present”) and some
are not ("absent").

The SHAP method leverages Shapley values to specify an explaftadion

27).

Q-+ & OmX

where'Qis the explanation modeal, ¥ 1tp s the coalition vecto is the
maximum coalition size and N q is the feature attribution for a featyrehe
Shapley valuef62].

As analternative to SHAP, Gini Importance or Mean Decrease in Impurity
calculates each feature importance as the sum over the number of splits (across all
tress) that include the feature, proportionally to the number of samples it splits. This
is a common antboc XAl method used to determine general feature importance for
random forest tree models.

Unlike Gini importances, that are useful for determining the general
importance of features, SHAP supports-ppstance feature importance, which is
necessary forur near reatime competency assessment framewdtér example, in

our airplane recognition task, it is more useful to understand why the ML system

thinks there iIis an airplane in the current
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topicbeinghight expressed than a generality that
in general for identifying airplanes in an image. SHAP gives the former on a per
image bass, as desired. Gini importances give the latter in a general sense over a set
of imagesFigure57 shows both the Gini importances and SHAP values for our
performance predictor. Each point represents a Shapley value for a topic and
performanceprediction. Tle color represents the actual topic weight from low (blue)
to high (red)For exampl e, if Topic 3 corresponds t
Topic 3 would indicate that an airport is present in the image; low expression of
Topic 3 would indicate that rairport is present in the image.
Gini importances generated from the random forest model agree with top two
SHAP channels, supporting the SHAP approaldity. Other than the ML blocked
estimate, there is little variance in both SHAP values andi@puortances, and we
suspect this is likely due to needing all topics in ordenate an informed
competency predictionFuture work is attempting to gain separation between topics
across features that are important for performing the ML task itseléy rithin a
compressed distribution over all of the features in the imbageur airplane
recognition task, this would mean that we want a topic to separate specifically over
the presence of fAairporto, and nleat cont ain
topic, such as fgr as s-assariatediivithdha Mistask.t hat ar e
Automatic and reliablextraction of competeneselevant features from data at a
summarized level of granularity and semantic meaning is an open regeayEm,
currently being addressed by the authbr Figure57, alarge blocked estimate

negatively affects incorrect classification, noted by the yellow star, thereby yielding
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postive effect on correct classificatiofMoreover, when Topic 7 is not expressed, it
could positively or negatively impact classification, as indicated by the orange stars;

these could be rare events corresponding to images with unique properties.

SHAP Values for Incorrect Classification High
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Figure 57 SHAP plot for incorrect performance prediction

And when we filter on high expressions of Topic 7, we visually can see

indicators of these rare edge cases, as showigume58.
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Figure 58 High expressions of Topic 7 corresponds to unusual lighting and rare obstacle
proximity events (staring at wall with homogeneous features)

To computestrategy-controlling conditionsdifferent from theperformance
controlling conditions found abovBHAP values are generated for each strategy
classification. The SHAP plot for Strategy 5 is provide8igure59. Gini
importances generated from a random forest alternative model are again consistent
with the top SHAP topics. Moreover, the top 5 important topics are preserved across
all strategy classifications. This meahat five topics encode the most
distinguishable information over all strategy predictions. Notably, high expressions
of Topic 16, 19, and 0 positively contribute to an image clustered into #5 (black
stars), while Topic 15 and 1 negatively contributeuw(ge stars)For example, in our
airplane recognition task, we would expect that the high expression of Topic 1:

Awingso would positively contribute to Str
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Next, we attempt to discern semantic meaning from manusibecting images

associated with high expressions of Topics 16, 19, 0, 15, and 1 to see if we can

determine | ogical reasons why they might b
empl oy Strategy b5: fishadow detectiono.
SHAP Values for Cluster 5* — L
Topic 16 —’—-——* es o
Topic 15 i‘z o o —+ 0.093 «}—— Gini Values
Topic 19 +—— — % 0.082
Topic 0 c el = . - Y+ 0.065
opic1 | Y- e . 0.087 /
Topic 6 —+ * ‘ -
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SHAP value (impact on model output)

Figure 59 SHAP plot for Strategy 5 prediction

And when we look at the data associated with high expressions of these
topics, we make some useful observations. Topics 1 and 15 correspond with dark
images, making intuitive sense for distinguishing$tategy 5:fishadow detectian

strategy from othestrategies. Topic 19 seems to correspond to buildings, where the
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building acts as a close obstacle and Topic 0 seems to consistently show a jersey

barrier wall, which was consistent with one of our husimderpretable strategies

(Strategy 8). However,dofpi ¢ 16 doesndét have any discern
parsing through images that have highly variable environmental features present in

the filtered data set. Here, we point out importantly that there are no guarantees that

the machine cares about wiatmans can distinguish by their eyes. In other words,

there might be commonalities in these data that the machine recognizes as important

for determining strategy that humans do not think would be intuitiogbprtant A

powerful aspect of our approaishthat we can still recognize these conditions, even

though they may only be identifiable by a common label (i.e. Topic 16), and not

interpretable further semantically.

pic 19 Topic 16

Toplc 0

No Human
ouse Understandable Wall
Themes/ Context -

[
Darkness
..

Figure 60 High expressions of Topic 16, 19, and 0 positily contribute to correct clustering

II-IL

In summary, our online competenayare system uses a deep explainer
method, SHAP, to determine whicbnditionswere most influential to the current

strategy and performance predictions for the current environment.
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Section 8:System Training and Online Framework

8.1 Walkthrough of Offline Training System Diagram

Offline, we train our competency predictor components through a series of
training regimes.At a high level, this is how the system works to train it
components. The training is sequential in natureisballsoautomated so we can
train on a new dataset with minimal human involvemdhh e Mi ndf uLE of f 1 i n
system is illustrated iRigure61 and the steps associated with the diagram are
described below.

1) We train the experience encoder to ingest data and produce topic models; during this
phase, the HDP determines the features associated with each topic raunthivee of
topics that sufficiently explain the training data set.

2) Topicdistributionsassociated with each document in the training data set are stored in
the Memory Bank.

3) Labels ingested by the Element Ingester are linked to data in the Memory Bank.

4) We determine ground truth from comparing ML estimates over the sensor data to the
LiDAR data obtained from the simulation.

5 We train a performance predictor to go from
predictions, giving rise to our trained PerforroarfPredictor model.

6) We define strategies using the Behavior Clusterer method used in both Chapters 3 & 4
based on the underlying behaviors gleaned from the ML system activations.

7) We train a Strategy Predictor to learn relationships between topic modeisatrdies,
giving rise to a trained Strategy Predictor model.

P,
L A

iy By S
iRl
LAY A

Offline Strategy
Behavior 1 Predictor
Clusterer '

e Element Ingester
Offline

Experience
Encoder

I dam
Q: bapiz model

Offline
Performance
Predictor

Topic Models

Figure 61 Offline system training phase diagram
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8.2 Walkthrough of Online Competenéyvare System Diagram
Both our offline and online functionallyistributed architectures supported

analyses of alternative approaches easily due to a discigiimation-based

input/output implementation. This was especially important when considering
alternatives to our HDP, SHAP, and Deep Neural Network appreachgedictor
components Details of auteencoder, feature importance, and random forest models
are omitted from this dissertation, but
systemdevelopment.Online, we provide competency information to the user i
accordance with involved component interactions. These interactions are

summarized irFigure62 and described in the steps outlined below.

1) Datais ingested and tieperience Encoder infers togigstributionsbased on the learned HDP
model, wherein features associated with each topic and the number of topics is constant.

2) Inference is pedrmed over the trained Strategy Predictor to go from topics to a Stredégpte

3) Inference is performed over the trained Performance Predictor to go from topics to a Performance
estimate

4) SHAP methods determine the most important conditions (topics) for both strategy and
performance predictions.

5) The number of environments and thistorical competency is determined by the Environment
Similarity Calculator component by comparing the current topic model to those compactly stored
in the Memory Bank.

6) The Ingester & Interpreter components support-psevided labels.

7) The Competency Stament Generator produces lefiggm statements.

8) The Information Analyzer makes a determination of whether to allow the machine to perform the
task or whether user intervention is recommended.

9) The Competency Ul displays all of the competency informatioivegabove to the user.
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. Strategies
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Encoder
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" Interpreter
Strategy
w [
i Conditions
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D ~
Wl SensorDatal Topics S 7]
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! \
- Statement Generator

wi» Performance
Q : &
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Calculator Historical
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Figure 62 Online system competency assessment diagram
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83Nearreat i me competency assessment offers fonl in:
The online system supports neaal time operation, and the processing times

for several of the components is provided able13. Mi ndf uLE competenc
assessments update every two seconds, which is a cadence faster than human

preference for auent applications. The competency statement generator remains the

most expensive functionality, typically accounting for more than half of execution

time per frame. This is largely because the environment similarity algorithm searches

through allpastgxer i ences in the agentds memory wit
component. Fortunately, this computation can be parallelized to realize even faster

update rates. Moreover, we could intelligently maintain a memory bank where we

discard experiences that aficiently similar to one another to speed up the

calculations.

Table 13 Computational times associated with several components for two sample updates

Update Ra Update Rat ¢
Component
1k |1 mage | mage se
Experience E 0.204 0. 738
Perfor mance 0.040 0. 037
Perfor mance 0.001 0.00014
Environment 0 234 0 140
Cal cul at g
Competency 1.076 0. 1
Gener ator
Memory Bart 0.010 0. 348
System 1.556 1.83
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Section: Interpretations
In Chapter 4, we showed the utility of a competeaayre machine learning

approach to provide near reahe competency information to a user. We capitalized

on benefits hypothesized in Chapters 2 & 3 by realizing an onlatkgtive capability

for strategy and performance (competency). We implemented an automated way to
devise conditions, strategies, and performance with no human involvement required
other than to improve semantic interpretability. To determine conditianigveraged
shared descriptor characterization from the HDP approach and SHAP feature
importance analysis to determine whiobnditions (HDPderived topics)were most
influential for our online competency predictions. Our online competency predictions
performed well above chance with 64% accuracy on strategy predictiompéred to

11% chance) and 69% performance predicticompared to 50% chanc&hen using

a generalizable HDP approach to compactly describe inputs. Importantly, this result
showed tha HDPs captured competenoglievant information,in spite of their
incredible compression benefits (1 year of video dateompressed tjust 2TB of

data). Finally, we showdinelinessof our approacto scale tmear reatimeasonline
competency pradtions took less than2 seconds to compute over 10,000 previous
experiences, faster than a user would desire for an obstacle recognitionlriask.
conclusion, these results and those in Chapter 3 attest to the generalizability and
applicability of this aproach to other Al systems and applications. Research in this
chapter contributes to increased Al interpretability and competanayeness needed

to increase trust and transparency of Al systems.
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Chapt €ong%ilsasnidonfFut ure Wor Kk

Section 0:Conclusions

In conclusionthis research provides materials and methods to study and
assess the competency, including how (strategies), why (conditions), and the expected
result (performance), of other Wistswe Abl ack
manually identified important relationships between environmental conditions and
emerging strategies on deep learning performance id pu2suit game application in
Chapter 2driving further exploitation in Chapter 3 amabtivating predictive
approache@ Chapter 4.Moreover, ve demonstrated treffectivenes®f an agent
trained with the DDPG reinforcemelatarning algorithm in a speexyermatched
pursuit game with uncertain target information. TésultingRL agent outperformed
a baselindearingfollowing strategy by increasing capture successes by more than
100% in a 500@rial experiment angvas more robust to harshaursuit game
conditions No prior researchpproach addresssegeed overmatch, uncertainty, and
dynamic speed controlithh deep learning or any other control systfema 2d
pursuit game Finally, we discussed the potential utilftyr leveraging historical
competencyor online unmanned systecontrol We manually observed separation
of learned pursuit behaviors intvategy groups And we manually hypothesized
environmental conditions that affected performance. These miaypatheses
regarding machine competeneytivatel automated abstraction of conditions,
performance and strategy relationshipgestigatedn Chapters 3 & 4.

In both Chapters 3 & 4, we found theguralnetwork activation patterns

could be abstracted into humamerpretable strategies for two separagemllearning
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approaches, including thpairsuit game application analyzedGhapter 2. In Chapter
3, we found that compact representations of activation patterns (behaviors) preserved
more information relevant to manshi ne perfo
themselves. Moreover, we found that clusters of behaviors (strategies) separated
naturally over pursuit trajectories that were relatable to humans and that strategies
could be exploited as predictors for machine performance. And finally, we defined
machinecommitmentand found that it was significantly higher in games with Win
outcomes than Loss outcomes. These results motiftateer exploration obnline
competency prediction approaches

And in Chapter 4, we realized online prediction captésiforcondition
strategy and performanceompetencyassessmentsT’he HDP approach encoded
informationpertinent to the machine learning task and systenevident by the
success of strategy and performance predictor comporfemtthermorethe HDP
encoded data compactly, supporting scalabdftthe approach to handle a large
library of machine experience in our memory bank datab@se approach to
automated condition determination using SHAP, while difficult to assess in terms of
ground truthyielded useful results consistent with human intuitiQur prototype
strategy and performance prediction components produced useful competency
estimatessignificantly outperforming random chanc&loreover our environment
similarity calculatoradequately determines whether a machine is familiar with the
current task, and quantifies the number of similar experiences the machine has been
trained on in the p&sandlastly, as a byproduct of its approactshbws promising

results for detecting faulty sensor astieranomalousnput data.
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Since all of he prediction components are trairsed on a commadapic
representatiofand not the input datdirectly), only the HDP component needs to be
modified tosupport competency prediction owgher types of data. Moreover, only
the offline strategy definition needs to be modified to adapt to new ML systems.
Since only two of the 14 componemégjuiresignificant modification for new
applications and systemthe resultindMi n d f sydte is highly portable.
Therefore, the approach can be applied to a large number of machine tasks and
systems.By uncovering relationships between environmental conditions, machine
strategies, & strategies and by giving ris@hline estimation of machine
competency, we increase transparency and trust in machine learning systems,

contributingto the overarching XAinitiative.

Section 1:Broader Implications & Future Work

For the 2d pursuit game application, the RL approach should be tested in a
higher fidelity simulation and integrated with an unmanned system for testing in the
real world. Additionally, it can be extended to three dimensions for further
applicability tomissile & space domains, for example.

Regarding XAI, Mi ndf uLE software provid
expected result of an ML systeor a particular task This has many benefits
regarding trust and transparency, and broader implicationlsdduture of manned
and unmanned teaming. Trist humanss gainednto the ML system under
assessmefitecause the MindfuLE system identifies:s
succeed or fail. Transparency is gained by understanding why and how the ML

sydemperformsitstask acertainway For exaspaegedonmamed@Ler
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the pursuit game, the human could doubt that the ML system was on track for a
capture, even though the performance prediction was high. But if the human is aware
oftheinterm | strategy of the ML s ysshtaepredioei ng c o
maneuver, then he/she cacrease trush a likely successful capture. Moreover, if
t he human is teamed wit h tshhea pneadcoh i nmaen eaunvde rk,
he/she can choose a complentary action or maneuver with strong confidence and
anticipation that the machine is going to make @®@ree turn withisome
timeframe.
In order to anticipate the maneuver, the machine must be thinking ahead and
have a plan for the-shaped stratggprior to making its 9@legree turn. Future work
could examine activation patterasd attempt to understand the time in which an
agent commits to a certain strategy or is planning to execute a certain dbagedy
on certain neuron activation valuebhe raw activation plot ifrigure63for six
Strategy 9 -$ihaped ngamesis givem here as further motivation for future
research.There are not obvious cetations between the activation patterns beyond
higher numbers of active neuraian other sample games examined by the eye
Example military use cases for complementary humanhine tacticenclude small

unit maneuversvith UxV teammates diighter jet dogfighting with UAV teammates.
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Figure 63 Raw activation patterns for L-shaped maneuver pursuit games

Separately, competency awareness also helps with energy preservation for
deployed unmanned systems without human teammates or controllers. Performance
predictioncould helpa pursuer agent, for examptistermine whether it should
pursue the target of opgunity, wait for a different target, or avoid resource
expenditure under unlikely success situations; examples include expending energy to
attempt to intercept a pass in sports or expending limited ballistic missile defense
resources toward incoming tlats. Such analysis would also help determine the
timing for when the pursuer should begin pursuit, leading to better energy efficiencies
for unmanned systems with endurance limitations.

Future work should corder supporting a mukmodal HDP that ingés

unorthodox sensory inputs like labels and machine behaviors (activation patterns)
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themselves in order iacrease competency prediction effica@uch inputs are

different than what many consider orthodox sensory inputs, like those from cameras
or rada sensors.The diagram irFigure64 illustrates the pipeline for training an

HDP on multiple sensory modalities. In this case, features are extracted from each
data steam and summarized via feature counts. Then, the topic model looks at the
distribution of feature counts in the data and determines the topic distribution
associated with that input data. One important property of HDPs is that they can
handle missing da. In this case, if one of the sensor data streams is mikseng,

still estimate a topic distribution and compare that to other samples where the data

stream was present.

Agent sensor data stream =l feature extraction ====p- feature counts —L
A

sensor data stream feature extraction feature counts j Topic Model
sensor data stream - feature extraction === feature counts 1
IMU, odometry, etc. g R . ||||I|||||III!I|

' ‘Environniéntal Topic Definitions’*

Figure 64 Processing of MulttModal Sensory Inputs through HDPs

Additionally, an online mechanism to estimate machine commitmesitiu
could be exploited for machine predictability and support humachine teaming.
Moreover, futurgesearch, especially for hammachine teaming applications,
shouldfocus on the semantic interpretability of machiteeved conditions and
strategies, so that a human teammate can understand the results maré\edsity
cases of no human partners, a cleleg controller shold supervise ML behavior
and intervene with stoppages or fsdfe policies when unacceptable performance
estimates are estimateWe also note that while the UMAP representation of
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strategies is good when it is trained on all of the data, it suffeltsntevi data into

existing manifoldgroperly This became a concern during use of the online

predictive capability when ingested images appeared to humans to correspond to a
different strategy than what was assigned as the true strategy. Further at\oestig

into ground truth definition is underway tesolvethis potentiaissue However, we

only expect to see improved Strategy Predictor performance and note that the current

system provides results that make sense to the user.

The Information Analyzeoutput currently supports just a binamyerpretation:
AContinue nor mal operationodo vs fARgueual ove
65. In the future, MindfuLE software could
provide other alerts regarding systecompetency Such actions couldpan sensor
modality selection osenso acquisition of new data, beneficial for refining competency
assessment or suggestions to modifgladted actionjke reducing speediia ground
autonomy applicationto maintain acceptable mission performance. We could also
prompt labelingactions fo attaching semantic meaning to an unlabeled Condition.

These additional suggestions nedasgs innate awareness of performance and strategy
predictions, their reasons (conditions) and their uncertainties, and should be paired with

a Value of InformatiorfVol) approach for more robust results.

PE &.‘J.h VV
Figure 65 Suggestions for user intervention
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Finally, as theMi n d f appréach was careful to be inpahd ML system
agnostic, the XAl capabilities should be exercised for other machineatagksput

data types User experience should be evaluated and interfaces updated accordingly.
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Appendi X

Section 0 SamplePursut Games from Automaticalerived Strategies
Nine sample games are provided at random from each strategy gramw iy

figures that follow The metadata in the filename corresponds to the game outcome,
initial distance to the targétneters) initial angle to the targdradians) maximum
target speedmeters per second), and game episode idenpfeameters, delineated

by an underscoregspectively.
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Figure 66 Strategy 0 Game Samples
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Figure 67 Strategy 1 Game Samples

Figure 68 Strategy 2 Game Samples




























