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Modern machine learning (ML) algorithms are being applied today to a rapidly
increasing number of tasks that affect the lives and well-being of people across the
globe. Despite all the successes of artificial intelligence (AI), these methods are
not always reliable and in fact are often quite brittle. It has been shown that a
wide range of recent ML algorithms are vulnerable to adversarial attacks, and are
over-confident even when they are not accurate. In this dissertation, we focus on
the overall goal of making machine learning algorithms more reliable in terms of
adversarial robustness, confidence calibration, and reproducibility.

In the first part of the thesis, we explore novel approaches to improve the
adversarial robustness of a deep neural network. We present a method that in-
volves feature regularization and attention-based feature prioritization to motivate
the model to only learn and rely on robust features that are not manipulated by the
adversarial perturbation. We show that the resulting model is significantly more

robust than other existing methods.



In the second part of the thesis, we discover that the current training scheme of
using one-hot labels under cross-entropy loss is a major cause of the over-confident
behavior of deep neural networks. We propose a generalized definition of confidence
calibration that requires the entire output to be calibrated. This approach leads
to a novel form of the smooth labeling algorithm, called class-similarity based label
smoothing, which tries to approximate a distribution that is optimal for generalized
confidence calibration. We show that a model trained with the proposed smooth
labels is significantly better calibrated than all existing methods.

In the third part of the thesis, we propose an approach that can improve the
calibration performance of robust models. We first learn a representation space us-
ing prototypical learning which bases its classification on the distances between the
representation of a sample and the representations of each class prototype. We then
use the distance information to train a confidence prediction network to encourage
the model to make calibrated predictions. We demonstrate through extensive exper-
iments that our method can improve the calibration performance of a model while
maintaining comparable accuracy and adversarial robustness levels.

In the fourth part of the thesis, we tackle the problem of determining repro-
ducible, large-scale functional patterns for the whole brain from a group of fMRI
subjects. Because of the non-linear nature of the signals and significant inter-subject
variability, how to reliably extract patterns that are reproducible across subjects has
been a challenging task. We propose a group-level model, called LEICA, that uses
Laplacian eigenmaps as the main data reduction step to preserve the correlation

information in the original data as best as possible in a certain rigorous sense. The



nonlinear map is robust relative to noise in the data and inter-subject variability.
We show that LEICA detects functionally cohesive maps that are much more repro-

ducible than the state-of-the-art methods.
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Chapter 1: Introduction

1.1 Background

Machine learning algorithms fall into two primary categories: supervised and
unsupervised. Supervised learning is de ned by its use of labeled datasets to train
algorithms to classify data or make predictions. By feeding input data into the
model, the parameters are adjusted until the model achieves the desired perfor-
mance. Some widely used methods in supervised learning include neural networks,
naive bayes [1], linear regression [2], logistic regression [3], random forest [4], and
support vector machines [5].

Unsupervised learning extracts information and patterns from unlabeled datasets.
These algorithms discover hidden patterns or groupings that provide insights into
the datasets and are often used in exploratory data analysis and pattern recogni-
tion. Dimensionality reduction techniques play an important role in unsupervised
learning as they reduce the number of features in the data subject to some objective
functions. Unsupervised learning algorithms include various clustering algorithms
such as, k-means clustering [6], probabilistic clustering methods [7], various dimen-
sionality reduction strategies such as principal component analysis [8] and indepen-

dent component analysis [9] and various deep learning methods such as Variataional

1



Autoencoders and Deep Belief Networks..

Machine learning algorithms, especially those that employ deep learning mod-
els, have achieved remarkable performance in various widely studied applications,
including image classi cation [10], speech recognition [11], natural language process-
ing [12], and so on. They are also increasingly used to make critical decisions in
medical diagnosis [13], autonomous driving [14], nancial services [15] and even to
make new scienti ¢ discoveries [16].

In addition to the vast amount of e ort that aims to improve the standard
performance of machine learning algorithms, there is considerable interest in tar-
geting the reliability of these algorithms. There are many aspects related to the
reliability of machine learning: robustness, fairness, generalization, explainability,
calibration, and reproducibility. Depending on the application, the focus on relia-
bility may di er. For example, if the input data to a classi er can be very noisy or
even may contain malicious samples, we would like the model to b¥bust so that
the classi cation is more likely to be correct; in high-stakes applications, the model
needs to becalibrated that is, it associates a likelihood of correctness with its pre-
diction, so that we could stop the decision making or pass it to human experts when
it is not con dent enough to be accurate. In many medical diagnosis and analysis
applications, where the sample size is usually small, it is important that the model
be reproducibleacross di erent groups so that the results are stable; in applications
where there are sensitive attributes such as gender, race, and wealth, we need to
have a model that isfair so that the outcomes do not depend on biased factors.

In this thesis, we focus on robustness, calibration, and reproducibility of ma-

2



chine learning algorithms. We will rst introduce the problems in these aspects,

then provide an overview of our major contributions in this thesis.

1.1.1 Adversarial Robustness

1.1.1.1 Adversarial Attacks

Adversarial Examples Adversarial examples [17] are data points that are visu-
ally indistinguishable from \normal” examples but speci cally tuned so as to fool
or mislead the machine learning system [18,19]. In creating adversarial examples,
the attacker is often restrained to select within some uncertainty set(x), usually

a l, norm constrained region around the original input examples. Then nding

adversarial examples can be framed as a constrained optimization problem

x°= arg max | (h(x%;y) (1.1)

whereh is the neural network, | is the loss function, andx; y are the input data and
label. Depending on the level of knowledge of the target model that an attacker

has, we can distinguish between white-box attacks and black-box attacks.

White-box Attacks In white-box attacks, the attacker has full knowledge of
the model, i.e., model structure, parameters, optimization function, and evaluation
criterion. With the full knowledge of the model, algorithms generating white-box
adversarial examples optimize some pre-de ned objective function using line search

or gradient-based methods.



L-BFGS [17] uses Limited-memory Broyden-Fletcher-Goldfarb-Shanno method
to optimize

mrin grj+J(x+rl) (1.2)

where | is the target class. Fast Gradient Sign Method (FGSM) [20] uses linear

approximation to nd adversarial examples

0—

x'=x+ sign(r xJ(X;y)) (1.3)

Jacobian-based Saliency Map Attack (JSMA) [21] nds adversarial perturbation to
input examples by adding saliency value to the pixels with the largest values until
the resulting example is misclassied. Random FGSM (R+FGSM) [22] extends
FGSM by adding random perturbations sampled from a Gaussian distribution before
calculating the rst derivative of the loss with respect to the input. Deepfool [23]
considers the linearization of the class decision boundaries as hyperplanes and adds
perturbation that projects input images onto the closest hyperplane. CW attack [24]

is based on logit margin and optimizes the distance between the target cldsand

the most-likely class

max(maxff (x9; :i 6 tg f(x9; ) (1.4)

wheref (x) denotes the model output logits for inputx, and is a constant that
controls the desired con dence score. Iterative FGSM (I-FGSM) [19], more com-

monly referred to as a Projected Gradient Descent (PGD) [25], extends FGSM to



multiple iterations by taking a xed step at each iteration towards the steepest

gradient direction

X0= Proj oy o %+ sign(t sl (h(x9; y)) (1.5)

where is the step size.

Among these adversaries, PGD is the most widely used and studied in the
literature, and has become a standard and consistent benchmark when evaluating
robustness in thel; setting. Numerous improvements have been proposed for the
PGD adversary, for example, momentum were incorporated into the PGD adver-
sary [26]; multiple restarts and more iterations can improve the e ectiveness of the
attack [27]; replace non-di erentiable model components with di erentiable approx-
imations [28]. However, they are of varying degrees of success and PGD is still the

benchmark adversary.

Black-box Attacks In black-box attacks, the attacker has no access to the target
model but can only observe the output of the model. There are two lines of tech-
niques for generating adversarial examples in the black-box setting: using substitute
models and the transferability of adversarial examples, and iterative optimization
schemes.

In the rst line of work, attacking models with substitute models was intro-
duced [29]. The attacker rst trains a substitute model to mimic the target model's

decision boundaries, then it generates adversarial examples on the substitute model



and uses them to attack the original target model. Ensemble-based approach gen-
erates adversarial examples that transfer among multiple models [30]. Input trans-

formation was applied at each iteration when generating adversarial examples to
improve transferability [31]. Both gradient ascent and descent directions of the sub-

stitute model were explored to enhance the diversity as well as transferability of

adversarial examples [32].

In the other line of work, Narodytska et al. [33] use a greedy search algo-
rithm that selectively changes individual pixel values to generate adversarial ex-
amples. Chen et al. [34] design black-box adversarials based on nite di erences
and gradient-based optimization. Their method uses coordinate descent to attack
black-box networks and also introduces various optimization techniques to decrease
sample complexity. llyas et al. [35] propose a black-box attack strategy that uses
natural evolution strategies to estimate the gradients. They then use their algo-
rithm as primitive in attacks under more restricted threat settings. Brendel et
al. [36] propose boundary attack that starts from an image in the target class and
then alternates between taking steps on the decision boundary to maintain the ad-
versarial classi cation and taking steps towards the original image. llyas et al. [37]
estimate the gradients by exploiting the spatial and temporal correlations in gradi-
ents. They use gradient priors and propose a bandit optimization based method to
update these priors.

Furthermore, a recent study [38] shows that even real-world, unmodi ed, and
naturally occurring examples can cause the classi er accuracy to signi cantly de-

grade.



1.1.1.2 Adversarial Defenses

In response to the susceptibility of neural networks to adversarial examples,
a signi cant amount of methods are proposed to construct defenses to increase
the robustness of neural networks. Despite various attempts, many techniques are

subsequently shown to be ine ective [27,28, 39, 40].

Adversarial Training Adversarial training is a form of data augmentation where

it injects adversarial examples during training. Goodfellow et al. [20] rst included
adversarial examples in the training stage. They generated adversarial examples in
every step of training and inject them into the training set, and showed that adver-
sarial training improved the robustness of deep neural networks. In [19], a mixture
of clean images and adversarial images generated by one step Fast Gradient Sign
Method (FGSM) are used to update the network's parameters for every training
mini batch. They also extend the comprehensive analysis of adversarial training
methods to the ImageNet dataset. However, since they used FGSM as the adversar-
ial generating method during training, the improved robustness is not able to hold
up against iterative attacks. Na et al. [41] improved adversarial training by adding
adversarial examples generated by iterative methods. Madry et al. [25] proposed to
replace all clean images with adversarial images which is a direct result of optimiz-
ing a saddle point (min-max) formulation. They suggest that PGD is a universal

rst-order adversary which is then used in their adversary generating process.



Regularization ~ Various regularization methods have been proposed as a stand-
alone method to improve robustness or as a complement to adversarial training. Yin
et al. [42] study the adversarially robust generalization problem through the lens of
Rademacher complexity and theoretically show that havingy norm constraints on
the weight matrices can improve generalization in the adversarial setting. Sinha et
al. [43] take the perspective of distributionally robust optimization by formulating
the threat to be distributions within a Wasserstein ball of the original distribution.
Their theoretical analysis results in a Lagrangian which penalizes tHe distance
between the clean and adversarial examples. Ross et al. [44] dddegularizer
on input gradients to defend against transferred adversarial examples. Adversar-
ial Logit Pairing [45] improves robustness by adding & regularizer for the logits
between the clean and adversarial examples. Cisse et al. [46] introduce Parseval
networks which is a form of deep neural networks in which the Lipschitz constant
of individual layers is constrained to be smaller than 1. Farnia et al. [47] show that
the upper bound of generalization error depends on the Lipschitz constant, which
motivates their approach for spectral regularization to make sure the spectral norm
of the model weights is smaller than 1. TRADES [48] added a regularizer which is
the cross-entropy loss of the logits of the clean example and its adversarial counter-
part, and optimized their adversarial example by maximizing this regularizer loss

instead of the model classi cation cross-entropy loss.

Certi ed Defense Certi ed defenses provide guarantees of robustness, which is

the worst-case robustness against all possible attacks under some threat level. There



is a line of defense works that o er proven guarantee against any attack methods.
Raghunathan et al. [49] develop a semide nite programming-based relaxation of
the adversarial polytope and employ it for training a robust classi er. Wong and
Kolter [50] provide provably robust networks againstl; perturbations by using
convex relaxations. Both of these methods apply only to small-scale networks.
Wong et al. [51] extend the approach to substantially larger models and more general

networks with skip connections and general nonlinearities.

Veri cation There is also a large body of works to verify the robustness of a
model, in terms of providing a minimum adversarial distortion. For ReLU networks,
the problem of solving the minimum adversarial distortion can be transformed into
a Mixed Integer Linear Programming (MILP) problem by using binary variables
to encode the states of ReLU activation in each neuron [52,53]. However, due
to the NP-completeness for solving such a problem, these methods can solve for
very small networks. An alternative is to nd a non-trivial and certi ed lower
bound of the minimum distortion. Hein and Andriushchenko [54] provides a lower
bound for a continuously-di erentiable network with one hidden layer using local
Lipschitz constant. Weng et al. [55] further provide the lower bound guarantee
to non-di erentiable functions by Lipschitz continuity assumption and propose the
rst robustness score. Weng et al. [56] nd the certi ed lower bound of minimum
adversarial distortion by computing lower and upper bound for each ReLU unit at
every network layer. Zhang et al. [57] later extend the lower bound to more general

activation functions.



Other Defenses Feature denoising approaches aim to improve robustness of a
model by actively remove added adversarial perturbation from the input, so that
the nal output of the model for an adversarial example will be the same as the
clean example. Liao et al. [58] introduce a denoising U-net which is guided by the
noise at the feature level, which is thé; di erence between features extracted from
the clean and adversarial examples. Xie et al. [59] add residual feature denoising
blocks to their network.

Leveraging the power of generative models has also proven to be useful for im-
proving adversarial robustness. Schott et al. [60] use a variational autoencoder for
each class to model the class-conditional sample distributiopéxjy). A probability
distribution of the input is estimated for every class at test time and the nal pre-
diction is the class with the highest likelihood. Rob-GAN [61] combines adversarial

training with GAN learning to model the adversarial example distribution.

1.1.2 Con dence Calibration

Machine learning methods inevitably make mistakes, and they should indicate
when they are likely to be incorrect, which allows the decision-making to be stopped
or passed to human experts when the models are not su ciently con dent to produce
a correct prediction. In order to improve reliability, it is therefore strongly desirable
that a method provides a calibrated con dence measure in addition to its prediction;
that is, the con dence should re ect its ground truth likelihood of correctness [62].

The topic of con dence calibration for deep learning was rst discussed in the

10



Figure 1.1: Example con dence histograms (top) and reliability diagrams (bottom)
for a 5-layer LeNet (left) and a 110-layer ResNet (right) on CIFAR-100 [63].

pioneering work [63]. Shown through extensive empirical studies that even though
impressively accurate, modern deep neural networks are poorly calibrated [64].

Ideally, for perfect con dence calibration, we would like the con dence estimate
P to represent a true probability that indicates the likelihood of correctness, which
is de ned as

P(Y =YjP=np)=p; 8p2[0;1] (1.6)

But it turns out that modern DNNs are overcon dent - the actual prediction accu-

racy is likely to be lower than what is indicated by the associated con dence.
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1.1.2.1 Measuring Calibration

A model's performance on con dence calibration is measured by expected

calibration error (ECE).

Histogram-based ECE Histogram-based ECE is the most widely adopted esti-
mator for ECE [62,63]. Leth be a neural network. The model's output probabilities
P = h(kjx;) are grouped intoM interval bins, wherep is the model's output con-

dence for samplei belonging to clask. Let B, be the set of indices of which the
con dence falls into binm, i.e. pk 2 (mvl; it]- The likelihood and con dence ofB,

are de ned as

. 1 X
lik(Bm) = - J 1(yi = k)
m) ..
(;k)2Bm (1.7)
1 X
confBm) = —— pk
Bm) .
(i;k)2Bm

wherey; is true class label for samplé. The histogram-based ECE is de ned as

X iBm]
nK

m=1

Histogram ECE = jlik(Br) conf(Bn)j (1.8)

A smaller ECE indicates a better calibrated model over all the possible output

labels.

KDE-based ECE  While a histogram-based estimator is easy to implement, it
inevitably inherits drawbacks from histograms, for example being sensitive to the

binning schemes and data-ine cient [65]. [66] propose a KDE-based estimator by

12



replacing histograms with density estimation using a continuous kernel.
Let :R! R  denote a kernel function anch denote the bandwidth. The

density function and canonical calibration function are given by

h KX ¥ p pf

f =
()= — L )
’ (1.9)
n K P P
C( ) — =1 y',\ k=1 (T)
P P Wk (p pF)
i=1 k=1 h
and the KDE-based ECE is computed as
Z
KDE ECE = kp c(p)kf (p)dp (1.10)

While KDE alleviates the dependence on histogram binning, it heavily depends on
the kernel choice and may induce error from the integral approximation procedure.

Therefore, we use both metrics to report the performance on con dence calibration.

1.1.2.2 Improving Calibration

Con dence calibration has since raised a great interest in the machine learning
community resulting in a great deal of recent work trying to address this issue.
Existing calibration techniques can be broadly categorized based on whether or not

they are post-hoc methods.

Post-hoc Calibration Post-hoc calibration methods use parametric or non-parametric

models to transform the network's predictions based on a held-out validation set to
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improve calibration. Traditional techniques include Platt scaling [67] where it learns
scalar parameters; b2 R and outputs ¢ = (az + b), wherez is the model output
logit, ¢ is the calibrated probabilities, and is the activation function; Isotonic Re-
gression [68] is a non-parametric calibration method that learns a piecewise constant
function to transform uncalibrated outputs; Histogram binning [68] divides uncali-
brated predictionsp' into mutually exclusive bins and assigns each bin a calibrated
score that corresponds to the average number of positive-class samples in the bin;
Bayesian binning [62,68] is an extension of histogram binning using Bayesian model
averaging; matrix and vector scaling [63] are two multi-class extensions of Platt scal-
ing; Beta calibration [69] introduces a family of calibration maps that includes both
sigmoids and inverse sigmoids to adjust prediction probabilities; and temperature
scaling [63] uses a temperature to soften the con dence scores.

Among these methods, temperature scaling consistently outperforms other
methods [63]. As an abstraction of Platt scaling, a single parametdr, called the
temperature is used to scale all classes. The calibrated con dence prediction is

calculated as the function:
G =max sy (z=T)" (1.11)

whereT acts as softening the con dence because, with larger T values, the calibrated
probability ¢ will reach 1=K representing uncertainty. However, the strict inequality
will remain consistent and thus won't a ect the accuracy of the model.

More recent advances include Dirichlet calibration [70] which generalizes the
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beta calibration method with Dirichlet distributions; ensemble temperature scal-
ing [66] employs an ensemble of models in temperature scaling to achieve better
calibration; mutual information based binning [71] uses a single shared calibrator
among similar classes with similar class priors so that the training sets of their class-
wise calibration problems can be merged to train the single calibrator; and spline
recalibration [72] obtains a recalibration function by approximating the empirical
cumulative distribution using a di erentiable function via splines, which maps the

network outputs to calibrated class assignment probabilities.

Non-post-hoc Calibration Non-post-hoc methods are mostly based on adapting
the training procedure. [73] replaces the traditional cross-entropy loss with focal loss
to improve calibration. In label smoothing [74,75], instead of using traditional one-

hot labels, uniform smooth labels are used to train the model. The smooth label is
de ned as

Yo = (@ )+ =K (1.12)

where is the smoothing factor andK is the number of classes. Di erent variants
of data augmentation have also shown to improve calibration [76,77]. They perform
linear interpolation on both the input features and the target labels before feeding

them to the model.

Bayesian Neural Networks Another line of related work is Bayesian Neural
Networks [78{82]. Bayesian methods provide a natural probabilistic representation

of uncertainty in deep learning and are well-suited for providing calibrated uncer-
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tainty estimation. However, these methods are resource-demanding and hard to

scale to modern datasets and architectures [80].

1.1.3 Reproducibility

In the machine learning community, reproducibility normally means the ability
to replicate the results using the exact same setup. However, in this thesis, we
focus on the concept which is often crucial in the applications in neuroscience,
that is a machine learning algorithm should produce stable results across di erent
groups of subjects. In recent years, challenges related to reproducibility of scienti ¢
ndings have been heavily debated in the literature [83{85]. Statistical power of
neuroimaging studies has increased over time but remains relatively low, especially
for group comparison studies. Neuroimaging analysis has a high degree of exibility
in analysis methods, which can lead to in ated false-positive rates unless controlled
for [86].

Therefore, the reproducibility of an algorithm signi cantly impacts the relia-
bility of its ndings. Unlike some applications where there are ample data available,
in neuroscience the data is usually very limited (less than 1000 subjects), and is
often corrupted with various source of noise [87,88], which makes reproducibility a
challenging task. When conducting group-level analysis, it is further complicated
by the inter-subject variability.

In this thesis, we aim to mitigate the reproducibility issue in extracting large-

scale group-level functional networks from fMRI data. The key step in this process
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is based on Independent Component Analysis (ICA) [9] to extract independent
networks. But because of the high-dimensionality nature of the data, the dimen-
sionality reduction step is necessary to extract meaningful features from group-level
data which then determines the reproducibility of the algorithm.

One existing method is to concatenate the data from multiple subjects along
the temporal dimension [89] followed by the use of Principal Component Analysis
(PCA) [8] to reduce the dimensionality of the data. The tensorial extension to
ICA [90] uses a three-dimensional tensor to estimate shared spatial patterns and time
courses between subjects, and subject-speci ¢ loading of the components to capture
the multidimensional structure of the data. In [91], a general framework is proposed
for using the expectation maximization algorithm to estimate an unconstrained
mixing matrix for the group-level independent components. Canonical ICA [87]
uses Canonical Correlation Analysis (CCA) to nd components that maximize cross-

correlation.

1.2 Overview of Thesis

This thesis consists of four parts.

Feature Prioritization and Regularization Improve Standard Accuracy

and Adversarial Robustness In the rst part, we focus on the problem of im-
proving the robustness of a deep neural network [92]. The existence of adversarial
examples poses a real threat to applying a new method to any safety-critical do-

mains, and the reliability on a non-robust model is very shaky. Although adversarial
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training methods have proven to improve the robustness of a deep learning model,
there are no explicit design components to encourage it.

In Chapter 2, we propose an approach that enhances adversarial training with
feature prioritization and regularization to improve the robustness of a model. We
use an attention module that focuses on the area of an image which contains the
actual object and demonstrate through extensive experiments that it helps the clas-
si er to only rely on features extracted from those areas. The background clutter
and irrelevant features are e ectively suppressed. We also employ feature regu-
larization to further encourage the model to extract robust features that are not
manipulated by the adversarial perturbations. The resulting model is signi cantly
more robust. It also has a highly interpretable gradient map that aligns very well

with salient data characteristics.

Class-Similarity Based Label Smoothing for Generalized Con dence Cal-
ibration  In the second part, we study the problem of con dence calibration [93].
Deep neural networks are trained with one-hot labels under cross-entropy loss. This
combination encourages the model to associate its prediction with the highest pos-
sible con dence, therefore the model has a signi cantly higher con dence about its
prediction than the actual accuracy, i.e., the model becomes over-con dent. An
over-con dent model is not reliable in applications because we do not know whether
its decisions could be trusted.

In Chapter 3, we rst introduce a generalized de nition of con dence calibra-

tion that requires the entire output to be calibrated. Inspired by directly optimizing
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the generalized calibration, we propose a novel form of the smooth labeling algo-
rithm, called class-similarity based label smoothing, which tries to approximate a
distribution that is optimal for generalized con dence calibration. In the proposed
smooth label of a reference class, the score for another class is based on its similar-
ity with the reference class, and hence more similar classes result in higher values.
The similarity between two classes is measured by computing the average distance
between all pairs of samples from the two classes, which is then converted into a sim-
ilarity measure using the softmax function. We show that a model trained with the

proposed smooth labels is signi cantly better calibrated than all existing methods.

Improving Calibration of Robust Models via Prototypical Learning Ad-
versarial robustness and con dence calibration are two important aspects of relia-
bility. However, in practice, they are studied relatively independent of each other.
Even if a model is decently robust, it could still make errors with high con dence.
Therefore, having a calibrated robust model could signi cantly decrease the harm-
fulness in case of misclassi cations. In this chapter, we make the rst attempt to
bridge this gap and study how to improve con dence calibration while maintaining
adversarial robustness.

In Chapter 4, we propose a novel approach that is able to improve con dence
calibration while maintaining comparable adversarial robustness performance with
state-of-the-art methods. We rst employ a prototypical network with prototypical
learning to learn a representation space in which the distance from a sample repre-

sentation and the representations class prototypes is used for classi cation. We then
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use this distance to train a con dence prediction network to provide a calibrated
con dence output. We show that our model is signi cantly more calibrated than

existing robust models while the robustness is still very comparable.

LEICA: Laplacian Eigenmaps for Group ICA Decomposition of fMRI

Data In the area of neuroscience, it has been established that functional magnetic
resonance imaging (fMRI) signals provide fundamental insights about functional or-
ganization of the brain, and determining large-scale patterns of brain activity from
fMRI is an important problem which also serves as the basis of downstream re-
search. Classical linear machine algorithms such as principal component analysis
(PCA) and independent component analysis (ICA) have been applied to this prob-
lem with some success. However, because the underlying signal dynamics involve
multiple nonlinear sources, linear methods are not well suited for the problem. Also,
the analysis is often carried out at the group level containing a number of subjects
with a similar demographic, and it is crucial to eliminate the inter-subject variabil-

ity in order to get intrinsic brain patterns. The existing methods su er from the
problem of reproducibility, i.e., the results are not reproducible across di erent sub-
jects in the same group. If the patterns are not reproducible, it means that they are
not closely related with the intrinsic brain dynamics, and signi cantly vary across

di erent subjects, and therefore the results are not reliable for downstream studies.
In the third part of this thesis, we focus on extracting more reproducible group-level
functional patterns for fMRI data [94].

In Chapter 5, we propose a group-level model, called LEICA (Laplacian Eigen-
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maps for group ICA decomposition), that uses Laplacian eigenmaps as the main data
reduction step, which preserves the correlation information in the original data as
best as possible in a certain rigorous sense. The nonlinear map is robust relative
to noise in the data and to inter-subject variability. After the Laplacian eigenmaps
transformation, ICA is applied to the reduced data to estimate spatial features, fol-
lowed by thresholding to extract group-level independent spatial maps. We show
that LEICA detects functionally cohesive maps that are much more reproducible

than the state-of-the-art methods.

Conclusion and Future Work Finally, in Chapter 6, we conclude this thesis

and discuss the future work.
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Chapter 2: Feature Prioritization and Regularization Improve Stan-

dard Accuracy and Adversarial Robustness

2.1 Introduction

Deep learning models have demonstrated impressive performance in a wide va-
riety of applications [95,96]. However, recent works have shown that these models
are susceptible to adversarial attacks: imperceptible but carefully chosen perturba-
tion added to the input can cause the model to make highly con dent but incorrect
predictions [17{19].

Exploring the adversarial robustness of neural networks has recently gained
signi cant attention and there is a rapidly growing body of work related to this
topic [19, 22, 24, 25,50, 97{99]. A wide variety of methods are proposed to defend
a model against adversarial attacks [58, 100{102]. Despite these advances, many
techniques are subsequently shown to be ine ective [28,39], and adversarial training
which uses adversarial samples in addition to clean images during the training pro-
cess has been shown to be able to build relatively robust neural networks [25,28,103].
With strong adversaries such as the Projected Gradient Descent (PGD) [25] or the

Iterative Fast Gradient Sign Method (I-FGSM) [19] adversarially trained models are
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able to achieve state-of-the-art performance against a wide range of attacks.

Recent advances in the understanding of adversarial training provide insights
of its e ectiveness. It is shown that standard and robust models depend on very
di erent sets of features [104,105]. While standard models utilize features including
non-robust ones that are weakly correlated with class labels and easily manipulated
by small input perturbations, robust models only use robust features that are highly
correlated with class labels and invariant to those perturbations. Although adver-
sarial training learns robust features, there are no explicit design components to
encourage a model to depend solely on robust features. Therefore, to further im-
prove the robustness of a model, we propose feature regularization and prioritization
schemes.

We rst propose to use an attention mechanism that introduces to the model
the exibility of prioritizing features and bias a model towards robust features. We
call the learned features at the nal layer of a network the global features, and
the ones at lower level layers the local features. In our attention module, we use
the global features as a way to assign weights to the local features by a non-linear
compatibility function. Since global features are directly used to produce class label
prediction, we are e ectively assigning weights to local features depending on their
correlation with the labels. Robust features have higher correlation and therefore
will be assigned larger weights which in turn contribute to the model's robustness.

Next, we propose to use feature regularization to learn robust features that
are invariant to input perturbations. We add an L, regularization term that pe-
nalizes the distance between the learned features of a clean samplend that of
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its perturbed adversarial counterpartx® to the training objective. By optimizing
this regularizer, we are pushing the model to extract very similar features from the
original image and the adversarial image, and thus only features that are invariant
to the perturbations are learned and the added noise is e ectively ignored. From
another point of view, a model with smallL, feature distance maps the two nearby
points in the image space to nearby points in the learned high dimensional manifold,
which is a desirable behavior.

In this chapter, we describe our approach that enhances adversarial training
with feature prioritization and regularization to improve the robustness of a model.
We use extensive experiments to demonstrate that the attention module focuses
on the area of an image which contains the actual object and helps the classi er
to only rely on features extracted from those areas. The background clutter and
irrelevant features which could be misleading are e ectively suppressed. The feature
regularization further encourages the model to extract robust features that are not
manipulated by the adversarial perturbations. The resulting model has a highly
interpretable gradient map that aligns very well with salient data characteristics.

The main contributions of this chapter include:

" A method based on feature prioritization and regularization, which signi -
cantly outperforms adversarial training. Our model is evaluated on the MNIST,
CIFAR-10, and CIFAR-100 datasets, and demonstrates superior performance

relative to both standard classi cation accuracy and adversarial robustness.

" We provide empirical justi cation for attention and show that it helps the
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model to rely on robust features by assigning larger weights to them. Through
gualitative inspection, we show that the attention maps generated by our
non-linear attention estimator focus sharply on the regions of interest while

suppressing irrelevant background clutter.

In addition to qualitative evaluation of the gradient maps, we propose a novel
experimental strategy that quantitatively demonstrates better alignment of

the gradient maps generated by our model with salient data characteristics.

2.2 Related Work

Due to the extensive amount of literature in this area, we only review some
of the most related works in this section. For a more comprehensive survey, please
refer to Akhtar and Mian [106].

Adversarial training. Kurakin et al. [19] use adversarial training as a form of
data augmentation where it injects adversarial examples during training. In every
training mini batch, a mixture of clean images and adversarial images generated
by one step Fast Gradient Sign Method (FGSM) are used to update the network's
parameters. It was later improved by Na et al. [41] by adding adversarial examples
generated by iterative methods. Madry et al. [25] proposed to replace all clean
images with adversarial images which is a direct result of optimizing a saddle point
(min-max) formulation. They suggest that PGD is a universal rst-order adversary
which is then used in their adversary generating process.

L, regularization. A similar idea with feature regularization is proposed in

25



Kannan et al. [45] which they call adversarial logit pairing (ALP), to prevent a
model from being over-con dent when making predictions. Compared with ALP,
feature regularization is more intuitive as it motivates a model to learn very robust
features that are invariant to input perturbations, which leads to a robust model.
In addition, we propose to also use attention module to further encourage the model
to favor robust features which will improve the robustness.

Attention Models. Attention in CNN is most commonly deployed for query-
based tasks [107,108]. Jetley et al. [108] presented a method to use a learned
representation of the global image as a query to leverage multiple attention maps
at di erent scales, which allows the expression of a complementary focus on dif-
ferent parts of the image. However, the application of attention to the adversarial
robustness aspects has not been seriously explored. To the best of our knowledge,
we are the rst to employ an attention mechanism in training a robust deep neu-
ral network. In our application, we use a RelLU activated neural network instead
of the linear-based method as the attention estimator. It allows highly non-linear

compatibility between the learned global features and the lower-level local features.

2.3 Approach

We now present our model that combines the attention module arid, feature
regularization, and show how it can be applied to enhance the adversarial training
to improve the adversarial robustness of a model and its accuracy. Figure 2.1 pro-

vides an overview of our method. We start by forwarding each of the clean and
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Figure 2.1. Overview of the proposed model. The top and bottom networks are
the same copy that share all network parameters. Both the clean and adversarial
images are forwarded through the network to produce the corresponding attention
features. Thel, regularization loss is de ned as the Euclidean distance between
the two sets of attention features. The nal model loss is a combination of thie,
regularization loss and the cross-entropy loss for only the adversarial input.

adversarial images and computing the attention weights by a non-linear estimator.
Then the individual attention feature is de ned to be the weighted combination of
the corresponding local features. Next, we de ne an, regularization loss to be the
Euclidean distance between the two sets of learned attention features. The atten-
tion features of the adversarial image are then used to produce the logits, which is
followed by softmax layer to produce the cross-entropy loss. The nal loss function

of our model is a combination of cross-entropy loss and the regularization loss.

2.3.1 Adversarial Training

We adopt the adversarial training described in Madry et al. [25] as the basic
training approach. It replaces natural training examples by PGD examples, which
is suggested to represent a universal rst-order adversary. So far PGD has been
shown to represent the strongest attack method [28,39]. A model that is trained

with PGD adversaries is also robust against a wide range of other attacks and not
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yet outperformed by any other approach. The adversarial training has a saddle

point formulation:

min E(x;y) D [mzaSXL( ; Xt ,Y)] (21)

whereD is the distribution of data x and class labely, L is the cross-entropy loss
function for a model with parameters , is the additive adversarial perturbation
with bound S. In this paper we consided; bound as in Madry et al. [25]. Our

adversarial samplex®= x + are created by PGD:

x" = i x'+ sgnf «L(; x;y)) (2.2)
PGD adversaries are computed at each iteration as an approximated optimum
of the inner maximization in equation (2.1) and an update of the parameters is

made according to the outer minimization formulation.

2.3.2 Attention Model

As we discussed in Section 2.1, our goal of attention model is to favor robust
features in making predictions. We propose a non-linear attention model that acts
as a feature prioritizing scheme, which is able to put more weight on robust features
and less weight on non-robust features to increase the robustness of a classi er.

Let I\ be the learned feature vector at layer 2 f 1;2;:::; 1 g of a neural network

at spatial locationn 2 f 1;2;:::;Ng, and let g be the feature vector of the layer just
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before the nal fully connected layer which produces the class label prediction scores
(logits). We use a one-hidden-layer ReLU network to generate compatibility scores

between the global featureg and local featured ! :

o = (11 9) (2.3)

wheref is the neural network and the concatenation aj and |!, is fed to the network
to produce the compatibility scorest.,. We then normalize the scores with a softmax
operation to get the attention weights:
: expc
wi = p &P (2.4)
m EXPC,
Next, we compute the weighted sum of local feature vectors which is the attention
feature vector at layeri:
X

hi= wl (2.5)

n
We use the outputs of the last residual block as the local feature for computing at-
tention, and replace the global featureg with the corresponding attention descriptor
h' for nal classi cation.

By using a neural network instead of the linear alignment models as in Jetley et
al. [108], we are able to capture non-linear compatibility between the local and global
features when producing the attention weights, which is bene cial considering the

multiple non-linear function activated layers between the local and global features.
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2.3.3 Feature Regularization

In addition to the attention mechanism, we also propose to use dr, regular-
ization term to encourage the model to extract similar features for the clean image
and the corresponding adversarial image. Denote I8y the deep neural networkx
and x °the natural image and adversarial image. Denote b (x), G (x9 the learned
features of the layer just before the nal fully connected layer (in our case this is
the attention weighted global descriptor) which produces the class label prediction

scores. Thel, regularizer has the following form:

L, (x:x9= kG(xX) G (x9k; (2.6)

By minimizing the regularization function, the model e ectively learns very similar
features for the clean sample and the adversarial sample, which are robust features
since they are invariant to the adversarial perturbation. From another perspective,
the learned features of a neural network lie on a high dimensional manifold that
is linearly separable for di erent classes because the classi cation layer is a linear
classi er followed by a softmax function. With adversarial training alone, a model
only tries to map x and x° to the same side of the decision boundary, while with
the additional regularization, they are not only on the same side but also mapped
to nearby points in the space. This mapping is a desired behavior considering that,
in the original image space, they are very close points representing essentially the

same image.
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2.3.4 Model Loss

Equipped with the presented methods, the total loss of our model is:

Loss =Exy)p [L(; X%y)+ kG (x) G (x9k] (2.7)

where is a hyperparameter that controls the relative weight of thé., regularization

loss.

2.4 Experiments and Results

In this section, we evaluate our model on the MNIST, CIFAR-10 and CIFAR-
100 datasets, and present empirical justi cation to attention module and some quan-

titative and qualitative results.

2.4.1 Robustness on MNIST

We use a CNN with two convolutional layers with 32 and 64 Iters respectively,
followed by two fully connected layers of size 1024 and 10. The network is trained
with 40-step PGD adversary with a step size of 0.01 and bound of = 0:3.
The settings are the same as in Madry et al. [25]. Since MNIST is a very small
scale dataset and the model is very robust with just adversarial training, we do not
employ the attention mechanism, but only study the e ectiveness of the proposed
feature regularization method.

The evaluation results are presented in Table 2.1. Regarding the value of
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Method Natural White box Transfer

Madry et al. 98.72% 92.86% 95.97%
AT-reg 98.97% 95.95%  96.90%

Table 2.1: Performance comparison of the adversarial training and our proposed
adversarial training with feature regularization (AT-reg) on MNIST against PGD 5
adversaries. Transfer attack accuracies are evaluated against adversaries generated
from an independently trained copy of the same method with identical con gura-
tions.

weight of the L, regularizer, we nd that roughly any 2 [0:001 0:1] works
well. The reported results are obtained with = 0:1. Table 2.1 shows that a model
trained with the proposed feature regularization method is signi cantly more robust
against PGD adversary than the baseline model with adversarial training alone. The

improvement is more than 3% for white box attack and 1% for transfer attack.

2.4.2 Robustness on CIFAR-10

We use the same wide residual network as Madry et al. [25] with [16, 16, 32, 64]
Iters and its 3-times wider variant with [16, 48, 96, 192] Iters respectively. For our
attention model, we modify the ResNet by replacing the spatial global average pool-
ing layer after the residual block 4 with a convolutional layer sandwiched between
two max-pooling layers to obtain the global featureg. We use a one-hidden-layer
ReLU neural network with 64 hidden units as the non-linear attention weight esti-
mator. The model is trained with 5-step PGD adversary and a step size of 2 and
[, bound of =8=255. In order to isolate and analyze the e ectiveness of attention
module and feature regularization independently, we train three models with the

following con gurations: adversarial training with feature regularization (AT-reg),
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Method Madry et al. AT-reg AT-att AT-att-reg

Natural 80.79% 79.52%82.43% 81.20%
White, PGD 5 49.89% 52.35% 51.22% 53.38%
White, PGD 20 39.72% 44.25% 41.40% 45.20%
White, PGD 100 38.76% 43.73% 40.85% 44.60%
White, PGD 200 38.64% 43.70% 40.72% 44.54%
White, CW 30 40.27% 42.96% 40.60% 44.37%
White, CW 100 39.98% 42.87% 40.31% 44.26%
Transfer, PGD 5 60.13% 61.82%63.26% 62.32%
Transfer, PGD 20 56.60% 56.409%8.26% 57.52%

Transfer, PGD 100 56.44% 56.28%8.08% 57.53%
Transfer, PGD 200 56.49% 56.25%8.04% 57.53%
Transfer, CW 30 57.11% 56.86%68.07% 57.57%
Transfer, CW 100 57.10% 56.79%8.13% 57.41%

Table 2.2: Performance comparison of the adversarial training, adversarial training
with feature regularization (AT-reg), adversarial training with attention (AT-att),
and adversarial training with both (AT-att-reg) on CIFAR-10 against PGD and CW
adversaries.

adversarial training with attention (AT-att), and adversarial training with both at-
tention and feature regularization (AT-att-reg). We then evaluate the models using
PGD and CW [24] adversaries optimized with various number of steps under white
box and transfer attack settings. Transfer attack accuracies are evaluated against
adversaries generated from an independently trained copy of the same method with
identical con gurations.
The evaluation results of aforementioned narrow and 3-times wide models on

CIFAR10 are presented in Table 2.2 and Tabel 2.3. We nd that roughly any

2 [0:01; 1] works well for feature regularization. The reported results are obtained
with =1 for AT-reg and = 0:1 for AT-att-reg. From the table, we see that all

of the three proposed models have better adversarial robustness over the baseline
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Method Madry et al. AT-reg AT-attAT-att-reg

Natural 85.41% 84.65%86.48% 85.98%
White, PGD 5 49.15% 52.21% 50.91% 53.23%
White, PGD 20 38.19% 41.00% 39.52% 41.55%
White, PGD 100 37.39% 40.28% 38.98% 40.78%
White, PGD 200 37.20% 40.24% 38.89% 40.67%
White, CW 30 38.92%42.20% 40.75% 42.12%
White, CW 100 38.71% 41.88% 40.32% 42.06%
Transfer, PGD 5 68.03% 68.009%69.78% 69.00%
Transfer, PGD 20 62.77% 63.14964.70% 64.01%

Transfer, PGD 100 62.65% 63.12%4.78% 64.15%
Transfer, PGD 200 62.73% 63.12%4.69% 64.11%
Transfer, CW 30 63.89% 64.23%5.65% 64.50%
Transfer, CW 100 63.77% 64.04965.43% 64.35%

Table 2.3: Performance comparison of the adversarial training, adversarial training
with feature regularization (AT-reg), adversarial training with attention (AT-att),
and adversarial training with both (AT-att-reg) on CIFAR-10 using the 3-times wide
ResNet network against PGD and CW adversaries.

model that only uses adversarial training, and both models with attention show
improvement on the classi cation accuracy on natural examples as well. Note that
the white box accuracy of the 3-times wide models are lower than the narrow models,
which is due to over tting of adversarial training [109], and could be solved by early
stopping.

We assess the e ectiveness of feature regularization by comparing baseline to
AT-reg in both Tables. The robustness is signi cantly improved especially under
stronger attack with more steps, more than 5% in some cases.

Next, by comparing the results of models with and without the attention mod-
ule, we can see that attention contributes to both standard and adversarial accuracy

such that the robustness improves by 1.5% and at the same time standard accuracy
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by a similar margin. The attention structure not only favors robust features, it also
relies heavily on features extracted from the spatial area that contains the actual
object of concern. By suppressing the background clutter and misleading perturba-
tions in irrelevant areas, the model with attention module more precisely learns the
underlying distribution of the data which leads to better accuracy.

AT-att-reg takes advantage of both techniques and o ers the most improve-
ment in robustness and also better standard accuracy. We think attention and
feature regularization complements each other. While regularization encourages the
model to learn robust features from the input, attention assigns larger weights to

robust features to make the model rely even more on them.

2.4.3 Empirical Justi cation for Attention

First of all, in order to show the advantage of our proposed non-linear attention
model over the linear alignment model in Jetley et al. [108], we train two narrow
ResNet on natural CIFAR-10 samples with the two attention schemes respectively
and the accuracy is 92.87% for our attention and 91.34% for the linear attention
model.

Next, we empirically demonstrate that the attention module assigns larger
weights to more robust features by examining the attention weights relative to the
feature robustness. Figure 2.2 shows the relationship between the robustness of a
feature and the magnitude of its assigned attention weight. The robustness measure

we use is thel , distance between the learned features of a clean and an adversarial
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Figure 2.2: The relationship between attention weights and feature robustness. The
horizontal axis is the robustness rank, with 0 being the most robust and 63 the least
robust, and the vertical axis is the corresponding attention weights. Left plot shows
the results for training set and right plot is for test set of CIFAR-10.

image, i.e. the smaller the distance between the features, the more invariant the
feature is against input perturbations, therefore the feature is more robust. We
rank the features accordingly and compute the average attention weights for each
feature across all images. As shown in Figure 2.2, our proposed attention mechanism
indeed assigns larger weights to more robust features and less weights to non-robust

features, so the model is more invariant to adversarial perturbation.

Figure 2.3: The learned attention maps of our model. The rst row are the input
images and the second are the attention maps learned at residual block 4.

Finally, we show the attention maps of our model in Figure 2.3 to visualize the
attention weights. The attention maps focus sharply on the objects in the images,
and the most relevant features like the head and legs of an animal and the wings
of an airplane contribute more to the model's prediction and ignore the irrelevant

background clutter.
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2.4.4 Gradient Map

In this section, we study the gradient maps, which are the gradients of the
cross-entropy loss with respect to input image pixels. The gradient maps directly
indicate how the input features are utilized by a model for prediction and highlight
the features which a ect the loss most strongly. A large gradient on an input feature
signi es a heavy dependence from the model. Human vision is robust against small
input perturbations and the perception of an image re ects the reliance on input
features. Therefore, models that depend on robust features will be better aligned
with human vision, and the alignment can be used to evaluate the robustness of
a model. Next, we show that the gradient maps generated from our model align
better with the salient data characteristics.

First we present the qualitative result. Figure 2.4 shows the gradient maps
from Madry et al. [25] and our model. Overall, we note that gradient maps from
both models are highly interpretable and align very well with the image features.
Upon careful inspection, it is evident that the gradient maps generated from our
model are better than the baseline. To point out a few, note that, in columns 2, 3,
6 and 8, our gradient maps have cleaner backgrounds and the gradients only focus
on the objects; especially in column 6, the baseline model has large gradients on
the text eld in the background which is irrelevant to the class label (automobile),
while in our model gradients in that area are much more suppressed. In columns
1, 5, and 9 the edges of the faces and heads of the animals are depicted clearer in

our model. Human inspection which could be very subjective, therefore, we also
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Figure 2.4: Original CIFAR-10 images (top row) and corresponding gradient maps
from Madry et al. [2017] model (mid row) and our model (bottom row). The raw

gradients are clipped to within 3 standard deviation and rescaled to lie in the [0,

1] range for visualization.

introduce a quantitative evaluation method for gradient maps.

With clipping Without clipping
Method Train data Test data Train data Test data
Madry et al. 27.10% 26.78% 28.60% 28.72%
Ours 30.11% 30.32% 31.46% 31.59%

Table 2.4: Classi cation accuracy on the gradient maps from baseline and our model
on both the training and test set of CIFAR-10. We run the experiment on gradient
maps both with and without clipping to avoid the in uence of gradient clipping.

The problem we consider here is to decide how well the gradient maps align
with the original images. The better they align, the more recognizable the gradient
images are. A standard neural network extracts relevant features and make predic-
tions based on them. When a gradient map is highly aligned with the original image,
the neural net is able to identify more relevant features and thus the classi cation
accuracy will be higher. Therefore, we can quantitatively compare the alignment
by the classi cation accuracy of gradient maps. We use a pretrained network to
classify the gradient maps for images in both the training set and the test set.

We pretrained the same ResNet model as in Section 2.4.2 with only natural

training data of CIFAR-10. It achieves 88.79% accuracy on the test set. The
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classi cation results are presented in Table 2.4. To avoid the possible in uence of
gradient clipping we also run the evaluation on raw gradients. As demonstrated by
the classi cation accuracy, the gradient maps from our model express signi cantly
better alignment with the original images.

To summarize, both the qualitative and quantitative results show that the
gradient maps from our model have better interpretability and alignment with the
original images. It suggests that our model depends on robust features of the input
images which explains the improved performance on both standard accuracy and

adversarial robustness.

2.4.5 Results on CIFAR-100

Here we present our results on the CIFAR-100 dataset. The experiment setup
is the same as CIFAR-10 in Section 2.4.2.
From Table 2.5, similar with CIFAR-10, our model outperforms baseline by as

much as 4% on CIFAR-100 dataset.

2.4.6 Comparison of Feature Regularization with Adversarial Logit
Pairing

Though feature regularization is more intuitive than adversarial logit pairing

(ALP) as explained in Section 2.2, their performance under PGD attack is similar.

However, because ALP is based on logits, it is not as robust as feature regularization

under CW attack [24], which is based on logit margin.
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Method Madry et al. AT-reg AT-att AT-att-reg

Natural 52.70% 49.53%53.67% 50.66%
White, PGD 5 25.14% 26.99% 26.33% 27.76%
White, PGD 20 19.65% 23.16% 20.82% 23.80%
White, PGD 100 19.47% 23.07% 20.59% 23.62%
White, PGD 200 19.41% 22.96% 20.53% 23.62%
White, CW 30 18.64% 20.78% 19.39% 20.88%
White, CW 100 18.61% 20.63% 19.26% 20.76%
Transfer, PGD 5 35.37% 35.10935.95% 35.17%
Transfer, PGD 20 31.99% 31.88932.48% 32.04%

Transfer, PGD 100 32.03% 31.84982.38% 32.00%
Transfer, PGD 200 32.00% 31.80982.37% 32.06%
Transfer, CW 30 32.50% 31.96982.75% 29.81%
Transfer, CW 100 32.46% 31.86982.74% 29.71%

Table 2.5: Performance comparison of the adversarial training, adversarial training
with feature regularization (AT-reg), adversarial training with attention (AT-att),
and adversarial training with both (AT-att-reg) on CIFAR-100 against PGD and
CW adversaries.

Method ALP AT-reg
Adversary CW 30 CW 100 CW 30 CW 100
Accuracy  39.17% 39.15%42.96% 42.87%

Table 2.6: Performance comparison of ALP and feature regularization on CIFAR-10
against CW adversaries.

As shown in Table 2.6, AT-reg outperforms ALP by around 3.8% against CW

attacks.

2.5 Conclusion

In this chapter, we propose feature prioritization and regularization to enhance
both standard classi cation accuracy and adversarial robustness of a model over

the baseline adversarial training approach. We provide empirical justi cations for
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attention to show that it e ectively favors robust features and focuses sharply on
the region of interest. We then conduct quantitative and qualitative evaluation on
gradient maps to show that they align perfectly with salient data characteristics,

which further proves that our model heavily relies on the robust features.
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Chapter 3: Class-Similarity Based Label Smoothing for Generalized

Con dence Calibration

3.1 Introduction

Machine learning algorithms have progressed rapidly in recent years and are
becoming the critical component in a wide variety of technologies [95] such as ob-
ject detection [110], machine translation [111], medical diagnosis [13,94], and au-
tonomous driving vehicles [112]. In most of these applications, making wrong deci-
sions could lead to very high costs, including signi cant business losses or even severe
human injuries [113]. As a result, in real-world decision-making systems, machine
learning models should not only try to be as accurate as possible, but also should
indicate when they are likely to be incorrect, which allows the decision-making to be
stopped or passed to human experts when the models are not su ciently con dent
to produce a correct prediction. It is therefore strongly desirable that a network
provides a calibrated con dence measure in addition to its prediction; that is, the
probability associated with the predicted class label should re ect its ground truth
likelihood of correctness [62].

However, recent works [63,64] have shown through extensive empirical studies
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that even though impressively accurate, modern deep neural networks are poorly
calibrated. It turns out that modern DNNs are overcon dent - the prediction ac-
curacy is likely to be lower than what is indicated by the associated con dence.
Since the discovery of this challenging problem, several methods have been explored
and empirically shown to improve con dence calibration. Temperature scaling [63]
is a simple post-processing step that consists of multiplying the logits by a scalar
before applying the softmax operator. Uniform label smoothing [74, 75] smooths
one-hot labels by distributing a small amount of mass over the other classes uni-
formly. Mixup [76] trains a classi er not only on the training data but also on linear
interpolations of random pairs of samples and their labels. While these techniques
have shown some improvements empirically, they are not speci cally designed for
con dence calibration, i.e., con dence calibration is not the objective function they
optimize.

In this chapter, we identify a major component that is missing from the ex-
isting con dence calibration methods and introduce a new generalized de nition of
con dence calibration. We then describe our method that is designed to directly
optimize the calibration objective. We refer to the existing notion of con dence cali-
bration as prediction calibration, for which only the model's prediction (the winning
class) and its associated con dence (the maximum softmax score) are considered.
However, only considering the prediction is an oversimpli cation of the con dence
calibration problem. In the output of a neural network, each of the scores represents
the model's predicted probability of the current input belonging to that correspond-
ing class. Therefore, for a well-calibrated model, each probability score should be
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indicative of the actual likelihood of the input belonging to each class, not just the
one with the maximum score. We refer to this generalized con dence calibration as
output calibration where the entire output is taken into consideration.

The output scores de ne a probability distribution over all classes, and we de-
note the perfectly calibrated distribution as the optimal output distribution. Under
the optimization scheme with cross-entropy loss that most modern DNNs adopt, a
model would achieve perfect con dence calibration if directly trained using the op-
timal distribution as input label. Unfortunately, as one would expect, the optimal
distribution depends on various factors and cannot be directly computed in general.
However, under certain reasonable assumptions, we can develop good approxima-
tions. Di erent classes are not equally distinct, and a class can be inherently more
similar with some classes than others. For example, in the CIFAR-100 dataset, we
could generally agree that the class dolphin is much more similar to the class seal
than to the class rose, and the probability of a seal should be higher than a rose in
the output distribution of a dolphin input. Therefore, we make the following two

assumptions:

1. The distribution of other (i.e. non ground-truth) classes is non-uniform in

general.

2. The probability value should correlate positively with the similarity between
the true class and any other class, i.e. the more similar they are the higher

the value.

In this paper, we propose a novel form of the smooth labeling, callethss-similarity
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based label smoothingvhich uses class similarities to approximate the optimal dis-
tribution. In the proposed smooth label of a reference class, the score for another
class is based on its similarity with the reference class, and hence more similar classes
result in higher values.

From the label smoothing perspective, our proposed smooth label is more
intuitive than the traditional smooth label which we refer to as the uniform smooth
label. One-hot labels have all probability mass in one class, which are zero-entropy
signals that admit no uncertainty about the input. When a neural network is trained
using such labels it inevitably becomes overcon dent. With uniform smooth labels,
the output of a network is trained to be a mixture of a Dirac distribution and a
uniform distribution. This implies that the predicted probabilities for other classes
are encouraged to be equal [114]. As we discussed above, the label value should
be based on the similarity between classes, which is not accounted for in either the
one-hot or the uniform smooth labels. Relational information can be crucial and
provides high-order properties that can improve performance of a model in various
tasks [115].

In our proposed method, we rst measure the similarity between classes which
is then mixed with the one-hot labels to serve as the nal smooth label. Since
measuring similarity is still a broadly open problem [116,117], we adopt di erent
metrics, including a new notion of semantic similarity, and evaluate their e ective-
ness in con dence calibration on various data benchmarks and architectures.

The main contributions of this chapter include:
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" We identify a major missing component from the existing con dence calibra-
tion and introduce a new generalized de nition of con dence calibration, where
not only the prediction but the entire output of a neural network are taken

into consideration.

We propose a novel form of label smoothing which we call class-similarity
based label smoothing, a technique based on the inherent class similarities
estimated by a number of measures, including a novel one that captures se-
mantic similarity. Training a model using the proposed smooth labels directly
optimizes the con dence calibration objective, and as a result, the model is

signi cantly better calibrated compared with other techniques.

~

We perform extensive experiments to demonstrate the e ectiveness of our
proposed method in con dence calibration, along with evaluating important

hyper-parameters and predictive uncertainty on out-of-distribution data.

3.2 Con dence Calibration

In this section, we formally introduce the de nition of con dence calibration
and the measurements. We denote the input a8 2 X and label asY 2 Y =
f1,2;:::;;Kg. Let h be a neural network with h(YjX) being the output, where
h(kjx) is the con dence estimate of sampl& belonging to clask. The prediction of
the network is the winning class{ = argmaxh(YjX ) and its associated con dence

is the maximum con denceP = max h(YjX ). The number of samples is.
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3.2.1 Prediction Calibration

We refer to the traditional con dence calibration as prediction calibration
where only the winning class and its associated con dence are considered. For
prediction calibration, we would like the con dence estimate® to represent a true
probability that indicates the likelihood of correctness. Perfect prediction calibration
is de ned as

P(Y =YjP=np)=p; 8p2[0;1] (3.1)

Since the probability above cannot be computed using nitely many samples, pre-
diction calibration is empirically measured as follows. The model's predictiong
are grouped intoM interval bins each of size M according to the associated con -
dencesp)® Let B, be the set of indices of samples whose prediction con dence falls

into bin m, i.e. g 2 (”‘Tl; it]- The accuracy and con dence oB, are de ned as

X
acc®n)= o (i = )
J mJiZBm (3.2)
1 X '
confBm) = —— B
JBmJizsm

wherey; is true class label for sampleé and jB,] denotes its size. The prediction
calibration is measured by the Expected Calibration Error (ECE) which is de ned

as

X |Bmi
n

Prediction ECE =

jaccBn) conf(By)j (3.3)

m=1

A smaller ECE indicates a better calibrated model.
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3.2.2 Output Calibration

In this section we introduce a generalized con dence calibration which we refer
to as output calibration. The output of a neural networkh(YX) is the con dence
estimate for all classes. For a calibrated model, we would like not only the maximum
but all con dences to be calibrated, which means thah(kjX ) represents the actual

likelihood of Y = k for all classex. Perfect output calibration is de ned as

P(Y = kjh(kjX)=p)=p; 8p2[0;1] and8k 2 1;2;:::;;Kg (3.4)

Note that output calibration infers prediction calibration but not vice versa. We
measure the output calibration of a neural network as follows. The model's output
con dencespk = h(kjx;) are grouped intoM interval bins, wherep¥ is the model's
output con dence for samplei belonging to classk. Let B,, be the set of indices
pairs of which the con dence falls into binm, i.e. p¢ 2 (mTl; &]. The likelihood

and con dence ofB,, are de ned as

1 X
lik(Bm) = - J 1(yi = k)
mJ .
(i;k)2Bm (3.5)
1 X
confBm) = —— pk
m) (i:k)2Bm

wherey; is true class label for samplé. The ECE for output calibration is de ned

as
X iBm]

Output ECE =
utpu K

jlik(Bm) conf(Bm)j (3.6)

m=1
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Again the smaller the output ECE value the more calibrated the model over all the

possible output labels.

3.3 Learning with Di erent Labels

In this section, we mathematically discuss the learning objective with respect
to di erent labels and present the intuition behind our method. For each input ex-
ample x with ground-truth classy, the output of a neural networkh is a probability

distribution over all classes normalized by the softmax function

h(kjx) = pf)(pi (3.7)

i—1 €Xp(z)

wherek 2 f 1;2;:::;; K g is a class, andz is the activation of output in the last layer
of the model. Let (kjx) be the label corresponding to inputk. The model is trained

by minimizing the cross-entropy loss de ned as

)= (kix)log(h(kjx)) (3.8)

For one-hot label, (yjx) = 1 for the ground-truth classy and (kjx) = O for all

other classk 6 y. The cross entropy loss with one-hot label can be simpli ed to

1(x) = log(h(yjx)) (3.9)
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Under this training loss, the model is not only trained to make a correct prediction
but also with the highest con dencez, possible to reduce the loss, which causes the

model to become overcon dent. Uniform smooth labels are de ned by

kix)=(1 )g+  u(k)=K (3.10)

wheree, is the coordinate vector andu is a uniform distribution. The cross-entropy

loss with uniform smooth label can be written as

)= (@ )log(h(yjx))+ H (u;h) (3.11)

When the model is trained using this loss function, it tries to match its output with

a uniform distribution in addition to maximizing the output for the correct class.
Such a scheme implies that the example is regarded to be equally probable to be in
any other class. This is clearly not the case in general as we discussed in Section 3.1
as some classes could be inherently more similar than other classes. The intuition
behind our method is that we assume there is an unknown optimal distribution
for perfect calibration g (kjx) that satis es the two assumptions we discussed in
Section 3.1 and that can be approximated by estimating the class similarities from
the data. Let¢ g be the approximated optimal distribution, then our proposed

smooth label is de ned as

(k)=@ e+ 4kjx) (3.12)
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With this label, the cross entropy loss can be written as

)= (@ )log(h(yjx))+ H (@;h) (3.13)

and the model is trained to make a correct classi cation while matching it output
distribution with the approximated optimal probability distribution. Hence, mini-

mizing H (@; h) is a direct optimization for both prediction and output calibration

3.4 Approach

In this section, we describe our approach to capture the inter-class similarities
in order to compute the approximationg‘and generate our proposed smooth la-
bels. Capturing semantic similarity has been a longstanding and still is a wide-open
problem [116,117]. Di erent metrics quantify the similarity from di erent perspec-
tives, therefore we propose to use several simple distance metrics, including a novel
one based on word2vec mapping, and evaluate how well the proposed smooth label

performs under varying notions of the captured similarities.

3.4.1 Image Space

For directly computing the distance in the image space, we usg norms and
choosep =1 and p = 2. For two inputs X in classk and x°in classk® the pairwise
distances are given by

L , Distance

dix;x% = kx  x%, (3.14)
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3.4.2 Representation Space

Studies have shown that features learned by neural networks are often surpris-
ingly useful as a representational space for a much wider variety of tasks and match
with human perception [117,118]. Autoencoders are among the most widely used
unsupervised deep learning models [119, 120], which provide a powerful framework
for learning latent representations by encoding as much of as the information needed
to reconstruct the original data points. The latent representations have been shown
to be useful for various downstream tasks [121]. Therefore, we also propose to use
an autoencoder to map the data to the representation space and compute distances
between their encodings. We rst train an autoencoder in an unsupervised fashion
on the training set and then compute the pairwise Euclidean distances of the latent
encodings.

Autoencoder Distance
d(x;x9 = kf (x) f(x%k, (3.15)

wheref (x) is the latent encoding of inputx.
The inter-class distance between a pair of classes is determined by averaging
the distances between all pairs of inputs that belong to them. The distance between

classk and kPis

1

JC(K)iC (k9] x2C(k)x%2C (k9 - | |

di (K9 =
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where C(k) is the set of data points in clask, and dy is a vector that contains the

distances between clads and all other classes.

3.4.3 Semantic Space

The previous distance metrics were de ned using either the original features
of the objects or those generated by a deep neural network. In general, samples in
the same class are expected to share a common semantic meaning, which may not
be captured in the feature space. It was observed for example that image visual
similarity is not necessarily the same as semantic similarity [122,123]. The problem
of de ning semantic similarity has been studied extensively in the NLP literature
as well as in various disciplines for which knowledge can be captured through an
ontology or some type of a hierarchy of classes. For most datasets, the words used
to label each class capture signi cant semantics of the class [124]. We make use of
the advances in NLP based on the labels to de ne the semantic similarity between
classes as follows. We rst note that vector representation of words has been shown
to successfully capture semantic similarities such that words with similar meaning
are mapped to a similar points in the vector space [125,126]. Therefore, we propose
to use a word2vec model to map the words de ning the labels of the classes into
Euclidean space, and then compute the distances between the vectors to de ne the
class similarities.

Word Embedding Distance

d(k) = kv(w(k)) V (w(k)k (3.17)
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whereV is a word2vec model anav(k) be the natural language word associated with
classk. This notion can be generalized to the case in which each class is de ned by

a set of words or a sentence.

3.4.4 Class-Similarity Based Smooth Label

After the class distances are computed, they are converted into class similari-

ties using the softmax function

o exp( dy(k9)

kY= p
() K exp( d(i))

(3.18)

where 0 is a hyperparameter that controls how \uniform" the similarity distri-
bution is. The lower the value of , the more uniform the distribution is, and vice
versa. When = 0 the similarity distribution sx reduces to uniform distribution.
In order to ensure the consistency of the parameter for di erent distance metrics,
we normalize the distancesl, to zero mean and standard deviation of one before
applying the softmax function. Note that this normalization is equivalent to scaling
and does not a ect the relative relationship between classes.
Finally, the class-similarity based smooth label is de ned as follows. L&k be

the one-hot label vector, the smooth label for cladsis

=1 &+ s (3.19)

where is the label smoothing factor. Note that in practice we sesy(k) = 0 and
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P
scale ., Sk(k9 =1 to make sure that consistently represents the total mass in
the label over the other (non ground-truth) classes. Otherwise the total mass will

be di erent because of di erent values ofs (k).

3.5 Experiments

In this section, we perform numerous experiments to demonstrate the e ective-
ness of the proposed class-similarity based label smoothing and show the advantage
of our method over other recent works on con dence calibration of neural networks.
We also explore the e ect of some important hyper-parameters and evaluate our

methods on out-of-distribution data.

3.5.1 Setup

We perform experiments on CIFAR-100 [127] dataset and Tiny-ImageNet [128]
dataset. For all experiments, the network architectures and all parameters are iden-
tical for all methods so as to enable a fair comparison. For CIFAR-100, we use
a wide residual network [129] withf 16; 16,32, 64g Iters respectively. For Tiny-
ImageNet, we use a ResNet-34 [10] model. All models are trained with SGD with
momentum for 100 epochs. The initial learning rate is 0.1 and is multiplied by 0.1
at 50 and 75 epochs. We use batch normalization and weight decay of 20 “.
We set the number of interval binsM = 15 following [63, 75]. For the autoencoder
architecture [119], the encoder consists of blocks of two consecutive 3 convolu-

tional layers followed by 2 2 average pooling. All convolutions (in the encoder
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and decoder) are zero-padded so that the input and output height and width are
equal. The number of channels is doubled before each average pooling layer. Two
more 3 3 convolutions are then performed, the last one without activation and
the nal output is used as the latent representation. All convolutional layers except
for the nal use a leaky ReLU nonlinearity [130]. The dimensionality of the latent
space is set to 256 for CIFAR-100 and 1024 for Tiny-ImageNet. We use a pretrained
Wikipedia2Vec [131] as our word2vec mod&. Each label word is rst converted

to the corresponding Wikipedia entry and then mapped to a vector of length 100 in

the Euclidean space.

3.5.2 Comparison with other Methods

We compare our proposed method to the vanilla training using one-hot labels,

as well as three other techniques that improve con dence calibration:

" Temperature Scaling [63], which is a post-processing step and consists of mul-

tiplying the logits by a scalar before applying the softmax operator.

" Uniform Label Smoothing [74, 75], where the one-hot label is smoothed by

distributing a small amount of mass over the other class uniformly.

" Mixup Training [76] which trains a classi er not only on the training data but
also on the linear interpolation of two random sampled input points and their

labels.
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Dataset CIFAR-100 Tiny-ImageNet
Method Accuracy Pred ECE Out ECE Accuracy Pred ECE Out ECE

One-hot  68.47% 12.17% 25.71% 44.31% 24.95% 58.01%
Temp. Scaling 68.27%  2.34%  5.11% 43.53% 4.83%  9.94%
Uniform LS 69.32%  2.77%  5.41% 44.79% 5.24%  10.92%
Mixup ~ 69.98% 2.29%  5.02% 4543% 5.87%  11.76%

L, (Ours) 69.25%  1.68%  2.91% 44.77% 2.95%  5.78%
L, (Ours) 69.65%  1.56%  2.60% 44.86% 2.86%  5.59%
AE (Ours) 69.16%  0.77%  1.64%  44.81% 2.49%  5.05%
WE (Ours) 69.35% 0.72%  1.55% 44.55% 1.23% 2.12%

Table 3.1: Test accuracy, prediction ECE and output ECE results of di erent meth-
ods on CIFAR-100 and Tiny-ImageNet dataset.

3.5.3 Con dence Calibration Results

We show the results of test accuracy and con dence calibration ECE on
CIFAR-100 and Tiny-ImageNet in Table 3.1. For CIFAR-100, = 0:05 for uni-
form label smoothing (LS) and word embedding (WE), and =0:1 forL,, L,, and
autoencoder (AE). For Tiny-ImageNet = 0:1 for all techniques. Best results for

2 [0:5; 6] are reported. Parameter e ects are discussed in detail in Section 3.5.4.

From the results, our proposed class-similarity based label smoothing, with all
four distance metrics, signi cantly outperforms other methods on both datasets and
on both prediction calibration and output calibration. Word embedding distance
performs the best on both datasets, which is expected considering that the distance
in the vector space more faithfully re ects class semantic relationships than pixel-
wise distances in the image space and the encoding distance in the representation
space. Note that while autoencoder and word embedding distance perform similarily

on CIFAR-100, the latter has a signi cant advantage on Tiny-ImageNet. As the
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Figure 3.1: Reliability diagrams of di erent methods on CIFAR-100 and Tiny-
ImageNet dataset. The plots for the eight techniques are divided into two groups
for better readability.

complexity of a dataset increases, it becomes more di cult for an autoencoder to
learn good representations. Mixup performs best in test accuracy because of the
augmented training data. As a label smoothing technique, our method performs
comparably with uniform label smoothing in terms of test accuracy and both are
better than the vanilla training using one-hot labels.

The reliability diagrams in Figure 3.1 con rm the above ndings. For better
readability, we divide the diagrams of the eight techniques into two gures. In all
the plots, the dashed black diagonal line represents perfect calibration for which the
con dence matches perfectly the accuracy. The model trained using one-hot labels
is clearly overcon dent since the accuracy is always below the con dence. All other
methods have a better performance, but the models trained with our smooth labels

are the best as their diagrams almost identically match the diagonal line.
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Figure 3.2: E ects of parameters. (a): Prediction ECE relative to for WE and
uniform LS. (b): Output ECE relative to  for WE and uniform LS. (c): Prediction
and output ECE relative to

3.5.4 E ects of Parameters

In this section, we perform a series of experiments on Tiny-ImageNet to explore
the e ects of two important hyper-parameters and

First, we test di erent  values to determine the strength of label smoothing,
i.e. the total mass distributed to other classes in the label. We compare WE to
uniform LS using dierent values. is set to 2. The results are presented in
Figure 3.2 (a) and 3.2 (b). By inspecting the plots we observe that our proposed
smooth label generally outperforms the uniform smooth label for all values, and
the best results for both methods are achieved at = 0:1 which is the commonly
value used in practice. When = 0:025 is very small, the labels are only weakly
smoothed and the model is still over-con dent. When = 0:4 becomes large, the
labels are too noisy and the model is not well-calibrated because of the excessive
smoothing.

Next, we perform experiments on di erent , a hyperparameter that deter-

mines how uniform the similarity distribution is. We choose the word embedding
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distance model and set = 0:1. The results of prediction and output ECE with
dierent are shown in Figure 3.2 (c). We can see initially as is increasing both
the prediction and output ECE decrease. When is too small, the similarity dis-
tribution is close to uniform and the class relation is not well represented, therefore
the model is not well calibrated. As keeps increasing when it becomes too large,
the softmax function will produce extreme similarity values that are concentrated

in only a few classes that do not represent the optimal distribution either.

3.5.5 Evaluation on Out-of-Distribution Data

Studies have shown that DNNs are not only overcon dent on the data they
are trained on but also on unseen out-of distribution data [76,132]. In this section,
we explore this aspect by evaluating the methods on two types of out-of-distribution
data: test data from another unseen dataset and random noise. We test the models
that are trained on CIFAR-100 in Section 3.5.3. We use the validation set of Tiny-
ImageNet as the unseen dataset and generate uniformly distributed random samples
as the second type of out-of-distribution data. We show the distributions of the
prediction con dences on both types of data in Figure 3.3.

From the left plot, we can see that our method and mixup perform the best
at refraining to produce high con dence on unseen out-of-distribution data. On
the random noise samples, all three methods signi cantly outperform the one-hot
training, although the mixup training o ers more improvement. Note that our

method is based on class similarities in order to train a more calibrated model,
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Figure 3.3: Distribution of the prediction con dences on the validation set of Tiny-
ImageNet (left) and uniform random noise (right). Models are trained on CIFAR-
100.

which is not well-suited for random noise samples where the notion of similarity
does not exist. Although this application is not the main focus of our proposed
method, we note that it still signi cantly outperforms the uniform label smoothing

in both scenarios.

3.6 Conclusion

In this chapter, we address the con dence calibration problem in a more holis-
tic framework. We rst identify a major missing component in con dence calibra-
tion, that is, the lack of consideration of the entire predictions of a neural network.
We introduce a new generalized de nition of calibration that captures how well all
scores in the output of a neural network represent the actual likelihood of the in-
put belonging to the corresponding classes. Motivated by directly optimizing the
objective of con dence calibration, we propose class-similarity based label smooth-

ing. The similarity between classes is computed, which is then used to approximate
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the optimal distribution that achieves the perfect calibration. We adopt several
similarity metrics, including one that is based on the semantics of the classes, and
demonstrate that our method signi cantly outperforms other techniques. We also
show that the proposed label smoothing outperforms the uniform label smoothing

in terms of predictive uncertainty on out-of-distribution and random data.
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Chapter 4: Improving Calibration of Robust Models via Prototypical

Learning

4.1 Introduction

Deep Neural Networks have progressed rapidly in recent years and this has led
to their widespread deployment in a wide variety of real-world systems [13, 94, 95,
110{112]. However, many current multi-class classi cation networks, in particular,
are not always reliable. They were shown to be susceptible to adversarial attacks:
imperceptible but carefully chosen perturbation added to the input can cause mis-
classi cation [17{19]. Recent works have also shown that modern deep neural net-
works are poorly calibrated: they are overcon dent in the sense that the probability
values that they associate with the predicted class overestimate the likelihoods of
those class predictions being actually correct [63, 64].

Both of these are major problems, especially in real-world safety-critical appli-
cations. Adversarial vulnerability leaves an opportunity for a malicious attacker to
cheat the system, and the decision-maker or downstream components cannot trust
the predictions if a model is poorly calibrated. These issues have gained signi cant

attention and there are numerous works trying to improve the adversarial robust-
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ness [19,24,25,50,92,99] or the con dence calibration of a network [62,63,73,75,76,
133]. However, a network remains unreliable with only one issue mitigated.

In this chapter, we try to bridge this gap by proposing a technique that im-
proves both the adversarial robustness and con dence calibration performance of
a model. In our approach, we rst learn a representation space using prototypical
learning which bases its classi cation on the distances between the representation of
a test sample and the prototype representations of each class. Then we use the dis-
tances as the con dence target and train a con dence prediction module jointly. The
intuition is that the distance between a sample representation and a class prototype
representation contains important information that a model uses for classi cation,
we can utilize this information to guide our con dence probability estimation. The
further away a sample is from a prototype, the less likely it belongs to that class
therefore a smaller estimated probability. For multiple types of inputs, e.g. clean
samples, adversarial examples with di erent types of constraints, we use a dedicated
prototype for each type. Every type of input lies in a local cluster in the represen-
tation space, and using separate class centers provides the most accurate con dence
estimations. We demonstrate the e ectiveness of our approach through experiments

on various datasets and network architectures.

4.2 Related Work

Improving adversarial robustness has been explored extensively [19, 24, 25, 48,

50,92,99,134]. Adversarial training [25] is the most widely adopted approach. It uses
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iterative gradient descent with random restarts to optimize adversarial examples and
injects them into training samples to strengthen a network. TRADES [48] optimizes

a theoretical upper bound to trade adversarial robustness o against accuracy. Free
adversarial training [134] signi cantly accelerates adversarial training yet achieves
comparable robustness performance.

There is also a great deal of recent works trying to improve con dence cali-
bration [62,63,68,69, 73,75, 76,133]. Post-hoc calibration methods use parametric
or non-parametric models to transform the network's predictions based on a held-
out validation set to improve calibration. More recent advances include Dirichlet
calibration [70], ensemble temperature scaling [66], mutual information based bin-
ning [71], spline recalibration [72], focal loss [73], and accuracy versus uncertainty
calibration [135]. Non-post-hoc methods are mostly based on adapting the training
procedure, including modifying the training loss [73], label smoothing [74,75], and
data augmentation [76, 77].

Con dence-Calibrated Adversarial Training [136] combines adversarial train-
ing with label smoothing. They adjust the label smoothing strength according to
the perturbation constraint such that stronger adversarial examples are assigned
lower con dences during training in order to improve the model's generalization to
unseen attacks. Adversarial Robustness based Adaptive Label Smoothing [137] set
the label smoothing factor based on the model's robustness on a set of adversar-
ial examples in order to improve the standard con dence calibration performance.
These two works are mostly related to this work in the sense of making a connec-

tion between adversarial robustness and con dence calibration, however, their main
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Figure 4.1: Overview of the proposed model. A prototypical network and a con -
dence prediction network are jointly trained.

goals and approaches di er signi cantly from ours.

4.3 Approach

In this section we describe our approach based on prototypical learning. Fig-

ure 4.1 provides an overview of our method.

4.3.1 Notation

We denote the set of training sampleS = f(X1;Vy1); 5 (Xn; Yn)g Where eachx;
is the input example andy; 2 f 1;::;; Kg is the corresponding label. We denot8P =
f (xT3y1); 5 (XP; yn)g the set of adversarial examples generated using the standard
Projected Gradient Descent (PGD) approach undel, constraints from samples in

S. f is the prototypical network, and g is the con dence prediction network.
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4.3.2 Prototypical Learning

We follow the standard episodic training approach in our model. At every
training update, we randomly sample a support seBy, = f(X1;Y1); 5 (Xmk ; Ymk )9
that contains m examples for each of th& classes and a query s€ = f(X1;y1); 25 (Xq; Yo)9
containing di erent examples from theK classes.

Prototypes, or class centers, of each class is the mean vector of the represen-

tations of the samples in the support se§,, belonging to its class:

X
f (xp) (4.2)

Yi=K;(Xi;¥i)2Sm

1
%= m
wheref (Xx;) is the encoded inputsx; in the representation space.

Given a distance functiond, prototypical networks produce a distribution over
class for a query pointx based on a softmax over distances to the prototypes in the

representation space:

_ po0( d(f (9:0))

“exp(_dif (x); ) (42)

p (y = Kkix)

The query samples are classi ed based on their distance to each class center in the
representation space. We usk distance for metricd.

Learning proceeds by minimizing the negative log-probability( ) = logp (y =
kjx) of the true classk via SGD. Training episodes are formed by randomly selecting

a subset of examples within each class to act as the support set and a subset of the
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remainder to serve as query points.

This training scheme minimizes intra-class distances while maximizing inter-
class distances. As a result, samples within the same class are encouraged to be
mapped close in the representation space while far from samples of other classes.

At inference, the class centers are calculated by by averaging the representa-

tions of all corresponding samples in the training set for all classes:

f (xp) (4.3)

where jkj denotes the number of training samples in clads Then, for any given
test samplex;, the prediction of the label ofx; is the class thatx; is closest to in

the representation space:

% =arg mlin d(f (xi); &) (4.4)

We can see that the closer an input is to its ground-truth class center, the more likely
it is correctly classi ed, therefore should have a higher predicted con dence; while
the further away it is from its ground-truth class center the less likely and a lower
predicted con dence. This indicates that the this distance is strongly correlated
with the desired con dence output, which is our intuition for using the distance to
calibrate the model's prediction output. In the next section we will introduce the

details of our con dence prediction method.
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4.3.3 Con dence Prediction

We rely on the distance between a sample representation and the corresponding
class center to calibrate the con dence prediction. First, for a sampbe for which
the ground-truth class isy = k, we use the softmax normalized distances between
f (x) and ¢ as our target output con dence:

o, = p&PL d(f (:6)) @s)

rexp( d(f (x);a))

However, since the ground-truth class is unknown at inference, if we simply use
the predicted class center for con dence prediction, a mis-classi ed sample would
introduce a large amount of calibration error. For example, if this sample is incor-
rectly classi ed as clask® then we havesyo > s\, which results in high con dence
prediction for mis-classi ed samples if we outpusyo as the predicted con dence.
Therefore, we jointly train a con dence prediction networkg . The inputto g
is the learned representations from the prototypical network (x), and output is the
predicted probability distribution for all classes. The loss function of the con dence

prediction network is

X
J()= tilog(g (f (x))) (4.6)

k=1
which is the cross-entropy loss with the target output. We set the target probability

for the ground-truth class to be the desired con dencsy, and randomly sampled
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values for non-ground truth classes:

tk = Sk

4.7)
= 2 SN (O:1): 16k
I_ K 1 1 )

and t is normalized to sum to 1. Under this scheme, the con dence prediction
network is trained to follow the guide of the learned distances and produce calibrated
probabilities associated with its predictions.

Overall, our model loss is

L(C; )=3(0)+ 3 () (4.8)

which is optimized by SGD jointly.

For the choice of the weight parameter , instead of using a xed value, we
propose to use a con dence-based weight for each sample. As we have discussed, the
reason for the con dence prediction module is to prevent poor calibration on mis-
classi ed samples. Therefore, we would like the module to focus more on samples
that are more likely to be incorrect, i.e., the samples that are closer to the model's

decision boundary. For inputx, we set the weight parameter is

- < (4.9)

where s is the target output probability for sample x and is a scaling factor,

which determines the relative weight of the con dence prediction loss. With this
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de nition of , if an input is close to the decision boundarys, is small and it will

contribute more to the training of the con dence prediction module.

4.3.4 Adversarial Training

Finally we introduce our adversarial training method. We follow the stan-
dard adversarial training scheme, where we rst generate adversarial examples that
maximize the model loss and then inject them in the model training procedure.

Speci cally, we use PGD to nd adversarial examples undel, constraint cor-
responding to each sample in the query set by maximizing the model's total loss
L

x°=arg  nax L(; ) (4.10)

X0 xkp

and replace the original query set with the generated adversarial samples to train

the model.

4.4 Experiments

In this section, we perform numerous experiments to demonstrate the e ec-
tiveness of the proposed approach and show that our model is able to achieve both

adversarial robustness and con dence calibration.

441 Setup

We perform experiments on CIFAR-100 [127] dataset and Tiny-ImageNet [128]

dataset using various architectures: DenseNet (DN), ResNet (RN), and WideRes-
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Net(WRN). For all experiments, the network architectures and all parameters are
identical for all methods. For CIFAR-100, we use DenseNet-161, ResNet-18, and
WRN with f16; 16; 32, 64g lters respectively. For Tiny-ImageNet, we use DenseNet-

161, ResNet-34, and WRN-50-2.

4.4.2 Evaluation Metrics

We evaluate our models in standard accuracy, adversarial robustness, and
calibration error.

We follow the standard de nition of accuracy. For robustness, at test time, we
generate white-box adversarial examples using PGD undgy constraint as shown
in Equation 4.10, which is the same as during training.

We use the standard histogram-based ECE metric to measure calibration error.
The model's output probabilitiesp; are grouped intoM interval bins, wherep; is the
model's output con dence for sample with class predictionk. Let B, be the set of
indices of which the con dence falls into binrm, i.e. p; 2 (mTl; w1 The likelihood

and con dence ofB,, are de ned as

1 X
accBm) = —— 1(yi = k)
JBm] i2B
" (4.12)
1 X
confBy) = —— pi
m)

wherey; is true class label for samplé. The histogram-based ECE is de ned as

X/I . .
Histogram ECE = JBijjacc(Bm) conf(Bn)j (4.12)
m=1
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A smaller ECE indicates a better calibrated model over all the possible output

labels. We use the standard number of interval binM = 15 following [63, 75].

4.4.3 Comparing Methods
We compare our proposed method to:

" Projected Gradient Descent (PGD) [25]. PGD is the standard adversar-
ial training approach by generating adversarial samples that maximize the

model's cross-entropy loss and using them to train the model.

" TRADES [48]. Instead of adversarial training, TRADES adds a regularization
term encourages the output to be smooth, that s, it pushes the decision bound-
ary of classi er away from the sample instances via minimizing the di erence

between the prediction of natural example and that of adversarial example.

" Con dence-Calibrated Adversarial Training (CCAT) [136]. CCAT is an ap-
proach trying to make the model generalizing to unseen threats by biasing the
model towards low con dence predictions on adversarial examples. It com-
bines adversarial training with label smoothing where the smoothing factor
is determined by the adversarial perturbation, such that stronger adversarial

examples are encouraged to be predicted with lower con dence.

4.4.4 Con dence Calibrated Robust Models

In this experiment, we considef, adversarial examples train and evaluate the
models. We use 7 PGD steps for CIFAR-100 and 5 steps for Tiny-ImageNet. We
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show the results on the two datasets in Table 4.1. We report the standard accuracy

on clean samples and robustness on adversarial inputs, as well as the corresponding

standard histogram-based expected calibration errors (ECE).

CIFAR-100 Tiny-ImageNet

Model Method Clean Adversarial Clean Adversarial
Acc ECE | Rob ECE| Acc ECE | Rob ECE

PGD 62.87 15.36 27.20 5.42| 44.39 12.75 21.37 4.90

DN TRADES | 60.14 14.81] 28.59 6.01| 42.82 12.33 23.58 5.01
CCAT 59.59 13.09 26.37 4.82| 42.31 11.41 20.85 4.52

Ours 62.24 2.28 | 2498 1.17 | 44.68 2.43 | 19.97 1.59

PGD 58.84 13.75 24.09 5.07| 47.02 14.13 20.26 4.32

RN TRADES | 56.53 13.29 25.99 5.51|44.97 13.87 22.10 4.27
CCAT 57.05 12.74 23.87 4.16| 43.58 11.05 19.46 3.34

Ours 59.22 1.85 | 22.48 0.89 | 47.53 257 | 19.82 1.20

PGD 61.92 14.88 26.60 5.36| 46.83 13.66/ 22.75 4.88

WRN TRADES | 58.27 14.55 28.01 5.58| 43.27 13.58 24.74 4.95
CCAT 58.62 12.75 25.80 4.39| 42.60 10.57 21.39 3.76

Ours 62.07 2.13 | 24.46 1.04 | 4590 2.21 | 21.02 1.67

Table 4.1: Accuracy (Acc), adversarial robustness (Rob), and expected calibration
error (ECE) on CIFAR-100 and Tiny-ImageNet.

We can see from the results on both datasets, our proposed method signi -

cantly outperforms all comparing methods in terms of both accuracy and con dence

prediction on clean input samples. For adversarial inputs, our method generates

well-calibrated probabilities although the robustness is slightly lower but still com-

parable with PGD and TRADES. CCAT uses soft labels during training therefore

the calibration is better than the other two methods but is signi cantly worse than

our method.
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Clean

I, I, I,
At Method Acc ECE| Rob ECE| Rob ECE| Rob ECE
PGD 7132 16.75 35.10 11.93 31.68 11.59 36.54 12.37
TRADES | 69.47 15.45 37.80 12.62 32.87 12.05 37.23 11.40
DN CCAT 67.02 12.25 33.98 10.15 29.76 9.18| 34.85 10.02

Ours (Single) | 70.99 7.46| 32.09 7.90| 2759 6.16|31.32 7.40
Ours (Separate)| 71.77 4.45 | 33.78 3.37 | 30.59 3.52 | 32.04 3.16

PGD 67.15 14.14 31.98 10.43 27.52 10.17 32.67 11.08
TRADES 65.78 13.11 33.83 11.07, 29.31 10.94 33.61 11.37
RN CCAT 64.76 11.12 29.56 8.73| 25.61 8.25| 30.07 9.22

Ours (Single) | 68.17 7.67| 27.92 5.48| 24.62 6.08| 28.80 6.77
Ours (Separate)| 68.05 4.22 | 29.33 2.41 | 26.15 3.28 | 30.42 3.04

PGD 69.85 14.20 33.05 10.13 29.97 10.48 34.44 11.72
TRADES 66.51 14.07 34.83 11.49 31.46 10.85 36.42 12.33
WRN CCAT 65.92 11.20 31.95 8.43|28.89 8.67|33.18 9.83

Ours (Single) | 69.43 7.32| 28.07 5.19| 25.33 7.30| 28.89 7.51
Ours (Separate)| 69.92 4.77 | 31.05 3.10 | 28.19 3.08 | 32.87 3.98

Table 4.2: Accuracy (Acc), adversarial robustness (Rob), and expected calibration
error (ECE) on CIFAR-10 for di erent types of adversarial examples.

4.4.5 Calibration on Multiple Types of Adversarial Examples

In this section, we generate 3 types of adversarial examples undier |, and |,
constraint respectively. We use all three types of adversarial examples to train the
models so that they are robust against all three types of adversarial attacks. Since
the robustness on a single type of adversarial is already relatively low on CIFAR-100
and Tiny-ImageNet, we choose CIFAR-10 in this experiment. For this experiment,
we propose another variant for our method. Instead of having a single prototype
for each class, we use separate class centers for each types of adversarial examples
and one for the clean input, that is, 4 prototypes per class. After the model is

fully trained, we run the model for an extra epoch to generate the three types of
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adversarial examples for all training samples, and then compute the average as the
aforementioned 4 prototypes. We will compare our method with the single and
separate class centers and show the advantage. The results are shown in Table 4.2.
We can see that both variants of our method o er signi cant improvements on
calibration across all types of inputs. By comparing the results of the two variants,
we can see that using separate centers has a noticeable improvement over using
single centers in terms of both robustness and calibration. The model with separate
centers has a more accurate distance information which results in the improvement.
We note that similar with the results in Section 4.4.4, the excellent calibration
performance of our models comes with a small cost of robustness, but they are still
very comparable with other methods. This result also demonstrates the possibility
for our model to generalize to even more types of inputs and achieving accurate

calibration.

4.4.6 E ectiveness of Con dence Prediction Module

In this section we show that the con dence prediction module is essential in
our model. We rst show the results of simply using the softmax normalized dis-
tance between a sample representation and the nearest class center as the predicted
con dence in Table 4.3. We choose WRN model and compare our models with
baseline PGD.

We can see that without the con dence prediction module, the gain in cali-

bration performance is mininal comparing to the baseline model.
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CIFAR-100 Tiny-ImageNet
Model Method Clean Adversarial Clean Adversarial
Acc ECE | Rob ECE| Acc ECE | Rob ECE

PGD 61.92 14.88 26.60 5.36| 46.83 13.66 22.75 4.88
WRN Ours 62.07 2.13 | 2446 1.04 | 4590 2.21 | 21.02 1.67
Ours (w/o) | 61.38 13.75 24.72 4.55| 45.25 11.46 21.16 4.15

Table 4.3: Accuracy (Acc), adversarial robustness (Rob), and expected calibration
error (ECE) on CIFAR-100 and Tiny-ImageNet for PGD, our model, and our model
without the con dence prediction module.

Next, we perform an experiment which shows that our method is able to lower
the prediction con dence on mis-classi ed samples. We use the WRN model in
Section 4.4.4 and compute the average prediction con dence on correctly classi ed

samples and mis-classi ed samples. We show the results in Table 4.4.

Method | Correct Samples| Incorrect Samples

PGD 0.62 0.46
TRADES 0.61 0.46
CCAT 0.58 0.41
Ours 0.58 0.22

Table 4.4: Average prediction con dence on correctly and incorrectly classi ed sam-
ples.

Table 4.4 shows why our method is better calibrated than other methods. It
is able to generate high con dence on correctly classi ed samples, while the pre-
dicted con dence on mis-classi ed samples are signi cantly lower. In the case of
a mis-classi cation, all existing methods will associate it with the highest output
probability. While in our model, according to our design of the con dence predic-
tion module, it will generate a low con dence since the distance between the sample

representation and class center will be longer.
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4.4.7 E ect of Parameter

In this section we explore the e ect of the parameter , which controls the
relative weight of the con dence prediction module loss. We train the WRN model
on CIFAR-100 with 2 [0;1]. For = 0, this corresponds to a model without a
con dence prediction module and we simply use the distance from a sample repre-
sentation to the closest class center as the predicted con dence. We show the results
in Figure 4.2.

From Figure ?? we can see that initially after adding the con dence prediction
module and increasing , ECE decreases rapidly. This again demonstrates that the
e ectiveness of the con dence prediction module. Whiléeta keeps increasing the
calibration performance slowly becomes worse, but still signi cantly better than
small values. From Figure?? we can see that both the standard accuracy and
adversarial robustness are not a ected much by this parameter. This is shows that
although our model is end-to-end trained, the con dence prediction loss mainly
a ects the module itself, while the class prediction is generated by the prototypical

network and the resulting representation.
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Figure 4.2: E ects of parameter . (a): Expected calibration error (ECE) relative
to (b): Accuracy relative to

45 Conclusion

In this paper we propose to a method to signi cantly improve the calibration
performance of a adversarially robust model. We rst learn a representation space
using prototypical learning for which the distance from a sample representation to
a class prototype are used in classi cation. We then use the distance information to
train a con dence prediction network to encourage the model making a calibrated
prediction. We demonstrate through extensive experiments that our method is able
to improve calibration performance of a model while maintaining a comparable

accuracy and robustness level.
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Chapter 5: LEICA: Laplacian Eigenmaps for Group ICA Decompo-

sition of fMRI Data

5.1 Introduction

Functional magnetic resonance imaging (fMRI) studies have shed light on the
overall functional organization of the brain. For example, resting state studies have
revealed the existence of a number of intrinsic functional networks, including the
\default mode" and \salience" networks [138{140]. These studies have also led to
the discovery of speci ¢ patterns related to brain disorders [141{143], age [144], and
gender [145].

The determination of large-scale patterns of brain activity is a challenging
problem due to several factors, including the high-dimensionality of the data, var-
ious noise sources, and inter-subject variability. The most widely used approach
to capture group-level functional connectivity is based on Independent Component
Analysis (ICA) [9], which is a data-driven approach that assumes the existence of
statistically independent latent features, called sources, which can generate the data
through linear mixtures. However, ICA does not naturally provide a suitable method

for drawing inferences about groups of subjects [146], which has led to the devel-
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opment of several multi-subject approaches that are partly based on ICA. These
approaches revolve around a few strategies. One method is to concatenate the data
from multiple subjects along the temporal dimension [89] followed by the use of Prin-
cipal Component Analysis (PCA) [8] to reduce the dimensionality of the data, and
ending with the application of ICA to extract spatial features common at the group
level. The tensorial extension to ICA [90] uses a three-dimensional tensor to esti-
mate shared spatial patterns and time courses between subjects, and subject-speci ¢
loadings of the components to capture the multidimensional structure of the data.
In [91], a general framework is proposed for using the expectation maximization
algorithm to estimate an unconstrained mixing matrix for the group-level indepen-
dent components. Finally, canonical ICA [87] uses Canonical Correlation Analysis
(CCA) to nd components that maximize cross-correlation before applying the ICA
step.

Two methods involving temporal concatenation of the data include GIFT [89]
(http://icatb.sourceforge.net/ ) and MELODIC [147] (http://fsl.fmrib.ox.
ac.uk/fsl/fslwikiiMELODIC/ ). GIFT approximates the PCA of the group tem-
porally concatenated data by rst reducing each subject's dataset to dimensian,
and then running the PCA on the concatenation of the principal components across
all subjects to further reduce temporal dimensionality. MELODIC, however, uses an
incremental approach called MELODIC's Incremental Group PCA (MIGP) [88] to
implement the approximation. Although MELODIC and GIFT have been broadly
used for group level fMRI analysis, they are not without limitations as will be ex-

plained next.
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These ICA-based strategies involve the use of PCA to reduce the dimension-
ality of the data. PCA is basically a linear projection of the original data onto a
low-dimensional subspace in such a way as to retain most of the variance of the data.
However, PCA does not distinguish between variance due to noise versus variance
due to inherent underlying signal variations. Moreover, there is no principled jus-
ti cation for using the variance as the basis for data reduction based solely on a
linear transformation. The BOLD signal is a complex function of neural activity,
oxygen metabolism, cerebral blood volume, cerebral blood ow, and other physiolog-
ical parameters [148]. The dynamics underlying neural activity and hemodynamic
physiology involve multiple nonlinearities [149{151], a fact that has motivated the
exploration of nonlinear approaches for fMRI analysis [152,153]. To the best of our
knowledge, nonlinear models have not been proposed to extract common spatial
patterns for multi-subject fMRI analysis.

Several nonlinear dimensionality reduction approaches have been successfully
used to address a wide range of applications [154]. Kernel PCA [155] maps data to a
feature space using a nonlinear transformation (kernel) and performs linear PCA in
the feature space. Isomap [156] is based on computing a low dimensional representa-
tion that tries to preserve the pairwise geodesic distances, which are approximated
by the pairwise shortest paths between corresponding points. Maximum variance
unfolding (MVU) [157] computes a low-dimensional manifold such that local dis-
tances and angles are preserved. Locally linear embedding (LLE) [158] is based
on the geometric intuition of local linearity, which assumes that each point and its

neighbors lie on an approximately linear patch of a low-dimensional manifold. The
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mapping is computed by trying to preserve linearity locally, such that each point has
the same neighborhood structure as in the high-dimensional space. A technique of
a di erent avor is the t-distributed stochastic neighbor embedding (t-SNE) [159],
which captures similarities between pairs of high-dimensional points through a prob-
ability distribution, followed by determining a mapping to a lower-dimensional space
that achieves a similar distribution. Laplacian eigenmaps [160] project data into a
low dimensional Euclidean space such that local proximity relations are preserved
as much as possible, mapping close points in the original space to close points in the
low-dimensional space. Of these techniques, Laplacian eigenmaps appear to be the
most suitable for fMRI data since its overall objective function can be expressed as
minimizing
X
kyi ;KW (5.1)
j

where y;;y; are the low-dimensional vectors corresponding to pointsj in the
original space, andV; is a proximity measure of points andj in the original space.
If we chooseW; to be the zero-thresholded correlation between voxelsand j in
the original space, this nonlinear projection maps voxels with strong correlations to
nearby points in the low-dimensional Euclidean space. Correlations between voxels
in fMRI data reveal functional relationships and hence contain the information that
can be used to construct functional networks.

We note that Laplacian eigenmaps have been successfully used in analyzing

fMRI data [161,162]. Our approach di ers from earlier studies in that they are ROI-

based methods focusing on speci ¢ networks using prior brain-related knowledge,
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while our framework makes use of ICA to extract intrinsic networks for general fMRI
datasets.

In this chapter, we propose a group-level model that uses Laplacian eigenmaps
as the main data reduction step, which preserves the correlation information in the
original data as best as possible. The nonlinear map is robust relative to noise in
the data and to inter-subject variability. After the Laplacian eigenmaps transfor-
mation, ICA is applied to the reduced data to estimate spatial features, followed by
thresholding to extract group-level independent spatial maps. We call our algorithm
LEICA (Laplacian Eigenmaps for group ICA decomposition).

The rest of the chapter is organized as follows. In section 5.2, we present
the details of our algorithm and inference method, and describe several tests used
to validate our method and compare the results with state-of-the-art methods. In
section 5.3, we show the corresponding test results on both resting state and working
memory task fMRI datasets for 100 subjects from the Human Connectome Project.

Finally, in section 5.4, we discuss our results.

5.2 Materials and methods

5.2.1 Group ICA model

Spatial ICA assumes that the observed fMRI data are generated by a lin-
ear mixture of spatially independent components. The underlying model can be
expressed as:

X = MA (5.2)
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where X is the observation matrix whose columns represent the time series corre-
sponding to the voxels,A consists of the corresponding independent sources, and
M is the mixing matrix. We note that (5.2) does not include a noise model, but
fMRI data is inevitably confounded by noise. Moreover, as stated, the model is not
suitable for multi-subject fMRI analysis.

Noisy group level ICA models have been proposed in the literature. Let
fXn;n = 1;2::;Ng be the fMRI data of N subjects with n being the subject
index. X, has dimensionalityT V, whereV is the number of voxels andT is
the number of time frames. To handle noise, group ICA models have the following
form:

X =UA+E (5.3)

where X = [X] XJ ::X{]" is the NT V data matrix formed by temporally
concatenating data acros# individuals, A consists of the group-level independent
sources,U is the group mixing matrix, and E is the noise. Existing methods di er
in the assumptions and procedures used to estimate the group mixing mattikxand
the noiseE.

In temporal concatenation ICA [89, 163], the group mixing matrix has form

U = PM and the group model becomes

X =PMA+E (5.4)

where P is estimated by PCA on the concatenated group data matrix andMA
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consists of the group-level principal components, which are assumed to be a linear
subspace of the sources. Low variance components are considered as noise. The clas-
sic noise-free ICA is then used to estimate the mixing matril and the independent
sourcesA.

In the tensor ICA approach [90], the group mixing matrix is de ned to have the
Khatri-Rao product structure U = Mj j R whereM is the subject-speci c loading
of the group components anR is the time course associated with the independent

components. The group model can now be expressed as

X =(Mj j RIA+E (5.5)

where the data are modeled as a trilinear product of group-level independent sources
A, associated with common time courselR and subject-speci ¢ loadings contained
in M, corrupted with additional noiseE.

In the unied framework [91], no assumption about the structure ofU is
made but instead it is estimated using the expectation maximization algorithm that
maximizes the expected likelihood that the observed data is generated by this model.
The noise is modeled by a zero-mean multivariate Gaussian distribution.

Canonical ICA [87] tries to handle noise in a hierarchical fashion in the sense

that individual observation noise and subject variability noise are estimated succes-
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sively. The group mixing matrix has the form:

2 32 3
P, 0 O Q1
0 Qn

0 Pn

where the P;'s are the loading matrices for individual principal components esti-
mated by PCA, and the Q;'s are the loading matrices for the common group prin-
cipal components estimated by CCA, which determines components that maximize
cross-correlation.

We propose in this work a new model, called LEICA, based on the assumption
that the linear mixture of independent sources lies in a low-dimensional manifold
that cannot be captured by linear models. We do not make explicit assumptions
about the group mixing matrix either, but address the noise problem through the
construction of a similarity graph. Our overall model can be expressed as:

Y = MA
(5.7)

X= XNY)+E

where is a nonlinear embedding. We propose to use the Laplacian eigenmaps

algorithm to learn this embedding as explained next.
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Figure 5.1: Processing steps used by LEICA. The correlation matrices corresponding
to individual subjects (1 throughN) are computed rst, followed by averaging across
subjects, and constructing the group-levek nearest neighbors KNN) correlation
matrix (the latter is always a sparse matrix). This matrix is used to compute
normalized Laplacian eigenmaps followed by the application of the ICA algorithm.

5.2.2 Dimensionality reduction using Laplacian eigenmaps

Laplacian eigenmaps constitute a nonlinear dimensionality reduction technique
that is based on determining a low dimensional representation of a high dimensional
dataset, which preserves locality information as much as possible. It maps similar
data points to nearby points in Euclidean space.

We start by normalizing the data of each subject. Thenwe let =[x X2 1Xv],
wherex, 2 RNT is the concatenated time series for voxelacross the subjects. The
procedure of using Laplacian eigenmaps to derivedadimensional embedding of the
voxels is as follows.

First we construct a group-level weighted similarity graphG = (V; E) with

the nodesV representing the voxels and the weights of the edgés are pairwise
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similarities chosen to be the Pearson's correlation coe cient

i xi) (X; Xj)
NT ;|

rij = (5.8)
whereXx;; X; are the sample means of;;x; and ;; ; are the sample standard de-
viations of x;; X;. To avoid explicitly considering the group-concatenated data, the
group-level correlation matrix is computed by averaging the subject-level correlation
matrices, as the data of each subject have already been normalized.

For each voxelv 2 [1;:::; V], we determine thek nearest neighbors sel N (v)
of v consisting of thek voxels with the largest correlations withv. We then compute

the following weight function

rj ifi 2NN (j)orj 2NN (i)

Wij = (59)

W AW

0 otherwise

wherer; is the Pearson's correlation coe cient of voxeli and j. By considering
only positive correlationsr;, negative correlations are not included in a voxel's
nearest graph, which also re ects the intuition that anti-correlated voxels are less
likely to participate in the same network [164].

The choice ofk needs to be carefully considered. K is chosen to be too
small, the graph will not contain su cient local connectivity strengths for all voxels,
and thus the low-dimensional embedding will not capture enough information. In

contrast, if k is too large, many weak connections will be included in the graph and
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the graph will be more subjective to noise and inter-subject variation. Picking a
suitable k is a trade-o between connectivity information and noise, and the best
value depends on the data. We will describe our approach later, which always leads
to a sparse graph.

Once the graphG is constructed, we compute the normalized graph Laplacian
L=1 D ¥wpDp *? (5.10)

P
whereD is diagonal degree matrix whose entries are de ned [y; = j Wi . The
matrix L is also called the normalized Laplacian. Then we compute the smallest

few eigenvalues and corresponding eigenvectors.of
Lf = f (5.112)

Let fqo;f ;54 be thed+ 1 eigenvectors corresponding to the eigenvalues ordered
as 0= 1 4- The eigenvectorf o corresponding to eigenvalue O is a
constant vector, so we use the othet eigenvectors to form embeddings of the original
data. Vectory, = [f1(V);fo(V);:::fq(V)]T 2 RY is the d-dimensional embedding

for x.

5.2.3 Group-level spatial maps

After embedding the data into a lower dimensional manifold, we obtain a

d V matrix Y =[hyh;:::hy]in which each row corresponds to an eigenvector as
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described in the previous section. We now model this matriX as a linear mixture
of a number of spatial independent features as indicated in equation (5.7). The
common independent spatial featureé can be extracted by applying ICA.

The overall LEICA work ow is illustrated in Figure 5.1.

The resulting spatial components extracted by the ICA are continuous val-
ues at each voxel, and hence some form of thresholding is employed to determine
the nal spatial maps. Group t-test based and mixture-model based thresholding
methods have been proposed in the literature and used in GIFT and MELODIC,;
these methods are applicable to our model as well. But it has been shown that a
simple thresholding approach based on the absolute values of the voxels also works
well [87] and is consistent with the FastICA algorithm that we use. Therefore our
thresholding procedure consists of converting the spatial components Zoscores

(zero mean and unit variance) and then thresholding based on absoluevalues.

5.2.4 Evaluation strategies

In this section, we introduce a number of approaches to evaluate our model,
which will be applied to resting state and working memory data sets of the Human
Connectome project [165]. Given the extracted group-level spatial maps, we show
that thresholded spatial maps capture important qualitative properties of resting-
state networks, as well as functional organization compatible with working memory
task execution. Furthermore, the results are comparable to those obtained with

state-of-the-art methods. Next, we show that our model is able to extract more
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functionally cohesive and stable spatial components than other methods, and ex-

hibits better generalizability from smaller subgroups.

5.2.4.1 Similarity with other methods

The current state-of-the-art and most widely used tools to tackle the prob-
lem addressed here are GIFT and MELODIC. The two toolboxes implement the
same concatenated ICA model with slight variations on how the group-level PCA
estimation and thresholding are conducted. While their results are comparable,
MELODIC seems to have better reproducibility due to the instability of GIFT's t-
test based thresholding [87]. Hence, we focus our comparison with MELODIC (but
also show results for GIFT). Our model employs di erent estimation and inferencing
procedures than MELODIC. In addition, the nal values of the spatial maps in our
model areZ-scores based on the absolute strengths of the ICA components, while
the values in MELODIC are Z-statistics based on mixture modeling [147]. Thus,
we compare thresholded maps which are positive with di erent magnitude ranges in
the two models. We use the cosine similarity measure to compare the corresponding
thresholded maps, a commonly used similarity measure in high-dimensional positive
spaces.

Speci cally, after generating the spatial maps from both models, we apply the
corresponding thresholding procedures (the threshold values are adjusted such that
the spatial maps have approximately the same number of voxels on average). agt

a, be the two thresholded spatial maps from the two models; the cosine similarity
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is de ned as:

a a

= Karkokaoks (5.12)

5.2.4.2 Functional connectivity structure

Functional MRI data have been used to capture large-scale functional connec-
tivity structure in the brain. Voxels in the same intrinsic functional network are
expected to have similar activity patterns, which translates into correlated voxel
time series. In fact, most seed-based analysis [166] and clustering approaches [167]
are based on this assumption. We develop an approach to capture the functional
connectivity pro le of each spatial map as follows.

Let the rows of the matrix A be a set of thresholded spatial maps, and let
W be the full correlation matrix of all pairs of voxels, averaged over all subjects.
The i-th row (or column) of W is the correlation between voxel and the rest of
the voxels. We de ne the correlation maps corresponding to the given thresholded
spatial maps by:

As=A W (5.13)

The i-th row of A; de nes in a certain sense the correlation prole of tha-th
spatial map in A. That is, each component of this pro le is the weighted sum of the
correlations of all the voxels for the spatial component, weighted by the magnitude
of the corresponding voxel. Note that our approach di ers from commonly used
measures such as the average correlation of the voxels in a region of interest (ROI)

[168,169]. Note also that the magnitude of a voxel in a spatial component indicates
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the importance of this voxel for this component. This weighted sum provides a
normalized correlation map for each spatial component over all voxels. It should be
pointed out, however, that using average and weighted average correlations generates
very similar results.

After generating As, we can thresholdAs to maintain only the strongest cor-
relations, followed by comparing the thresholded correlation maps with A. If
A represents inherent functional connectivity networks of the brain, we expect the
voxels in each spatial component to be highly correlated with the voxels in the same
component, and we expect the correlations with the rest of the voxels to be rela-
tively weak. Therefore, the thresholded correlation map\s should be very similar
to A. If Ag is not similar with A, this would indicate that there are voxels outside
the component that are very correlated with the voxels in the component. Finally,
the similarity measure we use to comparfs and A is the average cosine similarity

over all the corresponding pairs of spatial maps betweéex; and A.

5.2.4.3 Reproducibility and consistency

We introduce two tests to evaluate the reproducibility and consistency of our
method. Similar tests have been proposed in [87].

Let A;, A, be the matrices de ningd extracted spatial maps using two di erent
sets of subjects from the same dataset (\population™). Each row corresponds to a
non-thresholded spatial map that has been converted to zero mean and unit norm.

We de ne the cross correlation of the spatial maps to be the matriC = A;Al.
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Each elementC;; is the Pearson correlation coe cient of thei-th row of A; and the
j -th row of A,; hence,C; =1 if and only if the two components are identical. As

in [87], we use the the parameter
1 T
p= atr (cchH) (5.14)

to estimate the overlap of the two subspaces spanned by the rowsAf and A,.
The value ofp quanti es how similar the two subspaces are, although the individual
spatial maps may di er signi cantly even when the two subspaces are similar.
Another measure corresponds to the one-to-one matching of the components.
Let A1, A, be two matrices such that each row is a thresholded or non-thresholded
spatial component with zero mean and unit norm, and¥;, A, be respectively row

permutations of A; and A,. We de ne the average one-to-one matching score to be
1 T
g = max( atr (A1A3)) (5.15)

corresponding to all possible row permutations of the two matrices. In this case, we
are matching the rows ofA; and the rows ofA, such that the overall correlation
score is maximized.

To evaluate our model, we evaluate the and g measures for several scenarios.
Let S be the complete dataset withiN subjects, and letS;, S, be two sets of subjects
selected at random from the complete dataset. We run our algorithm and both

MELODIC and GIFT on the two groups S; and S,. We then compute thep scores
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on the non-thresholded spatial components and thg scores on both thresholded

and non-thresholded spatial components. The two groups are selected as follows

1. S;, S; are two subgroups randomly selected fro® each withf N=5; 3N=10, 2N=5; N=2g

subjects.

2. S; is a subgroup randomly selected fror® with

f N=5; 3N=10; 2N=5; N=2g subjects,S, = S.

Both experiments are repeated with random selection of subgroups and the
averaged scores are reported. Test results from 1) illustrate how reproducible the
model is, with varying number of available subjects. Results from 2) illustrate the

consistency between a small subgroup and the whole group.

5.2.5 fMRI datasets

We use two fMRI datasets to evaluate the methods described above: a resting

state fMRI dataset and a working memory task fMRI dataset.

5.2.5.1 Resting state fMRI dataset

The resting state fMRI dataset we use is the 100 healthy unrelated subject
dataset from the WU-Minn Human Connectome Project [165]. Each subject was
involved in four 15-minute runs with TR=0.72 seconds totaling 1200 frames per run.
All frames were sampled into 91,282 grayordinates (a combination of cortex vertices
and subcortical voxels). The data was then temporally preprocessed and de-noised
using the FIX approach [170,171]. The resulting images were then aligned using
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MSM registration [172]. Full details of this dataset can be found in publications from
the project [165,173]. Each voxel's time series was normalized for each run. Note
that, out of the 91,282 grayordinates in the resting state fMRI data, we employed

cortical data only (59,412 vertices of the left and right hemispheres).

5.2.5.2 Working memory task fMRI dataset

We employed the working memory task dataset of the 100 healthy unrelated
subjects from the WU-Minn Human Connectome Project [165]. Participants were
presented with blocks of trials that consisted of pictures of places, tools, faces and
body parts. Within each run, the 4 dierent stimulus types were presented in
separate blocks such that half the blocks used a 2-back memory task and half used
a 0-back memory task. Individual subject data includes 2 runs of 405 frames each,
preprocessed using FEAT [174]. Full details of this dataset can be found in [165,173].
Here, we analyzed only data from 2-back memory blocks as follows. To account
for head motion, motion parameters were regressed out of the time series with
AFNI's [175] 3dDeconvolve, which was also used to removed slow baseline drifts.
Subsequently, time series data were scored. To account for the cue stimulus
indicating block type at the beginning of each block, data corresponding to the rst
12 seconds of each block were removed. The remaining data segment of the block,
plus 2 seconds due to hemodynamic lag, were considered to re ect working memory
related data. In this way, 25 frames for each block were used, totaling 200 frames

once the data were concatenated. Each voxel's time series was normalized for each
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run.

5.2.6 Model parameters choice

Choosing an appropriate model orded (the number of non-constant eigen-
vectors; see equation 5.11) depends on the data. Since model order selection is not
the main focus of this paper, we use an empirical value. In [173] a model order
of 30 was used to conduct group analysis on both cortical and subcortical data;
23 of the extracted spatial maps were suggested to be meaningful based on visual
inspection of the maps. As we are only using cortical data, a model orderdf 20
was employed here.

The determination of the numberk of nearest neighbors used in constructing
the similarity graph (see equation 5.9) should also be based on the data. The value
of k needs to be large enough to include the vertices that are closely correlated
with a reference voxel, but not so large as to include too many weak correlations
in which case the model becomes noisier. The nearest neighbors of a vexafe
those voxels that are strongly correlated with it. To select a consistent threshold
cut-o, we Z-scored the correlations and utilized a threshold & > 2. Speci cally,
for each voxel, its correlation values with all other voxels (corresponding to a single
row or column of the group-level correlation matrix) were converted t@ -scores and
thresholded. This procedure selects the neighbors that are the most functionally
coupled to the voxel in question. In this manner, we determine the number of

nonzero values obtained after thresholding for each voxel, and average this count
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across all voxels. This average value is then taken as the valuekof

5.3 Results

5.3.1 Resting state dataset

5.3.1.1 Group-level spatial maps

Figure 5.2: Twenty group spatial maps generated by LEICA on the 100-subject
HCP preprocessed resting state fMRI dataset. Spatial maps were thresholded at
iZj> 2.
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