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In this paper, we present an infrastructure for providing secure transactional replication support for
peer-to-peer, decentralized databases. We first describe how to effectively provide protection against
external threats, malicious actions by servers not authorized to access data, using conventional cryp-
tography-based mechanisms. We then classify and present algorithms that provide protection against
internal threats, malicious actions by authenticated servers that misrepresent protocol-specific infor-
mation. Our approach to handling internal threats uses both cryptographic techniques and modifica-
tionsto the update commiit criteria. The techniques we propose are unique in that they not only enable a
tradeoff between performance and the degree of tolerance to malicious servers, but also allow for indi-
vidual serversto support non-uniform degrees of tolerance without adversely affecting the performance
of the rest of the system.

We investigate the cost of our security mechanisms in the context of Deno: a prototype object replica-
tion system designed for use in mobile and weakly-connected environments. Experimental results reveal
that protecting against internal threats comes at a cost, but the marginal cost for protecting against
larger cligues of malicious insiders is generally low. Furthermore, comparison with a decentralized
Read-One Write-All protocol shows that our approach performs significantly better under various
wor kloads.

1. Introduction

Asynchronous approaches (e.g., [5, 18, 22]) foragam replicated data have gained popularity dubéo inher-

ent advantages over traditional synchronous saisitio mobile, large-scale, and wide-area envirorimefisyn-

chronous approaches that provide the most fleikalie peer-to-peer, decentralized approaches wddo operate
under less than full connectivity, easily adapfrémuent changes in group membership, and makedéamands on
the underlying network topology. These decentrdliapproaches, also called lazy-group [15], can sughe up-

date-anytime-anywhere-anyhow model, which elimisatestrictions regarding where and how updatespare

formed, effectively facilitating dis- and weakly+uwected operation.

Although these approaches have long been used to used to supportioptiraakly-consistent rep-
lication [18, 21, 27, 33], it is only recently that several proposals batended them to support serialized
single-item updates [20], and transactional updates and sdnlityzE?, 9, 16]. With the advent of wire-
less ad-hoc networking and technologies like Bluetooth, peeretg-ecentralized approaches are likely
to become increasingly more prevalent in future replicated databasestamnss

Despite all the desirable features, however, no such systemh lmewlidely deployed in mobile or
wide-area environments without ensuring that the infrastreigiusecure. Decentralized and asynchro-
nous aspects of these approaches pose unique security challengesf miaich are yet to be addressed.
In this paper, we present a complete infrastructure for prayistirongly-consistent, secure transactional
replication support for peer-to-peer, decentralized databases.

The infrastructure we present addresses both external and lisengty threats. The primexternal
threat is of an unauthenticated server attempting to read or naadify\We prevent this through a combi-
nation of cryptography-based mechanisms. Our main focus in this gapemwever, dealing witmter-
nal threats to security, which is more problematic. Internaksats arise from duly authenticated servers
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to the update commit criteria.

The fundamental idea is to ensure that any protocol-specifimation used is correct by using crypto-
graphic techniques when possible, or by explicillydating any such piece of information.

This work is done in the context of Deno [9, 19], a decent@dlgystem that supports transactional
replication for mobile and weakly-connected environments. Deno’snsystadel is illustrated in Figure
1. One or more clients connect to egelr server, and submit transactions. Servers communicate through
pair-wise information exchanges. Servers make all commit decisiorepardiently and by using solely
local information. The base, non-secure Deno system has beeinfplgmented. We also implemented
the security extensions to the base Deno protocol needeetatéomalicious insiders. However, we are
still building the public-key infrastructure that will be used to addretssal threats.

Despite the growing need for security infrastructures fanageng replicated data, this topic has yet
to be well addressed in the decentralized, asynchronous envirtenthat we target. Prior work mainly
investigated security issues in traditional synchronoug@mwients (e.g., [25]), and environments where
strong connectivity and atomic reliable multicast primitiaes available and replication can be globally
coordinated by distinguished master servers (e.qg., [7, 10, 12, 30, tBtesthat address the restrictions
of our target environments [24], on the other hand, ignored consiseEn®s and made assumptions
about where and how updates are generated and initially rec@uedvork aims to provide flexible se-
curity mechanisms that eliminate many restrictions of pxiork while allowing for strongly-consistent
access to decentralized, replicated data. We note that, ditboundault model is comprehensive, it does
not handlefully Byzantine attacks due to its reliance on digital signatimeauthenticating the original
source of messages that are forwarded in the system.

In summary, this paper makes the following key contributionst,Rive classify internal attacks and
propose a decentralized protocol that is parametric in the eleftelerance to malicious insiders. This
protocol allows servers to trade off the degree of thisaoter with the performance of update commits.
A unique aspect of our protocols is that individual servers can sugbérary degrees of tolerance with-
out adversely affecting the performance of other serveis.allows each server to set its security level
independently based on individual requirements or resources. Tlegsoive describe support strong-
consistency and global serializability. Second, we describe a watitn of conventional cryptography-
based techniques that can be effectively used to provide protegtarstaexternal threats in decentral-
ized, asynchronous databases. Third, we evaluate the cost ofcattysextensions by implementing
them on top of the representatives of existing decentralized repticathemes.




The rest of the paper is structured as follows. Section #ybdescribes Deno’s asynchronous, de-
centralized replication protocol. Section 3 describes a plblichased infrastructure that addresses ex-
ternal threats by providing secure authentication and enenypiithout compromising Denao’s ability to
make progress with low connectivity. Section 4 describes ewibfe approach to handling internal
threats, which is the main contribution of this paper, Se&idascribes the Deno architecture, and Sec-
tion 6 evaluates the effect of our security measures on dgoemiormance using a prototype system. Fi-
nally, Section 7 describes related work and Section 8 concludes.

2. Background: Deno

Deno is an object replication system that relies on a delizattaasynchronous replica management
protocol to address concerns of performance and reliability. Unelro,Iho server ever needs to have
complete knowledge of group membership, and a given server only teebdsin intermittent contact
with at least one other server to take full part in them@ment process. As such, the protocol is highly
suited for environments with weak connectivity.

The protocol’'s strengths result from a novel combination of weggkibting [14] and epidemic in-
formation flow [11], a process where information flows paisevinrough a system like a disease passing
from one host to the next. The protocol is completely decemtdalithere is no primary server thosins
an item or serializes the updates to that item (as in Bayou §8])server can create new object replicas,
and servers need only be able to communicate with a minimum ajtbeeserver at a time in order to
make progress. Instead of synchronously assembling quorums, which haxteesively addressed by
previous work (e.g., [14, 17, 34]), votes are cast and disseminatad)aystem servers asynchronously
through pair-wise, epidemic-style propagation. Any server cdierecommit or abort any transaction
unilaterally, and all servers eventually reach the same decisions.

The use of voting allows the system to have higher avatlatilan primary-copy protocols [3]. The
use of weighted voting allows implementations to improve perfocendy adapting currency distribu-
tions to site availabilities, update activity, or other vatg characteristics [8]. Each server has a specific
amount of currency, and the total currency in the system id fika known value. The advantage of a
static total is that servers can determine when a pluralitpajority of the votes have been accumulated
without complete knowledge of group membership. This last attribtey in dynamic, wide-area envi-
ronments because it allows the protocol to operate in a comyplietedntralized fashion, eliminating per-
formance bottlenecks and single points of failure.

The use of epidemic protocols divorces protocol requiremeots flommunication requirements.
First, an epidemic algorithm only requires protocol informatmmbve throughout the system eventu-
ally. The lack of hard deadlines and connectivity requiremerite#ly suited to mobile environments,
where individual servers are routinely disconnected. Second, epigentcols remove reliance on net-
work topology: synchronization partners in epidemic protocols camdsen randomly, eliminating any
potential single point of failure.

The voting protocol ensures mutual exclusion among conflictingactingas, guaranteeing that no
two concurrent conflicting transactions can both commit. However, albithoss execute locally and no
local or global deadlocks are possible [9].

2.1 Protocol overview

At its simplest, Deno can be thought of as a set of senatrsith cooperating in order to determine a se-
quential ordering ofommitted updates. We assume a model in which the shared state cohsiset of
objects that are replicated across multiple servers. €lgriimit reads and updates to any Deno server.
Synchronization sessions between pairs of servers move newly creatsglrepdeds, together with other
protocol information such as votes for such, among the servers.

Updates do not commit globally in one atomic phase because waeas epidemic style of update
propagation and poor connectivity. Asynchronous voting is used to detewhiok updates actually
commit, and in which order. Each server commits updatipendently using onlylocal information.



However, we show below that any update that commits at any server evechnathjts everywhere, and
in the same order with respect to other committed updates. heshef the section, we briefly discuss
our replication protocol (full details, which we omit here for brevity, carobad in [9]).

2.2 Peer-to-peer, decentralized replication: The base Deno protocol

2.2.1 Transaction model

A transaction consists of a sequence of read and write imperatVe distinguish between two types of
transactionsqueries (i.e., read-only transactions) angdate transactions. Both types of transactions exe-
cute entirely locally. However, queries are more light weighthat a query commits without further
processing immediately after it successfully finishes itg@en. Update transactions, on the other hand,
must participate in a distributed commitment process afteshing execution. Two transactions are said
to conflict if one of the transactions updates an item accessed by the othettimansac

Database states are tracked by associating a version nurttbeaeh database item. The items in the
local copy of the database are modified, and their version nunmogesnented, only when update trans-
actions commit. We assume that transactions only access d¢ethwaues. Depending on application
semantics, however, this requirement can be relaxed, and transaoiy be allowed to see new values
written by uncommitted transactions. This model, also employed bguB@3], is especially useful in
facilitating disconnected operation.

2.2.2Voting

In Deno, a vote (record) contains four pieces of information: §dter(v), which denotes the server that
createdv; (2) trans(v), which denotes the transactiois cast for; (3xurr(v), which denotes the currency
(i.e., weight) held byoter(v) whenv is created; and (4stamp(v), which is the local timestamp value of
voter(v) when it created. A server,s,, votes once (and only once) for each transaction that it asserv
We denote the vote cast Byfor transactiort; asv,; The primary purpose of this voting process is to
provide a total order on the set of transactions observeddgyver, i.e., the set of votes that belong to
each server can be totally ordered based on vote timestarepsawthat “a transactiagnprecedes trans-
actiont; ats,” iff tstamp(v,;) < tstamp(v,;j), and denote this relation ly<, t;. This relation reflects the
order in which a particular server desires to commit (iexiakize) the transactions it observes. For in-
stance, ift; <, tj, thens, desires to commif beforet;. This ordering information is propagated across the
system via pair-wise synchronization sessions as a part of votdseco

2.2.3 Update commitment using local information

We now describe the update commitment process from the pévepefa single server. Each Deno
server.s,, maintains a set of voteg,, and a set of transactionis, The latter sefT,, consists of those up-
date transactions that are knowrsfohave finished execution either locally or remotely, but hateo/
be either committed or abortedsat

The candidatéransaction of a serves, candidate(s,), is the transaction whick, desires to commit
before all others. More formally, dandidate(s,) is t;, thent; <. t;, Ot;, t; O T;, i#] (i.e.,candidate(s,) is
the transaction that comes first in the ordering,pfThe candidate transaction setsatC,, contains the
candidate transactions of all servers; 3.+ {candidate(s,)}, for all serverss,.

As explained below a candidate transactioommits at s, whens, guarantees, using locally available
information, thamno other candidate transaction can obtain more votes. Transactions can be committed
even without knowledge of complete group membership because thartataht of currency in the sys-
tem isalways 1.0, and the protocol guarantees that all servers eventealty the same commit deci-
sions. Given a servey, its vote seV,, and its candidate transaction €gtwe define the following:

* Sumof votes of a candidate transaction t;: |votes({ti}) |= > eurr(v,),

s.t., w0V, andcandidate(s,) =t;.
»  Unknown votes. unknown = 1.0 —Z\votes(ca)\ .



In other wordsunknown is the sum of currencies of those servers whose caadid@isactions are not
yet available. We now define the commit criterion thatises to decide which transactions to terminate
(i.e., commit or abort) on the basis of local information. The fonefdal idea is to commit a candidate
transaction when it is guaranteed that no other candidate transactigatber more votes.
 Commit criterion: A candidate transactidncommits iff:

1. |otes({t})| > 0.5, or Majority case)

2. potes({t})] > |votes({t;})| + unknown, VtOC,, andi #j. (Plurality case)

The commit criterion states that candidate transadtioan commit if it gathers thplurality of votes.
Case 1 indicates thatgathered majority of the votes. Case 2 ensures that no otitidai@ transaction,
which may or may not be known to serggrcan gather more votes (Note that ties that occur when two
candidate transactions gather the same amount of votes can e bsikg a simple deterministic com-
parison between the indices of the servers that created the ti@msact

When a candidate transactiboommits at serves,, s, first incorporates the effects finto its data-
base by installing the new values of the update itemigafailable fromt’s transaction record) and in-
crementing the version numbers of the local copies of those.itglincandidate transactions whose read
items are modified beconabsolete, and are aborted.

2.2.4 Synchronization

We now discuss how two Deno servers synchronize their $tdsescalledanti-entropy [11] in the termi-
nology of epidemic algorithms). A pair-wise synchronization sessssentially involves the propagation
of (1) transaction records, and (2) votes, that are known to one server and unktievotier.

In Deno, synchronization is controlled via version vectors [26]. In our model, eaen sanaintains
ann-element version vectowy,, wheren is the number of servers, that describes the number of events of
each other servexen by s,. Elementwy[b] is a scalar count of the number gssvents that have been
seen ak.. In our case, there are two types of events of intereasdction pre-commits, and vote crea-
tions. A pre-commit event occurs whenever an update transaction completes itsel@maltion on the
server where it executed and is ready to participate in timlgloting process. Aote creation event
occurs whenever a server casts a vote.

In more detail, each servermaintains a serial order, callemtal order, on all pre-commits and vote
creations. We denote evdnif s,as €, . As information about events is always propagated in lacarp

if s,’s version vector isv,, thens, has seen all events... e;Va[b] ,foralls,, b=1...n. We assume a unidi-

rectional, two-messagaull synchronization, although other modes are possible [11, 20]. Wharls
information froms,, the following actions take place:

1. Servers, sendsn, t0 s,.

2. Servers, responds with all events s.t.1>w,[k] andl <wy, K], for allk=1...n.

3. Servers, incorporates the new events in the same order that they dyiginaurred by first ap-
plying the voting rule and the commit rule for all relevaansactions, and updatimg, to the
pairwise maximum ofv, andww,

For purposes of exposition, we assumedimensional vectors in the above description. Our implemen-
tation uses a set representation for the version vectomvi,e={(b, cnt,), (c, cnt) ...}, where each pair
consists of a server idh, and a countgnt,, specifying the number &’s events seen bg,. Using this
synchronization protocol, the local orders at each server are pregagahe rest of the system.

2.2.5 Consistency and correctness issues

In this section, we briefly discuss the consistency and correctnegslrisites in the base Deno protocol.
Full details and the correctness proofs, which are omitted for brevitydzerde found in [9].

The base Deno protocol described earlier forces all update transaotammmit in the same order at
all servers, thereby providing strong consistency and selidiigawhere each query serializes with re-
spect to both queries and update transactions. Strong consistehayaisterized by an acyclic serializa-
tion graph, prohibiting bothpdate transaction cycles (i.e., cycles involving only update transactions) and



multi-query cycles (i.e., cycles involving
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teeing globally-serializable executions.

We also developed a weak- createt)
consistency version of our protocol [9]
that commits an update when it is guar- V(@) =t,
anteed that no othepnflicting transaction
can gather more votes. We showed that v@b) =t
relaxing the level of consistency among
replicas in this manner yields performance
improvements in many cases [9]. This
weak-consistency protocol supports a
form of update consistency [3, 4, 13]
where each query serializes with respect
to all update transactions, but possibly not
with other queries. However, this protocol v(@be) =t
does ensure that queries always observe
transactionally-consistent database states.
We do not consider the weak-consistency
protocol further in this paper, and use the Figure 2: Illustrating update commitment
base strong-consistency protocol since; (1)
the level of consistency supported is orthogonal to the main tbéthés paper; and (2) we want to es-
tablish a fair comparison with another decentralized protoelgtovides strong-consistency (see Sec-
tion 6).
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2.3 Protocol illustration

We illustrate our protocol in Figure 2 with an example scenario. The systefiour servers, all with cur-
rency of 0.25. Serves, creates a new update, votes for it, and sends a message descrihiagd its
vote tos, via a synchronization session. Sersgvotes fort;, and then later transfers noticetpand both
votes tos.. After adding its own votes, can commit; because it has gathered a plurality. Later synchro-
nization sessions move the votes back @nds,, which also reach the same commit decision.

Meanwhile,sy has created eonflicting updatet,. Eventually,s; learns oft; (and the corresponding
votes fort; froms,, s, S), commitst; (since Yyotes({ts}| = 0.75), and abortk, (sincet, becomes obsolete
by the commitment df).

3. External security threats

In this section, we describe how a decentralized, peer-to-pstens such as Deno, can effectively pro-
vide protection against external security threats using caowahtublic-key techniques. We define an
external security threat as one that is posed by a principal (se¢hatrhas not been authenticated into the
system. We first discuss authentication, and then integrity and privacy.

3.1 Authentication

A principal (server) is authenticated into the systemdeyiifying itself to a distinguished server acting
as the certificate authority (CA). We assume a priori #laservers trust the CA, and know the CA'’s
public key. The CA responds with ancess certificate that specifies the principal’s rights in the system.
Certificates may provide eitheead or read/write permission for a given database, and may contain a
timestamp that delimits the certificate’s lifetime. Sirceertificate is signed by the CA, any server with



Figure 3: Integrity with privacy: We use symmetric encryption (i.e., Triple-DES) twrypt the message, and asym-
metric encryption (i.e., RSA) to encrypt the symmeekey and sign the message. K-ERdnd K-PUB are private
and public keys of the source and destination ®itlessage, respectively (double bars indicate tematon).

the CA'’s public key can verify that the certificate is glahnd certificates can not be forged. Note that we
assume a priori that all servers trust the CA, and know the CA'’s public key.

Access certificates are checked in three situations; §enger requesting an initial copy of the DB
must present a read certificate; (2) a server performing its pepidtiiof information from another server
must at least provide a read certificate, and (3) servdraativote for a new transaction unless it is ac-
companied by a valid read/write certificate from the transactioaatar.

A CA represents a single point of failure in a system thaitherwise completely decentralized.
However, this bottleneck only affeatse-time authentication into the system. The CA is afterwards not
needed to arbitrate even between servers that come intetcfmmtéhe first time. For example, consider
three salesmen who meet for the first time on a train andtwisbllaborate on a pre-existing document,
setting up a local ad hoc network in order to communicate amongséhees. The salesmen do not have
to have contact with a CA in order to start collaboratingti@nother hand, if only one of the salesmen
initially has a copy of the data, the others cannot make cuopless they already have certificates, or are
currently connected to the CA.

We solve this problem by allowing the CA to issigiet-granting tickets (TGT), analogously to Ker-
beros [32]. A TGT gives the bearer a limited ability to makd grant new certificates for resources and
properties. In our architecture, use of a TGT requires directromtfon from the user. Note the TGT’s
can be used to generalize the system to include a hierarchy 'ef Tis not only provides load-
balancing for access to the CA’s, but increases the chances thasa@GiNable when needed.

We allow certificates to be revoked via the issue ofréficate revocation list (CRL) from the pri-
mary CA. This presents problems because Deno serversnbametion of simultaneity, unlike secure
multicast groups and other analogous systems. In other words,thatem CRL has been issued, when
are revoked certificates guaranteed to be denied? We saveroblem by casting the issue of a CRL as
just another update transaction. The CRL update competes withtthsactions to commit. Once the
CRL update has been committed, we can guarantee that no subsedaéminilh be committed with the
aid of a vote authenticated by a revoked certificate. A secondaeaytage of casting the CRL issue as an
update is that it guarantees quick dissemination. Otherwise,léaigevof the CRL might disseminate
quite slowly because the CA is not consulted during the normal course of. events

3.2 Integrity and privacy

Figure 3 shows Deno’s approach to providing both integrity ancgyriguarantees for communicated
data. Note that this method is very similar to the method umsB&P. Integrity is provided by appending
a message authentication code (MAC) to each message, whitik tase is the MD5 hash of the mes-
sage signed by encrypting with the source’s private keya&yriis provided by encrypting the message
and the MAC with a randomly generated, one-taession key. The session key is then encrypted with
the destination’s public key, and the concatenation of the encrgpssibn key, MAC, and message is
sent to the destination.



The use of peer-to-peer one-time session keys allows us tothedigl/ changing problem incurred
by secure multicast trees [31] (note that these peer-to-peenkeyd not be one time; instead they may be
cached and re-used later). Secure multicast trees gengsally single session key for the entire group.
Any change in group membership requires the session key to be chaéingd®y must be changed when
a new servers,, is added to the group because we do not watat be able to read messages that were
sent prior to its joining (we assume tlsaimight have recorded prior encrypted messages even though it
could not read them). Similarly, the key should be changed wheaves the group because we do not
wants, to be able to read messages that are sent after éslétae group. The use of peer-to-peer session
keys, thus, eliminates a similar need in our model.

4. Internal security threats

This section presents the central contribution of this mpaipe way that we deal with internal threats. An
internal threat is one that results from an authenticated Higiona server. Such malicious insiders mis-
represent protocol-specific information, and can cause poterd@hypt objects to propagate throughout
the network. Under certain circumstances, even a single malicgidsrinvith arbitrarily small amount of
currency can cause different transactions to be committed extesitfservers. We begin with a discussion
of the set of malicious actions a server can undertake, and thessdisguapproaches for handling them.

4.1 Malicious actions

Before we classify the actions a malicious intruder cas,tale should note that malicious servers can
always commit arbitrary transactions to thecal databases without even advertising the transaction to
other servers. Maliciouservers can also remain within the protocol framework sswkisipdates that, if
committed, obscure or undo the effects of other updates. yitasof behavior can only be handled in an
application-specific manner and is beyond the scope of this work.rldedin circumstances, even a
single malicious server can accomplish a denial-of-semtizek by refusing to vote its currency. This
attack is handled by the Deno’s norneatrency revocation mechanism [8] used to recover from be-
nignly-failed servers.

The goal of this section is to describe the types of darteganalicious servers can inflict on other
servers. Malicious insiders can only corrupt the view b&oservers by propagating valid but incorrect
protocol information. This potentially causes different sert@mmit updates inconsistently across the
system, which in turn violates any global correctness guarasmelgeads to a divergence among the da-
tabases at different servers. In our framework, a malicious seEamancorrectly report currency values or
votes.

4.1.1 Currency misrepresentation

The problem here is of a server misrepresenting the amounir@cy it has available for voting
purposes. This is possible since Deno servers can pepesmto-peer currency exchanges to migrate
currency allocations towards a target distribution. A peer-&s-pgchange is used by two servers to re-
allocate their currency between them. Although this local operatiables light-weight replica creation,
retirement, and dynamic currency redistribution [8], and it posesigue security problem in that it
cannot be directly verified by other servers.

We make this operation secure by requiring each currentyapege to be formalized as an update. A
currency transfer frons to s is only considered complete when the corresponekagange update is
committed. Note that such exchange updates are commutative spicrdo all other updates and are
generally committed faster than ordinary updates.

4.1.2 Vote misrepresentation
There are two types of vote misrepresentation:



1. Misrepresenting non-local votes: A malicious serves, misrepresents or forges some other sesyer
vote to a third servex,. This can happen, for instance, wigmands, are connected through, s.
reports its vote tg,, ands,, forges this vote and reports a different votesfdo s,. This type of mali-
cious behavior is prevented by requiring each server to signtés using a suitable digital signature
techniqueThe worst a malicious server can do then is to never ref®rote t0s,. Since our sym-
metric, peer model does not impose any specific connectivityreagents, this behavior can only
delay committing of transactions, but cannot affect correctness.

2. Misrepresenting local votes: The second vote misrepresentation is more difficult to gagadhst and
can quite easily be used to violate all correctness guarantees. Irsthia sarver (possibly signs) and
illegally votes its own currency more than once for multiplngactionsConsider the example
shown in Figure 4. Assume that sergglis malicious. Ifs, tells s, that it votes foik, ands, that it
votes fory, then both destinations reach the conclusion that their candidaesnba® than 50% of
the vote and can be committed. Furthermore, securely signed vobes delp in this case sincg
can properly sign its own vote for any transaction. In the re#hi® section, we investigate ap-
proaches to detecting such malicious servers, and developaaithailgthat guarantees correctness at
all non-malicious servers.

4.2 Approachesfor handlinginternal threats

We now present a new, decentralized algorithm that (a) guasacerectnesa/en when there are (mul-
tiple) malicious servers, and (b) allows progressen when not all votes have been reported. The idea is
to make commit decisions based on votes that are guaranteed to belomgni@licious servers.

4.2.1 Secur e update commitment

We first distinguish betweevalidated and unvalidated votes: formers are votes thakoen to be cor-
rect (i.e., non-malicious), and latter are votes that may grnmatibe correct (we describe how votes are
validated below). Our approach hinges on the following key observation:

Up to & malicious servers can be kept from corrupting the decentralized commitment process if
the & largest unvalidatedvotes are not used in any commit decision,

whered is called thedegree of tolerance to malicious servers)= 0..n-1). Consider the following exam-
ple: if there is a single malicious server, then any singte may be a duplicate. The server can commit
the transaction if the transaction can obtain pluralithout counting the largesmvalidated vote for that
transaction. This observation follows since, by definition, gl)jdated votes cannot be duplicates and (ii)
of the unvalidated votes, at worst the largest unvalidated vote
may be a duplicate. Therefore, this worst case duplicate Vais) = x v(s,) =Y
cannot be counted towards the commit decision at this serveTSa| = 5-g/2 |s)| = .5 -€/2

In general, votes({t}}) consists of validated votes,
valid({t;}), and unvalidated votesinvalid({t}). Note that we
consider votes cast by the local server to be validated votes.
We denote the currency of any votein votes({t}) by |v|.
Similarly, we denote the total currency for a ¥eif votes by
V|, e.g., Jotes({t}) | denotes the sum of the currencies of all v(s,) =
votes cast fotie T. Finally, letunvalid(d, T) be the set o
elements with the largest currency unvalid(T). If we con-
sider all votes in the base Deno system to be validated, then

V(sy) =Y

the base commit criterion farcan be stated as in the top row ISl =€
of Table 1, wherenknown is defined as 1 vtes({C}) | andC  Figure 4: Vote misrepresentation: By
is the set of candidate transactions. telling s, ands, different votess, can cause

In order to provide resilience against malicious servers, ttiean to commit conflicting updates|(is the
non-secure commit criterion is modified as in the second m@wrency held by andv(s) is the transaction
of Table 1. The left hand side of the inequality providess ¥otes for).



1. |votes({i})| > 0.5, or non-secure
2. |votes({th| > |votes({t}) | + unknown, ¢ t0C, i criterion

1. |votes({t})| - lunvalid®, {t;})| > + 0.5, or secure

2.

[votes({t})| - lunvalid®, {t})| > |votes({{})| + unknown, i tCIC, i#j criterion
Table 1: Commit criteria

lower bound on the amount of currency thiats guaranteed to have by not using &largest unvalidated
votes cast fot;. The right hand side of the inequality, as before, providespar bound on the amount
of currencyt; can possibly get. Thus, the amount of currency required to cdmmist be larger than the
total currency for any other transactipreven if the largesd unvalidated votes fot; are in fact cast by
malicious servers, and are thus not valid. If the server kebdws other transactiorts but it has not yet
seen votes from all other servers, then it simply assurhaslalown votes are cast for some other trans-
action (analogous to the quantityknown in the base commit criterion). Note that this criterion is
equivalent to the base, non-secure commit criterion if wé egtial to zero (in which case all unvalidated
vote sets are null).

In order to validate a vote for transactipfrom a serves,, a serves, must ensure that all other serv-
ers in the system have seen the same vote. Thus, semast collectreceipts of the votes cast by, to
all other servers. Aeceipt of servers,’s vote from serves; is a statement of the form “Sensgvotes for
transactiont;”, securely signed by servef using an appropriate digital signature. Sersgeconsiders a
particular vote valid if and only if it has received recefptsthat vote from all other servers in the system
or if the vote is cast by serveyritself. In order to validate a vote, a serggdoes not need to establish a
peer-to-peer connection with all other servers in the systemstead, receipts for votes from any server
can be forwarded by any other server in the system. Sirm®stryptographic primitives protect the re-
ceipts, even malicious servers will not be able to aftercontents of the receipt. Malicious servers may
corrupt or discard receipts: corrupt receipts will be detectetiebgarver validating the receipt, while dis-
carded receipts will be treated as any lost messaghe lwarst case, malicious servers may be able to
affect the liveness properties of the algorithm, but oncenage have been able to restore the safety
guaranteés

When a server detects a malicious vote while performing Validait marks the corresponding
server as malicious, ignores all further votes from thateserand initiates the currency revocation
mechanism [8] to cancel the voting rights of the maliciongeself the server already committed an up-
date incorrectly using a malicious vote — which can happen ortheifdegree of tolerance set by the
server is less than the actual number of malicious irsidethe server has to rollback the effects of the
update.

4.2.2 Correctness of the secure commit criterion

We now provide a proof sketch for the correctness of the seoomit criterion. The correctness proof
for the non-secure commit criterion (i.650) can be found in [9].

Considem serverss;, s, ..., S, With currenciesy, ¢,, ..., C,. Consider a single servgrand the case
where there is a single malicious sersgri, m= 1..n andi # m. Assume that servey commits transac-
tion t; using the secure commit criterion shown in Table 1. Therenareases: (1% doesnot usec,, to-
wards the votes cast forand (2)s usesc, towards the votes cast fprin the former casé;, gathered the
plurality of votes by using only the non-malicious votes, so thesidecis correct. In this case, the com-
mit criterion is more conservative than required. In case@gs{{t})| - ¢ provides a lower bound on
thevalid votes cast fof,. This statement follows sinceotes({t})| - lunvalid(1, {t})| £ votes({t})] - ¢ as
G 2 |unvalid(1, {t})|. The commit criterion in this case is conservative # |unvalid(1, {t})|. Therefore
in each casg uses only the currencies that are cast by non-maliciousrsdoweards committing. A
straightforward induction on the number of malicious servers concludes the proof.

! We stated that we wanted to provide absolute, probabilistic, guarantees. Our scheme relies orirttegrity of the digital
signature used; i.e., our guarantees are only@sgsas the underlying digital signature scheme.
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4.2.3 Examples and discussion

In this section, we illustrate, via a set of examples, sontlkeeomore subtle properties of the secure plu-
rality algorithm. We begin with a simple example of applyiing secure protocol to the three server case
shown in Figure 4. We had shown earlier that if sesyés malicious, in the base protocol, under appro-
priate circumstances, it could cause the committed views ofrsepands, to diverge arbitrarily faeven

if it held arbitrarily small amount of currency in the system. Now we show that even if servgfis mali-

cious and holds arbitrarillarge amounts of currency in the system, it cannot causeghe incorrect

commit at either serverg or s, as long as servess ands, operate under the assumption that there are
malicious servers in the system. Assuspéiolds an arbitrary amount (say) of currency. Once again,
assume the rest of the currency is distributed equallygagtwwervers, ands, (the analysis for the other
cases are analogous and is omitted for brevity).

Consider the scenario when both sengends, are trying to commit different transactionsandt,,
respectively. Assume servsy, tells servers, that it votes for transactian: this would be enough under
the base commit criterion for sen&rto commit. But under the new commit criterion, seisygronsiders
its local votes as validated, but the quantityvplid(1,{ti})| is non-zero since there is only one other vote
and it is unvalidated. The commit criterion is not satisfied serders, must delay committing its trans-
action till it receives a receipt for senggfs vote from serves.. Transactions can, therefore, be commit-
ted if and only if serves,, votes consistently and correctly.

In the following examples, assume the secure commit criterioseid with the assumption that there
is at most one malicious server in the system @.e1). The first example shows that even under conten-
tion (i.e. when there is more than a single transaction cangpfeti commitment), the commit criterion
does not necessarily require any votes to be validated to commit a fansact
Example 1: Assume five serversy, s,, ..., S, in the system, each holding equal (i.e., 0.2) currency, and

the following votes as;: Vi={(sy t1), (S, t1), (S 1), (S4, t1), (Ss, t2)}. In terms of the new commit crite-
rion: potes({t;})|=0.8, unvalid(1, {ti})|=0.2, potes({t,})|=0.2, andunknown=0.0. In this cases; can
committ; without validating a single vote!

The second example shows that even when validation of at leasbtenis mecessary, it is not neces-
sarily the case that all votes have to be validated.

Example 2: Assume servers, s, .S, have currencies 0.R,4, 0.2, and 0.5, respectively. Votessatre:
Vi={(s1, t),(S, t),(Ss t1), (S4, t2)}. In terms of the new commit criterionvotes({ty})|=0.8,
[unvalid(1,{t,})|=0.4, potes({t.})|=0.5, and unknown=0.0. Servers, can not committ; because:
[votes({ts}| - |unvalid(1, {ti})|]= 0.4, whereasvptes(t,)| + unknown is 0.5. Validatings;'s vote would
have no immediate utility. However,sf's vote were validated instead, the commit could take place. As
can be seen from the secure commit criterion in Table 1, tialida vote can only have an immediate
effect on a commit decision if it affectswvalid(1, {t;}). Validating s,’s vote has such an effect; vali-
datingss's does not.

5. Deno architecture

This section briefly describes the basic architecture @fdDobject replication system. The overriding
goal of the Deno project is to investigate replica consigtpnatocols for dis- and weakly-connected en-
vironments. The basic Deno API [19] supports operations for Bgeabjects, creating and deleting ob-
ject replicas, and performing reads and writes on the shared objedtansactional framework.

Figure 5 illustrates the basic Deno server architecture.SBher Manager is in charge of coordi-
nating the activities of the various components. It also hantié#g cequests by implementing the basic
Deno API. TheConsistency Controller implements the decentralized voting protocols used by Deno. In
particular, it maintains a vote pool that summarizes the \tean to the server. Thgynch Controller
is responsible for implementing efficient synchronizationisasswith other Deno servers by maintain-
ing version vectorghat compactly summarize the events of interest from otirgers. This component
implements synchronization policies that specify when and witchngrver to synchronize. Theans
Manager is responsible for the local execution of transactions. Ihtaiais a transaction pool that con-
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tains allactive transactions known to the
server. TheStorage Manager provides

access to the object store that stores i I
current committed versions of all repli

cated objects at the server. The obje Sl (e
store is currently implemented as an it
memory database.

The prototype makes relatively fev
demands on the operating system and
therefore highly portable. The currer| |
prototype runs on top of Linux anc -y
WindowsNT/CE platforms. All commu- || S
nication is layered atop UDP/IP. Den

consists of ~13,000 lines of multi Commitlog Transaction Pool  Vote Lists  Version vectors
threaded C++ code, and has a footpri \\ J
of ~170KB.

Storage Manager Trans Manager ~Consistency Controlle~ Synch Controller| “ Network

Store
(in memory)

6. Performance evaluation Figure5: Deno prototype

6.1 Experimental environment and performance metrics

Using our prototype system, we now evaluate the cost of the aesurity mechanisms for Deno’s
decentralized voting protocol and a ROWA-type decentralizetheol (described below). We performed
the experiments on a 16 node Linux cluster with each node running a ahgyléno server. Each node
contains two 400 MHz Pentium Il processors and 256 MBytes of RA®Inote that none of the results
presented below consume all of a machine’s resources. We intégtsiasour communication rates low
in order to reflect the constraints of our expected environmestedd, our performance evaluation con-
centrates on relative performance by comparing the convergence rétesmfestigated protocols.

The machines were connected via a dedicated 100Mbps Ethernerknetd the Deno servers
communicated using UDP. In order to concentrate on the convergpeed of the protocols, we used a
small database consisting of 100 data objects of size 20K eaci.[leno server periodically initiates a
synchronization session by sendinguil request to another randomly selected server. Each server gene
ated transactions according to a global transaction rateif(sge®lative to a synchronization period).
Each transaction accessed and modified up to five data item.ekpariments, currency is uniformly
distributed across servers, and all objects are replicataltl servers. The main parameters and settings
used in the experiments are summarized in Table 2.

The results presented in the following plots are the aveshgeleast five independent runs of exe-
cuting 1000 transactions in the system. The contributions ofrieb0 transactions are excluded to ac-
count to eliminate system warm-up effects. The bandwidth requirefioentansactional and consistency
data were negligible compared to that required for propagatingathdalues, so we do not consider this
guestion further.

For context, we also show the performance of a second decaadratihemejr i t e- al |, which is
an epidemic “Read-One, Write-All” (ROWA) [3] protocol modgjithe other peer-to-peer decentralized
transactional protocol in the literature. This protocol comnngasiactions after ensuring that all other
servers are ready to commit. Therefore, a transaction hasptmegated to all the servers before it can
be committed. In terms of the voting terminology,i t e- al | commits a transaction when the trans-

Parameter Description Setting

Synch Period¥P) Mean synchronization period (uniform) 0-5 (secs)
Transaction RatelR) Mean transaction generation rate (uniform) 0-5 (trans/symudriod)
Num Serversr) Number of Deno servers 3-30

Trans Size Number of items updated by a transaction (uniform) 0-5

Degree of tolerance)( Number of malicious servers that can be tolerated -nd

Table 2: Primary experimental parametersand settings
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action gathers all the votes in the system. A similar RO epidemic protocol was proposed by
Agrawalet al. [2]. We also implemented a secure versiomoift e- al | , which also uses a straightfor-
ward adaptation of the vote validation technique described in Section 4.2.

The primary performance metric we consideavsrage commit delay, which denotes the time be-
tween the initiation of a transaction and average of the @hesich it is committed by individual serv-
ers in the system. As a measure of scalability, we réperthange in commit delay as the number of
servers in the system change. We also aspamit percentage, the percentage of transaction initiated
transactions that are committed, when we explore the effécigdate contention. In each case, we con-
sider the efficacy of our algorithms by varying the degreelefdnce to malicious servers and where ap-
plicable, compare our resultswoi t e-al | .

Before presenting our results, we would like to note that indiviglaigning a large number of votes
and receipts using a conventional digital signature schemeasuBRI$A can be computationally expen-
sive: the execution times for signing a 16 byte hash code usingte/biusing th&SAref library from
RSA Security Inc. (seeww.rsa.com) is approximately 330 msecs in our environment. Instead, any set of
votes and receipts can be signed together as a singlegmeBEsathermore, probabilistic techniques that
trade off signature quality to computational overhead can alssdikto decrease this computational cost
by several orders of magnitude (e.g., [6]).

6.2 Commit delays vs. degree of toleranceto malicious servers

Figure 6 shows the average commit delays for very snaalkaction generation rates (i.e., no update
contention), for Deno andri t e- al | , with varying degrees of tolerance to malicious servers,d.e.,
On the x-axis we vary from 0 (non-secure system) mel (max-security system). The curve for Deno
follows anS-shape; initially increasing gradually with increasiignaking a significant jump in the vi-
cinity of = n/2, and then essentially staying flat afterwards. As longiasmaller tham/2, servers do
not need to use validated votes to commit an update; it simphyoisgh to gather sufficient unvalidated
votes. For instance, assuming no update contention aadto 15, a single update can be committed with
11, 12, 13, 14 unvalidated votes wh&is 3, 4, and 5, respectively. However, wh&is more than half
the servers, it is not possible to commit updates without theousalidated votes. Vote validation is a
relatively costly operation, as it involves obtaining recdifuim the other servers in the system. This ex-
plains the sudden increase in commit delayd esceedsy/2. After this point, commit delays continue to
increase as more validated votes are required for comntibeAdoint where half of the all votes are vali-
dated, updates can immediately commit, which is the reason arhynit delays for Deno essentially
stays constant for relatively largevalues.

The figure also depicts commit delays for non-seguiiet e- al | (o= 0), and secure write-alb@
0). Since securer i t e- al | requires all votes to be validated for commit, it cannot suppiEtmediate
degrees of tolerance as Deno. We observe that for all degfredsrance, Deno commits updates signifi-
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cantly faster thamw i t e- al | , reducing the commit delays of i t e- al | by 40% and 30% for non-
secure § = 0) and maximum security cased= n-1), respectively. The most dramatic improvement,
60%, occurs when 0 & <n/2, since, in this region, Deno commits updatébout validating any votes,
whereasm i t e- al | has to validatall votes before committing an update.

Figure 7 provides more insight by plotting the percentage aflatelil votes used and those that are
available at commit time at each server, averaged dverramits across all servers. As we expected, no
validated votes are used at commit by Deno wbenn/2. In this region, validated votes available at
commit time at each server are non-zero, because each cemngiders its own vote as validated by de-
fault. Notice that Deno requires at most 50% of the votes t@ligated for supporting any degree of tol-
erance. On the other hant,i t e-al | requires 100% votes to be validated to tolerate any number of
malicious servers, thereby incurring relatively large commit delay

6.3 Performance implications of supporting non-uniform degrees of tolerance

We now investigate the performance impact of using differegiteés of tolerance at different servers.
We expect that the commit performance of each server beeindept from the degrees of tolerance sup-
ported by others, since each Deno server makes all commitotscentirelyindependently and using
only local information. To demonstrate the validity of this premise,a@nducted an experiment where
we let a single serves, use a degree of toleran@g(s), different from that used by the rest of the servers,
o(rest).

Figure 9 presents commit delay resultsda@nd the rest of servers (averaged) for the cases where
() = 0 andd (s) =n-1, as we vary (rest) — note that refers todin the figures. When we consider the
commit delay curve fos whenk(s)=0, we observe that the curve remains essentially figrdéess of the
degree of tolerance used by the other servers. Even &fnest) is set ton-1, the performance afis not
affected at all. The same observation holds for the caseewl(gy = n-1. It is evident that the commit
performance of a server is not affected by the performantgeafest of the system. The commit delay
curves for the rest of the system #(s) = 0 andd (s) = n-1 illustrate the complementary case. We ob-
serve that the two curves are essentially identical aliegpthat the performance of the system as a whole
is not affected by the degree of tolerance sek lyis therefore clear that the degree of tolerance hged
a server does not adversely affect the performance of other serversandrsa.

6.4 Scalability

Figure 8 shows commit delays for Deno with various degre&deyance for malicious servers, and for
secure and non-secure versionswi t e- al | , as the number of servers is varied from 3 to 30. As ex-
pected, the commit delays increase as the system sisasesrfor both Deno anati t e- al | . Non-
secure Deno (i.ed= 0) demonstrates the best scalability, followed by Deno &vitm/2-1. Recall that at
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6.5 Update contention effects

We now investigate the effects of update contention on Denevainde- al | . Figure 10 plots commit
percentage results for varying transaction generation rEesfigure shows that all approaches suffer
from the increased transaction rate due to the global updatisteany requirement that at most one out
of a set of conflicting transactions can commit (the traimasthat are aborted can be restarted depend-
ing on application semantics). Under very small transactitas,rBR[0.0-0.01], all protocols perform
fairly well, committing all updates. With increasing tract&an rates, however, commit percentages drop
for all protocols significantly. We observe the most draoaili for securew i t e- al | : at a transaction
rate of 0.4, the commit percentage of seaurét e- al | is ~25%, whereas the commit percentages of
the other protocols are all above 65%. Notice that beyond a transactioh@d&ignax-security Deno has

a higher commit percentage than evenrtbresecurewr i t e- al | . The reason for this interesting result
lies in the fundamental difference in the way Deno andt e- al | treat conflicting updates. Deno’s
voting algorithm can globally pick a single update out of aofetonflicting updates to commit. The
write-all protocol clearly lacks such a mechanism and thus has toaboanflicting updates. Due
to this behavior, beyond some update contentionwthie¢ e- al | approaches, both secure and non-
secure, are not able to commit any updates (beyond 6 and 10 tarsagtich period, respectively). On
the other hand, Deno approaches continue to make progress and comrei vggiatdless of the update
generation rate (not shown).

7. Related work

The work related to this paper falls into two distinct gatees: weakly-connected (transactional) systems
and security for groups and elections. Most existing asynchramplase-anywhere protocols use the
epidemic model (e.qg., [2, 11, 18, 27, 28, 33]). Many epidemic systemsauasptimistic approach and
use reconciliation-based protocols (e.g., Ficus [27], Lotus Nd#@ that are only viable in non-
transactional domains. Agrawalal. [2] proposed a decentraliz&tad-One, Write-All [3] approach that
was the first decentralized, epidemic protocol to ensuragtronsistency and serializability. More re-
cently, several work [9, 16, 20] investigated the integration cémealized voting protocols with the epi-
demic communication mainly to achieve increased availabilitypanbrmance with respect to primary-
copy and ROWA-type epidemic approaches. However, none of these psopddeessed the security
issues we study in this paper.

Liu et al. [23] addressed the issue of backing out malicious but commistieslactions. This work is
complementary to our study in this paper, and can be used by atbatviecorrectly committed an up-
date by not supporting a sufficient degree of tolerance. Agram@E|l Abbadi [1] used quorums to pre-
serve confidentiality of replicated data despite the disclosure afthtents of #ghreshold of the reposito-
ries. Rayet al. [29] presented a locking-based, advanced secure commit protocoulidtevel secure
distributed databases. Malkhi and Reiter [25] investigated Byeafdilures in quorum systems in a syn-
chronous, non-epidemic setting.
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The work most closely related to ours is that by Makthal. [24], which provides an analytical
treatment of epidemic-style update diffusion (i.e., propagatigorighms that are tolerant of Byzantine
faults. This work assumes that less thaaplicas fail and each update is initially received bleastt
non-malicious replicas. Each non-malicious replica commits antelpady it receives the update frdam
others. Although our protocols do not hanfilky Byzantine failures (since we use digital signatures for
authenticating forwarded protocol information), we do not makeaasymptions about how and where
updates are generated and initially received. We also indeguatsecurity extensions on top of decen-
tralized consistency protocols (i.e., voting and ROWA) and providagiconsistency, whereas [24]
does not address consistency issues and assumes a non-transactional setting.

The security protocols described here are also relatedditdnal security in group communication
systems and protocols. Ensemble [31] addresses only externalystoeats, whereas Rampant [30] is
designed to handle Byzantine attacks. Castro and Liskov [7] bledcai practical replication algorithm
for tolerating Byzantine attacks in asynchronous environments. hes®ols are commonly based on
primary-copy models to coordinate replica management and requdte stronger connectivity and reli-
able multicast primitives than is required by Deno.

Finally, our work is different from existing secure electfmotocols (e.g., [10, 12]) in two major
ways. By design, many existing secure voting protocols prowats privacy and rely on a small num-
ber of central facilities for counting votes. In Deno, votevgmy is not an issue and the weakly con-
nected nature of the underlying network makes reliance on centratii@ghuntenable.

8. Conclusions

Decentralized, asynchronous approaches to replicated data manggehile being well-suited for fa-
cilitating dis- and weakly-connected operation, also raise unigueisechallenges not present in their
centralized, synchronous counterparts. We presented a complaggrindture for protecting such highly-
available, decentralized databases against maliciowksitiahile providing strongly-consistent access to
replicated data. We first addressed external attacks andbagesbow to effectively provide authentica-
tion, integrity, and privacy using a proper combination of well-knewptographic techniques. We then
classified and addressed potential internal attacks, wilaichot solely be handled using cryptographic
techniques; requiring modifications to the update commit critestitd explicit validation of protocol in-
formation. We proposed a flexible, parameterized protocolali@avs servers to set arbitrary degrees of
tolerance to malicious insiders.

We evaluated the cost of our security protocols using the Pestotype replicated system. The ex-
perimental results revealed that: (1) protecting agaimstrial threats comes at a cost, but the marginal
cost for protecting against larger cliques of maliciouglars is generally low; (2) our decentralized pro-
tocol performs, scales, and handles update contention signiicetter than a ROWA-based decentral-
ized protocol; (3) our approach allows servers to trade off peaicce and the degree of tolerance to ma-
licious insiders, and; (4) individual servers can supporewifft degrees of tolerance without adversely
impacting the performance of other servers, allowing servers tobiteay degrees of tolerance based on
their individual requirements and resources.
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