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This dissertation examines the roles that organizations and individuals play in restoring 

interdependent infrastructure following disasters through three studies. In the first study, we 

focus on how operator heuristics affect the collective restoration speed of three interdependent 

infrastructure (electric power, chilled water, and IT networks). We do this by developing a novel 

framework that embeds an interdependent infrastructure network within an agent-based model 

that mimics the decisions and patterns observed of actual operators. The study sheds light on 

how coordination and information exchange by separate infrastructure parties affect decisions 

and thus restoration outcomes. 

In the second study, we examine recovery times and total unmet demand for the same 

three interconnected infrastructure systems assuming a variable fraction of node removals. The 

work is decomposed by the extent to which operators share information and coordinate 



 

 

strategies, enabling us to identify at what fraction of network failure does coordination and 

information sharing become beneficial. Our study indicates that prioritizing restoration based on 

node centrality produces the speediest recovery. We also show that communication among 

organizations may improve collective performance by as much as 50%. 

Our final research project uses a serious game, Breakdown, focused on restoration of 

interdependent infrastructure to assess whether engineering graduate students gain a deeper 

appreciation for the complexity of interdependent infrastructure and socio-technical systems 

more broadly. This is the first serious game designed to emphasize the value of cooperation, 

communication, and strategy in times of crisis in the field of interdependent infrastructure. As a 

result of playing Breakdown, graduate students demonstrated statistically significant 

improvements in engineering decision-making under uncertainty and sociotechnical systems 

concepts. 

As a result of this dissertation, the interdependent infrastructure community gains insight 

into (1) how individual operators' behavior influences the speed at which interdependent 

infrastructure systems recover; (2) how policies and procedures, like sharing information and 

cooperating, can help improve outcomes; and (3) the ways to teach graduate engineering students 

about socio-technical systems effectively. Using an agent-based model simulation, it quantifies 

the effects of human behavior, communication, and cooperation on recovery outcomes. By using 

a serious game, Breakdown, it proposes an innovative way to teach graduate engineering 

students about socio-technical systems. 
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Preface 

For publication in the peer-reviewed Journal of Infrastructure Preservation and 

Resilience, I will submit the study's results from the second chapter. For publication 

in the peer-reviewed Journal of Engineering Education, I will also submit the study's 

results in the fourth chapter. 
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Chapter 1: Introduction 

1.1 Background 

This dissertation makes progress in the area of creating resilient infrastructure by 

unpacking the role that institutions and individuals have in rapidly restoring 

interdependent infrastructure immediately after failures. Modern societies 

increasingly rely on the services provided by infrastructure. They support numerous 

societal endeavors, including employment and security. Failures in one infrastructure 

sector can cascade to affect numerous other sectors, leaving sustained outages, 

significant loss of productivity, and harm to communities (Mühlhofer et al., 2023).  

Thus, rapid restoration of infrastructure services following disasters is 

fundamental for the recovery of the people, communities, and industries that depend 

on them. Among other factors, recovery time can be strongly affected by 

dependencies among sectors because one system operator, the system decision-

maker, waits on another to restore some vital service (Sharkey et al., 2015). These 

types of delays may be exacerbated when the sectors are interdependent and system 

operators, potentially lacking knowledge of other systems’ conditions (i.e., situational 

awareness), mutually wait for the other to act. The potential for this outcome 

highlights three important points generally eschewed in interdependent infrastructure 

research. First, it illuminates an additional layer of complexity within coupled 

infrastructure in that the decisions made by the operators of these systems introduce 

greater interdependence. Second, it suggests that adding situational awareness,  
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perhaps via information sharing, could improve restoration speeds. The rationale is 

that when operators know the sequence of when dependent services will be restored, 

it may alter how they approach restoration to be more “in sync” with other systems. 

Third, it suggests that policy mechanisms, such as cooperation, could improve 

outcomes. 

These points, however, are difficult to investigate because current approaches 

(with the exception of Smith et al., 2020; Rangrazjeddi et al., 2024) typically assume 

that operators have strong situational awareness and, implicitly, that they cooperate to 

minimize collective restoration times (e.g., González et al., 2016; Ouyang & Wang, 

2015; Cavdaroglu et al., 2013; Lee II et al., 2007). Besides Reilly et al. (2015), 

current approaches abstain from exploring how interventions such as information 

sharing could improve recovery outcomes for interdependent infrastructure. We aim 

to explore how to expedite the restoration of these systems by filling the gap in the 

literature surrounding situational awareness and the impact of interventions like 

information sharing. Drawing from gathered insights, our goal is to identify pathways 

for disseminating this knowledge to civil engineering students. 

Additionally, the people who typically work on problems such as these—

engineers—are typically not exposed to the role that individuals have in complex 

systems. More specifically, most lack exposure to socio-technical systems during 

their education, suggesting later that they may not consider the important role that 

individuals have when restoring infrastructure services. The 2021 Texas Winter 

Storm serves as an illustration of the consequences of failing to recognize 
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interconnected infrastructure as socio-technical systems (Busby et al., 2021). 

Teaching students about interconnected human-technical systems is difficult in part 

because the theory is broad and in part, because real-world examples are sometimes 

difficult to analyze and engage with quickly. Furthermore, traditional teaching 

strategies like lectures emphasize theoretical information and frequently rely on rote 

memory (Nikolic et al., 2010; Kooloos et al., 2020). In the end, it is challenging to put 

knowledge into practice since these approaches frequently do not sufficiently expose 

students to real-life applications of the concepts (Kooloos et al., 2020). Serious games 

are one type of active learning strategy that allows students to use and reinforce the 

theory they have studied in the classroom while experiencing firsthand the subtleties 

of a real complicated system. (Breuer & Bente, 2010; Markant et al., 2016). Because 

they may mimic the chaos, need to react quickly, and uncertainty that infrastructure 

operators experience during disasters, serious games can be helpful. (Solinska-Nowak 

et al., 2018). Furthermore, serious games may highlight the value of teamwork even 

in situations when individual goals appear to diverge (Ștefan et al., 2019). 

Thus, to enhance the recovery of coupled networks, there is a fundamental 

need to broaden the current perspective to consider (1) the role that individual 

operators have in the speed of recovery of interdependent infrastructure systems; (2) 

whether policies and procedures, such as information sharing, could improve 

outcomes potentially at low- to no-cost; and (3) the ways of effectively teaching 

engineering students about socio-technical systems.  
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This dissertation makes progress in addressing these three needs by exploring how to 

incorporate human behavior and actions into interdependent infrastructure models 

and education. Our body of work produces a more nuanced approach for 

understanding how limiting factors—such as a lack of information or misaligned 

priorities—during the restoration of couple infrastructure prevent the actual 

restoration speed from matching what is theoretically predicted (when information is 

abundant, work is coordinated, and operators adhere to the orders of centralized 

planners). We do this over three chapters. In the following chapter, Chapter 2, we ask: 

“1. How do the heuristics displayed by infrastructure operators during recovery 

affect the collective recovery speed? 2. What would happen to recovery speed if 

operators were collectively beneficent and communicative?”  

In Chapter 3, we build on Chapter 2 to explore the following research question: “How 

does the sharing of information and cooperation among operators affect the total 

unmet demand and recovery time in interconnected infrastructure systems with 

varying degrees of node removals?” 

In Chapter 4, we would like to see how we could transfer the knowledge from 

Chapter 2 and Chapter 3 to civil engineering students by answering the following 

research question: “How can serious games aid in teaching graduate engineering 

students about the complexities of interdependent infrastructure restoration?” 
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1.1.1 Interdependent infrastructure: A primer 

Infrastructure is designed to rely on one another for efficiency (Grafius et al., 2020). 

When two infrastructure are dependent on each other mutually, they are called 

interdependent infrastructure. Interdependencies are typically divided into four 

classes: physical, geographic, cyber and logical (Rinaldi et al., 2001). Whenever one 

sector cannot restart operations until the operations of another sector have been 

restored, it is considered physical dependence. There can be geographical 

dependencies if two or more systems are co-located. The cyber interdependencies 

among infrastructure are based on informational ties. Information is exchanged 

between infrastructure, and outputs from one infrastructure feed into another. 

However, logical dependencies can be more complex. Decisions and actions resulting 

in logical interdependence include regulations, preferences, and demands.  

For instance, electricity is needed to run the pumps that deliver drinking water 

to people's houses. Water outages can happen soon after power outages (physical 

dependency). Likewise, water main failures usually result in power outages because 

electric distribution wires are situated next to water pipelines (geographical 

dependency). These systems are hence referred to as "interdependent." Literature-

based examples of logical interdependencies arise, for instance, in the scenario where 

the cleanup of road debris cannot be done before the repair of downed power lines 

within the power distribution system (Sharkey et al., 2016). 
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1.2 Research Objectives and Contributions 

The goal of this Ph.D. research is to understand how the heuristics that infrastructure 

operators have about their systems influence the disaster recovery process. By better 

understanding what heuristics they use and how this influences decisions and 

ultimately recovery speed, we are evaluating whether nudges or guidelines can be 

introduced to help facilitate better collective decision-making. This is a large 

interdisciplinary project that includes multiple social scientists and civil engineers. 

This study fills a gap in the literature by exploring how to incorporate human 

behavior and actions into interdependent infrastructure models and education. 

Therefore, to improve the resilience of interconnected networks, it is essential to 

expand the current viewpoint to address (1) the influence of individual operators on 

the pace of recovery in interdependent infrastructure systems; (2) the potential 

benefits of policies and practices, such as information exchange, in enhancing 

outcomes, possibly with minimal or no expenses; and (3) effective methods of 

educating engineering students about socio-technical systems.   

1.2.1 Contribution of Research to Science 

As a result of our work, we gained a more nuanced understanding of how limitations, 

like incomplete information or misaligned priorities, can limit the speed at which a 

couple infrastructure is restored. Three chapters cover this topic. 

 In the following chapter, Chapter 2, our contribution is to propose a novel 

framework for integrating interdependent infrastructure and agent-based modeling, 

thus enabling an extensive analysis of how operators’ decision heuristics affects 
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large-scale interdependent systems. This chapter addresses a crucial gap in the 

literature by recognizing operators’ bounded rationality and reliance on simple 

decision rules. We also explore the effects of information sharing and cooperation on 

recovery trajectory by modeling the environment in which decentralized decision-

making takes place, thereby addressing the issue of operators’ lack of situational 

awareness. Additionally, our research offers guidelines for decision-making under 

conditions of high uncertainty, contributing to a better understanding of inter- and 

intra-organizational dynamics during recovery.  

 In Chapter 3, we build on Chapter 2 to explore recovery time and accumulated 

unmet performance across three interdependent infrastructure systems—electric 

power, water, and IT networks—for different percentages of node removal. We 

contribute to the emerging area of node removal analysis of interdependent networks 

by focusing on three different scenarios. The scenarios are one in which operators 

have knowledge and make decisions cooperatively, and one in which they do not 

have information and they cooperate. In addition, another is that they do not have 

information and do not cooperate. The results of this research add to the body of 

literature since previous studies have only analyzed node removal using network or 

technical components, ignoring operator behavior. Furthermore, we would like to 

help operators establish a basic guideline or heuristic for the critical moments where 

cooperation and communication matter.  

 In Chapter 4, we are evaluating whether a serious game, developed by social 

scientists on the team to elicit recovery decisions, can also enhance graduate students’ 
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understanding of how interdependent infrastructure functions. The serious game is 

called Breakdown. This is the first serious game developed in the area of 

interdependent infrastructure that highlights the importance of strategy, 

communication and cooperation during a crisis. Through engaging students with a 

serious game, this study contributes to the literature by teaching students about the 

intricacies of restoring interdependent infrastructure, including how individual 

operator behavior, asymmetric information, and uncertainty affect restoration times. 

The game’s precise learning objectives help graduate students understand important 

ideas in infrastructure resilience and offer insightful information on how well serious 

games work as teaching aids for the socio-technical system.  

1.3 Summary of the Studies 

1.3.1 Enhancing Infrastructure Resilience: Integrating Human Behavior, 

Communication, and Cooperation into Recovery Decision Models for 

Interdependent Infrastructure 

In modern societies, infrastructure is intricately woven so as to enhance efficiency 

(Grafius et al., 2020). However, a critical issue arises as system operators responsible 

for recovery decision-making work independently, isolated from one another due to 

disparate departments, unique objectives, and a lack of collaborative incentives 

(Sonesson et al., 2021). The absence of mutual recognition of dependencies leads to 

delays, particularly when sectors are interdependent and operators, unaware of other 

systems' conditions, hesitate to take action. The conventional approach to addressing 
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this challenge involves physically separating systems, such as installing gas-powered 

generators (Booth et al., 2020), but this can be financially burdensome.  

There is a large body of research that develops prescriptive models, often 

using optimization techniques that suggest what operators should do in order to 

achieve certain objectives (e.g., Almoghathawi et al., 2023; Sang et al., 2021). There 

are a few straightforward explanations for why these suggestions are not followed: (1) 

It is difficult for most utilities to develop and implement these models due to a lack of 

organizational resources; (2) Usually, utilities do not collaborate on organizing and 

planning repairs with one another; (3) In most cases, there is not enough situational 

awareness of damage to maximize its repair, so the group cannot make optimal 

decisions. In spite of the fact that utilities often use heuristics–mental shortcuts, they 

can adopt a new one if it meets the following requirements: (1) following them is 

simple, and (2) there is reliable evidence that they work. In response, our study 

rethinks the concept by posing the question: (1) How do different decision rules affect 

the collective recovery speed of coupled infrastructure? (2) What would happen to 

recovery speed if operators were collectively beneficent and communicative?  

To address the identified challenges, we employ an approach that integrates an 

interdependent infrastructure network model and an agent-based simulation model. 

This comprehensive methodology allows us to assess the impact of various decision-

making frameworks and recovery guidance on in silico timelines for restoration. 

Real-world insights play a pivotal role in understanding operators' decision-making 

factors. To capture these nuances, we observed the behavior of actual operators and 
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incorporated their considerations into the simulation model. These decision-making 

heuristics include network measures of centrality, building type, repair time, and 

random decision-making—reflecting mental shortcuts operators employ. To model 

communication, we take into account the dependence between electric power and IT 

operators' decisions about recovery and chilled water operators' decisions. To model 

being beneficent, we considered the situation in which electric power operators 

prioritize repairing damaged components in their own systems that benefit others the 

most.  

The application of this methodology unfolds in a case study focused on a 

major university campus, specifically analyzing the IT network, chilled water system, 

and electric power infrastructure. Considering two distinct damage scenarios, minor 

and significant, we present recovery paths for each situation. Operators can opt for 

beneficent or not beneficent approaches when selecting a repair sequence, with 

decisions influenced by factors such as the electric power and IT operators’ 

information availability. In Chapter 2, you will find more details about the study. 

1.3.2 Robustness Analysis of Interdependent Networks: Operator Behavior and 

Simple Decision-Making Rules in the Face of Communication and Cooperation 

Challenges 

The earlier study is being continued with this one. In the previous research study, we 

talked about how, despite the fact that infrastructures are linked nowadays, the 

operators in charge of their recovery operate and make choices independently. We 

thus looked at the consequences of operators working benevolently but using various 
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decision-making processes. Additionally, using straightforward guidelines that 

operators had created over years of experience to help them decide on the best repair 

sequence, we looked into the outcomes of recovery trajectories. The most effective 

recovery trajectory outcomes would follow if they were beneficent, made judgments 

based on betweenness centrality as a central measure of the network, and exchanged 

information with one another.  

However, there are also barriers that prevent different infrastructure and 

organizations from acting benevolently and exchanging information. They consist of 

items such as divisions inside the organization, conflicting opinions, and misaligned 

goals. Because of this, it takes time for the operators to develop a culture of 

cooperation and information sharing (Gabriel-Petit, 2017). It also needs training. It is 

a relatively new field of study to examine the robustness of interdependent networks. 

Current literature (Gao et al., 2018; Shekhtman et al., 2023) focuses solely on the 

technical aspects of interdependent systems. In contrast, node removal analysis of 

interdependent networks has never examined the behavior of recovery operators in 

cooperation and communication. The human factor must also be considered when 

designing a robust system, and operators also affect robustness. In other words, 

interdependent systems that are well managed are completely different from those 

that are poorly managed, even assuming they have the same technical aspects. 

 During the study, a major research question is: At what node failure rate does 

being beneficent and having information become more influential than not being 

beneficent and lacking information? Academic literature sometimes refers to this 
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crucial threshold as the network robustness index (Scott et al., 2006), which marks the 

point where recovery techniques diverge. For three interconnected infrastructure 

systems—electric power, chilled water, and IT networks—we do node removal 

analysis. Next, we examine the area under the recovery trajectory curves and recovery 

time as robustness indicators for varying node removal percentages.  

We do this analysis for three scenarios: one in which operators have 

knowledge and make decisions benevolently, and one in which they do not have 

information but they make decisions benevolently. In addition, another is that they do 

not have information and do not make decisions benevolently. Decisions are made 

based on betweenness centrality. According to our hypothesis, there is no distinction 

between these three circumstances, up to a certain percentage of node failures. After 

what we call the robustness point, the approach of not having information and making 

decisions either benevolently or not benevolently diverges from the approach of 

having information and making decisions benevolently. In Chapter 3, you will find 

more details about the study. 

1.3.3 Serious Gaming for Teaching Complex Human-Technical Systems 

Experiencing Shocks: an Application to Interdependent Infrastructure Recovery 

Traditional teaching methods, such as lectures, focus on theoretical knowledge and 

are often based on rote memorization (Nikolic et al., 2010; Kooloos et al., 2020). 

These methods often do not adequately expose students to real-life applications of the 

principles, making it ultimately difficult to translate knowledge into practice. One 

such topic that is challenging to teach to students is interdependent human-technical 
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systems, in part because the theory spans many domains and in part, because real-

world examples are often complicated to dissect and interact with in a short period. 

Active learning methods, such as serious games, are a way to have students 

experience first-hand the nuances of an actual complex system while applying and 

reinforcing the theory they have learned in the classroom (Breuer & Bente, 2010; 

Markant et al., 2016) 

There is no serious game in the community of interdependent infrastructure 

that highlights the importance of strategy, communication and cooperation during a 

crisis. Our research question in particular is: What role may serious games play in 

helping graduate engineering students understand the intricacies of restoring 

interconnected infrastructure? As part of our learning objectives, we intend to address 

the following topics: 1) An understanding of how infrastructure sectors are 

interdependent and how they can affect the functionality of others; 2) Understanding 

the sources of uncertainty and information asymmetry that influence decisions; 3) 

Explaining how operators can have an impact that extends beyond their own sector 

through their actions. 

We teach graduate engineering students the aforementioned concepts by 

creating and then playing a serious game called Breakdown. The game is a 

cooperative, serious game focused on the actions and behaviors of infrastructure 

operators who are tasked with restoring damaged infrastructure by the time the clock 

runs out. It is reflective of a hypothetical restoration process being conducted on three 

interdependent infrastructure systems (electric power, water, and IT) and the types of 
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decisions operators make about sequencing restoration in the partial absence of 

information. The game demonstrates to engineering students how uncertainty, 

asymmetric and missing information, and their own biases and judgements affect the 

speed at which interdependent infrastructure is restored. To measure knowledge 

growth, a learning survey is administered to students both before and after gameplay.  

In Chapter 4, you will find more details about the study. 
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Chapter 2: Enhancing Infrastructure Resilience: Integrating 

Human Behavior, Communication, and Cooperation into 

Recovery Decision Models for Interdependent Infrastructure 

2.1 Introduction 

Infrastructure is the backbone of modern society, and interruptions to its services can 

paralyze communities and economies. Chronic underfunding has made many systems 

vulnerable to deterioration and failure (Lehman, 2022). Natural hazards also 

increasingly threaten infrastructure as the planet warms and hurricanes, floods, and 

other climatic events become more frequent and severe (Bhola et al., 2023). Disasters 

like the Texas Winter Storm of 2021, where hundreds of thousands of utility 

customers were left without electricity or heat during days of extreme cold, stemmed 

from lax regulations, underinvestment in critical infrastructure systems, unexpected 

temperature drops, and regulatory and operational failures to recognize how 

infrastructure systems depend on other infrastructure systems in order to function 

(Kemabonta, 2021). More specifically, the infrastructure is interdependent.  

Infrastructure has been designed to be interdependent for reasons of efficiency 

(Grafius et al., 2020). For instance, it is simpler and less costly to co-locate horizontal 

infrastructure, such as water and gas, under a thoroughfare than to segregate systems. 

However, inter-infrastructure dependencies can lead to cascading failures and 

complicate the recovery processes (F. Wang et al., 2022). Among other factors, 

recovery time can be strongly affected by dependencies among sectors when one 

system operator waits on another to restore some vital service so that their restoration 
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process can commence (Sharkey et al., 2015). These types of delays can be 

exacerbated when the sectors are interdependent and system operators, potentially 

lacking knowledge of other systems’ conditions (i.e., situational awareness), mutually 

wait for the other to act. This demonstrates a socio-technical form of infrastructure 

dependency—operational dependency—where the operations of one system are 

affected by the operational decisions and decision processes of operators in other 

systems (Reilly et al., 2021). 

In this work, we focus on operational dependencies and specifically on the 

impact that decision processes used during a restoration have on the collective 

recovery speed of coupled infrastructure. The typical approach to improving coupled 

system resilience is to increase their separation, for example, by adding gas-powered 

generators at key water pumping facilities (Booth et al., 2020). The idea is that when 

the power fails, pumping can continue. While effective, this approach is typically 

extremely costly when deployed at scale, and complete system detangling is 

unrealistic. This leads us to investigate whether changes to decision processes and 

asset prioritization during the repair period could improve coupled system resilience 

by speeding restoration after failures do occur, and ideally at little to no cost.  

Currently, system operators responsible for recovery decisions typically work 

independently of operators from other systems and make choices regarding repair 

orders based upon heuristics developed through years of experience (Gerst et al., 

2024). This runs contrary to much of the literature, which builds prescriptive models, 

often using optimization, that yield what operators should do (e.g., Almoghathawi et 
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al., 2023; Sang et al., 2021). The reasons why these recommendations are not adopted 

are fairly simple: (1) most utilities do not have the organizational capacity to build 

and run these models; (2) most utilities are not required to work collectively with 

other utilities to coordinate and strategize repairs; and (3) even if the first two bullets 

were true, there is typically insufficient situational awareness of system damage to 

optimize their repair and thus make more collectively optimal decisions.  

Absent regulatory requirements for interdependent utilities to coordinate 

strategy, it is unrealistic to expect them to do so. Further, while some utilities are 

large, high-capacity for-profit entities, many are not and it is similarly unrealistic to 

expect them to build computational models that produce carefully orchestrated repair 

sequences for extremely rare events. However, it is conceivable that utilities 

voluntarily share or publicly post information about the approximate time they expect 

their utility’s service to be operational in a region; many already do so today, such as 

Ameren (Cooper et al., 2021) This information provides value to customers, including 

other utilities which depend on that infrastructure’s service and might use this 

information to develop their own repair strategies. It effectively informs customers 

how utility assets in their region are being prioritized. In addition, while many 

utilities rely on heuristics, it is possible they could adopt new heuristics as long as (1) 

they are simple to follow and (2) there is credible evidence of their effectiveness. In 

this work, we build an in silco integrated interdependent infrastructure and agent-

based model using Python programming to answer: 

  



 

18 

 

 

 

(1) How do the heuristics displayed by infrastructure operators during 

recovery affect the collective recovery speed? 

(2) What would happen to recovery speed if operators were collectively 

beneficent and communitive? 

Given this environment, our work considers how a reorientation of decision heuristics 

change the repair speeds. We hypothesize that careful coordination among systems 

can collectively speed system recovery and contribute to community resilience. We 

use an agent-based simulation model and an embedded interdependent infrastructure 

network model to test how different decision-making frameworks and recovery 

guidance could benefit restoration times in silico. We elicited behavior from actual 

operators to understand what they consider when making decisions and then encoded 

this knowledge within our simulation model. We are applying this model using the 

electric power, chilled water, and IT networks at a large campus university as a case 

study. 

Moreover, infrastructure owners often hire a contractor to operate their 

infrastructure, so a legal contract is necessary. According to the legal contract, there 

are several pricing and cost mechanisms based on what needs to be delivered and 

what should be done if there is an outage. When there is a great deal of uncertainty, it 

is harder to write a good contract. Defining what the operators should do in uncertain 

situations is very difficult in concrete terms. The literature on contracting suggests 

that when there is a lot of uncertainty, instead of trying to enforce rigid rules, the 

contract should be written in a way that encourages coordination rather than rigidly 
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defining rules (Z. Cao & Lumineau, 2015; Lumineau, 2017). This is because the 

incentive is easy to distribute.  

The contracting literature refers to coordination both as part of contracts and 

as informal mechanisms for interacting between organizations. This is essentially the 

process of building mutual norms. There is a difference between contracts and mutual 

norms, namely that they are not interchangeable (Poppo & Zenger, 2002). Between 

them, there is a kind of interaction; they complement one another. The current 

literature, according to Gerst et al. (2024), does not specifically address situations in 

which formal and informal mechanisms should be used, but there are general 

guidelines for developing trust in the absence of formal contracts. By interpreting the 

results of our computational analysis based on this literature, we can provide some 

guidelines for making recovery-related decisions. 

The contribution to the literature from this work is threefold. 1. The recovery 

of interdependent infrastructure is a socio-technical issue, and we consider the human 

aspect of this issue by knowing that operators are boundedly rational and use simple 

rules for decision-making. We use information collected by interviewing facility 

managers for this purpose. 2. Operators have a lack of situational awareness about 

other systems in the recovery of interdependent infrastructure. We consider this issue 

by modeling the environment in which decentralized decision-making occurs using an 

agent-based simulation model. Then we see if information sharing and cooperation 

can help interdependent infrastructure operators get better results in terms of recovery 

trajectory curves. 3. There is a significant amount of literature on intra- and inter-
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organizational conflict, governance, and contract. We interpret the result of our 

computational analysis based on this literature in order to provide some guidelines for 

making decisions during the recovery process, given that the process is subject to 

high uncertainty. 

2.2 Literature Review 

2.2.1 Interdependent Infrastructure Overview  

Interdependent infrastructure has been the subject of many studies since two major 

events, such as the 9/11 terrorist attack and Hurricane Katrina. As Rinaldi et al. 

(2001) point out; the failure of one infrastructure can affect other infrastructure both 

directly and indirectly. There may be a ripple effect on vast geographic areas as well 

as the local, national, and international economies. They identify four types of 

dependency (logical, physical, geographic, and cyber) and describe their 

manifestation across six dimensions of infrastructure. Ouyang (2014) 

comprehensively examined the works in the area and generally categorized the 

models and simulation techniques currently in use into six groups. 

2.2.2 Centralized Decision Making in Interdependent Infrastructure  

Recovering from failure is crucial. To reduce the cost of flow during restoration 

activities following a disaster and for the recovery of infrastructure networks with 

interdependent dependencies, operations researchers have created centralized 

optimization. For example, Lee II et al. (2007) proposed a model that decides which 

group of nodes and arcs are required to be recovered in damaged infrastructure, 

considering interdependencies. They also described five forms of interdependencies 



 

21 

 

 

 

and put forward the mathematical formulation for incorporating them. Optimization 

techniques have been developed to optimize the demand for each network 

infrastructure separately. Integrated Network Design and Scheduling (INDS) is the 

term used to describe this class of issues (Nurre et al., 2012). By expanding these 

approaches to incorporate interdependencies, taking into consideration available 

resources and node interdependence, Cavdaroglu et al. (2013) built a mixed-integer 

linear program (MILP) with regard to arc reconstruction decisions to reduce the 

recovery cost. Adding node reconstruction, spatial context, a range of timelines, and 

interdependent relationships to the optimization technique, González et al. (2016) 

expanded the scope of the technique.  

To investigate how operational and societal items affect the restoration of the 

system of interdependent infrastructure, Gomez et al. (2019) used the mathematical 

formulation proposed by González et al. (2016). Particularly, they had to deal with 

three challenges: 1) the influence of operational and societal items on the optimal 

solution; 2) the impact of regulatory plans on the restoration; and 3) the effect of pre-

disaster preparedness on the post-disaster response. Most of the research studies in 

the interdependent community have considered the entire interdependent 

infrastructure as a single entity, so that a single agent, the so-called social planner, 

makes recovery decisions for all of them. Thus, they have neglected the complexities 

involved with independent agents, such as their lack of knowledge about the recovery 

plans of other infrastructure. As a result, they have assumed situational awareness 

implicitly. However, these systems are typically operated decentralized.  
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2.2.3 Decentralized Decision-Making in Interdependent Infrastructure  

Reilly et al. (2015) conclude that when the network operators manage these systems 

decentralized, which is what happens in reality, their performance is worse than when 

a centralized operator or a social planner manages these systems in a failure scenario. 

Some scholars have developed decentralized decision-making in interdependent 

infrastructures with the assumption that operators have explicitly cooperative 

behavior. Coles & Zhuang (2011) focused on cooperative games amongst disaster 

relief groups that share the same goal of relief provision. To explore the decentralized 

allocation of resources for interconnected road and water distribution networks, 

Mohebbi et al. (2021) utilized a coalitional game. Non-cooperative models have 

gained traction in recent years. The decentralized optimization model in Cavdaroglu 

et al. (2013) has been extended by Sharkey et al. (2015) to network operators by 

dividing up the objective function across several operators. Sharkey et al. (2015) 

focused on the restoration of two interdependent infrastructure networks; the 

operations and restoration processes are linked between the systems. First, a model is 

created to see how a "centralized decision-maker" would restore services. Second, a 

model is created to see how "decentralized decision-makers" would restore service, 

assuming that there is little communication between the organizations. The third 

model considers decentralized decision-makers who share restoration process 

information.  

Smith et al. (2020) carried out a formal analysis of the convergent 

characteristics of the third approach and used it as a baseline for decentralized 
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recovery. To reduce computation time and ensure convergence, they proposed a 

game-theoretic approach as an alternative. However, none of these research studies 

has seen the human aspects of decision-making during recovery. Talebiyan & 

Duenas-Osorio (2020) developed a heuristic method called “Judgment Call” to mimic 

the decision-making process for restoration via delayed communication. They 

presumed that agents utilized their judgment to infer the decisions of other agents in 

order to circumvent the challenge of poor communication. Furthermore, Talebiyan 

(2021) used strategy models to simulate how actors interact, allowing actors to 

explicitly consider and respond to various choices other actors may make. However, 

all of these studies assume that, in the event of component failures, network operators 

generally wish to restore service quickly in order to minimize total unmet demand. 

However, operators are boundedly rational, meaning that they have limited cognitive 

ability (i.e., they are unable to solve complex optimization problems in their heads), 

limited time (i.e., the operator must act promptly), and limited information about 

external factors that affect the recovery process (e.g., the status of damaged 

components in other infrastructure). Because of this, they use heuristics rather than 

complex optimization methods when making repair decisions. 

2.2.4 Governance Mechanisms between Interdependent Infrastructure 

Three purposes are served by governance mechanisms within organizations: they 

coordinate goals, facilitate cooperation mechanisms, and reduce opportunity costs. 

Additionally, communication channels and joint problem-solving structures need to 

be established (Lumineau et al., 2015; Roehrich et al., 2020). Formal and informal 
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mechanisms can be used to carry out these functions based on the circumstances. 

Formal mechanisms are exchange rules that are legally enforceable. Relational norms 

of flexibility, solidarity, and information sharing lay the foundations for informal 

mechanisms. Flexibility and solidarity mean adapting to unforeseen circumstances 

and mutual adjustment in joint action, respectively (Poppo & Zenger, 2002). 

Formal and informal mechanisms have traditionally been seen as substitutes in 

literature on interorganizational governance, but they have been shown to 

complement each other under a wide range of circumstances (Z. Cao & Lumineau, 

2015; Y. Liu et al., 2009; Poppo & Zenger, 2002). There is generally some amount of 

uncertainty in the environment, the partners, and the workflow in most situations, 

thus making it impossible to design formal mechanisms that can account for all 

possible outcomes. It is therefore necessary to develop relational norms to manage 

situations where formal mechanisms fail to manage ambiguities or overly rigid 

solutions. Since relational norms are built on mutual trust between partners, they can 

be costly and time-consuming to construct. Furthermore, they may not be sufficient to 

alleviate distrust that can develop between partners when there are fundamental 

differences in value (Lumineau, 2017). 

There is still a considerable gap between our current scientific understanding 

of the interaction between formal and informal mechanisms, as well as partner 

expectations, in determining the exact combination of governance mechanisms for a 

situation (Roehrich et al., 2020). Situations with high levels of potential exploitation 

likely require formal mechanisms to incentivize cooperation unless both partners 
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possess strong honesty and humility (i.e., a sense of fairness) and social value 

orientation traits. The likelihood of relying on relational norms for collaboration and 

cooperation decreases when partners lack high mutual trust and low mutual distrust. 

Formal incentives are likely to be required unless both partners have high 

agreeableness (i.e., forgiveness ability). Additionally, if short-term and long-term 

goals change over time, then there will be temporal conflict. It is likely that formal 

mechanisms will need to be established to ensure that partners establish relational 

norms that encourage flexibility and mutual adjustment, unless they already have 

these norms. It is imperative that coordination processes be implemented to articulate 

goals, align them wherever possible, and set parameters for effective collaboration.  

Additionally, we can gain further insight by considering that most 

interdependent infrastructure partnerships are unlikely to be based solely on relational 

norms, and the circumstances of the partnership will change over time. Positive 

experiences can gradually improve trust, while negative experiences can quickly 

deplete it. There is also the possibility that some level of distrust may persist due to 

fundamental value inconsistencies. A formal mechanism must thus avoid 

incentivizing opportunism or uncollaborative behavior, but it should not be so rigid 

that it discourages the development of relational norms, which can enhance its 

effectiveness. A formal mechanism must also allow for changes in trust and norms 

(Howard et al., 2019). If trust is eroded by opportunistic behavior, formal 

mechanisms should be able to act as a backstop to allow greater reliance on relational 

norms as the relationship matures.  
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The existing literature offers broad recommendations for building trust in the absence 

of formal contracts, but it does not precisely address circumstances in which formal 

and informal processes should be employed. Using the literature as a reference, we 

may interpret the findings of our computational study to offer some recommendations 

for recovery-related decision-making. 

2.3 Methodology 

2.3.1 Overview and Case Study 

To answer our research questions, we build an integrated interdependent 

infrastructure and agent-based model (ABM) to evaluate individual and collective 

restoration speeds for various cooperation scenarios and decision heuristics (Figure 2-

1). The interdependent infrastructure is representative of three different utilities on an 

actual college campus with roughly 40,000 students and 10,000 employees. The 

utilities we consider are chilled water, information technologies, and electric power. 

The rationale for choosing a college campus as our case study, as opposed to a larger 

urban environment, is that we intend to balance model tractability with model 

complexity. Some generalizations are likely lost with this tradeoff, but it represents a 

reasonable first step. We assume that a major climatic forcing event occurs, knocking 

out numerous components in each utility. The goal is to restore service as 

expeditiously as possible.  

An ABM is an in silico model that simulates the actions and interactions of 

agents and their environments (Macal & North, 2005). Agents are able to observe 

their environment, and their decisions ultimately shape it. Depending on how the 
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model is constructed, agents are allowed to directly communicate, or implicitly 

communicate through the actions they take to transform their environment, or both.  

The ABM in this work is broadly composed of an interdependent 

infrastructure model (Section 2.3.2), a decision model (Section 2.3.3), and an 

infrastructure repair model. The simulation is initiated with a list of damaged 

components in each utility and the crew availability for each utility. Components 

represent major nodes or links in each of the networked systems. When a component 

in the chilled water system is damaged, we assume that flooding follows, and any co-

located electric-power or IT component is flooded and inoperable. Each utility has a 

centralized authority that knows which components are damaged and is tasked with 

deploying crews to make repairs in a manner that minimizes the time systems are 

offline. However, we assume some uncertainties exist. Following findings from past 

research (Gerst et al., 2024), utilities generally have a sense from experience of how 

long it will take to repair each component, but the actual time is assumed to be a 

random variable that follows a lognormal distribution.  

The distribution parametrization for each component was elicited from the 

system’s actual operators, and their values are provided in Appendix Table A-1. 

Additionally, while the electric-power and IT utilities are aware of components in 

their own systems that are inoperable, they are unsure whether the interoperability 

stems from flooding, which the utility overseeing chilled water needs to address first, 

or something different. The electric-power and IT utilities are unable to commence 
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component repair until flooding is ceased following the repair by the chilled water 

utility.  

The model is discretized into T-hourly increments. The simulation starts by 

getting inputs for each physical infrastructure, such as the network, demand, damaged 

components and dependency of networks on each other. It also gets input about 

agents’ attributes, such as the number of work crews, decision-making rules, being 

beneficent or not, and also having information or not for the electric-power and IT 

utilities. Then, based on a realization of a Monte Carlo simulation for repair times of 

damaged components, a recovery process starts. First, time sets to zero at the 

beginning of the process. As long as there are any failed components in each 

individual infrastructure, some processes are repeated inside a loop. At each time 

step, it is initialized by running the interdependent infrastructure model to measure 

the fraction of demand that is met on campus for each of the utilities.  

Demand values are assigned to each building and remain constant throughout 

the day, and the values come from 15-minute increments of building-level utility 

demand data averaged over three days during the semester. At the start of each time 

period t, assuming there is at least one crew to deploy in any of the utilities, the utility 

must decide. If no crews are able to be deployed to a different damaged component, 

then the clock advances to time period t+1. Three centralized authorities, one for each 

utility, deploy crews, if available. No crews may be available if they are still working 

on a repair they did not complete during time period t-1. In these situations, crews 

continue their repair in time period t and beyond if needed. In each time period t, we 
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measure not only how many components are in need of repair for each utility, but 

also, what fraction of buildings have IT, chilled water, or electric-power services. We 

assume that crews are highly-specialized experts and only work on components 

overseen by their own utility, and thus are not interchangeable. When crews are 

assigned to repair a component, they spend time as long as the repair time of the 

damaged component, which is the realization of lognormal distribution. During time 

period t+1, we update damaged components’ conditions to their full functionality if 

they are functional. A repeat of this process is performed until all infrastructure 

components are free of damage. The result is the recovery plots for each 

infrastructure as well as collectively. Returning to the case study, storms, hail, snow, 

ice, and tornadoes are among the natural threats to campus infrastructure, along with 

man-made hazards, including chemical spills, cyber intrusions, and fires. 
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Figure 2-1: Flowchart for the restoration process based on ABM. 

2.3.2 Interdependent Infrastructure Model 

In this section, we first introduce the interdependent infrastructure model at a high 

level and then each infrastructure individually. Figure 2-2 shows the 

interdependencies among electric power, chilled water and IT networks. Since the 

combined heat and power substation is physically dependent on the internet, the red-

colored electric power, which is modeled using an undirected graph in Python,  
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depends on the information technology system. Moreover, when a pipe breaks near 

the underground electric-power and IT utilities' lines, it adds to damaged components 

in these networks, so there is a geographical dependency here. We also accounted for 

the partial dependency of electric power and IT utilities' components on the chilled 

water pipes. To do this, we categorized the nodes and links in the electric-power and 

IT networks as either definitely or possibly dependent on specific pipe breaks and 

modeled the partial dependency using a binomial distribution. The chilled water 

system, which is shown in blue, is modeled by the Water Network Tool for Resilience 

(WNTR, pronounced winter) by an undirected graph in Python. WNTR (Klise et al., 

2017) is a Python toolkit for studying and modeling water distribution networks. 

Application programming interfaces (APIs) in WNTR allow adjustments to the 

operational procedures and network design, as well as simulations of events that are 

disruptive.  

The chilled water system depends on electric power to power its pumps. It 

also depends on the information technology system because of the dependency of 

Satellite Central Utilities Buildings (SCUBs) on the internet. The information 

technology system, which is shown in green and is modeled by the network 

maximum flow problem, depends on chilled water for the space conditioning of its 

datacenter and electric power for powering its routers and switches. These 

dependencies lead to more damaged components in the electric-power and IT 

networks and some non-functional components in each network. Therefore, each 

infrastructure model has three types of inputs and one output. Three types of inputs 
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are related to defining the network, modeling the damaged network, and damages due 

to interdependencies. The output is the nodes without demand as well as their 

demand. Each model gets the nodes of the network as well as their geographical 

coordinates and some other attributes, including the value of demand for demand 

nodes, building type for nodes, and whether the node is dependent on other networks, 

which is called dependent or serves the other networks, which is called dependee. 

 

Figure 2-2: Interdependencies among power, chilled water and IT networks. 

We apply this interdependent model to our case study. Figure 2-3 shows the electric-

power, chilled water and information technology separately and together overlaid, as 

demonstrated by a graph on Google Map. The nodes in each network are divided into 

three categories, including source nodes, demand nodes and transfer nodes. Power, 

chilled water and IT networks have 161, 89 and 21 nodes, respectively. Each line   
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represents a link in each network. In other words, each line represents a power line, 

an internet line or a pipe in electric-power, chilled water and IT networks, 

respectively. Power, chilled water and IT networks have 169, 80 and 20 links, 

respectively. Some nodes geographically overlap. The power network consists of ten 

feeders and two substations, i.e., a natural gas cogeneration plant or combined heat 

and power (CHP) and the one provided by a local electric power utility. Four feeders 

are the oldest ones and are connected to both substations. Six feeders are connected 

only to one substation that is served by the local electric power utility. We model 

electric-power networks with the connectivity model because, based on the interview 

with the facility managers, we noticed that it does not matter if they have partial flow 

or no flow at all in a building; both mean they have no flow at all and they behave as 

zero and one. We also obtained the demand data from facility managers.  

The power network serves 140 buildings on campus, which are modeled as 

demand nodes. Six demand nodes are dependent on IT systems that are related to 

natural gas cogeneration plants. 93 power nodes are dependent on chilled water pipes. 

In the power network, 73 buildings or demand nodes provide power to the chilled 

water network. Eight of them provide power to supply nodes in the chilled water 

network. Chilled water consists of nine subgraphs, and each one has a Satellite 

Central Utilities building (SCUB) that uses power to generate chilled water in order 

to deliver it to most campus buildings via pipelines. In addition to cooling buildings, 

chilled water is also used to cool data centers in the IT network. Each subgraph has a 

source node that pumps the water to other buildings. Every building or each demand 
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node, including 66 buildings, is assumed to have a pump. There are also other nodes 

that are simply splits and act as neutral nodes, neither supplying nor consuming. 53 

buildings are dependent on power, including eight source nodes. All source nodes, 

i.e., nine source nodes, are dependent on IT. The power network is dependent on 23 

pipes in the water network. The IT network is dependent on two demand nodes and 

36 pipes of water.  
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Figure 2-3: Illustrations in graphic form of a) electric-power distribution network; b) chilled 

water network; c) The information technology network; and d) all of them overlay on Google Maps (© 

2023 Google Maps). 

2.3.3 Repair Decision Models 

The model assumes operators know which components in their own system need  

  
a) b) 

  

c) d) 
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repair, but for the electric-power and information technology systems, they are 

uncertain whether the component failed due to a pipe break and resultant flooding or 

failed for a different reason, such as a tree falling. Consistent with reality, power and 

IT operators cannot repair components that are flooded and must wait for broken 

pipes to be repaired. Given this context, we test two cooperative scenarios in different 

combinations: one where electric-power operators prioritize, when able, components 

upon which the water and IT sectors depend (“benevolence”), and one where water 

operators inform other utilities where pipe breaks exist (“information sharing”). This 

creates four scenarios, and more information for each is provided below. For each 

scenario, we test four unique decision heuristics, also described below: random, 

building type, repair type, and betweenness centrality. At each time step in which 

there are failed components and crews available, the operator has to make a decision, 

give a repair sequence of failed components and assign released work crews to them, 

as you can see in the box displayed by red outlines in Figure 2-1. Figure 2-4 shows 

the whole process of decision-making for the power operator. The first if-statement is 

whether the decision is made by acting benvolently or not. If the answer is no, then 

the second if statement is about the decision function. Whether the decision function 

is based on random, repair times, building type, or betweenness centrality. If the 

decision function is according to either of these decision functions, then the power 

operator gives an initial repair sequence based on that. 

On the other hand, if the decision is made by acting benevolently, then the 

power operator gives an initial repair sequence based on a beneficent approach. We 
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will explain the beneficent approach in the following in detail. After having the initial 

repair sequence, based on having information or not, the power operator revises the 

initial repair sequence and gives the final repair sequence. We will explain the 

process of revising the repair sequence based on having information or not in the 

following in detail. Now, we show how the power operator makes decisions 

benevolently. For this purpose, the power operator first finds the corresponding 

feeder for each damaged component in the power system. Then, the power operator 

finds out if the non-functional nodes are dependee or dependent. After that, the power 

operator finds the corresponding feeder for each non-functional node. Afterwards, the 

power operator counts the number of dependee unmet nodes on each feeder and sorts 

the feeders for repair sequence based on the number of dependee unmet nodes on 

them. Finally, the power operator creates a repair sequence for damaged components 

on each feeder based on random, repair times, building type, or betweenness 

centrality.  

In this section, we show how the power operator modifies the initial list of 

repair sequences based on whether the information is available or not. In the absence 

of information, the power operator does not know which damaged components are 

flooded. The power operator can only determine if there is flooding by making a 

decision and then assigning work crews to damaged components. Later, the operator 

notices that some of the damaged components are flooded; therefore, the crew leaves 

them alone. The power operator knows some damaged components are flooded and 

the time the flood was observed, but he does not know when the pipes are supposed 
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to be repaired so that those components are no longer flooded. Thus far, some crews 

have been released, and the power operator has to decide, but now he knows some of 

the damaged components have had floods in the past.  In this instance, the power 

operator places damaged components that have experienced flooding in the past at the 

end of the list if less than four hours have passed since the observation was made.  

Alternatively, when a power operator has information, he knows exactly 

which components are flooded. At this point, some work crews are released; thus, the 

power operator must decide based on the latest updated information. At this time, the 

operator places damaged components at the end of the list that were flooded in the 

past time steps. 

When the power operator makes decisions based on random, they repair 

damaged components randomly. When the power operator makes decisions based on 

repair times, they repair damaged components based on their average repair times. 

When a power operator makes decisions based on building type, they repair buildings 

based on the types of buildings that are connected to them. Based on our interview 

with facility managers, for this decision rule, they first repair critical research 

buildings such as animal science, plant science, and research labs. Then they repair 

buildings with a critical population, such as a health center and then buildings with a 

large population, such as residential buildings, dining halls and libraries. According to 

our interview with facility managers, the second priority is to repair damaged 

components that bring back the most demand. Therefore, we also use betweenness 

centrality as a decision rule. A network's betweenness centrality measures how many 
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shortest paths pass through a node or link that connects two nodes. Links and nodes 

with a high betweenness centrality are similar to key intersections. According to 

betweenness centrality, power operators repair damaged components based on their 

betweenness centrality. In IT, operators use random, repair times, building types, or 

betweenness centrality to make decisions. Based on that, they give an initial repair 

sequence. Afterward, the IT operator would modify the initial repair sequence based 

on any information they had, similar to what the power operator did. Finally, chilled 

water operators make decisions based on randomness, repair times, building type, or 

betweenness centrality. 

 

Figure 2-4: Decision-making flowchart for the power operator. 
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2.4 Results 

We applied this methodology to the interdependent infrastructure in our case study in 

order to see the results in terms of recovery trajectory curves. We consider two 

damage scenarios: a slight damage scenario and a severe damage scenario. For each 

damage scenario, there are some components damaged in each infrastructure, 

according to Table 2-1. We assume that power, chilled water, and IT operators have 

three, one, and one work crew, respectively. Since the number of damaged 

components exceeds the number of work crews, infrastructure operators must decide 

how to repair damaged components in sequence. We simulated this process for 100 

replications of repair times as a source of uncertainty for damaged components. The 

number of replications depends on the level of accuracy that we expect when 

computing the probability of the result. A measure of accuracy is the coefficient of 

variation (CoV) of the desired probability. In this case, the CoV of the median, which 

represents 50% probability, is 10% for 100 replications. 

Table 2-1: For our case studies, here are the damage scenarios. 

  severe damage scenario  slight damage scenario 

Infrastructure  
Damaged 

nodes 

Damaged 

links 

Total 

damaged 

components 

 
Damaged 

nodes 

Damaged 

links 

Total 

damaged 

components 

Power  159 169 328  12 7 19 

Chilled water  - 80 80  - 3 3 

IT  21 20 41  2 1 3 

We tested two cooperative scenarios in various configurations, as we outlined in the 

methodology section: one in which water operators communicate with other utilities 
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when pipe breaks occur ("information sharing"), and another in which electric-power 

operators prioritize components on which the water and IT sectors depend 

("benevolence"). These possible conditions result in four possible scenarios. Each 

scenario is tested using four distinct decision rules: centrality of betweenness, 

randomness, building type, and repair type. Figure 2-5 shows the recovery trajectories 

for the severe damage scenario. In the top left plot, the power and IT operators lack 

information, and the electric-power operator does not prioritize components on which 

the water and IT sectors depend (scenario one). In the top right plot, both power and 

IT operators lack information, but the electric-power operator prioritizes components 

that are essential to the water and IT sectors (scenario two). In the bottom left plot, 

the power and IT operators possess information, but the electric-power operator does 

not prioritize components on which the water and IT sectors depend (scenario three). 

Finally, in the bottom right plot, the power and IT operators have information, and the 

electric-power operator prioritizes components on which the water and IT sectors rely 

(scenario four). Each plot represents a distinct recovery trajectory based on these 

factors. 

For each plot, the x-axis is the restoration time, which has a unit of an hour, 

and the y-axis represents the unmet performance level among all infrastructures. For 

the y-axis, we divided the total unmet demand for each infrastructure by the total 

demand and then summed them up. Thus, the maximum unmet performance level 

could be three, and for the severe damage scenario, it is less than two and a half. As 

the operators make repair sequence decisions and repair damaged components, the 
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unmet performance level reduces until it becomes zero, which means that the 

recovery process is done. For each plot, each line represents a recovery trajectory as a 

result of repair sequence decision-making by one of the decision rules of betweenness 

centrality, building type, random or repair time. Each line is an average of 100 

recovery trajectories produced by 100 replications of repair times for damaged 

components.   

The recovery trajectory that has a smaller area under the curve is better 

because the accumulated average unmet performance level lasts for a shorter amount 

of time. As Figure 2-5 shows, moving from scenarios one and two to scenarios three 

and four, the recovery trajectories generally shift to the left and become more 

resilient. For example, the recovery process ends around restoration time of 1000 for 

all of the decision-making rules when the power and IT operators lack information, 

but it ends around time step 600 when the power and IT operators have information 

about flooded damaged components. When the power operator is beneficent to water 

and IT utilities, not only the recovery trajectories generally shift to the left and show 

more resiliency, but also the recovery trajectories of different decision rules become 

close to each other. Under all conditions, the betweenness centrality rule as a decision 

rule produces the best recovery process. 

Table 2-2 shows changes in resilience for recovery trajectories with different 

decision-making for the severe damage scenario. We use the scenario with no 

information and not being beneficent as a baseline and compare the resilience for 

other conditions with this one. As the table shows, when the power operator is 
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beneficent, the recovery outcome improves for all of the decision rules, but its effect 

is more on random decision-making. When the power and IT operators have 

information, the recovery outcome improves by around 30% for all of the decision 

rules. When the power and IT operators have information and the power operator is 

beneficent, the recovery outcome is the best for all of the decision-making rules, but 

the improvement is greater when operators make decisions randomly. 

For the severe damage scenario, Table 2-3 shows how resilience changes for 

recovery trajectories for different decision making versus random decision making for 

each scenario of sharing/not sharing information and being/not being beneficent. In 

all scenarios, resilience improves when operators make decisions based on 

betweenness centrality, as shown in the table. Based on betweenness centrality, for 

example, making decisions improves resilience by 28% and 23.8%, depending on 

whether information is shared or not, when the power operator is not beneficent  

For the betweenness centrality decision rule, Figure 2-6 shows the recovery 

trajectory for electric power, chilled water, and IT networks separately, as well as 

four scenarios: 1) information not shared - not beneficent 2) information not shared - 

beneficent 3) information shared - not beneficent 4) information shared - beneficent. 

It is clear that being beneficent during the first 300 restoration times is the worst 

condition for the power sector, but after 300 restoration times and in the long run, 

being beneficent is beneficial as well.   
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a) b) 

  

c) d) 

Figure 2-5: Recovery trajectories for four conditions: a) information not shared-not beneficent; b) 

information not shared-beneficent; c) information shared-not beneficent; d) information shared - 

beneficent for four decision-making rules for the severe damage scenario. 

Table 2-2: making rules in -Changes of resilience for recovery trajectories with different decision

percentages for the severe damage scenario compared to the first row for each column. 

Decision Making Type  Betweenness 

Centrality 

Building 

Type 

Repair Time Random 

No information - not beneficent  0% 0% 0% 0% 

No information - beneficent  +11% +18% +27% +30% 

Information shared -  not beneficent  +29% +31% +30% +33% 

Information shared - beneficent  +32% +40% +38% +47% 
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Table 2-3: making rules in -Changes of resilience for recovery trajectories with different decision

percentages for the severe damage scenario compared to  the last column  for each row. 

Decision Making Type  Betweenness 

Centrality 

Building 

Type 

Repair Time Random 

No information – not beneficent  +28% +14.4% +10.1% 0% 

No information - beneficent  +9.1% +0.2% +6.7% 0% 

Information shared – not beneficent  +23.8% +12.1% +6.1% 0% 

Information shared – beneficent  +7.9% +2.8% +4.8% 0% 

 

 

a) 

 

b) 
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c) 

Figure 2-6: Recovery trajectories for a) power network; b) water network; and c) IT network for 

betweenness centrality as a decision rule for four scenarios of 1) information not shared - not 

beneficent 2) information not shared - beneficent 3) information shared - not beneficent 4) information 

shared – beneficent. 

Figure 2-7 shows the recovery trajectories for the slight damage scenario. The total 

recovery time for the slight damage scenario is almost one tenth of that for the severe 

damage scenario. The recovery trajectories are less smooth in the slight damage 

scenario than in the severe damage scenario because there are fewer restoration times 

and because of damage components that change the unmet performance level. When 

the water operator does not communicate information and the power operator is not 

beneficent, the building-type decision rule has the best outcome. When the water 

operator communicates and the power operator is beneficent, the betweenness 

centrality decision rule has the best outcome. Based on Figure 2-7, it seems that 

having information and being beneficent do not have an effect on recovery time; 

however, they generally reduce the area under the curve and improve resilience, as 

you can see in Table 2-4. Being beneficent generally improves all decision-making 

rules except the repair time and has a greater effect on the random decision rule. 
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Information has more effect on the betweenness centrality decision rule and less 

effect on the repair time decision rule.  

  

a) b) 

  

c) d) 

Figure 2-7: Recovery trajectories for four conditions: a) information not shared-not beneficent b) 

information shared-beneficent c) information shared-not beneficent d) information shared-beneficent 

for four decision-making rules for the slight damage scenario. 
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Table 2-4: Changes in resilience for recovery trajectories with different decision-making rules in 

percentages for the slight damage scenario compared to the first row for each column. 

Decision Making Type  Betweenness 

Centrality 

Building 

Type 

Repair Time Random 

No information - not beneficent  0% 0% 0.0% 0% 

No information – beneficent  +34% +24% -1.5% +46% 

Information shared - not beneficent  +53% +20% +2.0% +3.3% 

Information shared – beneficent  +53% +29% +3.5% +51% 

 

2.5 Discussion and Conclusion 

We presented a framework integrating agent-based modeling and interdependent 

network of electric power, chilled water and IT networks. Then, we described the 

decision-making of individual operators of interdependent infrastructure, considering 

that they are boundedly rational based on mental shortcuts or heuristics such as 

network measure of centrality, type of buildings, repair time of damaged components, 

and also random decision-making. We considered logical interdependencies between 

chilled water, electric power and IT networks in addition to physical and geographical 

interdependencies among power, chilled water and IT networks. We considered four 

scenarios based on the communication of the chilled water operator to power and IT 

operators and if the power operator is beneficent to chilled water and IT utilities or 

not. We investigated the outcome of different decision-making rules and also 

communication and being beneficent by plotting the restoration of the collective 

unmet demand of these three systems over time for two damage scenarios: slight and 

severe.  
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When the chilled water operator shares information about flooded damaged 

components and the power operator is beneficent, the recovery can be improved by 

47% and 51% for slight and severe scenarios, even if the decisions are made 

randomly, compared to not sharing information and not being beneficent. When the 

chilled water operator does not share information about flooded damaged components 

but the power operator is beneficent, the recovery can be improved by 30% and 46% 

for slight and severe scenarios, even if the decisions are made randomly, compared to 

not sharing information and not being beneficent. When the power operator is 

beneficent, the difference in recovery outcomes for different decisions becomes less. 

For plotted results, there are three types of relational norms often written about in the 

informal mechanism of the contract, including the norm of flexibility when they say 

both parties are going to be adaptive over time. The solidarity norm refers to seeing 

the system as a whole and having social welfare functions instead of individual 

welfare, and then the information-sharing norm. When the power and IT operators 

have information, it is interpreted as an information-sharing relational norm. 

However, the solidarity norm might be a good map for what we have in terms of 

being beneficent and not being beneficent. A building-type decision heuristic could 

be written in the form of a formal contract as follows: The operator has to prioritize 

these certain buildings over those certain buildings when there’s an outage. 

The interpretation would be that formal contracts serve mainly to encourage 

cooperative behavior. There are certain things that tend to be harder to write into an 

agreement that can be subject to incentives and penalties. There are also less-
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informed things that encourage operators to act benevolently. It is worth interpreting 

these as relational norms in conjunction with contracts that create a collaborative 

environment. Two of the four scenarios of information sharing and being beneficent 

have specific governance mechanisms. It is clear when the power operator is 

beneficent and the chilled water operator shares information that they are following 

the contract as a governance mechanism. As a rule of thumb, information sharing 

happens either through a sense of trust that needs to be built or through the 

collaborative aspect of the contract. 

There can be norms around sharing information, but not necessarily solidarity 

norms, and still get good recovery outcomes. We found that norms of information 

sharing tend to provide more improvement than norms of solidarity, so that is one 

way to think about it. If the owner had to pick one, it would be information sharing, 

which in many ways is easier than getting the power operator to be beneficent. 

Getting both information sharing and solidarity norms is also interesting, since the 

outcome is not the simple linear sum of their outcomes together. As a result, there is a 

diminishing return to adding both of them. For example, for betweenness centrality, 

they do not add together. In the slight scenario, it appears to depend more on the type 

of decision-making.  

Examining the limitations of this study reveals an inherent incompleteness and 

imperfection in agent-based modeling and games. Agents operate within an 

incomplete and imperfect information environment, lacking knowledge of the 

consequences of their actions and remaining unaware of other players' decisions. The 
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simulation, consisting of 100 replications for each decision rule, introduces 

uncertainty about whether to pursue full cooperation or full non-cooperation. 

Acknowledging the complexities, it is imperative to note the assumed perfect 

communication and cooperation, which deviates from real-world scenarios. In reality, 

communication and cooperation are often partial. The dilemma between full 

cooperation (favorable for long-term system performance) and full non-cooperation 

(beneficial for short-term individual system performance) requires managerial 

decision-making, making a semi-cooperative approach seem intuitive. Additionally, it 

is crucial to mention that the study assumes the power and IT operators, when 

informed, have complete knowledge of which components are flooded due to pipe 

breaks. It is also important to note that our results are based on the average of 100 

recovery trajectories, each generated from 100 replications of repair times for 

damaged components. Consequently, we did not capture the rare realizations of repair 

times in the tails of their distributions, and our conclusions are derived from these 

averages.  

Future research directions could focus on refining the modeling of partial 

information by exploring alternative assumptions for power and IT operators, 

considering varied parameters beyond flooded components and recovery estimates. 

Additionally, in the realm of semi-cooperative decision-making, there is room for 

investigating more intricate categorizations of work crews or dynamic adjustments to 

the cooperative/non-cooperative distinction based on real-time conditions. Extending 

the sensitivity analysis to encompass a broader range of cooperation percentages and 
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incorporating external factors, such as unexpected events, would provide a more 

comprehensive understanding of system behavior. These enhancements aim to deepen 

insights into decision-making dynamics and system resilience, shedding light on the 

adaptive nature of complex systems under diverse conditions. 
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Chapter 3: Robustness Analysis of Interdependent Networks: 

Operator Behavior and Simple Decision-Making Rules in the 

Face of Communication and Cooperation Challenges 

3.1 Introduction 

Robustness is a term that has evolved dramatically in the complex network of critical 

infrastructure systems. More recently, careful link and node removal evaluations have 

been used to evaluate resilience, especially in critical domains like transportation and 

electricity grids. However, the majority of the material that is currently available 

examines these systems' physical characteristics and network architecture. The socio-

technical character of these infrastructures, where recovery after disruption is closely 

linked to the social facets of operators' behavior and decision-making, is an important 

feature that is overlooked by this concentration. 

This chapter builds upon the previous one, which focused on the critical roles 

that cooperation and communication play in collective attempts to recover. However 

a variety of obstacles stand in the way of these cooperative efforts: a lack of mutual 

respect and trust; conflicting opinions; poor listening skills; a lack of knowledge; 

misaligned objectives; rivalry among teams; a lack of transparency; organizational 

splits; and physical separations between teams (Gabriel-Petit, 2017). Thus, it becomes 

necessary yet time-consuming for operators to foster a culture of cooperation and 

information sharing. 

This study uses node removal analysis across three interdependent 

infrastructure systems—electric power, water, and IT networks—to go further into 
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these issues and look into concrete solutions. Operator decisions are based on 

betweenness centrality, and the research examines recovery time and accumulated 

unmet performance across different percentages of node removal. We look at three 

different scenarios: one in which power and IT operators have knowledge and where 

electric-power operators prioritize, when able, components upon which the water and 

IT sectors depend (“benevolence”), and one in which power and IT operators do not 

have information but the power operator is beneficent. In addition, another in which 

power and IT operate without information and the power operator is not beneficent. 

A key research issue at the center of this study is this one: At what point in the 

node failure rate does the difference between being beneficent and having 

information become significant compared to not being beneficent and missing 

information? This crucial threshold denotes the point at which recovery techniques 

diverge and is sometimes referred to as the network robustness index in academic 

literature. The hypothesis states that both situations provide similar results, up to a 

specific percentage of node failures. After reaching what is known as the robustness 

point, the information not shared approach's trajectory deviates from that of the 

information shared approach, highlighting the role that information availability plays 

in ensuring the resilience of interdependent infrastructure systems. 

Above all, this work aims to provide operators with a practical helper in the 

form of a straightforward rule or heuristic. This memory aid, based on limited rational 

decision-making and intended to be remembered, attempts to advise operators on 

situations in which being beneficent and communication are more important. This 
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research attempts to provide operators with the means to manage the intricacies of 

decision-making in the dynamic environment of interconnected infrastructure systems 

by bridging the gap between theoretical insights and practical application. 

3.2 Literature Review 

3.2.1 Robustness in Complex Networks 

Since the beginning of this century, many researchers have studied complex networks 

in the field of network science theory. Critical infrastructures are also defined as 

complex adaptive systems. One aspect of complex networks is robustness, i.e., the 

system's ability to continue functioning despite failure. The robustness concept and 

percolation theory in statistical physics can fit together very well, and many 

researchers have applied these two concepts to complex networks (Baggag et al., 

2018). Albert et al. (2000) studied the characteristics of scale-free networks that 

follow power-law distribution and concluded that these networks show robustness 

against random failures but not against intentional attacks. Cohen et al. (2000) 

employed the percolation theory in order to find the critical fraction of nodes that lead 

to the disintegration of internet networks as scaled-free networks with different 

topology properties. Dekker & Colbert (2004) explored the topology of critical 

infrastructure networks and terrorist attacks in order to assess their robustness. It 

implies that physical networks are not infinitely scalable.  

Goyal & Vigier (2010) investigated the robustness of networks against 

random and targeted attacks, and they advise guarding important nodes in order to 

reduce unintentional discovery and attacks. Wehmuth & Ziviani (2011) suggested a 
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strategy based on localized spectrum analysis and a navigational process for locating 

crucial nodes for network robustness. By adding links to the underlying network 

topology and comparing three link-building techniques, Cao et al. (2013) investigated 

how robust the network is against cascading failures. Zhou & Liu (2014) developed 

an evolutionary algorithm in order to improve the robustness of scale-free networks 

against malicious attacks and tested it with real-world networks such as the EU power 

grid. Schieber et al. (2016) introduced a new definition of robustness that is time-

dependent and based on information theory. In the case of nodes disconnected or 

removed, Lordan & Albareda-Sambola (2019) proposed mathematical programming-

based methods to minimize the largest component of a network that was connected. 

S. Wang et al. (2021) studied the robustness of a power network, identifying critical 

nodes considering both network and power characteristics against random and 

targeted attacks. From an attacker’s point of view, Ma et al. (2022) looked at the 

robustness of the network to successive failures. Instead of assuming that attackers 

could access the entire network's contents, they examined the more likely case that 

they understood just a fraction of it. 

3.2.2 Assessing the Robustness of Transportation Networks 

Many researchers have investigated the robustness of transportation networks in 

particular. Specifically, Scott et al. (2006) proposed the Network Robustness Index as 

a systematic method to pinpoint crucial linkages in highway planning. The approach 

made use of easily accessible data and considered network traffic, capacity, and 

topology. With the help of fictitious networks, it created alternative solutions and 
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higher system-wide advantages. Derrible & Kennedy (2010) examined 33 metro 

systems all over the world to determine how resilient they were. It suggested that 

smaller networks build transfer stations on alternate routes and that larger networks 

build extra transfers outside of urban centers. Siozos-Rousoulis et al. (2021) 

examined the topological evolution and robustness of the U.S. air transportation 

network between 1996 and 2016. They found out that in the wake of the 9/11 terrorist 

attacks, there was a major reorganization that increased security and efficiency. There 

has been a decline in the network's ability to resist deliberate attacks. For efficient and 

scalable analysis, Wandelt et al. (2021) use densely connected communities in 

complex network representations to estimate and improve transportation system 

robustness. Network modeling and robustness evaluation in He et al. (2021) highlight 

the interdependence and connectivity of multimodal freight transport networks. The 

model, applied to Dutch freight transportation, identifies critical nodes for 

maintenance planning based on node criticality. 

3.2.3 Exploring Robustness in Interdependent Networks 

Some researchers have also studied the robustness of complex networks in the context 

of interdependent networks. To investigate the robustness of two interdependent 

networks against cascading failures, Wang et al. (2014) employed three connection 

patterns: assortative, disassortative, and random. They show that different link 

designs and cascading model settings can reduce cascading propagation and enhance 

network robustness. Ji et al. (2016) investigated how the addition of connection links 

affects the robustness of interconnected systems. They provided two new link 
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addition procedures in addition to the four widely used ones. They found out that 

algorithms that allocate links within two networks could enhance network robustness, 

particularly in networks that are scale-free and interdependent. In order to prevent 

cascade failures, they recommend resource allocations and topology optimizations. In 

order to increase network robustness against random failures, X. Wang et al. (2017) 

created a preferred attachment technique that strengthened low-degree additions 

(LD), random additions (RA), and low inter-degree-difference additions (LIDD). 

Studying in-degree versus out-degree correlations of interdependent networks, Liu et 

al. (2018) explored intentional attacks on interdependent networks. Using positive 

correlation as a guide to network design, they determined that it enhances network 

resistance.  

In their study, Gao et al. (2018) looked at attacks on interdependent networks 

under various coupling modes, analyzing four types of networks. The findings guide 

the development of efficient protection strategies for network robustness and safety. 

Kazawa & Tsugawa (2020) to enhance the robustness of both interdependent and 

multiplex networks against targeted node attacks investigate several link-addition 

strategies in the study. It appears that the low-degree strategy, which works for 

interdependent networks, is also effective in multiplex networks. Theoretical 

analyses, interlayer link addition tactics, network recovery after failure, and non-

degree-based attack link addition strategies are some of the future research paths that 

researchers suggest. Shekhtman et al. (2023) emphasize that understanding how 

failures propagate within and among interdependent infrastructure is essential for its 
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stability. There are a number of techniques that can be used to predict and contain 

problems in interdependent networks, including diffusion, percolation, and physics. 

To the best of our knowledge, no research has examined the robustness of 

interdependent networks by concentrating on the behavior of recovery operators in 

terms of cooperation and communication. Robustness analysis of interdependent 

networks is a relatively new area of study. The majority of the papers have addressed 

network properties like link addition.    

3.3 Methodology 

In order to answer our research question, which is at what percentage of node failures 

there is no difference between having information and being beneficent while making 

decisions and not having information and not being beneficent, we implement the 

following flowchart in Figure 3-1. At the beginning, the fixed inputs and then the 

inputs that change for each scenario are set into the model. After that, we run the 

recovery simulation. To run the recovery simulation, we use an agent-based modeling 

(ABM) framework as described in chapter two and summarized here. The ABM 

assesses the overall restoration result from infrastructure operators acting as decision-

making agents for recovery to assess restoration outcomes under stochastic repair 

times. We model the infrastructure of electric power, information technology, and 

chilled water at a large campus university, all using an interconnected approach. The 

simulation begins with inputs for every physical infrastructure, including demand, 

networks, broken components, broken components’ expected repair time, and 

network dependencies.  
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The characteristics of the agents—such as work crews, guidelines for making 

decisions, being beneficent, and information for the power and IT operators—are also 

taken into consideration. In order to estimate unmet demand and outage lists, the 

recovery process begins with a Monte Carlo simulation for the repair periods of 

damaged components. Recovery plots for individual infrastructure and as a whole are 

produced by repeating the process until no damaged components are discovered. In 

this chapter, we consider every input other than broken components, which is a 

variable input, as a fixed input. In this chapter, we set the guidelines for making 

decisions so that the operators repair broken components by determining their 

betweenness centrality while making judgments. An indication of betweenness 

centrality in a network is the quantity of shortest routes between any two nodes that 

cross an edge or node. This is comparable to a crucial crossroads.  

When the recovery process is done, we gather the recovery time and area 

under the recovery curve for the collection outcome as robustness indicators. We 

conduct a comprehensive analysis involving 21 distinct random failure scenarios, 

each of which involve the removal of nodes from a network. The node removal 

percentages will vary from 1% to 100% in increments of 5%. There are 100 

replications for each removal of a node in the simulation. Finally, we represent the 

results with a plot showing the robustness indicator on the y-axis and the node 

removal percentage on the x-axis. We conduct this process once the power and IT 

operators have information about the flooded damaged components and the power 

operator makes benevolent repair sequence decisions. We repeat the same process 
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another time when the power and IT operators do not have information about the 

flooded damaged components and the power operator does not make repair sequence 

decisions benevolently. In another case, neither the power operator nor the IT 

operator know about the flooded components damaged by the flood, and the power 

operator does not make benevolent repair sequence decisions. For details about 

making decisions with information and being beneficent, please refer to the previous 

chapter.  

 

 

Figure 3-1: Flowchart for robustness analysis of the interdependent network 
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3.4 Results 

We present the recovery simulation results by category: for not beneficent and 

information not shared (Category 1), for beneficent and information not shared 

(Category 2), and for beneficent and information shared (Category 3). Within each 

category, robustness analysis encompasses minimum, median, and maximum unmet 

performance levels over time and recovery times for varying percentages of node 

removal. 

Figure 3-2 illustrates the trajectory of accumulated unmet performance over 

time, which shows notable differences among the three categories. All categories 

perform similarly until five percent node removal. Nevertheless, there is significant 

divergence beyond this threshold. A similar performance trend is evident in 

categories 1 (not beneficent—information not shared) and 2 (beneficent—information 

not shared), while category 3 (beneficent—information shared) displays a more 

favorable performance trajectory with fewer unmet performance levels. Through 

acting benevolently and providing information, enhanced recovery performance can 

be achieved. Therefore, we identify five percent node removal as the robustness index 

when not utilizing information. 

Based on the accumulated unmet performance of categories 1, 2 and 3, the 

performance of categories 1 and 2 remains comparable until 30 percent of the nodes 

are removed. Beyond this threshold, category 1 experienced a marked decline in 

robustness, highlighting category 2's advantage in behaving benevolently. To 



 

63 

 

 

 

illustrate the crucial role of being beneficent in maintaining system robustness, we 

determine the robustness index at 30 percent node removal. 

Further investigation reveals that the minimum of category 1 (not 

beneficent—information not shared) is consistently worse than the median of 

Category 3 (beneficent—information shared), with the difference becoming 

noticeable at the 30% node removal threshold. Moreover, category 3's maximum is 

comparable to category 1's median, suggesting that the beneficent approach and 

information can yield robust performance even under severe disruptions. In the face 

of node removal scenarios, these results emphasize how effective acting benevolently 

with information shared is in enhancing recovery performance.  

The bottom of Figure 3-2 displays a bar chart that shows the differences in 

unmet performance across the three categories (category 1: not beneficent—

information not shared; category 2: beneficent—information not shared; category 3: 

beneficent—information shared). Comparing categories 1 and 2 to category 3, this 

chart vividly demonstrates the performance gap. 

As depicted in the bar chart, the performance difference between category 1 

and category 2 increases as the percentage of node removal increases. This reinforces 

the notion that acting benevolently, even within a non-informative context, 

contributes to improved recovery performance. Notably, the contrast between 

category 3 and the other two categories becomes more pronounced as node removal 

increases. This emphasizes the superior recovery performance achieved through  
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acting benevolently with information after five percent node removal. This graphical 

representation serves as a compelling visual summary, providing a clear and concise 

overview of the comparative performance levels among the three categories under 

consideration.  

 

Figure 3-2: At the top: accumulated unmet performance level over time for interdependent networks 

of electric power, chilled water and IT against random node failures for three decision-making 

approaches: a) not beneficent-information not shared; b) beneficent-information shared c) beneficent-

information not shared. At the bottom: Comparison of accumulated unmet performance level over time 

for interdependent networks of electric power, chilled water and IT against random node failures for 

two decision-making approaches: a) not beneficent-information not shared; b) beneficent-information 

not shared with beneficent-information shared 

The focus in Figure 3-3 shifts from showing the accumulated unmet performance 

over time to providing insight into how long it takes for systems in different 
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categories to fully recover. The trends in Figure 3-3 are similar to those in the 

previous analysis of accumulated unmet performance. According to Figure 3-3, all 

three categories exhibit comparable recovery times until five percent of nodes are 

removed. Beyond this threshold, however, there is a noticeable divergence. The 

recovery time trends for categories 1 (not beneficent—information not shared) and 2 

(beneficent—information not shared) are similar. On the other hand, category 3 

(beneficent—information shared) shows a more favorable trajectory, indicating a 

faster recovery. Acting benevolently with information enhances recovery 

performance, as evidenced by this finding. 

The robustness index when not utilizing information is five percent node 

removal. Therefore, information plays a critical role in speeding up system recovery. 

Recovery time at different percentages of node removal reflects the patterns found in 

the accumulated unmet performance analysis. However, the lines are closer to each 

other. Furthermore, after 30 percent node removal, the performance divergence 

between categories 1 and 2 becomes more pronounced, with category 1 experiencing 

a notable decline in recovery time robustness. The robustness index at 30 percent 

node removal is a critical threshold that emphasizes the benefits of acting 

benevolently in category 2. 

The minimum performance level for category 1 remains consistently worse 

than the median performance level for category 3. This becomes evident when 30% 

of the nodes are removed. Category 3's maximum recovery time is similar to category 

1's median recovery time, especially before 60 percent of nodes are removed. Despite 
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severe disruptions, this illustrates the effectiveness of a beneficent approach with 

information. Figure 3-3 replicates the bar chart at the bottom of Figure 3-2, showing 

the differences in recovery times between the three categories. The visual summary 

clearly illustrates the widening performance gap between categories 1 and 2 

compared to category 3, as the percentage of nodes removed increases. 

 

Figure 3-3: At the top: recovery time for interdependent networks of electric power, chilled water, and 

IT against random node failures for three decision-making approaches: a) not beneficent-information 

not shared; b) beneficent-information not shared; c) beneficent-information shared. At the bottom: 

comparison of recovery time for interdependent networks of electric power, chilled water, and IT 

against random node failures for two decision-making approaches: a) not beneficent-information not 

shared; b) beneficent-information not shared with beneficent-information shared 



 

67 

 

 

 

3.5 Conclusion and Future Works 

These findings provide valuable insight into the sociotechnical dynamics of critical 

infrastructure systems, particularly when they are viewed within the context of 

interdependent networks. The analysis reveals three key takeaways: 

1. Threshold for importance of communication: The research finds that, in the 

absence of information, the five to ten percent node removal threshold represents 

the importance of communication. The results of this study suggest that, if 

communications are not maintained effectively, even slight disruptions can 

significantly influence the network's performance. It helps to recognize how 

important it is to maintain strong communication lines between interdependent 

systems. 

2. The study emphasizes the critical importance of benevolence in maintaining 

system resilience by setting a threshold at 30 percent node elimination. The 

findings of this study emphasize the importance of electrical power operators 

prioritizing parts that are needed by the water and IT utilities during major 

interruptions in order to guarantee efficient recovery and system operation. When 

major issues confront the system, it becomes crucial to be beneficent because of 

the interdependencies. 

3. Performance under severe disruptions: The cooperative approach, when combined 

with information utilization, demonstrates robust performance even under severe 

disruptions. This suggests that informed decision-making, supported by timely 

and accurate information, enhances the resilience of interdependent networks.  
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By leveraging information and acting benevolently, operators can better 

anticipate, respond to, and recover from disruptions, thereby minimizing unmet 

performance and recovery time. 

This study diverges from traditional approaches that primarily focus on the physical 

and architectural aspects of networks, instead emphasizing the behavioral and 

decision-making processes of operators during recovery. This perspective reveals 

how human factors, such as acting benevolently and information exchange, 

significantly influence the resilience of interdependent infrastructure systems. 

Despite providing valuable insights, the research has limitations. The 

simulations are based on the specific context of a large campus university, which may 

not encompass the complexities of broader interdependent infrastructure systems. 

Additionally, the reliance on certain assumptions and simplifications in the simulation 

models necessitates cautious interpretation of the results. 

By integrating operator behavior and decision-making into the robustness 

analysis of interdependent networks, this chapter contributes significantly to the 

evolving field of infrastructure resilience. It identifies critical thresholds for 

communication and cooperation, demonstrating their substantial impact on system 

robustness. Effective communication becomes crucial at a node removal threshold of 

five to ten percent, while cooperation becomes essential at a 30 percent threshold. 

The study underscores the importance of acting benevolently and 

communicating in the recovery efforts of interdependent networks. The development 
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of a robustness index and a memory aid for operators enhances practical decision-

making during crises, bridging the gap between theoretical insights and real-world 

applications. These tools help operators recognize when communication and acting 

benevolently are most needed, enabling them to navigate challenges more effectively 

during dynamic crises. 

Future research should aim to address the study's limitations by exploring a 

wider variety of interdependent infrastructure systems across different geographical 

locations. Incorporating dynamic factors such as evolving network conditions and 

operator adaptability would enhance the realism of the simulations. Further 

exploration of alternative decision-making models and external factors like regulatory 

changes and public sentiment could provide a more comprehensive understanding of 

system resilience. 

In conclusion, this research emphasizes the critical role of human factors in 

maintaining the resilience of interdependent infrastructure systems. By focusing on 

the interplay between technical and human elements, this study paves the way for 

developing more resilient infrastructure systems capable of withstanding and 

recovering from severe disruptions. This holistic approach to understanding and 

improving infrastructure robustness offers a valuable framework for future studies 

and practical applications in crisis management and recovery planning 
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Chapter 4: Serious Gaming for Teaching Complex Human-

Technical Systems Experiencing Shocks: an Application to 

Interdependent Infrastructure Recovery 

4.1 Introduction 

Increasingly, engineering students are being taught the importance of understanding 

the ways in which various infrastructure sectors depend on other infrastructure sectors 

and how this affects individual and community well-being. The idea is to provide 

engineering students, particularly civil engineers, with a broader point of view of how 

different facets of the built environment are connected to each other and to society, 

and to help students develop a deeper understanding of systems-level thinking (Luo et 

al., 2021). These dependencies can range from physical dependencies, where one 

sector is unable to resume operations until another sector’s operations are restored, to 

geographical dependencies, when two or more systems are co-located, to more 

complex logical dependencies (Rinaldi et al., 2001). Logical dependencies emerge 

from human choices and actions (e.g., regulations, changes in preferences, and 

demands) and, interestingly, are typically eschewed in the dependent and 

interdependent research literature (Reilly et al., 2021). This body of work typically 

favors more quantitative models (e.g., input-output models, network optimization 

models) (Ouyang, 2014).  

Our understanding of infrastructure should go beyond the physical parts such 

as roads, bridges, power grids, and water distribution systems to include how people 

interact with and use those (Ottens et al., 2006). For instance, companies that provide 
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telecommunications, electricity, gas, water, and other utilities manage this 

infrastructure internally or via the employment of utility contractors to build, repair, 

and maintain it. Likewise, utility contractors play a critical role in the restoration of 

services during hurricanes and other natural disasters by quickly repairing damaged 

infrastructure. When a strong storm knocks out electricity lines, for instance, an 

energy contractor sends out workers to assess damage, clear up debris, and replace or 

repair damaged equipment (Sharkey et al., 2016). It is therefore necessary to identify 

interdependent infrastructure systems as socio-technical systems, where physical 

interdependence is seen as a technical system and logical interdependence is seen as a 

social system.  

Understanding interdependent infrastructure as socio-technical systems 

requires several fields of knowledge, including theoretical frameworks on 

collaborative governance and stakeholder interdependence (Raveendran et al., 2020; 

Roehrich et al., 2020) and theoretical frameworks for interdependent infrastructure 

(Ouyang, 2014). Recent work related to human-technical systems has attempted to 

unite these areas by recognizing that the actions taken by humans, in response to 

changes in the built environment, reverberate back into the built environment and 

impact other individuals (Xia & Hu, 2022). However, there has been little emphasis 

given specifically to infrastructure operators and how their interactions with the built 

environment during restoration processes affects the workings of other sectors as well 

as the decisions made by their operators. The Texas Winter Storm of 2021 is an 

example of not understanding interconnected infrastructure as socio-technical systems 
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and the repercussions of it (Busby et al., 2021). In this incident, the power grid 

collapsed due to reliance on natural gas, and the natural gas supply chain failed due to 

power outages (a technical element). In addition, the water system, which is 

dependent on the power grid, failed as a result of the Electric Reliability Council of 

Texas (ERCOT), which controls the state's electricity grid, shutting down the entire 

grid (social aspect) to prevent grid collapse due to an imbalance between power 

production and demand (Baker & Coleman, 2021).  

The topic of interdependent human-technical systems is challenging to teach 

to students in part because the theory spans many domains and in part, because real-

world examples are often complicated to dissect and interact with in a short period. 

Moreover, traditional teaching methods, such as lectures, focus on theoretical 

knowledge and are often based on rote memorization (Nikolic et al., 2010; Kooloos et 

al., 2020). These methods often do not adequately expose students to real-life 

applications of the principles, making it ultimately difficult to translate knowledge 

into practice (Kooloos et al., 2020). Active learning methods, such as serious games, 

are a way to have students experience first-hand the nuances of an actual complex 

system while applying and reinforcing the theory they have learned in the classroom 

(Breuer & Bente, 2010; Markant et al., 2016). Serious games are useful because they 

can replicate the confusion, time pressure and uncertainty that infrastructure operators 

face in times of disaster (Solinska-Nowak et al., 2018). Moreover, serious games can 

illustrate the importance of cooperation even when individual objectives seemingly 

diverge (Ștefan et al., 2019). 
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As a result, we designed a serious game called Breakdown. It is an interdependent 

infrastructure and collaborative board game focused on the actions and behaviors of 

infrastructure operators who are required to restore damaged infrastructure. Through 

gameplay, players see how the impacts of uncertainty, asymmetric information, and 

their own behavior propagate to influence restoration speeds. The game is reflective 

of a hypothetical restoration process being conducted on three interdependent 

infrastructure systems (electric power, water, and IT) and the actual decisions 

operators make about sequencing restoration in the partial absence of information.  

Our research question is: How can serious games, specifically Breakdown, aid 

in teaching graduate engineering students about the complexities of interdependent 

infrastructure restoration? Our specific learning objectives for student participants 

are: 1) learning about interdependencies among infrastructure sectors and how they 

can impede the functionality of other sectors; 2) identification of common sources of 

uncertainty and asymmetry of information and how these influence decisions; and 3) 

explanation of how actions taken by operators may have impacts that extend beyond 

their sector. Therefore, the contribution of this paper is to test the knowledge 

improvements of graduate students in these areas in the context of interdependent 

infrastructure. While the deep dive on operators during restoration processes is 

important in its own right, the example serves as a tableau for other complex socio-

technical problems. 
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4.2 Literature Review 

4.2.1 Passive vs Active Learning Methods 

Traditional teaching methods, such as lectures and assignments, focus on theoretical 

knowledge and may not be directly usable in real-life situations (Nikolic et al., 2010). 

Traditional teaching methods such as lectures are often based on the passive 

memorization process because learning happens through instructor review and 

feedback and students are not purposely actively involved, engaged, cooperated, 

collaborated, or even competed with each other (Kooloos et al., 2020). Moreover, 

these methods do not sufficiently expose students to practical applications of their 

knowledge and real-life constraints and conditions. Through passive learning 

methods, the thought information is stored with fewer connections to the schemas, 

and hence the recall of the information gets more difficult (Kooloos et al., 2020). 

Current studies suggest that active learning methods perform better than passive ones 

due to improving student engagement and attitude (Markant et al., 2016). 

A study on 225 undergraduate students' science curricula showed an 

improvement of 6% on examinations when they used active learning methods for 

teaching (Freeman et al., 2014). There are different active learning methods, for 

example, physical interactions, social interaction, and goal-driven exploration 

(Markant et al., 2016). Understanding the gap between theoretical and 

applied/practical knowledge and filling that gap has been a primary concern in 

education (Galarneau, 2005). To address this concern, the use of serious games and 

simulations in education has been increasingly explored in the last two decades. As  
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well as believing that learning is an active and self-directed process, serious games 

emphasize the belief that students are active learners (Bruner & others, 1966; Kolb, 

1984).  

4.2.2 Serious Games vs Games as a Tool for learning vs Gamification 

Most well-known application theories in learning methods have highlighted the 

importance of applied learning methods in which learners are encouraged to engage 

and be actively involved in the learning process to improve learning outcomes 

(Malone & Lepper, 1987). A well-known game-based learning approach is the 

serious game, which is defined as “a mental contest played with a computer in 

accordance with specific rules that uses entertainment to further government or 

corporate training, education, health, public policy, and strategic communication 

objectives” (Zyda, 2005). Game elements such as control, competition, challenge, and 

interaction are seen as motivations that keep students engaged, thus learning better 

(Boyle et al., 2011). Researchers examined the effects of computer games on 

learning, skill development, and engagement among players aged 14 and older 

(Connolly et al., 2012).  

Video games are capable of fostering learning and engagement across diverse 

domains, including, but not limited to, engineering and mathematics. Motivating, 

modifying behavior, enhancing cognitive abilities, and developing soft skills are some 

of these avenues. Recognizing the advantages of incorporating games like serious 

games into educational programs, some researchers have concentrated on developing 

such educational tools, especially in engineering contexts. For instance, Franzwa et 
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al. (2013) discuss techniques for developing serious games that integrate learning and 

game dynamics, as well as methods for assessing the realism of games and the 

effectiveness of educational aids through student evaluations. Teaching with serious 

games has also been the focus of some researchers. For example, as part of a 

university-industry partnership, Rajan et al. (2013) used a serious game to teach 

freshmen engineering students about the engineering design process. Participation in 

the serious game resulted in higher performance in building pasta towers, indicating 

its effectiveness in enhancing student outcomes. 

Gamification is defined as the application of game mechanics and concepts to 

non-game activities (Deterding et al., 2011). Kiryakova et al. (2014), who discuss its 

advantages and nature, offering suggestions for its implementation in educational 

settings, explore gamification. Educational gamification has been shown to enhance 

students' knowledge and skills by influencing their behavior, commitment, and 

motivation (Huang & Soman, 2013; Kiryakova et al., 2014). Acknowledging this 

potential, educators have increasingly integrated games into their teaching repertoire, 

drawn to their capacity for creating dynamic and interactive learning environments 

(Kiryakova et al., 2014). This trend has gained significant momentum over the past 

decade, witnessing a substantial surge in the adoption of gaming elements within 

higher education contexts (Callaghan et al., 2015).  

Dicheva et al. (2015) provide a thorough overview of empirical research on 

gamification in education. Their study is divided into categories based on the design 

principles of gamification, the mechanics of the game, delivery tactics, assessment 



 

77 

 

 

 

techniques, and usage settings. In addition to describing the main demands and 

difficulties, the study by Dicheva et al. (2015) also illustrates the directions in which 

current research is heading. Most of these papers share the effectiveness of 

gamification if it is well designed and used correctly. A study conducted by Dib & 

Adamo (2017) explains how playing serious games in design principles for green 

buildings increases students’ declarative and procedural knowledge by 22% and 37%, 

respectively.  

Meanwhile, Ilbeigi et al. (2023) used PRISMA-ScR's scoping review to find 

103 papers on gamification, specifically digital serious games in construction 

engineering. They identified patterns and research gaps by examining publication 

years, types, and key categories. The results show that there are many different types 

of educational topics covered, such as managing projects, ensuring sustainability, 

designing buildings, analyzing structures, and managing disasters, and that gamified 

solutions have been extensively researched. This study provides insightful 

information on how gamification in construction engineering education is developing.  

4.2.3 How to Develop a Serious Game 

Darwesh (2016) demonstrates how a serious game may assist learners by using a 

model that covers most of the fundamentals of an educational model. Ravyse et al. 

(2017) analyze 63 academic materials published from 2000 to 2015 and identify key 

elements of serious games that have positively influenced game-based learning. They 

suggest that serious games should focus on five major themes: story and background, 

realistic aspects, enhancing artificial intelligence, player engagement, and evaluation. 
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Expanding on the groundwork laid by De Lope & Medina-Medina (2017), Ávila-

Pesántez et al. (2017) further advanced the field of serious game development. While 

De Lope & Medina-Medina (2017) focused on creating a comprehensive taxonomy 

for serious games, Ávila-Pesántez et al. (2017) delved into the practical aspects of 

game development. They not only identified 11 methods for creating serious games 

but also elucidated the 31 essential steps in crafting educational games, addressing 

pedagogical elements crucial to instructional methodologies and design principles. 

Additionally, in tandem with their findings from 51 prospective studies, Ávila-

Pesántez et al. (2017) developed a web application to bolster the implementation of 

their proposed concepts and methodologies. 

Vintimilla-Tapia et al. (2018) outline the development of a multi-subject 

serious game aimed at boosting academic achievement among undergraduates 

engaged in several occupations. Validation of the game was conducted among 

teachers from several scientific fields, and the results were favorable. Delen et al. 

(2019) recommend a serious instructional game for learning about engineering needs. 

Game learning involves defining and analyzing requirements using user stories. 

Checa & Bustillo (2020) offers 135 suggestions for VR and serious games that take 

place in immersive VR settings and are validated by end users. They outline future 

research directions, clarify the factual criteria for the solutions that are proposed, and 

identify differences between training and learning applications. Troussas et al. (2020) 

assess the pedagogical viability of higher education contexts by exploring the 
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potential of game-based learning and mobile learning. Students and computer science 

professionals reviewed the game, which served as a testbed for the study.  

By using mobile game-based learning, students in higher education can 

enhance their knowledge through personalisation and teamwork. Ouhbi & Pombo 

(2020) found that engaging students is the largest issue in software engineering 

classes, and the most common solutions include gamification tactics, role-playing, 

and novel teaching strategies. Marques et al. (2021) explore how various types of 

incentives might encourage students to play educational games as well as how the 

game's setting can affect classroom learning. It shows that diverse motivating 

strategies may coexist when students play games and that the interplay between the 

game's allure, learning, and usability can account for the formation of strategies that 

promote academic achievement.  

Hartmann & Gommer (2021) examine how motivations affect students' 

involvement in educational gaming, as well as what influences their motivation 

within a particular game or lesson context. When studying postgraduate engineering 

students over the course of two years, the study found that a number of motivational 

forms could coexist. Interactions between game attractiveness, learning, and 

operativeness produce these motivational forms. Udeozor et al. (2022) investigate 

how the serious game “CosmiClean” is played and how well it is played by 

engineering students in relation to their experiences with and opinions on the use of 

digital games for engineering education. The researcher's conclusions show that, 
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despite students' excitement for online educational games, there is no relationship 

between how they feel about them and how effectively they play them.  

Virtual reality (VR) technologies offer a wide range of benefits across the 

architecture, engineering, construction, and operations sectors, revolutionizing 

collaboration and presenting novel avenues for both industrial and educational 

utilization. Dinis et al. (2017) not only delve into three compelling case studies but 

also delve into the development and outcomes of VR applications. This was 

exemplified during an introductory session for the Integrated Masters in Civil 

Engineering program, where first-year students were tasked with crafting VR 

applications. Additionally, two experimental trials exploring VR and augmented 

reality (AR) applications within civil engineering were conducted at a nearby school, 

further illustrating the potential of these immersive technologies. 

Castronovo et al. (2017) examined how much students enjoyed playing a 

building simulation game during a fourth-year construction engineering class. In 

addition to presenting arguments for the compelling nature of educational simulation 

games, the study makes recommendations for further developing them. Additionally, 

it discusses how difficult it is to reconcile games' enjoyment and educational 

purposes. 

4.2.4 Serious Games for Risk Management  

Babu et al. (2016) describe a serious game that simplifies and explains a complex 

subject. The serious game includes both live audio and video communication 

systems, as well as quick damage evaluations and incident management techniques. 
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Participants received a fundamental understanding of post-disaster management 

procedures from the game and suggested frameworks, according to the results. The 

ability to manage risk is a crucial skill for civil engineers, but it may be difficult to 

teach. Taillandier & Adam (2018) focus on how coastal flooding on Oleron Island 

relates to risk management through an agent-based serious game called SPRITE. In a 

risk management course at the University of Bordeaux, Master of Geology and Civil 

Engineering students took it. As well as learning from playing the game, engagement 

and motivation with the game are evaluated favorably. By combining a serious game, 

Battle of Flooding Protection, with Kolb's Experiential Learning Cycle, Tsai et al. 

(2020) are able to create a learning package that sparked students' interest in learning, 

increased their self-awareness, and increased their willingness to participate in 

disaster-related citizen activities.  

Goodspeed et al. (2020) created a serious game to show how alternate water 

management practices influence supply and to encourage participants to participate in 

the game. They invited the parties engaged in the Sustainable Groundwater 

Management Act of California's implementation. Pre-post surveys revealed optimism 

over the groundwater management process and a perceived improvement in 

stakeholder interdependence. Undorf et al. (2020) developed a serious game to teach 

infrastructure operators about climate forecasts and dangers identify potential 

connections, and foster cooperation. There was considerable interest in the tool, 

indicating that it can be useful for both examining potential interdependencies and 

communicating climate threats. Using a serious game of knowledge communication, 
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Gao et al. (2021) examined how climate change, disaster risk, and urban development 

interact. Moreover, the study examined how decision-makers' choices regarding 

disaster risk reduction and urban development may be influenced by various factors. 

4.2.5 Evaluation 

The evaluation of a serious game is a crucial part of educational game development. 

Understanding the enjoyment level that a serious game offers to the players to be 

engaged with the game and the effectiveness of the game on their knowledge can be 

assessed through a comprehensive evaluation method (Kiili et al., 2014). There are 

different methods to evaluate a serious game. Questionnaires (Adamo-Villani et al., 

2013; Arnab et al., 2015) and interviews (Basole et al., 2013; Rughiniş, 2012) are the 

most used techniques to evaluate the serious game; other methods such as discussions 

(Costantino et al., 2012), observations (Terzidou et al., 2012), and logs (Malliarakis et 

al., 2014) are less popular and present in a small number of papers  (Calderón & Ruiz, 

2015). Most of the studies that use questionnaires apply both quantitative and 

qualitative assessment. It highlights the interest of researchers in determining the 

effectiveness of serious games in terms of knowledge acquisition.  

4.3 Materials and Methods 

4.3.1 Game 

Groups of three to four people who are familiar with interdependent infrastructures 

play this game. These people may be emergency operators, facility managers, or 

college or graduate engineering students. This semi-cooperative game gives players 

hands-on experience of the challenges of interdependent infrastructure during an 
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emergency at a large university. Figure 4-1 shows the overall view of the game. Its 

name is Breakdown: an interdependent infrastructure board game, which is the name 

we will use throughout this paper. 

As seen in Figure 4-1, players take on one of four roles: the lead plumber, the 

lead electrician, the IT manager, and a generalist who plays a role like a 

communication liaison. A three-player game only includes the lead plumber, the lead 

electrician, and the IT manager roles. Each role has specific superpowers and 

objectives, as listed on its character sheet. Gameplay consists of three phases, as you 

can see at the top right-hand side of Figure 4-1. During each phase, there is a team 

meeting, three successive work rounds where players move pieces and collaborate to 

fix the buildings and a round of consequences where players receive demerits based 

on their role and what buildings are not completely fixed by the end of each phase. 

Gameplay lasts around 60 to 90 minutes; when used as a training exercise, the game 

is followed by a debrief session at the end. By the end of the third phase, the players 

must reach a common goal of fixing all electric, plumbing, and IT issues for 15 

buildings across campus cooperatively and simultaneously. Otherwise, the winter 

temperatures will drop below freezing and permanently damage university 

infrastructure. While players have the joint goal of fixing all buildings by the end of 

the third phase, they can lose the game individually based on the number of demerits 

they receive. Each character is responsible for the functionality of certain buildings 

and the allocation of certain work crews. At the end of each phase, each player can 
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receive demerits based on their non-functional buildings as well as some tied-up work 

crews.  

The board game is similar to what you can see in the center of Figure 4-1. It 

shows some buildings that are connected within an electric and/or water system. 

Roads into three campuses (North, South, and East) that denote the university’s three 

separate electric grids divide the board. Each grid has its own feeder. As you can see, 

each electric grid is separated by different colors, such as blue, yellow, and pink. A 

river divides the two water networks (left and right), and each network has its own 

boiler.  

Before gameplay, each of the campus’ 15 buildings is assigned three resource 

cards, each for water, electric, and IT systems. In the standard version of Breakdown, 

the infrastructure systems can be repaired in any order; in the advanced version of the 

game, the key facilities (i.e., electric feeders, boilers, and data centers) must be 

repaired in the order of priority. For example, in the advanced game, at the library, 

the electrician must use one resource to make its electrical system function before the 

IT operator uses one resource to make its IT function, after which the plumber can fix 

the plumbing using four resources.  

Game play happens simultaneously during a work round, and each player can 

make five actions per work round. These actions include: 1) travel to a building; 2) 

discover the resources needed to fix the issue; 3) allocate a worker to fix the building; 

4) fix the issue by yourself; 5) communicate; and 6) level up communication.  
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Unless a step is taken to foster greater communication, the only interaction between 

players in this game is during the team meeting at the beginning of each phase. As 

you can see at the bottom of Figure 4-1, there are four levels of communication. Thus, 

at the beginning of the game, player-to-player communications are limited to 

handwritten notes until the Data Center building is operationally restored. For the 

Data Center to be completely online, both the electric feeder and boiler for that 

section of campus must be fixed first so that the Data Center can receive electricity 

and water. As the game progresses, the Data Center is fixed, and players choose to 

level up communication. Players can also communicate more easily, and ultimately 

through unrestricted level 4 communication conversations during work rounds. 

Players are not required to repair infrastructure issues at buildings in a certain 

order. However, they will discover as the game progresses that some buildings should 

be prioritized over others. Even if all the resources required to fix the electricity, 

plumping and IT issues of a building are done, if its designated electric feeder and/or 

boiler are not functional, the building cannot function and thus is not fixed. For 

example, for Dorms, even if the players fix all of its necessary plumbing, electricity, 

and IT issues, it is not considered fixed until the players fix the Electric Feeder 3 on 

South Campus and Boiler 1 on West Campus. Moreover, to make Electric Feeder 3 

functional, players not only have to fix all its electricity, plumbing and IT issues in 

order, but also make Boiler 1 on North Campus functional. In order to make Boiler 1 

functional, players have to fix all of its issues as well as make Electric Feeder 2 

functional. This means that all six buildings on the left side will have access to water 
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supplied by Boiler 1. This is only one example of the systems that the game employs 

to show how interdependent infrastructure is. It also nudges players to cooperate and 

leverage each player’s superpowers and goals.   

 

Figure 4-1: The gameboard with the three campuses that make up the three electric grids and the two 

water pipe networks (the navy lines connecting building spaces) separated by the river. 

Each phase ends with a round of consequences after all work rounds. Depending on 

their character, players will count their demerits. At the end of a phase, the plumber, 

the IT operator, and the electrician receive demerits when the lab buildings and boiler 

are not fixed, when the classroom and datacenter are not fixed, and when the locker 

room and electric feeder are not fixed, respectively. There are also demerits for each 

of them if there are still contractors working in their trades on site.   

The demerits system is designed to create tension and potential individualism 

as part of the cooperative game. The generalist, for example, receives one demerit at 

the end of each phase for each student life building (the dorms and library) that is not 
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fixed. If that player stays focused on getting those two buildings fixed as quickly as 

possible to prevent getting demerits, they might not help fix, say, Electric Feeder 1 or 

Boiler 2, which do not impact the dorms or library. This more individualistic strategy 

may help ensure the generalist does not get the most demerits, but it increases the 

chance that the group will lose the game collectively. This requires players to be 

willing to get some demerits throughout the game and risk losing individually in 

order to focus on collective goals that help the entire group win before the end of the 

third phase. 

The game is somewhat complicated by design because, in a real-world 

emergency situation like this, facilities workers, emergency operators, and 

communications staff have multiple competing priorities and responsibilities with 

little time for triage. The educational goal of Breakdown is to demonstrate—using 

something more fun and engaging than traditional training—the power of strategic, 

cooperative prioritization in an emergency rather than a haphazard approach where 

everyone solely focuses on their own priorities to the detriment of larger goals and 

success.  

4.3.2 Education Assessment Methods 

In an educational setting, the goal of Breakdown is to support understanding of the 

ways in which social and organizational factors influence the performance of 

complex infrastructure systems, with an application to outage recovery. We asked 

civil engineering and urban planning graduate students to play the game and to take a 

learning assessment before and after the game to assess whether Breakdown led to 
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knowledge gains. All students had previously enrolled in the course "Introduction to 

Infrastructure and Resilience,” so that they had already had exposure to 

interdependent infrastructure systems. Each game requires 3–4 players. We wanted to 

have three games of simultaneous play. Therefore, we invited 12 participants to 

indicate whether the intervention of the serious game could improve understanding of 

interdependent infrastructure, engineering decision-making and human-technical 

systems. To see whether the game supports learning, we designed a measurement 

instrument to be administered both before and after gaming to measure knowledge 

growth. The assessment is designed to take approximately 15 minutes to complete. 

Figure 4-2 shows participants playing Breakdown. 

In addition to the measurement instrument, we asked graduate students to take 

a short survey after gameplay to assess how they felt about the game based on nine 

questions. Four questions assessed participants' experiences during the game using 

Likert-scale ratings. These included enjoyment, individual motivation to win, 

collaboration within the team, and learning outcomes from the game. The survey was 

designed to take approximately seven minutes to complete. You can see learning 

assessments in addition to surveys in Appendices B and C, respectively. We compare 

student performance on the learning assessment from pre- and post-gameplay with 

seven questions in the following knowledge areas: 1) how does a failure in one 

infrastructure sector  possibly  impede the functionality of other sectors that are 

interdependent; 2) common sources of uncertainty and asymmetry of information in 

the infrastructure recovery process and how these influence decisions and recovery 
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outcomes; 3) how decisions made by operators’ recovery impact sectors other than 

their own ; 4) ways in which infrastructure operators could be more cooperative and 

how this could translate into faster restoration speeds.  

While students were encouraged to complete the learning assessment and the 

survey, their performance, even if they chose not to participate, was not factored into 

any course grade. Students did not provide their name or personal information (e.g., 

grade in a particular course) on the assessment. Instead, students were randomly 

assigned a number upon entering the classroom, and they were asked to use this 

number on the pre- and post-assessments. This was so we could track growth. The 

study did not store any personally identifiable information. The survey did not ask for 

the student’s name or other personally identifiable information.  

Gameplay took place in person in a large room with multiple tables. Upon 

arrival, participants were handed a randomly numbered pre-assessment form, a post-

assessment form with the same number, and a survey. Participants were directed to 

take a seat, and groupings did not matter. Then, we requested that they complete the 

pre-assessment form and collected these forms. Next, our game designer member 

discussed the game, its rules and objectives, and led the room in a practice round. 

Afterward, the participants had approximately 90 minutes to play the game. Once 

each team had finished the game, we invited participants to complete the post-

assessment form and the survey. Again, we collected these forms. Then, we evaluated 

the pre- and post-assessment forms and extracted the score surveys. The entire 

activity, including assessments, took 2.5 hours. 
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Figure 4-2: Participants playing Breakdown. 

4.4 Results 

First, we divide seven learning assessment questions into three categories: 1) 

knowledge of interdependency; 2) engineering decision-making under uncertainty;  
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and 3) socio-technical systems. Figure 4-3 shows the results of our two-tailed paired 

t-tests and the comparison of average values for each category and overall. Overall 

and average scores for each category increased as a result of the game. The decision-

making category (p = 0.003), the socio-technical category (p = 0.009), and the overall 

category (p = 0.0002) have statistically significant improvements from before to after 

the game. After the game, decision-making improved by 36.03%, socio-technical 

improved by 46.48%, and overall improved by 36.35%. There was also an increase of 

13.04% in interdependency.  

 

Figure 4-3: Evaluation averages and error bars for three topics, both before and after the game. The 

95% margin of error is depicted in this graphic. The means and margins for each topic are converted to 

percentages. 

4.4.1 Perception of Interdependent Infrastructure 

There are two questions on the interdependency item that can be rated from zero to 

five. When moving from pre-game to post-game, the mean values for each question 

related to interdependent infrastructure increased from 0.3 to 0.65. There are no 

significant changes in any of the items. Table 4-1 shows the results for the perception 

of interdependent infrastructure. 
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Table 4-1: Interdependent Infrastructure, n = 12 

Question Pre-Game 

(Standard Deviation) 

Post-Game 

(Standard Deviation) 

Change P-value 

1. List three ways in which 

an infrastructure system 

can depend on another 

infrastructure system. 

3.85 

(1.14) 

4.15 

(0.69) 

0.3 0.21 

2. Provide an example of a 

restoration or operational 

interdependency. 

3.85 

(0.99) 

4.50 

(0.90) 

0.65 0.11 

An overall perception of 

interdependency 

3.83 

(0.69) 

4.33 

(0.59) 

0.5 0.08 

 

4.4.2 Perception of Engineering Decision Making 

There are three questions on the decision-making item that can be rated from zero to 

five. When moving from pre-game to post-game, the mean values for each question 

related to decision-making increased from 0.52 to 1.00. Only question 4—about the 

impact of uncertainty in decision-making in the restoration process—shows a 

statistically significant change between pre-game and post-game. Table 4-2 shows the 

results for the perception of engineering decision-making. 



 

93 

 

 

 

Table 4-2: Engineering Decision Making under Uncertainty. n = 12 

Question Pre-Game 

(Standard Deviation) 

Post-Game 

(Standard Deviation) 

Change P-value 

3. There are two types of 

uncertainty: aleatory 

uncertainty (i.e., inherent 

and irreducible 

uncertainty) and epistemic 

uncertainty (i.e., 

knowledge or reducible 

uncertainty). Provide an 

example or two of the 

ways they are each present 

in infrastructure 

restoration processes. 

2.92 

(1.71) 

 

3.83 

(1.95) 

 

0.91 0.102 

4. In what ways could the 

impacts of uncertainty in 

decision-making propagate 

in the restoration process? 

2.69 

(1.49) 

4.21 

(0.89) 

0.52 0.003 

5. Describe two (2) tactics 

that infrastructure 

operators could use to 

reduce epistemic 

uncertainty (i.e., 

knowledge or reducible 

uncertainty) during a 

restoration process.  

3.54 

(1.51) 

 

4.50 

(0.90) 

1.00 0.082 

An overall perception of 

engineering decision-

making 

3.17 

(1.11) 

4.38 

(0.67) 

1.21    0.003 

 

4.4.3 Perception of Socio-Technical Systems 

There are two questions on socio-technical items that can be rated from zero to five. 

When moving from pre-game to post-game, the mean values for each question related 

to socio-technical increased by more than one unit. All questions show a statistically 

significant change between pre-game and post-game. Table 4-3 shows the results for 

the perception of socio-technical systems. 
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Table 4-3: Socio-Technical Systems. n = 12 

Question Pre-Game 

(Standard Deviation) 

Post-Game 

(Standard Deviation) 

Change P-value 

6. Provide an example of 

how an engineering 

decision made for one 

infrastructure system 

could impact another 

infrastructure system.  

3.38 

(1.26) 

 

4.75 

(0.45) 

 

1.37 0.0076 

7. Describe a situation 

where an inducement 

could change a decision 

made by one infrastructure 

system and subsequently 

impact another 

infrastructure system 

positively. 

2.38 

(1.94) 

3.92 

(0.79) 

 

1.54 0.0351 

An overall perception of 

socio-technical 

2.96 

(1.39) 

4.33 

(0.42) 

1.37 0.009 

 

Figure 4-4 illustrates how the test results were compared prior to and 

following the Breakdown. The data clearly demonstrates that Breakdown helps 

students comprehend resilience and infrastructure, as seen by the notable rise in 

students' marks (median from 22.5 to 30.0) and a remarkable fall in standard 

deviation from 6.00 to 3.38. 
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Figure 4-4: Test scores of students both before and after utilizing Breakdown.  

In order to measure different aspects of the game, such as enjoyment, individual 

motivation, collaboration, and learning, we ask graduate students to assign scores 

ranging from 1 (not at all) to 5 (very much). Graduate students, with the exception of 

one, engaged in their first-ever serious game. Figures 4-5 and 4-6 illustrate the results 

of the survey. 

Graduate students considered the game enjoyable to play (median score of 4). 

Figure 4-5a shows that 76.2% of the students indicated a level of enjoyment above 

indifference. In response to a question from graduate students, why did they enjoy the 

game so much? They said this was due to several factors, including the limited time 

in rounds, the lack of communication at the beginning, playing with friends, 

strategizing, problem solving, team play, and identifying each player's strengths and 

weaknesses. Additionally, according to student reports, they did not care about 

winning the game individually (median score of 3). Figure 4-6a shows that 76.4% of 

the students were indifferent or did not care at all about winning the game 

individually. Finding each team member's strengths and weaknesses, being dependent 
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on their help, not being willing to lose teammates, and getting overwhelmed with 

possibilities for actions prompted half the participants to change their individual goals 

during the game.  

Graduate students expressed a desire to win the game as a team (median score 

of 5). None of the participants changed their group goal during the game. Figure 4-6b 

shows that 100% of the students cared about winning the game as a group. Students 

who played the game believed that they had also acquired the concepts (median score 

of 4). Figure 4-5b shows that 53.5% of the students believed that they learned a lot by 

playing the game. During this course, eight participants learned how to strategize, 

gather information, and restore the data center first. For example, one participant said, 

“I think communication is important to know the strengths and weaknesses of the 

system and make actions efficient.” As one participant mentioned, learning what it 

feels like to be in a crisis was helpful. Due to the strengths and weaknesses of each 

team member, one participant mentioned the importance of cooperation. Two 

participants mentioned learning about interdependencies.  

Comparing this type of instruction with conventional course instruction, six 

participants said it was more engaging and real world. For example, one participant 

said, “Dynamic, situated in a real-life scenario, fun, less individualistic, encourages 

collaboration between group members.” Two participants said both were helpful. As 

a result, two participants said the process was more challenging or took longer. In our 

exercise, we asked participants to imagine coaching a team with no prior experience. 

Coaches would receive $1,000 upon winning. In the event they could only share two 
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(2) tips with the team, what would they suggest? Twelve participants suggested 

improving communication and fixing the data center. Seven participants said that 

cooperation and utilizing each player's strengths were important. There were three 

players who said to trust each other, two who said to have a strategy, and three who 

said to prioritize group goals over individual goals.  
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Figure 4-5: Students' perceptions of the game are: a) enjoyment; b) understanding. 

  

Figure 4-6: Motivation of students to a) win individually; b) win as a group. 

4.5 Discussion  

Through the application of the serious game Breakdown to the recovery of 

interdependent infrastructure, we demonstrated the effectiveness of serious gaming in 

teaching complex human-technical systems. The use of gaming as a learning method, 

integrating with traditional learning methods, and highlighting collaboration and 

communication among participants can all be valuable to the concept of infrastructure 

and resilience. 
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Our hypothesis was that the serious game Breakdown helped graduate students gain a 

better understanding of the restoration of interdependent infrastructure. Although the 

statistical significance was marginal (p ≈ 0.08) for knowledge of infrastructure 

interdependence among graduate students, there was an improvement in this aspect. 

Graduating students, however, already scored higher than other items on the 

perception of interdependency before attempting the game. For instance, one 

participant expressed, "I had some backgrounds with interdependency concepts, and 

the game helped me to add some ideas to our knowledge." In two other aspects, 

engineering decision-making under uncertainty and sociotechnical systems, 

statistically significant improvements were observed.  

This implies that the increase in knowledge was influenced by playing the 

game with more than a 95% chance. We think game mechanics led to these results. 

For example, initially, participants had limited information and plenty of time, which 

led to strategic trade-offs between time and information. As they moved through the 

phases and had more information but less time, they had to balance time constraints 

with the need for thorough information. Thus, they were immersed in decision-

making uncertainty and the effect of their decisions on other players. As one 

participant said, “I had some superpowers that gave me this ability to highly affect the 

game process.” Based on this framework, we can demonstrate how the dynamics of 

the game are applicable to real-world events, where decision-makers must make fast 

decisions with limited information.  
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Our recommendation is to integrate serious gaming with conventional educational 

methodologies in order to improve learning outcomes. Lectures are often perceived as 

mundane and slow-paced. Playing Breakdown, on the other hand, provided graduate 

students with a sense of joy, excitement, and competition, fostering a more engaging 

learning environment. One participant commented, "It is more immersive." In spite of 

their enjoyment of playing Breakdown, graduate students preferred the combination 

of serious gaming and traditional instruction. In one case, a participant commented, 

"Since there was some fun, we really liked it. However, if someone talks about 

interdependency at the end of the game, the effect of learning will be greater.  

In other words, a combination of conventional and game will be great." 

According to another participant, “I think both are needed—conventional course 

instruction like lecturing is necessary to learn the basics; however, these kinds of 

methods like playing games help to learn some aspects better.” Learning curves were 

evident throughout the game, particularly in team meetings and strategic planning. 

Team meetings were initially difficult to maximize, and opportunities were often 

wasted. By the time, they reached phases two and three, participants had acquired 

skills for setting goals and devising strategies cooperatively, optimizing their efforts. 

This demonstrates how serious gaming may help graduate students develop their 

critical thinking and active learning skills. 

The serious game Breakdown inspired graduate students to work together and 

communicate more during the disaster recovery process, according to their reports a 

high level of motivation to win as a group rather than as individuals. As they played, 
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the players emphasized the value of communication, cooperation, and strategic 

planning. These concepts take time to sink in. The allocation of token actions was one 

of the most important aspects of the game, with players learning how to prioritize and 

delegate tasks. As an example, players discovered that utilizing the expertise of the 

generalist for discovery tasks allowed the other team members to focus on repairs. In 

addition, participants learned how to manage contractor workers wisely, 

understanding that relying too heavily on external resources can be detrimental. For 

example, one participant emphasized, “Trust other team members to avoid wasteful 

expenditure of resources.” Teaching this aspect would be limited by previous 

approaches, such as lectures or texts. 

In addition to fostering teamwork and strategic planning, participation in the 

serious game Breakdown also facilitated the development of leadership skills among 

graduate students. Throughout team meetings and critical decision-making moments, 

individuals were prompted to take on leadership roles, whether in guiding discussions 

or making sacrifices for the collective success of the team. Additionally, 

communication challenges persisted in the beginning, particularly regarding 

agreement among team members. During the first and second stages, there were 

inefficiencies and conflict because of participants' inability to agree on important 

choices. As participants refined their communication skills and gained a deeper 

understanding of their interdependencies, they navigated these challenges more 

effectively, ultimately achieving greater team collaboration and efficiency. As 

another underscored, “coordination is a luxury! And it will be detrimental to the 
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overall recovery.” These findings highlight the importance of serious gaming in 

developing soft skills that are necessary for navigating intricate, interdependent 

systems. 

Despite our study's encouraging results, there are a few limitations. Because 

of the limited sample size, future research should try to replicate the study with a 

larger and more diverse population. A long-term study might also examine how well 

game-based information is retained over time. In addition, exploring how to combine 

traditional teaching techniques with serious gaming might yield insightful 

information about how to maximize learning results. In future studies, we may be 

able to advance our knowledge of the possibilities of serious games in teaching 

complex human-technical systems by addressing these constraints. 

4.6 Conclusion  

Breakdown is an educational, training, and crisis management board game. In 

addition to teaching college or graduate engineering students how to recover 

interdependent infrastructure, it can also be used as a training tool for emergency 

operators and facility managers. People can play the role of decision-makers during 

the recovery process, including electricians, plumbers, IT professionals, and a 

generalist who provides communication support. Their goal is to prevent permanent 

damage to university infrastructure by addressing electrical, plumbing, and IT issues 

simultaneously across 15 buildings across campus. By taking Breakdown, students 

will gain an understanding of how infrastructure is interconnected, how collaboration 

and communication are important during emergencies, complex sociotechnical 
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systems, how to make engineering decisions when faced with uncertainty, and how to 

strategize.  

We developed the game based on the idea that infrastructure is designed to be 

interconnected for efficiency (Grafius et al., 2020). In practice, however, the system 

operators who are responsible for recovery decisions typically work independently of 

those who are responsible for other systems (Sonesson et al., 2021). Due to this, 

operators not being aware of other systems’ conditions and waiting for one another to 

act slow down recovery. As a result, we designed the Breakdown to train 

infrastructure operators to break out of their silos. Because of the need for a novel 

way to teach the recovery of interdependent infrastructures to graduate engineering 

students in the "Introduction to Resilience and Infrastructure" class at the University 

of Maryland, we developed the game, and the results of this study are derived from 

these students. Our expectation is that since the game is multidisciplinary, students 

from a wide range of backgrounds, e.g., sustainability, security and safety 

engineering, public policy, and geography, will utilize it. Furthermore, Breakdown 

should result in more resilient communities and infrastructures created and built 

during students' professional careers by boosting their understanding of the recovery 

of interdependent infrastructure in comparison to traditional teaching methodologies. 

The outcomes of the gaming indicate that graduate students were able to 

comprehend the restoration of interdependent infrastructure more effectively due to 

the Breakdown. Graduate students' understanding of infrastructure interconnectivity 

has improved notably, and their understanding of engineering decision-making in the 
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face of uncertainty and social-technical systems has improved substantially as well. 

The findings demonstrate that graduate students think playing a serious game such as 

Breakdown is enjoyable while learning certain ideas, but it should be used in 

conjunction with more conventional teaching techniques. The major takeaway from 

the serious game Breakdown is to encourage graduate students to collaborate and 

communicate more while going through the catastrophe recovery process. This 

message was successfully communicated. Because of the limited sample size, future 

studies should try to reproduce the findings with a larger and more diverse 

population. A further long-term study might examine the long-term retention of 

information acquired through gaming.  
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Chapter 5: Conclusion and Future works 

The dissertation contributes to the field of resilient infrastructure by examining how 

organizations and individuals can recover interdependent infrastructure rapidly 

following breakdowns. People, communities, and businesses relying on infrastructure 

after catastrophes can suffer disastrous consequences if services are delayed 

(Bhattacharyya & Hastak, 2022). A major factor influencing recovery times is 

sectoral dependencies, where one sector relies on another to function or one 

infrastructure operator relies on another infrastructure for recovery decisions 

(Sharkey et al., 2016). In complex, interconnected systems, delays can intensify when 

operators lack situational awareness and wait for one another to act. Recovery 

operators exhibit limited rational behavior in these socio-technical systems. They 

have a limited amount of time, knowledge, and cognitive capacity to make a decision 

during the crisis. Their decision-making is guided by heuristics, which are 

straightforward principles that they have developed over years of experience (Gerst et 

al., 2024). By addressing these concepts, which are neglected in the literature, in our 

research, our study aims to contribute to the understanding of situational awareness 

and the effects of interventions like information sharing on the recovery of these 

systems. Based on these findings, our goal is to determine the most effective way to 

teach this knowledge to students pursuing civil engineering degrees. In addition, 

teaching students about interdependent human-technical systems can be difficult 

since the theory encompasses a wide range of fields and because real-world examples 

can be difficult to analyze and engage with quickly. Therefore, in order to accelerate  
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the recovery of coupled networks, it is important to consider (1) the role that 

individual operators play in accelerating the recovery of interdependent infrastructure 

systems; (2) whether low- or no-cost policies and practices, such as information 

sharing, may enhance results; and (3) how engineering students can effectively learn 

about socio-technical systems.  

In the second chapter, we worked on how operators' simple decision rules or 

heuristics, such as centrality measures, repair times, and types of buildings, influence 

joint infrastructure performance. Interviews with operators led to the development of 

these simple decision rules. Additionally, we investigate whether simple nudges, such 

as communication and cooperation, could result in better outcomes. A model that 

combines an agent-based simulation and an embedded interdependent infrastructure 

network is used to examine electric power, chilled water, and IT networks under 

different damage scenarios at University of Maryland. According to our findings: 1) 

As a decision rule, network measures of centrality and prioritizing buildings based on 

their functionality produce the most effective recovery. 2) According to estimates, 

communication among organizations, interpreted as information sharing norms, is 

capable of improving collective performance by 50 percent. Moreover, a 30% 

improvement in collective performance can be achieved through cooperation, which 

is interpreted as norms of solidarity within informal mechanisms between 

organizations. 3) It is possible to have good recovery outcomes without cooperation, 

but communication is necessary. The sum of communication and cooperation 

outcomes is not a simple linear equation. Adding both has diminishing returns. 
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In the third chapter, we answered the following question: at what point does 

cooperation with information become significantly different from non-cooperation 

with no information? Academic literature sometimes refers to this crucial threshold as 

the network robustness index (Scott et al., 2006), which denotes the point where 

recovery techniques diverge. The study examines node removal across three 

interconnected infrastructure systems at the University of Maryland: chilled water, 

electrical power, and IT networks. Based on our findings, when operators do not use 

information, we identify five percent node removal as the threshold.  

In the fourth chapter, our focus was on assisting students in their education on 

the restoration of damaged interdependent systems. Encouraging engineering students 

to comprehend the effects of asymmetry, uncertainty, incomplete data, and personal 

biases and judgments on the speed of interdependent infrastructure restoration was 

the aim of the study. In order to learn these concepts, graduate engineering students 

played the serious game Breakdown. As a result of our findings: 1) Graduate students 

who played Breakdown showed statistically significant improvements in concepts 

related to engineering decision-making under uncertainty and sociotechnical systems. 

It suggests that playing the game with a greater than 95% probability contributed to 

the increase in knowledge 2) Graduate students think that learning topics through a 

serious game like Breakdown is enjoyable, but it should be used in conjunction with 

more conventional teaching techniques. 3) Graduate students reported a high level of 

motivation to win as a team rather than individually because of the serious game, 
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Breakdown. Communicating, cooperating, and strategizing were important elements 

that the players discussed as they played.  

Three takeaways from the dissertation are: 1) The study emphasizes how 

important individual operators are to hastening the recovery of interconnected 

infrastructure networks. It is critical to comprehend operators' decision-making 

heuristics and how their actions affect the functioning of the shared infrastructure. 2) 

The ability to communicate effectively and cooperate among organizations 

significantly improves their collective performance in infrastructure recovery. 

Although communication is essential for successful recovery outcomes, cooperation 

amplifies these results further. Information-sharing policies and practices that foster 

norms of solidarity between organizations can significantly improve recovery 

efficiency. 3) Engineering curricula can be enriched with serious games like 

Breakdown that teach students about sociotechnical systems and how to make 

decisions under uncertainty. The use of these types of experiential learning 

approaches improves students' comprehension while promoting collaboration, 

communication, and strategic planning skills, all crucial to disaster recovery success. 

Students' engagement and learning outcomes can be enhanced through serious games 

combined with conventional teaching techniques. 

There are several limitations to Chapter 2. In contrast to the research, real-

world situations rarely feature flawless communication or cooperation. In addition, 

the research assumes that the power and IT operators are fully aware of flooded 

components, which may not reflect actual circumstances. Further research could 
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investigate alternative assumptions for the power and IT operators, taking into 

account parameters beyond flooded components and recovery estimates, to refine the 

modeling of partial information. In future research, one could explore how power and 

IT operators interact with other networks to identify flooded components. For 

instance, if some components are damaged but it is uncertain which ones are flooded, 

complete information might specify certain components as flooded. However, partial 

information might only suggest the number of flooded components without 

specifying which ones. The distinction between cooperative and non-cooperative 

work crews may also be dynamically adjusted based on real-time conditions in the 

realm of semi-cooperative decision-making. It is better to expand the scope of the 

sensitivity analysis to include a broader range of cooperation percentages.  

There are a number of limitations to the study in Chapter 3, including the 

specific context of a large campus university and possible simplifications of 

simulation assumptions. Operators might not be able to generalize results to broader 

scenarios, and the memory aid may not cover every nuance of real-world situations. 

Among other possible future research directions, the study could be expanded to 

include different types of interdependent infrastructure systems, both scale-free and 

small-world networks, taking into account dynamic factors such as changing network 

conditions. Among the limitations of Chapter 4 are the small sample size and 

potential challenges associated with the long-term retention of game-based 

information. This study could be replicated with a larger and more diverse population, 



 

110 

 

 

 

examine the long-term retention of game-based information, and combine traditional 

teaching methods to maximize learning outcomes. 
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Appendix A: 

Repair time for each component is a random variable that follows a lognormal 

distribution. 

Figure A-1: 100 replications of repair time values  

 

Table A-1: 100 replications of repair time values  

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

2 4 12 1 1 3 1 2 4 1 1 2 9 1 3 

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 

2 1 3 25 4 4 1 4 3 13 1 1 1 10 1 

31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 

18 2 7 1 1 1 1 4 1 2 17 1 1 1 10 

46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 

2 7 7 1 1 2 11 2 3 4 1 1 14 3 11 

61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 

2 2 1 1 9 2 7 7 1 4 1 2 7 6 3 

76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 
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2 1 1 12 1 2 1 1 2 5 1 3 1 5 1 

91 92 93 94 95 96 97 98 99 100      

2 1 2 2 18 6 1 12 7 9      
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Appendix B: 

The Breakdown!: Pre- and Post-game  Learning 

Assessment 

The following set of questions is designed to assess your understanding of the 

influence of human decisions on infrastructure restoration processes. For each 

question, please provide a brief response. If you do not know the answer, please 

indicate that. Do not add your name.  

Concept 1: Interdependent Infrastructure 

1. List three ways in which an infrastructure system can depend on another 

infrastructure system. 

 

2. Provide an example of a restoration or operational interdependency. 

Concept 2: Engineering decision-making 

3. There are two types of uncertainty: aleatory uncertainty (i.e., inherent and 

irreducible uncertainty) and epistemic uncertainty (i.e., knowledge or 

reducible uncertainty). Provide an example or two of the ways are each 

present in infrastructure restoration processes. 

 

4. In what ways could the impacts of uncertainty in decision-making propagate 

in the restoration process? 

 

5. Describe two (2) tactics that infrastructure operators could use to reduce 

epistemic uncertainty (i.e., knowledge or reducible uncertainty) during a 

restoration process.  

Concept 3: Socio-technical systems:  

6.     Provide an example of how an engineering decision made for one infrastructure 

system could impact another infrastructure system.  

7.     Describe a situation where an inducement could change a decision made by one 

infrastructure system and subsequently impact another infrastructure system 

positively. 
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Appendix C: 

Here you can see the responses to the post-game survey. First, I show the responses to 

the open-ended questions. For the Likert-type scale questions, please see the table at 

the end. For the Likert-type scale questions, participants had to choose from one to 

five, if their answer is “not at all” to “very much so”. 

1. Is this your first time playing a game in a class or part of a learning or professional 

setting? If you have played other games, please share your experiences.  

 

Participants 1-7, 9-13: Yes 

Participant 8: No 

 

2. Did you enjoy playing the game? What was your favorite part? 

 

  Mean Std Ma

x 

Min 

Part 1: 3.92 1.00 5 2 

Part 2:  

Participant 1– “I had some superpowers that gave me this ability to highly 

affect the game process.” 

Participant 2– “playing with friends/ trying to communicate without talking” 

Participant 3– “strategizing before playing and leveling up communication”  

Participant 4– “Co-op puzzle solving” 

Participant 5– “I didn't have fun because I was the generalist and I didn't 

understand I could more workers from the beginning. Therefore, I was very 

frustrated since I couldn't contribute too much.”  

Participant 6– N/A 

Participant 7– “Going through success especially! And losses with the team 

toghether!” 

Participant 8– N/A 

Participant 9– “get something fixed” 

Participant 10– N/A 

Participant 11– “seeing the interactions, functions/dysfunctions of the players” 

Participant 12– “the limit on communication” 

Participant 13– “have to play for a limited time in each round by having a 

strategy in mind” 

 

3. How motivated were you to win individually? Did that individual goal change 

at a particular point in the game? If so, what do you think caused the change? 
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  Mean Std Ma

x 

Min 

Part 1: 2.69 1.14 5 1 

 

Part 2:  

Participants 2,4,5,7,9,10,13: No 

 

Participant 1– “Yes, since I realized we're behind, I tried to forgot myself and 

concentrate on the group goal” 

Participant 3– “Yes, Demerits for not fixing a certain category of buildings at 

each phase” 

Participant 6– “Yes, I wanted to at least save myself, but when I realized we 

should have all been helping plumber since it's needed first. I only cared about 

that” 

Participant 8– “Yes, I got out early” 

Participant 11– “Yes, Getting overwhelmed with possibilities and focusing on 

the "near in" solution” 

Participant 12– “Yes, As I started to see most of the buildings getting fixed, I 

started to worry about the individual goal” 

 

4. How motivated were you to win as a group? Did that group goal change at a 

particular point in the game? If so, what do you think caused the change? 

  Mean Std Ma

x 

Min 

Part 1: 4.69 0.46 5 4 

 

Part 2:  

Participants 1-13: No 

 

5. I learned a lot by playing this game. 

  Mean Std Ma

x 

Min 

 3.69 0.91 5 2 

 

6. What do you feel you learned by playing this game? 

 

Participant 1– “I had some backgrounds with interdependency concepts, and 

the game helped me to add some idea to my knowledge.” 
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Participant 2– “communication and data center is super important” 

Participant 3– “The need to improve communication + planning ” 

Participant 4– “How hectic crisis management can be criticality of 

communication ” 

Participant 5– “It reminded me bottleneck and interconnected infrastructure 

concepts” 

Participant 6– “Not much disaster resilience wise, too complicated ==> 

learned its good to communicate” 

Participant 7– “coordination is a luxury! And it will be detrimanetal for the 

overall recovery.” 

Participant 8– “how to communicate” 

Participant 9– “communication is very important ” 

Participant 10– “I think communication is important to know strength and 

weeknesses of the system and makes actions efficient” 

Participant 11– “Hard to communicate too much” 

Participant 12– “The value of communication and knowledge dissemination ” 

Participant 13– “Mostly about how to act in critical situations, even when you 

can not talk to others properly. So it will be so important to operate efficiently. 

There are other goals than individual ones, which you have to be careful to do 

right to achieve both of them.” 

 

7. Compared to conventional course instruction, how do you feel about this form of 

teaching? 

 

Participant 1– “Since thee were some fun, I really liked it. However, if 

someone talked about interdependency at the end of the game, the effect of 

learning will be more. In other word, combination of conventional and game 

will be great.” 

Participant 2– “it's fun but might take longer than a lecture to learn the same 

concepts” 

Participant 3– “Excellent - proposed solutions are implemented in real time” 

Participant 4– “insightful and much more entertaining” 

Participant 5– “Dynamic, situated on real-life scenario, fun, less 

individualistic, encourage collaboration between group members” 

Participant 6– “worse” 

Participant 7– “This is so much fun! I wish there is more educational 

opportunities like this!” 

Participant 8– “Very INVOLVED and FUN” 

Participant 9– “It is more immersed” 

Participant 10– “I think both are needed- conventional course instruction like 

lecturing is necessary to learn basics, however, these kinds of mthods like 

playing game help to learn some aspects better.” 

Participant 11– “It is immersive and hands on & can teach certain things 

traditional instruction can't” 

Participant 12– “Love it, much more engaging” 
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Participant 13– “It was fun and more functional“ 

 

8. Suppose you were asked to coach a team to play the game who has never played 

before. If your coached team won, you would personally receive $1,000. If you could 

only share two (2) tips with the team, what would you tell the team? 

 

Participant 1 

1. At the first level, group goal is more important than individual. Let's 

focus on the group goal; 

2. Communication and collaboration is a key point to win. Discuss 

with each other, find a good way to communicate, and go forward 

with the best strategy. 

Participant 2–  

1.  level up communication ASAP and fix the data center ASAP.  

2. don't be afraid to sacrifice a player if necessary for the team. 

Participant 3–  

1. Take advantage of each players powers.  

2. Trust other team member to avoid wasteful expenditure of 

resources.” 

Participant 4–  

1. maximizing communication make full use of workers.  

2. N/A 

Participant 5–  

1. Don’t work individualistcally -isolation lead you to failure.  

2. level up communications as soon as possible, but it is also important 

to listen       and be strategic. 

Participant 6–  

1. understand the role of and operator ==> He can Discover everything 

once he goes there so don't spend on discovering unless you have to.  

2. Open up the Data Center most important --> LEVEL up 1st ” 

Participant 7–  

1. level-up communication will go along way!.  

2. use your superpower & coordinate with those who don't have these. 

“ 

Participant 8–  

1. UTILIZE ALL MOVES OF EACH PLAYER.  

2. LEVEL UP COMMUNICATION QUICKLY. 

Participant 9–  

1. Level communicaiton up to Level 4 firstly if it is your fist time play.  

2. trust your teammate.” 

Participant 10–  

1. Communication is very important.  

2. know your tasks and abilities very well and prioritize your actions. 

Participant 11–  

1.  Hard to communicate too much.  
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2. allow others to help you. 

Participant 12–  

1. Focus on efficient and effective communication.  

2. Make sure you understand what each characters strenghs are.  

Participant 13–  

1. have a strategy before acting.  

2. Upgrade the level of communication. 

 

9. Other feedback? 

 

Participant 1– “Good job! I liked your game. Giving the game description 

hours before starting the game would help player to understand their roles 

very well and play and learn as good as possible.” 

Participant 2– “thanks!” 

Participant 3– “Better instructional materials will make game play easier. ” 

Participant 4– N/A 

Participant 5– N/A 

Participant 6– “Better guide. Less Rules” 

Participant 7– “Thank you for designing and (I couldn't read) on this amazing 

game! I'd love to play again!“ 

Participant 8– N/A 

Participant 9– “Game rule is too complicated for new player.” 

Participant 10– “The roles were not clear and I think it would be better to 

know the game instruction better. ” 

Participant 11– N/A 

Participant 12– N/A 

Participant 13– N/A 
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  Mean Std Min Max Number of 

Participants 

2. Did you enjoy playing the game? 

What was your favorite part? 

3.92 1.00 2 5 13 

3. How motivated were you to win 

individually? Did that individual goal 

change at a particular point in the 

game? If so, what do you think caused 

the change? 

2.69 1.14 1 5 13 

4. How motivated were you to win as a 

group?  Did that group goal change at 

a particular point in the game? If so, 

what do you think caused the change? 

4.69 0.46 4 5 13 

5. I learned a lot by playing this game. 3.69 0.91 2 5 13 
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