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In this thesis, we explore the subject of fast dissemination of real-time data

from a source to multiple users, critical for time-sensitive applications such as au-

tonomous driving sytems, internet of things (IoT), augmented reality (AR), virtual

reality (VR), and real-time content sharing in social networks, that feature dense

interconnected networks of devices and humans. In face of network resource limita-

tions and increasingly dynamic data generated by various sources in these networks,

it is imperative that all nodes within these networks have timely information, i.e.,

the latest possible updates about the source nodes at all times for seamless function-

ing of these networks. Although it might seem straightforward to transmit changing

data at high speed to all users, practical challenges such as limited bandwidth, server

servicing speed, and intermittent connectivity hinder this approach. Therefore, to

achieve the goal of timeliness, measured by metrics such as the age of information,

this thesis leverages gossip algorithms, which are decentralized algorithms whose

popularity stems from their efficiency and scalablility for information dissemination

in such constrained and uncertain networks. This thesis aims to deepen our un-



derstanding of the capabilities and limitations of timely gossip networks of various

topologies in managing large volumes of dynamic data. As importantly, this thesis

explores the unique threats and vulnerabilities these next-generation networks face

in the evolving landscape of 5G and 6G technologies.

We open our analysis of this subject by first exploring efficient strategies for

timely dissemination of time-varying data files from a source to a user via a sim-

ple network of parallel relays. We find that consolidating file update rates to the

minimum number of relays improves timeliness, contrary to using all relays for each

file. By solving an auxiliary single-cache problem and adapting its solution to our

multi-cache network, we provide a sub-optimal solution, such that the upper bound

on its gap to the optimal policy is independent of the number of files.

Next, we explore complex network topologies and examine the resilience of gos-

sip networks as a function of their connectivity to jamming attacks. We analyze the

average version age in the presence of ñ jammers for both connectivity-constrained

ring and connectivity-rich fully connected topologies of n nodes. Our findings reveal

that a ring network is robust against up to
√
n jammers, while a fully connected

network withstands n log n jammers, showing that higher connectivity enhances re-

silience to jamming. To maximize age deterioration in the network, the jammers

should attack in a manner that consolidates all remaining unjammed links into a

dense cluster of the fewest possible nodes, leaving a higher number of nodes isolated.

Next, we uncover a new type of attack in age-based networks, called timestomp-

ing, where an adversary manipulates timestamps of information packets, causing

nodes to discard fresh packets for stale ones. We show that in fully connected net-



works, a single infected node can increase the expected age from O(log n) to O(n),

highlighting how full connectivity can expedite adversarial impacts. Conversely, in

unidirectional ring networks with sparse inter-node connectivity, we find that the

adversarial impact on node age scaling is confined by its distance from the adversary,

maintaining an age scaling of O(
√
n) for a significant fraction of the network.

Then, we demonstrate how the age-specific nature of file exchange protocols

also makes gossip networks susceptible to the propagation of misinformation. We

consider networks where packets can potentially get mutated during inter-node gos-

siping, creating misinformation. Nodes prefer latest versions of information, how-

ever, when a receiving node encounters both accurate information and misinfor-

mation for the same version, we consider two models: one where truth prevails

over misinformation and another where misinformation prevails over truth. Using

stochastic hybrid systems (SHS) modeling, we examine the expected fraction of

nodes with correct information and the version age. We show that higher or lower

gossiping rates effectively reduce misinformation when truth prevails, whereas mod-

erate rates increase its spread. Conversely, misinformation prevalence rises with

increased gossiping under the misinformation-prevailing scenario.

Then, we consider the balance between freshness and reliability of information

in an age-based gossip network, where two sources (reliable and unreliable) dissem-

inate updates to n network nodes. Nodes wish to have fresh information, however,

they have preference for packets that originate at the reliable source and are willing

to sacrifice their version age of information by up to G versions to switch from an

unreliable packet to a reliable packet. We show that increasing G reduces unreliable



packets but raises the network version age, revealing a freshness-reliability trade-off.

Next, we develop a theory of timeliness for non-Poisson updating and study

cache-aided networks where the inter-update times on the links are not necessarily

exponentially distributed. We characterize the expressions for instantaneous age

and version age in arbitrary networks, then derive their closed form expressions in

case of tree networks, where they exhibit an additive structure. Finally, we analyze

age of information in networks where update processes on the links become sparse as

network size increases, noting that in symmetric fully connected networks, expected

age scales as O(log n).

Then, we study a system where a group of users, interested in closely tracking

a time-varying event and maintaining their expected version ages below a threshold,

choose between either preferably relying on gossip from their neighbors or directly

subscribing to a server publishing about the event, to meet the timeliness require-

ments. The server wishes to maximize its profit by boosting subscriptions from users

and minimizing event sampling frequency to reduce costs, setting up a Stackelberg

game between the server and the users. We analyze equilibrium strategies in both

directed and undirected networks, finding that well-connected networks have fewer

subscribers since well-connected users dissuade their multiple neighboring nodes

from subscribing.

Next, we consider a gossip network of n users hosting a library of files, such

that each file is initially present at exactly one node, designated as the file source.

The source gets updated with newer versions of the file according to an arbitrary

distribution in real-time, and the other users in the network wish to acquire the



latest possible version of the file. We present a class of gossip protocols that achieve

O(1) age at a typical node in a single-file system and O(n) age at a typical node for

a given file in an n-file system. We show that file slicing and network coding based

protocols fall under the presented class of protocols.

Finally, we further explore timestomping attacks in a simplified communication

model, where a source attempts to minimize the age of a user, but due to a power

constraint, the source can only transmit updates directly to the user for a fraction

of timeslots over a fixed time horizon. A cache node, which can afford more frequent

transmissions, lies in between the source and the user, however the communication

link between the cache and the user is under attack by a timestomping adversary.

We formulate this adversarial cache updating problem as an online learning problem

and study the achievable competitive ratios for this problem.



Enhancement and Robustness of Large Timely Gossip Networks

by

Priyanka Kaswan

Dissertation submitted to the Faculty of the Graduate School of the
University of Maryland, College Park in partial fulfillment

of the requirements for the degree of
Doctor of Philosophy

2024

Advisory Committee:
Professor Sennur Ulukus, Chair/Advisor
Professor Anthony Ephremides
Professor Behtash Babadi
Professor Dmitry Dolgopyat
Professor Richard J. La



© Copyright by
Priyanka Kaswan

2024



Dedication

To my parents, Balbir Singh and Taramani, for their unwavering trust and support.

ii



Acknowledgments

I am immensely thankful to my advisor, Professor Sennur Ulukus, for numer-

ous reasons. First and foremost, I want to express my gratitude for her belief in my

potential and for giving me the opportunity to pursue a PhD under her guidance.

Throughout the five years of my PhD, she has been my mentor and counselor. Given

the distance from my parents in India, she has also been like a parent, supporting me

during difficult times. I am deeply grateful for her motivation and encouragement,

which have driven me to always do my best. She was always available whenever

I needed her support, including late-night research discussions, once up till 2 AM

when we were thrilled about a new result I got. She has been a wonderful role

model, and witnessing her progress and achievements has inspired me to take on

new challenges with confidence. I would not have discovered my potential without

her guidance and encouragement.

I would like to thank Professors Anthony Ephremides, Behtash Babadi, Dmitry

Dolgopyat, and Richard J. La for serving on my dissertation committee and offering

their valuable feedback. I am especially grateful to Professor Anthony Ephremides

for his insightful comments on my proposal and career mentoring, and to Profes-

sor Behtash Babadi for his generous support and advice throughout my PhD. I am

thankful to all the professors I have interacted with over the past years at UMD,

particularly Professors Nuno Martins and Dmitry Dolgopyat, who taught me some

of the most interesting and challenging courses and generously and patiently spent

time addressing my questions during office hours. I deeply appreciate the sup-

iii



port, appreciation, and encouragement from Professor André Tits, in his capacity
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CHAPTER 1

Introduction

Next-generation wireless networks are anticipated to be characterized by hypercon-

nectivity between humans and machines. With the advent of 5G and 6G, we foresee

the proliferation of time-sensitive technologies, such as driverless cars, smart homes,

and dense social networks, where a massive number of devices (alternatively, users

or nodes) are connected to each other, all of which demand real-time interaction

for their efficient functioning. For instance, in autonomous driving systems, timely

communication with nearby connected devices—such as other cars, sensors, road-

side infrastructure, and smartphones—is crucial for accurately performing driving

actions and avoiding accidents. Similarly, in smart factory environments, a col-

laborative system involving humans, robots, drones, and cameras is essential for

effectively performing manufacturing tasks.

In these systems, a source generates time-varying information that is of critical

interest to a user or a group of users. Users aim to track this time-varying informa-

tion as closely as possible in real-time to achieve their objectives. While the problem

might seem straightforward—merely transmitting the changing data at high speed
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from the source to all users—practical applications face significant hurdles in dis-

seminating the realistically enormous volumes of dynamic data to masses of users.

These include limited bandwidth, servicing speed at servers, and intermittent or

uncertain connectivity between users, resulting in delays and outdated information

being delivered to users, which is unacceptable in time-sensitive applications. Con-

sequently, it is crucial to optimize communication parameters such that minimum

staleness is maintained in the system despite these limitations.

To achieve this, we first need a metric that effectively captures the staleness

of information in time-sensitive applications. One such metric, proposed in the

literature, is the age of information (AoI) [1–4]. For the latest information packet

present at a user node at time t that has the generation time of u(t) at the source,

the instantaneous AoI ∆(t) at the user is defined as ∆(t) = t − u(t). This simple

metric essentially indicates how long ago a user’s current packet was generated at the

source. The AoI of a user increases at a unit rate as time progresses, until it receives

a new packet from the source with a different generation time; see Fig. 1.1. Ideally, a

user would want ∆(t) = 0 at all times, but this is unattainable due to the limitations

mentioned earlier. Therefore, it is desired to keep the AoI as low as possible. Since

AoI is a time-dependent quantity, most literary works focus on optimizing either the

time-average age, or peak-age, or some other statistical property of the age process

at the user. Over an interval [0, T ] with large T , the average age is defined as

∆ = lim sup
T→∞

1

T

∫ T

0

∆(t)dt. (1.1)
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Figure 1.1: Evolution of age of information at cache and user node in a 2-hop
cache-enabled network.

Graphically, the time-average age is the area under the saw-tooth curve in Fig. 1.1,

normalized by the interval of observation. In addition to age of information, other

timeliness metrics commonly used in the literature are version age of information

[5,6], binary freshness [7–9] and age of incorrect information [10], which become more

relevant when the information at the source only gets updated at certain times, say

defined by a renewal point process, and stays constant at the source in the inter-

update periods. The mathematical notation corresponding to these metrics varies

in different chapters of this thesis due to the nature of diverse problem settings, and

their real-time evolution is discussed in more detail in the later chapters.

The idea of AoI was first introduced in [11] in the context of vehicular net-

works and was generalized in the context of communication systems in [12]. Before

delving into the details of AoI formulation and its applications, it is essential to
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understand why AoI is a necessary metric and why traditional metrics like delay

and throughput, which have been extensively studied [13–17], fall short in time-

sensitive applications. [12] illustrates the novelty and relevance of AoI through a

practical example. Consider a vehicle where sensor measurements generated by var-

ious sensors are aggregated into a status update message and queued while they

wait to be serviced by the car radio and transmitted to other cars. If the car ra-

dio interface receives a high volume of update messages rapidly (high throughput),

thereby keeping the server always busy, it causes the queue to be backlogged with

status update messages, leading to messages getting stale or outdated by the time

of their delivery. Conversely, to minimize the waiting time of packets in the queue

(low delay), one approach is to send packets infrequently, thereby keeping the queue

empty. However, in this case, the other cars do not receive updates from this vehicle

frequently enough, causing them to have outdated information about this vehicle.

Clearly, traditional metrics such as throughput and delay struggle to accurately cap-

ture the semantic property of the timeliness of updates, thus motivating the need

for timeliness metrics such as the age of information. Recently, numerous studies

have explored age-optimal policies in a wide range of contexts, such as, queueing

networks [18–21], energy harvesting systems [22–29], web crawling [30,31], schedul-

ing problems [32–44], UAV systems [45, 46], remote estimation [5, 7, 47–66], gossip

networks [9, 67,68], and so on.

In this thesis, we focus on the age of information in the context of a gossip

network (see e.g., Fig. 1.2), which sometimes is called, the age of gossip. In large

networks featuring asynchronous contacts between nodes, it is often not feasible
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Figure 1.2: Two example gossip networks consisting of n = 6 nodes.

for a source node to directly send updates to all nodes in a timely manner due to

the large network size, uncertain network dynamics and bandwidth limitation at

the source. To overcome these limitations, simple scalable decentralized protocols

such as gossip protocols have been proposed in the literature for expediting the

dissemination of updates.

Gossip algorithms are decentralized algorithms where two nodes of the network

randomly come into contact and communicate exclusively based on the limited in-

formation available at the liaising nodes. As opposed to centralized protocols, where

a centralized server coordinates or assists the exchange of files between nodes of the

network, in gossip algorithms, the nodes are unaware of the information available

at other nodes and all actions by a node are taken solely based on its local status

or information obtained from its neighbors, thereby causing information to spread

like a gossip/rumor. The idea of gossip protocols was first mentioned in [69] as an

epidemic algorithm for clearinghouse database maintenance, and since then there

have been numerous works on gossip protocols, e.g., [5, 9, 70–76]. For example, [71]
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shows that a single rumor can be spread to n nodes in O(log n) rounds. In [73],

dissemination time of k messages in a large network of n nodes is studied for gossip

protocols based on random linear coding (RLC), random message selection (RMS),

and sequential dissemination. [73] shows that RLC-based protocol has superior per-

formance and has ck+O(
√
k log k log n) dissemination time in complete graphs. [74]

further extends the result of [73] to arbitrary graphs. [75] studies the dissemination

of a file in a large network of n nodes by dividing the file into k pieces. Therein, the

authors propose a hybrid piece selection protocol, INTERLEAVE, which achieves

a O(k + log n) total dissemination time for a file. These works consider the total

dissemination time of a static message in the network as the performance metric.

However, data in realistic systems is not static; it keeps changing asynchronously

over time as new information becomes available. Distributed databases such as Ama-

zon DynamoDB [77] and Apache Cassandra [78], that use gossip protocols to keep

their information fresh, employ timestamp versioning, wherein every new informa-

tion is created with a timestamp value taken from the system clock. During a single

gossip exchange between two nodes, the timestamps of data at both nodes are com-

pared, and the node carrying the data with older timestamp discards its data for

the fresher data of the other node. Hence, a specific information may get discarded

or lost in the network before it can reach all nodes of the network. This renders

the choice of total dissemination time as a performance metric inadequate, and in

such networks, the age of information at the nodes may prove to be a more suitable

performance metric. In age-based gossip protocols, the receiving node accepts a

packet only if doing so results in a decrease in instantaneous age at the receiver.
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Note that in timeliness applications, the nodes are assumed to have a cache buffer

of size one, where each node will only store the latest packet it has received so far

and discard all the old packets.

Gossip networks have been analyzed from an information timeliness perspec-

tive in [4, 5, 9, 76]. In the seminal work of [5], the recursive equation for expected

version age analysis is derived using stochastic hybrid system (SHS) framework,

using which, it is shown that in a fully connected network of n nodes with a sin-

gle file, as shown in Fig. 1.2(a), the expected version age at each node is O(log n).

Further, [5] observes through simulations that expected version age in ring net-

work scales as 1.25
√
n = O(

√
n)), which is later derived in [76] through certain

assumptions and approximations. [76], additionally, performs parallel analysis for

the expected version age in clustered gossip networks. [4] and [9] extend the SHS

based analysis of [5] to the age of information metric and the binary freshness met-

ric, respectively. This thesis aims to further improve the timeliness limits of these

networks beyond the state-of-the-art results, and also test the robustness of these

time-sensitive networks.

The overarching theme of this thesis is the enhancement and robustness of

timely information dissemination in large gossip networks. On one hand, we focus

on devising age-optimal policies that further enhance the timeliness and efficiency

of these networks past the state-of-the-art results by investigating optimal paths for

sending updates to users, implementing file slicing and network coding techniques,

identifying optimal packet request renewal processes and implementing intelligent

subscription strategies. On the other hand, we also show how a new design metric
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unlocks opportunities for new malfunctions and new attacks by adversaries that

aim to disrupt the efficient functioning of these systems, by introducing staleness

in the network. We investigate the unique threats that large age-based systems are

vulnerable to, such as timestomping attacks, jamming attacks, and the propagation

of misinformation and unreliable information, and how gossiping in such networks

both acts as a shield against threats and also enables adversaries to propagate

attacks effectively. In the remainder of this introduction, we describe each chapter

of the dissertation in more detail.

In Chapter 2, we begin with devising age-optimal policies for simpler network

topologies by studying timely data dissemination through a parallel network of mul-

tiple cache-enabled relay nodes. Here, we consider a system consisting of a server,

which receives updates for N files according to independent Poisson processes, such

that the goal of the server is to deliver the latest version of the files to a user through

a parallel network of K cache nodes or relays. We derive analytical expressions for

various information freshness metrics at the user. We observe that freshness for a

file increases with increase in consolidation of rates across caches. Motivated by this

observation, we first solve an auxiliary problem of a single-cache system. Then, we

rework this auxiliary solution to our parallel-cache network by consolidating rates

to single routes as much as possible, thereby yielding an approximate (sub-optimal)

solution for the original multi-cache problem. We then provide an upper bound on

the gap between the sub-optimal policy and the optimal policy, such that the gap

is finite and is independent of the number of files.

With Chapter 3, we diverge to more complex network topologies, such as
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the connectivity-constrained ring topology and the connectivity-rich fully connected

topology, and begin to examine the resilience of gossip networks as a function of their

connectivity, by considering jamming attacks. We consider a system with a source

which maintains the most current version of a file, and a network of n user nodes

with the goal to acquire the latest version of the file. The source gets updated

with newer file versions as a point process, and forwards them to the user nodes,

which further forward them to their neighbors using a memoryless gossip protocol.

Here, we study the average version age of the network in the presence of ñ jammers

that disrupt inter-node communications. We show that, in a ring network, the

version age with gossiping is robust against up to
√
n jammers, whereas a fully

connected network is robust against n log n jammers, implying that jamming attacks

are less effective against high-connectivity network topologies. A general theme of

consolidation reappears here, different from that of Chapter 2, wherein we observe

that to maximize age deterioration in the network, the jammers should attack in a

manner such that all remaining unjammed links should be consolidated to a dense

ball of minimum possible nodes, leaving a higher number of nodes isolated.

In Chapter 4, we uncover a new type of attack which uniquely affects these

age-based networks, that we term as timestomping attack. Timestomping refers

to timestamp manipulation by an adversary, which causes other network nodes to

discard latest packets and hoard staler packets over time due to the deceptive times-

tamps. Chapter 4 considers gossip networks consisting of a source that maintains

the current version of a file, n nodes that use asynchronous gossip mechanisms

to disseminate fresh information in the network, and an oblivious adversary who
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infects the packets at a target node through data timestamp manipulation. We

demonstrate how network topology capacitates an adversary to influence age scal-

ing in a network, and show that in a fully connected network, a single infected node

increases the expected age from O(log n) to O(n). This demonstrates how the fully

connected nature of a network can be both a benefit and a detriment for informa-

tion freshness; full connectivity, while enabling fast dissemination of information,

also enables fast dissipation of adversarial inputs. We then analyze the unidirec-

tional ring network, the other end of the network connectivity spectrum, where we

show that the adversarial effect on age scaling of a node is limited by its distance

from the adversary, and the age scaling for a large fraction of the network continues

to be O(
√
n), unchanged from the case with no adversary. Therefore, contrary to

the jamming attacks of Chapter 3, timestomping attacks take advantage of high

network connectivity to induce more staleness in the network.

In Chapter 5, we show that the age-specific nature of file exchange protocols

also makes gossip networks susceptible to the propagation of misinformation. The

system model differs from the previously considered fully connected networks in

that when a node forwards its packet to another node, the packet information gets

mutated with probability p during transmission, creating misinformation. The re-

ceiver node is assumed to be unaware of whether an incoming packet information

is different from the packet information originally at the sender node. We consider

two system models: In the first model, we assume that truth prevails over mis-

information, and therefore, when a receiver encounters both accurate information

and misinformation corresponding to the same version, the accurate information
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gets chosen for storage at the node. In the second model, we assume the opposite

scenario, where misinformation prevails over truth. For both models, we study the

expected fraction of nodes with correct information in the network and version age

at the nodes using stochastic hybrid systems (SHS) modelling and study their prop-

erties. We observe that when truth prevails over misinformation, very high or very

low gossiping rates help curb misinformation, and misinformation spread is higher

with moderate gossiping rates. However, when misinformation prevails over truth,

misinformation rises with increased inter-node gossiping.

In Chapter 6, we consider a system model with two sources, a reliable source

and an unreliable source, who are responsible for disseminating updates regarding

a time-varying process to an age-based gossip network of n nodes. Though nodes

in this model wish to have fresh information, they have preference for packets that

originate at the reliable source and are willing to sacrifice their version age of in-

formation by up to G versions to switch from an unreliable packet to a reliable

packet. We study how this protocol impacts the prevalence of unreliable packets at

nodes in the network and their version age. Using an SHS framework, we formu-

late analytical equations to characterize two quantities: expected fraction of nodes

with unreliable packets and expected version age of information at network nodes.

We show that as G increases, fewer nodes have unreliable packets, however, their

version age increases as well, thereby inducing a freshness-reliability trade-off in

the network. We additionally investigate the dependence of network reliability and

freshness on various network parameters, such as inter-node update rates and the

network size.
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In Chapter 7, we develop a theory of timeliness for non-Poisson updating

and study cache-aided networks where the inter-update times on the links are not

necessarily exponentially distributed. We focus on the set of non-arithmetic distri-

butions for inter-update times, which includes continuous probability distributions

as a subset. We first characterize instantaneous age of information at each node for

arbitrary networks. We then explicate the recursive equations for instantaneous age

of information in multi-hop networks and use them to derive closed form expressions

for expected age of information at an end-user in tree networks. We show how the

expected age at each user is directly proportional to the variance of the inter-update

times at all links between a user and the source, and exhibits an additive structure.

We next prove analogous results for the version age of information metric, where we

additionally find that the expected version age at end-users is inversely proportional

to the mean update interval at the source. Finally, we study expected age of infor-

mation in networks with the property that the update processes on the links become

sparse for large network sizes, and remark that expected age scales as O(log n) in

symmetric fully connected networks. We expect this analysis to help alleviate the

over-dependence on exponential inter-update time (i.e., Poisson) updates for future

work in age of information.

In Chapter 8, we consider a communication system consisting of a server that

tracks and publishes updates about a time-varying data source or event, and a gossip

network of user nodes interested in closely tracking the event. The users, on one

hand, wish to have their expected version ages remain below a threshold, and have

the option to either rely on gossip from their neighbors or subscribe to the server
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directly to follow updates about the event if the former option does not meet the

timeliness requirements. The server, on the other hand, wishes to maximize its

profit by increasing the number of subscribers and reducing costs associated with

the frequent sampling of the event. We model the problem setup as a Stackelberg

game between the server and the users, where the server is the leader deciding its

frequency of sampling the event, and the users are the followers deciding whether

to subscribe or not. We first focus on directed networks with unidirectional flow

of information and obtain the optimal equilibrium strategies for all the players,

and later extend to the general case of undirected networks with bidirectional flow

of information on inter-node links. We observe that well-connected networks have

fewer subscribers, since each well-connected user discourages several neighboring

nodes from subscribing directly to the source.

Chapter 9 focuses on improving age scaling in dense networks with file slicing

and network coding techniques. Here, we consider a system consisting of a large

network of n users and a library of files, wherein inter-user communication is estab-

lished based upon gossip mechanisms. Each file is initially present at exactly one

node, which is designated as the file source. The source gets updated with newer

versions of the file according to an arbitrary distribution in real time, and the other

users in the network wish to acquire the latest possible version of the file. We present

a class of gossip protocols that achieve O(1) age at a typical node in a single-file

system, a significant improvement from the conventional age-based gossiping, which

achieves O(log n) age at network nodes, i.e., nodes become staler as network size

grows. Similarly, we present a class of gossip protocols that achieve O(n) age at a
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typical node for a given file in a n-file system, an improvement over the O(n log n)

age achieved through conventional gossip protocols. We show that file slicing and

network coding based protocols fall under the presented class of protocols.

In Chapter 10, we explore timestomping attacks in a simplified communication

model that consists of a source, a cache and a user. The time horizon consists of

total T time slots, such that the source, due to power constraint, transmits update

packets to the user directly over only T1 time slots and to the cache over only T2 time

slots. In this setting, we consider the presence of an oblivious adversary that fully

controls the communication link between the cache and the user. The adversary

manipulates the timestamps of outgoing packets from the cache to the user, with

the goal of bringing staleness at the user node. At each time slot, the adversary can

choose to either forward the cached packet to the user, after changing its timestamp

to current time t, thereby rebranding an old packet as a fresh packet and misleading

the user into accepting it, or stay idle. If the user receives update packets from both

cache and source in a time slot, then the packet from the source prevails. The goal of

the source is to design an algorithm to minimize the average age at the user, and the

goal of the adversary is to increase the average age at the user. We formulate this

problem in an online learning setting and provide a fundamental lower bound on the

competitive ratio for this problem. We further propose a deterministic algorithm

with a provable guarantee on its competitive ratio.

In Chapter 11, we present conclusions of this dissertation.
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CHAPTER 2

Timely Cache Updating in Parallel Multi-Relay Networks

2.1 Introduction

In this chapter, we consider information timeliness in parallel relay networks. The

parallel multi-cache system model can have important applications in modern ve-

hicular networks. For example, 5G-enabled vehicular networks, wherein several

self-sustaining wirelessly connected caching stations are placed to enhance vehicu-

lar network capacity, has been considered in [79]. Especially with a large number

of vehicles in an area and considering in practice that these cache stations may

have limited power capacities, in order to provide continuous coverage in a vehicu-

lar network, multiple caching stations can be placed such that their coverages may

intersect with each other. In these intersection areas, a vehicle may have access

to multiple base stations to communicate. For such a wirelessly connected parallel

caching systems, in this chapter, we address how to enable timely communication

with the caches that have limited communication capacities.

The works that are most closely related to the work in this chapter are

[5, 7, 9, 28, 29, 43, 44, 61–66, 68]. In [43], a single-server single-cache refresh system
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is considered, where it is shown that an asymptotically optimal policy updates a

cached file in proportion to the square root of its popularity. The work in [43] as-

sumes constant file update durations, which is extended in [44] by considering file

update durations to be dependent on the size and the age of the files. While [43,44]

use the AoI metric, reference [7] uses a binary freshness metric in a caching system,

and determines the optimum update rates at the user and the cache. [7] also extends

the approach to a cascade sequence of cache nodes, and [61] generalizes it to the case

of nodes with limited cache capacity. In this chapter, we further generalize [7] to a

more complex network which is composed of parallel caches, shown in Fig. 2.1(b),

where multiple cache nodes are available for relaying file packets from source to the

user. Contrary to the above-mentioned works, which optimize timeliness specifically

in line networks, where each node of the network has a unique predecessor node re-

sponsible for supplying it with fresh packets, in parallel networks this convenience is

not at our disposal anymore, making the analysis more challenging. The stochastic

hybrid system (SHS) approach has been used to characterize timeliness of the nodes

in gossip networks in [5, 68] with the version age metric, and in [9] with the binary

freshness metric. These earlier works [5, 9, 68] are substantially different from this

work and mostly focus on the scaling of information freshness in deeply connected

gossip networks. In this chapter, in addition to presenting closed form expressions

and policies with binary freshness using first principles, we also use the SHS method

to set forth parallel formulations for version age in parallel relay networks. Com-

pared to the earlier works, this is the first work that considers characterization and

then optimization of the timeliness metrics in parallel caching networks.
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Figure 2.1: System models for (a) a single-cache system, and (b) a parallel multi-
cache system.

Other related work that use caching and relaying techniques for freshness

include: [62] where a tradeoff between content freshness and service latency from

the aspect of mobile edge caching is studied; [63] which considers caching policies

in opportunistic networks; [28] where a cache-enabled aggregator decides whether

to receive a fresh update from an energy harvesting sensor or serve the request with

a cached update; [64] where an optimal policy is derived when the current rate of

requests for a file is dependent on both the history of requests and the freshness

of the file; [65] which considers a two-hop status update system where an optimal

scheduling policy is identified by a constrained Markov decision process approach;

and [29] where a two-hop system with energy harvesting at source and relay nodes

is considered.

The main contributions of this chapter can be summarized as follows. In this
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work, we consider a parallel network with multiple cache routes1 between a source

and a user; see Fig. 2.1(b). In Section 2.2, we first derive a closed-form expression

for freshness at the user. Then, our goal is to maximize the overall freshness at the

user subject to the constraints on the total update rates at the caches and at the

user. For that, in Section 2.3, we observe from the freshness formula of the two-

cache system that lop-sided distribution of rates across the routes supports higher

freshness. Further, for the two-route two-file case, restricting at least one of the

files to a single route maximizes the overall freshness of the system. Moreover, in a

K-cache system, restricting a file to fewer routes improves the freshness. Motivated

by these properties, in Section 2.4, we solve an auxiliary problem of a single-cache

system and adapt its solution to our parallel cache network to obtain an approximate

(sub-optimal) solution for the original problem. We provide an upper bound on the

gap between the sub-optimal policy and the optimal policy. The gap is finite and is

independent of the number of files. In Section 2.5, we extend our results from the

binary freshness metric to the version age of information metric by using the SHS

method. Then, we obtain analogous results in parallel networks with the version age

of information metric. In Section 2.6, we optimize the version age metric both in

serial and parallel relay networks. Finally, in Section 2.7, numerical results for both

timeliness metrics show that the proposed sub-optimal policies closely approximate

the optimal policy.

1The file transfer path from the source node to the user node via cache node k is referred to as
route k in this work. Further, the words cache, cache node and relay are used interchangeably.
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2.2 System Model and Freshness Function

This work is based on the system model depicted in Fig. 2.1(b). The system consists

of a source, K parallel relays and a user. The source has most up-to-date versions

of a library of N files. Update packets for file i arrive at the source according to a

rate λi Poisson process. The goal is to update the user through the parallel network

of K relays that have cache memories. The source in turn offers updates for file i to

cache k according to a rate cki Poisson process. We assume that there is no delay or

information loss in any source-cache links or cache-user links.2 The source is subject

to a total update rate constraint
∑K

k=1

∑N
i=1 cki ≤ C, emanating from energy or cost

limitations in real-world wireless networks. The cache k sends updates for file i to

the user according to a rate uki Poisson process and is subject to total update rate

constraint
∑N

i=1 uki ≤ Uk, for k = 1, . . . , K.

When a file is updated at the source, the stored versions of the same file at

the caches and at the user become outdated. Thus, we consider an update received

by the user successful, if the user receives a file version that is currently prevailing

at the server. This will happen when the source updates the cache and the cache in

turn updates the user before the source gets updated with a newer version. In the

following subsections, we first derive freshness expression for file i in a single-cache

model, and later in a multi-cache model by using a probabilistic approach.3 For

2Transmission times and information loss in links considered in [80] can be assumed to be
negligible if the distance between the source and the caches are small and/or the file sizes are
relatively small compared to the transmission capacity as argued in [7, 81].

3By using the stochastic hybrid system (SHS) approach, we provide an alternative way to
characterize binary freshness in Section 2.5.1.
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Figure 2.2: Freshness function as a function of time (a) at the cache, and (b) at the
user.

simplicity, we drop subscript i from λi, cki and uki in the following subsection since

the derivation is valid for all files (for all i).

2.2.1 Freshness for File i in the Single-Cache Model

In this subsection, we calculate the freshness expression for file i for the single-cache

system shown in Fig. 2.1(a). First, we characterize the freshness at the cache. In

Fig. 2.2(a), the freshness evolution at the cache is shown between two file updates

at the source. We define the freshness function for file i at the cache as follows

fc(i, t) =





1, if file i at the cache is fresh at time t,

0, otherwise.

(2.1)

Let Ts(i, j) denote the jth update cycle at the source, i.e., time interval be-

tween the jth and (j + 1)th update for file i. Once the source gets updated, the
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cache is updated after duration Wc(i, j) and it remains updated for Tc(i, j) =

Ts(i, j) − Wc(i, j) duration. For simplicity, we drop index i for variables Ts(i, j),

Tc(i, j), and Wc(i, j), as the results in this subsection pertain to file i. The long

term average freshness of file i at the cache denoted by Fc(i) is equal to

Fc(i) = lim
T→∞

1

T

∫ T

0

fc(i, t)dt. (2.2)

LetM be the number of update cycles in time duration T . Provided that the system

is ergodic, similar to [7], Fc(i) can be equivalently written as

Fc(i) = lim
T→∞

M

T

(
1

M

M∑

j=1

Tc(j)

)
=

E[Tc]
E[Ts]

. (2.3)

Here, as Tc(j) are independent and identically distributed (i.i.d.) over j, we drop

the index j and denote Tc(j) with the typical random variable Tc. Similarly, Ts and

Wc denote the typical random variables for Ts(j) and Wc(j), respectively.

Since the files at the source are updated according to Poisson process, Ts is

an exponential random variable with a typical update rate λ, we have E[Ts] = 1
λ
.

We define W ′
c as the waiting time of receiving an update at the cache, which is

exponentially distributed with rate c. Then, we have Wc = min{W ′
c, Ts}, as Wc

either takes a value in between 0 and Ts, or takes value Ts, i.e., Wc = Ts, and in

this case, the cache is not updated in that cycle. Since Wc is the minimum of two

exponential random variables, Wc is an exponential random variable with rate λ+ c
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and thus, we obtain E[Wc] =
1
λ+c

. Then, we obtain E[Tc] as

E[Tc] = E[Ts]− E[Wc] =
1

λ
− 1

λ+ c
=

c

λ(λ+ c)
. (2.4)

Finally, by substituting (2.4) into (2.3), we obtain Fc(i) as

Fc(i) =
E[Tc]
E[Ts]

=
c

λ+ c
. (2.5)

Next, we characterize the freshness at the user. Freshness evolution at the

user in an update cycle is shown in Fig. 2.2(b). We define the freshness function for

file i at the user as follows

fu(i, t) =





1, if file i at the user is fresh at time t,

0, otherwise.

(2.6)

Once file i is updated at the cache after Wc(j), and the same file is updated at the

user after W̄u(j), file i at the user remains fresh for a time period of Tu(j). Thus,

the total waiting time for the user to get the freshest version of file i in the jth cycle

is Wu = Wc + W̄u. We denote Fu(i) as the long term average freshness of file i at

the user which is given by

Fu(i) = lim
T→∞

1

T

∫ T

0

fu(i, t)dt (2.7)

= lim
T→∞

M

T

(
1

M

M∑

j=1

Tu(j)

)
=

E[Tu]
E[Ts]

, (2.8)
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where Tu denotes the typical random variable for Tu(j) and M is the number of

update cycles in time duration T .

First, we find E[Wu] = E[W̄u]+E[Wc] by using nested expectations. Similarly,

we define W̄ ′
u as the waiting time of receiving an update at the user. When the

jth update arrives at the source, due to memoryless property of the exponential

distribution, W ′
c and W̄ ′

u are exponentially distributed with rates c and u, respec-

tively. Hence, the distribution of W ′
u = W̄ ′

u +W ′
c denoted by fW ′

u
(x) is equal to the

convolution of the distributions of W ′
c and W̄

′
u,

fW ′
u
(x) = fW̄ ′

u
(x) ∗ fW ′

c
(x) =

cu

c− u

(
e−ux − e−cx

)
, 0 ≤ x <∞. (2.9)

For a given update cycle duration Ts at the source, the total waiting time

Wu = min{W ′
u, Ts} either takes a value in between 0 and Ts, or Wu = Ts. When

Wu = Ts, we note that the file at the user is not updated in that cycle. Thus, we

have

E[Wu|Ts = t] =

∫ t

0

xfWu(x)dx+

∫ ∞

t

tfWu(x)dx (2.10)

=
cu

c− u

[
1− e−ut

u2
− 1− e−ct

c2

]
. (2.11)

By using E[Wu] = E[E[Wu|Ts]], we obtain E[Wu] as

E[Wu] =

∫ ∞

0

cu

c− u

[
1− e−ut

u2
− 1− e−ct

c2

]
λe−λtdt =

λ+ c+ u

(λ+ u)(λ+ c)
. (2.12)
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Using (2.12), we obtain E[Tu] as

E[Tu] = E[Ts]− E[Wu] =
1

λ
− λ+ c+ u

(λ+ u)(λ+ c)
=

uc

λ(λ+ u)(λ+ c)
. (2.13)

Finally, by substituting (2.13) into (2.8), we obtain Fu(i) as

Fu(i) =
E[Tu]
E[Ts]

=
u

λ+ u

c

λ+ c
, (2.14)

which is equal to the freshness expression in [7]. Above, we have provided an alter-

native method (to [7]) to derive freshness, which will be useful in the multi-cache

system next.

2.2.2 Freshness of File i in the Multi-Cache Model

In this subsection, we find the freshness expression of file i for a multi-cache system

shown in Fig. 2.1(b). Again, for simplicity, we drop file index i from all variables in

this subsection.

Each cache sends its updates to the user independent of other caches. After

the file at the source is updated for the jth time, the file at the user becomes fresh

again by the first successful update by any one of the caches. The file at cache k is

updated after W ′
ck

duration. Cache k updates the same file at the user after W̄ ′
uk

duration. We denote the random variable Xk = W ′
ck

+ W̄ ′
uk

as the total waiting

time for cache k to send a successful update to the user. As W ′
ck

and W̄ ′
uk

are

exponentially distributed with rates ck and uk, respectively, similar to (2.9), we
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have fXk
(x) = ckuk

ck−uk
(e−ukx − e−ckx) for x ≥ 0. For a given update cycle Ts = t, the

user is updated after Wu given by

Wu = min{t,X1, X2, . . . , XK}, (2.15)

where Wu = t denotes the case where the user is not updated in that update cycle.

The complementary cumulative distribution function (ccdf) of Xk is given by

P(Xk > x) =





ckuk
ck−uk

(
e−ukx

uk
− e−ckx

ck

)
, x ≥ 0,

1, x < 0.

(2.16)

SinceWu takes only positive values, E[Wu] can be found by integrating its ccdf

as follows

E[Wu|Ts = t] =

∫ ∞

0

P(Wu > x)dx (2.17)

=

∫ t

0

P(X1 > x)P(X2 > x) · · ·P(XK > x)dx. (2.18)

For ease of exposition, we define pv = (pi)i∈[k] ∈ Πk{ck, uk} = Vp, and Sc =

∑K
k=1 1{pk = ck}. Then, we have

E[Wu|Ts = t] =

∏
k ck

∏
k uk∏

k(ck − uk)
×


∑

pv∈Vp

(−1)Sc

(
1− e−t(

∑
k pk)

)

(
∑

k pk)
∏

k pk


 . (2.19)
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Next, we find E[Wu] = E[E[Wu|Ts]] as follows

E[Wu] =

∏
k ck

∏
k uk∏

k(ck − uk)


∑

pv∈Vp

(−1)Sc

∏
k pk

1

λ+
∑

k pk


 . (2.20)

As given in (2.8), the long term average freshness of file i at the user is

Fu(i) =
E[Tu]
E[Ts]

= 1− λE[Wu] (2.21)

= 1−
∏

k ck
∏

k uk∏
k(ck − uk)


∑

pv∈Vp

(−1)Sc

∏
k pk

1

1 +
∑

k pk
λ


 . (2.22)

Our goal is to maximize the overall freshness at the user, i.e.,
∑N

i=1 Fu(i), under

the given total update rate constraints at the caches and at the user. We note that

when K = 1, i.e., a single-cache system, the user freshness in (2.22) reduces to the

expression in (2.14), given by

Fu(i) = 1− cu

(c− u)

(
1

u

1

1 + u
λ

− 1

c

1

1 + c
λ

)
(2.23)

=

(
u

λ+ u

)(
c

λ+ c

)
. (2.24)

When K = 2, i.e., a two-cache system, the user freshness in (2.22) reduces to

Fu(i) = 1− (c1c2)(u1u2)

(c1−u1)(c2−u2)
×

(
1

c1c2

1

1+ c1+c2
λ

− 1

u1c2

1

1+ u1+c2
λ

+
1

u1u2

1

1+ u1+u2
λ

− 1

c1u2

1

1+ c1+u2
λ

)
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which can be equivalently written as

Fu(i) =
(u1+u2)(c1+c2)

(λ+u1+u2)(λ+c1+c2)
− λ

(λ+u1+u2)(λ+c1+c2)
×

(
u2c1

λ+u1+c2
+

u1c2
λ+u2+c1

)
. (2.25)

Interestingly, comparing (2.14) and (2.25), we note that freshness in a two-

cache system with update rates (c1, c2) from the source to the caches and (u1, u2)

from caches to the user, yields a smaller freshness than in a single-cache system with

an update rate c = c1 + c2 from the source to a cache and u = u1 + u2 from the

cache to the user due to the negative term in (2.25).

We observe that as λ becomes very large, Fu(i) in (2.25) approaches zero, i.e.,

limλ→∞ Fu(i) = 0. This supports the intuition that it is difficult to maintain fresh

information at the user when the source keeps getting newer update packets with

high frequency. On the other hand, as λ approaches zero, which corresponds to the

scenario where files never get updated at the source, Fu(i) becomes 1, since the user

needs to receive each file only once and from that point onwards, the user forever

remains fresh. Further, interestingly, setting either one of the variables uk and ck

for k = 1, 2 to zero transforms (2.25) into (2.24), rendering the route k bereft of any

use and reducing the model to a single cache system.
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c1 c2

u1 u2 u1 = ū− b u2 = ū+ b

c
′

1
= c̄− a c

′

2
= c̄+ a

Figure 2.3: Finding optimal cache rates in each route for single file by reshuffling
while keeping total cache rate constant.

2.3 Structure of the Optimal Policy

In this section, we find the optimum update rate allocation structure for the most

general system with K caches and N files. First, we consider the system with

K = 2 caches and N = 2 files. We denote route k as the file update path from

source through cache k to the user. Again dropping file index i for the remainder

of the section, let user update rates for file i be u1 and u2 in route 1 and route

2, respectively, also let cache update rates in route 1 and route 2 be c1 and c2,

respectively, as shown in Fig. 2.3. We define the average update rates arriving to

user as ū = u1+u2
2

and arriving to caches as c̄ = c1+c2
2

, and deviation from these

averages as b = u2−u1
2

and a = c2−c1
2

. Thus, u1 = ū− b, u2 = ū+ b, c1 = c̄− a, and

c2 = c̄+ a.

In the next lemma, for given user rates u1 and u2 (therefore, given ū and

b), and the total cache rate 2c̄, we find the optimal distribution of cache rates to

maximize the freshness at the user, that is, we find the optimal a, a∗, in terms of b,
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ū and c̄.

Lemma 2.1 In a cache update system with K = 2 parallel caches, for given user

rates u1 and u2, and the total cache rate 2c̄, the optimal cache rates are c∗1 = c̄− a∗

and c∗2 = c̄+ a∗, where

a∗ = min

{
b+

(c̄+λ+ū)

b(2c̄+λ)

(
ū(2c̄+ λ+ ū)− b2

−
√

(ū2 − b2)((2c̄+ λ+ ū)2 − b2)

)
, c̄

}
. (2.26)

Proof: We write (2.25) equivalently as follows after inserting ū, c̄, a and b,

Fu(i) =
4c̄ū

(λ+ 2c̄)(λ+ 2ū)
− λ

(λ+ 2c̄)(λ+ 2ū)
×

(
(ū− b)(c̄+ a)

c̄+ λ+ ū+ b− a
+

(ū+ b)(c̄− a)

c̄+ λ+ ū+ a− b

)
. (2.27)

Since ū and c̄ are fixed, the first term and pre-factor of the second term in (2.27)

are fixed. Taking the derivative of Fu(i) with respect to a yields

dFu(i)

da
=

λ

(λ+ 2c̄)(λ+ 2ū)

(
(b− ū)

(b− a+ c̄+ λ+ ū)
+

(b+ ū)

(a− b+ c̄+ λ+ ū)

+
(a+ c̄)(b− ū)

(b− a+ c̄+ λ+ ū)2
− (b+ ū)(a− c̄)

(a− b+ c̄+ λ+ ū)2

)
. (2.28)

Setting dFu(i)
da

= 0 yields two solutions. Since a values are restricted in range 0 <

a < c̄, there is only one valid solution which is the first part of the min in (2.26).
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The second derivative of freshness with respect to a is given by

d2Fu(i)

da2
=

λ

(λ+ 2c̄)(λ+ 2ū)

(
2(b− ū)

(b− a+ c̄+ λ+ ū)2
− 2(b+ ū)

(a− b+ c̄+ λ+ ū)2

+
2(a+ c̄)(b− ū)

(b− a+ c̄+ λ+ ū)3
+

2(b+ ū)(a− c̄)

(a− b+ c̄+ λ+ ū)3

)
. (2.29)

Again, as 0 < b < ū, the valid solution yields ∂2Fu(i)
∂a2

< 0, from which we conclude

that a∗ in (2.26) maximizes the freshness at the user.

Furthermore, given 0 ≤ x, y ≤ 1, the inequality 1−xy−
√
(1− x2)(1− y2) ≥ 0

holds true, hence, by substituting x = b/ū and y = b/(2c̄+ λ+ ū) in (2.26), we get

a∗ =b+
(c̄+ λ+ ū)

b(2c̄+ λ)
ū(2c̄+ λ+ ū)×

(
1− xy −

√
(1− x2)(1− y2)

)
≥ b. (2.30)

Differentiating both sides with respect to b gives ∂a∗

∂b
≥ 0, and thus, a∗ increases

monotonically with b, till it reaches c̄, after which a∗ is equal to c̄, yielding the

result provided in (2.26). ■

Next, we define F̃u(i) as the cache-update-rate-optimized freshness, where for

fixed u1, u2, we insert the optimal cache update rates c∗1 and c
∗
2 in (2.25). Note that

F̃u(i) is a function of b, ū and c̄. In the following lemma, we show that as u1, u2 get

more lopsided, i.e., as the difference (u2−u1) increases, cache-update-rate-optimized

freshness F̃u(i) increases.

Lemma 2.2 F̃u(i) is an increasing function of b.

Proof: We prove the statement by showing dF̃u(i)
db

> 0. Here, we consider two
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different cases for the value of a.

In the first case, we consider a = a∗ < c̄. Assuming a = a∗ in (2.27) to get

F̃u(i) and using the chain rule, we have

dF̃u(i)

db
=
∂F̃u(i)

∂b
+
∂F̃u(i)

∂a

da

db
=
∂F̃u(i)

∂b
, (2.31)

where (2.31) follows from the fact that ∂F̃u(i)
∂a

= 0 when a = a∗. We define F1 as

follows

F1 =
(ū− b)(c̄+ a)

(c̄+ λ+ ū+ b− a)
+

(ū+ b)(c̄− a)

(c̄+ λ+ ū+ a− b)
, (2.32)

which can be equivalently written as

F1 =
(2ū+ c̄+ λ− a)(c̄+ a)

(λ+ ū+ c̄+ b− a)
+

(2ū+ c̄+ λ+ a)(c̄− a)

(λ+ ū+ c̄+ a− b)
− 2c̄. (2.33)

Comparing (2.33) with (2.27), we note that proving ∂F̃u(i)
∂b

≥ 0 is the same as

proving ∂F1

∂b
≤ 0,

∂F1

∂b
=
(
−(λ+ ū+ c̄+ a− b)2(2ū+ c̄+ λ− a)(c̄+ a)

+(λ+ ū+ c̄+ b− a)2(2ū+ c̄+ λ+ a)(c̄− a)
)

× 1

((λ+ ū+ c̄)2 − (a− b)2)2
. (2.34)

Denoting A = (λ + ū + c̄)2 + (a − b)2, B = 2(λ + ū + c̄)(a − b), C = 2ū + c̄ + λ,
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D = a and E = c̄, the expression for ∂F1

∂b
in (2.34) becomes

∂F1

∂b
= −2(B(CE −D2) + AD(C − E))

((λ+ ū+ c̄)2 − (a− b)2)2
≤ 0, (2.35)

where (2.35) follows from the fact that B ≥ 0 due to (2.30), D2 ≤ CE due to D ≤ C

and D ≤ E as a < c̄, A ≥ 0 and E ≤ C, which completes the proof of the first case.

In the second case, we consider a = a∗ = c̄. For this case, F1 in (2.33) becomes

F1 =

(
(2ū+ λ)

(λ+ ū+ b)
− 1

)
2c̄. (2.36)

Then, the derivative of F1 in (2.36) with respect to b becomes

∂F1

∂b
=
−(2ū+ λ)2c̄

(λ+ ū+ b)2
≤ 0. (2.37)

As a result, for both cases, we show that ∂F1

∂b
≤ 0 which equivalently implies

that ∂F̃u(i)
∂b

≥ 0, and thus, F̃u(i) increases with b. ■

Lemma 2.2 implies that lopsided update rates at the user increase the fresh-

ness. Next, for a K = 2 cache system with N = 2 files, we show that we should

restrict at least one of the files to a single route, that is, lopside at least one of the

files to an extreme.

Lemma 2.3 In a cache update system with K = 2 caches and N = 2 files, in the

optimal policy, we need to restrict at least one file to a single route.

Proof: Let the average rates at the caches and at the user hold values c̄i =
c1i+c2i

2
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U1 U2

U1
U2

file 1 file 2

(a)

(b)

Figure 2.4: Shuffling user rates for improving freshness. (a) Freshness of both files
improve (file 2 only in route 2). (b) In upper branch, freshness of file 1 decreases
and of file 2 increases (file 2 only in route 2). In lower branch, freshness of file 1
increases and of file 2 decreases (file 1 only in route 2).

and ūi = u1i+u2i
2

for i = 1, 2 which fixes total user rates and total cache rates.

Similarly, we have u1i = ūi − bi and u2i = ūi + bi which satisfies the total update

rate constraints u11 + u12 = U1 and u21 + u22 = U2. Then, we change the update

rates at the user to u′11 = ū1 − b1 − δ1, u
′
21 = ū1 + b1 + δ1, u

′
12 = ū2 − b2 + δ2 and

u′22 = ū2 + b2 − δ2 such that we have |δ1| = |δ2|, u′11 + u′12 = U1, and u
′
21 + u′22 = U2

still hold. We analyze two cases of shuffling, shown in Fig. 2.4.

In the first case, increasing bi for one file leads to increasing bi value for the

other file as shown in Fig. 2.4(a). As distribution of user rates for both files become

lopsided simultaneously, it is a win-win situation for both files. For this case, we

increase bi values of files till one file is completely in a single route. For example,

in Fig. 2.4(a), the user rates for the second file (shown in yellow) are ū2 − b2 and

ū2 + b2 in route 1 and route 2, respectively. Then, we increase b2 till ū2 − b2 = 0 in

route 1 and the second file is completely restricted to route 2. Such shuffling also

leads to a simultaneous increase in b1.
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In the second case, increasing bi value of one file decreases bi value of the other

file. This case is shown in Fig. 2.4(b) where both files have larger user update rates

in route 2. In order to determine which file to prioritize, we compare dF̃u(i)
dbi

for both

files. If dF̃u(1)
db1

> dF̃u(2)
db2

, then we prioritize improving freshness of file 1. We observe

that d2F̃u(i)

db2i
> 0. Thus, the increase in freshness of file 1 is always larger than the

decrease in freshness of file 2. Similarly, if dF̃u(2)
db2

> dF̃u(1)
db1

, then we increase the

freshness of the second file which decreases the freshness of the first file. Thus, we

need to restrict at least one file to a single route to obtain the optimum freshness.

■

Thus, for a K = 2 cache and N = 2 file system with a given set of update rates

u11, u21, u12 and u22, we can shuffle these rates to increase the total freshness while

keeping average rates ū1, ū2, c̄1, and c̄2 the same. In this process, we always end

up restricting one of the files to only one route. Extending this result to a K = 2

cache but arbitrary N files case, we iteratively choose a pair of files and increase

freshness of the pair by restricting one of these files to a single route. We repeat

this process until we restrict N − 1 files to a single route each. Thus, for a K = 2

cache, arbitrary N file system, only at most one file will be updated through both

relays, and the remaining N − 1 files will settle to a single relay.

Lemma 2.4 Freshness of a file in a K-cache system with update rates at the cache

(c1, c2, c3, . . . , cK), and at the user (u1, u2, u3, . . . , uK) is smaller than the freshness

in a (K − 1)-cache system with update rates at the cache (c1 + c2, c3, . . . , cK), and

at the user (u1 + u2, u3, . . . , uK).
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Proof: With the notation of Section 2.2, since freshness Fu(i) = 1−λE[Wu], where

E[Wu] =
∫∞
0
E[Wu|Ts = t]λe−λtdt, we prove the lemma by showing E[WK

u |Ts =

t] − E[WK−1
u |Ts = t] ≥ 0, where K in WK

u denotes the total waiting time for the

user in a K-cache system.

For file i in the K-cache system, Wu in (2.15) states that

WK
u = min{t,X1, X2, X3, . . . , XK}. (2.38)

Therefore, similar to (2.18), we have

E[WK
u |Ts = t] =

∫ ∞

0

P(WK
u > x)dx (2.39)

=

∫ t

0

P(X1 > x)P(X2 > x) · · ·P(XK > x)dx, (2.40)

where Xk is the total waiting time for cache k to send a successful update to the

user which has the following distribution

P(Xk > x) =





cke
−ukx−uke−ckx

(ck−uk)
, x ≥ 0,

1, x < 0.

(2.41)

For file i in (K − 1)-cache system, we have WK−1
u = min{t,Xp, X3, . . . , XK}

where Xp is the total waiting time in the route having update rate c1 + c2 from

35



source to cache and u1+u2 from cache to user, backed by the following distribution

P(Xp > x) =





(c1+c2)e−(u1+u2)x−(u1+u2)e−(c1+c2)x

((c1+c2)−(u1+u2))
, x ≥ 0,

1, x < 0.

(2.42)

Then, we write E[WK−1
u |Ts = t] as

E[WK−1
u |Ts = t] =

∫ ∞

0

P(WK−1
u > x)dx (2.43)

=

∫ t

0

P(Xp > x)P(X3 > x) · · ·P(XK > x)dx. (2.44)

Hence, we obtain E[WK
u |Ts = t]− E[WK−1

u |Ts = t] as

∫ t

0

(P(X1 > x)P(X2 > x)− P(Xp > x))× P(X3 > x) · · ·P(XK > x)dx. (2.45)

We prove E[WK
u |Ts = t]− E[WK−1

u |Ts = t] ≥ 0 by showing G(x) ≥ 0 for all x ≥ 0,

where G(x) = P(X1 > x)P(X2 > x)− P(Xp > x) is given by

G(x)=e−(c1+c2)x

(
(c1e

(c1−u1)x−u1)(c2e(c2−u2)x−u2)
(c1 − u1)(c2 − u2)

−(c1 + c2)e
((c1+c2)−(u1+u2))x−(u1 + u2)

(c1 + c2)− (u1 + u2)

)
. (2.46)

Proving G(x) ≥ 0 for all x ≥ 0 is equivalent to proving G1(x) ≥ 0 for all x ≥ 0,

where

G1(x)=

(
(c1e

(c1−u1)x − u1)(c2e
(c2−u2)x − u2)

(c1 − u1)(c2 − u2)
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−(c1 + c2)e
((c1+c2)−(u1+u2))x−(u1 + u2)

(c1 + c2)− (u1 + u2)

)
. (2.47)

Since G1(0) = 0, we prove G1(x) ≥ 0 for x ≥ 0 by showing that dG1(x)
dx

≥ 0 for x ≥ 0.

Then, we obtain dG1(x)
dx

= e((c1+c2)−(u1+u2))xG2(x) where

G2(x) =

(
c1
(
c2 − u2e

−(c2−u2)x
)

(c2 − u2)
+
c2
(
c1 − u1e

−(c1−u1)x
)

c1 − u1
− (c1 + c2)

)
, (2.48)

for x ≥ 0. Since G2(0) = 0 and dG2(x)
dx

= c1u2e
−(c2−u2)x+ c2u1e

−(c1−u1)x ≥ 0, we show

that G2(x) ≥ 0 for x ≥ 0 which proves that G(x) ≥ 0 for x ≥ 0, and thus, completes

the proof. ■

Hence, for given total update rates
∑K

k=1 uki and
∑K

k=1 cki for file i, the maxi-

mum freshness is obtained by concentrating the rates in a single route to the extent

possible. In the next section, we provide an approximate way of finding total update

rates for files and scheduling them to individual links.

2.4 The Optimization of Binary Freshness in Parallel Relay Networks

Based on the insights obtained for the optimal caching structure in Section 2.3, in

this section, we provide a sub-optimal solution that finds the cache and user update

rates for each file, and then, propose a way to allocate these rates to the cache

routes. We first write the freshness maximization problem for our system as,

max
cki,uki

N∑

i=1

Fu(i)
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s.t.
K∑

k=1

N∑

i=1

cki ≤ C

N∑

i=1

uki ≤ Uk, k = 1, . . . , K,

cki ≥ 0, uki ≥ 0, k = 1, . . . , K, i = 1, . . . , N. (2.49)

We note that the problem in (2.49) is not a convex optimization problem since the

objective function in (2.49) is not concave. Moreover, this parallel cache problem

is significantly more complex than the cascade cache problem in [7]. A Lagrangian

approach as in [7] seems prohibitive as it results in highly nonlinear KKT conditions,

and thus, it is difficult to derive closed form expressions for cki and uki that satisfy

the KKT conditions. For this reason, we pursue an approximate solution approach

utilizing the properties of the optimal solution found in Lemma 2.3.

First, we construct a single-cache problem by bringing all relays together,

where the source-to-cache total update constraint is C and the relay-to-user total

update constraint is U =
∑K

k=1 Uk. The optimal solution of this single-cache problem

forms an upper bound for the optimum solution of our multi-cache problem, as it

allows distributed relays to share update rate capacities. We denote this upper

bound by Fub.

Second, we extract a feasible solution for our multi-cache problem from the op-

timum solution of the constructed single-cache problem. We know from Lemma 2.4

that files need to be restricted to single routes for maximum freshness. Thus, our

approximate solution takes the optimum solution of the constructed single-cache

problem, and distributes the update rates in the multi-cache setting in such a way
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that each file is updated only through a single relay to the extent possible. Let the

solution of the single-cache problem be ui which is ui =
∑K

k=1 uki. We assign the

files in order of decreasing ui to one of the routes. We start with the first route and

fit fully as many files as possible, till we reach a file which will not fit completely and

we make it split rates with the last route (route K). We follow this for K−1 routes.

If a file rate ui exceeds route capacity Uk, we first fill maximal full routes with it,

then try to fit the remaining rate fully in the remaining routes. This leaves us with

at most K − 1 files that split rates between two routes. The remaining files go to

route K. This approximate solution gives us a sub-optimal freshness Fso. Denoting

the optimal freshness in our problem in (2.49) as F ∗, we have

Fso < F ∗ < Fub (2.50)

which means F ∗ − Fso ≤ Fub − Fso, i.e., the gap between the sub-optimal solution

and the optimal solution is bounded by the gap between the upper bound and the

sub-optimal solution.

Next, we bound Fub− Fso. We note that, in the sub-optimal policy, we assign

at mostK−1 files to two routes. From Lemma 2.2, freshness for file i increases when

bi increases, with minimum at bi = 0 (a∗ = 0) and maximum at bi = ūi (a
∗ = c̄).

Hence, using (2.27), we find an upper bound on the maximum freshness loss ratio ρ

possible for a file due to splitting as

ρ =
Fu(i)|(bi,a∗i )=(ūi,c̄i) − Fu(i)|(bi,a∗i )=(0,0)

Fu(i)|(bi,a∗i )=(ūi,c̄i)

=
λi

2(λi + ūi + c̄i)
< 0.5. (2.51)
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Since Fub(i) < 1, the optimality gap is F ∗ − Fso ≤ ρ(K − 1)Fub(i) < 0.5(K − 1).

These K−1 files have low uis, owing to very high or very low λis, as observed in [7].

In the former case, Fub(i) is low, while in the latter case, ρ is very low.

2.5 The SHS Method to Characterize Timeliness in Parallel Cache

Systems

The stochastic hybrid system (SHS) approach has been introduced in [20] as an al-

ternative way to characterize the timeliness in communication systems. Specifically,

by using the SHS method, timeliness of the nodes in gossip networks is analyzed

with the version age metric in [5, 68], and with the binary freshness metric in [9].

In this section, first, we use the SHS method to provide a different way to find the

binary freshness which is derived in Section 2.2 by using a probabilistic approach.

Then, we utilize the SHS method to characterize the version age in parallel relay

networks.

2.5.1 The Characterization of Binary Freshness by Using the SHS

Method

We define the set K as K ≜ {1, 2, . . . , K} to denote cache indices. Then, we denote

the collection of all the subsets of K with m elements as Km. For example, we

have K1 = {{1}, {2}, . . . , {K}}. Next, we drop file index i in the remainder of the

section and denote the freshness of cache k as Fk(t) and the freshness of any set

S ⊆ K ∪ {u}, where u denotes the index for the user, as FS(t) ≜ maxj∈S Fj(t) at
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time t. We define the average freshness of the set S as FS = limt→∞ E[FS(t)]. Next,

by using the [9, Thm. 1], we write the freshness of the user in K-cache system as

Fu =

∑K
k1=1 uk1F{u}∪{k1}

λ+
∑K

k1=1 uk1
. (2.52)

Note that F{u}∪{k1} denotes the freshness of the set consisting of the user and the

cache k1, where k1 ∈ K. Then, we write F{u}∪{k1}, or simply F{u,k1}, as

F{u,k1} =
ck1 +

∑
k2∈K−{k1} uk2F{u,k1}∪{k2}

λ+ ck1 +
∑

k2∈K−{k1} uk2
, {k1} ∈ K1, (2.53)

where K − {k1} denotes the subtraction of {k1} from the set K. Then, we write

the freshness expressions for F{u,k1,k2} in terms of F{u,k1,k2}∪{k3}, and so on. If we

continue to write these sequential equations for the ℓth time, i.e., F{u,k1,k2,...,kℓ}, we

obtain

F{u,k1,k2,...,kℓ} =

∑
k̄ℓ+1∈{k1,k2,...,kℓ} ck̄ℓ+1

λ+
∑

k̄ℓ+1∈{k1,k2,...,kℓ} ck̄ℓ+1
+
∑

kℓ+1∈K−{k1,k2,...,kℓ} ukℓ+1

+

∑
kℓ+1∈K−{k1,k2,...,kℓ} ukℓ+1

F{u,k1,k2,...,kℓ}∪{kℓ+1}

λ+
∑

k̄ℓ+1∈{k1,k2,...,kℓ} ck̄ℓ+1
+
∑

kℓ+1∈K−{k1,k2,...,kℓ} ukℓ+1

, (2.54)

for {k1, k2, . . . , kℓ} ∈ Kℓ where ℓ = 1, 2, . . . , K − 1. At the last step, we have

F{u,1,2,...,K} =

∑K
k=1 ck

λ+
∑K

k=1 ck
. (2.55)

After obtaining all these freshness expressions, we start inserting the value of

F{u,1,2,...,ℓ+1} back into F{u,1,2,...,ℓ} for ℓ = 1, 2, . . . , K − 1, and finally, we obtain the
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freshness of the user Fu in (2.52) by inserting the F{u,k1} values. With the SHS

method, in order to find the freshness of the user Fu in a parallel K-cache system,

we need to find 2K different freshness expressions. For example, in a K = 2 cache

system, we find the freshness at the user Fu by using 4 equations which are given

as follows

Fu =
u1F{u,1} + u2F{u,2}

λ+ u1 + u2
, (2.56)

where F{u,1} and F{u,2} are given by

F{u,1} =
c1 + u2F{u,1}∪{2}

λ+ c1 + u2
, F{u,2} =

c2 + u1F{u,2}∪{1}

λ+ c2 + u1
. (2.57)

Then, we find F{u,1,2} as

F{u,1,2} =
c1 + c2

λ+ c1 + c2
. (2.58)

Finally, by using F{u,1} and F{u,2} in (2.57), F{u,1,2} in (2.58), we obtain the

freshness expression at the user Fu for K = 2 cache system as

Fu =
u1c1 + u2c2

(λ+u1+u2)(λ+c1+c2)
+

1

(λ+u1+u2)(λ+c1+c2)
×

(
u2c1(u1+c2)

λ+u1+c2
+
u1c2(u2+c1)

λ+u2+c1

)
(2.59)

which is the same as (2.25). Therefore, the SHS method can be used as an alternative

way to characterize the binary freshness at the user in a parallel K-cache system.
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In the following subsection, we use the SHS method to characterize the version

age of information in a parallel K-cache system.

2.5.2 The Characterization of Version Age by Using the SHS Method

The version age of information or simply the version age has been recently introduced

in [5, 66]. Here, each update at the source is denoted as a new version of the

information, and thus, the version age measures how many versions a particular

node is behind compared to the most current version at the source. We denote

the version of the information at the source as Ns(t), at cache k as Nk(t), and

at the user as Nu(t) at time t. Then, the version age is defined at cache k as

∆k(t) ≜ Ns(t) − Nk(t), and at the user as ∆u(t) ≜ Ns(t) − Nu(t). When the

information at the source is updated, the version age at the caches and at the user

increases by 1, i.e., ∆′
k(t) = ∆k(t) + 1, for all k ∈ K and ∆′

u(t) = ∆u(t) + 1, where

∆′(t) represents the version age after the transition. When cache k gets an update

from the source, its version age becomes 0, i.e., ∆′
k(t) = 0, as the source has the

latest version of the update. However, when the user gets an update from cache

k, its version age becomes ∆′
u(t) = min{∆u(t),∆k(t)}. In other words, the user

updates its information only if cache k has more recent version of the information.

We define the version age of any set S as ∆S(t) ≜ minj∈S ∆j(t) at time t. In

addition, we define the average version age of any set S as ∆S = limt→∞ E[∆S(t)].

Correspondingly, ∆k and ∆u denote the average version age at cache k and at the

user. Next, by using the [5, Thm. 1], we write the version age of the user in a
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K-cache system as

∆u =
λ+

∑K
k1=1 uk1∆{u}∪{k1}∑K

k1=1 uk1
. (2.60)

Here, ∆{u}∪{k1}, or simply ∆{u,k1}, denotes the version age of the set containing cache

k1 and the user. Next, we write ∆{u,k1} as

∆{u,k1}=
λ+
∑

k2∈K−{k1} uk2∆{u,k1}∪{k2}

ck1 +
∑

k2∈K−{k1} uk2
, k1 ∈ K1. (2.61)

Continuing to write sequential equations for the version age for the ℓ caches,

i.e., ∆{u,k1,k2,...,kℓ}, we get

∆{u,k1,k2,...,kℓ} =
λ+

∑
kℓ+1∈K−{k1,k2,...,kℓ} ukℓ+1

∆{u,k1,k2,...,kℓ}∪{kℓ+1}∑
k̄ℓ+1∈{k1,k2,...,kℓ} ck̄ℓ+1

+
∑

kℓ+1∈K−{k1,k2,...,kℓ} ukℓ+1

, (2.62)

for {k1, k2, . . . , kℓ} ∈ Kℓ where ℓ = 1, 2, . . . , K − 1. In the final step, we have

∆{u,1,2,...,K} =
λ∑K
k=1 ck

. (2.63)

After obtaining all these version age expressions, by substituting ∆{u,1,2,...,ℓ+1} back

into ∆{u,1,2,...,ℓ} for ℓ = 1, 2, . . . , K − 1, and substituting ∆{u,1} in (2.61) into ∆u in

(2.60), we obtain the version age at the user. Thus, characterizing version age at the

user by using the SHS method requires solving 2K different equations sequentially.

Next, as an example, we find the version age in a K = 2 cache system. For
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this system, the version age at the user is given by

∆u =
λ+ u1∆{u,1} + u2∆{u,2}

u1 + u2
, (2.64)

where ∆{u,1} and ∆{u,2} are given by

∆{u,1} =
λ+ u2∆{u,1}∪{2}

c1 + u2
, ∆{u,2} =

λ+ u1∆{u,2}∪{1}

c2 + u1
. (2.65)

Next, we find ∆{u,1,2} as

∆{u,1,2} =
λ

c1 + c2
. (2.66)

Finally, we obtain the version age at the user ∆u in (2.64) by using ∆{u,1} and ∆{u,2}

in (2.65), and ∆{u,1,2} in (2.66) as

∆u =
λ

u1 + u2
+

λ

c1 + c2
+

λ

(u1 + u2)(c1 + c2)
×
(

u2c1
u1 + c2

+
u1c2
u2 + c1

)
. (2.67)

In the next section, we optimize the update rates and select file routes that

minimize the average version age of the user in a parallel relay network.

2.6 The Optimization of Version Age in Parallel Relay Networks

In this section, we consider the problem of minimizing the average version age

in parallel relay networks. For this purpose, before considering the parallel relay

problem, let us first consider the minimization of version age in a serially connected
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cache system as shown in Fig. 2.1(a). In Section 2.6.1, we first find the optimal

update rates to minimize the version age for the serially connected network. We also

utilize these rates for the optimization of the version age in parallel relay networks

which we consider in Section 2.6.2. Here, we first show that it is better to consolidate

update rates of the files to a single route, and propose an approximate solution to

minimize the version age for the multi-cache system.

2.6.1 Optimization of Version Age in Serially Connected Cache Sys-

tems

By using the SHS method provided in Section 2.5.2 based on recursive use of [5,

Thm. 1], we write the version age of file i at the user for the serially connected cache

system as ∆u(i) =
λi
ui

+ ∆{c}∪{u}(i) =
λi
ui

+ ∆c(i), where ∆c(i) denotes the version

age of file i at the cache and ∆{c}∪{u}(i) = min{∆c(i),∆u(i)} = ∆c(i) as the user

obtains its information only via the cache. Then, we find ∆c(i) = λi
ci
. Thus, the

version age of file i at the user for a single-cache system is ∆u(i) = λi
ui

+ λi
ci
. We

note that the version age at the user is equal to the sum of the version age at the

cache λi
ci

and the version age of the user with respect to the cache λi
ui
. Therefore,

for a serially connected cache system, the version age becomes additive. Thus, for

a serially connected K-cache system, the version age at the user is

∆u(i) =
K∑

k=1

λi
cki

+
λi
ui
, (2.68)
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where the first term is equal to the version age at cache k. When we have a serially

connected cache system, we see in (2.24) that the binary freshness at the user has a

multiplicative structure whereas the version age in (2.68) has an additive structure.

4

Next, we formulate the problem of minimizing the version age for a single-cache

system with N files as follows

min
ci,ui

N∑

i=1

λi
ui

+
λi
ci

s.t.
N∑

i=1

ci ≤ C,

N∑

i=1

ui ≤ U,

ci ≥ 0, ui ≥ 0, i = 1, . . . , N, (2.69)

where ui and ci are the user and cache update rates, respectively, for file i in a single-

cache system. This formulation highlights some key differences between binary

freshness and version age. Not only is the optimization problem in (2.69) convex,

but it is also separable as the optimal uis and cis can be found independently of

each other. This is not the case with the binary freshness metric where the objective

function is non-convex and the update rates found via alternating maximization

4If we use the traditional age of information metric for the serially connected K-cache system
with dynamically changing source instead of a source which is updated according to a Poisson
process, the average age of file i at the user denoted by ∆̂u(i) becomes equal to ∆̂u(i) =

∑K
k=1

1
cki

+
1
ui

as in [67, (43)]. We note that we can obtain ∆̂u(i) by substituting λi = 1 in the version age
expression in (2.68). This result is intuitive as the traditional age metric increases linearly over
time with a unit rate as if we have λi = 1 in the case of version age. Thus, the version age and
the traditional age metrics are closely related.
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based method might not be globally optimal [7]. We separate the problem in (2.69),

and write the problem for finding the optimal cache rates as follows

min
ci

N∑

i=1

λi
ci

s.t.
N∑

i=1

ci ≤ C,

ci ≥ 0, i = 1, . . . , N. (2.70)

Similarly, we can write an optimization problem to determine the optimal user

update rates in (2.69). The solution to the optimization problem in (2.70) is (see

also [51]),

cj =
C
√
λj∑N

i=1

√
λi
, uj =

U
√
λj∑N

i=1

√
λi
. (2.71)

Thus, the optimal policy for the version age in a single-cache system is a square-root

policy, which means that every file gets updated proportional to the square-root of

the respective file update rate at the source. 5 In contrast, the policy for the binary

freshness in [7] is a threshold based policy, where the files updated frequently at the

source may not get updated by the cache and by the users.

5Even for arbitrarily connected networks, whenever a cache is serially connected to a preceding
cache, the version age becomes additive, and thus, the optimization problem becomes separable.
Therefore, for these caches, independent of file update rates, or the connection types in the pre-
ceding cache layers, the optimal updating policy for the serially connected caches is to update the
files that are updated in the preceding cache based on the square-root policy obtained in this work.
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Figure 2.5: Update rates (a) for a single-cache system, and (b) for a parallel multi-
cache system considered in Lemma 2.5.

2.6.2 Optimization of Version Age in Parallel Connected Cache Sys-

tems

In this section, we provide an approximate solution for the problem of minimizing

the version age in a parallel connected cache system shown in Fig. 2.1(b). In the

following lemma, we show that the version age of a file is smaller in the single-cache

system compared to the multi-cache system when the total update rates are kept

the same.

Lemma 2.5 Version age of a file in a K-cache system with update rates at the

cache (c1, c2, . . . , cK), and at the user (u1, u2, . . . , uK) is higher than the freshness

in a single-cache system with update rates at the cache
∑K

k=1 ck, and at the user

∑K
k=1 uk.

49



Proof: We demonstrate the caching systems considered in this lemma in Fig. 2.5,

where we drop subscript i for file i in the remainder of the section for ease of

exposition. We denote ∆single
S and ∆multi

S as the version age of a set S in a single-

cache system shown in Fig. 2.5(a) and in a multi-cache system shown in Fig. 2.5(b),

correspondingly. As all the rates for a file are consolidated in a single route, such

that the user rate in the route is
∑K

k=1 uk and the cache rate is
∑K

k=1 ck, as in

Fig. 2.5(a), the version age expression at the cache is

∆single
c =

λ∑K
k=1 ck

, (2.72)

and the version age at the user is

∆single
u =

λ∑K
k=1 uk

+
λ∑K
k=1 ck

. (2.73)

Next, let us consider the K-cache system where route k has user rate uk

and cache rate ck. Then, by using the SHS method developed in Section 2.5.2

employing [5, Thm. 1] recursively, we have

∆multi
u =

λ∑K
k=1 uk

+

∑K
k=1 uk∆

multi
{u,ck}∑K

k=1 uk
. (2.74)

Note that for all k,

∆multi
{u,ck} = min{∆multi

ck
,∆multi

u } (2.75)

≥ min{∆multi
c1

,∆multi
c2

, . . . ,∆multi
cK

,∆multi
u } = ∆multi

{c1,...,cK ,u} = ∆single
c . (2.76)
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Thus, from (2.74), we have

∆multi
u ≥ λ∑K

k=1 uk
+∆multi

{c1,...,cK ,u} =
λ∑K
k=1 uk

+∆single
c = ∆single

u . (2.77)

Thus, the version age at the user is smaller when all rates are consolidated in a

single route. ■

Specifically, comparing the version age for the two-cache system in (2.67) with

the corresponding single-cache case having version age λ
u1+u2

+ λ
c1+c2

from (2.73),

we observe that the two-cache case has an extra positive term, and hence, a higher

version age.

Similar to the analysis applied to (2.25) in Section 2.3, we rewrite (2.67) in

terms of u1 = ū− b, u2 = ū+ b, c1 = c̄−a, and c2 = c̄+a. Then, for given user rates

u1 and u2, and the total cache rate 2c̄, we obtain a∗v that minimizes the version age

as follows

a∗v = min

{
b+

c̄+ ū

2bc̄

(
ū(2c̄+ ū)− b2 −

√
(ū2 − b2)((2c̄+ ū)2 − b2)

)
, c̄

}
. (2.78)

Therefore, for given user rates u1 and u2, the optimal cache rates are c∗1 = c̄−a∗v

and c∗2 = c̄+a∗v. We use a∗v in (2.78) in the simulation results provided in Section 2.7.

The expression obtained for a∗v in (2.78) is intuitive as the portion of third term

dependent on a and b variables in (2.25) is similar to (2.67), with λ replaced with

0. Note that there is no negative sign in the third term in (2.67), since our goal is

to minimize version age, as opposed to maximizing the binary freshness in (2.25).
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Lemma 2.5 shows that instead of updating a file over multiple routes, it is

better to update it over a single route with the same total update rates at the cache

and at the user. Parallel to the solution method proposed for the binary freshness

in Section 2.4, here, we propose an approximate solution for the version age. First,

for a single-cache system with the total update rates C and
∑K

k=1 Uk, we find the

optimal update rates at the cache and at the user based on the square-root policy

obtained in Section 2.6.1. Then, we use the method employed in Section 2.4 to

distribute these optimal rates across the K routes to get an approximate solution,

with the objective of assigning each file to only a single route as much as possible.

Due to Lemma 2.5, the optimal solution obtained for a single-cache system

lower bounds the optimal solution for the multi-cache system. Therefore, by look-

ing at the difference between the optimum version age value for the single-cache

system and the version age value as a result of the approximate solution proposed

in this section, we can have an upper bound on the optimality gap for the multi-

cache problem. In the following section, we provide numerical results for the binary

freshness and version age metrics for multi-cache systems.

2.7 Numerical Results

In the first numerical result, we choose number of routes K = 5, number of files

N = 30, total update rate at source C = 50 and at caches U = 100 where each route

has Uk = 20. We use update arrival rates λi = bqi at the source for i = 1, . . . , N ,

where b > 0, q = 0.7, and
∑N

i=1 λi = a, with a = 100. Note that since q < 1, the
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Figure 2.6: Total user rates and total cache rates for the uniform update rate policies
(a) without consolidation, (b) with consolidation, (c) total user rates and total
cache rates obtained from the auxiliary solution. Route allocations for files (d) for
the uniform update policy without consolidation, (e) for the uniform update policy
with consolidation, and (f) for our proposed strategy (files with blue rates in single
routes). Freshness obtained for the uniform update policy (g) with and without
consolidating update rates into single cache, (h) for the single-cache and parallel
cache systems.

update arrival rates at the source λi decrease with the file index, i.e., λi > λj for

i < j.

In the first numerical result, we use the binary freshness metric. We apply
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alternating maximization approach described in [7] to solve the auxiliary single-

cache problem to obtain total update rate for file i at the user
∑K

k=1 uki and at the

caches
∑K

k=1 cki as shown in Fig. 2.6(c). The total cache update rate constraint,

i.e.,
∑K

k=1

∑N
i=1 cki ≤ C, is already satisfied by both problems. In a parallel cache

system, each route has its own total update rate constraint
∑N

i=1 uki ≤ Uk, whereas

the single-cache system has only one total update rate constraint for the user, i.e.,

∑K
k=1

∑N
i=1 uki ≤ U where U =

∑K
k=1 Uk. Thus, we need to choose the user rate

allocation for all files in each route as described in Section 2.4, with corresponding

cache rates found by (2.26) which are shown in Fig. 2.6(f). In order to compare the

performance of our proposed algorithm, we consider two different cache updating

schemes with uniform update rates. For both of these schemes, we choose the

update rates as
∑K

k=1 cki =
C
N
,
∑K

k=1 uki =
U
N

which is shown in Fig. 2.6(a)-(b). In

the first updating scheme called uniform updating policy without consolidation, all

the files are updated by all the caches as shown in Fig. 2.6(d), and we denote the

freshness obtained by this updating scheme by Funi. In the second updating scheme

called uniform updating policy with consolidation, we consolidate the file update

rates into a single cache as shown in Fig. 2.6(e) and denote Funi,con as the freshness

obtained by this scheme. We denote the freshness at the user for the single-cache

system obtained by the method in [7] as F̄ub. We plot Funi, Funi,con in Fig. 2.6(g)

and F̄ub and Fso in Fig. 2.6(h). Among these three updating schemes, the uniform

updating policy without consolidation performs the worst and the total freshness

obtained by this scheme is
∑N

i=1 Funi(i) = 17.8004. As we observed from Section 2.3

that consolidating update rates into a single cache increases the freshness. With
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the uniform updating policy with consolidation, the freshness obtained from all files

is equal to
∑N

i=1 Funi,con(i) = 19.4495. Lastly, if we further optimize the update

rates among the files and use the proposed algorithm in Section 2.4, we obtain the

total freshness as
∑N

i=1 Fso(i) = 21.0692 which significantly outperforms both of the

uniform updating schemes. Even though we split the update rates among different

routes for K − 1 = 4 files that have some of the highest freshness (files 26, 28, 29,

30), their freshness loss is negligible as shown in Fig. 2.6(c). In this system, since

F̄ub = 21.0718, the total freshness loss, i.e., F̄ub − Fso, is equal to 0.0026, which is

much smaller than the theoretical upper bound 0.5(K − 1) = 2.

To get more perspective on these freshness values, a more loose upper bound

can be obtained by removing the relay-to-user update constraint rate U in the

single cache problem by setting U = ∞, which allows each ui = ∞, thereby giv-

ing limui→∞ Fu(i) = limui→∞
ui

λi+ui

ci
λi+ci

= ci
λi+ci

. Denoting freshness of this system

model by Fu,d(i), the corresponding freshness maximization problem for the system

with no cache is a convex optimization problem stated as

max
{ci}

N∑

i=1

Fu,d(i) =
N∑

i=1

ci
λi + ci

s.t.
N∑

i=1

ci ≤ C,

ci ≥ 0, i = 1, . . . , N, (2.79)

for which the optimum update rates cis are given by ci = λi

(
1√
θλi

− 1
)+

, where θ >

0 is the Lagrange multiplier satisfying total update rate constraint, i.e.,
∑N

i=1 ci ≤ C,
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and corresponding total optimum freshness is F ∗
u,d = 22.5096, which is close to the

total freshness obtained by our algorithm Fso. Note that from (2.8), for a set of 30

files, the maximum possible freshness value is 30, when fu(i, t) = 1 for all i and t,

which is achieved when all constraints are relaxed. In that case uki = cki = ∞, and

as a result files are instantly delivered from source through the caches to the user. In

this example, we choose λi as a monotonically decreasing function of i, which gives

a diverse set of source update rates. Instead, if all files have the same update rate

λi =
a
N
, a = 100, such that

∑
i λi = a as before, we get Funi,con = Fso = Fub = 5,

since the update rates ui, ci are the same for all files and all these policies support

consolidation. However, Funi = 2.0072 is lower due to lack of rate consolidation

across routes as a result of the uniform updating policy without consolidation. This

further supports the key insights of our work.

In the second numerical result, we consider the version age metric for a multi-

cache system. We choose number of filesN = 10, and keep the rest of the parameters

the same as in the first numerical result. We repeat the process of finding the update

rates of files in the first numerical result, with the difference that we use (2.71),

which is the square-root policy found in Section 2.6.1, to solve the auxiliary single-

cache problem. This difference is highlighted in Fig. 2.7(a) and Fig. 2.7(b). We

see that in order to maximize the binary freshness, the cache and the user may not

update the files that are frequently changing at the source as shown in Fig. 2.7(a),

whereas in order to minimize the version age, each file is updated at the cache and

at the user proportional to the square-root of file change rate at the source shown in

Fig. 2.7(b). As a result, although both metrics measure the information freshness

56



1 2 3 4 5 6 7 8 9 10

0

2

4

6

8

10

12

14

16

18

(a)

1 2 3 4 5 6 7 8 9 10

0

2

4

6

8

10

12

14

16

18

20

(b)

1

2

9

3

7

4

6

5

8

9

10

1 2 3 4 5

0

2

4

6

8

10

12

14

16

18

20

10 8

7

(c)

1 2 3 4 5 6 7 8 9 10

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

5

(d)

Figure 2.7: Total user rates and total cache rates obtained from the auxiliary solution
(a) with binary freshness, and (b) with version age. (c) Route allocations for files
(files with blue rates in single routes) with version age, and (d) version age for the
single-cache and parallel cache systems.

in different ways, we see that depending on the metric selection, the optimal rate

allocation policy may differ significantly. We provide the user rate allocation in

Fig. 2.7(c) where 4 files (files 7, 8, 9, 10) are split across two routes. For the files

that are updated across two caches, we have derived the specific formula in (2.67)

which we use in this numerical result to find the corresponding version age, with

corresponding cache rates found by (2.78). The single-cache system gives the lower

bound for the version age denoted by ∆lb =
∑n

i=1∆lb(i), where ∆lb(i) is the version

age corresponding to file i. Let the approximate policy give the sub-optimal version

age ∆so =
∑n

i=1 ∆so(i). We plot ∆lb and ∆so in Fig. 2.7(d). In this numerical
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result, the total version age increase, i.e., ∆so − ∆lb, is equal to 0.2334, which is

small compared to the ∆lb = 24.0257 and ∆so = 24.2591.

2.8 Conclusion

In this chapter, we considered timeliness of files in a parallel cache network via the

binary freshness and version age metrics. First, for the binary freshness metric,

we derived a closed form expression for the system and observed that freshness for

a file is maximum when it does not have to split its rates across multiple routes.

We further analyzed that when number of files is large, most files are restricted

to single routes in the optimal update policy. We used this observation to find an

approximate policy for assigning rates to all files, by solving the alternate problem

of a single-cache system. We further found an upper bound for the gap between

the optimal policy and the approximate policy. Next, with the help of the SHS

approach, we derived a closed form expression for the version age of information of

the system, and determined the counterpart properties in a parallel relay network.

Numerical results showed that the proposed sub-optimal policy closely approximates

the optimal policy for both timeliness metrics.
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CHAPTER 3

How Robust are Timely Gossip Networks to Jamming At-

tacks?

3.1 Introduction

In this chapter, we investigate the resilience of gossip-based information dissemina-

tion over networks used for timeliness purposes, against intentional jamming1 [82–86]

as a function of network connectivity. In particular, we consider two extremes of

connectivity in symmetric gossip networks: ring connectivity and full connectivity.

In both cases, a source node which keeps the latest version of a file, updates n nodes

with equal update rates λ
n
. The source itself is updated with a rate λs. In the case

of a ring network, see Fig. 3.1(a), each node has two neighbors, and updates its

neighbors with equal update rates of λ
2
. In the case of a fully connected network,

see Fig. 3.1(b), each node has (n − 1) neighbors, and updates its neighbors with

equal update rates of λ
n−1

. Without any jammers, in the ring network, the version

1In this work, only jamming of the inter-node links between network nodes, i.e., gossip links, is
studied, which helps shed light on impact of degree of gossiping or network connectivity on version
age of the network. Such networks could arise if communications from the source are more secure
than communications in the gossiping layer. We note that jamming of both source-to-node links
and gossip links gives rise to more interesting network topologies that we wish to study in future
works.
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Figure 3.1: (a) Ring network of n nodes. (b) Fully connected network of n nodes.

age of a node scales as
√
n with the network size n [5,76], and in the fully connected

network, the version age of a node scales as log n [5]. Further, in a disconnected

network, where no gossiping is possible, the version age scales as n. We address the

following questions: If there are ñ jammers in a gossip network, how high can they

drive the version age? What are the most and least-harmful jammer configurations?

How many jammers does it take to drive the version age to order n, the version age

with no gossiping among the nodes? We answer these questions for ring and fully

connected networks.

A jammer is a malicious entity that disrupts communication between two

nodes, say by jamming the channel with noise. The jammer can also be a proxy for

communication link failure, network partitioning, network congestion or information

corruption during transfer, prevalent in distributed networks. Several works have

characterized the effect of adversarial interference on gossip networks for the total

dissemination time [87,88].
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In this chapter, we initiate a study of adversarial robustness of gossip networks

from an age of information perspective. As an initial work in this direction, we focus

on characterizing the impact of the number of jammers on the version age scaling

of two types of gossip based networks, the ring network and the fully connected

network, which represent the extremes of connectivity spectrum of networks. In the

ring network, we show that when the number of jammers ñ scales as a fractional

power of network size n, i.e., ñ = cnα, the average version age scales with a lower

bound Ω(
√
n) and an upper bound O(

√
n) when α ∈

[
0, 1

2
) , and with a lower bound

Ω(nα) and an upper bound O(nα) when α ∈
[
1
2
, 1
]
, implying the version age with

gossiping is robust against up to
√
n jammers in a ring network, since the version age

of a ring network without any jammers scales as
√
n. To this purpose, we construct

an alternate system model of mini-rings (see Fig. 3.6) and prove that the version age

of the original model can be sandwiched between constant multiples of the version

age of the alternate model. Along the way, we consider average version age in line

networks (see Fig. 3.2) and prove structural results.

Then, we study the fully connected gossip network, where we derive a greedy

approach to place ñ jammers with the goal to maximize the age of the resultant

network, see Fig. 3.9. Our greedy method involves using the ñ jammers to isolate

maximum possible nodes, thereby consolidating all links into a single mini-fully

connected network. We show in this network that the average version age scales

as O(log n) when ñ = O(n log n) and as O(nα−1), 1 < α ≤ 2 when ñ = O(nα),

implying that the network is robust against n log n jammers, since the version age

in a fully connected network without jammers scales as log n.
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3.2 Preliminaries

The general system model consists of a source S, alternately denoted by node 0,

which maintains the most up-to-date version of a file and a large network of n user

nodes {1, . . . , n} that wish to acquire the latest version of the file. The source is

updated with newer file versions with exponential inter-update times with rate λs.

The source forwards the current file to each user node with exponential inter-update

times with rate λ
n
. Further, each user node sends updates with exponential inter-

update times with rate λ to a neighbor, chosen uniformly at random from one of

its neighbors, which leads to thinning of this Poisson process into neighbor specific

Poisson processes. We use λij to represent the rate with which node i sends updates

to node j. In addition, the system is faced with the presence of ñ jammers which

jam, i.e., cut, inter-node links, thereby disrupting any communication between the

nodes connected by these links.

When two jammers try to cut the same link, they will together be considered

as a single jammer. That is, each jammer in our model is assumed to cut a distinct

inter-node link. At time t, if Ni(t) is the latest version of a file available at user node

i and N(t) is the current version prevailing at the source, then the instantaneous

version age at node i at time t is ∆i(t) = N(t) − Ni(t). The long-term expected

version age of node i is given by ∆i = limt→∞ E[∆i(t)]. For a set S of nodes,

∆S(t) = mini∈S ∆i(t), and ∆S = limt→∞ E[∆S(t)]. The expected values ∆S are

governed by [5, Thm. 1], which we state here for sake of completeness, since we will

need it multiple times later. Let N(S) denote the set of updating neighbors of set
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of nodes S, then [5, Thm. 1] provides the following recursive equation,

∆S =
λs +

∑
i∈N(S)(

∑
j∈S λij)∆S∪{i}∑

j∈S λ0j +
∑

i∈N(S)(
∑

j∈S λij)
(3.1)

where λij is the update rate with which packets arrive from node i at node j.

In this work, we consider the two symmetric networks, the ring network in

Fig. 3.1(a) and the fully connected network in Fig. 3.1(b), which represent the

two extremes of network connectivity spectrum in symmetric networks. In the ring

network, each user node updates each of its two nearest neighbours with exponential

inter-update times with rate λ
2
, whereas in the fully connected network, each user

nodes updates every other node with exponential inter-update times with rate λ
n−1

,

such that the total update rate in both the cases is still λ for each node.

We begin by analyzing the ring network. When multiple adversaries cut inter-

node communication links in this symmetric ring, the ring network is dismembered

into a collection of isolated groups of nodes, where each group has the structure

of a line network shown in Fig. 3.2. The age of nodes in each such group are no

longer statistically identical, owing to the disappearance of circular symmetry. In

this respect, we begin by examining the spatial variation of version age over a line

network of n0 nodes in the next section. The analysis of a line network will be

instrumental in the analysis of the ring network in subsequent sections.
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Figure 3.2: Line network model with n0 nodes.

3.3 Version Age in a Line Network

Consider the line network of n0 nodes as shown in Fig. 3.2. In Theorem 3.1 below,

we show that the expected version age in this network is highest at the corner nodes

and decreases towards the center. Intuitively, this is due to the fact that corner

nodes are updated less frequently as they are connected with only one inter-node

link, and thus, the exchanges towards the network corners are based on relatively

staler file versions. Here, superscript ℓ(n0) denotes a line network of size n0.

Theorem 3.1 In a line network, ∆
ℓ(n0)
i+1 ≤ ∆

ℓ(n0)
i , i ≤ n0

2
.

Proof: Fix the i in the statement of the theorem. Let Sj,k = {j, . . . , j + k − 1}

denote a set of k contiguous nodes, beginning with node j, in a size n0 line network,

where j + k − 1 ≤ n0, see Fig. 3.3. We use ∆
ℓ(n0)
j,k to denote ∆

ℓ(n0)
Sj,k

, i.e., replace the

set with its indices. Define S̄j,k as the mirror image of set Sj,k about the dotted line

between nodes i and i + 1. Note that S̄j,k = S2i−j−k+2,k; see Fig. 3.3 for examples.
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Figure 3.3: Sj,k (pink blocks) and S̄j,k = S2i−j−k+2,k (blue blocks) positioned sym-
metrically about the dotted line between nodes i and i+ 1.

Similarly, we use ∆̄
ℓ(n0)
j,k to denote ∆

ℓ(n0)

S̄j,k
. We will consider sets Sj,k where majority

of the elements of Sj,k lie to the left of node i, i.e., j ≤ i + 1 − k
2
, and prove that

∆̄
ℓ(n0)
j,k ≤ ∆

ℓ(n0)
j,k . Then, taking k = 1 (size one set) with j = i gives the desired result.

We provide a proof by induction, beginning with the case k = 2i, where j = 1

is the only value that meets the condition j ≤ i+ 1− k
2
. This case gives S̄j,k = Sj,k

and ∆̄
ℓ(n0)
j,k = ∆

ℓ(n0)
j,k which satisfies the claim. Next, we assume that the claim holds

for some k(> 1), i.e., ∆̄
ℓ(n0)
j,k ≤ ∆

ℓ(n0)
j,k for all j ≤ i+1− k

2
, and prove it for k− 1. To

relate version ages of size k and k− 1 sets, we apply (3.1) to obtain the version age
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of Sj,k−1

∆
ℓ(n0)
j,k−1 =





λs+
λ
2
∆

ℓ(n0)
j,k +λ

2
∆

ℓ(n0)
j−1,k

(k−1)λ
n

+λ
, j > 1

λs+
λ
2
∆

ℓ(n0)
j,k

(k−1)λ
n

+λ
2

, j = 1

(3.2)

and for its mirrored set S̄j,k−1 as

∆̄
ℓ(n0)
j,k−1 =

λs +
λ
2
∆̄
ℓ(n0)
j,k + λ

2
∆̄
ℓ(n0)
j−1,k

(k−1)λ
n

+ λ
(3.3)

Since S̄j,k−1 ⊂ S̄j−1,k, we have ∆̄
ℓ(n0)
j,k−1 ≥ ∆̄

ℓ(n0)
j−1,k as an extended feasible region pro-

vides a lower minimum. Using this inequality to eliminate the last term in (3.3)

gives

∆̄
ℓ(n0)
j,k−1 ≤

λs +
λ
2
∆̄
ℓ(n0)
j,k

(k−1)λ
n

+ λ
2

(3.4)

We wish to prove the claim for k− 1, i.e., ∆̄
ℓ(n0)
j,k−1 ≤ ∆

ℓ(n0)
j,k−1 under the condition

j ≤ i+1− (k−1)
2

. If j = i+1− (k−1)
2

, then we get j = 2i−j−k+3, giving S̄j,k−1 = Sj,k−1

and ∆̄
ℓ(n0)
j,k−1 = ∆

ℓ(n0)
j,k−1 which satisfies the claim. For other j, as j must be integer

valued, j ≤ i+1− (k−1)
2

is automatically implied from j ≤ i+1− k
2
. Consequently,

since the claim is assumed to hold for k, we have ∆̄
ℓ(n0)
j,k ≤ ∆

ℓ(n0)
j,k and ∆̄

ℓ(n0)
j−1,k ≤ ∆

ℓ(n0)
j−1,k.

Now, comparing the terms in (3.2) and (3.3) for case j > 1, and (3.2) and (3.4) for

case j = 1 gives ∆̄
ℓ(n0)
j,k−1 ≤ ∆

ℓ(n0)
j,k−1, and thus, the claim holds for k − 1. Finally,

setting k = 1 and j = i, we have ∆
ℓ(n0)
i+1 = ∆

ℓ(n0)
i+1,1 = ∆̄

ℓ(n0)
i,1 ≤ ∆

ℓ(n0)
i,1 = ∆

ℓ(n0)
i , which

completes the proof. ■
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Figure 3.4: (a) A line network of size n0. (b) A ring network of size n0. Compared
to (a), an extra link is introduced between end nodes bringing radial symmetry.

3.4 Bounds on Age of Line Network

Here, we bound ∆
ℓ(n0)
i , age in a line network of size n0 with ∆

r(n0)
i , age in a ring

network of size n0, see Fig. 3.4.

3.4.1 Lower Bound

Heuristically, due to the presence of an additional link compared to the line network,

the ring network will have more age-conformed transitions, and therefore, improved

age at the nodes. Mathematically, the recursive equation in (3.1) is identical in the

two networks for every subset of nodes Sj,k ⊆ {2, . . . , n0 − 1} that excludes corner

nodes 1 and n0.

Further, for subsets S1,k, k < n0, which include corner node 1, similar to (3.2)
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for case j = 1, we have

∆
ℓ(n0)
1,k =

λs +
λ
2
∆
ℓ(n0)
1,k+1

kλ
n
+ λ

2

(3.5)

The corresponding equation for the ring, similar to (3.3)-(3.4), is

∆
r(n0)
1,k =

λs +
λ
2
∆
r(n0)
1,k+1 +

λ
2
∆
r(n0)
n0,k+1

kλ
n
+ λ

≤
λs +

λ
2
∆
r(n0)
1,k+1

kλ
n
+ λ

2

(3.6)

where Sn0,k+1 refers to the set {n0, 1, 2, . . . , k}, and hence, S1,k ⊂ Sn0,k+1 gives the

inequality ∆
r(n0)
n0,k+1 ≤ ∆

r(n0)
1,k .

Further, for k = n0, applying (3.1) gives ∆
ℓ(n0)
1,k = ∆

r(n0)
1,k = λs

n0λ
n

, with which

∆
ℓ(n0)
1,k can be precisely computed from (3.5) and ∆

r(n0)
1,k can be bounded from (3.6),

recursively for all k < n0. Now, comparing (3.5) and (3.6) gives ∆
r(n0)
1,k ≤ ∆

ℓ(n0)
1,k . By

symmetry, ∆
r(n0)
n0+1−k,k ≤ ∆

ℓ(n0)
n0+1−k,k for subsets which include the other corner node

n0. Thus, ∆
r(n0)
j,k ≤ ∆

ℓ(n0)
j,k , for all j, k, and ∆

r(n0)
i ≤ ∆

ℓ(n0)
i , which gives us a lower

bound on ∆
ℓ(n0)
i .

3.4.2 Upper Bound

Note that due to the radial symmetry of the ring network, ∆
r(n0)
i = ∆

r(n0)
1 , for all i.

Hence, combining results of Sections 3.3 and 3.4.1, with bilateral symmetry of line

network,

∆
r(n0)
1 ≤ ∆

ℓ(n0)

⌈n0
2
⌉ = ∆

ℓ(n0)

⌊n0
2
⌋ ≤ . . . . . . ≤ ∆

ℓ(n0)
n0−1 = ∆

ℓ(n0)
2 ≤ ∆ℓ(n0)

n0
= ∆

ℓ(n0)
1 (3.7)
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Hence, an upper bound on ∆
ℓ(n0)
1 is an upper bound on ∆

ℓ(n0)
i for all i. Recursively

applying (3.1), see also [76, Lem. 2],

∆
r(n0)
1 =

λs
λ

[
n0−1∑

j=1

j∏

k=1

1
k
n
+ 1

+
1
n0

n

n0−1∏

k=1

1
k
n
+ 1

]
(3.8)

and

∆
ℓ(n0)
1 =

2λs
λ

[
n0−1∑

j=1

j∏

k=1

1
k
n/2

+ 1
+

1
n0

n/2

n0−1∏

k=1

1
k
n/2

+ 1

]
(3.9)

≤λs
λ

[
n0−1∑

j=1

j∏

k=1

1
k
n
+ 1

+
1
n0

n

n0−1∏

k=1

1
k
n
+ 1

]
(3.10)

=2∆
r(n0)
1 (3.11)

Hence for each node i,

∆
r(n0)
1 ≤ ∆

ℓ(n0)
i ≤ 2∆

r(n0)
1 (3.12)

Since ∆
ℓ(n0)
i is sandwiched between constant multiples of ∆

r(n0)
1 , they both scale

similarly when n is large. Intuitively, when the number of nodes is large, the effect

of one additional link in the line versus ring models becomes insignificant.

3.5 Jammer Positioning for Age Deterioration in Ring Network

To characterize the total age of the system, we define ∆ℓ(n0) =
∑n0

i=1∆
ℓ(n0)
i and

∆r(n0) =
∑n0

i=1∆
r(n0)
i , the sum of version ages in size n0 line and ring networks,
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respectively.

Lemma 3.1 ∆r(n0) −∆r(n0+1) decreases with increase in n0.

Proof: We have ∆r(n0) = n0∆
r(n0)
1 due to the radial symmetry of a ring. Hence, by

obtaining expressions for ∆
r(n0)
1 and ∆

r(n0+1)
1 from (3.8), we get

∆r(n0) −∆r(n0+1) =n0∆
r(n0)
1 − (n0 + 1)∆

r(n0+1)
1 (3.13)

=
λs
λ

[
−

n0∑

j=1

j∏

k=1

1
k
n
+ 1

]
(3.14)

which decreases with increasing n0. ■

Next, we consider the problem where a single jammer cuts a single link in the

line network model of Fig. 3.2. Let the jammer cut the link between nodes m and

m+1, effectively converting the line network of size n0 into two smaller line networks

of sizes m and n0 −m, such that the total age of this resulting system, denoted by

∆ℓ(n0)(m), is now the sum of the total ages of the two smaller line networks, i.e.,

∆ℓ(n0)(m) = ∆ℓ(m) + ∆ℓ(n0−m). We will consider the mini-ring approximation to the

resulting two line networks, and assume that the end points of the individual line

networks are connected to form mini-rings as shown in Fig. 3.5. The age of this

network with mini-rings is ∆r(n0)(m) = ∆r(m)+∆r(n0−m). From Section 3.4, the total

ages of the actual dismembered line network and the mini-ring approximation are

related as ∆r(n0)(m) ≤ ∆ℓ(n0)(m) ≤ 2∆r(n0)(m). Next, as an approximation to finding

m that maximizes (worst case jammer) and minimizes (most favorable jammer)

∆ℓ(n0)(m), we will find m that maximizes/minimizes ∆r(n0)(m) instead. We show in
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Figure 3.5: Jammer position on line network (a) most favorable, (b) most harmful.

Theorem 3.2 below that most harmful jammer cuts the link that separates the node

at the corner, and the most favorable jammer cuts the center link, as shown in

Fig. 3.5.

Theorem 3.2 In a ring, ∆r(n0)(m+1) ≤ ∆r(n0)(m), m ≤ n0

2
.

Proof: We have

∆r(n0)(m) −∆r(n0)(m+1) =
[
∆r(m) +∆r(n0−m)

]
−
[
∆r(m+1) +∆r(n0−m−1)

]
(3.15)

=
[
∆r(m) −∆r(m+1)

]
−
[
∆r(n0−m−1) −∆r(n0−m)

]
(3.16)

≥ 0 (3.17)

where the last inequality follows from Lemma 3.1, as m < n0 −m− 1 since we are

only considering m ≤ n0

2
. ■

Consider the original ring network of n nodes in Fig. 3.1(a) in the presence of ñ

jammers cutting ñ communication links. This results in ñ isolated line networks. Let

∆ℓ denote the average version age at in this dismembered ring, which is composed
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SS

(a) (b)

Figure 3.6: Jammer positions on a ring (a) most favorable, (b) most harmful.

of ñ line networks. Consider the alternate model, where all the ñ line networks are

replaced by their mini-ring versions, as shown in Fig. 3.6(a), and let ∆r denote the

average age of this alternate system. Then, from Section 3.4, we know that ∆ℓ is

bounded by constant multiples of ∆r.

From Theorem 3.2, the least harmful positioning of jammers for ∆r is the

equidistant placement around the ring, as shown in Fig. 3.6(a), since we can keep

switching a jammer’s position until it has equal size mini-rings on both sides. Like-

wise, the most detrimental positioning of jammers is if they cut adjacent links, as

shown in Fig. 3.6(b), which results in ñ− 1 isolated nodes and a single line network

of n− ñ+1 nodes. This is because from Theorem 3.2, presence of two line networks

of i1 and i2 nodes has lower age than presence of a single line network of i1 + i2 − 1

nodes and an isolated node.
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3.6 Average Age of Ring Network with Jammers

Lemma 3.2 (a)
∑n0

j=1

[∏j
k=1

1
k
n
+1

]
= O(

√
n).

(b) If n0 = ω(
√
n), then

∑n0

j=1

[∏j
k=1

1
k
n
+1

]
= Ω(

√
n).

Proof: We use x
1+x

≤ log(1+x) ≤ x and
∑j

k=1
k
n
= j(j+1)

2n
to bound

∑j
k=1 log

(
1+ k

n

)

and then exponentiate to obtain

e−
j2

n ≤
j∏

k=1

1

1 + k
n

≤ e−
j2

4n (3.18)

Then, we sum over j and use Riemann sums to obtain

∫ n0√
n

1√
n

e−
t2

C dt ≤ 1√
n

n0∑

j=1

e−
j2

Cn ≤
∫ n0√

n

0

e−
t2

C dt (3.19)

and note that
∫∞
0
e−

t2

C dt =
√
Cπ
2

for a constant C > 0. ■

3.6.1 Lower Bound on System Age

Theorem 3.3 For a ring network of n nodes with ñ = cnα jammers, where α ∈

[0, 1] and c is a scaling constant,

∆ℓ =





Ω(nα), α ≥ 1
2

Ω(
√
n), α < 1

2

(3.20)

Proof: Based on Section 3.5, to lower bound ∆r(≤ ∆ℓ), we consider the least detri-
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mental model of Fig. 3.6(a), where each node is a part of n0 = n
ñ
= 1

c
n1−α size

mini-ring, and hence all nodes have identical average age giving ∆r = ∆
r(n0)
1 .

For α < 1
2
, using Lemma 3.2(b) in (3.8) gives

∆
r(n0)
1 ≥ λs

λ

[
n0−1∑

j=1

j∏

k=1

1
k
n
+ 1

+
n

n0

n0∏

k=1

1
k
n
+ 1

]
≥Ω(

√
n) (3.21)

For α ≥ 1
2
, using (3.18) in (3.8) gives

∆
r(n0)
1 ≥λs

λ

[
0 + cnαe−

n2
0
n

]
= Ω(nα) (3.22)

where e−
n2
0
n = e−

n−(2α−1)

2c2 → 1 for large n. Since ∆ℓ is bounded by constant multiples

of ∆r, (3.20) follows. ■

3.6.2 Upper Bound on System Age

Theorem 3.4 For a ring network of n nodes with ñ = cnα jammers, where α ∈

(0, 1) and c is a scaling constant,

∆ℓ =





O(nα), α ≥ 1
2

O(
√
n), α < 1

2

(3.23)

Proof: To upper bound ∆r(≥ 1
2
∆ℓ), we consider the most detrimental model of

Fig. 3.6(b), which has ñ − 1 isolated nodes and a line network of n − ñ + 1 nodes.
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Then,

∆r =
(ñ− 1)∆

r(1)
1 + (n− ñ+ 1)∆

r(n−ñ+1)
1

n
(3.24)

Since ñ−1
n

≤ ñ
n
and n−ñ+1

n
=

n(1−cn−(1−α)+ 1
n
)

n
≤ 1, using (3.8), (3.18) and Lemma 3.2(a)

in (3.24) gives

∆r ≤ ñ
n

λsn

λ
+
n− ñ+ 1

n

λs
λ

[
O(

√
n) +

nce−
(n−ñ)2

4n

n− ñ+ 1

]
(3.25)

≤λs
λ

[
cnα +O(

√
n) + c

]
(3.26)

completing the proof. ■

3.7 Fully Connected Network

In the previous sections, we focused on the ring network, where each node only

communicates with its neighbors on both sides with rates λ
2
, and hence, there are

fewer links in the network carrying a larger load of information. In contrast, the fully

connected network exhibits the other extreme of network connectivity, where every

node communicates with every other node of the network where all links transmit

information at a lower rate of λ
n−1

; Fig. 3.1(b). We saw that version age scaling in

a ring network is robust up to O(
√
n) jammers. One would expect jammers to have

more success in the ring network compared to the fully connected network, since

jamming any link blocks a higher number of transitions in a ring. To investigate this

intuition, the first step is to find what the worst case configuration for ñ jammers in
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a fully connected network of n nodes is, and if the robustness of age scaling against

jamming is stronger than in ring networks.

To this end, we consider an alternate fully connected network, where inter-

node communications happen at rate λ
n
instead of λ

n−1
. Naturally, the age of this

modified network, which we will henceforth simply call the fully connected network,

is going to be an upper bound to the age of the original fully connected network,

since the links now have lower update rates, translating to fewer age-minimizing

updates on all the links, which can be verified from (3.1). Therefore, the robustness

of age scaling of this upper bound would imply robustness of age scaling in the

original network, and in the regime of large n, with λ
n−1

≈ λ
n
, expected ages in both

the networks would converge to each other.

A fully connected network in the absence of any adversary has
(
n
2

)
= n(n−1)

2

links. Therefore, choosing positions of ñ jammers in a fully connected network is

the same as placing n̄ =
(
n
2

)
− ñ links of rate λ

n
in a group of n isolated nodes, as in

Fig. 3.8.

Lemma 3.3 Consider an arbitrarily connected network of n nodes, where the long-

term expected version age at node ℓ is ∆ℓ. If a new link is introduced in this network,

then the long-term expected version age at node ℓ in the resultant network ∆̄ℓ satisfies

∆̄ℓ ≤ ∆ℓ, for all ℓ.

Proof: Heuristically, the presence of an additional link offers the network the oppor-

tunity to have more age-conformed transitions through this link, which would lead

to improved age at the nodes. Mathematically, assume that the additional link is in-
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i
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S ∪ {i}

Figure 3.7: (a) A new link (dotted line) is being added between node i and node
j, such that it increases the number of incoming link to the set S ∪ {i} (in orange
background) by one. (b) Node i of degree d, connected with d nodes of degree 1.

troduced between the previously disconnected nodes i and j, as shown in Fig. 3.7(a),

and consider a set S1 ⊆ N\{i, j}. Then, for sets of the form S = S1∪{i, j}, we will

have ∆̄S = ∆S, since repeated application of (3.1) yields identical set of recursive

equations for both ∆̄S and ∆S.

However, for sets of the form S = S1 ∪ {i}, we will have ∆̄S ≤ ∆S. This is

because the additional link (i, j) introduces additional terms of λij∆̄S∪{j} and λij

in the numerator and denominator, respectively, of the equation for ∆̄S obtained

from applying (3.1), compared to ∆S. Since S ⊂ S ∪ {j}, re-employing the trick

of (3.3)-(3.4), we use the inequality ∆̄S∪{j} ≤ ∆̄S in the numerator to get rid of

∆̄S∪{j} term and consequently ∆̄S ≤ ∆S can be verified again by the set of recursive

equations for ∆̄S and ∆S. Similarly, we can show for sets of the form S = S1 ∪ {j},

we will have ∆̄S ≤ ∆S. Finally, a single application of (3.1) for the sets of the form

S = S1 yields similar equation for both ∆̄S and ∆S, as S1 will have same neighbors

in both the networks.

Hence, for any set of nodes S, ∆̄S ≤ ∆S. The lemma follows from choosing

S = {ℓ}, ℓ ∈ N , such that there exists a path from node ℓ to either node i or node j
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in the original network. If no such path exists, then ∆̄ℓ = ∆ℓ, as the corresponding

set of recursive equations are identical in both networks and independent of the age

processes at node i or node j. ■

We define the degree of a node henceforth as the number of network nodes

(excluding the source node) connected to it. An interesting outcome of Lemma 3.3

is that the maximum possible age at a typical node i with degree d is obtained when

it is connected to d nodes of degree 1, as shown in Fig. 3.7(b). This is because,

deleting any link in Fig. 3.7(b) would cause node i not to have degree d anymore,

while adding more links would lower the age at the node i due to Lemma 3.3. In

this case, to compute the age ∆i at node i, note that the age processes at all the

nodes in the set {1, 2, . . . , d} have statistically similar age processes, and therefore,

without loss of generality, we will represent any subset of d1 nodes in this set, for

d1 ≤ d, by {1, . . . , d1}. In this case, ∆{i}∪{1,...,d1} can be characterized using (3.1) as

∆{i}∪{1,...,d1} =
λs +

(d−d1)λ
n

∆{i}∪{1,...,d1+1}
(d1+1)λ

n
+ (d−d1)λ

n

(3.27)

=
λs +

(d−d1)λ
n

∆{i}∪{1,...,d1+1}
(d+1)λ
n

(3.28)

where by iterative substitution of d1 = d, d− 1, . . . , 0, finally gives

∆i =
λs
λ

n

(d+ 1)

(
1 +

d−1∑

d2=0

d2∏

d1=0

d− d1
d+ 1

)
(3.29)

Note that if node i was isolated, meaning it had degree zero whereby it was

not connected to any other network node and only received packets from the source
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with rate λ
n
, then its age would be λs

λ
n. This implies that if d links are added to an

isolated node, then the age reduction at the node is lower bounded by Rd, where

Rd =

[
λs
λ
n

]
−
[
λs
λ

n

(d+ 1)

(
1 +

d−1∑

d2=0

d2∏

d1=0

d− d1
d+ 1

)]
(3.30)

=
λs
λ
n

[
1− 1

(d+ 1)

(
1 +

d−1∑

d2=0

d2∏

d1=0

d− d1
d+ 1

)]
(3.31)

Table 3.1 below lists coefficients of λs
λ
n in Rd values for d = 1, . . . , 22, where

Rd/
λs
λ
n has been rounded down up to two decimal points, thereby giving a further

lower bound.

d 1 2 3 4 5 6

Rd/
λs
λ
n 0.25 0.37 0.44 0.49 0.53 0.56

d 7 8 9 10 11 12

Rd/
λs
λ
n 0.59 0.61 0.63 0.64 0.66 0.67

d 13 14 15 16 17 18

Rd/
λs
λ
n 0.68 0.69 0.70 0.71 0.72 0.72

d 19 20 21 22
Rd/

λs
λ
n 0.73 0.74 0.74 0.75

Table 3.1: Rd/
λs
λ
n values (rounded down to nearest 2 decimal point number) for

d = 1, . . . , 22.

Notice in Table 3.1, how adding the first link causes an age drop of 0.25λs
λ
n,

but for larger d, adding additional links does not cause much reduction in the age

of a node. Thus, adding a new link to d degree node might cause less system age

drop instead of adding it to an isolated node.

Given all this machinery, we seek the configuration of n̄ links on a group of

n isolated nodes that would result in the highest total age (or average age) for the
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Figure 3.8: A network of n isolated nodes, where all unique network configurations
along with their corresponding values of

∑6
i=1 ∆i are presented when n̄ links are

added to this network, such that, n̄ = 1 in (a), n̄ = 2 in (b), (c), and n̄ = 3 in (d),
(e), (f), (g), (h). Links get consolidated and number of nodes engaged decreases
from left to right in each row.

network. Fig. 3.8 shows all possible configurations with number of links n̄ = 1, 2, 3,

along with the exact evaluation of their total age for the network. Since n̄ ≤ 3

links can engage with at most 6 distinct nodes, we focus on the total age of the set

of nodes {1, 2, . . . , 6}, as the remaining (isolated) nodes have the same total age of

∑n
i=7∆i = (n−6)λs

λ
n for all configurations of Fig. 3.8. Here ∆i, corresponding to the

expected age of node i, is computed through the set of recursive equations obtained

from (3.1). For example, in the case of Fig. 3.8(a), these recursive equations for
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nodes 1 and 4 are

∆{1,4} = 0.5
λs
λ
n ⇒ ∆1 = ∆4 = 0.5

λs
λ
n+ 0.5∆{1,4} = 0.75

λs
λ
n (3.32)

which give the age of nodes 1 and 4 each as 0.75λs
λ
n. For isolated nodes 2, 3, 5,

∆2 = ∆3 = ∆5 = ∆6 =
λs
λ
n (3.33)

Thus, the total age for {1, 2, . . . , 6} in this case is (0.75+0.75+1+1+1+1)λs
λ
n =

5.50λs
λ
n.

In each row of Fig. 3.8, all network configurations have the same number of

links, such that the number of nodes engaged by these links decreases from left to

right. For example in the third row, the left most configuration engages six nodes,

making their degree one, and the right most network engages three nodes, fully

interconnected amongst themselves, forming a mini-fully connected network (mini-

FC) of size three. We observe in each row that the total age of the network increases

from left to right with consolidation of the links to fewer engaged nodes, leaving

higher number of nodes isolated. We observed something similar in Section 3.5 for

the ring network, where the worst configuration involved consolidating all links in

one single line network thereby creating multiple isolated nodes, whereas the most

favorable configuration involved spreading the links more evenly around the ring.

If the network topology resulting from placing links of a set E containing n̄

links (i.e., |E| = n̄) is denoted by TE, such that the expected age of node i in the
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resultant network is denoted by ∆i(TE), then the optimization problem of interest

can be formally written as follows,

argmax
E:E⊆{(i,j):i,j∈N ,i ̸=j},|E|=n̄

∑n
i=1 ∆i(TE)

n
(3.34)

That is, we are interested in finding the optimal positions of the n̄ links that lead

to maximum age in the resultant network. Further, we are also interested in how

the average age scales as a function of network size n when the available number

of links n̄ is a function of n. However, in general for n-node network with n̄ links,

there are
((n2)
n̄

)
= O(n2/n̄) different possible network configurations, and unlike a

ring network where the dismembered components always exhibited line topology,

very complicated topologies can arise in an arbitrarily jammed fully connected net-

work. This makes it difficult to pick out the worst configuration due to the nature of

recursive equations which may require computation of ages of up to 2n unique sets

of nodes for deriving the age at all network nodes. Since finding the optimum con-

figuration is exponentially complex2, next we develop a greedy approach of placing

n̄ links with the goal of maximizing the average age in the resultant network.

3.7.1 Greedy Approach

In our greedy approach, instead of placing all n̄ links in one go, we place them in k̄

steps such that
(
k̄−1
2

)
≤ n̄ ≤

(
k̄
2

)
. At step k, we have a network of

(
k
2

)
links, in which

we place k new links in a manner that maximizes the total age of the resultant

2Note that we do not have a formal proof of the computational complexity of the optimization
problem in (3.34).
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network of
(
k+1
2

)
links. In Lemma 3.4 next, mini-FC (mini fully connected) of k

nodes corresponds to set of k ≤ n nodes where every node receives update packets

from the source with rate λ
n
and from each of the other k− 1 nodes with link of rate

λ
n
, such that the k nodes are fully connected amongst themselves.

Lemma 3.4 Consider a network of n nodes where k nodes are connected in a mini-

FC and n−k nodes are isolated. Given that we place k new links in this network, the

resultant network will have the maximum total network age when the new k links

are placed such that they connect a single isolated node to all the k nodes of the

mini-FC, resulting in a network where k + 1 nodes are connected in a mini-FC and

n− k − 1 nodes are isolated.

Proof: In a mini-FC of k nodes, the age at each node, using (3.1), is λs
λ
n
k

(∑k
j=1

1
j

)
.

Then, the total age in network of n nodes with k nodes connected in mini-FC and

n−k nodes isolated is

n∑

i=1

∆i = k × λs
λ

n

k

(
k∑

j=1

1

j

)
+ (n− k)× λs

λ
n (3.35)

=
λs
λ

(
n

(
k∑

j=1

1

j

)
+ n(n− k)

)
(3.36)

If k new links are added to this network in a manner that connects an isolated

node to the k nodes of this mini-FC, as in Fig. 3.9(a), the total age of the resultant
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Figure 3.9: k = 4 links are added to a network size k = 4 mini-FC and n − k = 5
isolated nodes. (a) All k links are placed such that they connect node k + 1 to all
nodes of mini-FC, thereby creating a network of size k+1 = 5 mini-FC and n−k = 4
isolated nodes. The degree of node k+1 is d = k. (b) The additional k links engage
multiple nodes, such that their sum of degrees d1 + d2 + d3 + d4 = 7 ≥ k.

network will be

n∑

i=1

∆i = (k + 1)× λs
λ

n

k + 1

(
k+1∑

j=1

1

j

)
+(n− k − 1)× λs

λ
n (3.37)

=
λs
λ

(
n

(
k+1∑

j=1

1

j

)
+ n(n− k − 1)

)
(3.38)

As a consequence of adding these k links, the total age of the system reduces by

R̄ =
λs
λ

(
n

(
k∑

j=1

1

j

)
+ n(n− k)

)
− λs

λ

(
n

(
k+1∑

j=1

1

j

)
+ n(n− k − 1)

)
(3.39)

=
λs
λ

(
n− n

1

k + 1

)
(3.40)

=
λs
λ
n

(
k

k + 1

)
(3.41)

We will now show that if the k links were instead added in any other manner,

the total age of the network would drop by more than R̄. Thus, starting with a

k node mini-FC and n − k isolated nodes, the worst (maximum age) configuration

that can be obtained is a k+ 1 node mini-FC and n− k− 1 isolated nodes, when k
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new links are added.

Without loss of generality, let the nodes of the mini-FC correspond to the set

of node indices {1, . . . , k}. Note that no new link can be placed between any two

nodes of this set, since all links in the mini-FC are already saturated. Hence, each

new link will engage at least one node in the set {k+1, . . . , n} of previously isolated

nodes. If all the k links were to engage exactly one isolated node, say node k + 1,

that would be possible only if the k links connect the single node k + 1 to all the

nodes {1, . . . , k} of the mini-FC, which just results in a network of k+1-size mini-FC

and n − k − 1 isolated nodes as described above. Hence, to prove Lemma 3.4, it

suffices to show that engaging two or more nodes from the set {k + 1, . . . , n} is not

optimal.

It is easy to see that engaging four or more nodes is not optimal. This is

because from Table 3.1, R1 = 0.25λs
λ
n, and from Lemma 3.3, Rd will be be an

increasing function of d, as a higher degree node has more links which reduces

the node age. Since engaging a node means making at least one link incident on

it, engaging four or more nodes would give a minimum system age reduction of

4×R1 =
λs
λ
n. This age reduction is more than (3.41), since R̄ ≤ λs

λ
n.

Next, we show that engaging three nodes is not optimal. Let the three engaged

nodes be k + 1, k + 2 and k + 3, such that their degrees after placing the k links

become d1, d2 and d3. Note that d1 + d2 + d3 ≥ k, where the equality holds when

each new link connects a node from set {k + 1, k + 2, k + 3} to a node in the set

{1, . . . , k}. The inequality comes from the fact that when a new link connects, say,

node k+1 and node k+2, it increments both degrees d1 and d2 by one, hence each
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such link gets counted twice, in degrees of both nodes, as shown in Fig. 3.9(b).

Consider the case of k = 7, where Table 3.2 lists all possible unique ways

of satisfying d1 + d2 + d3 = 7 and Rd1 + Rd2 + Rd3 represents the minimum age

reduction caused by turning three previously isolated nodes into nodes of degree

d1, d2 and d3. We can see in Table 3.2 that the system age reduction caused by

engaging three nodes will be greater λs
λ
n > R̄ in all configurations, when k = 7 and

d1 + d2 + d3 = 7. Note that the age reduction values in Table 3.2 are a lower bound

to the actual system age reduction, since we are only considering a lower bound to

the age reduction caused at three nodes of degree d1, d2 and d3, and we have not

accounted for the age reduction at nodes of the set {1, . . . , k} due to the new links.

d1 d2 d3 (Rd1 +Rd2 +Rd3)/
λs
λ
n

5 1 1 0.53 + 0.25 + 0.25 = 1.03
4 2 1 0.49 + 0.37 + 0.25 = 1.11
3 3 1 0.44 + 0.44 + 0.37 = 1.13
3 2 2 0.44 + 0.37 + 0.37 = 1.18

Table 3.2: Minimum age reduction with 3 node engagement and 7 additional links.

If d1 + d2 + d3 > 7, then the age reduction caused is even higher than the

values of Table 3.2, since Rd is an increasing function of d. Likewise k > 7 implies

d1 + d2 + d3 ≥ k > 7, and hence, age reduction is again higher than R̄. Finally,

for d1 + d2 + d3 < 7, we have numerically verified that the age reduction is always

more than R̄ = λs
λ
n
(

k
k+1

)
. For example, consider (d1, d2, d3) = (2, 1, 1), in which

case k ≤ 4 and R̄ ≤ 4
5
λs
λ
n since R̄ is an increasing function of k. From Table 3.1, in

this case Rd1 +Rd2 +Rd3 = (0.37 + 0.25 + 0.25)λs
λ
n = 0.87λs

λ
n ≥ 4

5
λs
λ
n ≥ R̄.

Next, we show that engaging two nodes is not optimal. In this case Table 3.3
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lists all possible pairs (d1, d2) satisfying d1+d2 = 23 and the corresponding minimum

age reduction caused by two nodes of degree d1 and d2, where we see Rd1 + Rd2 ≥

λs
λ
n > R̄ for all listed pairs (d1, d2). Hence, for d1 + d2 ≥ 23, we have a minimum

system age reduction of λs
λ
n > R̄. Further, for all d1+ d2 < 23, we have numerically

verified for all possible pairs that the system age reduction is higher than R̄, similar

to the three node case. Observe how in Table 3.2 and Table 3.3, when links are

more concentrated in d1, the lower bound for age reduction is poorer, but as links

get more evenly distributed amongst the engaged nodes, the age reduction lower

bound increases, which is in line with the general worstness of link consolidation

for the system age observed in ring networks in Section 3.5, and for fully connected

networks for n̄ ≤ 3 in Fig. 3.8.

d1 d2 (Rd1 +Rd2)/
λs
λ
n

22 1 0.75 + 0.25 = 1.00
21 2 0.74 + 0.37 = 1.11
20 3 0.74 + 0.44 = 1.18
19 4 0.73 + 0.49 = 1.22
18 5 0.72 + 0.53 = 1.25
17 6 0.72 + 0.56 = 1.28
16 7 0.71 + 0.59 = 1.30
15 8 0.70 + 0.61 = 1.31
14 9 0.69 + 0.63 = 1.32
13 10 0.68 + 0.64 = 1.32
12 11 0.67 + 0.66 = 1.33

Table 3.3: Minimum age reduction with 2 node engagement and 23 additional links.

Hence, engaging just one node yields the minimum possible age reduction,

which upon adding k links to the network of size k mini-FC and n − k isolated

nodes results in a network of size k + 1 mini-FC and n− k − 1 isolated nodes. ■
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Going back to our greedy approach, at step 1, we add one link to a network of

n isolated nodes, that creates a size-2 mini-FC and n − 2 isolated nodes. Next, at

step 2, the greedy approach adds two links with the goal of maximizing the age of

the resultant system of three links. From Lemma 3.4, we know that greedy approach

will engage just one additional node, resulting in a size-3 mini-FC, as in Fig. 3.8(h).

Similarly in later steps, the greedy approach will keep adding links in consolidated

manner that engages no more than one node at every step, leaving majority of nodes

isolated. At the last step, we just add the remaining links again to a single new

node.

However, it is not clear if the greedy approach gives the worst network configu-

ration over all possible network configurations with n̄ =
(
k+1
2

)
links, k ∈ {1, . . . , n−

1}, since Lemma 3.4 only compares all networks that have at least one size-k mini

FC and a total of
(
k+1
2

)
links, which is a subset of networks that can be created with

(
k+1
2

)
links. Though it is difficult to compare all network configurations, it would

be interesting to see if link placement by the greedy approach, which creates one

single mini-FC of size k, also results in higher total age than a network containing

multiple mini-FCs of smaller size with the same number of links; see Fig. 3.10.

We know that the total network age for network with size k mini-FC and n−k

isolated nodes is given by (3.36). Let us say that the links are instead arranged into

a m̄ clusters or mini-FCs of size k̄, m̄ > 1, such that the total numbers of links are
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Figure 3.10: (a) A network with n̄ = 6 links, consisting of one size k = 4 mini-FC
and 4 isolated nodes. (b) A network with n̄ = 6 links, consisting of m̄ = 2 clusters
of mini-FCs each of size k̄ = 3 and 2 isolated nodes.

the same in both cases,

m̄

(
k̄

2

)
=

(
k

2

)
⇒ k(k − 1)

k̄(k̄ − 1)
= m̄ > 1 (3.42)

Since the age at each node in a mini-FC of k̄ nodes is λs
λ
n
k̄

(∑k̄
j=1

1
j

)
, the total

network age in the second network configuration, e.g., see Fig. 3.10(b), would be

λs
λ

(
m̄k̄

n

k̄

(
k̄∑

j=1

1

j

)
+ (n− m̄k̄)n

)

=
λs
λ

(
k(k − 1)

k̄(k̄ − 1)
n

(
k̄∑

j=1

1

j

)
+ (n− k(k − 1)

k̄(k̄ − 1)
k̄)n

)
(3.43)

=
λs
λ

(
k(k − 1)

k̄(k̄ − 1)
n

(
−

k̄∑

j=1

j − 1

j

)
+ n2

)
(3.44)

≤ λs
λ

(
n

(
−

k∑

j=1

j − 1

j

)
+ n2

)
(3.45)

=
λs
λ

(
n

(
k∑

j=1

1

j

)
+ (n− k)n

)
(3.46)

where the inequality in (3.45) comes from 1
k̄(k̄−1)

(∑k̄
j=1

j−1
j

)
being a decreasing
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function of k̄, which in turn can be verified by comparing the expression for k̄

and k̄ + 1, and the expression in (3.46) is the same as (3.36). This shows that

consolidation of links into one big mini-FC results in higher total network age instead

of grouping the links into multiple smaller mini-FCs.

Next, we examine the robustness of the average age ∆ =
∑n

i=1 ∆i

n
of the network

that results from the remaining
(
n
2

)
− ñ links (after placing the ñ jammers) arranged

in a manner that creates the network suggested by the greedy approach.

Lemma 3.5 For a fully connected network of n nodes with ñ jammers placed such

that the remaining links are consolidated in accordance with the greedy approach, the

network continues to have ∆ = O(log n) so long as ñ = O(n log n).

Proof: First, let us consider the case where ñ is such that there are exactly n̄ =
(
k
2

)

links left in the network. Then, from (3.36), the average age in network formed

through greedy approach is

∆ =

∑n
i=1 ∆i

n
=
λs
λ

((
k∑

j=1

1

j

)
+ (n− k)

)
= O(log k) +O(n− k) (3.47)

where the harmonic series
∑k

j=1
1
j
exceeds the natural logarithm log k by Euler–Mascheroni

constant as limit k → ∞.

The age scaling in (3.47) will continue to be O(log n) if n− k = O(log n), i.e.,

k = n−O(log n), in which case the total number of links in the network will be

(
k

2

)
=
k(k − 1)

2
=

(n−O(log n))(n−O(log n)− 1)

2
(3.48)
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=
n2 −O(n log n)

2
=

(
n

2

)
− ñ (3.49)

i.e., the number of jammers ñ = O(n log n).

Conversely, if ñ = O(n log n) jammers are given, then
(
k
2

)
=
(
n
2

)
− ñ yields

k =
√
n2 −O(n log n) ≈ n−O(log n) (3.50)

where we used (1 − x)
1
2 ≈ 1 − x

2
for small x and the terms k

2
, n

2
are masked under

O(n log n). Substituting (3.50) in (3.47) gives ∆ = O(log n).

Next, let us say ñ is such that
(
k
2

)
<
(
n
2

)
− ñ <

(
k
2

)
+ k =

(
k+1
2

)
. Then, the age

of this network can be sandwiched between the age of the network with
(
n
2

)
−
(
k+1
2

)

jammers and
(
n
2

)
−
(
k
2

)
jammers, both of which still have O(n log n) average age. ■

Lemma 3.5 implies that the fully connected network is robust against n log n

jammers when the jammers are placed according to the network resulting from the

greedy approach. That is, both the original fully connected network and the jammed

fully connected network have average version age of log n so long as the number of

jammers is up to n log n.

Lemma 3.6 For a fully connected network of n nodes with ñ = cnα jammers, α ∈

(1, 2], placed in accordance with the greedy approach, the network has ∆ = O(nα−1).

Proof: The proof proceeds similar to (3.50). When ñ = cnα, α ∈ (1, 2), then similar
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Figure 3.11: Average age in ring network with n0.3 jammers

to (3.49), the size of the mini-FC denoted by k can be found as

k2 = n2 −O(nα) (3.51)

where all o(nα) terms are masked under the O(nα) term. Since in the regime of

large n, nα

n2 converges to zero, taking square root and using Taylor approximation,

we obtain

k ≈ n−O(nα−1) (3.52)

which, upon subsitution in (3.47) gives ∆ = O(nα−1). If instead ñ = cn2 with

c ∈ (0, 1
2
), then in the regime of large n, we have k2

2
= n2

2
− cn2, which gives

k = n
√
1− 2c. Hence, the second term in (3.47) is O(n), thereby completing the

proof. ■
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Figure 3.12: Average age in ring network with n0.8 jammers.

3.8 Numerical Results

We first validate the aforementioned bounds in the case of ring networks by perform-

ing real-time gossip protocol simulations for both dismembered ring and its altered

mini-ring model for three cases of jammer positions, a) most harmful or colluding

jammer positions, b) random jammer positions, and c) least harmful or favorable

jammer positions. For ñ = nα and λs
λ
= 1, Fig. 3.11 shows the average age plots as

a function of the network size n for α = 0.3. Since the number of jammers ñ must

be an integer, we choose ñ = ⌊n0.3⌋ and accordingly pick n = ⌈ñ1/0.3⌉, ñ ∈ N on

horizontal axis to have ñ increase consistently with n. In Fig. 3.11, we observe that

∆ℓ is closely approximated by its lower bound ∆r in all three cases and both fall

between
√

π
2

√
n+ e−

n(1−2×0.3)

2 n0.3 of (3.21) and n0.3 +
√

π
2

√
n of (3.25). Notice that

the (yellow) graph for the case of random jammer placements is irregular, since we
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Figure 3.13: Blue dots represent the average age of a network of n = 6 nodes for
all 8480 network configurations obtained by placing n̄ =

(
k
2

)
, k ∈ {1, . . . , n} links.

The red dots represent the average age when the links are added in accordance with
the greedy approach. The red dots coincide with the highest blue points for all n̄,
indicating that the greedy approach, in fact, provides the optimal placement of links
that results in maximum possible average age in a network of 6 nodes.

have not chosen any persistent pattern for the choice of jammer positions, unlike the

colluding and favorable positions cases. Nevertheless, the age in the former always

falls between the latter two extremes. We further note that, in the case of α = 0.8

plotted in Fig. 3.12, where the age values increase steeply owing to the presence of

larger number of jammers, the graphs look almost linear because as α approaches

1, nα begins to appear linear. Here again, ∆ℓ and ∆r almost overlap, and both fall

between n0.8 of (3.22) and n0.8 +
√

π
2

√
n of (3.25).

Next, we consider the case of fully connected networks. In Fig. 3.13, the blue

points correspond to the average age of network of n = 6 nodes for all
∑n

k=1

((n2)
(k2)

)
=

8480 network configurations that are possible with n̄ links, where we have picked

n̄ =
(
k
2

)
, k ∈ {1, . . . , n}. The red line corresponds to the average age when the
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Figure 3.14: Average age in fully connected network with n log n jammers placed in
accordance with the greedy method.

links are placed according to the greedy strategy, which outperforms all other link

placements in for a network of 6 nodes, which suggests that greedy approach may

be the optimal approach for placing n̄ links for maximum age deterioration.

Fig. 3.14 shows the average plot as a function of the network size n when the

number of jammers is ñ = n log n, placed in accordance with the greedy strategy.

The number of available links n̄ =
(
n
2

)
−ñ will be of the form

(
k
2

)
+c, c ∈ {0, 1, . . . , k−

1}, and we pick values of n for which c = 0 to have age increase consistently with

n, since the graph increases consistently only for fixed values of c. We observe that

the graph increases as 2 log n with k ≈
√
n2 − 2n log n ≈ n− log n, as predicted in

Lemma 3.5.

Fig. 3.15 shows the plot of k and n in red and blue line, respectively, where k

and n are related as
(
k
2

)
+ c =

(
n
2

)
−n log n, c ∈ {0, 1, . . . , k−1}, i.e., k is the largest

size of the mini-FC with n log n jammers. We observe that the difference between
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Figure 3.15: The blue line corresponds to the total number of nodes n in the network,
and the red line corresponds to the number of nodes k that are left as part of the
mini-FC when n log n jammers are placed on fully connected network in accordance
with the greedy method.
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Figure 3.16: Average age in fully connected network with n1.8 jammers placed in
accordance with the greedy method.

the two lines is very small, since they only differ by a log n term.

Finally, Fig. 3.16 shows the average age plot as a function of the network size
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n when the number of jammers is ñ = n1.8, choosing values of n that give c = 0 as

before. The average age increases steeply owing to the presence of a larger number

of jammers, and the graph looks almost linear because as α approaches 1, nα begins

to appear linear.

3.9 Conclusion

In this chapter, we first studied the effects of jamming attacks on the average age

of a ring network. We showed that when the number of jammers ñ scales as a

fractional power of the network size n, i.e., ñ = cnα, the average version age scales

as
√
n when α ∈

[
0, 1

2

)
, and as nα when α ∈

[
1
2
, 1
]
, implying that the version age

with gossiping is robust against up to
√
n jammers in a ring network, since version

age of a ring network without any jammers scales as
√
n. Along the way, we studied

average version age in line networks as well. We then studied the fully connected

gossip network, where we derived a greedy approach to place ñ jammers with the

goal to maximize the age of the resultant network, which involved using the ñ

jammers to isolate the maximum possible nodes, thereby consolidating all links into

a single mini-fully connected network. We showed in this network that the average

version age scales as O(log n) when ñ = O(n log n), and as O(nα−1), 1 < α ≤ 2,

when ñ = O(nα), implying that the network is robust against n log n jammers, since

version age of a fully connected network without jammers scales as log n. Our work

shows that connectivity improves resilience against jamming attacks and preserves

timeliness of disseminated information; while the ring network (the lowest end of
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connectivity) is able to neutralize up to
√
n jammers, the fully connected network

(the highest end of connectivity) is able to neutralize up to n log n jammers, in an

n-user gossip network.
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CHAPTER 4

Timestomping Vulnerability of Age-Sensitive Gossip Networks

4.1 Introduction

Sensor networks generally have limited resources, which prevents them from im-

plementing traditional computer security techniques, making them vulnerable to

adversarial attacks. Uncertain dynamics of such networks often force them to rely

on decentralized gossip protocols for information dissemination. In this work, we

consider the presence of an adversary in a gossip network, who corrupts the gos-

sip operation by manipulating the timestamps of some data packets flowing in the

network, a technique known as timestomping [89], with the goal of bringing about

staleness and inefficiency to the network. A timestomping attack can be launched

in many ways. For instance, a malicious insider node can deviate from the gossip

protocol and inject old packets by rebranding them as fresh packets via timestamp

manipulation, while maintaining the gossiping frequency to evade suspicion. Other

methods include meddler in the middle (MITM) attacks, where the adversary inserts

its node undetected between two nodes and manipulates communication, and eclipse

attacks where the adversary manipulates the target node by redirecting its inbound
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and outbound links away from legitimate neighboring nodes to adversary controlled

nodes, thereby isolating the node from the rest of the network, as encountered in

gossip based blockchain networks.

As per the notation followed throughout this chapter, given Ui(t) as the times-

tamp of the packet with node i at time t, the instantaneous age of information is

given by Xi(t) = t − Ui(t). The nodes wish to have access to the most up-to-date

information at all times, and therefore, are prompted to decrease Xi(t) by fetching

packets with more recent timestamps, e.g., with higher Ui(t), therefore a malicious

entity, through manipulation of timestamps of packets, can replace circulation of

fresh packets with outdated packets in the network.

Timestomping is often used by malware authors as an anti-forensics technique

to make files blend in with the rest of the system. In this work, an adversary uses

timestomping with the goal of worsening the expected age in the network. Consider

two nodes, A and B, that randomly come in contact to exchange information and

consider the presence of adversary at node A capable of altering timestamps of

all incoming and outgoing files. If node A is outdated compared to node B, the

adversary would be inclined to increase the timestamp of an outgoing packet from

node A to make it appear fresher so as to misguide node B into discarding its packet

in favor of a staler packet, and also, decrease the timestamp of an incoming packet

from node B so as to avoid its acceptance at node A. Conversely, if node A is

more up-to-date than node B, the adversary would reduce timestamps of outgoing

packets and increase timestamps of incoming packets to make node B reject fresher

files and node A accept staler files. More the manipulated timestamps digress away
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from their true value, higher are the chances of error in deciding which packet should

be discarded, since this decision is based on a comparison of timestamps. At time t,

the maximum error is caused when file timestamp is either changed to the current

time t or the earliest time 0. Thus, we consider an adversary, who, for each packet,

makes the decision of changing its timestamp to either t or 0. The adversary is

oblivious in that it does not look into a packet and see its actual timestamp1 .

Thus, the adversary changes the timestamp to either t or 0 probabilistically.

In this chapter, we consider gossip networks where an adversary captures a

node and manipulates the timestamps of packets coming into and going out of the

node, and demonstrate how network topology capacitates an adversary to influence

age scaling in a network. We show that in a fully connected network (FCN), see

Fig. 4.1, one infected node can single-handedly suppress the availability of fresh

information in a large network of n users employing a gossip protocol, and increase

the expected age from O(log n) found in [4] to O(n). In addition, we show that

the optimal action for the adversary is to always increase the timestamp of every

outgoing packet to t and decrease the timestamp of every incoming packet to 0, in

effect, preventing all incoming files from being accepted by the infected node and

actively persuading other nodes to always accept outgoing packets from the infected

node. Further, we show that if the the infected node is allowed to accept even a

small fraction of incoming packets from the network, then a large network can curb

1Even if the adversary sees the timestamp marked on a packet prior to altering it, the adversary
does not know the actual timestamp of the packets. The adversary cannot tell if the timestamp
marked on an encountered packet is the actual timestamp generated at the source, or a manipulated
timestamp in case the packet passed through the adversarial node previously, which makes it
difficult for the adversary to base its decision on these timestamps.
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the spread of stale files coming from the infected node by effectively lowering the

infected node’s age. These observations show how the fully connected nature of a

network can be both a benefit and a detriment for network staleness. Additionally,

we show that if the malicious node contacts only one other node instead of all nodes

of the network, see Fig. 4.3, the system age can still be degraded to O(n), which

highlights how little an effort is needed on the part of the adversary to bring down

the freshness of the entire network.

We then switch to the other end of the network connectivity spectrum and

analyze the unidirectional ring network (URN), see Fig. 4.4. As opposed to the

fully connected network, where each node uniformly at random contacts all nodes

of the network, in unidirectional ring each node devotes all its resources to establish

contact with just one other node. Here we show that the adversarial effect on age

scaling of a node is limited by its distance from the adversary, and the age scaling for

a larger fraction of the network still continues to be O(
√
n) irrespective of adversarial

policy. Note that in a unidirectional (or bidirectional) ring with no adversary, the

age scaling of a node follows O(
√
n) for a network size n. We show that the optimal

action for the adversary here again is to always increase the timestamp of every

outgoing packet to t and to decrease the timestamp of every incoming packet to 0,

similar to the fully connected network.

In the remainder of the chapter, we frequently make use of the following four

asymptotic notations: O(·), o(·), Ω(·) and ω(·) for big–O, little–o, big–Omega and

little–omega, respectively. If f(n) and g(n) are functions that map positive integers

to positive real numbers, then

102



• f(n) = O(g(n)) iff there exists a positive integer n0 and a positive constant c

such that f(n) ≤ cg(n) for all n ≥ n0.

• f(n) = o(g(n)) iff for any positive constant c, there exists a positive integer

n0 such that f(n) < cg(n) for all n ≥ n0, i.e., limn→∞
f(n)
g(n)

= 0.

• f(n) = Ω(g(n)) iff there exists a positive integer n0 and a positive constant c

such that f(n) ≥ cg(n) for all n ≥ n0.

• f(n) = ω(g(n)) iff for any positive constant c, there exists a positive integer

n0 such that f(n) > cg(n) for all n ≥ n0, i.e., limn→∞
f(n)
g(n)

= ∞.

For example, f(n) = 2n2 + 3n is O(n2), O(n3), o(n3), Ω(n), Ω(n2), Ω(1), ω(n) and

ω(1). For f(·) and g(·) to be of the same order, f(n) should be both O(g(n)) and

Ω(g(n)), for instance, f(n) is exactly order n2, since constant multiples of n2 serve

as both lower and upper bounds to f(n).

4.2 System Model and SHS Characterization

We first study a fully connected network (FCN), shown in Fig. 4.1, which comprises

a source and n user nodes N = {1, . . . , n}. The source, alternatively referred to

as node 0, is assumed to always posses the latest file packet and consequently has

zero age at all times. The nodes wish to acquire the most up-to-date file to lower

their average age from the source, who updates each user node as a Poisson process

with rate λ
n
. Further, a user node i randomly sends its current packet to a user

node j according to a Poisson process with rate λij =
λ
n−1

. Thus, all nodes send out
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Figure 4.1: Fully connected network of n nodes with an infected node.

updates after exponential inter-update times with a total rate λ. Let Uj(t) denote

the timestamp marked on the file stored at node j. Then, at the receiving node j,

the claimed timestamp of the incoming packet is compared with Uj(t) to determine

which packet should be kept. Note that a node always accepts an update from the

source which generates update packets with the current timestamp t.

We assume that the highest index node, node n, is under attack by an adver-

sary that manipulates the timestamps of all incoming and outgoing packets of node

n. In the following sections, we alternately refer to node n as the infected node

or adversarial node. For the outgoing packets, the adversary chooses to increase

the timestamp (to current time t) with probability p and decrease the timestamp

to 0 with probability 1 − p. Similarly, the adversary increases and decreases the

timestamp of incoming packets with probability 1 − q and q, respectively. We will

refer to the nodes in set NR = {1, . . . , n − 1} as regular nodes and node n as the

infected node. We assume that the infected node always accepts packets from the

source like other nodes, delivered to it with rate λ
n
, which helps the adversary evade
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suspicion of malicious activity by maintaining a remote contemporary relevance of

the contents of its manipulated packets.

We denote the long-term average age at node i by vi, where vi = limt→∞ E[Xi(t)],

and wish to study its extent of deterioration through timestomping. Note that the

actual instantaneous age at node i is Xi(t) = t−Ūi(t), where Ūi(t) indicates the true

packet generation time, which can be different from the claimed timestamp Ui(t)

if the file timestamp has been tampered with. For a set of nodes S at time t, let

XN(S)(t) indicate the actual instantaneous age of the node claiming to possess the

most recent timestamped packet in set S, i.e., XN(S)(t) = Xargmaxj∈S Uj(t)(t). We

define vS = limt→∞ E[XN(S)(t)]. Here we would like to point out that in a network

without adversary where all files are marked with true timestamps, XN(S)(t) reduces

to XS(t) = minj∈S Xj(t) defined in [4], since the node with the highest timestamp

will also have the lowest age in the set S.

Reference [4] demonstrates how stochastic hybrid system (SHS) models yield

linear equations useful for deriving long-term average age at nodes in a gossip net-

work of n users with any arbitrary topology. Due to the presence of a timestomping

adversary, we choose the continuous state for our SHS model as (XXX(t),UUU(t)) ∈ R2n,

where XXX(t) = [X1(t), . . . , Xn(t)] denotes the instantaneous ages at the n nodes

and UUU(t) = [U1(t), . . . , Un(t)] denotes the timestamps marked on the packets at

the n nodes at time t. The convenience of the SHS based age characterization

follows from the presence of a single discrete mode with trivial stochastic dif-

ferential equation (Ẋ̇ẊX(t), U̇̇U̇U(t)) = (111n,000n), where the age at each node grows at

unit rate when there is no update transfer, since the timestamps of the node
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packets do not change between such transitions. Consider a test function ψ :

R2n × [0,∞) → R that is time-invariant, i.e., its partial derivative with respect

to t is ∂ψ(XXX,UUU,t)
∂t

= 0, such that we are interested in finding its long-term ex-

pected value hψ = limt→∞ E[ψ(XXX(t),UUU(t), t)]. Since the test function only de-

pends on the continuous state values (XXX,UUU) and is time-invariant, for simplicity,

we will drop the third input t and write ψ(XXX,UUU, t) as ψ(XXX,UUU), which we assume

to flow according to the differential equation ψ̇(XXX(t),UUU(t)) = 1. Let L correspond

to the set of directed edges (i, j), such that node i sends updates to node j on

this edge according to a Poisson process of rate λij, with this transition reset-

ting the state (XXX,UUU) at time t to ϕi,j(XXX,UUU, t) ∈ R2n post transition. Defining

hψϕ(i, j) = limt→∞ E[ψ(ϕi,j(XXX(t),UUU(t), t))], [90, Thm. 1] yields

0 = 1 +
∑

(i,j)∈L

λij(hψϕ(i, j)− hψ) (4.1)

which is similar to derivations in [4], where the left side becomes 0 as expectations

stabilize. We will use this equation repeatedly by defining a series of time-invariant

test functions appropriate for our analysis. For more details, the reader is encouraged

to consult references [90] and [4].

4.3 Fully Connected Network

Note that packets arriving at infected node n from a node i ∈ NR with rate λ
n−1

Poisson process are accepted (or discarded) with probability 1− q (or q) when the

adversary changes timestamp of incoming packet to t (or 0) to make it appear fresh
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(or stale). This is equivalent to packets arriving at node n from node i with thinned

Poisson process with rate λin = (1−q)λ
n−1

such that these packets are always accepted.

The remaining packets are always discarded and have no effect on age dynamics of

the system. Similarly, as the outgoing packets from the infected node n are accepted

at node i ∈ NR with probability p, this is equivalent to node n sending packets with

timestamp t to node i with a thinned Poisson process of rate λni =
pλ
n−1

such that

these packets are always accepted. The rates λij for each transition (i, j) are

λij =





λ
n
, i = 0, j ∈ N

λ
n−1

, i, j ∈ NR

pλ
n−1

, i = n, j ∈ NR

(1−q)λ
n−1

, i ∈ NR, j = n

(4.2)

Thus, based on transition (i, j) at time t, the reset map ϕi,j(XXX,UUU, t) =

[X ′
1, . . . , X

′
n, U

′
1, . . . , U

′
n] can be described by

U ′
ℓ =





t, i = 0, j ∈ N , ℓ = j

max{Ui, Uℓ}, i, j ∈ NR, ℓ = j

t, i = n, j ∈ NR, ℓ = j

t, i ∈ NR, j = n, ℓ = j

Uℓ, otherwise

(4.3)
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and

X ′
ℓ =





0, i = 0, j ∈ N , ℓ = j

XN({i,ℓ}), i, j ∈ NR, ℓ = j

Xn, i = n, j ∈ NR, ℓ = j

Xi, i ∈ NR, j = n, ℓ = j

Xℓ, otherwise

(4.4)

Here, XN(S) = Xargmaxj∈S Uj
for state (XXX,UUU) and a subset of nodes S. Since

all regular nodes have statistically similar age processes, every arbitrary set Sk of k

regular nodes will have the same expected age vSk
, Sk ⊆ NR, with vS1 = v1. We pick

our first test function to be ψ(XXX,UUU) = XN(Sk), which is modified upon transition

(i, j) to ψ(ϕi,j(XXX,UUU, t)) = X ′
N(Sk)

. This in turn is characterized using (4.3) and (4.4)

as

X ′
N(Sk)

=





0, i = 0, j ∈ Sk, ℓ = j

XN(Sk∪{i}), i ∈ NR\Sk, j ∈ Sk, ℓ = j

Xn, i = n, j ∈ Sk, ℓ = j

XN(Sk), otherwise

(4.5)

To check if this test function satisfies ψ̇(XXX(t),UUU(t)) = 1, remember that Ẋ̇ẊX(t) =

111n and hence XN(Sk)(t) = Xargmaxj∈Sk
Uj(t)(t) grows at unit rate between transitions.
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Employing (4.1), this test function yields,

0 =1 +
kλ

n
(0− vSk

) +
(n− k − 1)kλ

n− 1
(vSk+1

− vSk
) +

kpλ

n− 1
(vn − vSk

) (4.6)

which upon rearrangment gives

vSk
=

1
kλ

+ n−k−1
n−1

vSk+1
+ pvn

n−1
1
n
+ n−k−1

n−1
+ p

n−1

(4.7)

Our second test function is simply ψ(XXX,UUU) = Xn, i.e., the age at infected

node, such that its (i, j) transition map is

X ′
n =





0, i = 0, j = n, ℓ = j

Xi, i ∈ NR, j = n, ℓ = j

Xn, otherwise

(4.8)

which upon proceeding similarly to (4.6) and (4.7), gives

vn =
1
λ
+ (1− q)v1
1
n
+ (1− q)

(4.9)

Our goal is to obtain an analytical expression for the expected age of a regular

node vS1 = v1, by making use of (4.7) and (4.9). We now proceed to analyze how the

choice of probabilities p and q by the adversary affects the expected age at regular

nodes in the regime of large n.
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4.3.1 FCN Case 1: p > 0, q = 1

These probabilities pertain to the case where the infected node blocks all incoming

packets from the regular nodes, and at the same time sends out packets with times-

tamps manipulated to t with rate pλ
n−1

to each regular node, misleading them into

accepting these packets.

Using 1
n
≤ 1

n−1
and p ≤ 1 in the denominator of (4.7) gives the following lower

bound

vSk
≥

1
kλ

+ n−k−1
n−1

vSk+1
+ pvn

n−1
2

n−1
+ n−k−1

n−1

(4.10)

Letting yk = vSk

n−k
n−1

in (4.10) gives

yk ≥
n− k

n− k + 1

(
yk+1 +

1

kλ
+

pvn
n− 1

)
(4.11)

Starting from y1 = v1, and successively substituting for y2, y3, . . . , yn−1, we obtain

v1 ≥
1

λ

n−1∑

k=1

n− k

nk
+ pvn

n−1∑

k=1

n− k

n(n− 1)
(4.12)

=
1

λ

n−1∑

k=1

1

k
− 1

λ

n− 1

n
+

pvn
n(n− 1)

n−1∑

k=1

k (4.13)

=Ω(log n) +
pvn
2

(4.14)

since
∑n−1

k=1
1
k
grows asymptotically as log n and 0 ≤ n−1

n
≤ 1. The vn in the second
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term can in turn be obtained by substituting q = 1 in (4.9), giving vn = n
λ
. Hence,

v1 ≥ Ω(log n) +
pn

2λ
= Ω(n) (4.15)

In other words, the age at a regular node in this case scales at least as n. In fact,

we next show that the age at a regular node in this case scales at most as n as well,

i.e., v1 is O(n).

We add 1
n−1

− p
n−1

− 1
n
= 1−np

n(n−1)
(which is ≤ 0 for large n) to the denominator

of (4.7) to get the following upper bound

vSk
≤

1
kλ

+ n−k−1
n−1

vSk+1
+ pvn

n−1
1

n−1
+ n−k−1

n−1

(4.16)

where we again employ yk = vSk

n−k
n−1

which gives

yk ≤ yk+1 +
1

kλ
+

pvn
n− 1

(4.17)

Here an iterative substitution for y2, y3, . . . , yn−1 with y1 = v1 yields

v1 ≤
1

λ

n−1∑

k=1

1

k
+ pvn (4.18)

Since
∑n−1

k=1
1
k
= O(log n) and vn = n

λ
= O(n), we conclude v1 is O(n).

To put this deterioration in age scaling into perspective, remember that in a

fully disconnected network with no gossiping [76], expected age at each node also

scales as O(n), to be exact, n
λ
, a fact that will come handy later.
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4.3.2 FCN Case 2: p = 0, q ≤ 1

In this case, the infected node accepts timestomped packets from the n− 1 regular

nodes with rate (1−q)λ
n−1

but effectively does not transmit any files, even when it

possesses the latest file, thereby limiting its contribution, positive or negative, to

the system age.

Substituting p = 0 in (4.7) gives

vSk
=

1
kλ

+ n−k−1
n−1

vSk+1

1
n
+ n−k−1

n−1

(4.19)

Again defining yk = vSk

n−k
n−1

, using n−k−1
n−1

≥ n−k−1
n

in the denominator gives yk ≤

n
n−1

(yk+1 +
1
kλ
). Since

(
n
n−1

)j ≤
(

n
n−1

)n−1
for j ≤ n− 1, an iterative substitution for

k = {1, . . . , n− 1} gives

v1 = y1 ≤
(

n

n− 1

)n−1
(
1

λ

n−1∑

k=1

1

k

)
= O(log n) (4.20)

where we employed limn→∞
(

n
n−1

)n−1
= e and

∑n−1
k=1

1
k
= O(log n). Hence, such an

adversary does not affect the network age scaling. Further, specifically for the case

of q < 1, using 1
n
≥ 0 in (4.9) gives

vn =
1
λ
+ (1− q)v1
1
n
+ (1− q)

≤ 1

λ(1− q)
+ v1 (4.21)

Hence vn scales as O(log n) similar to v1, which indicates that the deterioration

of age at the infected node itself is negligible as long as it accepts even a small
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fraction of incoming packets. For the case of q = 1, when infected node does not

accept any packets from the gossip process, (4.9) gives vn = O(n), since it behaves

as an isolated node.

4.3.3 FCN Case 3: p > 0, q < 1

In this case, the adversary partially both accepts and sends timestomped packets to

regular nodes. Here, we employ a combination of (4.18) and (4.21) to get

v1 ≤
1

λ

n−1∑

k=1

1

k
+ p

(
1

λ(1− q)
+ v1

)
(4.22)

which upon rearrangement gives

v1 ≤
1

(1− p)

(
1

λ

n−1∑

k=1

1

k
+

p

λ(1− q)

)
(4.23)

where
∑n−1

k=1
1
k
= O(log n). Hence, v1 scales as O(log n) and (4.21) provides that vn

also scales as O(log n). This case, in combination with Case 2, highlights how the

infected node fails to deteriorate the age scaling at regular nodes from O(log n) as

long as the infected node receives packets from the gossip network.

Before we end this section, we remark that the maximum age deterioration in

the network caused by the adversary happens when p = 1 and q = 1, i.e., a special

case of Case 1. To see this, we first note that O(n) age is achieved only when q = 1,

as can be seen by comparing all the three cases above. Thus, we take q = 1. When

q = 1, we have vn = n
λ
. To show the optimality of p = 1, we rewrite (4.7) as follows
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where we use vn and n
λ
interchangeably

vSk
=

1
kλ

+ n−k−1
n−1

vSk+1
+ pvn

n−1
1
n
+ n−k−1

n−1
+ p

n−1

(4.24)

=

(
1− 1 + 1

k

)
1
λ
+ n−k−1

n−1
(vn − vn + vSk+1

) + pvn
n−1

1
n
+ n−k−1

n−1
+ p

n−1

(4.25)

=
n

λ

(
1
n
+ n−k−1

n−1
+ p

n−1
1
n
+ n−k−1

n−1
+ p

n−1

)
+

(
−1 + 1

k

)
1
λ
+ n−k−1

n−1
(−vn + vSk+1

)
1
n
+ n−k−1

n−1
+ p

n−1

(4.26)

=
n

λ
−
(
1− 1

k

)
1
λ
+ n−k−1

n−1
(vn − vSk+1

)
1
n
+ n−k−1

n−1
+ p

n−1

(4.27)

Bringing vn = n
λ
to the left hand side, we obtain

vn − vSk
=

(
1− 1

k

)
1
λ
+ n−k−1

n−1
(vn − vSk+1

)
1
n
+ n−k−1

n−1
+ p

n−1

(4.28)

Substituting k = n− 1 yields

vn − vSn−1 =

(
1− 1

n−1

)
1
λ

1
n
+ p

n−1

(4.29)

Thus, vn − vSn−1 is positive and a decreasing function of p. Hence, vSn−1 is an

increasing function of p. Thereafter, using (4.28), we recursively show that vn−vSk
,

for k = n − 2, n − 3, . . . , 1, is a decreasing function of p, hence, vSk
for all k, is

an increasing function of p. Therefore, v1 = vS1 is an increasing function of p.

Hence, the age deterioration in the network caused by the adversary increases with

increasing p, and the maximum happens when p = 1.

Before we proceed to the next section, we would like to point out that actively

sending out packets with timestamp t can cause the malfunctioning node to be easily

114



0 2 4 6 8 10 12 14

ε

5

10

15

20

25

ex
p

ec
te

d
ag

e

Figure 4.2: Age as function of ϵ when timestamps of outgoing packets are changed
to t− ϵ instead of t by the timestomping adversary, for n = 50 nodes, λ = 1, p = 1.

detected, since it is a probabilistically unlikely event that the timestamp of a packet

from a node other than the source equals the current time t, i.e., a source-to-node and

node-to-node transmissions have occurred simultaneously. However, the adversary

could get around this detection mechanism by changing packet timestamps to t −

ϵ by choosing a small ϵ. Fig. 4.2 shows the age at a typical network node in a

fully connected network of n = 50 nodes, plotted as a function of ϵ, with the

adversary changing the timestamp of outgoing packets to t− ϵ instead of t. Though

this is analytically difficult problem, we observe from Fig. 4.2 that the impact of

the timestomping attack becomes lesser with increasing ϵ, as the decreasing age

improves the freshness of information at nodes. This aligns with our discussion in

the introduction, emphasizing that the more the manipulated timestamps deviate

from their true value, the higher the confusion in the network.
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Figure 4.3: MITM attack on fully connected network of n nodes.

4.4 MITM Attack on Fully Connected Network

In previous sections, the adversarial node was in direct contact with all other nodes

due to the fully connected nature of the network (relevant in context of eclipse

attacks or node capture attacks), and the adversary could raise the system age

to O(n) using probabilities p = 1 and q = 1, effectively sending out all packets

with timestamp t and not accepting any packets from the gossip process. Here,

an interesting question to ask is, if the network could do better if the adversary

instead had access to only one node. To this end, we consider the network model

of Fig. 4.3, where the adversary, which we will refer to as node A, intercepts the

updates to node n coming from the source. In turn, the adversary sends updates

with its total rate λ, after changing the timestamps of every outgoing packet to the

current time, only to node n (this corresponds to meddler-in-the-middle (MITM)

attack on a single link).

Clearly the expected age at the adversary, denoted by vA, scales as O(n) since

it is isolated from the gossip network and only receives updates from the source with
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rate λ
n
. The two reset maps useful for our analysis are

X ′
N(Sk∪{n}) =





0, i = 0, j ∈ Sk, ℓ = j

XN(Sk+1∪{n}), i ∈ NR\Sk, j ∈ Sk ∪ {n}, ℓ = j

XA, i = A, j = n, ℓ = j

XN(Sk∪{n}), otherwise

(4.30)

and

X ′
N(Sk)

=





0, i = 0, j ∈ Sk, ℓ = j

XN(Sk+1), i ∈ NR\Sk, j ∈ Sk, ℓ = j

XN(Sk∪{n}), i = n, j ∈ Sk, ℓ = j

XN(Sk), otherwise

(4.31)

We claim vSk∪{n} ≥ vA
2
, a loose lower bound that is trivially verified with

induction as follows. Invoking (4.1) regarding (4.30) for k = n− 1 results in

vSn−1∪{n} =
1
λ
+ vA

n−1
n

+ 1
≥ O(1) +

vA
2

≥ vA
2

(4.32)

which verifies the claim for k = n − 1. Next, we assume that the claim holds for

k + 1, i.e., vSk+1∪{n} ≥ vA
2
, and verify for k. Invoking (4.1) regarding (4.30) for
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k ≤ n− 2 and using 1
λ
> 0 in the numerator and k

n
≤ 1 in the denominator gives

vSk∪{n} =
1
λ
+ (k+1)(n−1−k)

n−1
vSk+1∪{n} + vA

k
n
+ (k+1)(n−1−k)

n−1
+ 1

(4.33)

≥
(k+1)(n−1−k)

n−1
vSk+1∪{n}

(k+1)(n−1−k)
n−1

+ 2
+

vA
(k+1)(n−1−k)

n−1
+ 2

(4.34)

≥
(k+1)(n−1−k)

n−1
vA
2

(k+1)(n−1−k)
n−1

+ 2
+

2vA
2

(k+1)(n−1−k)
n−1

+ 2
(4.35)

=
vA
2

(4.36)

Finally, we re-invoke (4.1) for (4.31) which results in

vSk
=

1
kλ

+ n−k−1
n−1

vSk+1
+

vSk∪{n}
n−1

1
n
+ n−k−1

n−1
+ 1

n−1

(4.37)

Let yk = vSk

n−k
n−1

, using 1
n−1

≈ 1
n
for large n, (4.37) becomes

yk =
n− k

n− k + 1

(
yk+1 +

1

kλ
+
vSk∪{n}

n− 1

)
(4.38)

≥ n− k

n− k + 1
yk+1 +

(n− k)vSk∪{n}

(n− k + 1)(n− 1)
(4.39)

Starting from y1 = v1, we substitute for y2, y3, . . . , yn−1 and use vSk∪{n} ≥ vA
2

to

obtain

v1 ≥
1

n(n− 1)

n−1∑

k=1

(n− k)vSk∪{n} (4.40)

≥ vA
2n(n− 1)

n−1∑

k=1

(n− k) =
vA
4

(4.41)
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Figure 4.4: Unidirectional ring comprising n−1 regular nodes and an infected node.

Hence, v1 scales at least as O(n) for all regular nodes. This result is far from

intuitive, for it brings home the point how an adversary, with so little an effort as

sending tampered packets to just one node, can bring down the freshness of an entire

large gossip network.

4.5 Unidirectinal Ring Network

We now consider the resource constrained unidirectional ring network (URN), shown

in Fig. 4.4, which represents the other end of the network connectivity spectrum.

This network differs from the fully connected network in the sense that each node

uses its entire rate λ to transmit packets to a single node, i.e., node i only transmits

to node j = (i mod n)+1. The source node, referred to as node 0, always possesses

the latest file packet, which it transmits to each user node in the set N = {1, . . . , n}

according to a Poisson process with rate λ
n
. The nodes accept all packets coming

from the source since it generates update packets with current timestamp t. We

refer to node n as the infected node and nodes in the set NR = {1, . . . , n − 1} as
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regular nodes. Similar to Section 4.2, the oblivious adversary increases timestamps

to current time t of outgoing and incoming packets with probabilities p and 1 − q,

respectively. Effectively this means that packets arrive at the infected node n from

node n − 1 according to a thinned Poisson process with rate (1 − q)λ while the

infected node n sends packets to node 1 according to a thinned Poisson process with

rate pλ. The rates λij for each transition (i, j) are given as

λij =





λ
n
, i = 0, j ∈ N

λ, i ∈ NR\{n− 1}, j = i+ 1

pλ, i = n, j = 1

(1− q)λ, i = n− 1, j = n

(4.42)

Thus, based on transition (i, j) at time t, the reset map ϕi,j(XXX,UUU, t) =

[X ′
1, . . . , X

′
n, U

′
1, . . . , U

′
n] can be described by

U ′
ℓ =





t, i = 0, j ∈ N , ℓ = j

max{Ui, Uℓ}, i ∈ NR\{n− 1}, j = i+ 1, ℓ = j

t, i = n, j = 1, ℓ = j

t, i = n− 1, j = n, ℓ = j

Uℓ, otherwise

(4.43)
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and

X ′
ℓ =





0, i = 0, j ∈ N , ℓ = j

XN({ℓ−1,ℓ}), i ∈ NR\{n− 1}, j = i+ 1, ℓ = j

Xn, i = n, j = 1, ℓ = j

Xn−1, i = n− 1, j = n, ℓ = j

Xℓ, otherwise

(4.44)

Keeping in mind that for state (XXX,UUU) and subset S = {m − k + 1, . . . ,m},

XN(S) = Xargmaxj∈S Uj
chooses the age of the node claiming to possess the packet

with the latest timestamp among the set of k contiguous nodes, we wish to find the

long-term average age vm at node m, where vm = limt→∞ E[Xm(t)]. To this purpose,

for some k ∈ {1, . . . ,m− 1}, the following test function will be useful

X ′
N({m−k+1,...,m}) =





0, i = 0, j ∈ Sk, ℓ = j

XN({m−k,...,m}), i = m− k, j = m− k + 1,

ℓ = j

XN({m−k+1,...,m}), otherwise

(4.45)

Using (4.1), (4.42) and (4.45), we get the following recursive equation

v{m−k+1,...,m} =
1 + λv{m−k,...,m}

λ+ kλ
n

=
1
λ

1 + k
n

+
v{m−k,...,m}

1 + k
n

(4.46)
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Note that when k = 1, v{m−k+1,...,m} = v{m,...,m} = vm, since XN({m}) = Xm.

Solving together the set of equations obtained by substituting in (4.46) all values of

k ∈ {1, . . . ,m− 1}, we obtain

vm =
1

λ

m−1∑

j=1

j∏

k=1

1

1 + k
n

+ v{1,...,m}

m−1∏

k=1

1

1 + k
n

(4.47)

The next test function of interest then is

X ′
N({1,...,m}) =





0, i = 0, j ∈ Sk, ℓ = j

Xn, i = n, j = 1, ℓ = j

XN({1,...,m}), otherwise

(4.48)

which combined with (4.1) and (4.42) gives

v{1,...,m} =
1 + pλvn

pλ+ mλ
n

(4.49)

Clearly

1 + pλvn

λ+ mλ
n

≤ v{1,...,m} ≤
1 + pλvn

p(λ+ mλ
n
)

(4.50)

which coupled with (4.47) gives

1

λ

m∑

j=1

j∏

k=1

1

1 + k
n

+ pvn

m∏

k=1

1

1 + k
n

≤ vm ≤ 1

pλ

m∑

j=1

j∏

k=1

1

1 + k
n

+ vn

m∏

k=1

1

1 + k
n

(4.51)
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The last useful test function is

X ′
n =





0, i = 0, j ∈ Sk, ℓ = j

Xn−1, i = n− 1, j = n, ℓ = j

XN({1,...,m}), otherwise

(4.52)

which combined with (4.1) and (4.42) gives

vn =
1 + (1− q)λvn−1

(1− q)λ+ λ
n

=
1
λ

1− q + 1
n

+
(1− q)vn−1

1− q + 1
n

(4.53)

Before we move forward to analyze the adversarial effect on age scaling at

regular nodes for different cases of probabilities p and q, we state the following two

lemmas that will be helpful in our derivations. Lemma 4.1 and Lemma 4.2 below are

refined and generalized versions of [76, Lemma 2]. Our results are more precise and

general as they allow summations to go up to an arbitrary n0 which is a function of

n and give order-wise exact expressions.

Lemma 4.1 Let n0 = ω(
√
n), then

∑n0

j=1

(∏j
k=1

1
1+ k

n

)
is both O(

√
n) and Ω(

√
n).

Proof: Since

x

1 + x
≤ log(1 + x) ≤ x (4.54)
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we choose x = k
n
to get

k
n

1 + k
n

≤ log

(
1 +

k

n

)
≤ k

n
(4.55)

k

2n
≤ k

n+ k
≤ log

(
1 +

k

n

)
≤ k

n
(4.56)

Summing over k gives

1

2

j∑

k=1

k

n
≤

j∑

k=1

log

(
1 +

k

n

)
≤

j∑

k=1

k

n
(4.57)

Using
∑j

k=1
k
n
= j(j+1)

2n
and j2

2n
≤ j(j+1)

2n
≤ j2

n
gives the following bounds

j2

4n
≤

j∑

k=1

log

(
1 +

k

n

)
≤ j2

n
(4.58)

Note that

− log

( j∏

k=1

1

1 + k
n

)
=

j∑

k=1

log

(
1 +

k

n

)
(4.59)

and therefore, raising all sides to negative exponent in (4.58) gives

e−
j2

n ≤
j∏

k=1

1

1 + k
n

≤ e−
j2

4n (4.60)

and consequently

1√
n

n0∑

j=1

e−
j2

n ≤ 1√
n

n0∑

j=1

( j∏

k=1

1

1 + k
n

)
≤ 1√

n

n0∑

j=1

e−
j2

4n (4.61)
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Figure 4.5: Line network transformations of unidirectional ring.

Finally, note that, for any constant C, using upper and lower Riemann sums, we

get

∫ n0√
n

1√
n

e−
t2

C dt ≤ 1√
n

n0∑

j=1

e−
j2

Cn ≤
∫ n0√

n

0

e−
t2

C dt (4.62)

Hence, for n0 = ω(
√
n) and for large n,

1√
n

n0∑

j=1

e−
j2

Cn =

∫ ∞

0

e−
t2

C dt =

√
Cπ

2
(4.63)

Thus, (4.61) results in
∑n0

j=1

(∏j
k=1

1
1+ k

n

)
being both O(

√
n) and Ω(

√
n). ■

Lemma 4.2 Let n0 = O(
√
n), then

∑n0

j=1

(∏j
k=1

1
1+ k

n

)
is O(

√
n).

The proof of Lemma 4.2 follows similarly to the proof of Lemma 4.1.

We now analyze how the choice of probabilities p and q by the adversary in

unidirectional ring affect the expected age at regular nodes in the regime of large n.
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4.5.1 URN Case 1: p > 0, q = 1

This corresponds to the case where the infected node n does not receive anything

from the gossip process but sends out packets, with timestamps manipulated to

current time t, to node 1 according Poisson process with rate pλ. Since the network

topology under consideration is a unidirectional ring, this case essentially converts

the ring network of Fig. 4.4 into the line network model shown in Fig. 4.5(a). In

this case, (4.53) gives vn = n
λ
= O(n), since the infected node is an isolated node

that only receives updates from the source. Further, from (4.51) we have

1

λ

m∑

j=1

j∏

k=1

1

1 + k
n

+ p
n

λ

m∏

k=1

1

1 + k
n

≤ vm ≤ 1

pλ

m∑

j=1

j∏

k=1

1

1 + k
n

+
n

λ

m∏

k=1

1

1 + k
n

(4.64)

The presence of adversary at node n breaks the symmetry in the ring and the

age processes at all the regular nodes are no longer statistically similar. Therefore

we analyze how expected age vm scales at node index m, where m scales as a specific

function of network size n.

URN Case 1(a): m = O(n
1
2 ). For the first term in the bounds of (4.64), we

know that
∑m

j=1

∏j
k=1

1
1+ k

n

is O(
√
n) from Lemma 4.2. The second term in (4.64)

has product of n and
∏m

k=1
1

1+ k
n

. From (4.60), we know e−
m2

n ≤ ∏m
k=1

1
1+ k

n

≤ e−
m2

4n .

Since m = O(
√
n), for any constant C, e−

m2

Cn converges to a non-zero constant for

large n, making the second term O(n). Hence, we conclude from the second term

of (4.64) that vm is both O(n) and Ω(n), and expected age at node m scales as n.

URN Case 1(b): m = Ω(n
1
2
+ϵ), ϵ > 0. In this case, Lemma 4.1 provides that
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∑m
j=1

∏j
k=1

1
1+ k

n

is both O(
√
n) and Ω(

√
n). Further, for any constant C, both e−

m2

Cn

and ne−
m2

Cn converge to 0 as n becomes large. Hence, the first term of (4.64) provides

that expected age at node m scales as
√
n, and thus, vm is both O(

√
n) and Ω(

√
n).

URN Case 1(c): m = Ω(n
1
2
+ϵ(n)), ϵ(n) = logα+log logn

2 logn
, α > 0. This case

gives a flavor of the transitional behavior between Case 1(a) and Case 1(b) above.

From (4.60),
∏j

k=1
1

1+ k
n

scales as e−
j2

βn , β ∈ [1, 4], and consequently, the expres-

sion n
∏m

k=1
1

1+ k
n

in the second term in the upper bound and lower bound of (4.64)

becomes

n
m∏

k=1

1

1 + k
n

≈ ne−
m2

βn = ne−
αn logn

βn = nn−α
β = n1−α

β = n1−γ (4.65)

When 1− γ > 1
2
, which is true for smaller values of α, then the expected age vm at

node index m scales as n1−γ, since the first term in the bounds of (4.64) is at most

O(
√
n).

4.5.2 URN Case 2: p = 0, q ≤ 1

This corresponds to the case where no timestomped packets are effectively injected

into the gossiping process, since all packets sent by the infected node n carry a

timestamp of 0 causing them get rejected at the receiving node 1, even when the

received packet has fresh content. This effectively converts the ring network of

Fig. 4.4 into the line network of Fig. 4.5(b). We now analyze how absence of a

contributing node before node 1 affects scaling behaviour of the expected age at

other regular nodes of the network. In this case, (4.49) becomes v{1,...,m} = n
mλ
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which transforms (4.47) into

vm =
1

λ

(
m−1∑

j=1

j∏

k=1

1

1 + k
n

+
n

m

m−1∏

k=1

1

1 + k
n

)
(4.66)

We now look at expected age vm when m scales as a specific function of network

size n.

URN Case 2(a): m = o(
√
n). The first term in (4.66) is O(

√
n) from

Lemma 4.2. The second term can be bounded from above and below by expres-

sions of form n
m
e−

(m−1)2

Cn due to (4.60), where C is some constant. In this case, in

the regime of large n, e−
(m−1)2

Cn converges to e0 = 1, and hence, the age scaling in

this case is determined by the fraction n
m

and is at least ω(
√
n). For example, if

m = nα, α ∈ [0, 1
2
), then vm scales as O(n1−α) and Ω(n1−α).

URN Case 2(b): m = Ω(
√
n). Here in (4.66), Lemma 4.1 provides that

∑m−1
j=1

∏j
k=1

1
1+ k

n

is O(
√
n). Further n

m
e−

(m−1)2

Cn is O(
√
n), since e−

(m−1)2

Cn converges to

a constant and n
m

is O(
√
n).

4.5.3 URN Case 3: p > 0, q < 1

This corresponds to the case where the infected node both partially receives packets

from node n− 1 and partially sends packets to node 1 carrying timestamps manip-

ulated to t. This case is particularly interesting, for it highlights how the adversary

fails to deteriorate age scaling at regular nodes when it both sends and receives

packets via gossiping at the same time.

We see from (4.53) that vn is dependent on vn−1, which in turn can be obtained

128



using a combination of (4.47) and (4.49) as follows

vn−1 =
1

λ

n−2∑

j=1

j∏

k=1

1

1 + k
n

+ v{1,...,n−1}

n−2∏

k=1

1

1 + k
n

(4.67)

=
1

λ

n−2∑

j=1

j∏

k=1

1

1 + k
n

+
1 + pλvn

pλ+ (n−1)λ
n

n−2∏

k=1

1

1 + k
n

(4.68)

thereby giving vn−1 in terms of vn, which can be plugged back into (4.53) as

vn =
1
λ

1− q + 1
n

+
(1− q)

1− q + 1
n

×
(
1

λ

n−2∑

j=1

j∏

k=1

1

1 + k
n

+
1 + pλvn

pλ+ (n−1)λ
n

n−2∏

k=1

1

1 + k
n

)
(4.69)

to obtain age of vn as

vn =
1

λ
.

1
1−q+ 1

n

1− (1−q)
(1−q)+ 1

n

(
p

p+
(n−1)

n

∏n−2
k=1

1
1+ k

n

)

+
1

λ
.

(1−q)
1−q+ 1

n

(∑n−2
j=1

∏j
k=1

1
1+ k

n

+ 1

p+
(n−1)

n

∏n−2
k=1

1
1+ k

n

)

1− (1−q)
(1−q)+ 1

n

(
p

p+
(n−1)

n

∏n−2
k=1

1
1+ k

n

) (4.70)

Using (1−q)
(1−q)+ 1

n

≤ 1 and
∏n−2

k=1
1

1+ k
n

≤ 1, we obtain the following upper bound

vn ≤ 1

λ
.

1
1−q+ 1

n

+

(∑n−2
j=1

∏j
k=1

1
1+ k

n

+ 1

p+
(n−1)

n

)

1−
(

p

p+
(n−1)

n

) (4.71)

We first find the age scaling at the infected node vn in the regime of large

network size n. The bounds n−1
n

≥ 1
2
for n ≥ 2, 1

1−q+ 1
n

≤ 1
1−q , and

∑n−2
j=1

∏j
k=1

1
1+ k

n

≤
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∑n
j=1

∏j
k=1

1
1+ k

n

provide the following further simplification of the upper bound

vn ≤ 1

λ
.

1
1−q +

(∑n
j=1

∏j
k=1

1
1+ k

n

+ 1
p+ 1

2

)

1−
(

p

p+ 1
2

) (4.72)

Since q < 1 and p > 0 in this case, the above mentioned bound comprises

primarily constants and age is thus determined by the term
∑n

j=1

∏j
k=1

1
1+ k

n

, which

is O(
√
n) from Lemma 4.1. Hence, irrespective of how large q is, the age at the

infected node still scales as O(
√
n) instead of O(n). This observation is similar

to what was seen in fully connected networks, where we observed that when the

infected node accepts packets via gossiping, then the gossip network brings down

the age of the infected node from O(n) to O(log n) characteristic of fully connected

networks, the analogue of which is O(
√
n) for the unidirectional ring.

Now, we proceed to see how age scales at a typical regular node on the ring,

for which we consider individual terms in the upper and lower bound of (4.51). The

first term comprises
∑m

j=1

∏j
k=1

1
1+ k

n

which is O(
√
n) irrespective of node index m

from Lemmas 4.1 and 4.2. The second term contains a product of vn and
∏m

k=1
1

1+ k
n

,

where the former is O(
√
n) from (4.72) and the later is bounded from (4.60) by

e−
m2

4n ≤ 1. Hence, vm is O(
√
n) for each node index m.

4.5.4 Key Insights

URN Case 2 highlights an interesting attribute of the expected age in the unidirec-

tional ring. Upon cutting one node-to-node link on the ring, while the age still scales

as O(n) at the first exposed node, it transitions (more gradually in URN Case 2
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than URN Case 1 ) to O(
√
n) until m = o(

√
n), after which it stays at O(

√
n) for

the rest of the ring. Note that in the absence of any adversary or jammed link, [76]

shows that age scales as
√
n at all nodes of a unidirectional ring. Though node 1

in URN Case 2 could not receive any packets from the gossip process and had to

rely on occasional updates from the source, the missing link before node 1 affects

the age in only the initial portion of the ring and for nodes of higher indices the

age still scales as O(
√
n). Further, we note that vn is O(

√
n) for q < 1 and O(n)

for q = 1 in URN Case 2, this can be obtained by noting that vn−1 = O(
√
n) from

URN Case 2(b) since n− 1 = Ω(
√
n), and using 1

n
≥ 0 in (4.53).

Finally, its worthwhile to note that the maximum age deterioration in the

unidirectional ring is caused when the adversary chooses to actively send out pack-

ets with timestamp t to the following node 1 and reject all incoming packets from

preceding node n − 1, i.e., q = 1 and p = 1, a special case of URN Case 1, and

therefore it represents the preferred attack method for the adversary in the unidi-

rectional ring. This is because vn = n
λ
= O(n) and for this case v{1,...,m} in (4.49)

(and consequently vm in (4.47)) turns out to be an increasing function of p, a fact

that can be verified by taking first derivative of v{1,...,m} in (4.49) with respect to p,

which justifies choice of p = 1. Further, in URN Case 1, which corresponds to q = 1,

the expected age vm is O(n) for significantly larger portion of the ring than in URN

Case 2, where the expected age vm reduces form O(n) to O(
√
n) more gradually.

Finally, we note that for any meaningful age scaling deterioration, the adversary

must choose between URN Case 1 and URN Case 2, i.e., the infected node should

either not accept packets at all but only inject packets in the gossiping process, or
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Figure 4.6: Node capture attack on fully connected network with p = 0.5 and q = 1.
(a) Linear-linear, (b) linear-log (c) log-log plot of expected age at various nodes as
afunction versus network size n, demonstrating that expected age increases linearly
with network size when q = 1.

not inject any packets at all and thereby limit its contribution completely. A mix of

these two actions is not optimal, as seen in URN Case 3, where age scales as O(
√
n)

at all nodes.2

2Another interesting network to study is the bidirectional ring network, where each node trans-
mits packets to two other nodes with rate λ

2 . In the absence of any adversarial actions, it is known
that both unidirectional and bidirectional ring networks have exactly the same age for all n [76].
Though it would be interesting to see in the presence of adversarial actions, if the infected node
still fails to propagate its effect on age scaling of a large portion of the network, the manipulated
timestamps and lack of symmetry in the network due to the presence of an adversary make it
particularly difficult to analyze the bidirectional ring, and we leave it as a future direction for now.
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Figure 4.7: Node capture attack on fully connected network with p = 0 and q = 0.5.
(a) Linear-linear, (b) linear-log (c) log-log plot of expected age as a function versus
network size n, demonstrating that expected age scales as O(log n).

4.6 Numerical Results

We first provide numerical results for all three cases of Section 4.3 corresponding to

fully connected networks (FCNs), choosing λ = 1 for the purposes of this section.

Fig. 4.6 shows the expected age at a regular node v1 and the infected node vn in

FCN Case 1, employing choice of probabilities p = 0.5 and q = 1. The age at the

infected node vn in red color grows as n
λ
as expected from (4.9) by plugging q = 1.
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Figure 4.8: Node capture attack on fully connected network with p = 0.5 and
q = 0.5. (a) Linear-linear, (b) linear-log (c) log-log plot of expected age as a function
versus network size n, demonstrating that expected age scales as O(log n).

The age at a regular node v1 in blue color grows linearly as O(n) and lies broadly

between pvn and pvn
2
, as suggested by (4.14) and (4.18).

Fig. 4.7 shows the expected ages v1 and vn for FCN Case 2, using p = 0 and

q = 0.5. The red and blue curves are roughly separated by a distance of about

1
λ(1−q) ≈ 2, given our choice of λ = 1 and q = 0.5, as suggested in (4.21), and both

scale as logarithmically, with v1 ≤ e log n as suggested in (4.20).

Finally, we plot v1 and vn for FCN Case 3 in Fig. 4.8, choosing p = 0.5 and q =
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0.5. Again the red and blue curves are roughly separated by a distance of 1
λ(1−q) ≈ 2

as suggested in (4.21). Both v1 and vn scale as O(log n), with v1 ≈ 2(log n + 1) as

suggested in (4.23).

Fig. 4.9 shows the expected age at different nodes for Section 4.4 when the

adversary is positioned between the source and a node in a fully connected network,

i.e., MITM attack. The green line shows the lower bound vA
4

of (4.41), where the

age at a regular node v1 lies above this lower bound. Adversary age vA grows as

n
λ
= O(n) by virtue of being an isolated node. Finally, though (4.36) yields a loose

lower bound of vA
2
, the graph shows that the age at the node that is in contact with

the adversary, vn, closely follows adversary age vA.

Next, we present the set of numerical results for all three cases of Section 4.5

corresponding to unidirectional ring networks (URNs). Fig. 4.10 demonstrates how

expected age vm scales with network size n for various index functions discussed in

URN Case 1. Notice that the data points are concentrated more towards the left

side of the graph. This is because we choose node index m = ⌊n0.3⌋ casusing m

to change value only when ⌊n0.3⌋ changes its integer value, motivating us to choose

n = ⌈ℓ 1
0.3 ⌉, ℓ ∈ N to have m increase consistently with n.

Clearly, the vn in red color grows as n
λ

as stated in URN Case 1. Next,

we see that when m = n0.3 = O(n
1
2 ), the expected age vm in yellow color scales

almost as n since e−
m2

Cn converges to 0 for larger values of n, which is in accordance

with URN Case 1(a). URN Case 1(b) is represented by the green curve, where

m = n0.8 = Ω(n
1
2
+ϵ) for ∀ϵ ∈ (0, 0.3], and the corresponding vm scales as 1.25

√
n

similar to a unidirectional ring network without adversary of [76]. The blue curve
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Figure 4.9: MITM attack on fully connected network of n nodes.
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Figure 4.10: Node capture attack on unidirectional ring with p = 0.5 and q = 1.

shows URN Case 1 as a transition case between URN Case 1(a) and URN Case 1(b).

For choice of parameters p = 0.5, q = 0.5 and α = 0.25, vm is dictated primarily by

the second term of (4.64) to be n0.875 with β ≈ 2 as supported by (4.65).

Fig. 4.11 demonstrates how expected age vm scales for various index functions

discussed in URN Case 2. The blue curve represents URN Case 2(a) for choice of

α = 0.3, and the term n0.7 primarily dictates expected age vm form = n0.3. Likewise

the yellow curve represents URN Case 2(a) for choice of α = 0.4, causing vm to

dominantly follow n0.6, which illustrates how the age scaling behaviour gradually

transitions across node indices in URN Case 2. Lastly, the green curve exemplifies
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Figure 4.11: Node capture attack on unidirectional ring with p = 0 and q = 0.5.
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Figure 4.12: Node capture attack on unidirectional ring with p = 0.5 and q = 0.5.

how for n0.8 = Ω(
√
n), vm is practically unaffected by the presence of the adversary

in URN Case 2(b) and vm scales as approximately 1.25
√
n similar to a unidirectional

ring network without adversary in [76].

Lastly, for URN Case 3, we observe in Fig. 4.12 that the expected age scales

as O(
√
n) at all nodes of the network. In accordance with (4.53), the red curve vn

closely follows the green curve vm for m = n0.8, which almost scales as 1.25
√
n since

all nodes of higher indices are almost unaffected by the adversary. Since packets are

sent in a fixed direction around the ring, the blue curve representing vm for m = n0.3

has higher expected age than vn at the infected node, owing to the presence of extra
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first term in (4.51).

4.7 Conclusion

In this chapter, we first studied the effects of timestomping attacks on the age of

gossip in a large fully connected network. We showed that one infected node in such

a network can increase the age at all other nodes from O(log n) to O(n) through

timestamp manipulation. Further, we showed that the optimal behavior for the

adversary is to reset the timestamps of all outgoing packets to current time thereby

disguising them as current packets and of all incoming packets to an outdated time

to prevent their acceptance at the infected node. We showed that if the adversary

allows the infected node to accept even a very small fraction of the incoming packets

from the network, then a large network can manage to curb the spread of stale

files coming from the infected node and pull the network age back to O(log n).

Additionally, we showed that if an infected node contacts only a single node instead

of all nodes of the network, the system age can still be degraded to O(n). We then

analyzed the unidirectional ring network, where we showed that the adversarial

effect on age scaling of a node is limited by its distance from the adversary, and the

age scaling for a large fraction of the network continues to be O(
√
n), unchanged

from the case with no adversary. We showed that the optimal behavior for the

adversary is again to reset the timestamps of all outgoing packets to current time

and of all incoming packets to an outdated time. Finally, we would like to point

out that between these two network extremes representing very high and very low
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connectivity, there is a whole gamut of networks potentially exhibiting diverse age

scaling behavior, which we plan to work on as future research direction.
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CHAPTER 5

Misinformation Spread in Gossip Networks: The Influence

of Transmission Mutations

5.1 Introduction

In this chapter, we attempt to characterize spread of misinformation in an age-based

gossip network [5], where information at the source node gets updated according to

a Poisson process with rate λe; Fig. 5.1. We associate a version number with each

information generated at the source, such that the version number of the current

information at the source gets incremented by one post each source update. The

source forwards its latest version to the network of n nodes, N = {1, . . . , n}, ac-

cording to a Poisson process with rate λs, choosing the destination node uniformly

at random from N each time. The network nodes wish to have access to the lat-

est possible version of information, and therefore, each node only stores the latest

version of information it has received so far and gets rid of all older information

packets. Further, the nodes gossip with their neighboring nodes to further improve

the timeliness of information in the network, whereby each node sends updates to

its neighbors according to a Poisson process with rate λ.
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Figure 5.1: Fully-connected gossip network of n nodes with information probabilis-
tically mutating into misinformation during inter-node gossip.

The source always communicates accurate information to network nodes, how-

ever, there is a possibility of information getting mutated during inter-node trans-

missions in the network. This could either be because the sender node is not always

honest and sometimes deliberately tampers with the information before forward-

ing it, or the information packet could get corrupted during transmission process.

An example for this problem setting could be software distribution to end-users,

where the software vendor always provides reliable versions or iterations of software

packages to users, however if the users instead obtain a software version from their

neighboring users, they might occasionally receive an incorrectly functioning or even

harmful version of the software. Other examples could be real-time news dissemina-

tion in a region with truth getting mutated in inter-personal gossip, or smart sensor

networks where occasionally noisy measurements are transmitted.
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Network nodes want information that is both fresh and accurate. In this

chapter, we the use version age of information metric to characterize the freshness of

information at nodes. If Vs(t) corresponds to version number of the packet prevailing

at the source at time t and Vi(t) corresponds to the version number marked on the

packet present at node i, then the instantaneous version age of information at node

i at time t is defined as Xi(t) = Vs(t) − Vi(t). Further, we use Ti(t) to denote the

accuracy of information at node i, with Ti(t) = 1 implying node i has accurate

information (alternatively referred to as the truth), and Ti(t) = 0 implying that

node i has inaccurate information (alternatively referred to as misinformation).

Whenever node i receives a packet, it compares the version number of the

received packet with the version number of the packet in its possession, and if the

version numbers are different, then node i discards the staler packet and keeps the

fresher packet. However, node i does not prima facie know whether the piece of

information it has received is the truth or not, or if it is different from the sender’s

information or not. Therefore, if the information already present at node i and the

received information have the same version numbers, node i just keeps the infor-

mation it trusts the most, say based on performance of software in the software

distribution example, or measurement noise detected in smart sensor network ex-

ample. We consider two models of information exchange in this work, where in

the first model, if one of the packets contains accurate information (i.e., the truth),

then node i would keep that packet, i.e., truth prevails over misinformation in this

model. In the second model, we assume the opposite scenario, wherein misinfor-

mation prevails over truth, i.e., between the two packets corresponding to the same
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version, the one with false information prevails. It was shown in [91] that false

information diffuses significantly farther, faster, and deeper in social networks than

the truth, since false news is more novel than true news, and people are more likely

to share novel information, which serves as a motivation for our second model of

information exchange. For both models, we wish to know what fraction of nodes

are misinformed.

Traditionally, the analysis of gossip algorithms is done using the epidemic

model of data spread [92] where the quantity of interest is dissemination time of a

fixed message or set of messages to all nodes of the network [71–75,93,94]. Likewise,

misinformation literature [95–100] also treats misinformation as a virus, such that

users can become infected upon exposure, consequently turning them into spreaders.

This allows for interpretation of misinformation spread as epidemic models like SIS

and SIR, and the quantity of interest here is how long misinformation survives in a

network. Though both gossip and misinformation spread are essentially information

diffusion processes, the goals in the two cases are different, since rapid and complete

spread of an update is preferred in the former.

Since this chapter considers the subject of misinformation in timely gossip

networks, the work most closely related to this work is [101], which studies the

conditions under which the majority rule based estimation of time-varying binary

valued source can cause incorrect source estimation or misinformation at network

nodes. Further, there is a connection to Chapter 4, where an adversary alters times-

tamps of packets, rebranding old packets as fresh and fresh packets as old, with the

goal to replace circulation of fresh packets with outdated packets in the network,
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thereby corrupting the gossip process. This chapter is also related to Chapter 6,

which considers a network model with two sources, such that the information ob-

tained from one source is considered more reliable than the other source, where we

study the prevalence of unreliable information in the gossip network.

Our goal is somewhat similar to Chapter 6, as we are interested in finding

what fraction of user nodes on average in the network have the truth and what is

the version age of information at user nodes. However, in Chapter 6, once a packet

is created at one of the sources, the packet information does not change during the

packet diffusion process, whereas in the current chapter, information is suscepti-

ble to mutating into misinformation during inter-node transmissions. Further, in

Chapter 6, network nodes know if a particular packet has originated at the reliable

source or the unreliable source, which allows nodes to consider a freshness-reliability

trade-off. However, in the current work, nodes do not know whether a received in-

formation is the truth or not. In this respect, we model the information mutation

problem as a stochastic hybrid system (SHS), and study the dependency of our

results on various network parameters. We observe that when truth prevails over

misinformation, very high or very low gossiping rates help curb misinformation, and

misinformation spread is higher with moderate gossiping rates. On the other hand,

when misinformation prevails, misinformation rises with increased gossiping.
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5.2 System Model and SHS Characterization When Truth Prevails

Over Misinformation

The system model consists of source node (node 0), that gets version updates with

rate λe, and n user nodes N = {1, . . . , n} that wish to have access to accurate

and latest possible version of information. The source sends version updates to

node i ∈ N on (0, i) link according to a thinned Poisson process with rate λs
n
. For

i, j ∈ N , node i sends updates to node j according to a thinned Poisson process

with rate λ
n−1

. The source possesses accurate and latest information at all times,

i.e., T0(t) = 1 and X0(t) = 0, for all t. The source always communicates the truth

to the user nodes, i.e., information does not mutate on (0, i) links. However, the

user nodes are not always honest. When node i sends a packet to node j on link

(i, j) at time t, node i either honestly forwards the information in its possession with

probability 1− p or alters the contents of the packet to send misleading information

with probability p, spreading misinformation in the latter case. When node j receives

a packet from node i at time t, Tj(t) and Xj(t) are reset according to the following

state reset protocol:

• If Xi(t
−) > Xj(t

−), node j rejects the incoming packet and Tj(t), Xj(t) pair

remains unchanged, since node j already has the fresher packet.

• If Xi(t
−) < Xj(t

−), the incoming packet corresponds to a fresher version,

hence node j replaces its packet with the incoming packet. Note that node j

does not know if node i was honest or not, or the received packet is the truth
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or not. Hence Xj(t) = Xi(t
−), and

Tj(t) =





Ti(t
−), node i is honest,

0, node i is not honest.

(5.1)

• If Xi(t
−) = Xj(t

−), both packets are equally fresh and Xj(t) remains un-

changed. Further, in this first model, truth prevails over misinformation when

two information packets of the same version are encountered and either of

them carries the truth. The accuracy of the incoming packet is Ti(t
−) if node

i is honest in its communication, and 0 if node i is dishonest, while the version

age of incoming packet is Xi(t
−) in both cases. Hence,

Tj(t) =





max{Ti(t−), Tj(t−)}, node i is honest,

Tj(t
−), node i is not honest.

(5.2)

Note that when node i communicates its information honestly to other nodes,

it might lead to spread of misinformation if node i was misinformed before

communication (Ti(t
−) = 0), i.e., honesty in communication does not imply

delivery of the truth.

At time t, fraction of the users which possess the truth is,

F (t) =
T1(t) + T2(t) + . . .+ Tn(t)

n
. (5.3)

To evaluate the expected fraction of users with truth, F = limt→∞ E[F (t)], we model
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(Ti(t), Xi(t))

(0, Xi(t))

(1− p) λ
n−1

p λ
n−1

node i node j

Figure 5.2: The green packet depict the packet actually stored at the node i. The
orange packet depicts a mutated copy of the green packet, hypothetically available
at node i at all times.

the problem as an SHS. Note that node i essentially sends its packet to node j with

honesty according to a thinned Poisson process with rate (1 − p) λ
n−1

or sends a

mutated copy of its packet according to a thinned Poisson process with rate p λ
n−1

.

For ease of exposition, we assume that instead of creating a mutated copy of its

packet at the time of transmission, node i stores a mutated copy of its packet at

all times, i.e., each node is assumed to store two packets (see Fig. 5.2). In Fig. 5.2,

the green packet represents the packet actually present at node i, having accuracy

of Ti(t) and version age of Xi(t), and the orange packet represents a mutated copy

of the green packet, hypothetically stored at the node, having accuracy of 0 (since

it is a misleading packet) and version age Xi(t). We are interested in finding the

accuracy and version age of the green packets at all nodes. Essentially, now node i

sends its green packet to node j with rate (1−p) λ
n−1

and its orange packet with rate

p λ
n−1

. Upon receiving a packet from node i, if node j chooses to keep the received

packet as per the state reset protocol (thereby forming a new green packet at node

j), then a new orange packet is also immediately created by mutating the new green

packet, such that both the new packets have the same version age/number.
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We now proceed to the SHS characterization, where we select the contin-

uous state as (TTT (t),XXX(t)) ∈ R2n, where TTT (t) = [T1(t), . . . , Tn(t)] and XXX(t) =

[X1(t), . . . , Xn(t)] denote the instantaneous accuracy and instantaneous version age,

respectively, of the green packets stored at the n user nodes at time t. Transition

(i, j, h) is said to take place when node i sends a packet to node j, with h = 1

depicting that node i sent its green packet (i.e., communicated its packet honestly)

and h = 0 indicating node i sent its orange packet (i.e., communicated a misleading

packet), with transition (0, 0, 1) representing an update at the source. The SHS

operates in a single discrete mode with the continuous state obeying the differential

equation (Ṫ̇ṪT (t), Ẋ̇ẊX(t)) = 0002n. The set of transitions for this SHS is

L = {(0, 0, 1)} ∪ {(0, i, 1) : i ∈ N} ∪ {(i, j, h) : i, j ∈ N , h ∈ {0, 1}}, (5.4)

such that the transition (i, j, h) resets a state vector (TTT ,XXX) at time t to ϕi,j,h(TTT ,XXX, t) ∈

R2n post transition. The rates λijh for each transition (i, j, h) are as follows,

λijh =





λe, i = 0, j = 0, h = 1

λs
n
, i = 0, j ∈ N , h = 1

(1− p) λ
n−1

, i, j ∈ N , h = 1

p λ
n−1

, i, j ∈ N , h = 0,

(5.5)

Next, we define some variables that will be useful in our analysis later. Given

a set of nodes A ⊆ N and a continuous state (TTT ,XXX), we define XA = minj∈AXj,
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with XA = ∞ if A = ∅. Let V (A) = {j : Xj = minj1∈AXj1} denote the set of

nodes with the lowest version age (note that both the green and orange packets at

each node have the same version age). Consider another set of nodes B, such that

A ∩B = ∅, i.e., the sets are disjoint. We define TA,B as follows:

• If XA ≤ XB and 1 ∈ {Tj : j ∈ V (A)}, then TA,B = 1. For all other cases,

TA,B = 0.

Essentially, if we were to collect all the green packets from nodes in set A and

all the orange packets from nodes in set B, and pick the freshest packets from this

collection of green and orange packets, such that one of these freshest packets happen

to have accuracy of 1, then TA,B = 1. Clearly, if XA > XB, then all the freshest

packets are orange packets, which have accuracy of 0. Further, even if XA ≤ XB, no

green packet is guaranteed to have the truth, since the nodes in V (A) could have been

misinformed by their previous senders. With these definitions, based on transition

(i, j, h) at time t, the reset map to ϕi,j,h(TTT ,XXX, t) = [T ′
1, . . . , T

′
n, X

′
1, . . . , X

′
n] ∈ R2n

can be described as

T ′
ℓ =





1, i = 0, j ∈ N , h = 1, ℓ = j

T{i,ℓ},∅, i, j ∈ N , h = 1, ℓ = j

T{ℓ},{i}, i, j ∈ N , h = 0, ℓ = j

Tℓ, otherwise,

(5.6)
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and

X ′
ℓ =





Xℓ + 1, i = 0, j = 0, h = 1, ℓ = j

0, i = 0, j ∈ N , h = 1, ℓ = j

min{Xi, Xℓ}, i, j ∈ N , h = 1, ℓ = j

min{Xi, Xℓ}, i, j ∈ N , h = 0, ℓ = j

Xℓ, otherwise.

(5.7)

In the next section, we pick a series of test functions ψ : R2n × [0,∞) → R

that are time-invariant (consequently we will drop the third input t and write

ψ(TTT ,XXX, t) as ψ(TTT ,XXX)), satisfying ψ̇(TTT (t),XXX(t)) = 0, such that their long-term

expected value E[ψ] = limt→∞ E[ψ(TTT (t),XXX(t), t)] will be useful for analysis later.

Defining E[ψ(ϕi,j,h)] = limt→∞ E[ψ(ϕi,j,h(TTT (t),XXX(t), t))], [90, Thm. 1] yields

0 =
∑

(i,j,h)∈L

(E[ψ(ϕi,j,h)]− E[ψ])λijh, (5.8)

where the left side is set to zero due to dE[ψ(TTT (t),XXX(t),t)]
dt

= 0 at large t as the expectation

stabilizes. For more details, the reader is encouraged to look at references [5, 90].
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5.3 Misinformation and Version Age Derivations When Truth Pre-

vails Over Misinformation

Since the accuracy status evolution process and version age evolution process are

statistically identical for all user nodes, in the following analysis, the sets Ak and

Bm correspond to arbitrary sets of k and m user nodes with Ak ∩ Bm = ∅. Our

first test function is ψ(TTT ,XXX) = TAk,Bm , which is modified upon transition (i, j, h) to

ψ(ϕi,j,h(TTT ,XXX, t)) = T ′
Ak,Bm

and can be characterized using (5.6), (5.7) and (5.8) as

follows,

T ′
Ak,Bm

=





1, i = 0, j ∈ Ak, h = 1

1{TAk,∅=1,XAk
=0}, i = 0, j ∈ Bm, h = 1

TAk,Bm+1 i ∈ N\(Ak ∪Bm), j ∈ Ak ∪Bm, h = 0

TAk,Bm+1 i ∈ N\(Ak ∪Bm), j ∈ Bm, h = 1

TAk+1,Bm i ∈ N\(Ak ∪Bm), j ∈ Ak, h = 1

TAk+1,Bm−1 i ∈ Bm, j ∈ Ak, h = 1

TAk,Bm otherwise.

(5.9)

In (5.9), the effect of transition i ∈ N\(Ak ∪ Bm), j ∈ Bm, h = 1 is interesting.

Though node i sends its green packet to node j (as h = 1 implies honest commu-

nication), TAk,Bm is only concerned with the orange packet at node j, which always

maintains an accuracy status of 0. Hence, for the purposes of TAk,Bm , it appears as
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if node i sent its orange packet to potentially replace the orange packet at node j.

Since |N\(Ak ∪ Bm)| = n − k − m and |Bm| = m, there are (n − k − m)m such

unique transitions, each with rate λ
n−1

. Let us define

tk,m = lim
t→∞

E[TAk,Bm(t)], (5.10)

ck = lim
t→∞

E[1{TAk,∅(t)=1,XAk
(t)=0}]. (5.11)

Then, using (5.8) with (5.9), we obtain

0 =(1− tk,m)k
λs
n

+ (ck − tk,m)m
λs
n

+ (tk,m+1 − tk,m)(n− k −m)(pk +m)
λ

n− 1

+ (tk+1,m − tk,m)(1− p)(n− k −m)k
λ

n− 1

+ (tk+1,m−1 − tk,m)(1− p)km
λ

n− 1
, (5.12)

which upon rearrangement gives,

tk,m =
1

(k +m)λs
n
+ (n− k −m)(k +m) λ

n−1
+ (1− p)km λ

n−1

×
(
k
λs
n

+ ckm
λs
n

+ tk+1,m(1− p)(n− k −m)k
λ

n− 1

+ tk,m+1(pk +m)(n− k −m)
λ

n− 1

+ tk+1,m−1(1− p)km
λ

n− 1

)
(5.13)
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Note that since Ak and Bm are disjoint sets in (5.9), only tk,m satisfying k ≥ 0,m ≥

0, k+m ≤ n are encountered. For example, (5.13) might at first give an impression

that tn,0 is dependent on tn+1,0. However N\(Ak ∪ Bm) = ∅ for (k,m) = (n, 0),

hence there are no transitions of type i ∈ N\(Ak ∪ Bm), j ∈ Bm, h = 1 in (5.9),

making the coefficient of tn+1,0 zero in (5.13). Likewise the coefficients of tn,1 and

tn+1,−1 are also zero, giving tn,0 = 1 from (5.13).

Our next test function is ψ(TTT ,XXX) = 1{TAk,∅=1,XAk
=0}, which has the following

(i, j, h) transition map,

1
′
{TAk,∅=1,XAk

=0} =





0, i = 0, j = 0, h = 1

1, i = 0, j ∈ Ak, h = 1

1{TAk+1,∅=1,XAk+1
=0}, i ∈ N\Ak, j ∈ Ak, h = 1

1{TAk,∅=1,XAk
=0}, otherwise.

(5.14)

Here, if there is a node j ∈ Ak storing a green packet with accuracy 1 and version

age 0, i.e., the freshest truth, then 1{TAk,∅=1,XAk
=0} will remain 1 irrespective of any

type of transition, since all incoming packets to such node j will be discarded in

accordance with the state reset protocol of Section 5.2. If 1{TAk,∅=1,XAk
=0} = 0, then

the only way this test function can change value is if the latest truth is honestly

communicated to a node in Ak (i.e., a green packet containing the latest truth is

communicated), captured by the second and third cases of the reset map in (5.14).
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t1,0 t2,0 t3,0 t4,0

t1,1

t1,2

t1,3

t2,1

t2,2

t3,1

Figure 5.3: Solving tk,m with dynamic programming for n = 4.

The corresponding linear equation from (5.14) using (5.8) is,

0 =(0− ck)λe + (1− ck)k
λs
n

+ (ck+1 − ck)(1− p)k(n− k)
λ

n− 1
, (5.15)

which upon rearrangement gives,

ck =
k λs
n
+ ck+1(1− p)k(n− k) λ

n−1

λe + k λs
n
+ (1− p)k(n− k) λ

n−1

. (5.16)

Since the laws of accuracy and age processes at all user nodes are the same, from

(5.3) we get that the long-term expected fraction of nodes with truth is F =

limt→∞ E[T1(t)] = t1,0.

Therefore, for computation of F , we first solve for ck using (5.16), starting

from k = n, with cn = λs
λe+λs

and successively substituting for k = n− 1, . . . , 1 in an

iterative fashion. Once we have computed all ck, we compute tk,m using (5.13) in a

dynamic programming fashion, shown in Fig. 5.3. Since in (5.13) tk,m depends on

tk+1,m, tk,m+1 and tk+1,m−1, starting with tn,0 = 1, we solve tr−s,s following the order

r = n, . . . , 1 and s = 0, 1, . . . , r − 1, to reach t1,0 = F at the end, as further guided
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by the arrows along the diagonals in Fig. (5.3).

Next, we come to test functionXAk
= minj∈Ak

Xj, with vk = limt→∞ E[XAk
(t)].

The (i, j, h) transition map can be written as follows,

X ′
Ak

=





XAk
+ 1, i = 0, j = 0, h = 1

0, i = 0, j ∈ Ak, h = 1

XAk+1
, i ∈ N\Ak, j ∈ Ak, h = 1

XAk+1
, i ∈ N\Ak, j ∈ Ak, h = 0

XAk
, otherwise.

(5.17)

Note how information mutation does not impact the version age of a packet,

since the transition maps in (5.7) and (5.17) do not depend on h. The linear equation

for (5.17) using (5.8) is,

0 =(vk + 1− vk)λe + (0− vk)k
λs
n

+ (vk+1 − vk)(1− p)k(n− k)
λ

n− 1

+ (vk+1 − vk)pk(n− k)
λ

n− 1
, (5.18)

which upon rearrangement gives,

vk =
λe + vk+1k(n− k) λ

n−1

k λs
n
+ k(n− k) λ

n−1

. (5.19)

Defining xi = limt→∞ E[Xi(t)], with x1 = . . . = xn due to network symmetry,

similar to ck, we can backward iterate on (5.19) to compute the x1 = v1.
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Lemma 5.1 v1 scales as O(log n).

The proof of Lemma 5.1 follows similarly to [102, Lem. 11].

5.4 Misinformation and Version Age Derivations When Misinforma-

tion Prevails Over Truth

We now modify the file exchange protocol at nodes and consider the second scenario

where misinformation prevails over truth. The information mutation process stays

the same, i.e, when node i sends a packet to node j on link (i, j) at time t, node

i either honestly forwards the information in its possession with probability 1 − p

or alters the contents of the packet to send misleading information with probability

p, spreading misinformation in the latter case. However, when node j receives the

packet from node i at time t, Tj(t) and Xj(t) are now reset according to following

state reset protocol:

• If Xi(t
−) > Xj(t

−), node j rejects the incoming packet and Tj(t), Xj(t) pair

remains unchanged, since node j already has the fresher packet.

• If Xi(t
−) < Xj(t

−), the incoming packet corresponds to a fresher version,

hence node j replaces its packet with the incoming packet. Note that node j

does not know if node i was honest or not, or the received packet is the truth
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or not. Hence Xj(t) = Xi(t
−), and

Tj(t) =





Ti(t
−), node i is honest,

0, node i is not honest.

• If Xi(t
−) = Xj(t

−), both packets are equally fresh and Xj(t) remains un-

changed. Further, in this model, misinformation prevails over truth when two

information packets of the same version are encountered and either of them

carries the misinformation. The accuracy of the incoming packet is Ti(t
−) if

node i is honest in its communication, and 0 if node i is dishonest, while the

version age of incoming packet is Xi(t
−) in both cases. Hence,

Tj(t) =





min{Ti(t−), Tj(t−)}, node i is honest,

0, node i is not honest.

Next, given a set of nodes A ⊆ N and a continuous state (TTT ,XXX), we define

RA,B, analogous to TA,B earlier, as follows:

• If XA < XB and 0 /∈ {Tj : j ∈ V (A)}, then RA,B = 1. For all other cases,

RA,B = 0.

Essentially, if we were to collect all the green packets from nodes in set A

and all the orange packets from nodes in set B, and pick the freshest packets from

this collection of green and orange packets, such that one of these freshest packets

happen to have accuracy of 0, then RA,B = 0. Based on transition (i, j, h) at time
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t, the reset map to ϕi,j,h(TTT ,XXX, t) = [T ′
1, . . . , T

′
n, X

′
1, . . . , X

′
n] ∈ R2n can be described

as,

T ′
ℓ =





1− 1{RA1,∅=0,XA1
=0}, i = 0, j ∈ N , h = 1, ℓ = j

R{i,ℓ},∅, i, j ∈ N , h = 1, ℓ = j

R{ℓ},{i}, i, j ∈ N , h = 0, ℓ = j

Tℓ, otherwise,

(5.20)

and

X ′
ℓ =





Xℓ + 1, i = 0, j = 0, h = 1, ℓ = j

0, i = 0, j ∈ N , h = 1, ℓ = j

min{Xi, Xℓ}, i, j ∈ N , h = 1, ℓ = j

min{Xi, Xℓ}, i, j ∈ N , h = 0, ℓ = j

Xℓ, otherwise.

(5.21)

We choose our first test function as ψ(TTT ,XXX) = RAk,Bm , which is modified

upon transition (i, j, h) to ψ(ϕi,j,h(TTT ,XXX, t)) = R′
Ak,Bm

and can be characterized
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using (5.20), (5.21) and (5.8) as follows,

R′
Ak,Bm

=





1− 1{RAk,Bm=0,XAk∪Bm=0}, i = 0, j ∈ Ak, h = 1

0, i = 0, j ∈ Bm, h = 1

RAk,Bm+1 i ∈ N\(Ak ∪Bm), j ∈ Ak ∪Bm, h = 0

RAk,Bm+1 i ∈ N\(Ak ∪Bm), j ∈ Bm, h = 1

RAk+1,Bm i ∈ N\(Ak ∪Bm), j ∈ Ak, h = 1

RAk−1,Bm+1 i ∈ Ak, j ∈ Ak ∪Bm, h = 0

RAk−1,Bm+1 i ∈ Ak, j ∈ Bm, h = 1

RAk,Bm otherwise.

(5.22)

Let us define rk,m = limt→∞ E[RAk,Bm(t)] and dk,m = limt→∞ E[1{RAk,Bm (t)=0,XAk∪Bm (t)=0}].

Note that F = limt→∞ E[T1(t)] = r1,0. Using (5.8) with (5.22), we obtain,

0 =(1− dk,m − rk,m)k
λs
n

+ (0− rk,m)m
λs
n

+ (rk,m+1 − rk,m)(n− k −m)(k +m)p
λ

n− 1

+ (rk,m+1 − rk,m)(n− k −m)m(1− p)
λ

n− 1

+ (rk+1,m − rk,m)(n− k −m)k(1− p)
λ

n− 1

+ (rk−1,m+1 − rk,m)k(k +m− 1)p
λ

n− 1

+ (rk−1,m+1 − rk,m)km(1− p)
λ

n− 1
, (5.23)
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or

0 =(1− dk,m − rk,m)k
λs
n

+ (0− rk,m)m
λs
n

+ (rk,m+1 − rk,m)(n− k −m)(pk +m)
λ

n− 1

+ (rk+1,m − rk,m)(n− k −m)k(1− p)
λ

n− 1

+ (rk−1,m+1 − rk,m)k((k − 1)p+m)
λ

n− 1
, (5.24)

which upon rearrangement gives,

rk,m =
1

(k+m)λs
n
+(n−k−m)(k+m) λ

n−1
+ k((k−1)p+m) λ

n−1

×
(
(1− dk,m)k

λs
n

+ rk,m+1(n− k −m)(pk +m)
λ

n− 1

+ rk+1,m(n− k −m)k(1− p)
λ

n− 1

+ rk−1,m+1k((k − 1)p+m)
λ

n− 1

)
, (5.25)

with r0,n = 0.

Our next test function is ψ(TTT ,XXX) = 1{RAk,Bm=0,XAk∪Bm=0}, which has the fol-

lowing (i, j, h) transition map,

1
′
{RAk,Bm=0,XAk∪Bm=0} =
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Figure 5.4: Approach to computing (a) rk,g (b) dk,g.





0, i = 0, j = 0, h = 1

1, i = 0, j ∈ Bm, h = 1

1{RAk,Bm+1
=0,XAk∪Bm+1

=0}, i ∈ N\(Ak ∪Bm), j ∈ Ak ∪Bm, h = 0

1{RAk,Bm+1
=0,XAk∪Bm+1

=0}, i ∈ N\(Ak ∪Bm), j ∈ Bm, h = 1

1{RAk+1,Bm=0,XAk+1∪Bm=0}, i ∈ N\(Ak ∪Bm), j ∈ Ak, h = 1

1{RAk−1,Bm+1
=0,XAk+1∪Bm+1

=0} i ∈ Ak, j ∈ Ak ∪Bm, h = 0

1{RAk−1,Bm+1
=0,XAk−1∪Bm+1=0} i ∈ Ak, j ∈ Bm, h = 1

1{RAk,Bm=0,XAk∪Bm=0}, otherwise.

(5.26)

The corresponding linear equation from (5.26) using (5.8) is,

0 =(0− dk,m)λe + (1− dk,m)m
λs
n

+ (dk,m+1 − dk,m)(n− k −m)(k +m)p
λ

n− 1
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+ (dk,m+1 − dk,m)(n− k −m)m(1− p)
λ

n− 1

+ (dk+1,m − dk,m)(n− k −m)k(1− p)
λ

n− 1

+ (dk−1,m+1 − dk,m)k(k +m− 1)p
λ

n− 1

+ (dk−1,m+1 − dk,m)km(1− p)
λ

n− 1
, (5.27)

or

0 =(0− dk,m)λe + (1− dk,m)m
λs
n

+ (dk,m+1 − dk,m)(n− k −m)(pk +m)
λ

n− 1

+ (dk+1,m − dk,m)(n− k −m)k(1− p)
λ

n− 1

+ (dk−1,m+1 − dk,m)k((k − 1)p+m)
λ

n− 1
, (5.28)

which upon rearrangement gives,

dk,m =
1

λe +mλs
n
+(n−k−m)(k+m) λ

n−1
+ k((k−1)p+m) λ

n−1

×
(
m
λs
n

+ dk,m+1(n− k −m)(pk +m)
λ

n− 1

+ dk+1,m(n− k −m)k(1− p)
λ

n− 1

+ dk−1,m+1k((k − 1)p+m)
λ

n− 1

)
. (5.29)
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5.5 Numerical Analysis and Simulation Results

Though it is difficult to derive closed-form expressions for F (expected fraction of

nodes with truth) and x1 (expected version age at a node) from the complicated

expressions found in (5.13), (5.16), (5.19), (5.25) and (5.29), we next provide some

interesting observations and insights, and further support our theoretical analysis

with numerical results.

5.5.1 Analysis When Truth Prevails Over Misinformation

We first simulate the fully-connected network of Fig. 5.1, under the first system

model of truth prevalence, for up to a total time of 5 × 105 which we use as proxy

for t → ∞. We choose parameters n = 10, p = 0.9, λe = 1, λs = 1 and λ = 1,

and vary one of the parameters at a time to observe their effects on F and x1,

plotting simulation points (blue dots) of F = t1,0 on curves (red lines) obtained

from equations (5.13), (5.16) and (5.19) in Figs. 5.5-5.9.

Fig. 5.5 shows the plots of F and x1 with respect to the network size n.

The real-time simulation points coincide with the values derived from the iterative

calculations, supporting our theoretical results in Section 5.3. Fig. 5.5(a) shows that

t1,0 = 1 when n = 1, since there is no scope of information mutating in a network

containing just one user node due to the absence of inter-node links. Fig. 5.5 suggests

that a larger network size leads to more misinformation and more staleness at nodes,

with x1 scaling logarithmically, as suggested in Lemma 5.1.

Next, Fig. 5.6 shows plots of F and x1 with respect to λe. When λe is small,
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Figure 5.5: Analytical (red) and simulation (blue) results compared for F and x1 as
a function of n, with parameters λe = 1, λs = 1, λ = 1, p = 0.9.

then substituting λe ≈ 0 in (5.16) yields ck ≈ 1 recursively for k = n, . . . , 1. This is

because the source hardly gets updated, which causes version age to mostly remain

zero at nodes, and due to the prevalence of truth over misinformation, eventually

all nodes get the truth corresponding to the version present at the source, i.e., the

latest truth. Consequently, by iterating over (5.13), as suggested in Fig. 5.3, we

have tk,m ≈ 1 for all k,m with k +m ≤ n.

On the other hand, when λe is very high, substituting λe = ∞ in (5.16)

gives ck ≈ 0 for all k. This is because the current version number at the source is

incrementing very fast, causing the versions present at the nodes to become very

quickly outdated, driving x1 very large (Fig. 5.6(b)) and ck zero. tk,m depends on

λe only through ck, and as large λe drives ck to zero, tk,m does become smaller

for all k,m (can be seen by iterating in the manner suggested in Fig. 5.3), which

suggests that faster version updates at the source causes network nodes to be more

misinformed. However, unlike ck, tk,m does not become zero, due to other positive
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Figure 5.6: F and x1 as a function of λe, with n = 10, λs = 1, λ = 1, p = 0.9.

terms in (5.13), owing to the fact that truth prevails over misinformation, thus many

nodes will still have the truth corresponding to older versions.

Next, if p is very low, then information hardly mutates and only versions of

truth circulate in the network. This is supported by substituting p = 0 in (5.13)

where tk,0 only depends on tk+1,0 giving tk,0 = 1 all for k = n, . . . , 1 (see Fig. 5.7(a)).

However when p is high, this does not guarantee that all nodes are misinformed, since

the source constantly sends out the latest truth to the network which always gets

accepted at the receiving nodes. Substituting p = 1 in (5.16) gives ck =
k λ
n

λs+k
λ
n

> 0,

causing t1,k to have non-zero value for all k from (5.13). From (5.19), version age

x1 remains independent of p, which is also supported by Fig. 5.7(b).

The dependency of F on λs and λ is more interesting. When λs is very

large, the source updates the network very fast, causing all nodes to have the latest

truth at all times. Substituting λs = ∞ in (5.13), (5.16) and (5.19) gives ck ≈ 1,

tk,m ≈ 1 and x1 ≈ 0 (see Fig. 5.8). On the other hand, vk for all k is a decreasing
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Figure 5.7: F and x1 as a function of p, with n = 10, λe = 1, λs = 1, λ = 1.

function of λs (can be inductively proved from (5.19) starting with k = n), thus

when λs is very small, by substituting λs = 0 in (5.19) we get a large version age

of x1 =
∑n−1

k=1
λe

k(n−k λ
n−1

)
+ λe

λs
≈ λe

λs
. In Fig. 5.8(b), the first simulation corresponds

to λs = 0.001, for which x1 = λe
λs

= 1
0.001

= 1000. However, interestingly, since the

source rarely sends any packet to the network when λs is close to zero, the whole

network continues to gossip about the last version sent by the source to any of the

network nodes, and eventually the truth corresponding to that version reaches all

nodes. Substituting λs = 0 in (5.13) gives tk,m = 1, which is also supported by the

right extreme of Fig. 5.8(a). However, for intermediate values of λs, for n ≥ 2, we

get ck < 1 from (5.16), which makes t1,1 < 1, which in turn makes t1,0 strictly less

than 1, as also supported by Fig. 5.8(a).

Finally, if gossiping rate λ is very large, implying that each node has high

update sending capacity, then as soon as the source sends an update to a user node,

the high gossiping rate allows for instant dissemination of the latest truth to all
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Figure 5.8: F and x1 as a function of λs, with n = 10, λe = 1, λ = 1, p = 0.9.

nodes of the network. This can be verified by substituting λ = ∞ in (5.13) which

gives tk,m = 1, and can be observed from Fig. 5.9(a). One would consequently

expect the version age to also reduce at all nodes, however, the version age does

not become zero in this case, since when the source gets a new version update, the

version age at all nodes increments by one, and it continues to have a non-zero

value at all nodes until the source sends a packet to some user node in the network.

Substituting λ = ∞ in (5.19) gives x1 = v1 = . . . = vn = λe
λs
, and in Fig. 5.9(b),

version age converges to λe
λs

= 1 as λ becomes large.

On the other hand, when λ is very small, implying there are negligible inter-

node transmissions, nodes do not receive mutated packets from other nodes and

depend primarily on updates received from the source, which always transmits the

truth. Substituting λ = 0 in (5.13) gives t1,0 = 1, as observed in Fig. 5.9(a). Further,

substituting λ = 0 in (5.19) gives x1 =
nλe
λs

, which evaluates to 10 for the parameters

in Fig. 5.9(b).
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Figure 5.9: F and x1 as a function of λ, with n = 10, λe = 1, λs = 1, p = 0.9.

Therefore, t1,0 if high (close to 1) with extremely high and low gossiping rates.

However, for non-zero finite values of λ, t1,0 < 1. To show this, we use a proof by

contradiction, by assuming t1,0 = 1, which would recursively require all ck = 1 and

tk,m = 1 from (5.13) when λ is a finite positive value. However, from (5.16), ck < 1

for λe > 0 and finite λ, leading to a contradiction.

5.5.2 Analysis When Misinformation Prevails Over Truth

We next re-simulate the network model under the second system model wherein

misinformation prevails over truth. Fig. 5.10 shows the plots of F with respect to

various network parameters. Note that the change in the system model, i.e., the

modification in file exchange protocol to cause misinformation prevalence, does not

affect age x1, and hence the corresponding age simulations need not be redone.

Fig. 5.10(a) shows that F increases with network size n, similar to the first

system model where truth prevails over misinformation. This suggests that a large
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Figure 5.10: Analytical (red) and simulation (blue) results compared for F and x1
as a function of (a) n, (b) λe, (c) p, (d) λs, (e) λ, with the fixed parameters chosen
from λe = 1, λs = 1, λ = 1, n = 10, and p = 0.9.
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network size leads to widespread misinformation, irrespective of the prevalence of

truth or misinformation.

However, the behavior under λe variation is different from the first system

model. When λe is small, substituting λe ≈ 0 in (5.29) and iterating over different

k,m in the order suggested in Fig. 5.4(b), we get dk,m ≈ 1 for all k,m with k+m ≤ n.

This is because the source hardly gets updated, which causes the instantaneous

version age to mostly remain zero at all nodes after they catch up to the current

version present at the source, and due to the prevalence of misinformation over truth,

eventually all nodes get access to the mutated packets corresponding to the current

version of the source. Similar to dk,m, we iterate (5.25) in the order suggested in

Fig. 5.4(a) to get rk,m ≈ 0, implying F = r1,0 = 0, as observed in Fig. 5.10(b).

On the other hand, when λe is very high, substituting λe = ∞ in (5.29) gives

dk,m ≈ 0 for all feasible k,m, since the current version number at the source is

incrementing very fast, causing the versions present at the nodes to become very

quickly outdated, driving dk,m to zero. However, (5.25) does not show a direct

dependence on variable λe. Further, the possibility of r1,0 = 1 would recursively

require from (5.25) rk,m = 1 for all k,m, which is infeasible due to the presence

of mλs
n

term in the denominator of (5.25). Hence, we observe in Fig. 5.10(b), that

though F increases from its initial value of zero, it ultimately converges to a value

less than one.

Next, if p is very low, then information hardly mutates and only versions of

truth circulate in the network. This is supported by substituting p = 0 in (5.29)

and (5.25) where dk,0 and rk,0 only depends on dk+1,0 and rk+1,0, respectively, giving
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dk,0 = 1 and, consequently, rk,0 = 1 all for k = n, . . . , 1 (see Fig. 5.10(c)). However,

when p is high, every packet gets mutated during transmission by network nodes.

Since the source sends accurate packets corresponding to newer versions after the

source updates, the low version age preference of network nodes prevents F from

reducing all the way to zero, see Fig. 5.10(c). Substituting p = 1 in (5.29) gives

dk,m < 1 due to the λe in denominator, thus making rk,m > 0 in (5.25).

Next, Fig. 5.10(d) shows the plot of F with respect to λs. When λs is small,

then substituting λs = 0 in (5.25) gives rk,m = 0, for all k,m, since the source

does not relay fresh updates about the newer versions at the source to the network

anymore. In the absence of updates from the source, the whole network continues

to gossip about the last version sent by the source to any of the network nodes, and

eventually mutated packets of that version prevail over all nodes. Hence, F = r1,0 =

0 initially in Fig. 5.10(d).

As λs becomes large, the source transmits the latest truth to all network nodes

very fast. However, since in the second system model, misinformation prevails over

truth, an accurate packet received from the source need not be accepted at the

receiving node, if the latter has access to a mutated copy of the same version.

Substituting λs = ∞ in (5.29) results in dk,m = 1 when m > 0. Consequently,

substituting λs = ∞ in (5.25) gives r1,0 = 1−d1,0 < 1, where d1,0 >
d1,1pλ

λe+λ
= pλ

λe+λ
> 0.

As expected, F converges to a value lesser than one in Fig. 5.10(d).

Finally, from Fig. 5.10(e), we can see that F is a decreasing function of gossip-

ing rate λ. Since packets get mutated only during gossip transmissions, substituting

λ = 0 in (5.25) gives F = r1,0 = 1 − d1,0 = 1, i.e., no mutated packets in the
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network in the absence of gossiping, where d1,0 = 0 from (5.29). On the other hand,

when λ = ∞, dk,m = 1 from (5.25) and rk,m = 0 from (5.25). Thus, under high

gossiping, all packets create their mutated packets in approximately p fraction of

their transmissions, such that these mutated packets spread to all nodes, based on

the file exchange protocol.

5.6 Conclusion

In this chapter, we analyzed a network of user nodes receiving updates from a

source and employing an age-based gossip protocol to expedite version update dis-

semination. We studied how information mutations during transmissions can lead

to spread of misinformation within the network. We considered two system models:

one where truth prevails over misinformation and one where misinformation prevails

over truth. Using stochastic hybrid systems (SHS) modeling, we investigated the

expected fraction of nodes with accurate information and the expected version age

at the nodes, and how these quantities depend on various network parameters. Our

analysis revealed distinct behaviors under the two models. When truth prevails,

extreme gossiping rates (either very high or very low) effectively mitigate misinfor-

mation, while moderate gossiping rates exacerbate its spread. On the other hand,

when misinformation prevails, higher gossiping rates lead to more widespread misin-

formation. These results emphasize the importance of understanding the interplay

between gossiping rates and information integrity in networks.
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CHAPTER 6

Sacrificing Freshness for Reliable Information in Age-Based

Gossiping

6.1 Introduction

In this chapter, we consider a system where a set of n nodes, N = {1, . . . , n}, wish

to track a continually updating process or event E, which gets updated according to

a Poisson process with rate λE, see Fig. 6.1. However, to transmit the information

about the event to the nodes, two sources are available, such that one of these

sources is more reliable than the other and is expected to transmit more accurate

information. We call the former as reliable, R, source and the latter as unreliable, U ,

source, and they send out packets to the network with total update rate of λR and

λU , respectively. Here, the less reliable source could, for example, be a proxy for a

cheap sensor monitoring the physical environment, transmitting quantized or noisy

measurements to an IoT network. Another example could be when multiple websites

or news sources are delivering scores of a sports event to a group of interested viewers,

such that some of these sources are more reliable than others.

Note that in the above settings, the event of interest is dynamic in nature. In
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node 5 if the latter reduces age by
more than G versions at node 4

Figure 6.1: System with reliable (R) and unreliable (U) sources observing an event
(E) and gossip network of 6 nodes, depicting an inter-node transition from node 5
(possessing unreliable packet) to node 4 (possessing reliable packet). Node 4 accepts
the incoming packet only if this action results in a decrease in version age at node
4 by at least G versions.

this work, we employ version age of information metric as we associate a version

number to every information about the event. In line with the notation followed

in this chapter, if VE(t) denotes the version number corresponding to the current

state of event and Vi(t) denotes the version number of the information about the

event present at node i, then the instantaneous version age of information at node

i is defined as Xi(t) = VE(t)− Vi(t), where VE(t) increments by one every time the

event gets updated.

In addition to the sources disseminating updates to the network, the nodes

in the network aim to further expedite the dissemination of updates in order to

improve their version age of information and information reliability through gos-

siping [4, 5, 9, 71–76, 78, 93, 94, 101, 103–106]. All these works have a single source
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of information responsible for transmitting the latest information packets to the

network, and the nodes exchange packets with the single goal of improving their

freshness of information.

In this chapter, we consider two kinds of sources, a reliable source and an

unreliable source, who are assumed to always have the latest information about the

event, resulting in their respective version age XR(t) and XU(t) to be zero at all

times. The user nodes prefer a reliable packet (originated at the reliable source)

over an unreliable packet (originated at the unreliable source) even if the former

is a little bit outdated compared with the latter, and are willing to sacrifice their

freshness of information by a small amount if that allows the node to switch to a

reliable packet from an unreliable packet.

Let Si(t) indicate the reliability status of the information packet present at

node i at time t, with Si(t) = 0 and Si(t) = 1 corresponding to reliable and unreliable

packet, respectively. At time t, if node i sends an update to node j, node j decides

whether to accept or reject the packet in accordance with the following set of rules:

• If Si(t) = 1 and Sj(t) = 1, i.e., both nodes possess unreliable information,

then node j chooses the packet with lower version age of information.

• If Si(t) = 0 and Sj(t) = 0, i.e., both nodes possess reliable information, then

node j again chooses the packet with lower version age of information.

• If Si(t) = 0 and Sj(t) = 1, i.e., incoming packet has reliable information

but node j has unreliable information, then node j will choose the reliable

incoming packet as long as Xi ≤ Xj +G, in other words, the incoming packet
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is no more than G versions older than the packet already present at node j.

• If Si(t) = 1 and Sj(t) = 0, i.e., node j already has reliable information packet

and the incoming packet is unreliable, then node j would continue to keep its

reliable packet as long as Xj ≤ Xi + G, in other words, the reliable packet

present at node j is no more thanG versions older than the incoming unreliable

packet.

With this protocol, let F (t) denote the fraction of user nodes that have unre-

liable information packet at time t, such that,

F (t) =
S1(t) + S2(t) + . . .+ Sn(t)

n
. (6.1)

We are interested in characterizing the long-term expectations F = limt→∞ E[F (t)]

and xi = limt→∞ E[Xi(t)], i ∈ N .

In the next section, we begin with modelling the problem as an SHS system

to derive certain linear equations to characterize F and xi. We then prove several

results that allow us to show that F is a decreasing function of G and xi are in-

creasing functions of G. Therefore, G induces a trade-off between reliability and

freshness of information. Further, we study the dependency of F and xi on various

network parameters. We finally present simulations results to verify our analytical

results and give further insights.
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6.2 System Model and SHS Characterization

The system model includes a reliable source (R) and an unreliable source (U) that

send updates to a set of n user nodes N = 1, . . . , n about an event (E), which

gets updated as a rate λE Poisson process, as shown in Fig. 6.1. Both reliable and

unreliable sources always have the latest information and send updates to user node

i ∈ N as Poisson processes with rates of λR
n

and λU
n
, respectively. Additionally,

for every i, j ∈ N , node i sends updates to node j as a Poisson process with rate

λij =
λ
n−1

as part of the underlying gossip network. Given the network symmetry,

the reliability status and version age processes at all user nodes will be statistically

identical, and hence, x1 = . . . = xn and F = s1, where si = limt→∞ E[Si(t)]. Next,

we use SHS modelling [90] to obtain a set of linear equations to derive s1 and x1.

We select the continuous state for our SHS model as (SSS(t),XXX(t)) ∈ R2n, where

SSS(t) = [S1(t), . . . , Sn(t)] and XXX(t) = [X1(t), . . . , Xn(t)] denote the instantaneous

reliability status and instantaneous version age, respectively, at the n user nodes at

time t. We say that transition (i, j) takes place when node i sends an update packet

to node j, with (E,E) representing event update, and (U, i) and (R, i) representing

updates to user node i from unreliable and reliable source, respectively. Si(t) and

Xi(t) do not change between transitions and SHS model operates in a single discrete

state, where the continuous state obeys the differential equation (Ṡ̇ṠS(t), Ẋ̇ẊX(t)) = 0002n.

The set of transitions is,

L = {(E,E)}
⋃

{(U, i) : i ∈ N}
⋃

{(R, i) : i ∈ N}
⋃

{(i, j) : i, j ∈ N} , (6.2)
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such that the transition (i, j) resets the state (SSS,XXX) at time t to ϕi,j(SSS,XXX, t) ∈ R2n

post transition. The rates λij associated with each transition (i, j) are given as,

λij =





λU
n
, i = U, j ∈ N

λR
n
, i = R, j ∈ N

λ
n−1

, i, j ∈ N

λE, i = E, j = E.

(6.3)

Next, we define some variables that will come in handy later. Consider a set A

of nodes. Some nodes in this set might have reliable information and others might

have unreliable information. Let R(A) ⊆ A denote the subset of nodes that posses

reliable information and let U(A) ⊆ A denote the subset of nodes that possess

unreliable information. For a continuous state (SSS,XXX) and set of nodes A, we define

version age of set A, XA as follows:

• If A = ∅, then XA = ∞.

• If A = R(A) or A = U(A), then XA = minj∈AXj.

• If minj∈R(A)Xj ≤ minj∈U(A)Xj +G, then XA = minj∈R(A)Xj.

• If minj∈U(A)Xj ≤ minj∈R(A)Xj −G− 1, then XA = minj∈U(A)Xj.

Next, we define reliability status of set A, SA, as follows:

• If XR(A) ≤ XU(A) +G, then SA = 0.

• If XU(A) ≤ XR(A) −G− 1, then SA = 1.
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In essence, determining SA and XA requires us to identify the best node in

set A in some sense, such that reliability status and version age of that node are

also the reliability status and version age of the set. From the definitions of SA and

XA, we can see that as long as the most recent reliable packet is at most G versions

older than the latest unreliable packet in the set of nodes, the node with the latest

reliable packet establishes the values of XA and SA. Otherwise, the node with the

latest unreliable packet determines XA and SA.

With this definition, considering the transition (i, j) at time t, the reset map

to ϕi,j(SSS,XXX, t) = [S ′
1, . . . , S

′
n, X

′
1, . . . , X

′
n] ∈ R2n can be described as,

S ′
ℓ =





S{U,ℓ}, i = U, j ∈ N , ℓ = j

0, i = R, j ∈ N , ℓ = j

S{i,ℓ}, i, j ∈ N , ℓ = j

Sℓ, otherwise,

(6.4)

X ′
ℓ =





Xℓ + 1, i = E, j = E, ℓ = j

1{XR({ℓ})=1}, i = U, j ∈ N , ℓ = j

0, i = R, j ∈ N , ℓ = j

X{i,ℓ}, i, j ∈ N , ℓ = j

Xℓ, otherwise,

(6.5)

where 1{.} is the indicator function.
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Next, we will pick a series of test functions ψ : R2n × [0,∞) → R that are

time-invariant, i.e., their partial derivative with respect to t is ∂ψ(XXX,UUU,t)
∂t

= 0, such

that their long-term expected value E[ψ] = limt→∞ E[ψ(SSS(t),XXX(t), t)] will be useful

for analysis later. Since the test function only depends on the continuous state

values (SSS,XXX) and is time-invariant, for simplicity, we will drop the third input t and

write ψ(SSS,XXX, t) as ψ(SSS,XXX), which is assumed to satisfy ψ̇(SSS(t),XXX(t)) = 0. Defining

E[ψ(ϕi,j)] = limt→∞ E[ψ(ϕi,j(SSS(t),XXX(t), t))], [90, Thm. 1] yields

0 =
∑

(i,j)∈L

(E[ψ(ϕi,j)]− E[ψ])λij. (6.6)

We will be using this equation repeatedly by introducing a set of time-invariant

test functions suitable for our analysis. For more details, readers are referred to

[5, 90, 107].

6.3 Reliability and Version Age Analysis

Since version age and reliability status processes are statistically identical for all user

nodes, let Ak denote an arbitrary subset of k user nodes. Our first test function is

ψ(SSS,XXX) = SAk
, which upon (i, j) transition becomes ψ(ϕi,j(SSS,XXX, t)) = S ′

Ak
and can
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be characterized using (6.4), (6.5) as follows,

S ′
Ak

=





SAk∪{U}, i = U, j ∈ Ak

0, i = R, j ∈ Ak

SAk+1
, i = N\Ak, j ∈ Ak

SAk
, otherwise.

(6.7)

Defining ak = limt→∞ E[SAk
(t)] and bk = limt→∞ E[SAk∪{U}(t)], and using (6.6)

gives,

0 = (bk − ak)
kλU
n

+ (0− ak)
kλR
n

+ (ak+1 − ak)
k(n− k)λ

n− 1
. (6.8)

Our second test function is ψ(SSS,XXX) = SAk∪{U}, which has (i, j) transition map as

follows,

S ′
Ak∪{U} =





1− 1{XR(Ak)≤G−1}, i = E, j = E

0, i = R, j ∈ Ak

SAk+1∪{U}, i = N\Ak, j ∈ Ak

SAk∪{U}, otherwise.

(6.9)

Note that the version age of the most recent unreliable packet in the set Ak
⋃{U}

will always remain zero, since the unreliable source has zero version age at all times.

Hence, post (E,E) transition, S ′
Ak∪{U} will be zero, i.e., the node with the latest
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reliable packet will be the best node, only if it had at most G− 1 version age before

transition, i.e., 1{XR(Ak)≤G−1}, since version age increments by one after the (E,E)

transition.

Defining ck,g = limt→∞ E[1{XR(Ak)(t)≤g}], (6.6) gives,

0 = (1− ck,G−1 − bk)λE + (0− bk)
kλR
n

+ (bk+1 − bk)
k(n− k)λ

n− 1
. (6.10)

Our third test function is ψ(SSS,XXX) = 1{XR(Ak)≤g}, g ∈ {0, . . . , G − 1}, which

has the (i, j) transition map as follows,

1
′
{XR(Ak)≤g} =





1{XR(Ak)≤g−1}, i = E, j = E

1, i = R, j ∈ Ak

1{XR(Ak+1)
≤g}, i = N\Ak, j ∈ Ak

1{XR(Ak)≤g}, otherwise,

(6.11)

which upon employing (6.6), gives,

0 = (ck,g−1 − ck,g)λE + (1− ck,g)
kλR
n

+ (ck+1,g − ck,g)
k(n− k)λ

n− 1
. (6.12)

Here, note that version age cannot be a negative number, therefore, 1{XR(Ak)≤−1} = 0

and ck,−1 = 0.
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Figure 6.2: Approach to computing (a) ck,g and (b) dk,g.

Then, (6.8), (6.10), (6.12) can be rewritten as follows,

ak =
bk

kλU
n

+ ak+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

, (6.13)

bk =
(1− ck,G−1)λE + bk+1

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

, (6.14)

ck,g =
ck,g−1λE + kλR

n
+ ck+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.15)

Note that a1 = s1 = F and from (6.13), we see that computation of a1 requires

solving all ak and bk. In turn, bk from (6.14) requires computation of ck,G−1 for all

k, which in turn requires computation of ck,g for all k and g from (6.15). Therefore,

we first compute ck,g as in Fig. 6.2(a), since ck,g depends on ck,g−1 and ck+1,g. Starting

with cn,0 =
λR

λE+λR
, for each k in the order {n, . . . , 1}, we compute ck,g for g in order

{0, . . . , G− 1}. Once we have all the ck,G−1, which is the last column of Fig. 6.2(a),

we substitute them in (6.14) to solve for bk in the order k = n, . . . , 1. Finally, we

use the bk to compute ak from (6.13) in the order k = n, . . . , 1.
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Next, to characterize the version age at the nodes, we pick the test functions

XAk
and XAk

1{XR(Ak)≤g}, which have the following (i, j) transition maps,

X ′
Ak

=





XAk
+ 1, i = E, j = E

XAk
1{XR(Ak)≤G}, i = U, j ∈ Ak

0, i = R, j ∈ Ak

XAk+1
, i = N\Ak, j ∈ Ak

XAk
, otherwise,

(6.16)

and

XAk
1
′
{XR(Ak)≤g} =





(XAk
+ 1)1{XR(Ak)≤g−1}, i = E, j = E

0, i = R, j ∈ Ak

XAk+1
1{XR(Ak+1)

≤g}, i = N\Ak, j ∈ Ak

XAk
1{XR(Ak)≤g}, otherwise,

(6.17)

where (6.17) is obtained from the product of (6.16) and (6.11), however, each case

of (6.17) has the same set size k in all product terms, which prevents the need

to evaluate any further test cases. Defining ek = limt→∞ E[XAk
(t)] and dk,g =

limt→∞ E[XAk
1{XR(Ak)≤g}] and using (6.6), these transition maps give the following

linear equations,

0=(ek+1− ek)λE + (dk,G − ek)
kλU
n

+ (0− ek)
kλR
n

+(qk+1 − ek)
k(n− k)λ

n− 1
, (6.18)
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and

0 = (dk,g−1 + ck,g−1 − dk,g)λE + (0− dk,g)
kλR
n

+ (dk+1,g − dk,g)
k(n− k)λ

n− 1
, (6.19)

which upon rearrangement, along with (6.15), give the following set of equations,

ek =
λE + dk,G

kλU
n

+ ek+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

, (6.20)

dk,g =
(dk,g−1 + ck,g−1)λE + dk+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

, (6.21)

ck,g =
ck,g−1λE + kλR

n
+ ck+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.22)

Note that 1{XR(Ak)≤−1} = 0, and consequently, dk,−1 = 0, since version age

is non-negative. To solve for x1 = e1, we first compute ck,g as in Fig. 6.2(a), as

discussed previously for solution of F . Then, using ck,g, we compute dk,g from (6.21)

in the row-wise left to right bottom-up manner shown in Fig. 6.2(b), starting with

dn,0 = 0. Finally, using dk,G, which is the last column of Fig. 6.2(b), we compute all

ek from (6.20).

Since F depends on ak, bk and ck,g, we next use (6.13), (6.14), (6.15) to prove

certain structural results that enable us to prove that F decreases with G. Likewise,

we prove certain results using (6.20), (6.21), (6.22) to show that x1 increases with

G.

Proposition 6.1 For any k ∈ {1, . . . , n} and g ∈ {1, . . . , G}, we have ck,g > ck,g−1.

Proof: We provide a proof using double induction on variables k and g. We first
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assume the proposition holds for some k + 1 and prove it for k. That is, for some

k ∈ {1, . . . , n− 1}, we assume ck+1,g > ck+1,g−1 for all g ∈ {1, . . . , G} and show that

it implies ck,g > ck,g−1 for all g ∈ {1, . . . , G}. Finally, we prove the proposition for

base case of k = n.

Assuming for (k + 1) and proving for k: To show ck,g > ck,g−1 for all g, we

apply a second induction on variable g. We assume the proposition holds for g − 1,

i.e., ck,g−1 > ck,g−2 and show that it holds for g as well, i.e., ck,g > ck,g−1, for some

g ∈ {2, . . . , G}. Replacing g by g − 1 in (6.15),

ck,g−1 =
ck,g−2λE + kλR

n
+ ck+1,g−1

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.23)

Subtracting (6.23) from (6.15), we get,

ck,g − ck,g−1 =
(ck,g−1 − ck,g−2)λE

λE + kλR
n

+ k(n−k)λ
n−1

+
(ck+1,g − ck+1,g−1)

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.24)

In (6.24), the first term is positive due to the assumption under the second induction

for g − 1, and the second term is positive due to the assumption under the first

induction for k + 1.

For the base case of g = 1, the analogue of (6.24) is,

ck,1 − ck,0 =
ck,0λE

λE + kλR
n

+ k(n−k)λ
n−1

+
(ck+1,1 − ck+1,0)

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.25)

Here, ck,0 ≥
kλR
n

λE+
kλR
n

+
k(n−k)λ

n−1

> 0 from (6.15), which implies that the first term of
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(6.25) is positive. Further, ck+1,1 − ck+1,0 > 0 due to the assumption under the first

induction for (k + 1), which implies the second term of (6.25) is positive as well.

Base case of k = n: To prove the proposition for base case of k = n, i.e.,

cn,g > cn,g−1 for all g ∈ {1, . . . , G}, we use induction on g. We assume that it

holds for g − 1, i.e., cn,g−1 > cn,g−2, and holds for g as well, i.e., cn,g > cn,g−1, some

g ∈ {2, . . . , G}. From (6.15), we get

cn,g =
cn,g−1λE + λR
λE + λR

, (6.26)

cn,g−1 =
cn,g−2λE + λR
λE + λR

. (6.27)

Taking the difference of (6.26) and (6.27), and using the assumption under induction

for g − 1, we get

cn,g − cn,g−1 =
(cn,g−1 − cn,g−2)λE

λE + λR
> 0. (6.28)

For the base case of g = 1, similarly (6.15) gives

cn,1 =
cn,0λE + λR
λE + λR

, (6.29)

cn,0 =
λR

λE + λR
. (6.30)

From (6.29) and (6.30), we get

cn,1 − cn,0 =
cn,0λE
λE + λR

=
λRλE + λR
(λE + λR)2

> 0. (6.31)
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Hence, ck,g > ck,g−1 holds for all k ∈ {1, . . . , n} and g ∈ {1, . . . , G}. ■

Proposition 6.2 For any k ∈ {1, . . . , n}, g ∈ {1, . . . , G}, we have dk,g > dk,g−1.

Proof: We prove the proposition using double induction on variables k and g, similar

to Proposition 6.1. In our first induction, we assume that the proposition holds for

(k+1), i.e., dk+1,g > dk+1,g−1 and show that it holds for k as well, i.e., dk,g > dk,g−1,

for all g. To prove for all g, we apply a second induction, where we assume that the

proposition holds for g− 1, i.e, dk,g−1 > dk,g−2, and show that it holds for g as well,

i.e., dk,g > dk,g−1.

Substituting g − 1 for g in (6.21), we get

dk,g−1 =
(dk,g−2 + ck,g−2)λE + dk+1,g−1

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.32)

Subtracting (6.32) from (6.21), we get

dk,g − dk,g−1 =
(dk,g−1 − dk,g−2)λE

λE + kλR
n

+ k(n−k)λ
n−1

+
(ck,g−1 − ck,g−2)λE

λE + kλR
n

+ k(n−k)λ
n−1

+
(dk+1,g − dk+1,g−1)

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.33)

In (6.33), the first term is positive due to the assumption under the second induction

for g − 1, the second term is positive due to Proposition 6.1, and the third term is

positive due to the assumption under the first induction for (k+1). The base cases

of g = 0 and k = n can be likewise proved. ■

Proposition 6.3 bk is a decreasing function of G, for all k ∈ {1, . . . , n}.
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Proof: For k = n, we have from (6.14), that

bn =
(1− cn,G−1)λE

λE + λR
. (6.34)

We know from Proposition 6.1 that cn,G−1 increases with G, and therefore, bn de-

creases with G. Next, we assume that bk+1 is a decreasing function of G, and

inductively argue that bk is also a decreasing function of G. The latter can be

seen to be true from (6.14), where (1 − ck,G−1) is a decreasing function of G from

Proposition 6.1 and bk+1 is a decreasing function of G due to the assumption under

induction for (k + 1). ■

Lemma 6.1 For given n ∈ N, λ, λE, λR, λU ∈ R++, a1 is a decreasing function of

G. Further, limG→∞ a1 = 0.

Proof: For k = n, we have from (6.13), that

an =
bnλU

λU + λR
. (6.35)

We know from Proposition 6.3 that bn decreases with G, and therefore, an decreases

with G. Next, we assume that ak+1 is a decreasing function of G, and inductively

argue that ak is also a decreasing function of G. From (6.13), we see that the de-

nominator does not depend on G and the two terms of the numerator are decreasing

functions of G due to Proposition 6.3 and the assumption under the induction for

(k + 1).

Therefore, a1 is a monotonically decreasing function of G. Further, by def-
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inition, a1 ∈ [0, 1], i.e., a1 is bounded. Thus, by monotone convergence theorem,

limG→∞ a1 exists. G → ∞ implies that in the file exchange protocol, nodes do

not accept unreliable packets and hold on to their last received reliable packets.

Therefore, all network nodes have reliable information at all times and heuristically

limG→∞ a1 is zero.

Mathematically, the same can be shown as follows. First, using (6.12), we

can inductively show that limG→∞ ck,G−1 = 1 for all k, by iterating over k in the

order {n, . . . , 1} and using limG→∞ ck,G−1 = limG→∞ ck,G−2 (the limit limg→∞ ck,g

exists by boundedness and monotonicity of ck,g from Proposition 6.1). Next, it can

be inductively shown using (6.14) that limG→∞ bk = 0 for all k, by iterating over

k in the order {n, . . . , 1}. Finally, it can be inductively shown using (6.13) that

limG→∞ ak = 0 for all k, by iterating over k in the order {n, . . . , 1}, which completes

the proof. ■

Lemma 6.2 For given n ∈ N, λ, λE, λR, λU ∈ R++, e1 is an increasing function of

G.

Proof: Similar to Lemma 6.1, for k = n, (6.20) gives

en =
λE + dn,GλU
λU + λR

. (6.36)

We know from Proposition 6.2 that dn,G increases with G, and therefore, en increases

withG. Next, we assume ek+1 is an increasing function ofG to inductively argue that

ek is also an increasing function of G. From (6.20), we see that the denominator does
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not depend on G and the last two terms of the numerator are increasing functions

of G due to Proposition 6.2 and the assumption under the induction for (k + 1).

Therefore, e1 increases with G. ■

G = 0 implies that reliability status becomes important only when the version

ages of a reliable packet and an unreliable packet are the same, i.e., it has no impact

on the version age of user nodes. Hence, for purposes of calculating e1, we can just

assume a total source to network update rate of λR+λU , which modifies (6.20) into

ek =
λE + ek+1

k(n−k)λ
n−1

k(λU+λR)
n

+ k(n−k)λ
n−1

. (6.37)

On the other hand, when G → ∞, packets from the unreliable source are rejected

by the network, such that (6.20) turns into

ek =
λE + ek+1

k(n−k)λ
n−1

kλR
n

+ k(n−k)λ
n−1

. (6.38)

Note that network nodes desire fresh reliable packets, or in mathematical terms,

low x1 = e1 and low F = s1 = a1. We note from Lemma 6.1 and Lemma 6.2 that

increasing G leads to decrease in a1, which is desirable, but an increase in e1, which

is undesirable. Therefore, there is a trade-off between x1 and F induced by G. We

next study the dependency of F = a1 and x1 = e1 on network parameters λE, λU ,

λR, λ and n.

Proposition 6.4 For any k ∈ {1, . . . , n − 1}, g ∈ {1, . . . , G − 1}, we have ck,g ≤

ck+1,g.
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Proof: R(Ak) ⊆ R(Ak+1) in (6.11), as the extra node in Ak+1 need not necessarily

have a reliable packet. Consequently, XR(Ak+1) ≤ XR(Ak), for an extended feasible

region provides a lower minimum. Hence, 1{XR(Ak)≤g} ≤ 1{XR(Ak+1)
≤g}, and upon

taking expectations on both sides, ck,g ≤ ck+1,g. ■

Proposition 6.5 For any k ∈ {1, . . . , n−1}, g ∈ {1, . . . , G−1}, we have bk ≥ bk+1.

Proof: SAk∪{U} will be 1, if the set Ak does not have a reliable packet with version

age upto G, in which case the packet at the unreliable source U becomes the best

packet for the set Ak∪{U}. Since Ak∪{U} ⊆ Ak+1∪{U}, the set Ak+1∪{U} is more

likely to have a reliable packet of version age upto G due to an extended feasible

region. Consequently, SAk+1∪{U} is more likely to be zero, i.e., SAk+1∪{U} ≤ SAk∪{U},

consequently bk+1 ≤ bk. ■

Proposition 6.6 For any k ∈ {1, . . . , n−1}, g ∈ {1, . . . , G−1}, we have ak ≥ ak+1.

Proof: Rearranging (6.8) gives

(ak − ak+1)
k(n− k)λ

n− 1
= (bk − ak)

kλU
n

+ (0− ak)
kλR
n

(6.39)

= (bkλU − ak(λU + λR))
k

n
. (6.40)

To show ak − ak+1 ≥ 0 on the left side of (6.40), we claim ak ≤ λU
λU+λR

bk, which we

prove through induction. For the base case k = n, we see from (6.13) that an =

bnλU
λU+λR

. Next, we assume that the claim holds for k + 1, i.e., ak+1 ≤ λU
λU+λR

bk+1, and

prove that it holds for k as well. Using (6.13), Proposition 6.5 and the assumption
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under induction, we get

ak =
bk

kλU
n

+ ak+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

(6.41)

≤
bk

kλU
n

+
(

λU
λU+λR

bk+1

)
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

(6.42)

≤
bk

kλU
n

+
(

λU
λU+λR

bk

)
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

(6.43)

=
λU

λU + λR
bk, (6.44)

completing the proof. ■

F is lowest with network size n = 1, i.e., information is most reliable at

user nodes when they do not gossip with other user nodes, and thereby, end up

individually being a part of single node gossip networks. To prove this, we attach

superscripts in variables of (6.13), (6.14), (6.15) to indicate the network size n,

resulting in a
(n)
k , n

(n)
k and c

(n)
k,g . From (6.13), (6.14), (6.15), a

(n)
n can be computed

using the following equations and can be seen to be independent of n,

a(n)n = b(n)n

λU
λU + λR

, (6.45)

b(n)n = (1− c
(n)
n,G−1)

λE
λE + λR

, (6.46)

c(n)n,g = c
(n)
n,g−1

λE
λE + λR

+
λR

λE + λR
, (6.47)

with c
(n)
n,0 = λR

λE+λR
. (6.47) has to be iterated over g = 0, . . . , G − 1, and therefore,

the value of c
(n)
n,G−1, and consequently of b

(n)
n and a

(n)
n from (6.46) and (6.45), is
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independent of n. The latter implies that a
(1)
1 = a

(n)
n ≤ a

(n)
1 , where the inequality

results from Lemma 6.6. In Section 6.4, we observe from simulations that F = a
(n)
1

is an increasing function of n, i.e., unreliable information in the network increases as

the network size grows. However, as we show in Lemma 6.3, reliable packets never

get weeded out completely from the network even with very large network sizes, as

a
(n)
1 remains strictly less than 1. Since direct fresh updates from the reliable source

are always accepted at receiving nodes, λR > 0 ensures the network continues to

have access to fresh reliable packets.

Lemma 6.3 For given G ∈ N ∪ {0}, λ, λE, λR, λU ∈ R+, limn→∞ a
(n)
1 < 1.

Proof: The proof directly follows from (6.44), resulting in

a
(n)
1 ≤ λU

λU + λR
b
(n)
1 < 1, (6.48)

where b
(n)
1 ≤ 1 by definition. ■

Next, we prove some structural results that allow us to investigate the depen-

dence of F on gossiping rate λ.

Proposition 6.7 ck,g is an increasing function of λ.

Proof: Intuitively, since ck,g = limt→∞ E[1{XR(Ak)(t)≤g}], with higher transmission

rates in the network, nodes in the set Ak are more likely to receive the desirable reli-

able packets with version age less than g, and therefore, 1{XR(Ak)(t)≤g} is more likely

to be 1 and ck,g is expected to increase. We next prove this intuition mathematically.
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For gossiping rate λ, ck,g is defined by (6.15), and let c̃k,g be the analogous

variable corresponding to gossiping rate λ + λ̃, where λ̃ > 0, such that we claim

c̃k,g ≥ ck,g. From (6.15),

c̃k,g =
c̃k,g−1λE + kλR

n
+ c̃k+1,g

k(n−k)(λ+λ̃)
n−1

λE + kλR
n

+ k(n−k)(λ+λ̃)
n−1

. (6.49)

After cross multiplying and subtracting c̃k,g
k(n−k)λ̃
n−1

on both sides, we get

c̃k,g =
c̃k,g−1λE + kλR

n
+ c̃k+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+
(c̃k+1,g − c̃k,g)

k(n−k)λ̃
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.50)

We prove c̃k,g ≥ ck,g by using induction on variable g. We first show that when

g = 0, c̃k,g ≥ ck,g holds for all k. Then, we assume that it holds for general

g − 1 ∈ {0, . . . , G− 2} and prove for g.

Base case of g = 0: To prove the proposition for the base case of g = 0, i.e.,

c̃k,0 ≥ ck,0 for all k, we get from (6.50),

ck,0 =
kλR
n

+ ck+1,0
k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

, (6.51)

and

c̃k,0 =
kλR
n

+ c̃k+1,0
k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+
(c̃k+1,0 − c̃k,0)

k(n−k)λ̃
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.52)

We now use a second induction on variable k. For the base case of k = n,

we have c̃n,0 = λR
λE+λR

= cn,0. Next, we assume that c̃k+1,0 ≥ ck+1,0 holds for some
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k + 1 ∈ {n, . . . , 2} and inductively show that it holds for k as well. The latter can

be seen by comparing (6.51) and (6.52), since in (6.52), c̃k+1,0 ≥ ck+1,0 due to the

assumption under the induction on k, and (c̃k+1,0 − c̃k,0) ≥ 0 from Proposition 6.4.

Hence, for g = 0, c̃k,g ≥ ck,g holds for every k. Next, we assume that the

claim holds for a general g− 1 ∈ {0, . . . , G− 2}. To prove that it holds for the case

of g as well, we apply a second induction on the variable k. As before, it can be

trivially shown for k = n, that c̃n,g ≥ cn,g by comparing (6.15) and (6.49) and using

c̃n,g−1 ≥ cn,g−1 due to the assumption under induction on g − 1. Next, we employ

a second induction on variable k and assume c̃k+1,g ≥ ck+1,g, i.e., the claim holds

for a general k + 1. We can then inductively show that the claim holds for k as

well, i.e., c̃k,g ≥ ck,g, by comparing (6.15) and (6.50), since c̃k,g−1 ≥ ck,g−1 due to the

assumption under the induction on g, c̃k+1,g ≥ ck+1,g due to the assumption under

the second induction on k, and (c̃k+1,g − c̃k,g) > 0 due to Proposition (6.4). ■

Proposition 6.8 bk is a decreasing function of λ.

Proof: For gossiping rate λ, bk is defined by (6.14), and let b̃k denote the analogous

variable corresponding to gossiping rate λ+ λ̃. We claim b̃k ≤ bk for all k, which we

prove through induction on variable k. Therefore, we assume that the claim holds

for a general k+1 and show that it holds for k as well. Similar to (6.49) and (6.50),

simple cross multiplication, followed by subtraction of b̃k
k(n−k)λ̃
n−1

from both sides,

gives

b̃k =
(1− c̃k,G−1)λE + b̃k+1

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+
(b̃k+1 − b̃k)

k(n−k)λ̃
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.53)
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Comparing (6.53) with (6.14), we can verify b̃k ≤ bk, since in their corresponding

right-hand side expressions, b̃k+1 ≤ bk+1 due to the assumption under induction

for k + 1 case, (b̃k+1 − b̃k) ≤ 0 due to Proposition 6.5, and c̃k,G−1 ≥ ck,G−1 due to

Proposition 6.7. Finally, for the base case of k = n, we have b̃n =
(1−c̃n,G−1)λE

λE+λR
≤

(1−cn,G−1)λE
λE+λR

= bn, since c̃n,G−1 ≥ cn,G−1 from the proof of Proposition 6.7. ■

Lemma 6.4 For given n ∈ N, G ∈ N ∪ {0}, λ, λE, λU ∈ R, a1 is a decreasing

function of λ. Further, the limiting values of a1 are limλ→∞ a1 =
(

λE
λE+λR

)G+1
λU

λU+λR

and limλ→0 a1 =

(
λE

λE+
λR
n

)G+1
λU

λU+λR
.

Proof: We prove that ak is a decreasing function of λ for all k, similar to the proof

of Proposition 6.8. For gossiping rate λ, ak is defined by (6.13), and let ãk denote

the analogous variable corresponding to gossiping rate λ+ λ̃. We claim ãk ≤ ak for

all k through induction on variable k. Therefore, we assume that the claim holds

for a general k+1 and show that it holds for k as well. Similar to (6.49) and (6.50),

simple cross multiplication, followed by subtraction of ãk
k(n−k)λ̃
n−1

from both sides,

gives

ãk =
b̃k

kλU
n

+ ãk+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

+
(ãk+1 − ãk)

k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

. (6.54)

Comparing (6.54) with (6.13), we can verify ãk ≤ ak, since in their corresponding

right-hand side expressions, b̃k ≤ bk from Proposition 6.8, ãk+1 ≤ ak+1 due to

the assumption under the induction for k + 1 case, and (ãk+1 − ãk) ≤ 0 due to

Proposition 6.6. For the base case of k = n, we have ãn = b̃nλU
λU+λR

≤ bnλU
λU+λR

= an,
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since b̃n ≤ bn from proof of Proposition 6.8. Using k = 1, we finally get that a1 is a

decreasing function of λ.

Substituting λ→ ∞ in (6.13), (6.14) and (6.15) gives

a1 = . . . = an = bn
λU

λU + λR
(6.55)

= (1− cn,G−1)
λE

λE + λR

λU
λU + λR

(6.56)

=

(
λE

λE + λR

)G+1
λU

λU + λR
> 0, (6.57)

where (1− cn,G−1) is computed by iterating over g in (6.58),

(1− cn,g) = (1− cn,g−1)
λE

λE + λR
. (6.58)

One might expect that a high gossiping rate would result in the fast dissemination

of fresh, reliable information in the network and push a1 to zero. However, as seen

in (6.57), a1 in this case would still depend on other factors, such as how quickly

the reliable source can start sending packets soon after the event is updated and

whether the unreliable source is quicker in this regard. Next, substituting λ = 0 in

(6.13), (6.14) and (6.15) gives

a1 = b1
λU

λU + λR
(6.59)

= (1− c1,G−1)
λE

λE + λR
n

λU
λU + λR

(6.60)

=

(
λE

λE + λR
n

)G+1
λU

λU + λR
< 1, (6.61)
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where (1− c1,G−1) is computed by iterating over g in (6.62),

1− c1,g = (1− c1,g−1)
λE

λE + λR
n

. (6.62)

Notice how limλ→∞ a1 and limλ→0 a1 only differ due to the presence of variable n in

the denominator, highlighting the importance of gossiping for propagating reliable

information in a large network. When n = 1, both the values are the same, since

there is no gossiping in a single-node network. ■

Next, we investigate the dependence of F on the reliable source update rate

λR.

Proposition 6.9 ck,g is an increasing function of λR.

Proof: The proof is similar to Proposition 6.7. With reliable source update rate

λR, ck,g is defined by (6.15), and let c̃k,g be the analogous variable corresponding to

reliable source update rate λR + λ̃R, λ̃R > 0. From (6.15),

c̃k,g =
c̃k,g−1λE + k(λR+λ̃R)

n
+ c̃k+1,g

k(n−k)λ
n−1

λE + k(λR+λ̃R)
n

+ k(n−k)λ
n−1

, (6.63)

which, upon simple cross multiplication, followed by subtraction of c̃k,g
kλ̃R
n

from

both sides, gives

c̃k,g =
c̃k,g−1λE + kλR

n
+ c̃k+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+ (1− c̃k,g)
kλ̃R
n
. (6.64)

We claim c̃k,g ≥ ck,g, which we prove through double induction on variables g
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and k, as in Proposition 6.7. We assume that the claim holds for some g − 1, i.e.,

c̃k,g−1 ≥ ck,g−1 for all k, and prove that it holds for g as well, i.e., the first induction

is on variable g.

To prove the claim for g, i.e., c̃k,g ≥ ck,g for all k, we apply a second induction

on variable k. Therefore, we assume that the claim holds for k+1 and show that it

holds for k as well. The latter is obvious from comparing (6.64) with (6.15), where

c̃k,g−1 ≥ ck,g−1 due to the assumption under the first induction for the case of g− 1,

c̃k+1,g ≥ ck+1,g due to the assumption under the second induction for case of k + 1,

and 1 ≥ c̃k,g from the definition of c̃k,g. The base case of k = n can be similarly

proved by comparing terms of (6.64) with (6.15), which proves the claim for the case

of g as well, i.e., c̃k,g ≥ ck,g for all k. Likewise, the base case of g = 0 under the first

induction can be proved by writing c̃k,0 analogous to (6.51), rearranging its terms

similar to (6.64) and comparing them. ■

Lemma 6.5 For given n ∈ N, G ∈ N ∪ {0}, λ, λE, λU ∈ R, a1 is a decreasing

function of λR, with limλR→∞ a1 = 0 and limλR→0 a1 = 1.

Proof: The proof involves showing that bk and consequently ak, for all k, are de-

creasing functions of λR, using proof by induction. Assuming bk+1 is a decreasing

function of λR, we can see from (6.14) that the denominator λE + kλR
n

+ k(n−k)λ
n−1

in-

creases with λR, (1−ck,G−1)λE in the numerator increases with λR by Proposition 6.9

and bk+1
k(n−k)λ
n−1

decreases with λR due to the assumption under the induction. Con-

sequently, bk is also a decreasing function of λR. The base case of bn can be similarly

shown to decrease with λR.
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Likewise, we can show through induction that ak decreases with λR. From

(6.13), the denominator kλU
n

+ kλR
n

+ k(n−k)λ
n−1

decreases with λR, bk
kλU
n

decreases with

λ as proved above, and ak+1
k(n−k)λ
n−1

decreases with λR due to the assumption under

the induction on ak+1. The base case of an can be similarly shown to decrease with

λR.

Substituting λR → ∞ in (6.13) gives a1 = 0. On the other hand, λR = 0

implies that no reliable packets are sent to the network and the network only has

unreliable packets available. Mathematically, substituting λR = 0 in (6.13), (6.14)

and (6.15), one can inductively verify that ck,g = 0, bk = 1 and ak = 1, implying

limλR→0 a1 = 1. ■

We next investigate the dependence of F on the unreliable source update rate

λU . We observed in Lemma 6.5 how a large λR guarantees that all nodes only possess

reliable packets at all times, i.e., F = 0. However, we next observe in Lemma 6.6

how a large λU does not guarantee similar prevalence of unreliable packets in the

network.

Lemma 6.6 For given n ∈ N, G ∈ N ∪ {0}, λ, λE, λU ∈ R, a1 is an increasing

function of λU , with limλU→∞ a1 < 1.

Proof: Note from (6.14) and (6.15) that bk and ck,g are independent of λU . For

unreliable source update rate λU , ak is defined by (6.13), and let ãk be the analogous

variable corresponding to the unreliable source update rate λU + λ̃U . From (6.13),

ãk =
bk

k(λU+λ̃U )
n

+ ãk+1
k(n−k)λ
n−1

k(λU+λ̃U )
n

+ kλR
n

+ k(n−k)λ
n−1

, (6.65)
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which, upon simple cross multiplication, followed by subtraction of ãk
kλ̃U
n

from both

sides, gives

ãk =
bk

kλU
n

+ ãk+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

+
(bk − ãk)

kλ̃U
n

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

. (6.66)

Note that bk ≥ ãk by definition, since SAk∪{U} ≥ SAk
. The latter is true because

SAk∪{U} will be zero only if the set Ak possesses a reliable packet of version age upto

G, in which case SAk
will also be zero. Hence, SAk∪{U} = 0 implies SAk

= 0, however

SAk∪{U} = 1 need not imply SAk
= 1.

Employing proof by induction, we assume ãk+1 ≥ ak+1, which allows us to

readily see ãk ≥ ak by comparing (6.66) and (6.13). Here, bk − ãk ≥ 0 as proved

above, bk is independent of λU and ãk+1 ≥ ak+1 by the assumption under the

induction. The base case of an = bnλU
λU+λR

can be shown to increase with λU by

taking the first derivative with respect to λU .

From (6.44), a1 ≤ b1 < 1, where b1 is independent of λU and is strictly less

than 1, since b1 = 1 is not feasible in (6.14) as long as λR > 0. ■

We next investigate the dependence of F on the event update rate λE.

Proposition 6.10 ck,g is a decreasing function of λE.

Proof: For event update rate λE, ck,g is defined by (6.15), and let c̃k,g be the anal-

ogous variable corresponding to event update rate λE + λ̃E. By (6.15),

c̃k,g =
c̃k,g−1(λE + λ̃E) +

kλR
n

+ c̃k+1,g
k(n−k)λ
n−1

λE + λ̃E + kλR
n

+ k(n−k)λ
n−1

, (6.67)
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which, upon simple cross multiplication, followed by subtraction of c̃k,gλ̃E from both

sides, gives

c̃k,g =
c̃k,g−1λE + kλR

n
+ c̃k+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+
(c̃k,g−1 − c̃k,g)λ̃E + kλR

n

λE + kλR
n

+ k(n−k)λ
n−1

. (6.68)

The proof can be shown by employing a double induction on variables g and k,

similar to Proposition 6.9. Comparing (6.68) with (6.15), c̃k,g−1 ≤ ck,g−1 due to the

assumption under first induction for g−1 case, c̃k+1,g ≤ ck+1,g due to the assumption

under the second induction for k+1 case, and c̃k,g−1− c̃k,g ≤ 0 by Proposition 6.1.■

Proposition 6.11 bk is an increasing function of λE.

Proof: We provide an inductive proof similar to that of Proposition 6.8. Analogous

to bk, we define b̃k for event update rate λE + λ̃E from (6.14) as follows,

b̃k =
(1− c̃k,G−1)(λE + λ̃E) + b̃k+1

k(n−k)λ
n−1

λE + λ̃E + kλR
n

+ k(n−k)λ
n−1

, (6.69)

which, upon simple cross multiplication, followed by subtraction of b̃kλ̃E from both

sides, gives

b̃k =
(1− c̃k,G−1)λE + b̃k+1

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

+
(1− c̃k,G−1 − b̃k)λ̃E

λE + kλR
n

+ k(n−k)λ
n−1

. (6.70)

Note that SAk∪{U} = 1 − 1{XR(Ak)≤G}, since only 1{XR(Ak)≤G} = 1 will imply

that the best node in Ak ∪ {U} will lie in the set R(Ak). Therefore, bk = 1 − ck,G.

Since ck,g from Proposition 6.1 increases with g, we have, bk = 1− ck,G ≤ 1− ck,G−1.
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Now, comparing (6.70) with (6.14), we can see that b̃k ≥ bk, since 1− c̃k,G−1− b̃k ≥ 0

as proved above, b̃k+1 ≥ bk+1 by the assumption under the induction for k + 1 case,

and (1− c̃k,G−1) ≥ (1− ck,G−1) by Proposition 6.10. ■

Lemma 6.7 For given n ∈ N, G ∈ N ∪ {0}, λ, λR, λU ∈ R, a1 is an increasing

function of λE, with limλE→∞ a1 < 1 .

Proof: We claim that ak, for all k, is an increasing function of λE. We prove the

claim by induction, i.e., we assume ak+1 increases with λE and simply observe in

(6.13) that both ak+1 and bk, by Proposition 6.11, are increasing functions of λE,

implying that the claim holds for ak as well. Substituting k = 1 gives the desired

result. Further, from (6.44), a1 ≤ λU
λU+λR

b1 < 1, for all values of λE, where b1 ≤ 1

by definition. ■

Next, we study the dependency of the expected version age x1 = e1 on network

parameters λE, λU , λR, λ and n.

Proposition 6.12 Ck,g =
ck,g

kλU
n

kλU
n

+
kλR
n

+
k(n−k)λ

n−1

and Dk,g =
dk,g

kλU
n

kλU
n

+
kλR
n

+
k(n−k)λ

n−1

are decreas-

ing functions of λ.

Proof: This can be proved through double induction on variables k and g, as em-

ployed in proof of Proposition 6.10. Multiplying both sides of (6.22) by
kλU
n

kλU
n

+
kλR
n

+
k(n−k)λ

n−1

,

we get

Ck,g=
kλU
n

kλR
n

(kλU
n

+ kλR
n

+ k(n−k)λ
n−1

)(λE+
kλR
n

+ k(n−k)λ
n−1

)
+
Ck,g−1λE + Ck+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.71)
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Here Ck,g−1 and Ck+1,g are decreasing functions of λ due the assumptions under

double induction for the case of g−1 and k+1, similar to proof of Proposition 6.10,

and all the denominator terms are an increasing function of λ, implying that Ck,g

is also a decreasing function of λ. Likewise, we can multiply both sides of (6.21) by

kλU
n

kλU
n

+
kλR
n

+
k(n−k)λ

n−1

to get

Dk,g =
(Dk,g−1 + Ck,g−1)λE +Dk+1,g

k(n−k)λ
n−1

λE + kλR
n

+ k(n−k)λ
n−1

. (6.72)

Again, with a double induction on variables k and g, it can be shown that Dk,g de-

creases with λ, since both Dk,g−1 and Dk+1,g decrease with λ due to the assumptions

under double induction for the case of g − 1 and k + 1, and Ck,g has already been

proved to decrease with λ. The denominator term λE + kλR
n

+ k(n−k)λ
n−1

is further an

increasing function of λ. ■

Lemma 6.8 For given n ∈ N, G ∈ N ∪ {0}, λE, λR, λU ∈ R, x1 is a decreasing

function of λ. Further, limλ→∞ x1 > 0.

Proof: Note that in (6.20),
dk,G

kλU
n

kλU
n

+
kλR
n

+
k(n−k)λ

n−1

= Dk,G is a decreasing function of λ

from Proposition 6.12. We can show that ek, for all k, decreases with λ through

a proof by induction. Assuming ek+1 decreases with λ, using (6.20), coupled with

Proposition 6.12, we can argue that ek also decreases with λ. To prove the second

part, substituting λ→ ∞ in (6.20) gives,

e1 = . . . = en ≥ λE
λU + λR

. (6.73)
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Hence, a high inter-node gossiping rate does not imply all network nodes will be

fresh, i.e., x1 = e1 does not go to zero. This is because, as the event keeps getting

updated, the version age at network nodes keeps incrementing until either of the

reliable or unreliable source, both of which have finite update rates, sends the newer

versions to the network nodes. ■

In Section 6.4, we surprisingly observe from simulations that x1 is not a de-

creasing function of λR. This can be ascribed to the willingness of the network

nodes to switch to staler packets to have more reliable information at low values

of λR. Substituting λR = 0 in (6.20), (6.21) and (6.22) yields ck,g = dk,g = 0, and

consequently, ek is iteratively solved through the following simple recursive equation,

ek =
λE + ek+1

k(n−k)λ
n−1

kλU
n

+ k(n−k)λ
n−1

. (6.74)

On the other hand, when λR is large, (6.22) results in limλR→∞ ck,g = 1 and (6.21)

results in limλR→∞ dk,g = 0, and consequently, (6.20) gives

lim
λR→∞

ek = 0. (6.75)

Hence, a large reliable source update rate ensures that the reliable source can directly

keep all network nodes updated with the freshest reliable packet at all times, causing

them to have zero version age.

We next see, however, that a large λU does not analogously guarantee that age

will decay to zero, due to the unique nature of the file exchange protocol discussed
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in Section 6.1, wherein the version age is readily traded for more reliable packets at

network nodes.

Lemma 6.9 For given n ∈ N, G ∈ N ∪ {0}, λ, λE, λR ∈ R, x1 is a decreasing

function of λU , with limλU→∞ x1 > 0.

Proof: Note that ck,g and dk,g are independent of λU from (6.21) and (6.22). Next,

for unreliable source update rate λU , ek is defined by (6.20), and let ẽk be the

analogous variable corresponding to event update rate λU + λ̃U . From (6.20),

ẽk =
λE + dk,G

k(λ̃U+λU )
n

+ ẽk+1
k(n−k)λ
n−1

k(λ̃U+λU )
n

+ kλR
n

+ k(n−k)λ
n−1

, (6.76)

which, upon simple cross multiplication, followed by subtraction of ẽk
kλ̃U
n

from both

sides, gives

ẽk =
λE + dk,G

kλU
n

+ ẽk+1
k(n−k)λ
n−1

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

+
(dk,G − ẽk)

kλ̃U
n

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

. (6.77)

We provide a proof by induction and assume that ek+1 is a decreasing function of λU .

Though dk,G is independent of λU , note that dk,G ≤ ek, irrespective of the unreliable

source update rate, since XAk
1{XR(Ak)≤g} ≤ XAk

. This implies that when unreliable

source update rate is λU + λ̃U , dk,G ≤ ẽk still holds. Comparing (6.20) and (6.77),

we can see that dk,G ≤ ẽk and ẽk+1 ≤ ek+1 due to the assumption under induction,

implying ẽk ≤ ek. Hence ek, for all k, is a decreasing function of λU .

When λU = 0, e1 is simply computed by (6.38). On the other hand, with
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λU → ∞ in (6.38), e1 = d1,G, which is computed from (6.21) and (6.22), and is

positive and independent of λU . ■

Lemma 6.10 For given n ∈ N, G ∈ N ∪ {0}, λ, λR, λU ∈ R, x1 scales as O(λE).

Proof: For large λE, we have from (6.20),

ek =
λE

kλU
n

+ kλR
n

+ k(n−k)λ
n−1

= O(λE), (6.78)

as λE + dk,G
kλU
n

+ ek+1
k(n−k)λ
n−1

≈ λE. ■

Lemma 6.11 For given G ∈ N ∪ {0}, λ, λE, λR, λU ∈ R, x1 scales as Θ(log n).

Proof: From Lemma 6.2, we know the expected age x1 = e1 is lowest with G = 0

and highest with G = ∞. These extreme cases can be used to derive a lower bound

and an upper bound, respectively, to x1, both of which scale as log n.

When G = ∞, unreliable packets are never accepted at any network node, in

which case x1 is given by (6.38), i.e.,

ek =
λE + ek+1

k(n−k)λ
n−1

kλR
n

+ k(n−k)λ
n−1

. (6.79)

To derive an upper bound, we reduce the update rates λ and λR to L =

min{λR, λ} in (6.79) and call the expected age of the resulting system model as ẽk,

i.e.,

ẽk =
λE + ẽk+1

k(n−k)L
n−1

kL
n
+ k(n−k)L

n−1

. (6.80)
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We claim that ek ≤ ẽk. If λR > λ = L, then replacing λR with L reduces the

denominator magnitude of (6.79), and consequently, ẽk of (6.80) can be recursively

shown to be greater than ek for all k, beginning with k = n. On the other hand, if

L = λR ≤ λ, then ek ≤ ẽk follows from Lemma 6.8, since replacing λ with a smaller

value L leads to increased age. Therefore, (6.80) can be used to derive an upper

bound for e1, and we know from [5, Thm. 2] that ẽk in (6.80) scales as log n.

Likewise, for the case of G = 0, where e1 is governed by (6.37), we increase

the rate terms λR + λU and λ to M = max{λR + λU , λ} and call the expected age

of the resulting system model as ēk, i.e.,

ēk =
λE + ēk+1

k(n−k)M
n−1

kM
n

+ k(n−k)M
n−1

, (6.81)

which can be used to derive a lower bound. Note that increasing rates in (6.37) is

simply the reverse of reducing rates in (6.38), and ek ≥ ēk can be justified similarly

as above. Next, ēk, from [5, Thm. 2], also scales as log n. ■

6.4 Numerical Results

We first simulate a fully-connected network of n = 50 nodes with parameters λE = 2,

λU = 5, λR = 1 and λ = 0.1, for up to a total time of 105, which we use as proxy

for t → ∞. We vary G and plot simulation points (blue dots) of F and x1 on

curves (red lines) obtained from equations (6.13), (6.14), (6.15), (6.20), (6.21) in

Fig. 6.3(a) and Fig. 6.3(b), respectively. The real-time simulation points coincide

with the iterative calculation of the derived equation curves, lending support to the
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Figure 6.3: Analytical and simulation results as a function of G for (a) expected
fraction of users with unreliable information F , (b) expected version age x1, (c)
trade-off between F and x1 induced by G.

theoretical analysis. Fig. 6.3(a) shows that F decreases with G and converges to

zero, as suggested by Lemma 6.1, and Fig. 6.3(b) shows that the version age at

nodes increases with G, as suggested by Lemma 6.2. Fig. 6.3(c) shows the trade-off

between F and x1 induced by G, with low values of both variables being desirable.

We next plot F and x1 as a function of the network parameters n, λ, λR, λU ,

and λE. Fig. 6.4(a) and Fig. 6.4(b) show the variation in F and x1 as the network

size n grows. Both F and x1 grow with n, implying that larger network sizes have

undesirable effects on the packet quality at nodes. As suggested in Lemma 6.11,
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Figure 6.4: (a) F and (b) x1 as a function of network size n, with λE = 2, λU = 5,
λR = 1, λ = 0.1 and G = 10.
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Figure 6.5: F and (b) x1 as a function of gossiping rate λ, with λE = 2, λU = 5,
λR = 0.1, n = 50 and G = 10.

expected age grows logarithmically in Fig. 6.4(b).

Fig. 6.5(a) and Fig. 6.5(b) show the variation in F and x1 with gossiping rate

λ. Fig. 6.5(a) shows that F is a decreasing function of λ, converging to a non-zero

value of
(

λE
λE+λR

)G+1
λU

λU+λR
= 0.573, as predicted by Lemma 6.4. Fig. 6.5(b) shows

that x1 is also a decreasing function of λ, in accordance with Lemma 6.8, converging

to a value greater than the lower bound of λE
λU+λR

= 0.39 given by (6.73).
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Figure 6.6: F and (b) x1 as a function of reliable source update rate λR, with λE = 2,
λU = 50, λ = 0.1, n = 50 and G = 10.

0 10000 20000 30000 40000 50000

λU

0.830

0.835

0.840

0.845

0.850

0.855

0.860

0.865

fr
ac

ti
on

o
f

u
se

rs
w

it
h

u
n

re
li
ab

le
p

ac
ke

t

(a)

0 10000 20000 30000 40000 50000

λU

1.0

1.5

2.0

2.5

3.0
ve

rs
io

n
ag

e
at

ea
ch

n
o
d

e

(b)

Figure 6.7: F and (b) x1 as a function of unreliable source update rate λU , with
λE = 2, λR = 1, λ = 0.1, n = 50 and G = 10.

Next, we simulate the variation of F and x1 with reliable source update rate

λR in Fig. 6.6(a) and Fig. 6.6(b). As per Lemma 6.5, F decreases with λR in

Fig. 6.6(a), ultimately reducing to zero, causing a full prevalence of reliable packets

in the network, concurrently also causing x1 to reduce to zero in Fig. 6.6(b), as

suggested by (6.75).

Fig. 6.7(a) and Fig. 6.7(b) show the dependence of F and x1 on unreliable
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Figure 6.8: F and (b) x1 as a function of event update rate λE, with λU = 5, λR = 1,
λ = 0.1, n = 50 and G = 10.

source update rate λU . As seen in Fig. 6.7(a) and suggested by Lemma 6.6, F is an

increasing function of λU , however, it does not converge to 1 at large values of λU .

Likewise, in Fig. 6.7(b), x1, though a decreasing function of λU , does not converge

to zero, as suggested by Lemma 6.9.

Finally, we simulate the variation in F and x1 with event update rate λE in

Fig. 6.8(a) and Fig. 6.8(b). As per Lemma 6.7, F increases with λE in Fig. 6.8(a),

however, converges to a value less than the upperbound of λU
λU+λR

= 0.83. Further,

as per Lemma 6.10, x1 scales linearly with λE in Fig. 6.8(b).

6.5 Conclusion

In this chapter, we analyzed a system model where packets containing information

about a dynamic event are disseminated to a network of nodes by both reliable

and unreliable sources. The file exchange protocol implemented at the network

nodes allows for a sacrifice in the freshness of packets, quantified by the version
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age of information metric, by up to G versions, to enhance packet reliability. Our

analysis demonstrated that this sacrificing capacity G creates a trade-off between

reliability and information freshness at the network nodes. Additionally, we explored

the dependence of network reliability and freshness on various network parameters,

including update rates at different nodes and the overall network size.
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CHAPTER 7

Timeliness in Cache-Aided Networks with Non-Poisson Up-

dating

7.1 Introduction

In this chapter, we investigate two timeliness metrics- age of information and version

age of information, in cache-aided networks when the inter-update times on the links

are not necessarily exponentially distributed. We first study age of information in

a multi-hop multi-cast network with cache-aided nodes as shown in Fig. 7.1. We

assume that the updates on each link are sent according to an ordinary renewal

process which is not necessarily a Poisson process, and all nodes forward updates

independently of other nodes. As a result, the evolution of the age in the network is

defined by a superposition of multiple independent ordinary renewal processes. As

proved in [108], the superposition of two ordinary renewal processes is an ordinary

renewal process only if all processes are Poisson processes.

Since the exponential distribution (or geometric distribution) is the only con-

tinuous (or discrete) probability distribution with memoryless property, most prior

works studying timely information dissemination in networks heavily rely on these
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Figure 7.1: Multi-hop multi-cast tree network.

distributions. Here, it is worth noting how networks with nodes as queues [109–111]

differ from networks with nodes as caches. When a node has a queue buffer, all three

random variables corresponding to, the arrival of a packet, waiting time of a packet

in the queue and the service time of a packet, operate in a sequential order. In

contrast, in cache-updating networks, each node requests packets from other nodes

according to a renewal process, independently of how packets arrive at other nodes.

Hence, simultaneous operation of renewal processes is distinctive to cache-updating

networks. Nevertheless, when the random variables involved are memoryless, the

age processes in cache-updating networks and preemptive-queuing networks are sim-

ilar. This can be seen in the case of linear or tree networks by comparing the results

of [109] and [112] for memoryless exponential random variables, and [113] and [114]

for memoryless geometric random variables.

However, when the inter-update times follow general distributions which are

not exponential, it becomes difficult to calibrate the different renewal processes with

respect to each other. To understand this challenge, let us first consider the single-

hop system model of Fig. 7.2(a) which offers the convenience of a single renewal
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Figure 7.2: (a) One-hop model, consisting of source (node 0) and user (node 1). (b)
Red dots show time instants of packet arrival at user from source.

process, and hence, circumvents the need to deal with superposition of arrival pro-

cesses. In this model, the user downloads packets from the source according to a

renewal process where inter-update times Yi are positive i.i.d. random variables with

non-arithmetic distribution F . In this respect, a distribution F is called arithmetic

(or periodic) if it is piecewise constant and its points of increase are contained in

a set {0, d, 2d, . . .} with the largest such d > 0 being the span of such distribution.

When F is not arithmetic, it is called non-arithmetic, e.g., a distribution with a

continuous part [115].

In the above model, the age of informationX(t) at the user, shown in Fig. 7.2(b),

is determined by the time elapsed since the last renewal. Since X(t) at time t

depends only on location of t within the inter-renewal interval containing t, X(t)

qualifies as a renewal reward process [116], and its ensemble-average in limit of large

t is the same as its time average which, with probablity 1, provided E[Y 2] < ∞, is
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Figure 7.3: (a) Two-hop model. (b) Superposition of two renewal processes, N (0,1)(t)
and N (0,1)(t).

given by

lim
t→∞

E[X(t)] = lim
t→∞

∫ t
τ=0

X(τ)dτ

t
=

E[Y 2]

2E[Y ]
(7.1)

where Y is a typical random variable with distribution F .

We next add a second link to this model which results in the two-hop network

of Fig. 7.3(a), where updates arrive at node k from node k − 1 at times T
(k−1,k)
i

according to renewal process k, as shown in Fig. 7.3(b). If we consider a typical

inter-renewal interval [T
(0,1)
i , T

(0,1)
i+1 ], then in the absence of memoryless inter-update

times, the distribution of packet arrival instant at node 2 in this interval is dependent

on when the last packet arrived at node 2 in previous inter-renewal intervals, which

prevents us from characterizing the age process in this interval independently of

the past. Similarly, if we were to consider an inter-renewal interval [T
(1,2)
j , T

(1,2)
j+1 ],
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Figure 7.4: Evolution of instantaneous age of information X1(t) and X2(t), at node 1
and 2, respectively, till time t in a two-hop network. The red dots represent the time
instants when updates arrive at node 2 from node 1, while the blue dots represent
the time instants when updates arrive at node 1 from node 0. The instantaneous
age at node 2 at time t is composed of two terms: the top part is A(1,2)(t), which
arises from the N (1,2)(t) renewal process on the incident link (1, 2), and the bottom
part is A(0,1)(t − A(1,2)(t)), which depends on both the renewal processes N (0,1)(t)
and N (1,2)(t). Hence, age evolution at node 2 after the red dot at time instant
t − A(1,2)(t) cannot be characterized independently of the time before the red dot,
since the height of the blue shaded triangle depends on the past. Likewise, age at
the last blue dot time instant t − A(0,1)(t) is determined by time before the blue
dot, highlighting correlations between different inter-renewal intervals. Notice how
X1(t) ≤ X2(t), since packets arrive at node 2 from the single preceding node 1.

then the user age at the beginning or end of this interval depends on arrivals under

renewal process 1 in prior intervals. Therefore, the age evolutions in different time

intervals are correlated throughout the timeline, see Fig. 7.4, and an interesting

question to ask here is, whether it is possible to somehow characterize the ensemble

average of age at user 2 in the regime of large t.

Compared to traditional age of information, there are significant differences in

the analysis of version age of information, by virtue of the additional renewal point
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process at the source superimposed on other renewal processes. This is because

traditional age of information increases at unit rate, does not account for update

process at the source, and consequently can be fully described at a node in terms

of the time since the last update from the immediate server node and the age at

the server node. On the other hand, version age of information is a discrete metric

that gets incremented in steps of one whenever the source gets updated to a newer

version, and involves counting of renewals at the source between update arrivals from

the immediate server node. The case of version age of information, consequently,

gets further convoluted and is presented in later sections.

The works that are most relevant to this work are as follows: In [43], age

of information is studied in a single-hop network with N files having varying de-

grees of popularity. In [51], freshness of a citation index is studied for n researchers

with Poisson citation arrivals. [112] and [7] study multi-hop networks with Poisson

arrivals for version age of information metric and binary freshness metric, respec-

tively. [8] focuses on two-hop parallel relay networks with Poisson arrivals. [4] and [5]

have initiated the study of age of information and version age of information, re-

spectively, in arbitrary networks with Poisson arrivals, using the stochastic hybrid

system (SHS) framework [4–6,9,105,106,112,117,118]. The particular convenience

of Poisson updates in SHS stems from the fact that exponential distribution is the

only distribution with constant hazard rate, which simplifies expressions involving

expectations of products of test functions and transition intensities or hazard rates.

For multi-hop networks operating under ordinary renewal processes, [67] derived

the distribution of traditional age of information for the case of strictly stationary
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age processes; see [67, Section V]. Note that our work does not require the age

processes to be strictly stationary for analysis of age of information metric in any

of the network topologies considered. Other notable works on information freshness

in cache updating systems include [44,66,119].

The key contributions of this work are as follows:

• We first attempt to characterize the age of information in cache-aided update

systems for non-Poisson renewal processes. Though getting expressions for

the long-term expected age proves difficult for general networks, we provide

a closed-form expression for the expected age in multi-cast networks which

exhibit a tree topology as shown in Fig. 7.1.

• We observe from (7.1) that for a fixed mean arrival time E[Y ], the age of

information in a single-hop network increases with an increase in the variance

var[Y ], since E[Y 2] = var[Y ] + E[Y ]2. We show that the age at the end-user

in a multi-hop network also exhibits a similar relationship with the variance

of the inter-arrival distribution of the user node, which gives all nodes an

opportunity to lower their age, independent of the dynamics of the network.

• We provide analogous results for version age of information by employing a

pre-limit refinement of Blackwell’s theorem [120] using a semi-martingale rep-

resentation of a renewal process N(t), because the classical Blackwell’s result,

limt→∞ E[N(t+ a)−N(t)] = a
E[Y ]

, only provides expected number of renewals

for process N(t) in a constant time interval a, which proves insufficient for ver-

sion age analysis in this work. We show that the expected version age at the
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end-users is inversely proportional to the mean update interval at the source,

and also exhibits an additive structure.

• We finally study the expected age of information in networks with the property

that the update processes on all links become sparse for large network sizes,

such as a fully connected network, and remark that the expected age scales as

O(log n) in symmetric fully connected networks.

• We present simulation results to support our findings.

7.2 Model and Notations for Age Analysis

Packets are assumed to arrive from node i at node j on link (i, j) according to

N (i,j)(t) renewal process, and the finite random times 0 ≤ T
(i,j)
1 ≤ T

(i,j)
2 ≤ . . . denote

the corresponding renewal times, such that, inter-arrival times Y
(i,j)
n = T

(i,j)
n −T

(i,j)
n−1

are i.i.d. with common distribution F i,j. Given N (i,j)(t) = max{n : T
(i,j)
n ≤ t},

the regenerative process A(i,j)(t) = t−T
(i,j)

N(i,j)(t)
denotes the corresponding backward

recurrence time (or current life or age of renewal process) at t, which is the time

since the last renewal prior to t. Note that 0 ≤ A(i,j)(t) ≤ t, which will be repeatedly

used later. For more details, please see references [115,116].

Consider a typical node j in an arbitrary network of nodes and let Sj denote

the set of nodes from which packets arrive at node j. The most recent packet from

node i ∈ Sj arrives at node j before time t at time instant t − A(i,j)(t) = T
(i,j)

N(i,j)(t)
,

at which point, node j compares generation times of the arriving packet with the

packet present at its cache, discarding the staler packet in favor of the fresher packet.
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Let Xj(t) denote the instantaneous age of information at node j at time t.

Then, Xj(t) can be written as

Xj(t) =
∑

i∈Sj

[ ∏

k∈Sj\{i}

χ{A(i,j)(t)<A(k,j)(t)}

]

×
[
min

{
Xi(t− A(i,j)(t)), Xj(t− A(i,j)(t)

}
+ A(i,j)(t)

]
(7.2)

where χA represents the indicator random variable for the measurable set A and

Xj(0) = 0. Since the source always has the latest packet, X0(t) = 0 at all times.1

In (7.2),
∏

k∈Sj\{i} χ{A(i,j)(t)<A(k,j)(t)} corresponds to the scenario when the last

packet that arrived at node j before time t came from node i, which would be the

case when the backward recurrence times of all other relevant renewal processes at

time t are larger than A(i,j)(t). The last term A(i,j)(t) in (7.2) comes from the fact

that age grows at unit rate post the last packet arrival.

In the next step, min{Xi(t − A(i,j)(t)), Xj(t − A(i,j)(t)}, which is a minimum

over two age processes, can be further characterized in a manner similar to (7.2),

and the corresponding expression will have terms of the form that involve taking

a minimum over three age processes, for example min{Xi(t
′), Xj(t

′), Xk(t
′)} with

t′ = t − A(i,j)(t) − A(k,j)(t − A(i,j)(t)). By recursively repeating this process we

finally encounter the expression min{X1(t
′′), X2(t

′′), . . . , Xn(t
′′)}, t′′ = t − ∆(t),

where ∆(t) represents a stochastic process whose exact expression depends on the

1(7.2) holds true for the case where the distributions of inter-update times do not have atom
points. When the distributions have atom points, packets from different nodes might arrive at
node j at the same time with non-zero probability. This situation can be remedied by choosing
a priority order for different incoming links, which would change some of the “<” to “≤” in the
indicator variable in (7.2).
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network topology. Since source node is the only node external to the set of n nodes,

the last min expression can be completely defined in terms of backward recurrence

times of the form A(0,ℓ)(t′′′) such that 0 ∈ Sℓ. This recursive approach will become

more clear for multi-cast networks with tree topology in Section 7.3.

On first glance, this might give an impression that since all renewal processes

and their associated recurrence times are independent processes, by reducing Xj(t)

to a function composed purely of backward recurrence times, one could conveniently

compute the expectation of Xj(t). However, note that, in the first and second steps

of the recursion above, we encountered the term A(k,j)(t) in the product of indicator

variables in (7.2), and the term A(k,j)(t−A(i,j)(t)) in the definition of t′. Though both

terms correspond to the same renewal process N (k,j)(t), these backward recurrence

times could be correlated through time which complicates analysis.

However, this complication does not arise if we assume that each node in the

network has only one incoming link, as shown in the tree network of Fig. 7.1. This

is because, |Sj| = 1, and the product term in (7.2) vanishes. Additionally, since

packets now arrive at node j from a single preceding node i, Xi(t) ≤ Xj(t) for all t,

see Fig. 7.4, which simplifies the min term as,

min
{
Xi(t− A(i,j)(t)), Xj(t− A(i,j)(t)

}
= Xi(t− A(i,j)(t)) (7.3)

In the next section, we derive a closed form expression for the long-term ex-

pected age limt→∞ E[Xj(t)] at each node j in networks that have a tree topology.
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7.3 Age in Networks with Tree Structure

7.3.1 Two-Hop Network

Consider the two-hop network in Fig. 7.3(a), where we wish to determine the long-

term expected age at node 2. For this network, as depicted graphically in Fig. 7.4,

the instantaneous age X2(t) can be written as

X2(t) = X1(t− A(1,2)(t)) + A(1,2)(t) (7.4)

where X1(t− A(1,2)(t)) in turn can be expressed as

X1(t− A(1,2)(t))=X0(t− A(1,2)(t)−A(0,1)(t− A(1,2)(t)))+A(0,1)(t− A(1,2)(t)) (7.5)

Let us define

∆1(t) = A(1,2)(t) (7.6)

∆2(t) = A(0,1)(t− A(1,2)(t)) (7.7)

Substituting (7.5), (7.6) and (7.7) into (7.4), and using X0(t−∆1(t)−∆2(t)) = 0,

we obtain

X2(t) = ∆1(t) + ∆2(t) (7.8)
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Lemma 7.1 Given independent stochastic processes S1(t) and S2(t) with supt≥0 |E[S1(t)]| <

∞ and 0 ≤ S2(t) ≤ t, such that limt→∞ E[S1(t)] and limt→∞ E[S2(t)] exist, we have

lim
t→∞

E[S1(t− S2(t))] = lim
t→∞

E[S1(t)] (7.9)

Proof: Let us define expectation functions

µ1(t) = E[S1(t)] (7.10)

µ2(t) = E[S2(t)] (7.11)

such that µ1(t) → a1 and µ2(t) → a2, where a1 and a2 are some constants. Thus, for

every ϵ2 > 0 there exists time T2 such that for all t > T2, we have |µ2(t)− a2| < ϵ2.

Choosing ϵ2 = a2, and using Markov inequality, we obtain

P(S2(t) ≥
√
t) ≤ µ2(t)√

t
<

2a2√
t

(7.12)

Likewise, for every ϵ1 > 0, there exists T1 such that for all t > T1, we have

|µ1(t)− a1| < ϵ1. Since S1(t) and S2(t) are independent stochastic processes, for all

t ≥ 0, we have

E[S1(t− S2(t))|S2(t)] = µ1(t− S2(t)) (7.13)
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Therefore,

∣∣∣E
[
S1(t− S2(t))

]
− a1

∣∣∣ =
∣∣∣E
[
µ1(t− S2(t))− a1

]∣∣∣ (7.14)

=
∣∣∣E
[
(µ1(t− S2(t))−a1)

(
χ{S2(t)≥

√
t}+χ{S2(t)<

√
t}

)]∣∣∣ (7.15)

≤
∣∣∣E
[
µ1(t− S2(t))χ{S2(t)≥

√
t}

] ∣∣∣+
∣∣∣E
[
a1χ{S2(t)≥

√
t}

]∣∣∣

+
∣∣∣E
[
(µ1(t− S2(t))− a1)χ{S2(t)<

√
t}

] ∣∣∣ (7.16)

≤E
[∣∣∣µ1(t− S2(t))

∣∣∣χ{S2(t)≥
√
t}

]
+ E

[
a1χ{S2(t)≥

√
t}

]

+ E
[∣∣∣µ1(t− S2(t))− a1

∣∣∣χ{S2(t)<
√
t}

]
(7.17)

where (7.16) follows from the triangle inequality.

If t > T ′ = 1+2T1+
√
1+4T1

2
, then when S2(t) <

√
t, we have t − S2(t) > t −

√
t > T1 and hence |µ1(t − S2(t)) − a1| < ϵ1. For all other cases, |µ1(t − S2(t))| ≤

supt≥0 |E[S1(t)]|. For t > max{T ′, T2}, using (7.12), (7.17) gives

∣∣∣E[S1(t− S2(t))]− a1

∣∣∣ < sup
t≥0

|E[S1(t)]|
2a2√
t
+

2a1a2√
t

+ ϵ1 (7.18)

Since ϵ1 can be chosen to be arbitrarily small,

lim
t→∞

∣∣∣E[S1(t− S2(t))]− a1

∣∣∣ = 0 (7.19)

Thus, E[S1(t− S2(t))] → a1, which completes the proof. ■

From (7.8), E[X2(t)] requires computing the terms E[∆1(t)] and E[∆2(t)].
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Since A(1,2)(t) evolves as in Fig. 7.2(b), (7.1) gives

lim
t→∞

E[∆1(t)] = lim
t→∞

E[A(1,2)(t)] =
E
[(
Y (1,2)

)2]

2E [Y (1,2)]
(7.20)

Likewise, we have

lim
t→∞

E[A(0,1)(t)] =
E
[(
Y (0,1)

)2]

2E [Y (0,1)]
(7.21)

Since the limit limt→∞ E[A(0,1)(t)] exists, there exists T such that for all t > T ,

E[A(0,1)(t)] < limt→∞ E[A(0,1)(t)] + ϵ for some ϵ > 0. Further, since 0 ≤ A(0,1)(t) ≤ t

by definition, we have E[A(0,1)(t)] < T for t ≤ T . Hence,

sup
t≥0

∣∣E[A(0,1)(t)]
∣∣ ≤ max

{
lim
t→∞

E[A(0,1)(t)] + ϵ, T
}
<∞ (7.22)

Hence by Lemma 7.1,

lim
t→∞

E[∆2(t)] = lim
t→∞

E[A(0,1)(t)] =
E
[(
Y (0,1)

)2]

2E [Y (0,1)]
(7.23)

Thus, the long-term expected age at node 2 is

lim
t→∞

E[X2(t)] =
E
[(
Y (1,2)

)2]

2E [Y (1,2)]
+

E
[(
Y (0,1)

)2]

2E [Y (0,1)]
(7.24)

Remark 7.1 Interestingly, the age at node 2 is determined by independent contri-

butions of the links in the path from node 0 to node 2.
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Y (1,2)
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Y (n−1,n)

. . .
Y (2,3)

Figure 7.5: n-hop model.

In general, for tree networks, only the links involved in the path between the

source and an end-user are critical to the age dynamics of the end-user. In the next

subsection, we therefore study n-hop linear networks.

7.3.2 Multi-Hop Network

Consider the n-hop network of Fig. 7.5 where we wish to determine the long-term

expected age at node n of the network. We define time segments ∆i(t), i ≥ 1

through the following recurrence equation

∆i(t) = A(n−i,n−i+1)(t−
i−1∑

j=0

∆j(t)) (7.25)

with ∆0(t) = 0, see Fig. 7.6. Note that ∆i(t) is smaller than t −∑i−1
j=0∆j(t) by

definition of A(n−i,n−i+1)(t). Similar to (7.4), the instantaneous age Xn(t) at node n

can be written as

Xn(t) = Xn−1(t− A(n−1,n)(t)) + A(n−1,n)(t) (7.26)

This can be alternately represented as

Xn(t−∆0(t)) = Xn−1(t−∆0(t)−∆1(t)) + ∆1(t) (7.27)
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t− ∆0(t)t−
∑1

j=0
∆j(t)t−

∑2

j=0
∆j(t)t−

∑3

j=0
∆j(t)

= t

∆1(t)∆2(t)∆3(t)

packet arrival at
node n

packet arrival at
node n− 1

packet arrival at
node n− 2

Figure 7.6: Time segments ∆i(t) for i ∈ {1, . . . , n}.

In the next step, Xn−1(t−A(n−1,n)(t)) of (7.26) will be again characterized in a

similar manner and the full set of equations encountered in this recursive approach

is of the form

Xn−i(t−
i∑

j=0

∆j(t)) = Xn−i−1(t−
i+1∑

j=0

∆j(t)) + ∆i+1(t) (7.28)

for 0 ≤ i ≤ n−1 with X0(t−
∑n

j=1∆j(t)) = 0 as node 0 represents the source node.

Then, it follows from (7.28) that

Xn(t) =
n∑

j=1

∆j(t) (7.29)

Similar to (7.20), we have

lim
t→∞

E[∆1(t)] = lim
t→∞

E[A(n−1,n)(t)] =
E
[(
Y (n−1,n)

)2]

2E [Y (n−1,n)]
(7.30)

Further, using the approach of (7.22), we get supt≥0

∣∣E[A(n−i,n−i+1)(t)]
∣∣ <∞. Since

∑i−1
j=0∆j(t) ≤ t, we can prove limt→∞ E[∆i(t)] = limt→∞ E[A(n−i,n−i+1)(t)] recur-

sively for i = 2, 3, . . . , n from (7.25) using Lemma 7.1.
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Hence, from (7.29), we obtain

lim
t→∞

E[Xn(t)] =
n∑

j=1

lim
t→∞

E[∆j(t)] =
n∑

j=1

E
[(
Y (n−j,n−j+1)

)2]

2E [Y (n−j,n−j+1)]
(7.31)

Remark 7.2 In the special case when the renewal processes are Poisson, (7.31)

reduces to the sum of inverse of rates of the Poisson processes, which was observed

in [109] for preemptive queues, and in [112] for cache-updating systems, using the

SHS method.

Remark 7.3 Interestingly, the age at node n depends on independent contributions

of the intermediate links (i, i + 1), 0 ≤ i ≤ n − 1 and is invariant to ordering

of these links. Hence, each node can minimize its age by optimizing its individual

packet request renewal process, irrespective of the statistical properties of other nodes

and links in the network. Since the constant random variable has zero variance,

for a fixed mean E[Y (n−j,n−j+1)], (7.31) hints that all nodes should request packets

at constant time intervals to reduce variance. Here, we would like to point out

that the constant distribution is an example of arithmetic distribution where the

limit limt→∞ E[X(t)] does not exist. This is because the ages at all nodes evolve as

deterministic functions of time and the expectations do not stabilize at large t. Time

average instead is the more reasonable choice of performance metric for arithmetic

distributions and a counter part of Lemma 7.1 needs to be proved for their case.

These findings imply that in a cache updating system, such as within a commu-

nication network consisting of a cloud, macro-base station, small-cell base station,
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and users, the end-users should download packets at constant intervals from their

nearest base stations. As we will demonstrate in Section 7.8 later, the expected age

at user can significantly differ based on whether the renewal processes are correctly

identified or merely approximated as Poisson processes.

Remark 7.4 Using approach similar to Lemma 7.1 and (7.31), one could proceed

to compute higher moments of age of information as well. For instance, the second

moment, limt→∞ E[Xn(t)
2], useful for computing variance of age at node n, can be

computed, from (7.29), to be

lim
t→∞

E[Xn(t)
2] = lim

t→∞
E



(

n∑

j=1

∆j(t)

)2

 (7.32)

= lim
t→∞

E



(

n∑

j=1

A(n−j,n−j+1)(t)

)2

 (7.33)

= lim
t→∞

E

[∑

i ̸=j

(
2A(n−i,n−i+1)(t)A(n−j,n−j+1)(t)

)
]

+ lim
t→∞

E

[
n∑

j=1

(
A(n−j,n−j+1)(t)

)2
]

(7.34)

= lim
t→∞

∑

i ̸=j

2
E
[(
Y (n−j,n−j+1)

)2]

2E [Y (n−i,n−i+1)]

E
[(
Y (n−i,n−i+1)

)2]

2E [Y (n−j,n−j+1)]

+
n∑

j=1

E
[(
Y (n−j,n−j+1)

)3]

3E [Y (n−j,n−j+1)]
(7.35)

where the equivalence of (7.32) and (7.33) can be established through a conver-

gence proof similar to Lemma 7.1 and Cauchy-Schwarz inequality |E[X1X2]|2 ≤

E[X2
1 ]E[X2

2 ]. The equivalence of (7.34) and (7.35) follows from moment derivations

of backward recurrence times in [121] and independence of renewal processes on
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Y (0,i)

Y (i,j)

Figure 7.7: Multi-hop multi-cast tree network with version updates at source.

various links.

7.4 Version Age with Multi-Hop Renewal Updates

Consider a cache-enabled network consisting of a source node, server nodes and user

nodes in a tree topology, with source as the root node and users as leaf nodes, as

shown in Fig. 7.7. The source gets updated according to an ordinary renewal process

and uses a logical clock to mark the updates with an incrementing numeric value,

which we refer to as the version number of the update packet. The user nodes

attempt to retrieve the latest possible version update from the source through a

sequence of cache-aided server nodes, such that updates on all links are forwarded

according to ordinary renewal processes that are not necessarily Poisson processes.

In this setting, we use version age of information to quantify the freshness of in-

formation at the user nodes. At time t, the instantaneous version age at node i

is defined as Xi(t) = W0(t) −Wi(t), where at Wi(t) is the latest version of a file

available at node i and W0(t) is the current version prevailing at the source.
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A

Figure 7.8: One-hop model, where the sources gets updates according to a Poisson
process with rate λs and updates arrive at node 1 according to a renewal process
with typical inter-renewal period Y .

Consider the single-hop network of Fig. 7.8, where a user downloads packets

from the source according to an ordinary renewal point process with inter-update

times as positive i.i.d. random variables, denoted by typical random variable Y with

non-arithmetic distribution F . Let us first consider the simpler case when the source

(node 0) gets updated according to a Poisson process with rate λs. In this case, the

instantaneous version age X(t) at time t at node 1 is determined by the number

of renewals at the source since node 1 last downloaded a packet from the source.

In Fig. 7.8, Y represents a typical inter-renewal interval between two consecutive

downloads at node 1, and Zj corresponds to the inter-renewal interval j between two

updates at the source in interval Y , with Z1 denoting the time between a download at

node 1 and the first update at the source since the download. Due to the memoryless

property of Poisson process, Z1 is exponentially distributed, like other Zjs. Hence,

X(t) at any time t within the particular inter-renewal interval Y will only depend
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Figure 7.9: Superposition of renewal processes, N (0,0)(t) andN (0,1)(t), in the one-hop
model.

on the location of t in Y and random variables Zjs local to Y , consequently, X(t)

qualifies as a renewal reward process. We define A to be the accumulated reward

in the inter-renewal interval Y , which corresponds to the area of the shaded region

in Fig. 7.8. We assume in this work that inter-renewal distributions of all renewal

processes have finite first and second moments. Therefore, E[Y ] < ∞ and E[Y 2] <

∞, and with probability 1, we have from [116]

lim
t→∞

E[X(t)] =
E[A]
E[Y ]

=
λsE[Y 2]

2E[Y ]
(7.36)

where the shaded area A in Fig. 7.8 can be computed as in [51]. However, when

the source gets updated according to a general renewal process, as in Fig. 7.9, in

the absence of memoryless property of inter-update times, the distribution of Z1

depends on the last source update instant in the previous inter-renewal interval,

which prevents us from characterizing version age in the interval Y independently
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Figure 7.10: Superposition of source renewal process N (0,0)(t) on the two renewal
processes, N (0,1)(t) and N (0,1)(t) in the two-hop model.

of the past.

Further, if we added a second node to this model, this results in the two-

hop model of Fig. 7.10, where updates arrive at node k from node k − 1 at times

T
(k−1,k)
i according to renewal process k, and similar to the case of traditional age of

information metric, it becomes difficult to calibrate the different renewal processes

with respect to each other for version age evaluation. That is, if we consider a typical

inter-renewal interval [T
(0,1)
i , T

(0,1)
i+1 ], then in the absence of memoryless inter-update

times, the distribution of packet arrival instant at node 2 and the first source renewal

update instant in this interval is dependent on when the last packet arrived at node 2

in previous inter-renewal intervals, which prevents us from characterizing the version

age process at node 2 in this interval independently of the past. Similarly, if we were

to consider an inter-renewal interval [T
(1,2)
j , T

(1,2)
j+1 ], then the user version age at the
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beginning of this interval depends on the last packet arrival instant at node 1 in prior

intervals and how much source renewal updates occurred since then. Therefore,

the version age evolutions in different time intervals are correlated throughout the

timeline, and in the following sections we aim to characterize the ensemble average

of the version age at the end user in the regime of large t, by employing a pre-limit

refinement of Blackwell’s theorem [120] using a semi-martingale representation of a

renewal processes.

7.5 Model and Notations for Version Age Analysis

The source receives version updates according to a renewal process N (0,0)(t) and

packets from node i arrive at node j on link (i, j) according to a renewal process

N (i,j)(t). The corresponding finite random times 0 ≤ T
(i,j)
1 ≤ T

(i,j)
2 ≤ . . . denote the

renewal times, such that the inter-arrival times Y
(i,j)
n = T

(i,j)
n − T

(i,j)
n−1 are positive

i.i.d. random variables with common distribution F i,j, which is assumed to be non-

arithmetic with finite first and second moments. Given N (i,j)(t) = max{n : T
(i,j)
n ≤

t}, the regenerative process A(i,j)(t) = t− T
(i,j)

N(i,j)(t)
denotes the corresponding back-

ward recurrence time (or age of renewal process) at time t, which is the time since the

last renewal prior to t. Likewise, the regenerative process B(i,j)(t) = T
(i,j)

N(i,j)(t)+1
− t

denotes the corresponding forward recurrence time (or residual renewal time of re-

newal process) at time t, which is the time to the next renewal after t.

Consider a typical node j in an arbitrary network of nodes and let Sj denote

the set of nodes from which packets arrive at node j. The most recent packet from
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node i ∈ Sj arrives at node j before time t at time instant t − A(i,j)(t) = T
(i,j)

N(i,j)(t)
,

at which point, node j compares the version number of the arriving packet with the

packet present at its cache, and discards the staler version in favor of the fresher

version.

Let Xj(t) denote the instantaneous version age of information at node j at

time t. Then, Xj(t) can be written as

Xj(t) =
∑

i∈Sj

[ ∏

k∈Sj\{i}

χ{A(i,j)(t)<A(k,j)(t)}

]

×
[
min

{
Xi(t− A(i,j)(t)), Xj(t− A(i,j)(t)

}

+N (0,0)(t)−N (0,0)(t− A(i,j)(t))
]

(7.37)

where χA represents the indicator random variable for the measurable set A and

Xj(0) = 0. Since the source always has the latest packet, X0(t) = 0 at all times.

In (7.37),
∏

k∈Sj\{i} χ{A(i,j)(t)<A(k,j)(t)} corresponds to the scenario when the last

packet that arrived at node j before time t came from node i, which would be the

case when the backward recurrence times of all other relevant renewal processes at

time t are larger than A(i,j)(t). The last term N (0,0)(t)−N (0,0)(t−A(i,j)(t)) in (7.37)

comes from the fact that version age at node j increments by one every time the

source gets updated post the last packet arrival at t− A(i,j).

In the next step, min{Xi(t − A(i,j)(t)), Xj(t − A(i,j)(t)}, which is a minimum

over two age processes, can be further characterized in a manner similar to (7.37)

by accounting for arrivals at nodes {i, j} from the set Si∪Sj, and the corresponding
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expression will have terms of the form that involve taking a minimum over three

version age processes, in addition to counting number of source renewals between

relevant updates. By recursively repeating this process we finally encounter the

expression min{X1(t
′′), X2(t

′′), . . . , Xn(t
′′)}, t′′ = t −∆(t), where ∆(t) represents a

stochastic process whose exact expression depends on the network topology. Since

the source node is the only node external to the set of n nodes and the version age at

source is always zero, the last min expression can be completely defined in terms of

the number of source renewals in time intervals that are backward recurrence times

of the form A(0,ℓ)(t′′′) for all ℓ with 0 ∈ Sℓ. This recursive approach will become more

clear for multi-cast networks in Section 7.6. Similar to Section 7.2, we encounter

terms, corresponding to the same renewal process, correlated through time which

complicates analysis.

However, when each node in the network has only one incoming link, as shown

in the tree network of Fig. 7.7, then |Sj| = 1, and the product term in (7.37)

vanishes. Additionally, as packets now arrive at node j from a single preceding

node i, Xi(t) ≤ Xj(t) for all t, this simplifies the min term as

min
{
Xi(t−A(i,j)(t)), Xj(t−A(i,j)(t))

}
= Xi(t−A(i,j)(t)) (7.38)

In the next section, we derive a closed form expression for the long-term ex-

pected version age limt→∞ E[Xj(t)] at each node j in networks that have a tree

topology.
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7.6 Version Age in Networks with Tree Structure

To facilitate the exposition of the derivation of version age in general tree networks,

we again initially begin by examining the special cases of one-hop and two-hop

networks, which serve to motivate the necessity of lemmas proved in the work.

7.6.1 One-Hop Network

We consider a single-hop network, where the source gets updated according to a

renewal process that is not necessarily Poisson; Fig. 7.9. At time t, the last packet

arrival at node 1 from node 0 happens at time t−A(0,1)(t), thus, the instantaneous

version age at node 1 depends on the number of version updates at the source in

the interval (t− A(0,1)(t), t], giving

X1(t) = N (0,0)(t)−N (0,0)(t−A(0,1)(t)) +X0(t−A(0,1)(t)) (7.39)

Lemma 7.2 Let N(t) be a renewal process with i.i.d. inter-renewal times, denoted

by typical random variable Y , with non-arithmetic distribution and finite first and

second moments. Let S(t) be a stochastic process that is independent of N(t), such

that, 0 ≤ S(t) ≤ t and limt→∞ E[S(t)] exists. Then,

lim
t→∞

E[N(t)−N(t− S(t))] =
limt→∞ E[S(t)]

E[Y ]
(7.40)

Proof: Taking µ = E[Y ], [120] provides the following semi-martingale representa-
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tion for a renewal process N(t),

N(t) =
t+B(t)

µ
+M(t) (7.41)

where B(t) is the forward recurrence time associated with the renewal process N(t)

and M(t) = N(t) + 1 − TN(t)+1

µ
is a martingale. Let m(t) = E[N(t)] and b(t) =

E[B(t)], then since E[Y ] < ∞ and E[Y 2] < ∞, renewal reward theorem [116] gives

limt→∞ b(t) = E[Y 2]
2E[Y ]

= b1. This implies that there exists T , such that, for all t ≥ T ,

b(t) < b1 + ϵ, for some ϵ > 0. Further, for any t < T , B(t) ≤ (T − t) + B(T ) ≤

T + b1 + ϵ, in the worst case, no renewal occurs in the time interval (t, T ) which

leads to B(t) = (T − t) +B(T ). Hence,

sup
t≥0

|b(t)| ≤ T + b1 + ϵ <∞ (7.42)

Using the fact that E[M(t)] = E[M(0)] = 0 for all t (see Wald identity, [116])

since M(t) is a martingale, we get

E[N(t)−N(t− S(t))] = E
[
t+B(t)

µ
− t− S(t) +B(t− S(t))

µ

]
(7.43)

= E
[
S(t) +B(t)−B(t− S(t))

µ

]
(7.44)

Taking limit t → ∞ on both sides and using Lemma 7.1 with S1(t) = B(t) and

S2(t) = S(t) gives the desired result. ■

Coming back to computing lim→∞ E[X1(t)] in Fig. 7.9, using (7.39) and Lemma 7.2
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along with X0(t− A(0,1)(t)) = 0, we have

lim
t→∞

E[X1(t)] =
limt→∞ E[A(0,1)(t)]

E[Y (0,0)]
=

E[
(
Y (0,1)

)2
]

2E[Y (0,0)]E[Y (0,1)]
(7.45)

Remark 7.5 Note that if both of the processes in Fig. 7.9 are Poisson, then the

expected version age at the user node is known to be λs
λ

[5, 51]. Therefore, it is

interesting to note that λs here is the proxy for 1
E[Y (0,0)]

, while λ is the proxy for

2E[Y (0,1)]

E[(Y (0,1))
2
]
.

7.6.2 Two-Hop Network

Consider the two-hop network in Fig. 7.10 where we wish to determine the long-term

expected version age at node 2. Then, the instantaneous version age X2(t) can be

written as

X2(t) =N
(0,0)(t)−N (0,0)(t− A(1,2)(t)) +X1(t− A(1,2)(t)) (7.46)

where X1(t− A(1,2)(t)) in turn can be expressed as

X1(t− A(1,2)(t)) =N (0,0)(t− A(1,2)(t))−N (0,0)(t− A(1,2)(t)− A(0,1)(t− A(1,2)(t)))

+X0(t− A(1,2)(t)− A(0,1)(t− A(1,2)(t))) (7.47)
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Let us define

∆1(t) = A(1,2)(t) (7.48)

∆2(t) = A(0,1)(t− A(1,2)(t)) (7.49)

Substituting (7.47), (7.48) and (7.49) in (7.46) and using X0(t−∆1(t)−∆2(t)) = 0,

we get

X2(t) =N
(0,0)(t)−N (0,0)(t−∆1(t)) +N (0,0)(t−∆1(t))

−N (0,0)(t−∆1(t)−∆2(t)) (7.50)

=N (0,0)(t)−N (0,0)(t−∆1(t)−∆2(t)) (7.51)

To compute the expectation in (7.51), limt→∞ E[X2(t)], we use Lemma 7.2,

which requires computing the terms E[∆1(t)] and E[∆2(t)] at t→ ∞. The backward

recurrence time A(1,2)(t) has the following limiting expectation [116]

lim
t→∞

E[∆1(t)] = lim
t→∞

E[A(1,2)(t)] =
E
[(
Y (1,2)

)2]

2E [Y (1,2)]
(7.52)

Likewise, we have

lim
t→∞

E[A(0,1)(t)] =
E
[(
Y (0,1)

)2]

2E [Y (0,1)]
(7.53)

Since the limit limt→∞ E[A(0,1)(t)] exists, there exists T such that for all t > T ,

E[A(0,1)(t)] < limt→∞ E[A(0,1)(t)] + ϵ for some ϵ > 0. Further, since 0 ≤ A(0,1)(t) ≤ t
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by definition, we have E[A(0,1)(t)] < T for t ≤ T . Hence,

sup
t≥0

∣∣E[A(0,1)(t)]
∣∣ ≤ max

{
lim
t→∞

E[A(0,1)(t)] + ϵ, T
}
<∞ (7.54)

Hence, by Lemma 7.1,

lim
t→∞

E[∆2(t)] = lim
t→∞

E[A(0,1)(t)] =
E
[(
Y (0,1)

)2]

2E [Y (0,1)]
(7.55)

Since 0 ≤ ∆1(t) + ∆2(t) ≤ t and limt→∞ E[∆1(t) + ∆2(t)] exists, by Lemma 7.2 the

long-term expected version age at node 2 is

lim
t→∞

E[X2(t)] =
limt→∞ E[∆1(t) + ∆2(t)]

E[Y (0,0)]
(7.56)

=
1

E[Y (0,0)]



E
[(
Y (1,2)

)2]

2E [Y (1,2)]
+

E
[(
Y (0,1)

)2]

2E [Y (0,1)]


 (7.57)

Hence, the version age at node 2 is determined by the sum of independent contri-

butions of links in the path from node 0 to node 2, divided by E[Y (0,0)]. In general,

for tree networks, only the links involved in the path between the source and an

end-user are critical to the version age dynamics of the end-user apart from the

update process at the source, thus, in the next subsection, we study n-hop linear

networks.
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Figure 7.11: Time segments ∆i(t) for i ∈ {1, . . . , n} in n-hop model. The points
marked by red represent version updates at the source.

7.6.3 Multi-Hop Network

Consider the n-hop network of Fig. 7.11 where we wish to determine the long-term

expected version age at node n of the network and time segments ∆i(t) are defined

as in (7.25). Similar to (7.46), the instantaneous age Xn(t) at node n can be written

as

Xn(t) =N
(0,0)(t)−N (0,0)(t− A(n−1,n)(t)) +Xn−1(t− A(n−1,n)(t)) (7.58)

This can be alternately represented as

Xn(t−∆0(t)) =N
(0,0)(t)−N (0,0)(t−∆0(t)−∆1(t))+Xn−1(t−∆0(t)−∆1(t)) (7.59)

In the next step, Xn−1(t−A(n−1,n)(t)) of (7.58) will be again characterized in a

similar manner and the full set of equations encountered in this recursive approach
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is of the form

Xn−i(t−
i∑

j=0

∆j(t)) =N
(0,0)(t−

i∑

j=0

∆j(t))−N (0,0)(t−
i+1∑

j=0

∆j(t))

+Xn−i−1(t−
i+1∑

j=0

∆j(t)) (7.60)

for 0 ≤ i ≤ n−1 with X0(t−
∑n

j=1∆j(t)) = 0 as node 0 represents the source node.

Then, it follows from (7.60) that

Xn(t) = N (0,0)(t)−N (0,0)(t−
n∑

j=1

∆j(t)) (7.61)

Similar to (7.52), we have

lim
t→∞

E[∆1(t)] = lim
t→∞

E[A(n−1,n)(t)] =
E
[(
Y (n−1,n)

)2]

2E [Y (n−1,n)]
(7.62)

Further, using the approach of (7.54), we get supt≥0

∣∣E[A(n−i,n−i+1)(t)]
∣∣ <∞. Since

∑i−1
j=0∆j(t) ≤ t, we can prove limt→∞ E[∆i(t)] = limt→∞ E[A(n−i,n−i+1)(t)] recur-

sively for i = 2, 3, . . . , n from (7.25) using Lemma 7.1.

Hence, from (7.61), we obtain

lim
t→∞

E[Xn(t)] =

∑n
j=1 limt→∞ E[∆j(t)]

E[Y (0,0)]
=

1

E[Y (0,0)]

n∑

j=1

E
[(
Y (n−j,n−j+1)

)2]

2E [Y (n−j,n−j+1)]
(7.63)

Remark 7.6 We observe that similar to the traditional age metric, the version age
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at node n depends on independent contributions of the intermediate links (i, i + 1),

0 ≤ i ≤ n − 1, and is invariant to the ordering of these links, giving each node the

ability to minimize its version age by optimizing its individual packet request renewal

process. Since the constant random variable has zero variance, for a given average

inter-update time E[Y (n−j,n−j+1)], nodes should request packets at near constant time

intervals to reduce variance and consequently version age, from (7.63). Further, the

version age at node n is inversely proportional to E[Y (0,0)], implying the version

age at nodes would be larger for a fast updating source on average. Further, if all

renewal processes in Fig. 7.11 were Poisson, with λs as the source update rate and

λj as the link (n− j, n− j + 1) update rate, respectively, then (7.63) simplifies to

lim
t→∞

E[Xn(t)] = λs

n∑

j=1

1

λj
(7.64)

which also results from [5, Thm. 1] or [112, Eqn. (11)] with interesting parallelism

to [109, Thm. 2].

7.7 Age of information in Networks with Rare Inter-node Updates

The Poisson limit theorem for partitions of point process (restated from [115] for

convenience of the reader) studies the Poisson convergence of a renewal point process

N(t) that is partitioned by the rule: Each point of N is assigned to a subprocess

ℓ ∈ I (a countable set) with partitioning probability p(ℓ), independent of everything

else, where
∑

ℓ∈I p(ℓ) = 1, such that N =
∑

ℓ∈I Nℓ, where Nℓ denotes the subprocess
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Figure 7.12: Fully connected network of n nodes, where node i transmits update
packets according to Ni(t) renewal process.

ℓ. To ensure the subprocesses are sparse, the partitioning probabilities are assumed

to be function of n, i.e., pn(ℓ), satisfying limn→∞ pn(ℓ) → 0, and the corresponding

subprocesses are denoted by Nnℓ(t). Under the following conditions, the subpro-

cesses Nnℓ can be approximated by independent Poisson processes: Condition 1.

There exists a positive constant α such that N(t)
t

d→ α in distribution. Condition 2.

There exist positive constants r(ℓ) and an → ∞ such that limn→∞ anpn(ℓ) = r(ℓ),

ℓ ∈ I.

Under these conditions, the process Nnℓ(ant), obtained from Nnℓ(t) under a

rescaling of time by factor of an, converges in distribution to a Poisson process with

rate r(ℓ)α. This convergence theorem justifies that we can reasonably approximate

Nnℓ(t) by a Poisson process with rate pn(ℓ)α when pn(ℓ) is small or n is large [115].

In the next subsection, we use Poisson limits of partitions to examine age scaling of

fully connected networks.
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7.7.1 Investigating Fully Connected Networks Via Sparse Updates in

Large Networks

Consider a large fully connected network consisting of a source node and n nodes,

denoted by set N = {1, . . . , n}, see Fig.7.12. Node i transmits update packets

according to a renewal point process Ni(t) with typical inter-renewal period Yi, a

random variable with distribution Fi. Source node (alternatively referred to as node

0), independently at each point of N0(t), uniformly at random chooses a node in N

as the destination node for the packet to be transmitted. Since each node i ∈ N

gets chosen as the destination node with probability 1
n
, the packets arrive from node

0 at node i according to a 1
n
-thinned sub-renewal process of N0(t), which we denote

by N0,i, 1
n
(t). Likewise, node i ∈ N , independently at each point of Ni(t), uniformly

at random chooses a node j ∈ N\{i} as the destination node for the update to

be transmitted, and consequently, packets arrive from node i at node j according

to a 1
n−1

-thinned sub-renewal process of Ni(t), denoted by Ni,j, 1
n−1

(t). Due to the

discussions of Section 7.2, it is not trivial to derive the expected age at a network

node with multiple incoming links when the update processes on those links are

not Poisson. However, in large fully connected networks, all sub-renewal processes

become sparse in the regime of large n, and therefore, converge to Poisson processes.

For process N0(t), Condition 1 is satisfied since by the Blackwell renewal

theorem, we have N0(t)
t

→ 1
E[Y0] , and Condition 2 is satisfied by taking pn(ℓ) =

1
n
and

an = n. Hence, N0,i, 1
n
(t) can be approximated by an independent Poisson process

with rate 1
nE[Y0] for all i ∈ N . Similarly, Ni,j, 1

n−1
(t) can be approximated by an
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independent Poisson process with rate 1
(n−1)E[Yi] for all j ∈ N . When all the updates

on all the links are sent according to Poisson processes, the expected age at any

node can be derived by solving the recursive equation of [4, Thm. 1]. For the special

case of symmetric fully connected networks, where all renewal processes Ni have the

same distribution with mean of inter-arrival distribution denoted as E[Y ], [4, Thm. 2]

provides that the expected age at each node scales as E[Y ] ×
(∑n

i=1
1
k

)
= O(log n)

for large n. Consequently, the expected age scales as log n even when all nodes

transmit packets with non-Poisson renewal processes.

Remark 7.7 Interestingly, unlike previous sections, the variance of the renewal

processes do not play a role in the age of user nodes in large fully connected networks.

7.8 Numerical Results

We first simulate the model in Fig. 7.5 for n = 3, i.e., a 3-hop model with links

(0, 1), (1, 2) and (2, 3). We consider three different continuous probability distribu-

tions: Rayleigh with scale σ = 1, Chi-Square with degree of freedom k = 1, and

Beta with shape parameters α = 2, β = 3, i.e., Rayleigh(1), χ2(1) and Beta(2,3),

for inter-update times, such that they have different means. For convenience, the

mean and variance of these distributions are listed in Table 7.1, along with predicted

contribution of the corresponding link to age of end-user E[Y 2]
2E[Y ]

.

Note that Beta is supported on bounded interval [0,1], while Chi-Square and

Rayleigh are supported on semi-infinite interval [0,∞). Therefore, these are all

non-negative probability distributions. There are 3! = 6 ways to map the three

250



distribution mean variance age

Y E[Y ] var[Y ] E[Y 2]
2E[Y ]

Rayleigh(1) σ
√
π√
2
= 1.25 (4−π)σ2

2
= 0.43 0.7979

χ2(1) k = 1 2k = 2 1.5

Beta(2,3) α
α+β

= 2
5

αβ(α+β)−2

(α+β+1)
= 1

25
0.25

Table 7.1: Distributions, means, variances, and contributions to age.

distributions to the three links (Table 7.2).

link (0,1) link (1,2) link (2,3) E[Xn(T )]

Rayleigh(1) χ2(1) Beta(2,3) 2.5487
Rayleigh(1) Beta(2,3) χ2(1) 2.5495
χ2(1) Rayleigh(1) Beta(2,3) 2.5449
χ2(1) Beta(2,3) Rayleigh(1) 2.5480
Beta(2,3) χ2(1) Rayleigh(1) 2.5453
Beta(2,3) Rayleigh(1) χ2(1) 2.5481

Table 7.2: Mapping of distributions to links.

For each mapping, we simulate the network for a large duration, T = 103. We

take average of Xn(T ), which is the instantaneous age at T = 103, over 2×105 itera-

tions for each mapping to approximate E[Xn(T )] by the law of large numbers, which

is used as a proxy for limt→∞ E[Xn(t)]. Table 7.2 shows that E[Xn(T )] numerically

obtained for all mappings is close to the theoretical value of 0.7979 + 1.5 + 0.25 =

2.5479 suggested by (7.31), which is obtained by summing the link contributions of

each distribution from Table 7.1.

Likewise, we also numerically evaluate the second moment of age at the end-

user in the above model, such that E[Xn(T )] turns out to be 9.6331. The expression

E[Y 3]
3E[Y ]

, with distribution Y as Rayleigh(1), χ2(1) and Beta(2,3), turns out to be 1,

5 and 2
21
, respectively. Consequently, (7.35) evaluates to 1 + 5 + 2

21
+ 2× 0.7979×
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Figure 7.13: The dotted blue curve shows the expected age E[Xn(T )] in n-hop
network with Y (i,i+1) ∼ U[0,2]. The solid blue curve shows the expected version age
E[Xn(T )] in n-hop network with Y (i,i+1) ∼ U[0,2] and Y (0,0) ∼ Pareto(3, 1

3
). The

dotted red and solid red curves depict the expected age and expected version age,
respectively, when all renewal processes are approximated as Poisson processes with
the same distributional mean of update intervals on all links.

1.5 + 2× 0.7979× 0.25 + 2× 1.5× 0.25 = 9.6378, which is close to the numerically

observed value, lending support to Remark 7.4.

Next, we simulate an n-hop network where update intervals of all links fol-

low uniform distribution on the interval [0, 2], i.e., Y (i,i+1) ∼ Y ∼ U[0,2], such that

E[Y 2]
2E[Y ]

= 2
3
. We plot E[Xn(T )] as a function of n in Fig. 7.13 with dotted blue line.

The linearity of the graph with the number of hops n in Fig. 7.13 demonstrates the

additive structure of the age at the end-user as found in (7.31). Since all links have

the same distribution for inter-update times, the graph in Fig. 7.13 follows a linear

equation in n as limt→∞ E[Xn(t)] =
2
3
n, as predicted by (7.31). Further, to highlight

the significance of accurately identifying renewal processes and determining the ex-

pected age at users using the correct formulae derived in this work, we approximate

all renewal processes as Poisson processes while keeping the distributional mean of
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Figure 7.14: The dotted blue curve shows the expected age E[Xn(T )] in 4-hop
network with Y (i,i+1) ∼ U[1−

√
3v,1+

√
3v]. The solid blue curve shows the expected

version age E[Xn(T )] in 4-hop network with Y (i,i+1) ∼ U[1−
√
3v,1+

√
3v] and Y (0,0) ∼

Pareto(3, 1
3
).

update intervals on all links the same. The expected age, E[Xn(T )], in the latter

case is plotted as a dotted red line in Fig. 7.13, which deviates significantly from

the correct expected age, shown as a dotted blue line in Fig. 7.13, as the number of

hops increases.

Finally, we simulate a 4-hop network, where inter-update times on all links

follow the uniform distribution Y (i,i+1) ∼ Y ∼ U[1−
√
3v,1+

√
3v], such that E [Y ] = 1

and var [Y ] = v. Note that for fixed mean 1, the maximum value of v is 1
3
to ensure

that the probability distribution has non-negative support. The dotted blue line of

Fig. 7.14 shows that for fixed mean, E[Xn(T )] increases linearly with variance v,

and limt→∞ E[Xn(t)] = 4× v+1
2

= 2v + 2 by (7.31), as discussed in Section 7.1 and

Section 7.3.

Next, we present numerical results for version age in multi-hop networks.
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Figure 7.15: Expected version age E[Xn(T )] in 3-hop network with Y (0,0) ∼
Pareto(3,m), Y (0,1) ∼ Rayleigh(1), Y (1,2) ∼ χ2(1) and Y (2,3) ∼ Beta(2, 3), as
plotted against different values of E[Y (0,0)] obtained by varying m.

We update the source according to Pareto (Type I) distribution which has mean

E[Y (0,0)] = am
a−1

for shape parameter a and scale parameter m. We first simulate the

model in Fig. 7.11 for n = 3, i.e., a 3-hop model with links (0, 1), (1, 2) and (2, 3)

following the inter-renewal distributions: Rayleigh with scale σ = 1, Chi-Square

with degree of freedom k = 1, and Beta with shape parameters α = 2, β = 3,

respectively. We take average of Xn(T ), instantaneous version age at time T , over

2 × 105 iterations to approximate E[Xn(T )] by the law of large numbers, which is

used as a proxy for limt→∞ E[Xn(t)]. Fig. 7.15 shows the plot of E[Xn(T )] as a

function of E[Y (0,0)], obtained by varying scale parameter m while keeping a = 3

in Pareto distribution. The plot supports the theoretical prediction of 2.5479
E[Y (0,0)]

from

(7.63).

Next, we simulate an n-hop network where update intervals of all links (i, i+1)

follow uniform distribution on the interval [0, 2], i.e., Y (i,i+1) ∼ Y ∼ U[0,2], such that
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E[Y 2]
2E[Y ]

= 2
3
, and the source gets updated according to Pareto (Type I) distribution

with a = 3 andm = 1
3
, giving E[Y (0,0)] = 0.5. We plot E[Xn(T )] as a function of n in

Fig. 7.13 with solid blue line. The linearity of the graph with the number of hops n

in Fig. 7.13 demonstrates the additive structure of the age at the end user as found

in (7.63). Since all links have the same distribution for inter-update times, the graph

in Fig. 7.13 follows a linear equation in n as limt→∞ E[Xn(t)] =
4
3
n, as predicted by

(7.63), which deviates significantly from the Poisson approximation-based expected

age plotted as the solid red curve in Fig. 7.13.

Finally, we simulate a 4-hop network, where inter-update times on all links

(i, i + 1) follow the uniform distribution Y (i,i+1) ∼ Y ∼ U[1−
√
3v,1+

√
3v], such that

E [Y ] = 1 and V ar [Y ] = v, with Y (0,0) ∼ Pareto(3, 1
3
), E[Y (0,0)] = 0.5. Note

that for fixed mean 1, the maximum value of v is 1
3
to ensure that the probability

distribution has non-negative support. The solid blue line of Fig. 7.14 shows that

for fixed mean, E[Xn(T )] increases linearly with variance v, with limt→∞ E[Xn(t)] =

1
0.5

× (4× v+1
2
) = 4v + 4, as predicted by (7.63).

Next, we present numerical results for the expected age of information in a

symmetric fully connected network of n nodes, where all nodes transmit update

packets according to a renewal process with typical inter-renewal period Y ∼ U[0,1].

In Fig. 7.16(a), the red curve corresponds to E[Y ] ×
(∑n

i=1
1
k

)
, which is the theo-

retically predicted expected age at each node for large n from Section 7.7. Since

the expected age is the same at all nodes in a symmetric network, we plot expected

age at node 1, i.e., E[X1(T )], in blue color on the same plot. Fig. 7.16(b) shows the
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Figure 7.16: (a) The blue curve shows the expected age at a node 1 in a sym-
metric fully connected network where all update processes have inter-update times
distributed as U[0,1]. The red curve shows the predicted expected E[Y ] ×

(∑n
i=1

1
k

)

for large n in a fully connected network. (b) The gap E[Y ]×
(∑n

i=1
1
k

)
− E[X1(T )]

decreases as n becomes large.

difference between the red and blue curves of Fig. 7.16(a), where we see that the

difference E[Y ]×
(∑n

i=1
1
k

)
− E[X1(T )] decreases as n becomes larger.

7.9 Conclusion

In this chapter, we first studied the age of information and the version age of in-

formation metrics in cache-aided networks with tree structures where updates on

all links are sent according to ordinary renewal processes that are not necessarily

Poisson. We showed that the difficulty in age characterization at network nodes

arising out of multiple correlated terms vanishes for the case of tree networks since

each node has only one incoming link. We then provided recursive equations for

instantaneous age and version age in multi-hop networks and used them to derive

closed form expressions for expected age and expected version age at an end-user
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in tree networks. We observed that only the links involved in the path between the

source and an end-user are relevant to the age dynamics of the end-user, and saw

that both expected age and expected version age have additive structures composed

of independent contributions of the intermediate links along the path. We saw that

for a given update rate, the age of a node is directly proportional to the variance

of inter-update times in these links, and therefore, nodes should request packets at

near constant time intervals to increase their freshness. Finally, we used Poisson

limits of partitions to study expected age of information in large fully connected

networks for arbitrary i.i.d. inter-update times, and remarked that the expected age

scales as O(log n) in symmetric fully connected networks.
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CHAPTER 8

Strategic Profit Generation in Age-Based Systems

8.1 Introduction

As we transition into the 5G/6G era, we are experiencing a surge in real-time appli-

cations where the value of data is tied to its freshness. Examples of such applications

could be navigation systems in vehicular networks, environmental monitoring sys-

tems, financial markets, or simply news channels that cater to people’s desire to stay

informed about the latest events and developments in their local area. Maintain-

ing fresh data, however, can be rather expensive, as it involves frequent sampling

of the underlying time-varying processes or events, in addition to processing and

transmission-related operational costs. As a result, freshness becomes a valuable

commodity in the commercial realm, where IoT service providers or news agencies

can monetize these services by pricing the delivery of fresh information [122].

In this respect, we examine the profit maximization strategy at such a service

provider (or simply a server), which tracks and publishes updates about a continually

updating process or event E. A set of users N wishes to stay closely informed about

the latest updates regarding the event and can explore two avenues: they can either
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Figure 8.1: System model consisting of a server and user nodes. The event process
is updated with probability pe and the server gets updates with rate β.

directly subscribe to the server for timely updates, or they can rely on intermittent

updates, i.e., gossip from their neighboring users, as long as this approach ensures

that they remain reasonably informed about the event. In the latter case, the

timeliness of a user would depend on the underlying network topology, and the

multiplicity and proximity of subscribing nodes.

Prior works on gossip-based publish-subscribe systems [123,124] have focused

on a fixed message dissemination, as opposed to dynamic information dissemination

as in this work. For instance, [123] analyzes the average number of interested users

to which a fixed message percolates in random networks built using Poisson degree

distribution. In [124], the server carefully manipulates a message to persuade users

into taking a desired action without disincentivizing users from subscribing, particu-

larly when the gossiping users might default to an undesirable action in the absence

of such a message. In these works, with probability p, each user forwards the mes-

sage to a neighbor, which is modeled using the Erdős-Rényi random graph approach
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where a link of the gossip network disappears with probability 1− p. This prior line

of work in [123,124] has important differences from real-time network models, where

each user forwards its most recently received version to a neighbor with probability

p in every timeslot, and thus, a particular version could potentially have multiple

forwarding attempts on the same link. Further, under fixed message dissemination,

a high gossip probability can ensure that a message reaches all users from only

one subscribing user. However, a single subscriber might not be good enough for

real-time systems since a non-subscriber situated far away from this subscriber may

constantly receive outdated information due to multiple hops in information dis-

semination path, forcing it to opt for the first option of directly subscribing to the

server. Hence, the portion of subscribers will be higher in real-time applications.

The set of questions we wish to investigate in this work is the following: Given

a freshness-based gossip network, which users will choose to subscribe to the server,

and how often should the server sample the event process to sustain a desired fraction

of subscribing users from the population while keeping the cost of sampling the

process at minimum in order to maximize its overall profit? The asymmetry in

these two objectives leads to a non-cooperative game between the server and the

users. Specifically, we model this as a Stackelberg game, where the server acts as the

leader by committing to a sampling strategy for the event process. The users, on

the other hand, act as followers who decide whether to subscribe or not to the server

based on the server’s chosen sampling strategy. We formalize the system model and

study equilibrium subscription strategies for a range of gossip network topologies.

We start with simpler network topologies, so that the results established in these
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initial topologies would be helpful in the analysis of more complex topologies later.

In the first half of this chapter, we study directed networks such as line, tree,

and star networks, where updates take fixed directed paths from the source to the

users. Here, each user node accepts all packets sent by its predecessor node, since

in directed paths, nodes that are fewer hops away from the source are fresher at

all times than users that are larger hops away. In the second half of the chapter,

we extend our analysis to the more general case of undirected networks, where

information flow is bidirectional between every pair of neighbors. In bidirectional

networks, user nodes simultaneously receive packets from multiple nodes, all of

which need not have a fresher version than the receiving user, causing the user to

discard some of the arriving packets for maintaining freshness. Finally, we provide

simulation results to confirm the theoretical findings and provide additional insights.

8.2 System Model and Age Analysis

We consider a communication system consisting of a server node R that samples

a real-time data source or event E that is continuously updated and a set of user

nodes N ⊆ Z arranged into a gossip network; see Fig. 8.1. We represent the

gossip network of user nodes through the directed graph
−→
G = (N ,

−→
E ) with edge

set
−→
E , such that node i gossips with node j if there is an edge eij ∈

−→
E . Time is

divided into discrete time slots, such that the event gets updated in each timeslot

with probability pe, with the time-interval between two successive event updates

distributed as a geometric distribution with parameter pe. We employ the version
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age of information metric [5, 51,66] to characterize timeliness at nodes in this work

as we associate a version number to every information about the event. Denoting

the version number corresponding to the current state of the event by VE(t), each

event update increments VE(t) by 1. Similarly, we denote the version number of the

information present at node i by Vi(t) and define the instantaneous version age at

node i at time t as Xi(t) = VE(t)−Vi(t), capturing the notion of how much the user

lags behind the state-of-the-art version of the event.

The server node gets an update about the event process with probability β

during each timeslot t, resetting its version number VR(t+ 1) = VE(t) at the begin-

ning of the following timeslot post update reception. Let Ui,j(t) indicate whether

an update packet is transmitted from node i to node j at time t: Ui,j(t) = 1 implies

that an update was sent such that the transmission consumed the whole timeslot

t and was available to the receiving node j at the beginning of timeslot t + 1, and

Ui,j(t) = 0 implies that no packet was sent. Analogously, we use UE,R(t) and UE(t)

to indicate whether an update was received at the server and a new event update

occurred, respectively. When UE(t) = 1, that is when a new event update occurs

during timeslot t, the instantaneous versions of all other nodes increase by 1 in the

next timeslot t+ 1 due to unit increment in VE(t+ 1) at the event.

8.2.1 Average Age Analysis at the Server

When an update packet arrives at the server at time t, the instantaneous version

age at the server XR(t) = VE(t)−VR(t) drops to 0 in the next timeslot (t+1) in the
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absence of any event updates. However, if a new event update simultaneously occurs

at timeslot t, we assume that this update takes the whole timeslot to process and

is not ready to be forwarded to the server within the same timeslot, in which case

the instantaneous version age at the server increases by 1 in the next timeslot. In

the absence of any event updates or packet arrivals at the server, the instantaneous

version age at the server remains unchanged. Hence, the four combinations resulting

from transitions UE(t) and UE,R(t) cause XR(t) to evolve as

XR(t+ 1) =0× (1− UE(t))UE,R(t) + 1× UE(t)UE,R(t)

+XR(t)× (1− UE(t))(1− UE,R(t))

+ (XR(t) + 1)× UE(t)(1− UE,R(t)). (8.1)

It is clear that (8.1) together with some initial distribution defines a discrete time

Markov chain with state space Z+. Showing that the Markov chain consists of single

irreducible countably infinite states that is non-periodic and also positive recurrent

is straightforward given the Bernoulli strategies on all update links, and we skip

these details since they are non-instructive.

Define xR=limt→∞E[XR(t)]. Note that UE(t) and UE,R(t) are independent

random variables, with mean values pe and β, respectively. Taking the long-term

expectation on both sides of (8.1) gives

xR =0× (1− pe)β + 1× peβ + xR × (1− pE)(1− β) + (xR + 1)pe(1− β), (8.2)
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which simplifies to xR = pe
β
.

When a user subscribes to the server, the server transmits the latest version

it has at the beginning of each timeslot t to the subscribing user (referred to as the

subscriber), such that the subscriber receives the complete packet by the start of

the next timeslot t + 1. Therefore, the instantaneous version age at a subscriber,

denoted by XS(t) (with xS = limt→∞ E[XS(t)]), is influenced by the version age at

the server and any event updates in the preceding timeslot. Mathematically, this

can be expressed as follows

XS(t+ 1) =XR(t)×(1−UE(t))+(XR(t)+1)×UE(t). (8.3)

Taking long-term expectation and using xR = pe
β
, we get

xS = xR + pe = pe

(
1

β
+ 1

)
. (8.4)

Now, we state the subscribing condition for the users. User i prefers a bounded

expected age xi = limt→∞ E[Xi(t)], i.e.,

xi < LxS, (8.5)

for some L ≥ 1, which we will call the age compatibility (AC) constraint. If the

condition in (8.5) is satisfied without subscription, user i will not subscribe to the

server, i.e., its subscription action will be ai = 0; otherwise, user i will subscribe

to the server, i.e., its subscription action will be ai = 1. When a user is a non-
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subscriber, it can still maintain timely information by requesting packets from its

neighbors in the network, which implies that the network topology determines the

user’s action to subscribe or not subscribe.

In a disconnected network, where each user is isolated from others, every user

will have to decide to subscribe because non-subscription would result in an infinite

expected age at the user, as they have no alternative way of getting updates other

than from the server. For a general network structure, the following definition will

be useful in identifying equilibrium strategies.

Definition 8.1 For a given network structure and the server’s update rate β, we

say that a user is AC-stable if the user

• is a non-subscriber and its expected age satisfies (8.5); or

• is a subscriber and the alternate decision to unsubscribe while keeping other

users’ decisions unchanged would cause its expected age to violate (8.5).

Remark 8.1 Even though there is no cost associated with the subscription, due to

the definition of AC-stable equilibrium, the users prefer not to subscribe if they can

satisfy their age requirement through their neighbors.

Thus, when the users are AC-stable, no user wants to deviate from their sub-

scription decisions (which will be the notion of Nash equilibrium defined in the

following subsection). Next, we look at certain network topologies to understand

server-preferred subscription equilibrium strategies defined as, for a given strategy of

the server, among all AC-stable equilibrium strategies, users are assumed to follow
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the one that will work best for the server.

8.2.2 Game Formulation

We next describe the non-cooperative game between the server and the users. The

server wants to maximize the fraction of population that subscribes, denoted by

FS =
∑|N|

i=1 ai
|N | where |N | is the cardinality of the user set N ; to improve earnings,

however, it also wishes to keep β low to minimize its cost of tracking the event

process. Thus, the server’s utility function for given β and the action vector a =

[a1, a2, · · · , a|N |]
T is given by the expression

LR(β,a) = FS − c(β), (8.6)

where c(β) is the sampling cost with rate β. Here, we consider a general sampling

cost c(β) that is an increasing function of β. On the other hand, users take their

actions based on their ability to satisfy the AC constraint of (8.5) as discussed

earlier. In this game, the server R has the information structure IR = {−→G, pe, p},

and the user i ∈ N has Ii = {−→G, pe, p, β,a−i}, respectively. Here, we use a−i

to denote the action of the users other than user i. Based on the information

structure, server R commits to a strategy ηR : IR → [0, 1]. Similarly, let user i’s

strategy be γi : Ii → {0, 1}. More specifically, in this work, we consider user i’s

action ai = γi(Ii) = 1{xi,ns > LxS} where xi,ns is the average age when user i does

not subscribe to the server, for given β and γ−i(β).
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Finally, the utility function of server R is given by

JR(ηR; γ1, γ2, . . . , γ|N |) = LR(β,a), (8.7)

where the dependency of strategies to actions are given by ai = γi(Ii) and β =

ηR(IS). In this game, we consider a hierarchical commitment where first the server

R announces and commits to a strategy ηR, and then users take actions to satisfy

the AC condition in (8.5). This structure leads to a Stackelberg-Nash game [?]

between the server R and the users. More precisely, the server plays a hierarchical

game against the N users, and the users play a Nash game among themselves to

determine their best responses to the server’s announced policy. We say that the

set of strategies (η∗R, {γ∗i (η∗R, γ∗−i)}|N |
i=1) is in equilibrium if

JR(η
∗
R,{γ∗i (η∗R,γ∗−i(η∗R))}|N |

i=1)≥JR(ηR,{γ∗i (ηR,γ∗−i(ηR))}|N |
i=1) (8.8)

γ∗i (ηR, γ
∗
−i(ηR))=1{xi,ns ≥ LxS}, (8.9)

where user i’s subscription strategy will be based on the term xi,ns affected by the

server’s strategy and other users’ subscription strategies.1 Thus, at the equilib-

rium, given the understanding of how the users’ subscription strategies depend on

β, the server will commit to β∗ = η∗R(IR) that will maximize its utility, and for

each i the user adopting γ∗i will not deviate from its action given the server’s and

1Here, the Nash game is defined over the actions of the users instead of the user’s utility
function. We say that the Nash equilibrium is achieved when none of the users deviates from its
action for a given strategy of the others. Note that the Nash equilibrium is achieved when all the
users are AC-stable.
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other users’ subscription strategies. In this work, we will see that depending on the

network structure, there might be multiple Nash equilibrium solutions with differ-

ent subscription structures. In these scenarios, we assume that the users take the

server-preferred subscription strategy.2

In the next section, we consider directed networks and find the equilibrium

subscription strategies.

8.3 Directed Networks

We begin by analyzing equilibrium strategies for directed networks, where informa-

tion can only flow in one direction between any two nodes i and j, that is, eijeji = 0.

This analysis not only aids in building a strong intuition, but also provides tools

useful for analyzing more complex networks.

8.3.1 Directed Line Networks

Consider the directed line network shown in Fig. 8.2. User 0 will have to subscribe

because not subscribing would lead to an infinite expected age. Let us assume that

node K decides to subscribe, where K > 1, such that nodes {1, . . . , K − 1} do

not subscribe. Given a specific value of β, we aim to determine the value of K for

which all the users are AC-stable (or in Nash equilibrium), i.e., any subscribing or

non-subscribing user would not wish to change its subscription decision contingent

upon the decisions of the other users in the population being fixed. For any node

2Another approach could be to consider the worst subscription strategy for the server, and the
goal could be to maximize its minimum possible utility.
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Figure 8.2: Directed line network where the users are subscribing to the server’s
information in every K users.

k ∈ {1, . . . , K−1}, similar to (8.1) and (8.3), we can characterize the instantaneous

version age at node k from all combinations of relevant transitions Uk−1,k(t) and

UE(t) as follows

Xk(t+ 1) =Xk−1(t)× (1− UE(t))Uk−1,k(t)

+Xk(t)× (1− UE(t))(1− Uk−1,k(t))

+ (Xk−1(t) + 1)× UE(t)Uk−1,k(t)

+ (Xk(t) + 1)× UE(t)(1− Uk−1,k(t)), (8.10)

which, similar to (8.2) and (8.4), yields

xk =xk−1(1− pe)p+ xk(1− pe)(1− p) + (xk−1 + 1)pep+ (xk + 1)pe(1− p). (8.11)
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From (8.11), we obtain the following recursive relation

xk = xk−1 +
pe
p
. (8.12)

Since user 0 is a subscriber node, from (8.4), we have

x0 = xS = pe

(
1

β
+ 1

)
, (8.13)

and therefore, expected age at node k can be computed by using (8.12), (8.13) as

xk = x0 + k
pe
p

= pe

(
1

β
+ 1

)
+ k

pe
p
, (8.14)

such that xk is inversely proportional to gossiping frequency p and server effort β.

Note that the expected age increases with distance from the previous subscriber

node which is node 0, i.e., x1 < . . . < xK−1, and thus, variable K (the index of the

next subscriber node after node 0) must satisfy

xK−1 < LxS ≤ x̃K , (8.15)

where we use x̃i to denote the expected age at node i if it chooses an alternate

subscription decision. The subscriber node K would be AC-stable if the alternative

decision to unsubscribe would lead to expected age x̃K = x0 + K pe
p
, which would

cause it to no longer satisfy the AC constraint of (8.5). For a given β, this critical
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Figure 8.3: (a) FS and (b) K values at different β.

value of K from (8.15) is

xS + (K − 1)
pe
p
< LxS ≤ xS +K

pe
p
, (8.16)

which leads to,

K − 1 < p(L− 1)

(
1

β
+ 1

)
≤ K. (8.17)

Then, we solve for the critical value of K as

K =

⌈
p(L− 1)

(
1

β
+ 1

)⌉
, (8.18)

where ⌈.⌉ denotes the ceil function; see Fig. 8.3. Further, the non-subscriber nodes

would also be AC-stable as long as they continue to satisfy the AC constraint, which

corresponds to the left-side inequality in (8.15). The fraction of the population that
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subscribes is thus given by

FS,line(β) =
1

K
=

(⌈
p(L− 1)

(
1

β
+ 1

)⌉)−1

, (8.19)

which, the server would desire to maximize while maintaining a low β, where we

show the dependency of FS on β by writing FS(β). The minimum β = β∗(K)

required to maintain the subscription frequency K can be given, using (8.4), (8.14),

and (8.15) by the following relation

LxS = x̃K = xS +K
pe
p
, (8.20)

which yields

β∗(K) =

(
K

p(L− 1)
− 1

)−1

. (8.21)

As the server effort β∗ increases, subscribers appear on the network more frequently,

since K decreases, as shown in Fig. 8.3. Next, we use the server’s minimum β∗(K)

to find β∗
line that maximizes the server’s utility LR(β,a) given in (8.6). Thus, the

server’s optimization problem becomes,

β∗
line = argmaxβ∗(K),K=1,2,··· FS,line(β

∗(K))− c(β∗(K)). (8.22)

In other words, the server’s optimum β∗
line selection can be found easily by evaluating

the server’s cost at the critical β∗(K) values found in (8.21). After the selection of
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Figure 8.4: Directed tree network with K = 2 levels.

β∗
line by the server, the users will be in Nash equilibrium with a subscriber followed

by K − 1 non-subscribers, such that β∗(K) = β∗
line, as shown in Fig. 8.2.

8.3.2 Directed Tree Networks

Next, we focus on the network topology of Fig. 8.4, where users are connected

according to an r-regular tree, such that each user can transmit updates to r new

users, r > 1. In the tree network, therefore, there are rk nodes at level k; see Fig. 8.4.

The root node here must be a subscriber because not subscribing would result in an

infinite expected age. A tree network provides a more realistic representation of how

information spreads in a society. Here, each directed path in the tree is simply a

directed line network of Subsection 8.3.1; therefore, the nodes in levels {1, . . . , K−1}

will not subscribe, and all nodes at levelK will subscribe, whereK is given by (8.18),

i.e., the whole level subscribes at intervals of K; see subscription cells of Fig. 8.4.

The number of users in each subscription cell of Fig. 8.4 is r0+r1+. . .+rK−1 = rK−1
r−1

,
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and therefore, the fraction of the subscribers is given by

FS,tree(β) =
r − 1

rK − 1
=

r − 1

r⌈p(L−1)(β−1+1)⌉ − 1
. (8.23)

From (8.18) and (8.23), we note the inverse relationship between FS,tree and β.

Comparing (8.19) and (8.23), we see that with the same server effort β, we get fewer

subscribers in a tree network due to the exponential decay of (8.23), compared to

when users are connected in a line network. The tree network has one user directly

updating r other users, and the server needs to increase β to stay relevant for such

well-connected communities. After characterizing the AC-stable user’s subscription

strategies for a given β, next we find the optimal β∗
tree that will maximize the server’s

utility. Thus, the server’s optimization problem in tree networks is given by

β∗
tree = argmaxβ∗(K),K=1,2,··· FS,tree(β

∗(K))− c(β∗(K)). (8.24)

The server’s optimal β∗
tree can be found by evaluating the server’s cost function at

β∗(K) values for K ≥ 1. After determining β∗
tree , the users in the tree network will

be in Nash equilibrium with a subscriber node at level 0 followed by non-subscribers

that are in levels 1, · · · , K − 1, such that β∗(K) = β∗
tree, as shown in Fig. 8.4.

8.3.3 Star Networks

We next evaluate the star network topology of Fig. 8.5, where a central user (node

0) is connected to r peripheral users. This is an undirected network, that is, in-
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Figure 8.5: Equilibrium subscription strategies on star network as functions of β.

formation flow is bi-directional on all edges of
−→
G , however, for any given strate-

gies γ1, γ2, · · · , γ|N |, this becomes a directed network. This is because every non-

subscribing peripheral user must obtain updates from the central user, and if the

central user does not subscribe then it must obtain updates from the peripheral

subscribers, resulting in every link becoming a directed link. Let us denote the age

of a peripheral non-subscribing user by xNP . Since a peripheral non-subscriber gets

updates from the central user, using (8.12) we get

xNP = x0 +
pe
p
. (8.25)

We first consider strategies in which the central user is a subscriber. When the

central user subscribes, x0 = xS. Suppose that there are k peripheral subscribers

along with the central user in the network. The remaining r − k peripheral non-

subscribers will be AC-stable, if each of them satisfies the AC constraint. Using
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(8.4), (8.5), and (8.25), this gives

xS +
pe
p
< LxS, (8.26)

which in turn yields

β <

(
1

p(L− 1)
− 1

)−1

= βc. (8.27)

However, if β < βc, any peripheral subscriber will not be AC-stable, since a pe-

ripheral subscriber can change its decision and unsubscribe, which will still satisfy

the AC constraint from (8.26). This results in the user strategies of Fig. 8.5(f),

where given β < βc, only the central user subscribes and all peripheral users do not

subscribe. In this case, the central user is AC-stable since not subscribing would

result in an infinite age.

If β ≥ βc, and we still consider that the central node is a subscriber, then no

peripheral non-subscribers can be AC-stable as the AC constraint of (8.26) will not

be satisfied. Hence, all peripheral nodes must subscribe. However, to make sure

that the central user is also AC-stable, we need to verify that the alternate age x̃0,

when the central user chooses the alternate decision to not subscribe, violates the

AC constraint. Under this alternate decision, the probability that the central node

does not receive a packet from any of the r peripheral subscribers in a timeslot is

(1 − p)r. However, if a packet is received from at least one peripheral subscriber,

then X0(t + 1) = XS(t) in the absence of an event update (which happens with
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probability 1− pe) and X0(t+ 1) = XS(t) + 1 in the case of an event update (with

probability pe). Approaching similar to (8.1) and (8.3), we get

x̃0 =
pe

1− (1− p)r
+ xS. (8.28)

For x̃0 to violate the AC constraint (x̃0 ≥ LxS), we require

β ≥
(

1

(1− (1− p)r)(L− 1)
− 1

)−1

= βr. (8.29)

Since p = 1− (1− p) ≤ 1− (1− p)r, we have from (8.27) and (8.29) that βc ≤ βr.

Thus, for β ≥ βr, we get the user subscription strategies of Fig. 8.5(h), where all

users subscribe. When β ∈ [βc, βr), we will see in the following discussion that

the subscription strategies of Fig. 8.5(g) follow, where all the r peripheral users

subscribe, but the central user does not.

We now look at user strategies where the central user is not a subscriber.

Suppose that there are k peripheral subscribers with k≥ 1 since k=0 will lead to

infinite age for all users. We find the values of β which guarantee that the non-

subscribing and subscribing users will be AC-stable, which yield, respectively, an

upper bound and a lower bound on β.

If there is at least one peripheral non-subscriber (k ≤ r − 1), the central and

peripheral non-subscribers are AC-stable if

x0 < xNP = x0 +
pe
p
< LxS. (8.30)
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To determine x0 in (8.30), note that the central node will receive an update from at

least one of the peripheral subscribers (with probability 1− (1− p)k) in a timeslot

t, leading to X0(t + 1) = XS(t) in the absence of an event update (UE(t) = 0).

Receiving packets from peripheral non-subscribers will have no effect on X0(t + 1)

as the central user will always be fresher than peripheral non-subscribers in every

timeslot. Thus, proceeding similar to (8.1) and (8.3), we get

x0 =
pe

1− (1− p)k
+ xS. (8.31)

Therefore, the AC-stable condition of (8.30) yields

pe
1− (1− p)k

+
pe
p
< (L− 1)xS, (8.32)

which, using (8.4), yields an upper bound on β given by

β <

((
1

1− (1− p)k
+

1

p

)
1

L− 1
− 1

)−1

= βk, (8.33)

such that βk is an increasing function of k.

Likewise, we also verify whether all the k peripheral subscribers are AC-stable.

For a particular peripheral subscriber, the alternate decision to unsubscribe, would

result in a network with k − 1 peripheral subscribers, in which case, the alternate

age after unsubscribing can be obtained from (8.25) and by substituting k by k− 1
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in (8.31). Since this alternate age should violate the AC constraint, we have

pe
1− (1− p)k−1

+
pe
p

≥ (L− 1)xS, (8.34)

which gives the lower bound as

β ≥
((

1

1− (1− p)k−1
+

1

p

)
1

L− 1
− 1

)−1

= βk−1, (8.35)

with β0 = 0 since k = 1 peripheral subscriber could get infinite age upon unsub-

scribing. Therefore, when β ∈ [βk−1, βk) for k ∈ {1, . . . , r − 1}, k peripheral users

will subscribe and all other nodes will not subscribe, as shown in Figs. 8.5(a)-(c).

Lastly, we consider the case of k = r peripheral subscribers. Here the central

user is the only non-subscriber, which will be AC-stable for βr−1 ≤ β < βr with the

upper bound given by βr in (8.29) (which is derived by using (8.5) and (8.31) with

k = r). For the r peripheral subscribers to be AC-stable, we need to show that

for any peripheral subscriber, the alternate decision to unsubscribe (resulting in a

network of r−1 peripheral subscribers) would cause it to violate the AC constraint.

This yields the lower bound βr−1 ≤ β where βr−1 is given by substituting k = r in

(8.35).

As a result, when β ∈ [βk−1, βk) for k ∈ {1, . . . , r}, k peripheral users will
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subscribe and all other nodes will not subscribe, as shown in Figs. 8.5(a)-(d), with

βk=





((
1

1−(1−p)k + 1
p

)
1

L−1
− 1
)−1

, 1 ≤ k ≤r−1,

(
1

(1−(1−p)r)(L−1)
− 1
)−1

, k = r,

(8.36)

such that βk is an increasing function of k. Since 1
p
< 1

1−(1−p)k−1 + 1
p
, comparing

(8.27) and (8.35), we get βr−1 < βc. Therefore, the critical values of β can be ordered

as3

0 < β1 < . . . < βr−1 < βc < βr < 1. (8.37)

We see that there are multiple AC-stable networks, since the Nash equilibrium is

not unique. However, since we assume that the users take the server-preferred

subscription strategy, the subscription ratio is equal to

FS,star(β) =





k
r+1

, β ∈ [βk−1, βk), k = 1, . . . , r,

1, β ≥ βr.

(8.38)

The minimum β = β∗(k) required to maintain the k subscribers can be given by

β∗(k) = βk−1. After characterizing the AC-stable user’s subscription strategies for

a given β, next, we find the optimal β∗
star maximizing the server’s utility. Thus, the

3Given the overlap of Fig. 8.5(f) with strategies of Fig. 8.5(a)-(d) for β < βc, if a news agency
plans to advertise promotional offers to increase the number of its subscribers despite a low β, it
should target peripheral users with low connectivity instead of the central user, since subscription
by the central user disincentivizes a large number of users from subscribing.
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server’s optimization problem in star networks is given by

β∗
star = argmaxβk−1,k=1,2,··· ,r+1 FS,star(βk−1)− c(βk−1). (8.39)

The optimal β∗
star can be found by evaluating the server’s cost at βk−1 values in (8.36)

for different numbers of subscribers k. After the selection of β∗
star by the server, the

users will be in Nash equilibrium with k subscribers and r + 1− k non-subscribers,

such that βk−1 = β∗
star, as shown in Fig. 8.5.

8.4 Undirected Networks

In this section, we delve into subscription policies over a broad range of network

connectivity spectrum in undirected networks. We first focus on two extremes: the

bidirectional line networks, representing the most constrained extreme of connectiv-

ity spectrum, and the fully-connected networks, representing the most deeply con-

nected extreme of connectivity spectrum. Later, we delve into subscription strategies

in higher dimensional spaces.

8.4.1 Bidirectional Line Network

We study symmetric AC-stable two-way networks shown in Fig. 8.6, where the num-

ber of non-subscribers between any two nearest subscribers is the same. Consider the

subscription set S = {mk|k ∈ Z}, i.e., subscribers appear with frequency ofm. Here,

Xi(t+ 1), for any non-subscribing user i, depends on the prior age Xi(t) and tran-

sitions UE(t), Ui−1,i(t), and Ui+1,i(t). If both Ui−1,i(t) = 1 and Ui+1,i(t) = 1, that is,

281



0−m m

server

event

β

pe

p p
i

p p p p
−1−2

p ppp

non-subscribers

Figure 8.6: An illustration of a typical two-way line network.

user i receives update packets from both users i−1 and i+1, it keeps the packet with

the lowest instantaneous version age, i.e., Xi(t+ 1) = min{Xi−1(t), Xi(t), Xi+1(t)},

given UE(t) = 0. Likewise, we can evaluate all combinations of the three transitions.

Define X[j,h](t) = min{Xℓ(t) : ℓ ∈ S[j,h]} to be the instantaneous version age of

the set of users S[j,h] = {j, . . . , h}, ∀ 0 ≤ j ≤ h ≤ m, with x[j,h] = limt→∞ E[X[j,h](t)].

Note that for j = 0 or h = m, x[j,h] = xS since subscribers have strictly lower

instantaneous version age than any non-subscribing user. For other cases, x[j,h] > xS

and X[j,h](t + 1) depends on the prior age X[j,h](t) and transitions UE(t), Uj−1,j(t),

Uh+1,h(t) as

x[j,h] =x[j−1,h](1− pe)(1− p)p+ x[j,h+1](1−pe)p(1−p)

+ x[j−1,h+1](1− pe)p
2 + x[j,h](1− pe)(1− p)2

+ (x[j−1,h]+1)pe(1−p)p+ (x[j,h+1]+1)pep(1−p)

+ (x[j−1,h+1]+1)pep
2 + (x[j,h] + 1)pe(1−p)2, (8.40)
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Figure 8.7: Sj,h (pink blocks) and S̄j,h = S2i−h−1,2i−j−1 (blue blocks) positioned
symmetrically about the dotted line between nodes i and i+ 1.

which transforms into (with x[i,i] = xi),

x[j,h]=
(
pe+x[j−1,h+1]p

2+x[j−1,h](1− p)p +x[j,h+1]p(1− p)
)
×
(
1−(1−p)2

)−1
. (8.41)

Lemma 8.1 The highest age in the non-subscribers S[1,m−1] is at nodes mid-point

between subscribers, i.e., ⌊m
2
⌋ and ⌈m

2
⌉.

Proof: We show that xi ≤ xi+1, ∀i ≤ ⌊m
2
⌋ by induction. Fix an i ≤ ⌊m

2
⌋ and

draw a dotted line between user i and user i+ 1, as shown in Fig. 8.7. We consider

sets S[j,h] with size ℓ = h − j + 1, where at least half of the users fall on the

left side of the dotted line (in S[1,i]). Define S̄[j,h] as the mirror image of the set

S[j,h] about the dotted line, with S̄[j,h] = S[2i−h+1,2i−j+1], and the expected age of

this set as x̄[j,h] = x[2i−h+1,2i−j+1]. We claim that x[j,h] ≤ x̄[j,h] for all sets of sizes
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ℓ ∈ {2i+ 1, . . . , 1} with 0 ≤ j ≤ i+ 1− ℓ
2
.

We begin with the biggest sets of ℓ = 2i + 1 where the only admissible set is

S0,2i with x[0,2i] = xS ≤ x̄[0,2i], satisfying the claim. Further, for set size ℓ = 2i, the

admissible sets are: (a) S1,2i = S̄1,2i, giving x[1,2i] = x̄[1,2i] which satisfies the claim,

and (b) S0,2i−1 with x[0,2i−1] = xS ≤ x̄[0,2i−1] which satisfies the claim. Next, we

show the general inductive step.

We assume that the claim holds for all admissible sets of sizes ℓ and ℓ+1, and

prove the claim for all admissible sets of size ℓ− 1. The version age of size ℓ− 1 set

depends on version ages of size ℓ and ℓ+ 1 sets by (8.41) as follows

x[j,j+ℓ−2] =
(
pe + x[j−1,j+ℓ−1]p

2 + x[j−1,j+ℓ−2](1− p)p

+x[j,j+ℓ−1]p(1− p)
)
×
(
1− (1− p)2

)−1
(8.42)

x̄[j,j+ℓ−2] = x[2i−j−ℓ+3,2i−j+1] =
(
pe + x̄[j−1,j+ℓ−1]p

2 + x̄[j,j+ℓ−1]p(1− p)

+x̄[j−1,j+ℓ−2]p(1− p)
)
×
(
1− (1− p)2

)−1
. (8.43)

The right sides of (8.42) and (8.43) deal with size ℓ and ℓ + 1 sets. Hence, by

assumptions of the inductive step, we have the terms of (8.42) smaller than terms

of (8.43), resulting in x[j,j+ℓ−2] ≤ x̄[j,j+ℓ−2]. Setting ℓ = 1 and j = i gives xi ≤ xi+1.

■

Let x
(m)
i and x

(m)
[j,h] denote the expected age of user i and set S[j,h], respectively,

given subscription set S = {mk|k ∈ Z}.

Lemma 8.2 x
(m)
[j1,m−h1] is independent of m for fixed j1, h1.
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Figure 8.8: Sets {j1, . . . ,m − h1} with j1 = 2 and h1 = 2, have the same expected
age irrespective of the value of m.

Proof: The set S[j1,m−h1] has the same distance from the nearest left and right

subscriber for every m; see Fig. 8.8. Hence, the age processes of these sets are

statistically similar, resulting in identical iterative equations from (8.41). ■

Lemma 8.3 We have: (a) x
(m)
⌊m

2
⌋ is an increasing function of m; (b) x

(m)
⌊m

2
⌋

∣∣∣
m=1

= xS;

and (c) limm→∞ x
(m)
⌊m

2
⌋ = ∞.

Proof: The proof involves showing that x
(m)
⌊m

2
⌋ ≤ x

(m+1)

⌊m+1
2

⌋. This follows from the fact

that the set S[⌊m
2
⌋,⌈m

2
⌉] with subscription set S = {mk|k ∈ Z} and the set S[⌊m

2
⌋,⌈m

2
⌉+1]

with subscription set S ′ = {(m+1)k|k ∈ Z} have the same distance from the nearest

subscribers on both sides, and therefore, by Lemma 8.2, these sets have the same

expected age. Further ⌊m+1
2

⌋ belongs to set S[⌊m
2
⌋,⌈m

2
⌉+1], and the instantaneous age

of each node in this set cannot be smaller than the overall age of the set. Hence,

x
(m+1)

⌊m+1
2

⌋ ≥ x
(m+1)
[⌊m

2
⌋,⌈m

2
⌉+1] = x

(m)
⌊m

2
⌋.

Next, m = 1 implies that all users are subscribers, and hence expected age at

all users is xS. Further, even with the best case scenario of p = 1 when updates

immediately get forwarded on all links, the expected age at the middle user from
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[125, (13)] would be x0 + ⌊m
2
⌋pe → ∞ as m→ ∞. ■

Lemma 8.4 x
(m)
i is of the form xS+peg1(p, i,m), where g1(·) is a function of gossip

probability p, node index i, and frequency of subscribers m, and is independent of

xS and pe.

Proof: We claim that x
(m)
[j,h] = xS + peg2(p, j, h,m) for all 0 ≤ j, h ≤ m, where g2(·)

is a function of j, h, p, and m, and is independent of xS and pe. The claim can be

shown for sets S[j,h] of size m+1 and m, in which case x
(m)
[j,h] = xS due to the presence

of subscribers in the set, resulting in g2(p, j, h,m) = 0. Next, similar to proof of

Lemma 8.1, we can inductively prove the claim for admissible sets of smaller sizes

using (8.41).

Finally, note that g1(p, i,m) = g2(p, i, i,m) can be obtained by computing

g2(p, j, h,m) from (8.41) as follows,

g2(p, j, h,m)=
(
1−(1−p)2

)−1×
(
1+g2(p, j−1, h+1,m)p2 +g2(p, j−1, h,m)(1−p)p

+g2(p, j, h+1,m)p(1−p)
)

(8.44)

starting with size m + 1 and m sets, progressively evaluating for smaller sets upto

the singleton set with j = h = i. ■

Next, for a given β, we determine the values of m for which the subscription

set S = {mk|k ∈ Z} guarantees all the users to be AC-stable in the network. We

first verify that the subscribers are AC-stable. Subscribing user 0 is AC-stable, if

the alternate decision to not subscribe results in an alternate expected age x̃0 which
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violates the AC constraint. Without subscription, user 0 would depend on updates

all the way from subscriber −m and subscriber m, leading to

x̃0 = x(2m)
m ≥ LxS. (8.45)

From Lemma 8.3, x
(2m)
m increases with m, limm→∞ x

(2m)
m = ∞. Hence, there

exists a finite lower bound m∗ = min{m : x
(2m)
m ≥ LxS,m ∈ N}. From Lemma 8.4,

x
(2m)
m = xS+peg1(p,m, 2m), with xS = pe(β

−1+1). Therefore, g1(p,m, 2m) increases

with m and (8.45) becomes

peg1(p,m, 2m) ≥ (L− 1)xS = (L− 1)pe
(
β−1 + 1

)
. (8.46)

Consequently, the lower bound can be defined as

m∗=min
{
m :g1(p,m, 2m)≥(L− 1)

(
β−1+1

)
,m∈N

}
(8.47)

such that, for m ≥ m∗, the subscribing users will be AC-stable. Next, we verify that

the non-subscribing users are AC-stable, which would provide an upper-bound m∗∗

on m. From Lemma 8.1, it suffices to satisfy AC constraint for user ⌊m/2⌋

x
(m)
⌊m

2
⌋ < LxS. (8.48)
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Define m∗∗ = max{m : x
(m)
⌊m

2
⌋ < LxS}. Then, Lemma 8.4 gives

m∗∗=max
{
m :g1(p,⌊

m

2
⌋,m)<(L−1)

(
β−1+1

)
,m∈N

}
. (8.49)

Observe from (8.47) and (8.49) that both m∗ and m∗∗ decrease with increase in β,

allowing for more frequent subscribers.

Lemma 8.5 For a given β, the symmetric bidirectional network is AC-stable ∀ m ∈

{m∗, . . . ,m∗∗}, with m∗ = ⌊m∗∗/2⌋+ 1.

Proof: The last part follows from the fact that if we choose m = 2m∗, then the cen-

tral non-subscriber ⌊m
2
⌋ will not be AC-stable due to expected age x

(m)
⌊m

2
⌋ = x

(2m∗)
m∗ ≥

LxS from initial definition of m∗. Therefore, m ≤ m∗∗ < 2m∗.

Conversely, for m = 2m∗ − 2, all non-subscribers are AC-stable, implying

m∗∗ ≥ 2m∗−2. This is because the central nonsubscriber ⌊m
2
⌋ is AC-stable and will

not subscribe, as in the latter case, subscribers will appear at a frequency of m∗ − 1

and will not be AC-stable by the definition of m∗. ■

In the case of multiple AC-stable networks, the Nash equilibrium is not unique

and there are multiple Nash equilibria. In this work, we choose the one that

maximizes the server’s utility by choosing the symmetric AC-stable network with

the maximum number of subscribers, i.e., by S∗ = {m∗k|k ∈ Z}.4 Thus, we

have FS,2-line(β) = 1
m∗ where m∗, defined in (8.47), depends on β. The minimum

β = β∗(m) required to maintain a subscription frequency of m, using equality in

4As we mentioned earlier, another approach might be to consider the AC-stable network that
would lead to the lowest utility. In that case, we would choose the subscription set as S∗∗ =
{m∗∗k|k ∈ Z} and follow the same steps.
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Figure 8.9: A typical fully-connected network with m subscribers.

(8.47), is β∗(m) =
(
g1(p,m,2m)

(L−1)
− 1
)−1

, where g1(p,m, 2m) = g2(p,m,m, 2m) is ob-

tained by solving (8.44) recursively as explained in Lemma 8.4. Next, we use the

server’s minimum β∗(m) to find β∗
2-line that maximizes the server’s utility, that is,

β∗
2-line = argmaxβ∗(m),m∈N FS,2-line(β

∗(m)) − c(β∗(m)). After the selection of β∗
2-line

by the server, the users will be in Nash equilibrium with a subscriber followed by

m− 1 non-subscribers, such that β∗(m) = β∗
2-line, as shown in Fig. 8.6.

8.4.2 Fully-Connected Network

In a fully-connected network, each of the total n users transmits an update to every

other user in each timeslot with probability p; see Fig. 8.9. There are m subscribers

and n−m non-subscribers, with the subscription set as S = S[n−m+1,n].

Let x
(m)
NS denote expected age at a typical non-subscribing user in a fully-

connected network with m subscribers. Due to network symmetry, every set of

k non-subscribing users will have the same expected age, which we represent by
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x
(m)
[1,k]. To analytically characterize x

(m)
[1,k], we consider how combinations of various

transitions affect X[1,k](t) evolution. The set S[1,k] has k non-subscribers, and it

can externally receive update packets from the m subscribers and the remaining

n − m − k non-subscribers. For the case of no event update in timeslot t, the

probability of not receiving an update from any subscriber is (1 − p)km, thus with

probability 1 − (1 − p)km, X[1,k](t + 1) = XS(t). In the absence of any updates

from subscribers, the probability of receiving updates from exactly i out of the

remaining n−m− k non-subscribers is
(
n−m−k

i

)
(1− (1− p)k)i(1− p)k(n−m−k−i). For

the case of updates arriving from the i non-subscribers in S[k+1,k+i], we will have

X[1,k](t+ 1) = X[1,k+i](t). Accounting for all possible cases, we get

x
(m)
[1,k] =

[
(1− p)km

n−m−k∑

i=0

(
n−m− k

i

)
x
(m)
[1,k+i](1− (1− p)k)i(1− p)k(n−m−k−i)

+ (1− (1− p)km)xS + pe

]
, (8.50)

which can equivalently be written as

x
(m)
[1,k] =

[
pe +

n−m−k∑

i=1

(
n−m−k

i

)
x
(m)
[1,k+i](1− (1− p)k)i(1−p)k(n−k−i) + (1−(1−p)km)xS

]

× (1−(1− p)k(n−k))−1. (8.51)

We can use (8.51) to iteratively compute x
(m)
[1,k] in the order k = n−m, . . . , 1,

to finally yield x
(m)
[1,1] = x

(m)
1 = x

(m)
NS .

Lemma 8.6 (a) x
(m)
[1,k] is in the form of xS + peg(p,m, k).
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(b) x
(m)
[1,k] and g(p,m, k) are decreasing functions of m.

Proof: Similar to Lemma 8.4, the first part can be proven by induction, starting

from k = n − m and iteratively proving for k = n − m − 1, . . . , 1 using (8.51).

Similar to (8.44), g(p,m, k) can be computed iteratively for k = n−m, . . . , 1 using

the following equation obtained from (8.51),

g(p,m, k) =

[
1 +

n−m−k∑

i=1

(
n−m− k

i

)
g(p,m, k + i)×(1−(1−p)k)i(1−p)k(n−k−i)

]

×
(
1−(1−p)k(n−k)

)−1
. (8.52)

To prove the second part, we claim x
(m+1)
[1,k] ≤ x

(m)
[1,k], ∀k ≤ n − m, which we prove

inductively in the order k = n−m, . . . , 1,

x
(m+1)
[1,k] =

[ n−m−k−1∑

i=1

(
n−m− k − 1

i

)
x
(m+1)
[1,k+i] × (1− (1− p)k)i(1− p)k(n−k−i) + pe

+(1−(1−p)k(m+1))xS

]
×
(
1−(1−p)k(n−k)

)−1
. (8.53)

Assuming the claim holds for non-subscribing sets of size greater than k, we prove

the claim for set size k by comparing terms of (8.50) and (8.53), where
(
n−m−k

i

)
≥

(
n−m−k−1

i

)
, (1 − (1 − p)km) ≥ (1 − (1 − p)k(m+1)), and x

(m)
[1,k+i] ≥ x

(m+1)
[1,k+i], and (8.50)

has an additional summation term when i = n − m − k. The proof for g(p,m, k)

then follows from the first part. ■

Lemma 8.7 For a given β, there exists a unique m = m∗
FC, for which the fully-

connected network is AC-stable with m∗
FC subscribers and n−m∗

FC non-subscribers,

291



such that,

m∗
FC = max{m : xS + peg(p,m− 1, 1) ≥ LxS}. (8.54)

Proof: For non-subscribers to be AC-stable, we need x
(m)
1 < LxS. From Lemma 8.6

part (b), x
(m)
1 decreases with m, with x

(m)
1 |m=0 = ∞ > LxS and x

(m)
1 |m=n = xS <

LxS. Hence, there exists a unique m = m∗
FC ≥ 1, such that,

x
(m∗

FC)
1 < LxS ≤ x

(m∗
FC−1)

1 . (8.55)

For m < m∗
FC , the non-subscribers will not be AC-stable from the right inequal-

ity of (8.55) and Lemma 8.6(b). For m > m∗
FC , any subscriber will not be AC-

stable, and will unsubscribe and still satisfy AC constraint with the rest m − 1

subscribers from the left inequality of (8.55) and Lemma 8.6(b). Thus, m∗
FC =

max{m : x
(m−1)
1 = xS + peg(p,m− 1, 1) ≥ LxS}, by combining the right inequality

of (8.55) and Lemma 8.6(a). ■

Hence, FS,FC(β) =
m∗

FC

n
, where m∗

FC depends on β from (8.54). The minimum

β = β∗(m) required to maintain m subscribers, from equality in (8.54), is β∗(m) =

(
g(p,m−1,1)

(L−1)
− 1
)−1

, which can be used to determine the server’s optimum β∗
FC via

β∗
FC = argmaxβ∗(m),m=1,2,··· FS,FC(β

∗(m))− c(β∗(m)). After the selection of β∗
FC by

the server, the users will be in Nash equilibrium with m subscribers and n − m

non-subscribers, such that β∗(m) = β∗
FC , as shown in Fig. 8.9.
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Figure 8.10: S2 with half of the population as subscriber.

8.4.3 Undirected Networks in Higher Dimensions

Consider the network Zm and consider the set of subscribers

Sm = {(i1, i2, . . . , im) :(i1 + i2 + . . .+ im) mod 2 = 0, i1, . . . , im ∈ Z}, (8.56)

such that half the population is a subscriber (see Fig. 8.10 for m = 2 case). We next

analyze the range for β that can keep all nodes of such networks AC-stable.

For this purpose, we first have to check if the non-subscribers are AC-stable.

As depicted in Fig. 8.10, a non-subscribing node can potentially get updates from

d = 2m subscribers in timeslot t, all of whom have the same instantaneous version age

at all times. We need to consider whether no update arrives at the non-subscribing

node in timeslot t (which happens with probability (1 − p)d) and whether there is

an event update (with probability pe). Therefore, approaching similar to (8.40) and
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non-subscribers

Figure 8.11: Each node in Sm is surrounded by 2m nodes.

(8.41), the expected age at the non-subscribing node is

xS +
pe

1− (1− p)d
, (8.57)

which needs to satisfy the AC constraint of (8.5), given by

pe
1− (1− p)d

< (L− 1)xS = (L− 1)pe

(
1

β
+ 1

)
, (8.58)

resulting in

β <
1

1
(1−(1−p)2m )(L−1)

− 1
= βU(m). (8.59)

Next, we need to ensure that a typical subscriber (represented by node 0 in Fig. 8.11)

will be AC-stable, by showing that its expected age x̃0 from the alternate action of
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not to subscribe violates the AC constraint.

When subscribing node 0 chooses to unsubscribe in Fig. 8.11, it can still get

updates from the surrounding non-subscribing nodes {1, . . . , d = 2m}, each of which

is in contact with d−1 subscribers. Since the version age processes at all nodes in the

set {1, . . . , d} are statistically similar, we will restrict our attention to the expected

version age of arbitrary sets of k + 1 nodes, which we will denote by {0, 1, . . . , k},

k ≤ d. This set contains the middle non-subscriber node 0 and k out of the d

surrounding non-subscribers, and has k(d − 1) direct links from subscriber nodes,

hence with probability (1 − (1 − p)k(d−1)), X[0,k](t + 1) = XS(t). In the event a

packet does not come to this set from any of the subscribers, we need to consider

packet arrivals from i out of d − k remaining surrounding non-subscriber nodes,

which happens with probability pi(1 − p)d−k−i, and there are
(
d−k
i

)
unique ways of

choosing i out of d − k nodes. Since the age evolution of all the resulting sets of

size k+ i is statistically identical, we will denote the expected age of these resultant

sets by x[0,k+i]. Considering the event updates with probability pe, and approaching

similar to (8.40) and (8.41), we can get

x[0,k]=(1−p)k(d−1)

d−k∑

i=0

(
d−k
i

)
pi(1−p)d−k−ix[0,k+i]+(1−(1−p)k(d−1))xS+pe. (8.60)

Starting from k = d, which gives x[0,d] = xS + pe
1−(1−p)d(d−1) , we can compute x[0,k]

iteratively in the order of k = d, d − 1, . . . , 0, to finally obtain x̃0 = x[0,0], which

needs to fail the AC constraint, x̃0 ≥ LxS.

Lemma 8.8 x[0,k] is of the form xS + peg3(p,m, k).
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Proof: The proof is similar to that of Lemma 8.4, wherein the lemma statement is

verified inductively for all k = d, d− 1, . . . , 0. ■

Hence x̃0 = xS + peg3(p,m, 0) ≥ LxS or g3(p,m, 0) ≥ (L − 1)
(

1
β
+ 1
)
, which

will yield β ≥ βL(m).

Discussion: As d = 2m increases, the factor (1 − (1 − p)k(d−1)) becomes the

dominant factor in (8.60) for k ≤ 1. Intuitively, this is due to each non-subscriber

node being in direct contact with a higher number of subscribers in large dimensional

space, improving timeliness in the network. Thus, limm→∞ x[0,k] = xS + pe, k ≤

1, and consequently, x̃0 = limm→∞ x[0,0] = xS + 2pe. Note that xS + kpe is the

lowest possible attainable value of expected age at a non-subscriber node that is

k steps away from its closest subscriber node (see (8.14) with gossip frequency

p = 1). Consequently, both βU(m) from (8.59) and βL(m) also increase withm. This

suggests that higher degree of connectivity between nodes decreases the incentive

for nodes to subscribe, requiring increased server effort β to maintain relevance in

highly connected networks.

Existence of equilibrium solutions under high gossiping: We now show how in

high dimensional network with high gossiping rates (p = 1), for a given β, there

exist equilibrium subscription solutions. We consider symmetric networks Zm with

the set of subscribers of the form

Sm = {(hi1, hi2, . . . , him) :(i1 + i2 + . . .+ im) mod 2 = 0, i1, . . . , im ∈ Z, }, (8.61)

where h ∈ N and fraction of subscribers FS,m−dim = 1
2hm

.
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Under the special case of p = 1, each node shares its latest version of infor-

mation with all its neighbors in every timeslot. In such a case, each node posseses

packets arriving from its nearest subscriber node. From (8.14), if a node is k hops

away from its nearest subscriber, its expected version age will be xS + kpe. To

check if the network is AC-stable, we first check if all the non-subscribers are AC-

stable. Clearly, the non-subscriber with the highest age will be h hops away from

its nearest subscribers (the middle most node between two adjacent subscribers,

see Fig. 8.11), and therefore the highest age of a non-subscriber, independent of

the dimensionality of the space, is xS + hpe which satisfies the AC-constraint, i.e.,

xS + hpe < LxS. Further, we check if the subscribers are AC-stable, i.e., if a sub-

scriber chooses to unsubscribe, then its expected age x0 + 2hpe, determined by its

distance from the closest subscriber which is 2h hops away, violates AC-constraint,

i.e., xS +2hpe ≥ LxS. Substituting the expression for xS, for a given value of β, the

values of h for which the network is in equilibrium are

h < (L− 1)

(
1

β
+ 1

)
≤ 2h. (8.62)

Note that (L − 1)
(

1
β
+ 1
)

is a positive value, and as long as its value is greater

than 1, there will exist an h that will make the network AC-stable. However, if

(L − 1)
(

1
β
+ 1
)

≤ 1, then all nodes of the network will subscribe, which we will

refer to as h = 0 case for convenience of notation. In such a case, the resulting

network will be AC-stable, since any subscriber, upon unsubscribing, will become

equivalent to a non-subscriber of h = 1 case, and therefore, will not satisfy the
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AC-constraint, since h = 1 is not a feasible solution to (8.62).

Further note that, certain values of L can rule out feasibility of certain values

of F for an AC-stable m-dimensional network irrespective of the server effort β

employed. As an example, if L > 1.5, implying 1 = (1.5 − 1)
(
1
1
+ 1
)
< (L −

1)
(

1
β
+ 1
)
implies a network with all users as subscribers can never be AC-stable,

since in the right inequality of (8.62)

2(L− 1) ≤ (L− 1)

(
1

β
+ 1

)
≤ 2h, (8.63)

which gives 1 ≤ h. Hence the maximum achievable F is 1
2
.

Since we consider AC-stable networks with maximum subscribers in this work,

we consider the lowest possible h, which is h∗ =
⌊
(L−1)

2

(
1
β
+ 1
)⌋

. Further, for

given h frequency, the minimum β = β∗(h) = 1
2h

(L−1)
−1

. Next, we use the server’s

minimum β∗(h) to find β∗
m-dim that maximizes the server’s utility, that is, β∗

m-dim =

argmaxβ∗(h),h∈N∪{0} FS,m-dim(β
∗(h)) − c(β∗(h)). After the selection of β∗

m-dim by the

server, the users will be in Nash equilibrium with the set of subscribers Sm defined

by (8.61), such that h in (8.61) satisfies β∗(h) = β∗
m-dim.

8.5 Numerical and Simulation Results

8.5.1 Directed Networks

We first simulate the directed line network covered in Subsection 8.3.1 with param-

eters L = 10, p = 0.2, β = 0.6, and pe = 0.3 for a total time of t = 104, which we
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Figure 8.12: Age evolution in one-way line network when L = 10, p = 0.2, β = 0.6,
and pe = 0.3. For all users to be AC-stable, users in 5N will have to subscribe.

use as a proxy for t → ∞, and take the average over 2 × 105 iterations to approx-

imate limt→∞ E[Xi(t)] by the law of large numbers. In Fig. 8.12, we observe that

the real-time simulation points (red) coincide with the analytically derived values

(blue) from (8.14), verifying the theoretical analysis. The graph shows how expected

age increases in a directed path linearly with the number of hops from the nearest

subscriber; thus, we have K = 5 for all users to be AC-stable, as in (8.18).

Next, we analyze the equilibrium strategies for the server and the users in a

line network, 2-regular tree network (in Subsection 8.3.2), and a star network with

100 peripheral users (in Subsection 8.3.3), with parameters L = 10, and p = 0.2, for

the server utility function FS(β)−80×β2. This utility function penalizes high values

for β, but is indifferent to smaller values of β due to the 80 × β2 term. Fig. 8.13

shows β∗ and the corresponding FS and the server utility function LR(β,a) achieved

in all three networks. We note that a higher β∗ is required in the tree network to
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Figure 8.13: The comparison of the server’s optimal β∗, subscription rate FS, and
the server’s optimal cost function for the line, tree, and star networks when L = 10,
p = 0.2, β = 0.6, and pe = 0.3.
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Figure 8.14: The expected age of nodes in a two-way (bidirectional) line network
with m = {7, 14}.

achieve the same FS, and the corresponding server utility is lower since the nodes

are more well-connected in a tree. On the other hand, in the star network, we choose

the highest β∗ = 0.111 that causes all users to subscribe; however, the highest β∗

negatively affects the server utility, which is the lowest for the star network.

300



2 4 6 8 10

number of subscribers m

0.8

1.0

1.2

1.4

ex
p

ec
te

d
ag

e

AC constraint
x1, simulation

x1, analytical

Figure 8.15: The expected age of a node in a fully-connected network of n = 10.

8.5.2 Undirected Networks

We next simulate the bidirectional line network provided in Subsection 8.4.1 with

parameters L = 10, p = 0.2, β = 0.6, pe = 0.3. In Fig. 8.14, the real-time simulation

points (red) coincide with the analytically derived values (blue) from (8.40), verifying

the theoretical analysis. Observe how all non-subscribers are AC-stable withm∗ = 7,

i.e., x
(7)
i is below the AC constraint threshold (green) for all i, and the subscribers

are AC-stable, since the alternate decision to unsubscribe increases their age to x
(14)
7 ,

which violates the AC constraint.

Next, we focus on the expected age of user 1 in a fully-connected network

provided in Subsection 8.4.2 with n = 10 users, L = 1.6, p = 0.2, β = 0.6, and pe =

0.3. The decrease of x
(10)
1 with increase in m is in accordance with Lemma 8.6(b),

with m∗
FC = 4 making all users AC-stable, by (8.54). The sudden jump in Fig. 8.15
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Figure 8.16: The comparison of the server’s optimal β∗, subscription rate FS, and
the server’s optimal cost function for two way-line network and fully connected
network.
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Figure 8.17: The comparison of the server’s optimal β∗, subscription rate FS, and
the server’s optimal cost function in m-dimensional network.

at m = n = 10 comes from user 1 itself turning to a subscriber.

Fig. 8.16 shows β∗, the corresponding FS, and server utility function LR(β,a)

in both networks with L = 1.6, p = 0.2, and server utility function FS(β) − 80 ×

β2. The deep connectivity of the fully-connected network disincentivizes users from
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subscribing, resulting in just one subscriber and β∗
FC → 0 = β∗(1) that suffices to

sustain one subscriber. Contrarily, the bidirectional line has every alternate user as

a subscriber, with higher β∗
2-line, FS and utility.

Fig. 8.17 shows β∗, the corresponding FS, and server utility function LR(β,a)

in m-dimensional networks given in Subsection 8.4.3 with L=1.6, p=1, and server

utility function FS(β)−2×β2. In higher dimensions, FS,m−dim reduces exponentially

withm. Hence, we observe from Fig. 8.17 that networks employ a high β to maintain

a high FS,m−dim to optimize the cost function. Since L > 1.5, as per discussion at

the end of Subsection 8.4.3, h = 0 case is not possible, and servers simply attempt

to achieve the lowest possible h = 1 frequency in higher dimensions.

8.6 Conclusion and Future Directions

In this chapter, we have investigated a Stackelberg-Nash game between a server

and users, where the server wishes to maximize its profit by increasing the num-

ber of subscribers and reducing costs associated with the frequent sampling of the

event, while the users make their subscription decisions based on their timeliness re-

quirements. We first analyzed directed networks and showed how subscribers repeat

periodically along directed paths in line and tree networks. The analyses in tree and

star networks showed how higher connectivity and the presence of central agents can

discourage other nodes from subscribing, and well-connected communities tend to

have fewer subscribers.

Next, we extended our analysis to undirected networks with bidirectional (two-
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way) flow of information on inter-node links. In the bidirectional line network,

multiple Stackelberg equilibrium solutions may exist, with higher plausible period-

icity of subscribers under frequent server sampling. The fully-connected network

gives a single equilibrium solution and fewer subscribers owing to the deep network

connectivity disincentivizing users from subscribing. We also proved existence of

equilibrium solutions in higher dimensions. Our theoretical results revealed an in-

verse relationship between the expected age and both gossiping and server sampling

rates.

In networks with multiple equilibrium solutions, our focus was on server-

preferred subscription strategies that maximized the fraction of users as subscribers,

thereby maximizing the server’s utility. It would be interesting to explore the oppo-

site scenario, considering the worst-case subscription strategy for the server, which

results in the fewest subscribers. The goal here would be to maximize the server’s

minimum possible utility. Additionally, while this chapter examined a wide range

of gossip networks, practical networks often exhibit arbitrary inter-node connec-

tions, leading to diverse gossip network topologies. In such cases, bandit or machine

learning-based approaches could be employed to adaptively determine subscription

decisions for nodes. Finally, whereas this chapter has considered nodes aiming to

bound their timeliness by a constant multiple of the timeliness of a direct subscriber,

another approach could involve setting a hard constraint on a node’s timeliness, in-

dependent of the timeliness of a subscriber.
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CHAPTER 9

Timely Gossiping with File Slicing and Network Coding

9.1 Introduction

It was shown in [5] that in a complete symmetric network of n nodes with a single

file, the average age at each node is O(log n). An interesting question to ask is

whether we can do better than O(log n) version age in a fully connected network.

Similarly, if we disseminate n files simultaneously to all n nodes in real time in a

network by dividing all rate resources among n files in [5], we obtain a version age

of order O(n log n). Another interesting question is whether we can do better than

O(n log n) for n files.

In this chapter, we achieve O(1) version age for single-file dissemination and

O(n) version age for n-file dissemination (improving both results by log n), in a net-

work of n nodes, that communicate using a random phone call model. We show that

complete dissemination of a file to the entire network is not necessary to achieve

these age bounds. Further, periodic pausing of dissemination of newer file versions

from the source does not hinder the achievement of these bounds. We show that

specific file splitting and network coding based gossip protocols achieve the men-
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tioned bounds. Finally, we present simulation results to validate the aforementioned

bounds.

9.2 Gossiping with a Single File

We consider slotted time, where one time slot is the duration of time needed to

receive an entire file. The network consists of n nodes, and a node, called the

source, receives updates for the file according to an arbitrary distribution. All

source updates start at the beginning of a time slot. Hence, the source may get

a new version of the file in every time slot. The n users wish to have the latest

possible version of the file at any time. We follow the random phone call model

(i.e., rumor mongering model), where the algorithm works in rounds, and in every

round, each user, uniformly at random, selects another user, called the target node,

to communicate with.

Theorem 9.1 In a fully connected network of n users, which uses a gossip protocol,

if there exists p ∈ [0, 1) and n0 ∈ N, such that for all n > n0, the probability of a

random node receiving the file in O(1) time is greater than 1− p, then the protocol

achieves an O(1) age at each node.

Proof: Let c = O(1) time slots, c ∈ N, which is also taken to be the duration of a

cycle. The timeline is thus divided into consecutive cycles, with each cycle consisting

of c time slots; see Fig. 9.1. At the beginning of each cycle, the source begins to

transmit the latest version it has received by the end of the previous time slot to the

network. The network is allowed to gossip for c time slots according to the given
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Figure 9.1: Sample version age evolution at typical node i, with parameters c = 3,
ℓ = 4. The red curve corresponds to Y i

t which remains above 2c = 6, and increases
by c = 3 whenever the node is unsuccessful in receiving the update in the preceding
cycle. The blue curve corresponds to X i

t which drops to lower values in the minislot
after it gathers all pieces of a particular file version.

protocol. To avoid mixing of different versions of a file, when the cycle ends, the

nodes lay off transmission of the file versions already in their possession, and the

circulation of a newer version is set in motion with the beginning of the next cycle.

In time slot t, let N i
t be the latest version of the file available at node i, and

let N s
t be the latest version present at the source. Thus, the instantaneous version

age of information at node i at time t is X i
t = N s

t −N i
t . Therefore, every time the

source receives an update, N s
t , and hence, the instantaneous age at each node in the

network, increment by one.
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We assume that all nodes start with zero age at t = 0. At t = kc, k ∈ N, the

cycle k begins, and the source node starts the transmission of version N s
kc to the

network. During cycle k, i.e., between time slot kc and (k + 1)c, the source may

receive a maximum of c updates in the c time slots, but it continues to circulate the

version N s
kc and does not transmit the newer versions. If node i receives the version

N s
kc at any time t, kc ≤ t < (k + 1)c, then the instantaneous version age at node i

drops to X i
t = N s

t −N s
kc.

Let Zi
k indicate if node i successfully receives the file in cycle k. Hence,

Zi
k =





1, if node i receives version N s
kc in cycle k

0, otherwise

(9.1)

Note that Zi
k subscript k denotes the cycle index whereas N s

t , N
i
t and X

i
t subscripts

t denote the time slot index (see Fig. 9.1).

At the end of cycle k,

X i
(k+1)c =





X i
kc +N s

(k+1)c −N s
kc, if Zi

k = 0

N s
(k+1)c −N s

kc, if Zi
k = 1

(9.2)

where we note that the source would have moved from version N s
kc to version N s

(k+1)c

through cycle k, and X i
kc = N s

kc−N i
kc. Here, observe that if Z

i
k = 0, then N i

(k+1)c =

N i
kc, and if Zi

k = 1, then N i
(k+1)c = N s

kc.

Next, we define Y i
t for node i (see Fig. 9.1), where the subscript t is the time
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slot index. For kc ≤ t < (k + 1)c,

Y i
t ≜ 2cZi

k−1 + (1− Zi
k−1)(Y

i
kc−1 + c) (9.3)

with Y i
t = 2c for cycle 0. Note that Y i

t remains constant over the duration of any

cycle.

Next, we show that Y i
t forms an upper bound on X i

t for all t. First, note

that, since the source can get a maximum of c new updates in a cycle of c slots, we

have N s
kc − N s

(k−1)c ≤ c. Then, if Zi
k−1 = 1, i.e., if node i is successfully updated

in cycle k − 1, from (9.2), we have X i
kc ≤ c, i.e., at the beginning of the kth cycle,

the ith node’s version age is upper bounded by c. By repeating this argument,

N s
(k+1)c −N s

kc ≤ c, and re-employing (9.2) gives X i
t ≤ 2c throughout the kth cycle,

irrespective of the value of Zi
k, i.e., whether the ith node is updated or not in the

kth cycle. Note from (9.3) that when Zi
k−1 = 1 we have Y i

t = 2c for the entire kth

cycle. Thus, when Zi
k−1 = 1, we have X i

t ≤ Y i
t = 2c throughout the kth cycle. On

the other hand, if Zi
k−1 = 0, since the source can get at most c updates over c slots,

X i
t ≤ X i

kc−1 + c for t ∈ [kc, (k+1)c). In this case, from (9.3), Y i
t = Y i

kc−1 + c. All of

these imply that X i
t ≤ Y i

t for all t, as graphically shown in Fig. 9.1.

Next, we bound E[Y i
t ] which in turns bounds E[X i

t ] due to X
i
t ≤ Y i

t . Consider

kc ≤ t < (k + 1)c. Recall that if node i successfully receives a file in cycle (k −

1), i.e., Zi
k−1 = 1, then Y i

t drops to 2c, otherwise it increases by c. Hence, for

m ∈ {2, . . . , k + 1}, Y i
t = mc is possible only if Zi

k−m+1 = 1 and Zi
j = 0 for all

j ∈ {k −m+ 2, . . . , k − 1}, j ∈ N. That is, the node was updated m− 1 slots ago,
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and could not get updated after that, accumulating an increment of c in Y i
t value

in each of the later slots. Further, if Y i
t = (k + 2)c, then that means that node i

failed to receive any updates since t = 0. Since Zi
k are i.i.d. in k for node i, define

pn = P(Zi
k = 0). Since we consider a symmetric fully connected network, all nodes

have the same per cycle failure probability pn in an n node network. Hence, we have

the following bound,

E[Y i
t ] =

k+1∑

m=2

mc(1− pn)p
m−2
n + (k + 2)cpkn (9.4)

<
c

pn

k+2∑

m=2

mpm−1
n (9.5)

<
c(2− pn)

(1− pn)2
(9.6)

=
c

(1− pn)2
+

c

(1− pn)
(9.7)

Note that the expression in (9.7) is an increasing function of pn. As the

statement of the theorem states P(Zi
k = 1) > 1− p for all n > n0, thus pn < p, and

consequently

E[Y i
t ] <

c

(1− p)2
+

c

(1− p)
(9.8)

Hence, E[X i
t ] < E[Y i

t ] <
c

(1−p)2 + c
(1−p) for network size n > n0, and the protocol

achieves O(1) age at each node. ■

We have made several relaxations and sub-optimalities in the analysis above.

Before we look back at all these relaxations, we first consider an example of such
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a gossip protocol, the INTERLEAVE protocol proposed in [75]. Motivated by file

splitting employed in protocols such BitTorrent, INTERLEAVE is a file splitting

based dissemination scheme that is able to satisfy the conditions of Theorem 9.1 as

we show next.

9.2.1 An Achievable Gossiping Protocol: INTERLEAVE

The INTERLEAVE protocol of [75] employs an alternating combination of push

and pull actions at each user in the network to disseminate a file. The file is split

into ℓ pieces by the source, and the pieces are numbered before dissemination to the

network. Each piece consumes 1
ℓ
fraction of a time slot for transmission, which we

define to be one minislot. Thus, in the timeline, each time slot is further divided

into ℓ minislots.

In an odd minislot, each user chooses a target node uniformly at random from

the network, and pushes to its target node the highest numbered piece it has received

in the previous odd minislots. The source pushes a fresh piece to a target node in

the network in every odd minislot, where the pieces are chosen in the order they are

numbered. In an even minislot, each user again chooses a target node uniformly at

random from the network, and makes a pull request for the lowest numbered piece

that is missing in its collection from its target node. Node i is said to have received

a particular version of the file when it has accumulated all pieces of that version.

[75, Thm. 6] provides that INTERLEAVE disseminates all ℓ pieces of a file to

all n nodes of the network within 9(ℓ+ log n) minislots, with probability 1− 5n−s,
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for any s < 0.5. If we choose ℓ ≥ α log n for some constant α > 0, then considering a

minislot to be 1
ℓ
duration of a full time slot, INTERLEAVE takes 9(1+ logn

ℓ
) = O(1)

time for spreading a particular file to the entire network with high probability. Since

the probability 1− 5n−s is an increasing function of n, the INTERLEAVE protocol

satisfies the requirements of Theorem 9.1 and hence can help achieve O(1) expected

age at any node in the network.

The inner-workings of INTERLEAVE may look complicated at first, and it

may look as though it requires more information than the gossip algorithm in [5].

To this, we point out that, in INTERLEAVE all nodes are oblivious of the collection

of file pieces existing at other nodes of the network. Each node makes a pull request

for the lowest numbered piece missing in its private collection, and pushes out the

highest numbered piece in its private collection. Therefore, the decision making

in INTERLEAVE is independent of the information at other nodes, and thus, the

INTERLEAVE protocol is a gossip protocol, as the one in [5].

Next, we note the relaxations made in the calculations in Theorem 9.1: 1) The

probability of successfully receiving a file in a cycle, P(Zi
k = 1), is replaced by its

lower bound 1−p. 2) At the beginning of each new cycle, all nodes are made to halt

transmissions of all files in their possession up till the previous cycle. This could

result in some nodes sitting idle in the beginning of a cycle waiting for a piece of

the newer version, while they could have continued disseminating pieces of previous

version missing in other nodes. 3) Y i
t is a crude upper bound to X i

t ; Y
i
t only changes

value at the end of a cycle, though it is possible for node to gather all pieces of a file

before the end of the cycle. 4) The evolution of Y i
t assumes the worst case scenario
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where the source gets the maximum possible c version updates in every cycle, and

hence file version received by the end of the cycle is always c slots old. Further,

Y i
t is set constant over cycle k, upper bounding the maximum value of X i

t within

that cycle. 5) The protocol may take less than c time slots for larger values of n for

disseminating the file to all nodes with same probability. Hence, use of c time slots

in a cycle might be sub-optimal.

Finally, as a general remark on Theorem 9.1, interestingly, a protocol can

achieve O(1) age even if the success probability 1−p has a very small value, causing

very fewer nodes to really receive a file in a particular cycle. One reason for this can

be that every cycle presents a fresh opportunity for a node to receive a new version

and reduce its age. Hence it is okay to miss out some updates in a couple of cycles.

9.3 Gossiping with Multiple Files

We consider a system consisting of a network of n nodes and a library of n files.

Each node is responsible for creating version updates for a unique file. We label the

node acting as source for file f as node f . Then, file f is termed as the source file for

node f . We consider slotted time, and define one time slot to be the time required

to receive an entire file. All file transmissions start at the beginning of a time slot

and consume an entire time slot. We follow the random phone call model, where

in every time slot, each user uniformly at random picks another user, referred to as

the target, and communicates with either a pull or a push action based on a gossip

protocol.
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Node f receives version updates for its source file f according to an arbitrary

distribution. Thus, in each time slot, node f may or may not get a newer version

update. The updates at all nodes for their respective source files are considered

uncoordinated, implying that some files may get updated more frequently at their

respective source nodes than others. All users wish to obtain the latest possible

version of all files at any point of time.

Theorem 9.2 In a fully connected network of n users and n files, where users

communicate according to a gossip protocol, if there exists p ∈ [0, 1) and n0 ∈ N,

such that for all n > n0, the probability of a random node receiving all n files in

O(n) time is greater than 1− p, then the protocol achieves O(n) age for each file at

each node.

Proof: Let cn = O(n) time slots, c ∈ N, which is also taken to be the duration of

one cycle. The timeline is divided into consecutive cycles where each cycle consists

of cn time slots. At the beginning of each cycle, all nodes begin dissemination of

the latest version of their respective source files received by the end of the previous

time slot to the network. The network is allowed to gossip over one cycle or cn

time slots according to the given protocol. To avoid mixing of multiple versions of

different files, at the end of the cycle, all nodes lay off transmission of file versions

already in their possession, and circulation of newer versions of all files starts with

the beginning of the next cycle.

In time slot t, let N if
t denote the latest version of file f available at node i

and let N f
t be the latest version of file f at its source node f . The instantaneous
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version age for file f at node i is X if
t = N f

t − N if
t . Therefore, every time source

node f is updated with a newer version for file f , the instantaneous version age at

every other node for file f increments by one.

The evolution of X if
t is similar to Section 9.2. At the beginning of cycle k, each

node f begins transmission of version N f
knc of its source file f to the network. During

the cycle, every source node can receive a maximum of cn updates for its source

file. The source nodes hold back the newer versions and so the system continues

circulation of version N f
knc for each file f . We define Zif

k for cycle k as follows

Zif
k =





1, node i receives version N f
knc in cycle k

0, node i does not receive N f
knc in cycle k

(9.9)

For upper bounding the expected version age at time t for file f at node i,

E[X if
t ], we define Y if

t , for kcn ≤ t < (k + 1)cn, as follows

Y if
t = 2ncZif

k−1 + (1− Zif
k−1)(Y

if
knc−1 + nc) (9.10)

with Y if
t = 2nc for cycle 0. Note that Y if

t remains constant over the duration of

any cycle.

Since any source node can get a maximum of nc new updates in a cycle of nc

slots for its source file, N f
(k+1)nc −N f

knc ≤ nc. Using arguments similar in the proof

of Theorem 9.1 allows us to conclude Y if
t ≥ X if

t for all t. In turn, E[Y if
t ] can be
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upper bounded as in Theorem 9.1, as given below

E[Y if
t ] <

cn

(1− p)2
+

cn

(1− p)
(9.11)

Hence E[X if
t ] < cn

(1−p)2 +
cn

(1−p) = O(n). ■

9.3.1 An Achievable Gossiping Protocol: RLC

We now show that the random linear coding (RLC) gossip protocols proposed in [73]

fall under the category of such protocols, which work on the principle of algebraic

mixing of files for faster simultaneous dissemination of all files. In RLC with PUSH

protocol, each node creates a linear combination of all the coded packets in its

possession at the beginning of each time slot, and transmits it to a randomly chosen

target node. The coefficients are randomly chosen from the finite field Fq, with

q ≥ n. In RLC with PULL protocol, nodes pull such random coded messages from

their target nodes in every time slot. In both protocols, once a node has collected

n independent linear combinations, it can decode all messages.

[73, Thm. 3.1 and Thm. 3.2] provide that both RLC protocols can disseminate

n files to n nodes in O(n) time with high probability 1−O( 1
n
). Since the probability

1 − O( 1
n
) is an increasing function of n, both RLC protocols satisfy conditions of

Theorem 9.2 in this chapter.

316



0 200 400 600 800 1000 1200

0

1

2

3

4

5

6

7

8

9

Figure 9.2: Version age versus network size n with INTERLEAVE protocol.

9.4 Numerical Results

We now further validate our results with numerical evaluations. First, we simulate

single-file dissemination using the INTERLEAVE protocol in real-time over 200

cycles. We choose number of pieces ℓ = ⌊log2 n⌋ and c = 18 in Section 9.2. Since

ℓ changes value only when n crosses a power of two, we choose n = 2m, m ∈ N

to have ℓ increase consistently with n. We assume the source node receives version

updates according to Bernoulli(0.7) distribution in every time slot. Fig. 9.2 shows

the expected version age per node as a function of network size n. We observe that

as the network size grows larger, the version age does not increase, and remains

below 9 for the choice of parameters above. For c = 18, the upper bound derived in

Theorem 9.1 is c
(1−p)2 +

c
(1−p) ≥ 36, which shows that the derived upper bound is an

overestimate.

Next, we use RLC with PUSH mechanism for real-time dissemination of n
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Figure 9.3: Version age versus network size n with RLC with PUSH mechanism.
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Figure 9.4: (Version age)/n versus n with RLC with PUSH mechanism.

files in an n node network. The authors in [73] point out that their upper bound

in [73, Thm. 3.2] is not tight and their simulations suggest that the dissemination

time is close to 1.5n + log2 n. We choose c = 6 and run the scheme of Section 9.3

over 100 cycles. We assume all nodes receive version updates for their respective

source files according to Bernoulli(0.7) distribution in every time slot, and choose

n to be prime numbers to keep field size q = n as in [73]. Fig. 9.3 shows that
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per node per file expected version age grows almost linearly with network size n.

Fig. 9.4 plots version age divided by network size n, and we see the graph to be

lower than 3 for above choice of parameters, which suggests that the upper bound in

Theorem 9.2 (which is ≥ 12) is an overestimate. We note that, in n-file simulations,

we consider all files to be successfully decoded by a node at the same time, when n

linearly independent coded packets arrive at the node. For some r < n, the node

might receive r linearly independent combinations of r files and decode them before

receiving n linearly independent combinations. Hence, Fig. 9.3 is an upper bound

to the actual average version age.

9.5 Conclusion

In this chapter, we studied classes of gossip protocols which achieve O(1) age at

each node in a single-file n-node system, and O(n) age for each file at each node in

an n-file n-node system. We saw that the bounds hold even though files might not

be successfully received by the nodes in every cycle, as each cycle presents a new

opportunity to the nodes to get updated. We demonstrated that gossip protocols

based on file splitting and network coding fall under the above category of protocols.
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CHAPTER 10

Age-Based Cache Updating Under Timestomping

10.1 Introduction

In this chapter, we consider the discrete-time cache updating system shown in

Fig. 10.1, where we examine the evolution of the age of information at the user

node over the time horizon T . Due to resource constraints, it is not feasible for the

source to update the user in every time slot. The source is able to update the user

node directly over T1 time slots and the cache node over T2 time slots, such that

T1 ≪ T2 and T1 + T2 < T . We assume that if the source sends an update to the

cache in a time slot, it is possible for the cache to relay the packet to the user in the

same time slot, i.e., packet can reach from source to user both directly or through

cache within one time slot. For some of the results in this work to go through, we

assume that the source can transmit only once to the user directly between two

consecutive source to cache updates. A more general version of the problem can be

an interesting future work.

In the absence of any adversary in this system, two observations can be made

about the updating policy that should be adopted in this system. First, whenever

320



S

U

C

T

- source updates user

- source updates cache

1

- source remains idle

2

A

Figure 10.1: System model for caching system.

the cache gets updated, then instead of waiting, the cache should immediately relay

the update to the user in the same time slot, which will cause the age of the user

to drop to 1 in the very next time slot. Second, both direct update and cache-aided

updates have the same impact on age of information at the user, with age dropping

to 1 in the following time slot. Hence, from [43], the user should receive an update,

from either the cache or the source, at constant time intervals, with inter-update

intervals of size T
T1+T2+1

to minimize its average age.

We next consider the presence of a timestomping adversary at the outgoing

link of the cache which aims to deteriorate the average age at the user, through

timestamp manipulation. If the user possesses a more recent packet than the packet

present at the cache, the adversary would be inclined to send a copy of the cached

packet to the user after changing its timestamp to current time t. The manipulated

timestamp would trick the user into thinking that the received packet is fresher,

making it discard its own packet in favor of the cached packet. On the other hand,

if the user’s packet is staler than the cached packet, than the adversary would be

inclined to not send the cached packet, in other words, stay idle.
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In the recent literature, multiple studies have been conducted on the age of

information in the presence of an adversary, see [6,126–135]. All these works consider

either an adversary that completely eliminates the update packet [129–134] or an

adversary that decreases the signal to noise ratio of a communication link [126,127]

or an adversary that blocks the communication channel for a duration of time which

results in higher age for the communication network [128] or an adversarial gossip

network [6,135]. Different than all this work, we consider an adversary that changes

the time stamp of an update packet.

In Chapter 4, we previously considered a timestomping adversary. Tradition-

ally, timestomping is used by malware adversaries to make malicious files appear to

be out of an attack timeframe and consequently bypass detection. Chapter 4 intro-

duces how age-based cache updating systems are uniquely vulnerable to timestomp-

ing based attacks. This is because, timestomping alters the timestamps of packets,

and in age-based systems, the decision to accept or reject an incoming packet is

based on the comparison of timestamps of various packets.

In Chapter 4, the timestomping adversary attacks one node out of a gossip

network of n nodes, and probabilistically alters the timestamps of all the incoming

and outgoing packets of the attacked node, with the goal of introducing staleness at

all nodes of the network. Further, in Chapter 4, all nodes push updates according to

a Poisson process with fixed rates in the continuous time setting and the adversary

increases or decreases the timestamps probabilistically, without knowing the age or

timestamps at other nodes. Different from Chapter 4, in this work, we consider a

discrete time system where the adversary can transmit the cached update packet
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to the user at any time slot over the time horizon T and the adversary has the

full knowledge of the packet transmission policy employed by the source and the

timestamp at the user, which allows the adversary to choose its actions to transmit

or not in every time slot wisely.

In this chapter, we formulate the timestomping adversarial cache update prob-

lem as an online learning problem and study the competitive ratio for this problem.

We assume the adversary is oblivious in nature, i.e., the adversary only has knowl-

edge about the source transmission policy, however, it is required to generate the

adversarial action for each timeslot over the entire time horizon T before the begin-

ning of the first time slot. In this work, we first provide a deterministic policy and

show that this policy is
(

1+T+T1
1+T2+T1+T

)(
1 + T2

T1+1

)
competitive. Then, we use Yao’s

minimax theorem [136] to find a fundamental lower bound on the competitive ratio

for the considered system model.

10.2 System Model and Problem Formulation

We consider a wireless communication network where a source aims to minimize the

age of a user with timely delivery of update packets to it. Due to power constraints,

the source can only transmit update packets directly to the user for T1 time slots

over the time horizon of T . There is a cache in the system, and the source can

transmit update packets to the cache for T2 time slots over the same time horizon

of T . As the transmission cost from the source to the cache is typically less than

the transmission cost from the source to the user, we have T1 ≪ T2. In addition,
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due to the power constraint of the source T1 + T2 < T . Without loss of generality,

let α1, α2, α3 ∈ N. At a given time slot, the source can only transmit to either the

user or to the cache. Each update packet contains its generation time as a time

stamp. The cache and the user only keep their respective freshest update packets

and discard any staler update packets.

There is also an adversary in the system. The adversary completely controls

the communication link between the cache and the user, however, it cannot control

the link between the source and the user. Whenever the user receives an update

packet from the cache, it compares its time stamp with the time stamp of the already

existing packet. If the packet from the cache has relatively fresher time stamp, the

user accepts it and discards the existing packet. The adversary can transmit the

cached update to the user at any time slot, i.e., there is no power constraint for the

adversary. At any given time slot t, the age of the user is defined as v(t) = t− u(t),

where u(t) is the generation time of the freshest packet that the user had before

time slot t. At time t, if the user receives an update packet directly from the source,

and also a cached update packet, then the user always accepts the packet from the

source and discards the packet from the cache.

The adversary can manipulate the age of the user by changing the time stamp

of the cached packet. For example, at time t, let the time stamp of the packet at the

user be t−2, and the time stamp of the packet at the cache be t−4. The adversary

may change the time stamp of the cached packet to t while transmitting it to the

user. Upon receiving this packet, the user discards the fresher existing packet and

accepts the staler packet which results in an increment of age of the system. Thus,
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the adversary can choose one of two actions, namely, it can either change the time

stamp of the cached packet as the freshest packet, i.e., it changes the time stamp of

the cached packet to current time t, or it can change the time stamp of the cached

packet as the stalest packet, i.e., it changes the time stamp of the cached packet

to the oldest time 0. We denote the former action as 1 and the latter action as

0. For time horizon T , we define a sequence σ as the adversarial sequence where

σ ∈ {0, 1}T . A pictorial representation of the system model is given in Fig. 10.1.

The goal of the source is to design a transmission policy π to reduce the average

age of the system, while the goal of the adversary is to design an adversarial sequence

σ to increase the age of the system. We consider an oblivious adversary, i.e., the

adversary has to generate the whole sequence σ at time 0. We define the average

age of the system corresponding to a transmission algorithm π and an adversarial

sequence σ as,

Aπ,σ =
1

T

T−1∑

t=0

Eπ[vπ,σ(t)] (10.1)

In this work, to analyze the performance of an online algorithm we use the compet-

itive ratio metric [137]. The competitive ratio for any online algorithm π is

cπ = sup
σ

Aπ,σ

Ao,σ
(10.2)

where superscript o stands for the optimal algorithm for the adversarial sequence σ.
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Figure 10.2: Suggested deterministic algorithm, dividing timelines into T1 + 1 sec-
tions of equal size. T1 = 3, T2 = 6, T = 24.

10.3 Algorithms and Analysis

We consider a greedy deterministic policy π̂ for the source. The source divides the

whole time horizon T into equal T1+1 blocks. Thus, each block in the partition has

a length of T
T1+1

. Under the policy π̂, the source directly transmits an update packet

to the cache at the beginning of each block, starting from the second block and the

source directly transmits an update packet to the user at the end of each block,

except the last block. Finally, the source chooses any arbitrary T2 − T1 time slots

from the remaining time slots and transmits to the cache. This scheme is pictorially

shown in Fig. 10.2. Theorem 10.1 gives an upper bound for the competitive ratio of

π̂.

Theorem 10.1 The policy π̂ is
(

1+T1+T
1+T2+T1+T

)(
1 + T2

T1+1

)
competitive.
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Proof: First, note that the source can transmit to the user (directly or via the

cache), only for T1 + T2 time slots. Now, we can show that if this transmission

occurs with uniform spacing over time horizon T , i.e., if we divide the whole time

horizon into equal length sections with the length of each section being T
T1+T2+1

, and

the age of each section evolves as 1, 2, · · · , T
T1+T2+1

, this provides a universal lower

bound on the age for the optimal policy corresponding to any adversarial action σ.

Thus, for any adversarial action σ,

Ao,σ ≥ 1

2

(
1 +

T

T2 + T1 + 1

)
(10.3)

The optimal action for the adversary corresponding to the policy π̂, is to never

transmit any cached packet to the user, i.e., the optimal adversarial action is all

zeros. For this adversarial action, the age of the user with policy π̂, evolves as

1, 2, · · · , T
T1+1

in each section. Thus,

Aπ̂,σ =
1

2

(
1 +

T

T1 + 1

)
(10.4)

Thus,

cπ̂ = sup
σ

Aπ̂,σ

Ao,σ
(10.5)

≤ supσ A
π̂,σ

infσ Ao,σ
(10.6)

≤
(

1 + T1 + T

1 + T2 + T1 + T

)(
1 +

T2
T1 + 1

)
(10.7)
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which completes the proof. ■

Next, we find a universal lower bound on the competitive ratio for this problem.

For this, we leverage Yao’s minimax principle [137]. For online learning, Yao’s

minimax principle states that the competitive ratio for the best randomized policy,

inf
π∈R

cπ = sup
P

inf
π∈D

cπ,P (10.8)

where P is the arbitrary distribution from which the adversary samples an adversar-

ial sequence, R is the set of randomized policies. Thus, the left hand side of (10.8)

provides the best competitive ratio possible. We denote the set of deterministic poli-

cies as D. Then, cπ,P is the smallest competitive ratio for π under the distribution

P , i.e., cπ,P is the infimum of all c which satisfies the following,

Eσ∼P [Aπ,σ] ≤ cEσ∼P [Ao,σ] + a (10.9)

where a is a constant.

Now, we define a particular probability distribution P1 to generate the ad-

versarial sequence σ. In P1, the adversary chooses action 0 with probability 1
2
and

action 1 with probability 1
2
. Thus, we can obtain a fundamental lower bound on the

competitive ratio for this problem from Yao’s minimax principle as follows. From

(10.8),

inf
π∈R

cπ ≥ inf
π∈D

cπ,P1 (10.10)

328



≥ Eσ∼P [Aπ
∗
D,σ]

Eσ∼P [Ao,σ]
(10.11)

where π∗
D is the best deterministic policy under the probability distribution P1.

Now, we find the numerator and an upper bound for the denominator of (10.11). In

the next few lemmas, we first find the best deterministic policy for distribution P1.

In the next lemma, we study the optimal locations for the cache updates for

any arbitrary user update locations. We consider a policy π̄, for which the source

divides the whole time horizon into T2 + 1 sections, at the end of each section the

source transmits an update packet to the cache except the very last section, the

length of a section in which the source transmits an update packet directly to the

user is T−T1
T2+1

+ 1, and the length of a section in which the source does not transmit

an update packet directly to the user is T−T1
T2+1

.

Lemma 10.1 Under the constraint of our system, i.e., the source cannot transmit

directly to the user in two consecutive sections, the policy π̄ assigns the optimal cache

update location for any arbitrary user update location.

Proof: We consider an arbitrary ith section for the policy π̄. We call the source to

cache update for the (i − 1)th section as the left cache update for the ith section

and the source to cache update for the ith section as the right cache update for the

ith section. First, we show that if there is a direct source to user update in the ith

section, then moving the left cache update for the ith section to the left or to the

right increases the expected age of the system. Then, we show that if there is no

direct source to user update in the ith section, moving the left cache update for the
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ith section to the right or to the left by one time slot increases the expected age of

the system.

We consider that there is a direct source to user update in the ith section.

Now, we consider a source policy π̃, such that it is similar to the policy π̄, except

it shifts the left cache update for the ith section by one time slot left compared to

the policy π̄. Now, we show that the expected age for the policy π̃ is higher than

the expected age for the policy π̄. Let us assume that for the policy π̄ the (i− 1)th

section ends at the time slot t1. That means that the left cache update for the ith

section occurs at the time slot t1. We define T−T1
T2+1

= x2, then the ith section has

x2 + 1 time slots and the right cache update for the ith time slot occurs at the

time slot t1 + x2 + 1. Let us assume that the direct source to user update occurs

at the time slot t1 + x3. Note that, for any adversarial sequence the difference of

the evolution of the age between the policies π̄ and π̃ starts at the time slot t1 and

ends at an arbitrary time slot t2, where t2 either depends on at which time slot the

source again directly transmits to the user or it depends on at which time slot the

adversarial action is 1 after the ith section.

Now, we find several adversarial sequences for which the policy π̄ provides

lower expected age compared to the policy π̃. Similarly, we find several adversarial

sequences for which the policy π̃ provides lower expected age compared to the policy

π̄. Finally, we show that combining the effects of all these sequences we obtain a

lower expected age for the policy π̄ compared to the policy π̃.

First, let us consider an adversarial sequence, σ1, such that σ1(t1 − 1) = 0,

σ1(t1) = 1, σ1(t1+x3+1) = 1 and σ1(t1+x2+1) = 1. Note that, for σ1 the ages for
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the policy π̄ and π̃ differ till the time slot t1+x2+1. Let us assume that the age of the

system for any of the two policies corresponding to σ1 at time slot t1 − 1 is ∆. The

evolution of the age from the time slot t1 to the time slot t1 + x2 + 1 corresponding

to the policy π̄ is ∆+ 1 → 1 → 2 · · · → x3 → 1 → x3 + 2 → x3 + 2 → · · · → x2 + 1.

Similarly, the evolution of the age from the from the time slot t1 to the time slot

t1 + x2 corresponding to the policy π̃ is ∆ + 1 → 1 → 2 → · · · → x3 + 1 → 1 →

x3+3 → x3+4 → · · · → x2+2. Thus, the difference of the ages between the policies

π̃ and π̄ corresponding to σ1 is x2. Note that, the adversary chooses the sequence

σ1 with probability 1
24
. Now, consider that at time slot t1 + x2 + 1 + x4, the source

again directly transmits an update packet to the user. Now, we assume another

adversarial sequence σ2, such that σ2(t1 − 1) = 0, σ2(t1) = 1, σ2(t1 + x3 + 1) = 1,

σ2(t1+x2+1) = 0 = σ2(t1+x2+2) = · · · = σ2(t1+x2+k) and σ2(t1+x2+k+1) = 1,

k < x4. With a similar argument made for the sequence σ1, we observe that for

σ2 the difference of the ages between π̃ and π̄ is x2 + k. Note that the adversary

chooses the sequence σ2 with probability 1
24+k .

From the above study it is evident that, given an adversarial sequence, σ such

that σ(t1 − 1) = 0 and σ(t1) = 1, the difference of the expected ages between the

policies π̃ and π̄ increases with x4. Let us denote the set of all adversarial sequences,

σ such that σ(t1−1) = 0 and σ(t1) = 1, as S. Now, we find the minimum difference

of the ages between the policies π̄ and π̃ with respect to x4, whenever the adversary
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chooses a sequence from S, i.e., when x4 = 1. Thus, we have

E[Aπ̃,σ − Aπ̄,σ|σ ∈ S] =
x2−x3∑

i=1

x2−i+1

21+i
+

2x3
2x2−x3+1

+

x2−x3−2∑

j=0

x2−i+1

21+i
(10.12)

=
3x2
2

+
1

2x2−x3+1
− x3

2x2−x3+1
− 1

2
(10.13)

The first term in (10.13) corresponds to the adversarial sequences in S, for

which σ(t1 + x2 + 1) = 1 and in any of the time slot t′, from t1 + x3 + 1 to t1 + x2,

σ(t′) = 1. The second term in (10.13) corresponds to the adversarial sequences in

S, for which the adversarial action is 0, from the time slot t1 + x3 + 1 to the time

slot t1 + x2. The last term in (10.13) corresponds to the adversarial sequences in

S, for which σ(t1 + x2 + 1) = 0 and in any of the time slot t′, from t1 + x3 + 1 to

t1 + x2, such that σ(t′) = 1.

Now, we consider all the adversarial sequences, σ such that σ(t1 − 1) = 1 and

σ(t1) = 0. We denote the set of all such adversarial sequences as S1. Following a

similar analysis as we have done to obtain (10.13), we have the following

E[Aπ̄,σ − Aπ̃,σ|σ ∈ S1] =

x3−1∑

i=1

x2−x3∑

j=1

ix2 + j − 2

21+i+j
+

x3−1∑

i=1

(i+ 1)x2 − x3 − 1

2i+x2−x3

+

x2−x3∑

j=1

x3x2 + j − 2

2x3+j
+

x3−1∑

i=1

x2−x3∑

j=1

ix2 + j − 3

21+i+j

+

x2−x3∑

j=1

x3x2 + j − 3

2x3+j
+
x3x2 + x2 − x3 − 1

2x2−1
(10.14)

= 2x2 −
2x2
2x3

− 1

2
− 1

2x2−x3+1
(10.15)
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Next, we consider all the adversarial sequences σ such that σ(t1 − 1) = 1 and

σ(t1) = 1. We denote the set of all such adversarial sequences as S2. Following a

similar analysis as we have done to obtain (10.13), we have the following

E[Aπ̄,σ − Aπ̃,σ|σ ∈ S2] =

x2−x3−2∑

i=−1

i

23+i
+

(x2 − x3 − 1)

2x2−x3

x2−x3−3∑

i=−2

i

24+i
(10.16)

=− 1

2x2−x3+1
− 1

2
(10.17)

Finally, we consider all the adversarial sequences σ such that σ(t1 − 1) = 0

and σ(t1) = 0. We denote the set of all such adversarial sequences as S3. Following

a similar analysis as we have done to obtIN (10.13), we have the following

E[Aπ̃,σ − Aπ̄,σ|σ ∈ S3] =

x3−1∑

i=1

x2−x3∑

j=1

x2 − i− j + 1

2i+j
+

x2−x3∑

j=1

x2 − x3 − j + 1

2x3+j−1

+

x3−1∑

i=1

x3 − i

2x2−x3+i
+

x3−1∑

i=1

x2−x3∑

j=1

1

2i+j+1
+

x2−x3∑

j=1

1

2x3+j
(10.18)

= x2 +
2

2x3
+

1

2x2−x3+1
− 2.5 (10.19)

Now, combining (10.13), (10.15), (10.17) and (10.19), we obtain

E[Aπ̄,σ − Aπ̃,σ] =2− x2
2

− 2

2x2−x3
− 2x2

2x3
+

x3
2x2−x3+1

− 2

2x3
(10.20)

We see that (10.20) is an increasing function with respect to x3. Thus, we take

x3 = x2, for which we see that E[Aπ̄,σ − Aπ̃,σ] < 0. In a similar fashion, we can

show that, if we shift the left cache update for the ith section to the right, then the
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average age of the system increases. Also, in a similar fashion, we can show that, if

there is no direct source to user update in the ith section, then if we move the left

cache update for the ith section to the right or to the left by one time slot, then the

expected age of the system increases. ■

In the next lemma, we find the optimal placement for the source to user update,

with respect to the source to cache update given by Lemma 10.1.

Lemma 10.2 Between two cache updates, i.e., the (i − 1)th and the ith cache up-

dates, the source achieves the minimum age by updating the user directly just before

the ith cache update.

Proof: Consider the source policy given in Lemma 10.1, i.e., policy π̄. Consider

that at the ith section, the source transmits an update packet directly to the user.

Let us assume that the ith section starts at t1, the source to user update occurs at

t1 + x3 and the age of the user at time slot t1 + x3 is ∆. Now, consider another

policy π̃ which is similar to π̄, except it transmits the direct source to user update

at the ith section at time slot t1 + x3 +1, instead of time slot t+ x3. Now, we show

that under the distribution P1, the policy π̃ results in lower expected age for the

user compared to policy π̄.

Following a similar analysis as of the proof of Lemma 10.1,

E[Aπ̃,σ−Aπ̄,σ] ≤0 (10.21)

which concludes the proof of this lemma. ■
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Figure 10.3: Optimal deterministic algorithm, dividing timelines into T2+1 sections
of equal size. T1 = 2, T2 = 4, T = 27.

From Lemma 10.1 and Lemma 10.2, we see that the optimal action for the

source is to divide the whole time horizon into T2 + 1 sections, and transmit an

update packet to the cache at the end of each section except for the last section.

The length of a section in which there is no user update is T−T1
T2+1

and the length of

a section in which there is a user update is T−T1
T2+1

+ 1. The optimal source to user

update locations are just before the source to cache updates. From the symmetry

of the cache updates over the time horizon, we claim that the optimal source to

user update locations are equidistant over the time horizon T , that is there are T2
T1

source to cache updates between two consecutive source to user updates. Let us

denote this source policy as π̌. According to (10.11), to get a lower bound on the

competitive ratio, we first find the average age for the policy π̌; see Fig. 10.3 for a

pictorial representation of the policy π̌.
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10.3.1 Average Age for Policy π̌

For the notational convenience, in this section, we denote the source to cache update

as the cache update and the source to user update as the user update. Recall that

for the policy π̌ a section i ends with the ith cache update and starts right after the

(i− 1)th cache update. We define a megasection which consists of T2
T1

slots. The ith

mega section ends with a source update followed by a cache update, and starts right

after the (i − 1)th megasection. Recall that, for policy π̌, each section which does

not consist of a user update, has x2 time slots, where x2 = T−T1
T2+1

and the sections

which consist of a user update have x2 + 1 time slots. Recall that, for a policy π

and an adversarial sequence σ, the age of the user at the tth time slot is defined as

vπ,σ(t). For notational convenience, in any arbitrary section, we redefine the age of

the user at the jth time slot of that section as vj, where either j ∈ 1, 2, · · · , x2 or

j ∈ 1, 2, · · · , x2 + 1, depending on the section. We define v0 to be the age of the

user at the last time slot of the preceding section (indicated by time slot 0). If a

user does not receive a direct update from the source in time slot j − 1, then we

have

E[vj|vj−1] =
(vj−1 + 1)

2
+
j

2
(10.22)

=
vj−1

2
+

(j + 1)

2
(10.23)
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Note that, E[vj|vj−1, v0] = E[vj|vj−1] as vj is completely determined by vj−1 and the

action taken by the adversary in time slot j − 1, which gives

E[vj|v0] =
E[vj−1|v0]

2
+

(j + 1)

2
(10.24)

Iteratively repeating this for E[vj−1|v0], we obtain

E[vj|v0] =
v0
2j

+

j+1∑

k=2

k

2j+2−k (10.25)

Note that the user updates occur only in time slot x2 of the last section of

a megasection, hence (10.25) is always applicable to time slots {1, . . . , x2} of every

section.

Conditioned on v0, the sum of age of time slots {0, . . . , x2 − 1} of this section,

is

E
[ x2−1∑

j=0

vj

∣∣∣∣v0
]
=

x2−1∑

j=0

(
v0
2j

+

j+1∑

k=2

k

2j+2−k

)
(10.26)

=

x2−1∑

j=0

v0
2j

+

x2−1∑

j=1

j+1∑

k=2

k

2j+2−k (10.27)

=

x2−1∑

j=0

v0
2j

+

x2−1∑

j=1

1

2j+2

j+1∑

k=2

2kk (10.28)

= v0α + β (10.29)
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where α is computed as

α =

x2−1∑

j=0

1

2j
=

1− 1
2x2

1− 0.5
= 2

(
1− 1

2x2

)
(10.30)

and β is computed as

β =

x2−1∑

j=1

1

2j+2

j+1∑

k=2

2kk (10.31)

=

x2−1∑

j=1

1

2j+2
(2
1− (j + 2)2j+1 + (j + 1)2j+2

(1− 2)2
− 2) (10.32)

=
1

(1− 2)2

( x2−1∑

j=1

1

2j+1
+

x2−1∑

j=1

j

)
−

x2−1∑

j=1

1

2j+1
(10.33)

=

x2−1∑

j=1

j =
(x2 − 1)x2

2
(10.34)

Using nested expectations, we obtain

E
[ x2−1∑

j=0

vj

]
= E[v0]α + β (10.35)

Let us assume that T2
T1

= x3. Next, instead of considering the age of arbitrary

sections, let the sections of a megasection be indexed by i, where i ∈ {1, . . . , x3} and

let vj,i denote the age of time slot i of section j of arbitrary megasection. Building

on (10.29), let v0,i denote the age of last time slot of the section preceding section

i, i.e., vx2,i−1 = v0,i for i > 1. Note that v0,1 = vx2+1,x3 = 1, since a user update

occurs in the second last time slot of every megasection, causing the age in the last

time slot of a megasection to drop to 1. Consequently, the sum of expected age of
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all time slots in a megasection is

E
[ x3−1∑

i=1

x2∑

j=1

vj,i+

x2+1∑

j=1

vj,x3

]
= E

[ x3∑

i=1

x2−1∑

j=0

vj,i+vx2,x3

]
(10.36)

= E
[ x3∑

i=1

v0,i

]
α + β1 (10.37)

with β1 = E
[
vx2,x3

]
+ x3β, where E

[
vx2,x3

]
can be obtained from (10.25).

Given v0,1 = 1, we first compute the expected value of v0,i = vx2,i−1 in terms

of v0,i−1 using (10.25) by substituting j = x2,

E[v0,i|v0,i−1] =
v0,i−1

2x2
+

x2+1∑

k=2

k

2x2+2−k (10.38)

= rv0,i−1 + s (10.39)

where r is computed as

r =
1

2x2
(10.40)

and s is computed as

s =

x2+1∑

k=2

k

2x2+2−k =
1

2x2+2

x2+1∑

k=2

2kk = x2 (10.41)

Iteratively repeating this for all v0,ℓ, we obtain

E[v0,i] = ri−1v0,1 +
i−2∑

ℓ=0

rℓs (10.42)
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where v0,1 = 1. Combining (10.37) and (10.42), we have

E
[ x3−1∑

i=1

x2∑

j=1

vj,i +

x2+1∑

j=1

vj,x3

]
=

[ x3∑

i=1

ri−1 + s

x3∑

i=2

i−2∑

ℓ=0

rℓ
]
α + β1 (10.43)

=
x3x2(x2 − 1)

2
+ 2x2x3 + 2− 1

2x2x3

+
x22

x2

2x2 − 1

(
1

2x2x3
− 1

)
(10.44)

Let us define the total age of the ith megasection as Ai, i ∈ {1, 2, · · · , x3}. Note

that, the random variables Ai are independent and identically distributed, thus

the average expected age of the user for the policy π̌ and the adversarial sequence

following a uniform probability distribution is,

Eσ∼P1 [A
π̌,σ] =

1

T

T1∑

i=1

Ai =
T1
T

1

T1

T1∑

i=1

Ai (10.45)

From (10.45), for large T1, as
T
T1

is constant, i.e., for large T ,

Eσ∼P1 [A
π̌,σ] =

T1
T
E
[ x3−1∑

i=1

x2∑

j=1

vj,i +

x2+1∑

j=1

vj,x3

]
(10.46)

10.3.2 Upper Bound on the Offline Optimal Policy

Next, we find an upper bound on the expected age of the offline optimal policy,

where the adversarial sequences follow the probability distribution P1. Let us define

a policy π̌1 which is similar to the policy π̌, except for policy π̌1 the source to cache

update does not occur at the end of each section but a cache update can occur at any
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Figure 10.4: A policy π̌1 to find an upper bound on the offline optimal policy,
dividing timelines into T2 + 1 sections of equal size. T1 = 2, T2 = 4, T = 27.

time slot between the end of a section and the end of the next section depending on

whenever the adversarial sequence is 1 for the first time. A pictorial representation

of this policy is shown in Fig. 10.4.

As the structure of both the policies π̌ and π̌1 are the same, we again define

the megasection and the section. As before, the number of sections in a megasection

is x3, the number of time slots in a section in which there is no direct source to user

update is x2 and the other sections have x2 + 1 time slots. Then, we have

E[vj|v0] =
v0 + j

2j
+

j−1∑

k=0

j − k

2k+1
(10.47)

This is because, if the adversary does not transmit any packet in the time slots

{0, . . . , j− 1}, which has the probability 1
2j
, the user age increments by j units over

v0 in time slot j. However, if for some k < j, the adversary forwards a packet to

the user for the first time in time slot k, which has probability 1
2k+1 , the user age at

time slot j would be j − k.

As before, this formula is applicable in absence of user update before timeslot
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j in that section, which occurs only at the second last timeslot of the last section of

a megasection, hence this formula is always applicable for j = {1, . . . , x2}.

Conditioned on a0, the sum of age of timeslots {0, . . . , x2 − 1} of this section

is

E
[ x2−1∑

j=0

vj

∣∣∣∣v0
]
=

x2−1∑

j=0

(
v0 + j

2j
+

j−1∑

k=0

j − k

2k+1

)
(10.48)

=v0ᾱ + β̄ (10.49)

where ᾱ is

ᾱ = 2

(
1− 1

2x2

)
(10.50)

and β̄ is

β̄ =4− 2x2
2x2

− 4

2x2
+

(x2 − 3)x2
2

(10.51)

Approaching as in (10.37), let aj,i denote the age of the jth timeslot of the ith

section of a megasection, such that a0,1 = 1 = ax2+1,x3 . Then, the sum of expected

age of all timeslots in a megasection is

E
[ x3−1∑

i=1

x2∑

j=1

vj,i+

x2+1∑

j=1

vj,x3

]
= E

[ x3∑

i=1

x2−1∑

j=0

vj,i+vx2,x3

]
(10.52)

= E
[ x3∑

i=1

v0,i

]
ᾱ + β̄1 (10.53)
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with β̄1 = E[vx2,x3 ] + x3β̄, where vx2,x3 is obtained from (10.47). Given v0,1 = 1,

we compute the expected value of v0,i = vx2,i−1 in terms of v0,i−1 using (10.47) by

substituting j = x2

E[v0,i|v0,i−1] =
v0,i−1 + x2

2x2
+

x2−1∑

k=0

x2 − k

2k+1
(10.54)

= r̄v0,i−1 + s̄ (10.55)

where r̄ is

r̄ =
1

2x2
(10.56)

and s̄ is

s̄ =
x2
2x2

+ x2 +
1

2x2
− 1 (10.57)

Iteratively repeating this for all v0,ℓ, we obtain

E[v0,i] = r̄i−1v0,1 +
i−2∑

ℓ=0

r̄ℓs̄ (10.58)

where v0,1 = 1. Summing over all i, (10.52) becomes

E
[ x3−1∑

i=1

x2∑

j=1

vj,i +

x2+1∑

j=1

vj,x3

]
=

[ x3∑

i=1

r̄i−1 + s̄

x3∑

i=2

i−2∑

ℓ=0

rℓ
]
ᾱ + β̄1 (10.59)

=3− 2x3
2x2

+ 2x3 + x2 −
2

2x2x3
+
x3x2(x2 − 3)

2
+ 2x3x2
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+
x2(2

x2 + 1)

2x2x3(2x2 − 1)
− 2x22

x2

2x2 − 1
(10.60)

Similar to (10.46), we obtain

Eσ∼P1 [A
o,σ] ≤ T1

T
E
[ x3−1∑

i=1

x2∑

j=1

vj,i +

x2+1∑

j=1

vj,x3

]
(10.61)

Thus, from (10.11), (10.46) and (10.61), we obtain a universal lower bound for the

competitive ratio for this system model.

10.4 Conclusion

In this chapter, we considered a system where a source aims to minimize the age

of a user by transmitting fresh update packets to the user over a time horizon T

time slots. The source can directly transmit update packets to the user for T1 time

slots. The source can also transmit update packets to a cache in the system for T2

time slots, where T1 ≪ T2 and T1 + T2 < T . There is an adversary in the system

which completely controls the cache to user communication link. Whenever the user

receives a cached update packet, the user compares the time stamp of the packet it

has with the time stamp of the received packet, and keeps only the fresher packet

while discards the staler packet. The adversary can change the time stamp of the

cached update packet, and by doing so, it can deceive the user by making it store a

staler update packet with the cost of discarding a fresher update packet. The goal

of the adversary is to increase the age of the user, while the goal of the source is

to minimize the age of the user. We formulated this problem as an online learning
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problem and studied the competitive ratio for this problem. First, we proposed a

deterministic algorithm and provided an upper bound on the competitive ratio for

the proposed algorithm. Then, we proposed a universal lower bound for the studied

system model. The extensions of the model with multiple users and/or multiple

caches are interesting future directions.
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CHAPTER 11

Conclusions

In this dissertation, we focused on improving timely information dissemination in

large gossip networks through innovative strategies such as optimal update paths,

file slicing, network coding, and intelligent subscription approaches. Additionally,

we explored vulnerabilities of dense networks to new threats such as timestomping,

jamming, misinformation, and unreliable information propagation, and showed how

the very mechanisms that make these networks efficient, such as age-based packet

exchange and gossiping, can become vulnerabilities under certain attacks.

In Chapter 2, we investigated timeliness of multiple time-varying files in a

parallel cache network using binary freshness, age and version age metrics. We

derived closed-form expressions for these metrics and determined that a file achieves

maximum freshness when it does not have to split its updates rates across routes.

This insight guided the development of an approximate rate allocation policy for all

files, derived by solving an auxiliary single-cache problem and adapting its solution

to our multi-cache network to offer a sub-optimal solution. Further, we established

an upper bound for the gap between the optimal policy and the approximate policy.
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In Chapter 3, we studied the impact of jamming attacks on network age. We

found for a ring network of n nodes that with ñ = cnα jammers, the average version

age scales as
√
n for α ∈

[
0, 1

2

)
and as nα for α ∈

[
1
2
, 1
]
. This resilience allows

ring networks to withstand up to
√
n jammers, since version age of a ring network

without any jammers scales as
√
n. We also examined fully connected networks,

where through a greedy placement of ñ jammers which consolidates links into a

mini-fully connected structure, we demonstrated an average version age scaling of

O(log n) for ñ = O(n log n) and O(nα−1) for ñ = O(nα) with 1 < α ≤ 2. Thus,

fully connected networks resist up to n log n jammers, since version age of a fully

connected network without jammers scales as log n.

In Chapter 4, we studied the effects of a new attack, timestomping attack,

on the age of gossip, first, in a large fully connected network. We showed that

one infected node in such a network can increase the age at all other nodes from

O(log n) to O(n) through timestamp manipulation. Further, we showed that the

optimal behavior for the adversary is to reset the timestamps of all outgoing packets

to current time thereby disguising them as current packets and of all incoming

packets to an outdated time to prevent their acceptance at the infected node. We

then analyzed the unidirectional ring network, where we showed that the adversarial

effect on age scaling of a node is limited by its distance from the adversary, and the

age scaling for a large fraction of the network continues to be O(
√
n), unchanged

from the case with no adversary.

In Chapter 5, we examined how packet mutations during transmissions can

propagate misinformation within the network. For the case when a receiving node
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encounters both accurate information and misinformation corresponding to the same

version, we considered two models: one where truth prevails over misinformation

and one where misinformation prevails over truth. We characterized the expected

fraction of nodes with accurate information and the version age at the nodes as a

function of various network parameters. We found that when truth prevails, extreme

gossiping rates (either very high or very low) effectively counter misinformation,

while moderate gossiping rates worsen its spread. Conversely, when misinformation

prevails, higher gossiping rates lead to more widespread misinformation.

In Chapter 6, we analyzed a system model where packets containing informa-

tion about a dynamic event are disseminated to a network of nodes by both reliable

and unreliable sources. The file exchange protocol implemented at the network

nodes allows them to sacrifice their freshness of packets, quantified by the version

age of information metric, by up to G versions to enhance packet reliability. Our

analysis demonstrated that this sacrificing capacity G creates a trade-off between re-

liability and information freshness at the network nodes. Additionally, we explored

the dependence of network reliability and freshness on various network parameters,

including update rates at different nodes and the overall network size.

In Chapter 7, we derived closed-form expressions for expected age and ex-

pected version age in cache-aided networks with tree structures where updates on

all links are sent according to ordinary renewal processes that are not necessarily

Poisson. We observed that only the links involved in the path between the source

and an end-user are relevant to the age dynamics of the end-user, and saw that

both expected age and expected version age have additive structures composed of
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independent contributions of the intermediate links along the path. We saw that

the age at the end-user is directly proportional to the variance of inter-update times

in these links, and therefore, nodes should request packets at near constant time

intervals to increase their freshness. Finally, we used Poisson limits of partitions to

study expected age of information in large fully connected networks for arbitrary

i.i.d. inter-update times, and remarked that the expected age scales as O(log n) in

symmetric fully connected networks.

In Chapter 8, we investigated a Stackelberg game between a server and users

in a communication system, where the server, tracking a time-varying event, aims

to maximize its profit by increasing subscriptions from users and reducing event

sampling costs, while users choose between subscribing to server or relying on gossip

from their neighbors based on their timeliness needs. We analyzed equilibrium

strategies in several directed and undirected networks, observing the general theme

that well-connected networks have fewer subscribers since well-connected users can

discourage multiple neighboring nodes from subscribing. Our results showed an

inverse relation between expected age and both gossiping and server sampling rates.

In Chapter 9, we studied classes of gossip protocols which achieve O(1) age

at each node in a single-file n-node system, and O(n) age for each file at each node

in an n-file n-node system (improving both results by log n from the conventional

gossiping algorithms). We saw that the bounds hold even though files might not

be successfully received by the nodes in every cycle, as each cycle presents a new

opportunity to the nodes to get updated. We demonstrated that gossip protocols

based on file splitting and network coding fall under the above category of protocols.
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In Chapter 10, we studied timestomping attacks in a simplified communication

model, where a source attempts to minimize the age of a user by transmitting fresh

update packets to the user, but due to a power constraint, can only transmit updates

directly to the user for T1 timeslots over a time horizon of T . A cache node, which

can afford more frequent transmissions, lies in between the source and the user,

however the communication link between the cache and the user is under attack by

a timestomping adversary that wishes to increase the age of the user. We formulated

this problem as an online learning problem and studied the competitive ratio for

this problem. First, we proposed a deterministic algorithm and provided an upper

bound on the competitive ratio for the proposed algorithm. Then, we proposed a

universal lower bound for the studied system model.

The contents of Chapter 2 are published in [8, 138], Chapter 3 in [6, 135],

Chapter 4 in [118,139], Chapter 5 in [140,141], Chapter 6 in [102,142,143], Chapter 7

in [144–146], Chapter 8 in [125, 147, 148], Chapter 9 in [104], Chapter 10 in [149].

Other related works not discussed in this thesis are [119,150].
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