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ABSTRACT

One central feature of the structure of a software system is the coupling among its com-
ponents (e.g., subsystems, modules) and the cohesion within them. The purpose of this study
is to quantify ratios of coupling and cohesion and use them to identify error—prone system
structure. We use measure of data interaction, called data bindings, as the basis for calculating
software coupling and cohesion. We selected a 140,000 source line system from a production
environment for empirical analysis. We collected software error data from high-level system
design through system test and from some field operation of the system. We describe the
methods used for gathering data during the ongoing project and characterize the software error
data collected. We apply a set of five tools to calculate the data bindings automatically and
use cluster analysis to determine a hierarchical description of each of the system’s 77 subsys-
tems. An analysis of variance model is ussed to characterize subsystem and individual routines
that had either many/few errors or high/low error correction effort.

T This work was supported in part by the IBM Shared University Research (S.U.R.) Program: Department of Computer Science,
University of Maryland; and University of Maryland Institute for Advanced Computer Studies.



Contents

Abstract i
List of Figures v
1 Introduction 1
2 Selected Software Project 1
3 Data Collection 2
3.1 Data Collection and Analysis Methodology . . ........... 2
3.2 Metric Vector . . . . . . .. it e 4
3.3 Data CollectionForms . . . ...................... 4
3.4 Effectiveness of Data Collection Process . ... ........... 6
3.5 Recommendations and Lessons Learned . . . . . e e e 6
4 Characterization of Software Error Data 8
41 Terminology. . ... ... ... ... .. 8
4.2 Software Errors from Inspections . . ................. 10
4.3 Software Errors from Trouble Reports . . ... ........... 12
5 Data Bindings Analysis 15
5.1 Clustering with Data Bindings . . .................. 15
5.2 Data Bindings Analysis Software . . .. ............... 16
6 Data Analysis 17
6.1 Terminology . . . . . . .o v v i vt ittt e 17
6.2 Data Analysis Method . . ... .................... 19

i



6.2.2 Dependent Variables . . . .. ... ..............

6.3 Characterization of High-Error and Low-Error Subsystems . . . . .
6.3.1 Subsystem Coupling/Strength Ratio . ... ... ......
6.3.2 SubsystemSize . .. ..... ... ... .. ... ...
6.3.3 Interactions Across Subsystem Coupling/Strength Ratio and

Size . . . e e e e e e e e e

634 SummaryofResults .. ....................

6.4 Characterization of High-Error and Low-Error Routines . . . . . .

6.4.1 Routine Coupling/Strength Ratio. . . ............
6.4.2 RoutineSize ................... . ......
6.4.3 Routine Location in Data Binding Tree . ..........
6.4.4 Interactions Across Routine Coupling/Strength Ratio, Size,

and Location in Data Binding Tree . . . . ... .......

6.4.5 SummaryofResults . .....................

6.5 Data Bindings for System Documentation and Evaluation . . . . .

7 Interpretations and Conclusions

8 Acknowledgement

References

iii

35
38

39



List of Figures

1
2
3
4

© W I O

11

12
13

14

15

16

17

18

Data collection forms used in the development phases. . . . .. .. 9
Distribution of inspectiontype. . . . ... ... ... ... ..... 11
Distribution of errors (inspections) by severity and inspection type. 11

Distribution of average error detection rates (#errors/inspection)
by severity and inspectiontype.. . . ... .. .. ... ....... 12

Distribution of errors (inspections) by error class and inspection type. 12
Distribution of errors (inspections) by severity and error class. .. 13

Distribution of errors (TR’s) by reporter type and severity. . ... 13

Distribution of errors (TR’s) by reporter type and error class. . . . 14
TR error correction effort (isolation effort plus fix effort) in hours

byerrorclass.. . . . ... ... e 14
Distribution of errors (TR’s) by severity and error class. . . . . . . 15

Distribution of errors and error correction effort by subsystem cou-
pling/strengthratios. . .. ...................... 23

Distribution of errors and error correction effort by subsystem size. 23

Relationship between errors per KLOC in the routines and subsys-
tem size. Legend: A = 1 observation, B = 2 observations, etc. . .. 24

Distribution of errors and error correction effort across subsystem
coupling/strength ratios and subsystem size. . ........... 25

Distribution of errors and error correction effort by routine cou-
pling/strengthratios. . ........................ 27

Relationship between errors per KLOC in the routines and rou-
tine coupling/strength ratio. Legend: A = 1 observation, B = 2
observations, etc. . . . . . ... ... e 28

Relationship between error correction effort per KLOC in the rou-
tines and routine coupling/strength ratio. Legend: A = 1 observa-
tion, B = 2 observations,etc. . . ... ................ 29

Distribution of errors and error correction effort by routine size.. . 30

iv



19

20

21

22

Relationship between errors per KLOC in the routines and routine
size. Legend: A = 1 observation, B = 2 observations, etc. Note: 34
observations hidden behind Z’s. . . . .. ... ............

Distribution of errors and error correction effort by routine location
in data bindingtree. . . . ... ... ... ... ... ... .. ...

Relationship between error correction effort per KLOC in the rou-
tines and routine location in the data binding tree. Legend: A = 1
observation, B = 2 observations, etc. Note: 5 observations hidden

behind Z’s. . .. ... ...

Distribution of errors and error correction effort across routine cou-
pling/strength ratios and routine tree location. . ... .......



1 Introduction

Several researchers have proposed methods for relating the structure of a software
system to its quality (e.g., [BE82] [HK81] [Eme84]). One pivotal step in assess-
ing the structure of a software system is characterizing its coupling and cohesion.
Intuitively, the cohesion in a software system is the amount of interaction within
pieces (e.g., subsystems, modules) of a system. Correspondingly, coupling in a
software system is the amount of interaction across pieces of a system. Cohesion
may sometimes be referred to as “strength.” Various interpretations for coupling
and cohesion have been proposed [SMC74]. In this paper, we present an empirical
study that evaluates the effectiveness of cohesion and coupling in identifying error-
prone system structure. Our measurement of cohesion and coupling is based on
intra-system interaction in terms of software data bindings [BT75] [HB85]. Our
measurement of error-proneness is based on software error data collected from
high-level system design through system test; some error data from system oper-
ation are also included.

The research approach was based on the application of a data collection and
analysis methodology in a large, production software environment. The use of
the methodology incorporates definition of the required data, collection of the
data, and appropriate data analysis and interpretation. The research project was
conducted in three phases, and they roughly corresponded to the activities of data
definition, collection, and analysis and interpretation.

The paper is organized into several sections. Section 2 discusses the software .
project selected. Section 3 describes the data definition, collection, and analysis
methodology used. The software error data collected is characterized in Section 4.
The data bindings software analysis and supporting tools are described in Section
5. The data analysis appears in Section 6. Section 7 presents the interpretations
and conclusions.

2 Selected Software Project

The software project selected for study is the next release of an internal soft-
ware library tool. The previous system release contains approximately 100,000
source lines. The production of the next release requires the development or mod-
ification of approximately 40,000 source lines. Hence, the total size of the next
system release is approximately 140,000 source lines. The system is written in four



languages: a high-level programming language similar to PL /1, a language for op-
erating system executives, a user-interface specification language, and an assembly
language. The static source code metrics discussed later, including the data bind-
ings analysis, pertain to only the system portion written in the high-level source
language. This portion constitutes approximately 70% of the lines in the system
and the vast majority of the system logic and intra-system interactions. Project
duration, including system and field test, spanned approximately 16 months and
maximum staffing included 23 persons.

System Characterization There are 163 source code files in the system con-
taining a total of 451 source code routines. A routine is a main program, proce-
dure, or function. The number of routines per source code file varies from 1 to 21.
On the average, there are 2.8 routines per source code file. There are 77 executable
features in the system, referred to as subsystems in the paper. These subsystems
can be thought of as groups of routines collected together to form functional fea-
tures of the overall system. The number of source files linked together to form a
subsystem varies from 1 to 82. On the average, 26.3 source files are linked together
into a subsystem. The same source file is bound into 12.4 different subsystems on
the average. Subsystems averaged 19,000 source lines in size, including comments.

3 Data Collection

The following three subsections give an overview of the data definition, collection,
and analysis methodology, an explanation of the metric vector concept, and a
description of the underlying data collection forms. The fourth subsection sum-
marizes the effectiveness of the data collection process in gathering data during
the software project. The fifth subsection presents some lessons learned and rec-
ommendations based on the use of the data collection and analysis methodology.
Note that the data was collected and analyzed at the same time the project took
place. Animportant goal was to minimize the impact of the data collection process
on the developers.

3.1 Data Collection and Analysis Methodology

The data collection and analysis methodology employs the goal-question-metric
paradigm [BW84] to result in a set of software product and process metrics, a



“metric vector” [BK83], sensitive to the cost and quality goals for the partic-

ular environment. There are several steps in the data collection and analysis

methodology spanning software metric definition, collection, analysis, and inter-
%:

pretation. The data collection and analysis methodology consists of seven steps

[BW84] [BS84] [Sel85] [Bas85

|
1. Define the goals of the hata. collection and analysis.

2. Refine the goals to determine a list of specific questions.

3. Establish appropriate nfetrics and data categories.

Plan the layout of the sjhudy and thg statistical analysis methods.
Design and test the da.tP. collection scheme.

Perform the investiga.tic%n concurrently with data collection and validation.

S

Analyze and interpret t#xe data in terms of the goal-question framework.

The first three steps in the‘methodology, referred to as the goal-question-metric
'paradigm, express the purpose of an analysis, define the data that needs to be col-
lected, and provide a context|in which to interpret the data. The formulation of
a set of goals constitutes the first step in a management or research process. The
goals outline the purpose of the study in terms of software cost and quality as-
pects. Refinement of the goals occurs until they are manifested in a set of specific .
questions. The questions define the goals and provide the basis for pursuing the
goals. The information requir‘red to answer the questions determines the develop-
ment process and product metrics needed. The organization of the defined metrics
results in a set of software m trics, referred to as a “metric vector.”

The following four steps involve analysis planning and data collection, vali-
dation, analysis, and interprg‘tation. Before collecting the data, the researchers
outline the data analysis techniques. The appropriate analysis methods may re-
quire an alternate layout of the investigation or additional pieces of data to be
collected. The investigators tﬁen design and test the data collection method; they
determine the information tl#a.t can be automatically monitored and customize
the data collection scheme to the particular environment. The data collection
plan usually includes a mixture of collection forms, automated measurement, and
personnel interviews. The investigators then perform the data collection accom-
panied by suitable data validity checks. After preliminary analysis to screen the



data, they apply the appropriate statistical and analytical methods. They orga-
nize the statistical results and interpret them with respect to the goal-question
framework. The analysis of the collected data can sometimes lead to the expan-
sion of the original sets of questions, possibly resulting in more goal areas. Once
all seven methodology steps have been completed, researchers can apply another
iteration of the methodology with a new set of goals.

3.2 Metric Vector

The set of metrics defined was described in terms of a “metric vector,” consisting
of seven dimensions: { effort, non-error changes, errors, size, data use, execution,
environment } [BK83]. These seven dimensions are defined as follows: (1) effort
~ the time expended in producing the software product; (2) changes — the modifi-
cations made to the product; (3) errors — the mistakes made during development
or maintenance that require correction; (4) size - the various aspects of the prod-
uct bulk and complexity; (5) data use — the various aspects of the program’s use
of data; (6) execution — information about the execution of the program; and
(7) environment - a quantitative description of the development and maintenance
environment. Each of these dimensions has a variety of metrics associated with
it. These metrics depend upon the specific goals and questions articulated for
the project. Both a metric vector containing all metrics defined and a vector
containing a minimal number of metrics to collect were outlined for this study.

The metric data was collected in two ways:

o data collection forms, which are discussed in the next section, and

¢ automated data bindings analysis, which is discussed in Section 5.

3.3 Data Collection Forms

The metrics defined were categorized according to their natural collection source.
The approach to data collection spanned two steps.

1. We obtained a consensus from project management and development process
coordinators on what metrics were already collected, what new metrics could
be collected, and how they should be collected.



2. We worked within e:dsting, established procedures using existing forms, as
far as possible, to collect the new data.

The collection of the metrics was based on a variety of sources, including the
existing set of data collection forms:

¢ inspection forms;
e error summary worksheets (ESW);
¢ system trouble reports (STR); and

e trouble reports (TR).

The collection of the data was conducted so as to affect minimal interference on
the project personnel.

Inspections Two kinds of formal inspections are held during development: de-
sign inspections and engineering inspections [Fag76] [Fag86]. Design inspections
are held during the high-level and low-level design phases. Engineering inspections
are code inspections that are held after the completion of unit testing. Inspection
forms represent all data recorded during formal inspections and during rework
activity following the inspections. '

Error Summary Worksheets The Error Summary Worksheet (ESW) form
was introduced for the purpose of recording error and change data during the cod-
ing, unit testing, and primitive/transaction testing phases (primitive/transaction
testing is similar to integration testing).

System Trouble Reports System Trouble Report forms (STR’s) are used dur-
ing system testing. The collection form is the same as the TR form.

Trouble Reports These are problems reported against working, released code.
They are typically user-reported. Trouble report forms are also used to report
errors found by developers during field testing. Since the fixes are sometimes
implemented in the current development release, they reflect change activity.



Surveys and Interviews The collection and validation of certain data items
are supported by the use of developer surveys. A researcher interviewed developers
~ to acquire the survey information.

3.4 Effectiveness of Data Collection Process

Several retrospective observations help assess the effectiveness of the data collec-
tion process.

1. The number of data collections forms submitted by the project personnel
was reasonable, based on experience with other projects.

2. Sixty-one (9%) of the 665 data collection forms submitted had some form of
incomplete data.

3. Project personnel were interviewed in order to document their reactions to
the data collection methodology.

4. The interviews with project personnel confirmed that the errors that oc-
curred were getting reported on data collection forms.

5. Clarifications and suggestions were made to project personnel during the
development process regarding the data collection effort.

6. The project personnel seemed to experience a learning effect that over time -
would continue to increase data accuracy and to decrease collection cost.

3.5 Recommendations and Lessons Learned
Several recommendations and lessons learned resulted from the application of the
data collection and analysis methodology in the production environment. They

include comments from interviews of the development personnel and observations
from the authors.

Benefits Project personnel responsible for data collection coordination felt that:

1. The data collection “benefits everybody.”



. You have better control over what will/may effect your current system and

also what is “waiting in the wings” for future releases.

. The data collection can be used “to assess the defect removal and show

quality certification.”

. Without the data collection, the managers have nothing tangible.

The software project manger identified several benefits from the data collection
process and coupling/strength analysis:

1.

Ll S

The emphasis on a data collection process;
The empirical results from the analysis;
The intermediate presentation of results prior to project completion;

The improvement in the development project as a result of the data collection
process; and

The identification of valuable metrics and analysis methods.

He also felt that:

6.

A data collection process needs to be a “grass roots effort,” including an
in-house coordinator to catalyze the process and a sincere interest on the
part of the development personnel in the accuracy of the data.

The quantification of information greatly facilitates the planning and schedul-
ing of future activities, phases, and projects.

- Developers need to be able to assess quality without unnecessarily impacting

the project.

General Recommendations The application of the methodology resulted in
the following set of general recommendations for data collection and analysis.

1.

Having software project members motivated by the purposes of the data
collection process is a key component of its success.



2. The data collected on paper forms should be put on-line for access and
analysis purposes.

3. Fewer, more general data collection forms with clearly indicated required /optional

sections advance the simplicity of the collection and help reduce the paper
flow. ‘

4. The appropriate granularity of the data collection (e.g., what data to collect
at the level of routines, subsystems, or projects) is driven by the goals of the
study and the intended analysis methods.

5. The people participating in the data collection effort should be briefed on
the results of the work.

4 Characterization of Software Error Data

The following subsections characterize the software error data collected from the
trouble reports (TR’s) and software inspections. First, however, some terminology
is clarified.

4.1 Terminology

Figure 1 summarizes the data collections forms used in the various development .
phases. See Section 3.3 for an explanation of each of the data collection forms.
The forms record a variety of different types of software error data.

Standardization efforts (e.g., [IEE83] [Glo79]) have attempted to distinguish
among the terms error, fault, and failure. The proposed definitions are intended to
differentiate among the three entities by the following explanation. A “fault” is a
specific manifestation in a software document (e.g., design document, source code)
of a programmer “error.” Due to a misconception or document discrepancy, a
programmer commits an “error” that can result in several “faults” in the program.
When input data exercises a “fault” in an executable software document (e.g.,
source code), a “failure” may be observed by a user in the output from the program.
Theoretically, there can be a many-to-many mapping from “errors” to “faults” and
a many-to-many mapping from “faults” to “failures.”

Figure 1 indicates that design and engineering inspections report faults, while
error summary worksheets, system trouble reports, and trouble reports record

8



Figure 1: Data collection forms used in the development phases.

Development phase Data collection form Data recorded
Faults | Failures

High-level design Design inspection X

Low-level design Design inspection X

Coding and unit test Error summary worksheet (ESW) [ XTI X
After unit test completion | Engineering inspection X

Integration test Error summary worksheet (ESW) X
System test System trouble report (STR) X
Field test and operation | Trouble report (TR) X

failures. Throughout this paper, we use the term error to refer to a mistake made
by a software developer that resulted in either a fault or a failure. The definitions
~ used in the paper for several error-related concepts are as follows.

o Error-related effort:
— Error isolation effort — How long it takes to understand where the
problem is and what must be changed.

= Error fix effort — How long it takes to implement a correction for the
error.

— Error correction effort — How long it takes to correct an error, which
is the sum of error isolation effort and error fix effort.

o Error type:

— Wrong — Implementation requires a change. The existing code or logic
needs to be revised; the functionality is present but it is not working
properly.

— Extra — Implementation requires a deletion. The error is caused by
existing logic that should not be present.

— Missing — Implementation requires an addition. The error is caused
by missing logic or function.



