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Abstra
tA Digital Signature is an important type of authenti
ation in a publi
-key (or asymmetri
) 
ryptographi
system, and it is in wide use. The performan
e of an Internet server 
omputing digital signatures online islimited by the high 
ost of modular arithmeti
. One simple way to improve the performan
e of the serveris to redu
e the number of 
omputed digital signatures by 
ombining a set of do
uments into a bat
h ina smart way and signing ea
h bat
h only on
e. This redu
es the demand on the CPU but requires extrainformation to be sent to 
lients.In this paper, we investigate performan
e of online digital signature bat
hing s
hemes and show thatsigni�
ant 
omputational bene�ts 
an be obtained from bat
hing without signi�
ant in
reases in the amountof additional information that needs to be sent to the 
lients. We also give a semi-Markov model of abat
h-based digital signature server and its approximate solution. We validate the solutions of the analyti
almodel through both emulation and simulation.1 Introdu
tionA Digital Signature is an important type of authenti
ation in a publi
-key (or asymmetri
) 
ryp-tographi
 system, and it is in wide use [13, 16℄. If Ali
e would like to send an authenti
ated(but not en
rypted) message M to Bob, Ali
e 
an 
ompute a digital signature from M, denotedby DS[M℄, 
on
atenate M with DS[M℄, denoted by M+DS[M℄, and send M+DS[M℄ to Bob. Bob,with possession of Ali
e's publi
 key, 
an verify the following important se
urity properties of themessage.� Integrity { that not a single bit in the message has been altered.� Authenti
ation { that the message was truly sent by Ali
e.� Nonrepudiation { that Ali
e 
annot deny that she has sent the message.Another important property of a digital signature is that it is not vulnerable to the so-
alled man-in-the-middle atta
k, i.e., no one (other than Ali
e) 
an 
hange a single bit of either M or DS[M℄without Bob noti
ing that the message, M+DS[M℄, has been altered.In a 
lient/server-based appli
ation, a server, whi
h o�ers a set of servi
es, 
an play the role ofAli
e and a 
lient 
an play the role of Bob. Often, a 
lient would like to obtain a re
eipt from theserver, des
ribing the servi
e rendered, and signifying the 
ompletion of the pres
ribed transa
tion.A digital signature 
an a
t as su
h a re
eipt due to the ni
e se
urity properties listed above. Thereare many 
lient/server-based appli
ations where a digital signature is desirable. For example, ina lottery ti
ket selling servi
e (or a 
on
ert ti
kets pur
hasing priority numbers issuing servi
e), aserver 
an timestamp and digitally sign ea
h ti
ket it issues; in a pay-per-view sto
k tip servi
e,a server 
an generate the latest report on a sto
k symbol from its database and digitally sign thereport; in an in
ome tax form 
olle
tion servi
e, a proposal 
olle
tion servi
e, a 
onferen
e paper1




olle
tion servi
e, or a bid 
olle
tion servi
e for 
ontra
t bidding, a server 
an generate a timestampand send the digitally signed timestamp as proof that a 
lient's submission has been re
eived andthat the 
lient has made a deadline [1℄. Note that for most of these online appli
ations (sto
k tiptype servi
e being the ex
eption), the do
ument being signed is a timestamp or a small 
olle
tionof numbers, i.e., the size of the do
ument is fairly small.A typi
al appli
ation is illustrated in Figure 1. In Figure 1(a), a server is shown to providedo
uments to a large number of 
lients spread a
ross the network, su
h as the Internet. (This 
anbe generalized to multiple servi
es and multiple/mirrored servers). Ea
h 
lient j sends a requestfor a do
ument, Ij , to the server. The server digitally signs do
ument Ij, to produ
e DS[Ij ℄ andsends the do
ument together with the digital signature to 
lient j (refer to Figures 1(b) and (
)).
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Figure 1: Digital Signatures Problem.The main problem here is that the digital signature pro
ess is very 
omputationally expensive.Therefore, if the parti
ular servi
e is very popular, under high loads, the response time for a 
lient
an be very large. Ea
h of the appli
ations mentioned above 
orresponds to a real-life event whi
hmay experien
e high demands at 
ertain times. For example, demands for popular 
on
ert ti
kets
an be high when the ti
kets �rst go on sale, while submission of in
ome tax forms are often done
lose to the deadline. It is the main fo
us of this paper to examine ways of redu
ing a 
lient'sresponse time when the load on the server is high.Let us examine the digital signature pro
ess more 
arefully to see where the performan
e bot-tlene
k is. Figure 2 depi
ts the pro
ess of digitally signing and verifying a do
ument M [16℄. Wefo
us on the left half (signing) in Figure 2. (We will denote the veri�
ation pro
edure, the right halfof Figure 2 by VERIFY[M,DS[M℄℄.) Let us denote the publi
 and private keys used for a servi
eS provided by the server as KSpub and KSpriv. (Please note that we will drop the S supers
ript for
larity.) The server applies a one-way hash (uninvertible) fun
tion H to do
ument M to produ
e2



H(M). The size of H(M) is �xed (on the order of 20 bytes, depending on whi
h digital signaturesystem the server is required to use). The server then uses Kpriv to digitally sign H(M), the outputof whi
h is referred to as the digital signature of do
ument M, denoted by DS[M℄. Although thereare several existing di�erent digital signature algorithms (e.g., RSA, DSA, et
. [13℄), the basi
signing pro
ess is the same. The di�eren
es among these algorithms are abstra
ted in the blo
klabeled DS in Figure 2.
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Figure 2: Digitally Signing and Verifying a Do
ument M.Sin
e the 
reation of a digital signature mainly 
onsists of the H and the DS blo
ks, let usexamine the relative time spent in ea
h blo
k. The time to 
ompute a one-way hash fun
tion islinearly proportional to the size of M. The time spent in the DS blo
k is also linearly proportionalto the size of its input. But sin
e input to the DS blo
k is H(M), whose size is �xed, the time spentin the DS blo
k is 
onstant. If the size of M is small, 
omputing DS[M℄ is typi
ally several ordersof magnitude more expensive than 
omputing H(M). For example, on a 750 MHz Pentium-III PCrunning Linux, digitally signing 20 bytes of data takes about 0.02 se
onds while 
omputing a hashof 20 bytes of data takes about 1 mi
rose
ond with OpenSSL [18℄.Our goal in this work is to redu
e the 
omputational needs of a server due to digital signaturesunder high workloads. We explore the use of bat
hing s
hemes and show that, using standard
ryptographi
 te
hniques, we 
an signi�
antly improve the performan
e of a server under highload. That is, even under high load (near 100% utilization), the server 
an keep up with thedemands without sa
ri�
ing se
urity (while keeping 
omputational and networking overhead at aminimal).The remainder of the paper is organized as follows. We brie
y survey related work in Se
tion 2.Se
tion 3 des
ribes various bat
hing s
hemes. We present our analyti
 models, validate them, andreview performan
e results in Se
tion 4. Se
tion 5 
on
ludes with a summary and a dis
ussion.2 Related WorkIn this paper, we are mainly 
on
erned with systems issues in produ
ing digital signatures underhigh loads. By that we mean that we explore the use of bat
hing s
hemes under standard 
ryp-tographi
 te
hniques, i.e., those in [13, 16℄ using readily available software (e.g., OpenSSL [18℄).3



There has been some work in the 
ryptography literature on bat
hing s
hemes, in the 
ontext ofpubli
-key 
ryptographi
 systems, that involve the private key, but all of them are related to eitherde
ryption or digital signature veri�
ation, e.g., [3, 6, 14℄. Most of these proposals require modi�-
ations to 
ryptographi
 algorithms, while our approa
h 
an be used with any standard publi
-key
ryptographi
 system. We believe that the main reason for la
k of published work on bat
h signingis that, 
ryptographi
ally speaking, bat
h signing is fairly simple (and therefore, 
an be done usingstandard 
ryptographi
 te
hniques). Another reason is that the appli
ations mentioned in Se
tion1 are relatively new.Sin
e the slowness of digital signatures mainly stems from the high 
ost of modular arithmeti
,an alternative approa
h is the so-
alled one-time signatures used in se
ret-key (or symmetri
) 
ryp-tographi
 systems, e.g., [4, 9, 11℄. Although one-time signatures are very fast to 
ompute, thisapproa
h requires large amounts of keys to be generated, managed, and distributed (sin
e a signa-ture 
an only be used on
e). Therefore, they are not widely used in pra
ti
e. Another approa
hof mixing private-key digital signatures and one-time signatures also exists [5℄. It has some of thesame drawba
ks as one-time signatures.On the systems side, in [12℄, Merkle introdu
ed the idea of authenti
ation trees for an alternate
ryptographi
 system. In 
ontrast, we use digital signatures for authenti
ation, and we use a treeof hashes to redu
e message overhead in our Tree-based Bat
hing s
heme. In [7℄, Gennaro et al.studied the 
ase where a single re
eiver is to re
eive a stream of blo
ks online and ea
h blo
k needsto be authenti
ated. They have mentioned that hashes of all blo
ks 
an be put in a table andthe table 
an be digitally signed and sent to the re
eiver. Our Simple Bat
hing s
heme is similar,but in our 
ase, ea
h blo
k is sent to a di�erent re
eiver. In addition, there is one referen
e wehave found in a posting to a mailing list for the Usenet Format Working Group whi
h proposesan o�ine bat
h signing pro
ess for digital signatures of news digests [17℄. The �nal Internet Draft[10℄, produ
ed by the working group 
ontains no information about bat
h signing. We believe thatthe main reason for this omission is that there is no enfor
ible s
heme in pla
e for revoking digitalsignatures and the so-
alled Can
el Lo
ks in USENET. In all the work mention above, some havegiven 
omplexity analysis of bat
hing s
hemes, but none have 
onsidered performan
e analysis ofan online system using bat
h-based digital signatures.In summary, we believe that, given the appli
ations in Se
tion 1, there is a need for signi�
antperforman
e improvement of digital signatures under high loads in a system setting. Hen
e su
honline s
hemes and their evaluation is the fo
us and the 
ontribution of this paper.3 Bat
hing S
hemesWe propose to redu
e the 
omputational requirements of digital signatures for large numbers of
lients through a bat
hing approa
h des
ribed in this se
tion.4



First, we des
ribe a non-bat
hed system, as in the s
heme used in [2℄, as a baseline for 
om-parison. This system is depi
ted in Figure 3. (This s
heme is 
ommonly used in Internet servers.)In order to guard against replay atta
ks [13℄, we require that ea
h request j is a

ompanied by a
Send Ij+DS[Ij]
to each Clientj
1 ≤ j ≤ B

Ij Ij-1 Ij Ij-1

DS[Ij] DS[Ij-1]

Signing
ServerDocuments Figure 3: No bat
hing.non
e, rj , whose length is 
omparable to the length of a hash value, and we also require that, inthe response, the 
orresponding do
ument Ij in
ludes rj in its header, so that the 
lient 
an verifythat Ij was indeed intended for it. (The header in Ij may in
lude additional information su
h as aserver timestamp.) For ea
h do
ument Ij, the signing server produ
es DS[Ij ℄ and sends Ij +DS[Ij ℄to the 
lient whi
h requested Ij in a �rst-
ome-�rst-served fashion. The digital signature of a do
u-ment is 
omputed independently of other do
uments and signatures. The digital signature s
hemeused here is depi
ted, in general, as shown in the left half of Figure 2. Clearly, at high loads, alarge queue 
an build up at the signing server sin
e 
omputing digital signatures is CPU intensive.Note that in this s
heme, there is no wasted network bandwidth, in the sense that a 
lient Cj onlyre
eives Ij+DS[Ij ℄, i.e., it does not re
eive information that does not belong to it. (The veri�
ationpro
edure is performed by the 
lient and is not des
ribed here. Interested readers are referred to[16℄.)3.1 Simple Bat
hingA very simple way to bat
h requests is to use a gated server, as depi
ted in Figure 4. We use theterm 
ustomer and 
lient request inter
hangeably. When the server be
omes free, it 
loses a gatebehind the last 
ustomer in the queue and serves all the 
ustomers inside the gate in a bat
h1. Allnewly arrived 
ustomers queue up behind the gate. When the server �nishes serving the bat
h, all
ustomers inside the gate depart from the server. The pro
ess then repeats. If the server is freewhen a 
ustomer arrives, it 
loses the gate behind this 
ustomer and serves this 
ustomer only.Let B be the number of 
lient requests (or 
ustomers) waiting when the server 
ompletesthe previous 
omputation of a digital signature (B is also referred to as the bat
h size). Ea
h
lient j requires do
ument Ij and a digital signature to verify the se
urity properties related toIj. One approa
h to redu
ing the 
omputational 
ost of signing ea
h do
ument independently isto �rst 
on
atenate the B do
uments 
orresponding to the B 
lients waiting in the queue and1It 
an easily be shown that gating fewer 
ustomers than are present in the queue 
an only lead to a longer averageresponse time for the 
lient in this setting. It is also not worth while to 
onsider the s
heme where a server waits forsome amount of time for a larger number of 
ustomers to join the bat
h.5
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heme.then sign them all together, i.e., produ
e D=I1+I2+: : :+IB , and DS[D℄ and send D+DS[D℄ to ea
h
lient. However, 
lient j will be able to see Ik where k 6= j. To get around this problem, insteadof 
on
atenating the do
uments, we 
an 
on
atenate the hashes of the do
uments, i.e., produ
eD=H(I1)+H(I2)+: : :+H(IB), and DS[D℄ and send D+DS[D℄+Ij to 
lient j, for 1 � j � B. (Notethat this D 
an be 
onsiderably smaller than one obtained by 
on
atenating the a
tual do
uments.)Then, our 
lient and server algorithms are as follows.Server algorithm (refer to Figure 4):1. let D = H(I1) + H(I2) + : : : + H(IB);2. 
ompute DS[D℄;3. 
onstru
t message D+DS[D℄+Ij for ea
h 
lient 1 � j � B.Client j algorithm (upon re
eiving DS[D℄+D+Ij):1. VERIFY[D,DS[D℄℄;2. verify that the non
e, rj , is in the header of Ij ;3. 
ompute H(Ij);4. verify H(Ij) 
an be found in D.This is referred to as the Simple Bat
hing s
heme. It 
an give a signi�
ant CPU speed im-provement sin
e it only 
omputes 1 digital signature for ea
h bat
h as oppose to doing B digitalsignature 
omputations in the non-bat
hed s
heme. However, this requires larger message sizes.The total overhead on the system, as far as message sizes are 
on
erned, is B times the size of D(sin
e sizeof(DS[D℄) and sizeof(DS[Ij ℄) are identi
al). The size of D is just B times the size of ahash. Therefore, the message size overhead is B2 � sizeof(hash). The se
urity properties of thiss
heme are dis
ussed at the end of Se
tion 3.2.3.2 Tree-based Bat
hingMotivated by the potential need to save network bandwidth (not just CPU speed) and hen
e redu
emessage sizes, we modify the Simple Bat
hing s
heme by building a tree of hashes, where leavesof the tree are hashes of do
uments. We then only sign the root of the tree, whi
h is denotedby R. The value of an internal node of the tree is 
omputed by 
on
atenating the values of its6




hildren and then applying the hash fun
tion. A hash tree is illustrated in Figure 5 for the 
asewhere B = 4. This s
heme also uses a gated server whi
h operates similarly to the Simple Bat
hings
heme depi
ted in Figure 4. The main di�eren
e is in the 
ontent of the out-going messages, whi
his also illustrated in Figure 5. Let PM = [x1; x2; : : : ; xh℄ denote a list of nodes along the path from
H(I2) H(I1)

H(I3)H(I4)

H(I1) H(I2) H(I3) H(I4)

H(H(I1)+H(I2)) H(H(I3)+H(I4))

R = H(H(H(I1)+H(I2))+H(H(I3)+H(I4)))

I1 I2 I3 I4

Send to C1:

DS[R] DS[R]

DS[R] DS[R]

Send to C2:

Send to C3: Send to C4:

I1 I2

I3 I4

R R

R R

H(H(I3)+H(I4)) H(H(I3)+H(I4))

H(H(I1)+H(I2))H(H(I1)+H(I2))Figure 5: Example of Tree-based Bat
hing S
heme for B = 4.a leaf node that 
orresponds to do
ument M to the root node, ex
luding the root node, and let hdenote the depth of the leaf node (given that the root is at depth 0). For example, PI1 would be[H(I1),H(H(I1),H(I2))℄. Let SM = [y1; y2; : : : ; yh℄ denote a list of nodes, where yi is the sibling ofthe 
orresponding node xi in PM . (SM is 
alled the authenti
ation path in [12℄.) For example, SI1would be [H(I2),H(H(I3),H(I4))℄. The 
lient and server algorithms are modi�ed as follows.Server algorithm:1. build a 
omplete binary tree with leaf nodes H(I1), H(I2), : : :, H(IB);the value of an internal node X with 
hildren Y and Z is simply X =H(Y+Z);2. 
ompute DS[R℄ (where R is the root of the binary tree);3. 
onstru
t message R+DS[R℄+SIj+Ij for ea
h 
lient 1 � j � B.Client j algorithm (upon re
eiving R+DS[R℄+SIj+Ij):1. VERIFY[R, DS[R℄℄;2. verify that the non
e, rj , is in the header of Ij ;3. let SIj = [y1; y2; : : : ; yh℄; 
ompute H(Ij) and run the following simplealgorithm:r  H(Ij);for (i=1 to h) do r  H(r + yi);7



verify that r = R.Compared with the Simple Bat
hing s
heme, the Tree-based Bat
hing s
heme 
omputes onlyone digital signature, but it 
omputes twi
e as many hashes. Compared with the non-bat
heds
heme, the total overhead on the network for the Tree-based Bat
hing s
heme, as far as messagesizes are 
on
erned, is B times the size of a hash times the height of the 
omplete binary tree.Therefore, the message size overhead is B � log2(B)� sizeof(hash).In general, an m-ary tree 
an be used instead of a binary tree to redu
e the number of additionalhashed needed. However, the message size overhead is then B� (m�1)� logm(B)� sizeof(hash).It 
an easily be shown that the above expression is monotoni
ally in
reasing for m > 1 (by takingthe derivative of the expression with respe
t to m), and therefore, is minimized when m = 2.Remarks: The pre
eding assumes that the 
hosen hash fun
tion is uninvertible. Given that su
h ahash fun
tion and digital signature are used, the bat
hing s
hemes presented above have the samese
urity properties as the non-bat
hed s
heme.We are motivated by appli
ations where the do
uments are relatively small and so the 
ompu-tation time of the hash fun
tion is insigni�
ant as 
ompared to that for the digital signature. In
ases where the do
uments are large, the performan
e of the bat
hing s
hemes is about the sameas the non-bat
hed s
heme. This is be
ause the extra 
omputation time in
urred in the bat
heds
hemes is all in 
omputing hashes of hashes (whi
h are guaranteed to be small to start with).4 Performan
e ResultsIn this se
tion we dis
uss performan
e 
hara
teristi
s of the bat
hing s
hemes des
ribed in Se
tion3. We 
onstru
t analyti
al models for both bat
hing s
hemes and validate them against emulationand simulation. In this validation, we 
onsider do
uments of various sizes.4.1 AnalysisWe begin with the analysis of the digital signature gated server with bat
hing s
hemes des
ribed inSe
tions 3.1 and 3.2.The following analysis is 
arried out under the assumption that the digital signature is 
omputedusing a private key type operation (su
h as in RSA and DSA), and that the one way fun
tion is
omputed through a typi
al hash fun
tion su
h as SHA1 or MD5. Hen
e, the digital signature
omputation is signi�
antly more 
ostly than the hash fun
tion 
omputation, given the same sizedo
ument. For instan
e, the OpenSSL ben
hmark [18℄ results in approximately a 4 orders ofmagnitude di�eren
e between digital signature 
omputation and hash fun
tion 
omputation for a20 byte message. 8



4.1.1 System ModelWe �rst 
onsider the 
ase where the size of the do
ument is small. By small, we mean that the timeit takes to hash a do
ument is less than 10% of the time it takes to digitally sign a 20-byte string(or a 16-byte string if MD5 is used). A di�erent (but simpler) model is used for larger do
uments,whi
h we will des
ribe later.Given the above assumption, we model the servi
e time for 
omputation of a digital signatureof a bat
h of B 
ustomers as being deterministi
 and independent of the bat
h size (i.e., most ofthe time is spent in 
omputing the digital signature so we ignore the fa
t that the hash fun
tion
omputation time is a fun
tion of the bat
h size). That is, we 
an think of the server as an M/D/1queue with bat
hing, i.e., where the arrival pro
ess is Poisson with rate � and the servi
e time isdeterministi
 and equal to 1=�.We approximate this model with the semi-Markov pro
ess, SM, depi
ted in Figure 6. The state
1/T 1/T 1/T 1/T1/T

λ λ λ λ λ λ

µ

0,0 0,s 1,s 2,s 3,s 4,s 5,s

Figure 6: Semi-Markov Pro
ess Model of Server.of SM is des
ribed by (i; j), where i indi
ates the number of 
ustomers waiting in the queue and jindi
ates whether the server is busy or idle, with j = 0 indi
ating that it is idle and j = s indi
atingthat it is busy. Lastly T is the mean residual servi
e time, and it is equal to 1=(2�) (refer to [8℄).(That is, if we let r.v. X represent the digital signature plus hash fun
tion 
omputation time, andwe let r.v. Y represent the 
orresponding residual 
omputation time, then E[Y ℄ = E[X2℄=2E[X℄.)Let �0 be the mean holding time in state (0; 0), �1 be the mean holding time in state (0; s), and�2 be the mean holding time in state (i; s), for i > 0. Then,�0 = Z 10 t�e��tdt = 1��1 = Z 1�0 t�e��tdt+ 1� Z 11� �e��tdt = 1�(1� p1)�2 = Z T0 t�e��tdt+ T Z 1T �e��tdt = 1�(1� p2)where p1 = e���9



p2 = e� �2� = e��TThen, we 
an solve this model by 
onstru
ting the 
orresponding Dis
rete-Time Markov Chain (orDTMC), M, as illustrated in Figure 7, as follows. Let � = f�0; �1; �2; : : :g be the steady state
p2 p2 p2 p2p2p1

1-p2 1-p2 1-p2 1-p21 1-p1

0,0 0,s 1,s 2,s 3,s 4,s 5,s

Figure 7: DTMC 
orresponding to SM.distribution for M, where �0 
orresponds to state (0; 0), �1 
orresponds to state (0; s), and �i
orresponds to state (i� 1; s) for i � 2. Then we have the following set of equations:1Xi=0 �i = 1�0 = �1p1�1 = �0 + 1Xi=2 �ip2�i = �1(1� p1)(1 � p2)i�2 8i � 2whi
h gives us �0 = p2p1p1p2 + p2 + 1� p1�1 = p2p1p2 + p2 + 1� p1�i = p2(1� p1)(1 � p2)i�2p1p2 + p2 + 1� p1 8i � 2Let �� = f��0 ; ��1 ; ��2 ; : : :g be the steady state distribution for SM. Then,��0 = �0�0�0�0 + �1�1 +P12 �i�2��1 = �1�1�0�0 + �1�1 +P12 �i�2��i = �i�2�0�0 + �1�1 +P12 �i�2 8i � 2this gives ��0 = p1p21� p1 + p1p2 :Finally, we 
ompute the mean waiting time of the M/D/1 queue with bat
hing as:W = (1� Prob[system is empty℄) � T10



where Prob[system is empty℄ is the probability of an arrival �nding the M/D/1 bat
hing systemempty and T = 1=(2�) is the mean residual servi
e time of the M/D/1 bat
hing system. Weapproximate Prob[system is empty℄ by ��0 , whi
h is obtained by solving the semi-Markov pro
essedgiven in Figure 6. Then, the 
orresponding mean response time is approximated as:T = 1� +W = 1� + 12�(1� ��0) = 1� + 12� 0� 1� e���1� e��� + e� 3�2� 1A4.1.2 Model ParametersWhat remains is to derive the model parameters as a fun
tion of the digital signature and hashfun
tions operations. Spe
i�
ally, we need to derive the servi
e time for a bat
h of size B. Letthe digital signature 
omputation for a �xed size (around 20 bytes) string take tds units of time.Let the 
omputation of a hash fun
tion for a similar size do
ument (i.e., similar to the size of theoutput of a hash fun
tion) take tsh time units. And, let the 
omputation of a hash fun
tion foran \average" size do
ument sent in the reply message in our system take th units of time, i.e., wesimplify the following derivation by assuming that the do
uments being sent by our system are ofreasonably 
omparable size and thus the hash fun
tion 
omputation of an average size do
umentis representative of the time it takes to 
ompute a hash fun
tion on some do
ument Ij. We furthersimplify the parameter derivation by assuming an average size bat
h and approximating it as �=�(i.e., B � �=�). Given that the digital signature 
omputation is signi�
antly more 
ostly, the abovesimpli�
ations are reasonable. Referring ba
k to Figure 2, tds is the time spent in the DS blo
k, this the time spent in the H blo
k for an average-sized message M, and tsh is the time spent in the Hblo
k if M has the size of a hash (i.e., around 20 bytes).We further approximate the time it takes to 
ompute a hash fun
tion of a do
ument of sizek � L by k times the time it takes to 
ompute a hash fun
tion of a do
ument of size L. (This isa reasonable assumption given 
urrently used hash fun
tions and the results from the OpenSSLben
hmark [18℄.)Then, in the 
ase of the Simple Bat
hing s
heme, the time required to 
ompute D is (�=�)th.To digitally sign D, the time spent in the H blo
k of Figure 2 is approximately (�=�)tsh (by theabove assumption) and the time spent in the DS blo
k of Figure 2 is tds. Therefore, the time to
ompute D+DS[D℄ is: 1� = tds + ��th + ��tsh (1)= tds1� �(th + tsh)Similarly, in the 
ase of the binary Tree-based Bat
hing s
heme, we have:1� = tds + ��th + 2(�� � 1)tsh (2)11



= tds � 2tsh1� �(th + 2tsh)It 
an easily be shown that the stability regions for the s
hemes des
ribed above are:� < 8>>>><>>>>: 1tds+th for the non-bat
hed s
heme1th+tsh for the Simple Bat
hing s
heme1th+2tsh for the Tree-based Bat
hing s
heme (3)
Dis
ussion of M-ary TreesIn the 
ase of the m-ary Tree-based Bat
hing s
heme, we have:1� = tds + ��th + ��mtsh logm ��Xi=1 1mi= tds + ��th + (�� � 1) mm� 1 tsh= tds � ( mm�1 )tsh1� �[th + ( mm�1 )tsh℄In the above equation, although a higher value of m will redu
e 1=�, it only redu
es 1=� by avery small amount be
ause tds is several orders of magnitude larger than tsh. Based on the dis
ussionpresented at the end of Se
tion 3.2, the message size overhead in
reases as m in
reases. Therefore,it is not worthwhile to use a value of m > 2.4.2 Validation of Analyti
al ModelsIn this se
tion we validate our analysis by 
omparing the analyti
al results obtained above withthose obtained through emulation as well as simulation.Spe
i�
ally, we perform the emulation by exe
uting the digital signature s
hemes des
ribedin Se
tion 3 using the OpenSSL [18℄ implementation. This is an emulation sin
e we still use aPoisson arrival stream with rate � as our 
ustomer requests workload. The simulation is performedusing CSIM [15℄ with servi
e times 
omputed from the OpenSSL ben
hmark. We note that wevalidate through simulation, in a subset of 
ases, in addition to emulation, sin
e in the emulationenvironment we 
annot guarantee that no other workload would be running on the emulationma
hine at the time of emulation experiments (more details are given below).We 
ompute the parameters of the analyti
al models using equations given in Se
tion 4.1.2,where tds and th are set to the values produ
ed by the ben
hmark provided with OpenSSL [18℄ andexe
uted on the same ma
hine as the emulation.12



The 
omparison of analyti
al and emulation results are given in Figure 8, for mean responsetime, and Figure 9, for mean bat
h size. Figure 8(a)-(d) depi
ts the results 
orresponding to theSimple Bat
hing s
heme, Figure 8(e)-(h) depi
ts the results 
orresponding to the (binary) Tree-based Bat
hing s
heme, Figure 9(a)-(d) validates our approximation of an average size bat
h as�=� for the Simple Bat
hing s
heme, and Figure 9(e)-(h) validates our approximation of an averagesize bat
h as �=� for the (binary) Tree-based Bat
hing s
heme (refer to Se
tion 4.1.2).For relatively small do
ument sizes (20 bytes, 1KB, and 10K), mean response times predi
tedby our analyti
al model are fairly 
lose to that of emulation for both bat
hing s
hemes, espe
iallyfor small arrival rates. Although at higher arrival rates the errors 
an be larger, they are no morethan 10% for both bat
hing s
hemes. For do
ument size of 100KB, the assumption that hashingtime is not a fun
tion of bat
h size (or rather just using the approximate mean bat
h size toapproximate the hashing time) is no longer a good approximation, and the model performs worse,as shown in Figure 8(d) and 8(h). (For even larger do
ument sizes, please see dis
ussion below.)We also note a problem with emulation experiments. The emulation is running on a ma
hinewhere the ba
kground load 
u
tuates. As emulation times get longer (i.e., for larger do
umentsizes), additional ba
kground load interferen
e with the emulation experiments is more signi�
ant.Therefore, in Figure 8(d) and 8(h), we also added simulation results obtained using the sameparameters used for the emulations. We show that the error is redu
ed. However, the assumptionthat hashing time is not a fun
tion of bat
h size still a

ounts for the larger errors.Validation results for mean bat
h size, given in Figure 9, show that the error of our approxima-tion of mean bat
h size by �=� is fairly small for both bat
hing s
hemes. The error 
hara
teristi
sfor larger do
ument size is similar to the validation results for mean response time.For even larger do
ument sizes (e.g., 1MB), the time it takes to perform hash 
al
ulationsbegins to dominate the time it takes to perform digital signatures. The 
omparison of analyti
aland emulation results are given in Figure 10 for mean bat
h size and mean response time. Clearly,the approximation that the bat
h size is �=� is a poor one, as demonstrated in Figure 10(a)-(b).Nevertheless, the mean response time predi
tion is shown to be less sensitive to the bat
h sizeestimation, as shown in Figure 10(d)-(e). We also note that sin
e the mean bat
h size for largedo
ument sizes (su
h as 1MB) is fairly 
lose to 1 even under relatively high arrival rates (as isevident from Figure 10(a)-(b)). Hen
e, a simple M/D/1 model without bat
hing 
an be used inthese 
ases (its mean response time is given in Eq.(4) below). This is validated in Figure 10(d)-(e)where the M/D/1 model results in very small errors as 
ompared to simulation.Sin
e we also would like to make 
omparisons with the original non-bat
hed digital signatures
heme, i.e., one whi
h signs ea
h requested do
ument independently (refer to Se
tion 3), we alsomodel it as an M/D/1 queue, but without bat
hing, whose mean response time is given by (refer
13



to [8℄): T = 1� + 1�  ��2(1� ��)! (4)The parameters of this model 
an be 
omputed as in Se
tion 4.1.2, i.e.,1� = tds + thAnd, the validation of this model through our emulation is illustrated in Figure 11 as well as Figure10(
) for the 1MB do
ument size.In summary, as 
an be seen in all these �gures, analyti
al results mat
h emulation results 
loselyfor do
ument sizes � 10K. These sizes suÆ
e for appli
ations, su
h as the ones mentioned in [2℄,whi
h require se
ure timestamps and whi
h motivated our work.In the following se
tion we use analyti
al results to evaluate performan
e of the bat
hing digitalsignature s
hemes.4.3 Performan
e EvaluationIn all analyti
al results presented here we used tds = 0:0041 se
onds, as measured by the OpenSSLben
hmark. Based on Eq. (3), a non-bat
hed system be
omes unstable when the arrival rate ex
eeds1=0:0041 = 244 requests/se
 for small do
uments (� 10KB). Figure 11(a)-(d) and Figure 10(
) showthat the response time 
urve has a 
onvex shape for su
h a system. Comparing that with Figures8(a)-(
) and 8(e)-(g), the response time of a bat
hed system behaves ni
ely even at very high loadsfor small do
uments. Note that the arrival rates in Figure 11 are given in units of 1/se
 while thearrival rates in Figure 8 are given in units of 1000/se
. Also note that the stability 
onditions, forthe bat
hed and the non-bat
hed s
hemes, given in Eq. (3), also illustrate a similar 
omparison asFigures 8 and 11. That is, the stability of the non-bat
hed system is a fun
tion of tds while thestability of the bat
h-based systems is not.For medium size do
uments (i.e., 100KB), as shown in Figure 8(d) and 8(h), the advantages ofbat
hing start to diminish. For large do
uments (i.e., 1MB), as shown in Figure 10(
)-(e), bat
hingdoes not improve performan
e (perhaps only slightly in some 
ases). However, it does not redu
eperforman
e either.Let us now look at bat
h sizes. For large do
uments, all systems start to perform poorly at smallarrival rates. Sin
e arrival rates are small, there is very little opportunity to bat
h, and therefore,average bat
h sizes are small, as shown in Figure 10(a)-(b). For small do
uments, Figure 9(a)-(
)and 9(e)-(g) show that the average bat
h size in
reases almost linearly with the arrival rate. This isdue to the fa
t that the servi
e time is almost 
onstant in these systems. This supports out earlierobservations about the performan
e of the various s
hemes.14



Lastly, Figure 12 
ompares the network overhead of the bat
hing s
hemes with the non-bat
heds
heme. The verti
al axis in ea
h graph is the total number of bytes sent to the 
lients divided bythe total number of bytes sent to the 
lients if no bat
hing is used. It is 
lear from these graphsthat the Tree-based Bat
hing s
heme results in 
onsiderably less network overhead as 
omparedwith the Simple Bat
hing s
heme. For a given bat
h size B, the di�eren
e in 
omputation timebetween the Tree-based Bat
hing s
heme and the Simple Bat
hing s
heme is simply (B � 1) � tsh,(refer to Eqs. (1) and (2)). tsh is typi
ally on the order of a few mi
rose
onds. It should be 
learthat Tree-based Bat
hing has 
onsiderable advantages but 
osts very little.5 Con
lusionsIn this paper, we proposed online bat
h-based digital signature s
hemes for Internet servers, whi
hare motivated by the need to redu
e server CPU loads and hen
e signi�
antly improve 
lientresponse time under high workloads. We demonstrated the e�e
tiveness of these s
hemes by de-veloping an analyti
al model, validating this model against emulation and simulation studies, and
omparing the performan
e of the bat
hing s
hemes against a non-bat
hed system using the ana-lyti
al model.We have established stability 
onditions for the bat
hing s
hemes. From the stability 
onditions,it is fairly easy to see that as the do
ument sizes grow, the performan
e of the server will be limitedby hash fun
tions 
al
ulations, and the bene�t of bat
hing will diminish.We have shown that signi�
ant 
omputational bene�ts 
an be obtained from bat
hing s
hemeswithout signi�
ant in
reases in the amount of additional information that needs to be sent to the
lients. We have also demonstrated that bat
hing is most bene�
ial when small do
uments, su
has timestamps and priority numbers, need to be digitally signed. For appli
ations su
h as the onesmentioned in [2℄ whi
h require se
ure timestamps, bat
h signing 
an relieve the CPU bottlene
k atthe server.A
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