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Analog circuits are a critical part of industrial circuits and systems. Estimates in the 

literature show that, even though analog circuits comprise less than 20% of all circuits, 

they are responsible for more than 80% of faults. Hence, analog circuit Prognosis and 

Health Management (PHM) is critical to the health of industrial circuits. There are a 

multitude of ways that any analog circuit can fail, which leads to proportional scaling in 

the number of possible fault classes with number of circuit components. Therefore, this 

research presents an advanced Design Of Experiments-based (DOE) approach to account 

for components that degrade in an individual and interacting fashion, to narrow down the 

number of possible fault classes under consideration. A wavelet-based deep-learning 

approach is developed that can localize the circuit component that is the source of 

degradation and predict the exact value of the degraded component. This degraded value 

is used in conjunction with degradation models to predict when the circuit will fail based 

on the source of degradation. 



 

 

Increasing outsourcing in the fabrication of electronic circuits has made them 

susceptible to the insertion of hardware trojans by untrusted foundries. In many cases, 

hardware trojans are more destructive than software trojans as they cannot be remedied by 

a software patch and are impossible to repair. Process reliability trojans are a new class of 

hardware trojans that are inserted through modification of fabrication parameters and 

accelerate the aging of circuit components. They are challenging to detect through 

traditional trojan detection methods as they have zero area footprint i.e., require no 

insertion of additional circuitry. The PHM approach is modified to detect these hardware 

trojans in order to incorporate circuit security, resulting in the Prognosis and Secure Health 

Management (PSHM) framework. 

Deep neural networks achieve state-of-the-art performance on classification and 

regression applications but are a black-box approach, which is a concern for 

implementation. Wavelets are approximations of cells found in the human visual cortex 

and cochlea. They were used to develop wavelet scattering networks (WSNs), which were 

intended to be an interpretable alternative to deep neural networks. WSNs achieve state-

of-the-art performance on low to moderately complex datasets but are inferior to deep 

neural networks for extremely complex datasets. Improvements are made to WSNs to 

overcome their shortcomings in terms of performance and learnability. Further applications 

of the research are highlighted for rotating machinery vibration analytics, functional safety 

online estimation etc.  
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Chapter 1: Introduction 

Electronic circuits are ubiquitous in our everyday lives, and their application ranges 

from the commercial domain to the safety-critical [1] domain. As a result, unforeseen 

circuit failures have stark implications from both safety and monetary points of view [2], 

[3]. Analog circuits are a critical part of industrial circuits and systems. Estimates in the 

literature show that, even though analog circuits account for less than 20% of circuitry in 

electronic circuits, they are responsible for more than 80% of the faults [4]. There is a 

multitude of ways that any analog circuit can fail, which leads to proportional scaling in 

the number of possible fault classes with number of circuit components. Analog circuit 

failures can be attributed to interconnect failures or component faults, which are due to 

either parametric drift or short circuit/open circuit [5]. Analog circuits have been becoming 

increasingly complex, and consequentially, fault diagnosis is increasingly difficult as 

circuit components not only degrade individually but also through interactions that further 

accelerate their degradation. A circuit might fail due to the combination of small 

degradation levels observed in different components (even within their tolerance ranges) 

because of the interaction among these components. Therefore, fault diagnosis of analog 

circuits has become a highly important research area in recent years.  

Fault diagnosis, when combined with fault prognosis, in a prognostics and health 

management (PHM) approach, results in a remaining useful life (RUL) estimate, which 

enables the application of predictive maintenance. An accurate RUL prediction can avoid 

unscheduled maintenance and increase system availability and reliability. However, fault 

diagnosis and prognosis in analog circuits is challenging due to (a) component tolerances 

and interactions, (b) competing nature of the component fault mechanisms, (c) inadequate 
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accessible measurement nodes, and (d) the inherent non-linearity in the behavior of analog 

circuits, (e) large dimensionality of circuits, and (f) susceptibility to insertion of hardware 

trojans. 

The semiconductor industry’s embrace of outsourcing for cost reduction of the 

fabrication of circuits has led to vulnerabilities in the electronics supply chain. The various 

steps in design, manufacturing, and testing of circuits are usually performed by offshore 

service providers, which are often unsecured, which increases the number of security 

threats, such as vulnerability to malicious implants like hardware trojans, overproduction 

of devices, and counterfeiting. Hardware trojans can impact a circuit’s performance, cause 

undesired functional behavior of the circuit, or accelerate aging of circuit components, or 

provide covert channels or a backdoor through which sensitive information can be leaked 

or even cause a denial of service. Circuits may be infected with trojans at any point in the 

design process and by any of the multitude of entities involved. Examples include 

modification of the RTL (register transfer level) code of a component by an intellectual 

property (IP) designer, changing the netlist or the layout of a circuit design using a 

malicious computer-aided design (CAD) tool, and changing the mask layout before the 

fabrication by a malicious foundry. Process reliability Trojans are a new class of trojans 

that alter neither the circuitry nor functionality of a circuit. Still, they negatively impact 

circuit reliability through the acceleration of wearout mechanisms for transistors. Process 

reliability Trojans are introduced through malicious modifications of circuit fabrication 

process steps and can result in circuits with a much shorter lifetime and are extremely 

difficult to detect.  
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1.1 Motivation 

The motivation behind the research is as follows, 

(a) “Silent” failure of circuits, i.e., when circuits fail without any warning, can have 

detrimental effects from a monetary and safety point of view, especially when they are 

used in safety-critical applications. For example, in June 2009, an analog signaling 

circuit in the DC Metro system malfunctioned, resulting in a train crash (Figure 1) and 

the death of 9 people. The track circuit was under a scheduled maintenance program 

(no predictive maintenance) and had failed since the last maintenance was carried out 

[6]. 

(b) Lack of PHM methods to deal analog circuits containing hundreds of interacting 

components that naturally age/degrade. This is elaborated on in the research gaps. 

(c) Development and proliferation of hardware trojans could outpace the development and 

implementation of detection mechanisms, which might lead to a scenario where all 

circuits manufactured by an untrusted foundry are suspect until verified otherwise. 

Manufacturing at trusted foundries is costly and may not be financially feasible for 

many commercial applications. Hence, there is a need to address hardware security in 

analog circuits. 

1.2 Overview of the Dissertation 

The structure of the remaining dissertation is as follows. The existing literature about 

prognostics and health management of analog circuits reviewed in Chapter 2: Literature 

Review. The research gaps in the existing literature and the objectives of this dissertation 

are provided in Chapter 3: Research Gaps and Research Objectives. The developed 

approach is elaborated upon in Chapter 4: Research Approach and background about 
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feature discovery along with proposed improvements are detailed in Chapter 5. Chapter 6 

provides a comparative study of the different designed experiments techniques for 

screening experiments. The results and the contributions are discussed in Chapter 7 and 

Chapter 12 respectively. Chapter 8:  Applications: Hardware Security8, Chapter 8:  

Applications: Hardware Security9, Chapter 10:  Applications: Efficient Identification of 

Jiles–Atherton Model Parameters Using Space-Filling Design based Stochastic 

Optimization10, and Chapter 11 detail the further applications of the developed approach 

– hardware security, rotating machinery fault diagnosis, efficient Jiles-Atherton model 

estimation, and miscellaneous applications, respectively.   
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Chapter 2: Literature Review for Analog Circuit PHM 

There are two broad categories for fault diagnosis approaches for circuits: analytical 

methods and data-driven methods. Circuit transfer function equations are required to apply 

analytical methods [7] [8]. If unavailable, these equations can be obtained using design 

principles or parameter identification techniques, and fault diagnosis is then achieved by 

estimating the circuit parameters from the circuit’s response (output voltage). This 

technique is suitable for linear analog circuits but is not feasible for nonlinear analog 

circuits because of the complexity involved [9]. Data-driven methods [10]-[61] require data 

(output voltage) under faulty conditions to be available either through testing, operation, 

or simulation such that a comparison can be made to data under healthy conditions for fault 

diagnosis. Features of the data (output voltage) are used for this comparison and can be 

time-domain, frequency domain, or time-frequency domain [11]. Various machine learning 

approaches have been employed under the broad umbrella of data-driven methods. These 

include support vector machines (SVM) [12]–[18], neural networks (NN) [19]–[23], naïve-

Bayes [24], extreme learning machine [25], k nearest neighbors [26], deep forest (DF) [27], 

hidden Markov models (HMM) [28] etc. and their various combinations with other pre-

processing methods. Feature generation methods have included kurtosis and entropy [29], 

wavelet transforms (WT) [25], [30]–[33], wavelet packet transform (WPT) [15], [17], [22], 

[26], empirical wavelet transform (EWT) [21], fractional Fourier transform (FrFT) [34], 

cross-wavelet transform (XWT) [35], [36], deep belief networks (DBN) [37], [38], 

empirical mode decomposition (EMD) [39] etc. Dimensionality reduction methods have 

included kernel PCA (kPCA) [30] [31], parametric t-SNE [35], principal component 

analysis (PCA) [36], linear discriminant analysis [40] etc. SVM hyperparameter 
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optimization methods have included double-chains quantum genetic algorithm [41], 

fruitfly [42], the barnacles mating optimizer algorithm [43], and firefly algorithm [44] etc.  

The success of the aforementioned methods in fault diagnosis depends heavily on 

the feature extraction process involved which requires technical expertise, and hence 

restricts their generalizability as a fault diagnosis method. As a result, some deep learning-

based approaches have been proposed recently, as deep learning networks can learn 

features for fault diagnosis autonomously. Hence, the manual process of feature extraction 

can be avoided. Different 2D representations [45]–[48] have been extracted from circuit 

outputs for use with deep learning networks such as ResNet50 [49] or custom-made deep 

learning networks [50], [51] to achieve fault diagnosis.  

Although several fault diagnostic approaches for analog circuits have been reported 

in the literature, prognostics for analog circuits has not been studied as extensively. Vasan 

et al. [52] designed a PHM system in which a circuit-level fault indicator (FI) was used to 

represent circuit degradation. The circuit FI has the advantage that all parameters that 

correspond to all critical components do not need to be monitored. The FI is developed 

using Mahalanobis Taguchi (MT) methodology. The remaining useful life (RUL) can then 

be calculated by considering the evolution of the FI until it reaches a failure threshold. This 

evolution is tracked by particle filters. Khorasgani et al. [53] adopted a prognostics 

approach at the system level by developing an analytic framework that incorporated the 

degradation rate of individual components estimated using a particle filter. Stochastic 

simulation and an inverse first-order reliability method were used for uncertainty 

propagation to develop circuit RUL and its confidence levels. Liu et al. [54] proposed fault 

diagnosis for simulated circuit responses by using signal model-based fault coding. A fault-
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indicating curve was constructed from the manifold features extracted from circuit 

responses, and a fault indicator was constructed by comparing fault codes from the fault-

indicating curve. Zhang et al. [55] proposed a method where cosine distances between 

circuit output voltages were used as health indicators of analog circuits. The RUL was 

estimated using a relevance vector machine (RVM) improved by a particle swarm 

optimization (PSO) algorithm. An analytical model was developed for filters and particle 

filter was improved for RUL prediction [56] of the filters. Run to failure data was obtained 

through experimentation and a deep learning network (long-short term memory network) 

was used for RUL prediction [57]. 

The two most studied circuits in literature are the Sallen-Key bandpass filter (Table 

1) and the Biquad lowpass filter (Table 2). These circuits have 7 and 12 components, 

respectively. Both of these circuits are linear circuits; however, some authors have studied 

non-linear circuits, too, as shown in Table 3. The three tables also specify the method of 

analysis in terms of the pre-processing, dimensionality reduction, and the classifier 

algorithm used. Also specified is the number of classes in the #Classes column. The 

methods in the literature calculate the number of classes by considering one healthy class 

and two classes (to represent the case where the component value increases and the case 

where it decreases) for a subset of components within the circuit. For example, in Table 2, 

the circuit under consideration has 12 components. However, the authors choose one 

healthy class and six components to give a total of 1 + (2*6) = 13 classes. The accuracy 

column in the tables represents the classification accuracy. The Steps column in the tables 

gives the number of failure values considered in each class. Hence, when the number of 
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Steps is 1 or 5, the model is only trained on 1 or 5 component values, respectively, within 

the entire range of degradation of the component. Other notations in the table include: 

*: Separate interactions model 

**: Includes interactions in the same model 

***: Includes prognostics 

**** Circuits introduced in this research 

As can be seen from the Shokrolahi [39] entry in Table 3, consideration of a larger 

number of fault classes (# 𝐶𝑙𝑎𝑠𝑠𝑒𝑠 =  33, # 𝐶𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠 =  16) severely impacts the 

classification accuracy. The last three entries in Table 3 show the application of state-of-

the-art techniques Liu [37] and Ji [45] to the circuits introduced in this literature -Double 

Switch Forward Convertor, Asymmetric Pulse Generator, and Digital to Analog Convertor. 

These circuits contain 13, 130, and 258 components respectively. As can be seen from the 

steep drop off in the classification accuracy, the state-of-the-art techniques do not scale in 

terms of their accuracy to circuits with large number of components.  
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Table 1: A literature review for Sallen-Key bandpass filter 

Author Year Pre-Processing 

Dimensionality 

Reduction 

Classifier # Classes Accuracy Steps 

Xiao [30] 2011 WT KPCA NN 9 100 1 

Xiao* [31] 2012 FrWT KPCA  NN  9 96.26 1 

Vasan*** 

[52] 

2013 WT PCA SVM  9 99.7 5 

Chen [41] 2016 WPT  SVM  9 97.41 1 

Luo [28] 2016 Mean, ACF   HMM 9 99.23 1 

Song [34] 2016 Moments (FrFT)  SVM 9 95.12 1 

Liu [37] 2017 DBN  SVM 9 100 3 

Liu*** 

[54] 

2017 Moments (WT)   9 100 150 

He** [40] 2018 XWT SNE SVM  9 99.26 1 

Zhang [4] 2018 DBN  SVM  9 100 1 

Gao [44] 2019 FT  SVM 13 99 1 

Yang [58] 2020   CNN 9 98.12 1 

Yu [42] 2019 WT  SVM 9 97.04 1 

Liu [21] 2022 WPT  CNN 13 100 200 
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Table 2: A literature review for Biquad lowpass filter  

 

Author Year 

Pre-

Processing 

Dimensionality 

Reduction 

Classifier 

# 

Classes 

Accuracy Steps 

Yuan [29] 2010 Kurtosis    NN 13 99 1 

Cui [59] 2011 WT   SVM  13 100 1 

Xiao [30] 2011 WT KPCA NN 13 100 1 

Xiao* [31] 2012 FrWT KPCA  NN  13 100 1 

Vasan*** [52] 2013 WT  SVM  13 95.7 5 

Chen [41] 2016 WPT  SVM 13 98.7 1 

Luo [28] 2016 ACF   HMM 13 99.23 1 

Song [34] 2016 Moments   SVM 13 98.41 1 

Liu [37] 2017 DBN  SVM 13 100 5 

Liu*** [54] 2017 Moments   SVM 13 100 150 

He** [40] 2017 XWT LDA RKFA 16 99.22 1 

He** [35] 2018 XWT SNE SVM  13 99.74 1 

Zhang [4] 2018 DBN  SVM  13 96.41 1 

Gao [44] 2019 FT  SVM 13 99.9 1 

He** [24] 2019 XWT LDA Bayes 13 99.74 1 

Yang [58] 2020   CNN 13 97.4 1 

Li [15] 2020 WPT PCA SVM 7 99.26 1 

Gao [17] 2021 WPT DA SVM 13 99 1 
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Jia [27] 2021   DF 13 99.85 5 
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Table 3: A literature review for miscellaneous circuits 

Author Year Circuit 
# 

Components 

Pre-

Processing 

Dimensionality 

Reduction 
Classifier 

# 

Classes 
Accuracy Steps 

He [40] 2017 
Video amplifier 

circuit 
20 XWT LDA RKFA 17 98.82 1 

He** [35] 2018 
Duffing Chaotic 

circuit 
13 XWT SNE SVM  18 96.7 1 

Shokrolahi 

[39] 

2019 
Band Stop Filter 16 EMD  SVM 33 87 150 

He** [24] 2020 
Duffing Chaotic 

circuit 
13 XWT LDA 

Naïve 

Bayes 
18 97 1 

Yang [58] 2020 Leapfrog Filter 17   CNN 25 95.7 1 

Liu [37] 2017  Double Switch 

Forward 

Convertor**** 

 

13 DBN  SVM 29 84.34 1000 

Ji [45] 2021 13 STFT  CNN 29 91.12 1000 

Liu [37] 2017 Asymmetric 

Pulse 

Generator**** 

130 DBN  SVM 91 70.68 1000 

Ji [45] 2021 130 STFT  CNN 91 74.12 1000 

Liu [37] 2017 Digital to Analog 

Convertor**** 

 

258 DBN  SVM 111 66.14 1000 

Ji [45] 2021 258 STFT  CNN 111 68.78 1000 
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Chapter 3: Research Gaps and Research Objectives 

The shortcomings of the methods in the literature fall into one or more of the 

following categories:  

(a) Approaches in literature are not scalable in terms of their accuracy to analog circuits 

with hundreds of interacting components as the definition of classes employed 

results in up to 2N classes for single faults and up to 4N classes for double faults 

(interactions) for a circuit of N components leading to quickly increasing (6N) 

number of classes for fault diagnosis with circuit size.  

(b) None of the prognosis approaches estimate the value of the degraded components 

within the circuit as they construct health indicators for the entire circuit.  

(c) None of the approaches consider multiple failure modes for the components, for 

example, they only consider the failure mode of capacitance loss for a capacitor, 

while ignoring other failure modes such as insulation resistance drop or equivalent 

series resistance increase.  

(d) None of the approaches consider any active components, instead focusing only on 

passive components for fault diagnosis and prognosis. 

(e) Sensitivity analysis becomes very important for circuits with a large number of 

components, due to the scaling in the number of possible fault classes with circuit 

size. However, sensitivity analysis is not considered in approaches in literature. As 

a result, they are not able to detect the most critical components, and hence they 

miss out on the fault diagnosis of a lot of critical components. Some researchers do 

consider all components for fault diagnosis in smaller circuits (Sallen Key band-

pass filter and Biquad low-pass filter circuits), which gives a comprehensive fault 
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diagnosis without conducting sensitivity analysis, however, it might not be possible 

to consider all components for all components in circuits with a large number of 

components. 

(f)  Approaches that do consider interactions, do so on data collected using a single 

fault value per each component in the interaction. Hence, their diagnosis 

capabilities on unseen data are unknown.  

The standard approach that the majority of the methods followed is to extract time-

domain, frequency-domain, or time-frequency features, and apply a dimensionality 

reduction algorithm to obtain a lower-dimensional feature set, which is fed to a 

classification algorithm. This dimensionality reduction creates information loss affecting 

fault diagnosis accuracy. This problem is exacerbated in larger circuits as they have a 

proportionally large number of fault classes or a combinatorically large number of fault 

classes when interactions among degrading components are considered. Additionally, the 

choice of the circuits used in the literature for demonstration of the approaches have the 

following limitations, 

(a) The vast majority of the approaches are demonstrated on linear circuits such as 

Sallen Key band-pass filter and biquad low-pass filter circuits. The circuit transfer 

function is known for these circuits, and hence analytical solutions are possible.  

(b) Approaches that analyze nonlinear circuits like [30], [40], [35], [24], [58] do so, on 

simple ones (# components ≤ 20). Appropriateness of these approaches for circuits 

with a large number of components, as encountered nowadays, is a concern.  

The proposed approach is developed to overcome all these shortcomings. The research 

objectives are as follows,  



15 

 

(a) Develop a new PHM approach for performing fault diagnosis and fault prognosis 

of analog circuits containing hundreds of interacting components that, 

– Scales at a rate lower than 6N for the number of possible fault classes in a 

circuit of N components. 

– Estimates the value of the degraded components within the circuit. 

– Accounts for the different failure mechanisms of the components. 

– Accounts for both active and passive components for fault diagnosis and 

prognosis.  

(b) Develop a sensitivity analysis approach to ascertain critical circuit components and 

to screen for interactions in circuits, as for a circuit with N components, the number 

of possible double faults could be (𝑵
𝟐

). 

(c) Extend the PHM framework to PSHM (Prognostics and Secure Health 

Management), to account for hardware security of analog circuits. 
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Chapter 4: Research Approach 

The developed approach followed is shown in Error! Reference source not 

found.1. It is a simulation-based approach that uses the knowledge of failure physics of 

components to inform the circuit output simulations carried out by choosing the SPICE 

parameters that mimic the different degradation mechanisms of components. The critical 

parameters are ascertained using advanced DOE-based approaches. The fault diagnosis 

problem is cast as a classification problem with the critical parameters as classes. Each 

critical parameter is also estimated using parametric estimation model. This predicted 

parametric value is used along with degradation models to estimate the circuit RUL. Thus, 

the approach is a combination of data-driven and Physics of Failure (PoF) models, which 

is commonly referred to as fusion-based prognostics. The benefit in using fusion-based 

prognostics as opposed to a purely data-driven approach is analogous to the benefit accrued 

in using prior information as opposed to an uninformative prior in Bayesian analysis. The 

critical requirement of the approach is the ability to simulate circuits including every 

component type, in a simulation model like SPICE. In the absence of a SPICE model, it 

might be possible to implement the approach using experimental data or operational data. 

However, the fault diagnosis would only be possible for the components whose degradation 

resulted in the experimental / operational data available. 

 

Figure 1. Overview of developed approach 
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4.1 Simulation Model 

The relevant parametric space of a system is the entire region wherein the system 

operates or breaks down; i.e., it is the conjunction of all the components of a circuit from 

their open circuit condition to the nominal state to their short circuit condition. It might not 

be possible to generate training data in regions where it is difficult to carry out experiments. 

For example, in an analog circuit, it is usually difficult/not possible to physically 

experiment with active components, and hence training data cannot be generated for 

training fault diagnosis models for these components.  

Various Electronic Design Automation (EDA) tools can be used to develop SPICE 

simulation models for circuits. OrCAD Capture is used to develop the SPICE model, and 

inbuilt libraries are used to model the passive components in the circuit. Active components 

were modeled using manufacturer’s SPICE libraries. Modeling of transformers requires 

the Jiles-Atherton model [60] of the transformer core to be specified. These parameters 

were determined by using a design of experiments based stochastic optimization approach, 

as detailed in Chapter 10:  Applications: Efficient Identification of Jiles–Atherton Model 

Parameters Using Space-Filling Design based Stochastic Optimization, as their values 

were not available from the manufacturer or magnetic materials literature. 

SPICE has multiple parameters for each component type, for example 15 for 

diodes, 6 for capacitors, 50 for MOSFETs., etc. The challenge is to sift through these 

parameters to figure out which parameters can be varied to mimic the different failure 

mechanisms. Hence, a FMMEA (Failure modes, Mechanisms and Effect Analysis) was 

carried out, a partial result of which is shown in Table 4. To summarize, the following 
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parameters are considered for the different types of components: Resistor: Resistance (R), 

Capacitor: Capacitance (C), Equivalent series Resistance (ESR), and Insulation resistance 

(IR), Diodes: Breakdown voltage (BV) and Parasitic resistance (RS), MOSFET: Zero-bias 

threshold voltage (VTO). Hence, if the circuit contains 𝑁 components, we consider 𝑚  

parameters where 𝑚  > 𝑥, as multiple parameters, are considered for some component 

types, as shown in Table 4. 

Table 4: Failure modes, mechanisms, and SPICE parameters for various component types 

 

Element Failure Mode Failure Mechanism SPICE Parameter 

Resistor Open Circuit Over voltage Resistance (R) 

Capacitor 
Drop in Capacitance Aging of Electrolyte 

Capacitance (C), 

Equivalent series 

Resistance (ESR), 

Insulation Resistance 

(IR) 
Increase in leakage current Insulation Breakdown 

Diode 
Open Circuit Thermal fatigue Breakdown voltage 

(BV), Parasitic 

resistance (RS) 

Short Circuit Contact Migration 

MOSFET 

Gate Oxide Short 
Time Dependent Dielectric 

Breakdown 

Threshold voltage 

(VTO) Gate Oxide Breakdown 
Negative Bias Temperature 

Instability 

Increase in Leakage Current Hot Carrier Injection 
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4.2 Design of Experiments (DOE) 

Designed experiments are used to reduce the dimensionality of the problem through 

sensitivity analysis because although all components within a circuit might degrade, the 

circuit output might not be affected by all of them, and hence the circuit continues to 

conform to its specification or performance limits. Hence, it is essential to identify the 

parameter (single faults) and interactions (double faults) that can cause circuit failure as 

they are critical for fault diagnosis and prognosis. If a circuit has 𝑚 parameters, 

identification of the criticality of the single faults and double faults requires 𝑚 and (𝑚
2

) 

experiments (SPICE simulations) respectively. If we are dealing with a high-dimensional 

circuit, the number of simulations required, 𝑛, would quickly become infeasible, for 

example, if 𝑚 =  500, 𝑛 =  125250. Therefore, before the identification of the critical 

single faults and double faults, parameter screening is performed for circuits with a large 

number of parameters using screening experiments. The goal of a screening experiment is 

to root out insignificant parameters in a minimal number of experiments such that the focus 

is only on significant parameters. In the context of analog circuit fault diagnosis, the factors 

in a screening experiment are parameters from Table 4 for every circuit component and the 

experiments are SPICE simulations. 

There are various types of designed experiments that can be used, and, in general, 

a larger number of simulations results in a more thorough exploration of the design space 

of the factors. Space-filling designs are used for moderately sized circuits, as they provide 

a more thorough [61] and efficient exploration [62] of design space as compared to 

traditional designed experiments like factorial designs and Monte Carlo designs. For large 

circuits, supersaturated designs (SSDs) are first used as screening experiments. These 
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designs are used for factor screening in experiments where the number of parameters 

(factors), 𝑚, is greater than the number of simulations/experiments. The DOE analysis is 

conducted according to the flowchart in Figure 2. 

 

Figure 2. DOE Analysis Flowchart 

Screening experiments assume that most of the system’s variation is driven by a 

small subset of the main effects of the factors, also called effect sparsity [63]. A 

supersaturated design (SSD) is useful for factor screening in experiments with a large 

number of factors. It can be used to study 𝑚 factors at two levels each (+, −), with 𝑛 

experiments when 𝑚 >  𝑛 − 1, and only a handful number of factors are expected to have 

a statistically significant effect on the response. These designs can be extremely cost-

effective as they make it possible to screen thousands of factors with a limited experimental 

budget. Gilmour et.al. [64] proposed construction of SSDs using cyclic balanced 

incomplete block designs. Using the paper, SSDs can be developed for 𝑚 factors, where 

𝑚 is a multiple of 𝑛 − 1, with the largest example being 12,190 factors in just 24 

experiments. For a given observation Yi , the assumed statistical model is 
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 𝑌𝑖 =  𝛽0 + ∑ 𝑥𝑖𝑗𝛽𝑗

𝑚

𝑗=1
+ 𝐸𝑖 

(1) 

 

where assuming each factor has two levels, 𝑥𝑖𝑗 = ±1, 𝛽0 is the intercept, 𝛽𝑗 is the main 

effect of factor j, and 𝐸𝑖 is a random error term with mean 0 and constant variance σ2.  This 

model may be written in matrix form with respect to the n x 1 response vector 𝑌 =

(𝑌1, … , 𝑌𝑁)𝑇 

 𝑌 = 𝑋𝛽 + 𝐸 (2) 

 

where, taking 𝑥𝑖0 = 1, 𝑋 = (𝑥𝑖𝑗) is the N x (m+1) matrix of ±1 and 𝛽 = (𝛽0, 𝛽1, … , 𝛽𝑚)𝑇 

is the (m+1) x 1 vector of the intercept and main effects.  If 𝑚 + 1 ≥ 𝑛, it is possible to 

estimate β and such designs are referred to as main effect plans (MEPs). Main effect plans 

where 𝑚 + 1 = 𝑛 are called saturated designs because they allow estimation of all main 

effects but leave no degrees of freedom to estimate the variance.  Once 𝑚 >  𝑛 − 1 we can 

no longer estimate all main effects using the usual ordinary least squares estimator 𝛽̂ =

(𝑋𝑇𝑋)−1𝑋𝑇𝑌 since 𝑋𝑇𝑋 is singular regardless of the chosen 𝑋. Such designs are hence 

called supersaturated designs (SSD).  

As the least squares estimator cannot be used because of the underdetermined 

system of linear equations involved in a supersaturated design, constraints are added that 

encourage the resulting model to be sparse.  In general, this is presented with the objective 

function, 

 𝛽̂ = 𝑎𝑟𝑔𝑚𝑖𝑛 (𝑌 − 𝑋𝛽)𝑇(𝑌 − 𝑋𝛽) + 𝜆 ∑ 𝑃(|𝛽𝑗|)

𝑓

𝑗=1

 
(3) 
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where 𝑃(|𝛽𝑗|) are penalty functions applied to each coefficient and λ is a tuning 

parameter used to specify the importance of the penalties. If 𝜆 is large then the 

minimization will focus more attention on the penalty function than minimizing the sum 

of squares.  Clearly 𝜆 = 0 leads to the least square solutions and larger values are typically 

chosen based on cross-validation. Ridge regression (the 𝐿2 penalty) is often used to solve 

such problems, and is of the form 𝑃(|𝛽𝑗|) = 𝛽𝑗
2. In this work, the LASSO (Least Absolute 

Shrinkage and Selection Operator) regression (the 𝐿1 penalty), method is used since it 

produces estimates exactly equal to 0 for the insignificant factors, which is an objective 

factor selection property.  Hence, the factor effects β can be estimated using LASSO 

regression by solving following equation, 

 𝛽̂ = 𝑎𝑟𝑔𝑚𝑖𝑛 (𝑌 − 𝑋𝛽)𝑇(𝑌 − 𝑋𝛽) + 𝜆 ∑ |𝛽𝑗|

𝑓

𝑗=1

 
(4) 

 

Once the factor effects have been estimated, the t-test is used to determine effect 

significance. The t-test is a hypothesis test in which under the null hypothesis, the test 

statistic follows a Student's t-distribution. The factors that have significant effects 

correspond to the 𝑚𝑐𝑟𝑖𝑡 parameters that are critical. Because of effect sparsity 𝑚𝑐𝑟𝑖𝑡 ≪ 𝑚 

and hence screening experiments can be thought of as a dimensionality reduction step. 

These 𝑚𝑐𝑟𝑖𝑡 parameters move forward to the next steps of the DOE flowchart, i.e., space-

filling designs. For small to moderately-sized circuits, since screening experiments are 

optional, 𝑚𝑐𝑟𝑖𝑡 = 𝑚 parameters move directly to the space-filling designs step. 

Due to the inherent variability in conducting experiments, traditional design of 

experiments techniques involve randomization, replication, and blocking. However, circuit 

SPICE simulations are inherently deterministic, hence accounting for variability using 
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aforementioned techniques is unnecessary. Space-filling designs are used for modeling 

deterministic systems where reducing the model bias is more important than reducing 

experimental variability. The model bias is the difference between the approximation of a 

system’s response and the true system response. Space-filling designs try to minimize 

model bias by spreading out the design points as far from each other as possible within the 

experimental boundaries, as opposed to traditional design of experiments techniques, 

where the design points are at the factor limits.  

For the same number of runs (simulations), space-filling designs provide higher 

coverage of the parametric space as compared to saturated and supersaturated designs. The 

number of simulations conducted in a space-filling design are such that all factor effects β 

involving main effects and interaction effects can be estimated.   

 𝑌 =  𝛽0 + ∑ 𝑥𝑗𝛽𝑗

𝑚

𝑗=1
+ ∑ ∑ 𝑥𝑗𝑘𝛽𝑗𝑘

𝑚

𝑘=1

𝑚

𝑗=1
+ 𝐸 (5) 

 

Once the factor effects have been estimated, the t-test is used to determine effect 

significance. If the factor effects estimated are statistically significant than the 

corresponding 𝑚𝑐𝑟𝑖𝑡 parameters and the (𝑚𝑐𝑟𝑖𝑡
2

) interactions are significant and so are the 

corresponding single and double fault respectively. The final step of the DOE flowchart 

involves comparison against the circuit failure limits or performance specifications. Only 

the critical single and double faults that cross these limits are considered in the final set 𝑐 

of critical single and double faults and further for fault diagnosis and prognosis. 

Hence, the space-filling designs are used for sensitivity analysis in an effort to 

ascertain the components or pairs of components whose degradation is significant to the 

circuit output and hence its functionality. The passive components are varied from -75% 



24 

 

to +75% of the nominal, and the parameters Insulation Resistance (IR), and Breakdown 

voltage (BV) are varied in multiples of their nominal values in order to gauge the 

sensitivity. The different designs of experiments are compared in Table 5 in terms of their 

parametric space coverage and computational intensity and in Chapter 6 in terms of their 

ability to detect significant parameters. 

Table 5: Comparison of different designs of experiments 

Design of Experiments Parametric Coverage Computational Intensity 

Traditional Sampling Approaches 

Monte Carlo Insufficient Extreme 

Process Corner Insufficient Possibly extreme 

Factorial Designs Insufficient Possibly extreme 

Proposed screening approaches 

Space-Filling Sufficient Moderate 

Supersaturated Design Moderate Extremely Efficient 

 

4.3 Fault Diagnosis 

Fault data used for training of the fault diagnosis model, is generated by varying parameter 

values in the critical single and double faults from their nominal values within SPICE and 

capturing the circuit output. Assuming the nominal value of a parameter is Z, the upper and 

lower range of the deviation resulting in the parametric fault is [1.1*Z – 1.75*Z] and 

[0.25*Z - 0.9*Z] respectively for passive components and multiples of nominal values for 

parameters mentioned in Section 4.2. The fault data is obtained by conducting 1000 SPICE 

simulations where parameters are varied in the aforementioned ranges one at a time, while 
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the other parameters are held at their nominal values. Hence, we have 1000 training 

samples per class, and we take advantage of the entire output waveform for fault diagnosis, 

and not just its time or frequency, or time-frequency domain features. We consider a single 

class for each single fault as opposed to other papers in the literature that consider two 

classes for each single fault. The advantage of doing so is that we can consider one class 

for every double fault too, instead of four classes for every double fault, as in the literature. 

As a result, the number of possible fault classes in the approach increases at the rate of 2P, 

for a circuit of N components P parameters, where 𝑁 =  𝑛1 + ⋯ + 𝑛𝑡 and 𝑃 = 𝑝1𝑛1 + ⋯ +

𝑝𝑡𝑛𝑡, where 𝑛𝑖 and 𝑝𝑖 are the number of components of type 𝑖 and the number of parameters 

of components of type 𝑖 respectively, in the circuit and 𝑡 is the number of different 

component types in the circuit. For example, for a circuit containing 2 resistors and 3 

capacitors, 𝑁 =  2 +  3 =  5 components, 𝑡 =  2 (as there are 2 component types resistor 

and capacitor), 𝑛1  =  2, 𝑛𝑡 = 𝑛2 = 3. From Table 4,  𝑝1  =  1 (resistance), 𝑝𝑡  =  𝑝2  =  3 

(capacitance, insulation resistance, and equivalent series resistance), 𝑃 = 𝑝1𝑛1 + ⋯ +

𝑝𝑡𝑛𝑡 = 𝑝1𝑛1 + 𝑝2𝑛2 = 2 ∗ 1 +  3 ∗ 3 =  11 parameters. The number of possible fault 

classes in the literature scales at the rate of 6P, as according to literature’s proclivity for 

considering a single failure mode and hence a single parameter for every component, 

equals 6𝑁.  

Chapter 5 goes into detail about the feature discovery process for fault diagnosis 

and the subsequent fault diagnosis and parametric estimation. The performance of the fault 

diagnosis model for fault diagnosis and parametric estimation is judged through the 

classification accuracy and the regression score metrics respectively. The regression score 

[65] is defined as follows, 
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 Regression Score =  1 −
∑ ∑ (𝑧𝑖𝑗 − 𝑧𝑖𝑗̂)

2𝑐
𝑗=1

𝑛
𝑖=1

∑ ∑ (𝑧𝑖𝑗 − 𝑧𝑖𝑗̅̅ ̅)
2𝑐

𝑗=1
𝑛
𝑖=1

 (6) 

 

Here 𝑧𝑖𝑗 is the actual value of the 𝑗𝑡ℎ circuit parameter for the 𝑖𝑡ℎ example from 

the fault data, 𝑧𝑖𝑗̂ is its estimated value and 𝑧𝑖𝑗̅̅ ̅ the average of the actual values over the 

entire fault data. The maximum (ideal) and minimum possible regression scores are 1 and 

-1 respectively. 

 

4.4 Fault Prognosis 

From the trained fault diagnosis model from the previous step, we get an estimate 

of the degradation of a critical single or double fault. This estimate is used as measurement 

data for particle filter to obtain an estimate of the circuit RUL due to a particular critical 

single or double fault. The trained fault diagnosis model is thus used to predict the value 

of the degraded components (degraded parameters) that resulted in the circuit output 

waveform. If multiple such predictions are made over time by recording the circuit output, 

then these predictions can be trended to predict the circuit RUL due to the particular fault 

class involved. The trending can be carried out by using the best fit curve to the predictions 

or by fitting the functional form of the device physics or degradation model to the 

predictions. The two methods of trending give two different RUL predictions, and an 

average or a minimum (conservative estimate) of the two can be taken as an estimate of 

the circuit RUL due to a particular fault class.  
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Figure 3: Fault Prognosis approach 

     In Figure 33, circuit output measured at time t1, t2, and t3, while the circuit is 

operational, is fed into a trained fault diagnosis model which detects that the degradation 

in the circuit output is Class 𝑖; i.e., at times t1, t2, and t3, the parameter of Class 𝑖 degrades 

from its nominal value of x. At time t1, t2, and t3, the current value of the parameter is 

estimated to be x1, x2, and x3, respectively, and it is also known that the circuit fails when 

the parameter degrades to xx. Knowing these points, a degradation model for the parametric 

degradation of Class 𝑖 can be fit (exponential, in this case), and the circuit RUL due to 

degradation of the Class 𝑖 parameter can be estimated based on when the degradation 

crosses the failure threshold. A best-fit curve can also be fitted through the points, x1, x2, 

and x3, and a separate RUL can be estimated. The overall circuit RUL is given by (7). 

 𝐶𝑖𝑟𝑐𝑢𝑖𝑡 𝑅𝑈𝐿 = 𝑚𝑖𝑛 (
𝑅𝑈𝐿(𝐶𝑙𝑎𝑠𝑠 1), 𝑅𝑈𝐿(𝐶𝑙𝑎𝑠𝑠 2),
… , 𝑅𝑈𝐿(𝐶𝑙𝑎𝑠𝑠 𝑐)

) 𝑡𝑖𝑚𝑒 𝑢𝑛𝑖𝑡𝑠 (7) 
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In addition to estimating the circuit RUL due to individual parametric failures, a 

global health indicator can also be developed using cosine distance. Assume 𝒁𝑵𝒐𝒎 =

[𝒛𝟏, 𝒛𝟐, … , 𝒛𝒄] is a vector with the circuit parameters at their nominal values and 𝒁𝑬𝒔𝒕@𝒕 =

[𝒛𝟏@𝒕, 𝒛𝟐@𝒕, … , 𝒛𝒄@𝒕] is a vector of the estimated values of the parameters using parametric 

estimation at time 𝑡. Then the cosine distance between the healthy state and the current 

state of the circuit at time 𝑡 can be defined as, 

 

cos(𝒁𝑵𝒐𝒎, 𝒁𝑬𝒔𝒕@𝒕) =  
∑ 𝒁𝑵𝒐𝒎,𝒋𝒁𝑬𝒔𝒕@𝒕,𝒋

𝑐
𝑗=1

√∑ 𝒁𝑵𝒐𝒎𝑗
2𝑚

𝑗=1 ∑ 𝒁𝑬𝒔𝒕@𝒕𝑗
2𝑚

𝑗=1

 

 

(8) 

When a parameter is nominal, the cosine distance is equal to 1, and the cosine distance 

decreases when the parameter value deviates from the nominal value. A double exponential 

model is fit to the global health indicator and to the parametric estimates of the critical 

single and double faults for the prediction of circuit RUL and parameter RUL respectively, 

using the particle filter.  
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Chapter 5: Feature Discovery 

Feature extractors for classification find directions in sample space X in which the label 

𝑓(𝑥) of samples 𝑥 is constant. The features generated by feature extractors for 

classification need to be [66] invariant to translations and be able to linearize small 

deformations.  

Different applications require invariance to different sources of variability. For 

example, for image and texture classification, the features need to be invariant to 

translations, scaling, and rotations. For speech recognition, time translation invariance is 

needed.   
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5.1 Convolution Neural networks (CNNs) 

            CNN are deep artificial neural networks (ANN) consisting of convolutional layers, 

pooling layers, batch normalization (BN) layers, activation layers in addition to the fully 

connected layers and softmax layers of traditional artificial neural networks. Traditionally, 

extracting features from images involves using fixed filters like Sobel filters [67], which 

are used for edge detection. Instead of using fixed filters, CNNs learn filters from input 

data; additionally, instead of using a single filter, banks of filters containing multiple filters 

are used. The convolutional layers convolve the input image with these filters and then 

output features are generated from the convoluted inputs by the activation layers. The filter 

coefficients called weights are learned using the gradient descent algorithm and 

backpropagation. In this algorithm, the weights are updated by an amount that is 

proportional to the partial derivative of the error function between the actual class and the 

class predicted using the current weights. The first convolutional layer learns the first order 

features (e.g. edges, corners, etc.). The second convolutional layer learns higher order 

features (combinations of first layer features, combinations of edges, etc.). Every 

convolutional layer learns combinations of the features learnt by the preceding layer.  

Subsampling or pooling layers reduce the spatial resolution of each feature map, 

which reduces the dimensionality of the network and adds translation invariance. Pooling 

is achieved using the average or the max function. To prevent model overfitting, the BN 

layer is used between the convolutional layer or fully-connected layer and the activation 

layer. The activation layer enables the network to learn the non-linearity in the data and is 

used after every convolutional layer. The network ends with fully connected layers with 

softmax activation similar to those used in artificial neural networks.  
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In theory, a larger number of convolutional layers would increase the classification 

accuracy of the network. However, it was noticed that increasing the depth of the network 

(increasing the number of convolutional layers) resulted in decreasing classification 

accuracy. This is because during backpropagation, the gradients become progressively 

smaller and, due to large number of layers, approach zero.  This is called the vanishing 

gradient problem and it prevents the network from further training.  

       Residual Networks (ResNets) [49], avoid the vanishing gradient problem, by allowing 

the gradient to skip a few layers and be backpropagated to earlier layers. This is done using 

a shortcut or a skip connection and it allows for training of much deeper networks than 

were feasible previously. The identity block (Figure 4) is used when the input activation 

has the same dimension as the output activation. It is the block most often used in ResNets. 

In Figure 44, Figure 55, and Figure 66, CONV2D block is the convolutional layer, Batch 

Norm is the BN layer, ReLU is the Rectified Linear Unit activation layer, MAX POOL is 

the pooling layer that uses the maximum function, AVG POOL is the pooling layer that 

uses the average function; FC is the fully connected layer. ID BLOCK is the identity block 

of Figure 4 and CONV BLOCK is the convolutional block of Figure 55. 

 
Figure 4: ResNet identity block 
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      The ResNet convolutional block is used when the input and output dimensions are not 

the same. The identity block has a simple shortcut connection but the shortcut connection 

in the convolutional block has a convolutional layer in the shortcut path. This convolutional 

layer is used to resize the input to match the output. 

 

 
Figure 5: ResNet convolutional block 

 

 

      Figure 66. describes in detail the architecture of the ResNet50 network, which has 50 

convolutional layers overall.  

 

 

 
Figure 6: ResNet50 architecture 

 

Convolutional networks provide state of the art accuracy for high-dimensional 

classification and regressions problems in image classification [68], speech recognition 

[69], natural language processing [70], time-series classification and forecasting [71] and 

many other domains. They achieve this by progressively contracting the high-dimensional 

sample space and linearizing transformations along which the label f(x) of the data of the 

same class remains nearly constant [72]. This helps them to preserve the separation 
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between different label classes. To linearize deformations and preserve separability, the 

variations of the signal x are separated at different scales using multiscale filter 

convolutions. The filter weights are optimized using the gradient descent algorithm. All 

the operations within a CNN can be expressed as 𝑃(𝜌(𝑥 ∗ 𝑤)), where, 

• x is the input signal, w is the filter and * is the convolution operator 

• ρ is a non-linearity 

– hyperbolic tangent: 𝜌(𝑥) = 𝑒𝑥 − 𝑒−𝑥

𝑒𝑥 + 𝑒−𝑥⁄  

– rectified linear unit: 𝜌(𝑥) = max(0, 𝑥) 

– modulus: 𝜌(𝑥) = |𝑥| 

• P is the pooling operator: Max, averaging or sub-sampling 

In summary, CNNs progressively compute more powerful invariants as their depth 

increases [73] by iterating on linear operators that filter and linearly combine different 

channels in each layer. The linear combinations are followed by non-linearities and pooling 

operators that build invariant representations of the signal in every layer [72]. 

However, there is no systematic procedure for the design of CNN architectures and 

often involves an exhausting trial-and-error process [74] to achieve the best results for a 

particular dataset. Another big drawback of CNNs is their lack of interpretability because 

of their black-box nature that simply maps the given input to a classification output [75]. 

As a result, it becomes difficult to trust these networks in domains where transparency and 

reliability are of the utmost priority, for example, safety-critical applications. 

Interpretability not only encourages understanding of a model, but a lack of it increases 

susceptibility to malicious attacks [76]. These limitations notwithstanding, deep neural 
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networks are the closest we have come to mimicking and even surpassing human 

performance on vision and auditory tasks.  

5.2 Wavelets 

In an effort to create interpretable networks that mimic human performance on 

vision and auditory tasks, some researchers vouch for the usage of wavelet transform based 

methods as wavelets are an approximation of the response of the human visual cortex and 

cochlea to stimuli [77], [78].  For example, the wavelet transform renders a time-domain 

signal to the time-frequency plane having a decreasing frequency resolution with 

increasing frequency, which is similar to the human cochlear response.  

A wavelet is a time-limited waveform that has a non-zero norm and zero average 

value. Often signals are piecewise smooth but have momentary transients, for example, 

edges in images, transients caused by rapid change in economic conditions in financial time 

series. The Fourier basis is not suited for sparse representation of these piecewise regular 

signals and images, which include transient behavior as sinusoids have infinite duration 

and would require sine waves of various frequencies for representation. Wavelets being 

irregular and of limited time, require breaking up of a signal into a limited number of 

variations (shifted and scaled) of the original wavelet 
1

√𝑠
𝜓(

𝑡−𝑢

𝑠
). The scale parameter 𝑠 

parameter is inversely proportional to the frequency. A small scale 𝑠 leads to a compressed 

wavelet, which is ideal for high-frequency signals with rapidly changing details. A long 

scale 𝑠 leads to a stretched wavelet, which is ideal for slowly changing signals with coarse 

features; i.e., a low-frequency signal. This increases the flexibility of the time-frequency 

analysis. The wavelet transform (9) has scale-varying basis functions.  
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 𝑊𝑓(𝑢, 𝑠) = ∫ 𝑓(𝑡)
1

√𝑠
𝜓 (

𝑡 − 𝑢

𝑠
) 𝑑𝑡

∞

−∞

 (9) 

 

The continuous wavelet transform (CWT) (10) compares a signal with shifted and 

scaled versions of the mother wavelet.  

 𝜓(𝑢, 𝑠) =
1

2
𝑗
𝑣

𝜓 (
𝑡 − 𝑚

2
𝑗
𝑣

) (10) 

 

Here, 𝑣 is the number of voices per octave as it requires 𝑣 intermediate scales to 

increase the scale by an octave. Common values for 𝑣 are 10,12,14,16, and 32, with larger 

values resulting in a finer discretization of the scale parameter, s and an increase in the 

amount of computation required. 

The discrete wavelet transform has a much coarser discretization of the scale 

parameter such that the number of voices per octave is always one i.e., the scale parameter 

is always discretized to integer powers of 2. Depending on the translation parameter 

discretization, there are two broad types of DWT,  

1) Decimated DWT (11):  The translation parameter is always proportional to the 

scale, i.e., at scale, 2𝑗, the translation parameter is 2𝑗𝑚 where 𝑚 is a non-negative 

integer.  

 𝜓(𝑢, 𝑠) =
1

√2𝑗
𝜓 (

𝑡 − 2𝑗𝑚

2𝑗
)  (11) 

 

2) Non-decimated DWT (12): The scale parameter is still restricted to powers of two, 

but like in the case of the CWT, the translation parameter is an integer independent 

of the scale parameter. 
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 𝜓(𝑢, 𝑠) =
1

√2𝑗
𝜓 (

𝑡 − 𝑚

2𝑗
) (12) 

 

The different types of wavelet transforms have different characteristics (Table 6) 

and hence different applications.  

Table 6: Comparison of different types of wavelet transforms 

Characteristics CWT 

Decimated 

DWT 

Non-Decimated 

DWT 

Representation Highly redundant Sparse 

Moderately 

redundant 

Transform 

Frames (linearly 

dependent) 

Orthonormal 

Frames (linearly 

dependent) 

Translation 

Invariance 

Yes No Yes 

Applications 

Detailed time-

frequency analysis 

Compression, 

denoising, signal 

transmission 

Classification 

 

In summary, the wavelet transform is a collection of bandpass filters with 

progressively broader bandwidths at higher frequencies. Since by using different scale 

values, the signal is analyzed by a range of window durations, both rapidly varying signals 

(e.g., transients) and slow-moving signals are effectively analyzed. In the case of image 
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processing, the multiscale analysis preserves both the global features (coarse resolution) 

and the finer details (high resolution) of an image. 

5.3 Second Generation Wavelets  

The classical wavelet transform, also called the first-generation wavelet transform, 

is realized through the translation and expansion of the mother wavelet function. Designing 

new first-generation wavelets requires expertise in Fourier analysis. The second-generation 

wavelet transform does not have these restrictions, as it is uses time-domain construction 

by exploiting the correlation inherent in signals. The second-generation wavelet transform 

requires less computation cost and hence is ideal for implementation in a deep neural 

network. A typical lifting scheme consists of the following phases (Figure 7). 

1. Split: Let 𝑥(𝑛) be an original signal. In this step, 𝑥(𝑛) is divided into two subsets: the 

even subset 𝑥𝑒(𝑛) and odd subset 𝑥𝑜(𝑛). The subsets are correlated according to the 

correlation structure of the original signal. 

 𝑥𝑒(𝑛) = 𝑥(2𝑛) (13) 

 𝑥𝑜(𝑛) = 𝑥(2𝑛 + 1) (14) 

   

2. Predict: The odd coefficients 𝑥𝑜(𝑛) are predicted from the neighboring even 

coefficients 𝑥𝑒(𝑛), and the prediction differences 𝑑(𝑛) are defined as the detail signal, 

 𝑑(𝑛) = 𝑥𝑜(𝑛) − 𝑃(𝑥𝑒(𝑛)) (15) 

 

where 𝑃 = [𝑝(1), ⋯ ⋯ , 𝑝(𝑁)]𝑇 is the prediction operator. 

3. Update: Coarse approximation 𝑐(𝑛) to the original signal is created by combining the 

even coefficients and the linear combination of the prediction differences  
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 𝑐(𝑛) = 𝑥𝑒(𝑛) + 𝑈(𝑑(𝑛)) (16) 

 

where 𝑈 = [𝑢(1), ⋯ ⋯ , 𝑢(𝑁)]𝑇 is the update operator. By iterating on the approximation 

signal 𝑐(𝑛) using the three steps, the approximation and the detail signal are obtained at 

different levels.  

 

Figure 7. Lifting Scheme 

The Predict (P) and the Update (U) operators of the SGWT correspond to the wavelets and 

scaling functions of the traditional wavelets, and can be converted using Claypoole’s 

algorithm [79]. The interpretability of SGWT is the same as the interpretability of 

traditional or first-generation wavelet transform (FGWT), as SGWT is a way to learn 

wavelets from the data. The variation of filter weights that make up the Predict (P) and the 

Update (U) operators results in wavelets of different shapes, which can be used to elucidate 

different features from the input signal.  

 

5.3 Wavelet Scattering Networks (WSNs) 

Mallat [66] proposed WSNs (Figure 8) as a first step in understanding the success 

of CNNs. A wavelet scattering network computes a translation-invariant signal 

representation and preserves high-frequency information for classification. It is a cascade 

(tree) of convolutions between wavelet transforms and non-linear modulus and averaging 
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operators. The high frequencies lost by the averaging are recovered as wavelet coefficients 

in the next layers, which explains the importance of using a multilayer network structure.  

A scattering transform builds invariant, stable, and informative signal 

representations for classification. It is computed by scattering the signal information along 

multiple paths, with a cascade of wavelet modulus operators implemented in a deep 

convolutional network. It is stable to deformations, which makes it particularly useful for 

image, audio, and texture discrimination.  

The scattering network features translation invariant due to the averaging of the 

signal 𝑥(𝑡) with a low pass filter 𝜙(𝑡). Linearization of small deformations is achieved by 

separating the variations of 𝑥(𝑡) at different scales with wavelets 𝜓𝜆(𝑡). High-frequency 

information lost during averaging is recovered using cascaded operations. Iteration on 

scattering operator 𝑈𝑥(𝑡) = {𝑥(𝑡)⁕𝜙(𝑡), |𝑥(𝑡)⁕𝜓𝜆(𝑡)|}𝜆, gives the scattering coefficients 

S𝑥(𝑡) =  𝑈𝑥(𝑡)⁕𝜙(𝑡). For any path 𝑝 =  (𝜆1, 𝜆2, . . . , 𝜆𝑚) of order 𝑚, the scattering 

operator is given by 𝑆[𝑝]𝑥(𝑡) = ||𝑥(𝑡)⁕𝜓𝜆1(𝑡)|⁕𝜓𝜆2(𝑡)| … |⁕𝜓𝜆𝑚(𝑡)|⁕𝜙(𝑡) 

The number of scattering coefficients of order 1 is Q log N, and those of order 2 

are 
(Q log N)2

2
⁄ , where Q is the number of wavelet filters per octave, and N is the length 

of the signal x.  
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Figure 8: Wavelet Scattering Network 

       As opposed to most convolution networks, a scattering network outputs coefficients 

at all layers, not just the last layer. A second distinction is that filters are not learned from 

data but are predefined wavelets. Thus, the filters retain their physical meaning, which 

cannot be said of the filters that are developed through the learning process in a typical 

convolution neural network.  

       In summary, operations in both CNNs and Wavelet Scattering Networks can be 

represented as 𝑃(𝜌(𝑥 ∗ 𝑤)), where 𝑥 is the input, 𝑤 is the filter weight, 𝜌 is the 

nonlinearity, and P is the pooling operator [80]. In CNNs, the weights w are weights of 

learned filters while in WSNs, the weights 𝑤 are the weights of the fixed wavelet filters.  

       Scattering networks provide state-of-the-art classification accuracies on simple to 

moderately complex datasets, such as digits in MNIST dataset [81], textures in CUReT 

dataset [66] or musical genre and environmental sound classification [82]. However, for 

extremely complex datasets such as ImageNet [83] or TIMIT Acoustic-Phonetic 

Continuous Speech Corpus [84], deep convolutional networks are still more accurate than 

scattering networks. As a result, researchers have combined scattering networks with deep 

convolution networks to achieve state-of-the-art or nearly state-of-the-art performance on 
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extremely complex datasets. These approaches [85], [86] involve using the scattering 

coefficients as input to a deep neural network, and their most significant advantage over a 

purely deep neural network application is that it results in a simpler deep neural network, 

i.e., fewer parameters have to be learned by the gradient descent algorithm. However, due 

to the black-box nature of deep neural networks, the interpretability advantage of scattering 

networks is lost. Hence, an effort is made to improve the performance of scattering 

networks without combining them with deep neural networks to retain the interpretability.  

There is neurophysiological evidence [87] of parallel processing streams that 

capture spectral and temporal dynamics of the signal at various resolutions in humans. 

Analogously, deep neural networks learn filters of different sizes across their networks; for 

example, ResNet50 [49] learns 26,432 filters of different sizes across 50 convolutional 

layers. In contrast, scattering networks usually have a single wavelet, usually Morlet 

wavelet, to capture signal dynamics. As a result, the wavelets in the wavelet scattering 

networks are made learnable using second-generation wavelet transform. As a result, the 

structure in Figure 9 can be used to learn time–frequency representations from the data. 

The optimization of the lifting scheme’s Update (U) and Predict (P) operators used to learn 

the second-generation wavelets is accomplished in two different ways in this research,  

1. For Fault Diagnosis: Genetic Algorithm in the Learnable Wavelet Scattering 

Network (LWSN). 

2. For Fault Diagnosis + Parametric Estimation: Gradient Descent and 

backpropagation in the WavePHM Network. 
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5.4 Learnable Wavelet Scattering Network (LWSN) 

Learnable wavelet scattering networks are developed using the genetic-algorithm-

based optimization of second-generation wavelet transform operators. Support vector 

machines (SVMs) are used as classifiers for the features learned by the LWSN.  

The GA [88] mimics the theory of natural selection. As in the case with evolution, 

a population consists of individuals which reproduce to create the next generation. This 

reproduction involves the combination of genetic material from parents to create an 

offspring. Each subsequent generation will be created by parent individuals by combining 

their genes. The selection of parents (individuals) to combine is based on their fitness, and 

the fitness of an individual is based on the fitness function. A total of 10% of the individuals 

with the best fitness move on to the next generation. This mechanism is called elitism, and 

the percentage of the elite individuals can be changed. The remaining individuals take part 

in crossover, where the genes of two individuals (parents) are combined to create the genes 

of the individual of the next generation (child). Crossover is carried out until the required 

number of individuals (children) is created in the next generation. Analogous to mutation 

in natural reproduction, random changes are added to the genes of a fraction of the children 

created. This helps to avoid getting stuck in the local minima of the optimization of the 

fitness function. The process repeats for the new generation and the subsequent generations 

until the predefined maximum number of generations is reached or there is no improvement 

in the fitness in consecutive generations. 

SVM is based on the concept of finding decision planes or hyperplanes that 

maximize the separation between classes. If the classes are not linearly separable, a kernel 

trick is used to map the data into higher dimensions in an effort to separate them. To find 
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the support vectors and hence construct an optimal hyperplane, the following optimization 

problem [89] is solved:  

 
𝑚𝑖𝑛 𝜙(𝑤) =

1

2
‖𝑤‖2 + 𝐶 ∑ 𝜉𝑖

𝑁

𝑖=1

 

𝑠. 𝑡.         𝑦𝑖(𝑤𝑇𝜙(𝑥𝑖) + 𝑏) ≥ 1 −  𝜉𝑖 

(17) 

 

Where 𝐶 is the penalty parameter to guard against overfitting, and 𝜉𝑖 are the slack 

variables introduced to handle inseparable data. The input data consists of 𝑥𝑖 and 𝑦𝑖, which 

are the independent and the dependent variable (class label), respectively. The kernel 

function 𝜙 transforms the input data 𝑥𝑖 into higher dimensions. 

 

The implementation of the fault diagnosis scheme using LWSN is depicted in 

Figure 9. Firstly, a dataset of signals when the circuit components are degrading is obtained 

via simulation or experimentation. This dataset is randomly split into a training dataset 

[𝑋𝑇𝑟𝑎𝑖𝑛, 𝑌𝑇𝑟𝑎𝑖𝑛] and a testing dataset [𝑋𝑇𝑒𝑠𝑡, 𝑌𝑇𝑒𝑠𝑡], where 𝑋𝑇𝑟𝑎𝑖𝑛 and 𝑋𝑡𝑒𝑠𝑡 

represent the circuit output signals in the training and the testing dataset, respectively, and 

𝑌𝑇𝑟𝑎𝑖𝑛 and 𝑌𝑇𝑒𝑠𝑡 represent the corresponding labels (degrading components). A subset 

of signals (30%), 𝑋𝑇𝑟𝑎𝑖𝑛′, is randomly selected from the entire training dataset to be used 

with the GA. This is done to prevent overfitting to the training dataset and to reduce the 

time taken for GA optimization. The fitness function used is the Davies–Bouldin (DB) 

index [90], as it considers the ratio of within-class and between-class distances. As a result, 

the minimization of the DB index leads to maximum separation between the classes. The 

GA is used to optimize the Predict and Update operators of the SGWT, such that the DB 

index is minimized. The genes in each individual in the GA are the coefficients for the P 

and U operators that need to be optimized by the GA. The P and U operators are assumed 
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to be of length 8; hence, the number of genes in each individual is 16. Other 

hyperparameters chosen for the GA include population size: 100, elite count: 10%, 

crossover fraction: 90%, mutation rate: 5%, and the stopping criterion of the GA is when 

there is no appreciable improvement in the fitness function for 30 consecutive generations. 

The feature space (𝑋𝑇𝑟𝑎𝑖𝑛𝑀𝑜𝑑) created by the LWSN, with the optimized P and U 

operators, is classified using the SVM as the classifier. Since SVM hyperparameter 

optimization is not the focus of this research, the hyperparameter optimization was carried 

out using built-in MATLAB functions. 

 

 

Figure 9: Fault Diagnosis Methodology using LWSN 
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5.5 WavePHMNet 

To improve the classification performance of wavelet scattering network without 

sacrificing interpretability through combination with deep learning networks, learnability 

is introduced into the wavelet scattering network by learning wavelets within a neural 

network, i.e. using the backpropagation algortihm. As a result, wavelet estimation and 

classification is carried out simultaneously within the same network, WavePHMNet 

(Figure 10). WavePHMNet is completely wavelet-based, and the wavelets are learned in 

an end-to-end form across the network. Additionally, through the usage of both a 

classification and a regression layer, we can achieve fault diagnosis and parametric 

estimation (which is used for fault prognosis) with the same network. 

Applying lifting scheme requires the estimation of the predict (P) and the update 

operators (U). The estimation is carried out within the WavePHMNet using the 

backpropagation algorithm, while minimizing the cross-entropy loss function for the fault 

diagnosis problem. Automatic differentiation [91] is used for gradient descent as it allows 

for training of complex deep learning models without needing to compute derivatives 

manually for optimization.   

The WavePHMNet has the following advantages, (1) The learned filter in the 

network is in the form of a wavelet, and hence, in contrast to the black-box nature of deep 

neural networks and their learned random filters, the developed network elucidates the best 

wavelet filter that describes the data, (2) Since the wavelets are learnt within the confines 

of scattering theory, the network has a fixed structure, thereby eliminating the trial-and-

error process of creating deep neural networks, and (3) The network can be simultaneously 

used for both fault diagnosis and parametric estimation and hence there is no requirement 
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of developing different models or networks. Table 7 provides a comparison of the networks 

discussed in this chapter. Learning different wavelets from the fault data within 

WavePHMNet, results in wavelets of different shapes (which results in bandpass filters of 

different bandwidths and center frequencies, when they are dilated and translated 

respectively). 

The procedure for training the WavePHMNet for fault diagnosis and parametric 

estimation is summarized in Algorithm 1. 

 

Algorithm 1:  

1. Data preprocessing: Z score normalization 

2. Model training: Input: One dimensional training dataset of circuit output 

voltage, 𝑿𝑻𝑹𝑨𝑰𝑵 = [𝒙𝟏, 𝒙𝟐, … , 𝒙𝒏] with fault labels 𝒀𝑻𝑹𝑨𝑰𝑵 = [𝑦1, 𝑦2, … , 𝑦𝑛], and 

𝒁𝑻𝑹𝑨𝑰𝑵 = [𝒛𝟏, 𝒛𝟐, … , 𝒛𝒏]. Where n = Number of training instances, 𝒙𝒊 is training 

instance 𝑖 of length 1024 with label 𝑦𝑖 and 𝒛𝒊, where 𝒛𝒊 is the vector of the values 

of the parameters. The labels 𝒀 ∈ [1, … , c], where c is the number of fault classes 

(critical single faults and double faults). 

3. Train WavePHMNet with the dataset 𝑿𝑻𝑹𝑨𝑰𝑵 and labels 𝒀𝑻𝑹𝑨𝑰𝑵 with the 

Regression layer frozen for 1000 Epochs. 

4. Use Backpropagation algorithm to update model weights through automatic 

differentiation for optimization of the Predict and Update Operators. 

5. Freeze the SoftMax layer and the Classification layer, unfreeze the Regression 

layer, and Train WavePHMNet with the dataset 𝑿𝑻𝑹𝑨𝑰𝑵 and labels 𝒁𝑻𝑹𝑨𝑰𝑵 for 

1000 Epochs. 



47 

 

6. Model result: Input: Testing dataset 𝑿𝑻𝑬𝑺𝑻 of the machine. Output: Predicted 

Fault label 𝒀𝑷𝑹𝑬𝑫 and parametric values 𝒁𝑷𝑹𝑬𝑫. 

 

Figure 10: WavePHMNet Network Structure 

 

The 1024 signal length waveform does put a limit on the length of the learned 

wavelets. However, the length of the learned wavelets in the WavePHMNet is 32. The 

1024 signal length is not a strict requirement. If the under sampling of the circuit output 

leads to a severe loss of information for signal length 1024, signal lengths like 2048 or 

higher can also be considered. 

 

 

 

Table 7. Comparison of Networks 
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Networks 

Learnable 

Wavelet 

Scattering 

Networks 

WavePHMNet 

Network 
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Fixed wavelet 

type and 

coefficients 

(not learnt 

from data) 

Wavelet type 

and 

coefficients 

learnt from 

data 

Wavelet type 
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learnt from data 

Features 

Output at 

Last layer Every layer Every layer Every layer 

Number of 

Layers 

Variable number of 

hidden 

(convolutional) 

layers 

Two layers 

(typically) of 

fixed wavelets 

Two layers 

of learned 

wavelets 

Two layers of 

learned wavelets 

Nonlinearity 

Modulus/Rectified 

Linear 

Unit/Hyperbolic 

Tangent etc. 

Modulus Modulus Modulus 

Pooling 

Max/Averaging 

etc. 

Averaging Averaging Averaging 
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Learning 

Algorithm 

Gradient Descent 

and 

Backpropagation 

NA 

Lifting 

method and 

Genetic 

Algorithm 

Lifting method, 

Gradient 

Descent and 

Backpropagation 

Classifier SoftMax SVM SVM SoftMax 

Application 

Fault diagnosis + 

Parametric 

estimation 

Fault 

diagnosis 

Fault 

diagnosis 

Fault diagnosis + 

Parametric 

estimation 

 

5.6 WavePHMNet Interpretability 

The first-order scattering coefficients coincide with the Mel-spectrogram [66]. The 

Mel scale is based on human perception of pitch in sounds and is a non-linear 

transformation of frequency scale. The Mel-spectrogram is frequently used for speech 

classification and audio classification tasks. The interpretation of the second order-

scattering coefficients is not as straightforward. Scattering networks perform recursive 

interferometry [92] by mapping signal high frequencies to lower frequencies, with a 

cascade of wavelet transforms and modulus operators. This yields a progressively more 

invariant representation through “interferences of interferences”.  

Convolution Neural networks are very complex, and their decisions are hard to 

interpret because of their black-box nature. The Local Interpretable Model-Agnostic 

Explanations (LIME) technique is one of the techniques used for interpretation as it 
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approximates the behavior of a deep neural network using a simpler, more interpretable 

model, such as a regression tree. Interpreting the decisions of this simpler model provides 

insight into the decisions of the neural network [93]. The simple model is used to determine 

the importance of features of the input data, as a proxy for the importance of the features 

to the deep neural network. When a particular feature is very important to a deep network's 

classification decision, removing that feature significantly affects the classification score. 

That feature is therefore important to the simple model too. LIME provides qualitative 

understanding between the input features and the response.  

In this work LIME is used to estimate the importance of the wavelet features learnt 

by the WavePHMNet. The features learnt by the WavePHMNet are interpreted using LIME 

(Figure 11) by implementing Algorithm 2. The results of this interpretation along with the 

fault diagnosis and parametric estimation performance of WavePHMNet and the fault 

diagnosis performance of LWSN are detailed in Chapter 7 for different circuits.  

 

Figure 11. WavePHMNet Interpretability using LIME 
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Algorithm 2:  

1. Extract features from trained WavePHMNet 

2. Train 𝑐 regression trees with predictors: extracted features from trained 

WavePHMNet, and labels: 𝒁 = [𝑧1, 𝑧2, … , 𝑧𝑛], where n = number of training 

instances and 𝑐 = number of fault classes. For example, for a regression tree for 

fault class F1 of Circuit A i.e. 𝑅1,  𝒁 =

[1.295kΩ , … ,4.662kΩ, 5.698kΩ , … ,9.065kΩ] 

3. Obtain an estimate 𝒁̂ of the parametric values in 𝒁 using the regression tree. 

4. Estimate feature importance of the features of the regression tree using LIME. 

5. Extract the WavePHMNet filter and its center frequency responsible for creating 

the most important feature of the regression tree. 

As a result, even though the WavePHMNet is trained with time domain fault 

signals, we get insight into the dominant frequency of the circuit while different 

components are degrading. The interpretability of WavePHMNet is demonstrated using 

only the center frequency of the learnt wavelet in this research, however, the shape of the 

learnt wavelet can be also used for interpretability analysis. 
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Chapter 6:  Screening Experiments 

The DOE step in the flowchart in Figure.2 can be expanded to show two options – 

(a) without screening experiment, and (b) with screening experiment, as shown in Figure 

12. Screening experiments identify at minimum cost (experimental or simulation) possible, 

the few factors having substantive effect on the system response. Emphasis is placed on 

identifying the most important factors with as few experiments/simulations as possible, 

referred to as screening.  

 

Figure 12. DOE step expansion (a) without screening experiment and (b) with screening 

experiment 

The impact of the use of a screening experiment on the number of simulations 

required to determine critical single and double faults is shown in Figure 13. The screening 

experiment used in this demonstration is the supersaturated design. For example, for a 

circuit of 𝑚 = 500 components, the determination of critical single faults and double faults 

without the use of screening experiments would require 125,251 simulations but require 

just 31,625 simulations using screening experiments (supersaturated design). As the 

number of circuit components increases beyond 100, the number of simulations required 

to determine critical single and double faults becomes substantially lower for DOE option 

(b) with screening experiment, as compared to DOE option (a) without screening 

experiment.  
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Figure 13. Number of simulations required for determining critical single and double 

faults for DOE option (a) without screening experiment, DOE option (b) with screening 

experiment, and full factorial design. 

Traditional design of experiment techniques are also called as simultaneous or pre-

planned experiments. Sequential experiments, on the other hand, are ones in which the 

experiments (factor combinations to be studied) are selected to be conducted based on the 

results of previous experiments. This strategy tries to ensure that the experimental budget 

is only spent on promising factors and not on factors in a pre-planned experimental design 

that might not be promising. This chapter reviews different design of experiment 

techniques for conducting screening experiments – both simultaneous and sequential. Also 

reviewed are designs originally developed for physical experimentation and those 

developed for computer experiments. Advantages and disadvantages of various designs for 

use as screening experiments are highlighted along with their comparative screening 

performance for Circuit B (Biquad lowpass filter).  
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6.1 Introduction 

The goal of design of screening experiments is to identify, at minimum cost 

(experimental or simulation), the few factors having substantive effect on the system 

response. Experimentation is often very expensive, and a strong emphasis is placed on 

identifying the most important factors with as few experiments/simulations as possible, 

referred to as screening. Screening experiments assume that most of the system’s variation 

is driven by a small subset of the main effects of the factors, also called effect sparsity. 

However, finding this subset is a difficult task. Even when researchers are encouraged to 

use expert knowledge to whittle down the number of potential factors, they may still be left 

with a number much greater than the number of budgeted experiments.   

As a result, efficient screening experiments are required to ascertain the active 

variables as thriftily as possible. This can be achieved through carefully choosing 

experiment type, experiment size and the experimental levels for the input variable to be 

run in the experiment. Each run describes the experimental conditions for an evaluation of 

the numerical/simulation model or the experimental conditions required to bring about an 

observation of the physical process. Once the set of experiments described by the 

experimental matrix are executed, the response vector is analyzed to determine factors that 

are significant statistically. Screening experiments are usually carried out to identify the 

few active factors. Further experimentation on the active factors is required to construct a 

metamodel or surrogate model of the system under study.  

The most common form of surrogate models for approximating the system response 

observation 𝑌𝑖, with applications across various diverse fields [94]  has the form, 

 𝑌𝑖 =  𝛽0 + ∑ 𝑥𝑖𝑗𝛽𝑗

𝑚

𝑗=1
+ 𝐸𝑖 

(18) 
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where 𝛽0 is the intercept, 𝛽𝑗 is the main effect of factor j, and 𝐸𝑖 is a random error term 

with mean 0 and constant variance σ2, and 𝑥𝑖𝑗 is part of the design of experiments matrix 

𝑋. In matrix form, (19) can be expressed as, 

 𝑌 = 𝑋𝛽 + 𝐸 (19) 

 

where 𝛽 = (𝛽0, … , 𝛽𝑚−1)𝑇is the vector of regression coefficients, and 𝑌 is a 𝑛 × 1 

response vector (or matrix, in the case of multiple responses) obtained by conducting the 

experiments in the matrix 𝑋. In many screening experiments, each input variable 𝑥𝑖 is 

studied at two levels, coded as +1 for the “high” level and  −1 for the “low” level 

respectively. The goal is to identify variables that have a significant main effect, defined as 

the difference between the average responses for all instances where the factor 𝑥𝑖 in the 

experimental matrix 𝑋 is at the high level and the average responses for all instances where 

the factor 𝑥𝑖 in the experimental matrix 𝑋 is at the low level. If this difference is large for 

a factor 𝑥𝑖, the corresponding 𝛽𝑖 is large. If 𝑛 + 1 ≥ 𝑚, 𝛽 is estimated using the ordinary 

least squares estimator,  

 𝛽̂ = (𝑋𝑇𝑋)−1𝑋𝑇𝑌 
(20) 

 

This screening strategy is realized using experimental designs called main effect 

plans (MEPs). These designs are reliant on the principle of strong (strict) effect heredity 

[95], which states that interactions or other nonlinearities can only be significant if they 

involve factors that have statistically significant main effects. Main effect plans where 𝑚 +

1 = 𝑛 are called saturated designs because they allow estimation of all main effects but 
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leave no degrees of freedom to estimate the variance.  Once 𝑚 >  𝑛 − 1 we can no longer 

estimate all main effects using the usual ordinary least squares estimator 𝛽̂ = (𝑋𝑇𝑋)−1𝑋𝑇𝑌 

since 𝑋𝑇𝑋 is singular regardless of the chosen 𝑋. Such designs are called supersaturated 

designs (SSD) and are elaborated upon in section 6.2.4.  

The principle of effect hierarchy [63] states that a system’s response is dominated 

by main effects and two-factor interactions, as opposed to higher-order effects. Main effects 

and two-variable interactions are usually estimated via the following response surface 

surrogate model, 

 𝑌 =  𝛽0 + ∑ 𝑥𝑗𝛽𝑗

𝑚

𝑗=1
+ ∑ ∑ 𝑥𝑗𝑘𝛽𝑗𝑘

𝑚

𝑘=1

𝑚

𝑗=1
+ 𝐸 (21) 

 

If there are enough degrees of freedom, the main effects and interactions can be estimated 

using least squares using designs in section 6.2.  

Screening designs rely on a surrogate model for identifying significant factors, 

which is a valid approach until the surrogate model is a good approximation of the system 

complexity. The elementary effects method [96] is a screening technique does not rely on 

a surrogate model. For the 𝑖th factor, the elementary effect for a combination of input values 

𝑥0, is an approximation to the derivative of 𝑌(𝑥0) in the direction of the 𝑖th input variable. 

The elementary effect for factor 𝑥𝑖 is defined as,  

 

 

𝐸𝐸𝑖(𝑥0) =  
𝑌(𝑥0 + ∆𝑒𝑖𝑑) − 𝑌(𝑥0)

∆
 

𝑖 = 1, … , 𝑚 

 

(22) 
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where 𝑒𝑖𝑑 is the 𝑖th unit vector of length 𝑚 (the 𝑖th column of the 𝑚 ×  𝑚 identity matrix) 

and 𝛥 >  0 is a given constant such that 𝑥 + ∆𝑒𝑖𝑑. Repeated random draws of 𝑥0 enable 

an empirical, model-free distribution for the elementary effect of the 𝑖th variable to be 

estimated and is elaborated upon in section 6.2.7.  

In a sequential design approach, experimental runs are avoided by omitting regions 

of ‘low interest’ during the experimentation. A sequential design is one in which the 

experiments (factor combinations to be studied) are selected to be conducted based on the 

results of previous experiments. Therefore, with progression of the experiment, insights 

about factor effects are acquired and are used to select the next experiment (factor 

combination). This strategy ensures that the experimental budget is only spent on 

promising factors and not on factors in a pre-planned experimental design that might not 

be promising. Sequential bifurcation [97] is the most commonly used sequential 

experimental design and will be elaborated upon in section 6.2.8.  
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6.2 Technical Background 

This section contains details about the different designed experiments reviewed.  

Strengths and weaknesses of various designs are also highlighted. These designs include, 

full-factorial designs, fractional-factorial designs, Plackett-Burman designs, supersaturated 

designs, space-filling designs, definitive screening designs, one-factor-at-a-time designs, 

and sequential bifurcation. 

6.2.1 Full-factorial design 

In a full factorial design, experiments are run at every combination of the factor 

levels. The number of experimental runs required is 𝑙𝑒𝑣𝑚 where the experiment consists 

of 𝑚 factors at 𝑙𝑒𝑣 levels each. They enable the estimation of not just main effects and 

two-factor interactions, but also all interactions up to 𝑚-factor interactions. Full factorial 

designs are the most comprehensive of all design types. Unfortunately, because the sample 

size grows exponentially with the number of factors, they are often too expensive to run. 

As a result, they are not used as screening designs. However, they can be considered as the 

gold standard for experimentation and the performance of screening designs is compared 

against them for the detection of significant factors in this chapter.  

6.2.2 Fractional-factorial design 

Due to the infeasibility of conducting a 2𝑚 full factorial design, 1 2𝑞⁄  fractions of 

them called fractional factorial designs (2𝑚−𝑞) designs [63] (1 ≤  𝑞 <  𝑑 is integer) are 

often conducted. As all combinations of factor levels are not conducted, not every 

individual main effect and interactions can be estimated without bias. However, 2𝑚−𝑞 

linear combinations of the factorial effects can be estimated. Two factorial effects that occur 
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in the same linear combination cannot be independently estimated and are said to be 

aliased. The designs are constructed by choosing which factorial effects should be aliased 

together.  

Fractional factorial designs are classified according to their resolution as a 

resolution III, resolution IV or resolution V designs. The number of experimental runs 

required increases as we go from resolution III to resolution V, and hence the effect aliasing 

reduces. More specifically, 

• Resolution III: Some main effects are aliased with two-factor interactions.  

• Resolution IV: No main effects are aliased with two-factor interactions but some 

pairs of two-factor interactions are aliased together.  

• Resolution V: No main effects or two-factor interactions are aliased with any other 

main effects or two- factor interactions.  

Although resolution V designs provide the most unbiased estimation of all fractional-

factorial designs, they need too many runs for screening studies. Resolution III designs are 

most often used in screening experiments for estimating main-effects.  

6.2.3 Plackett-Burman design 

Plackett-Burman designs [98] are fractional factorial designs, also called saturated 

designs because the experimental factors 𝑚 can be studied in 𝑛 experimental runs, where 

𝑛 = 𝑚 + 1. Although, these designs are very efficient, in that they require, fewer 

experimental runs than fractional factorial designs, the aliasing structure is complex. Every 

main effect estimated using a Plackett-Burman design is partially aliased with every two-

factor interaction not involving itself.  
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6.2.4 Supersaturated design 

Supersaturated designs are the only experimental designs where the number of 

experimental runs required 𝑛 can actually be less than the number of factors to be studied 

in the experiment 𝑚.  Hence, they are the ideal design for screening experiments. SSDs 

should not be used for estimation or inference purposes but instead to find those active 

factors whose effects are much larger than the other factors, also called dominant factors 

[99]. According to existing methods for balanced supersaturated designs, (where each 

factor level is represented equally across the experiments), the largest supersaturated 

designs that can be constructed is of 12,328 factors in 24 experiments [99]. However, 

unbalanced supersaturated designs can theoretically be constructed for any combination of 

factors and experiments. Hence, they can be used for the sensitivity analysis of any circuit 

of any level of complexity.  

As 𝑚 >  𝑛 − 1 we can no longer estimate all main effects using the usual ordinary 

least squares estimator 𝛽̂ = (𝑋𝑇𝑋)−1𝑋𝑇𝑌 since 𝑋𝑇𝑋 is singular regardless of the chosen 

𝑋. Because of the underdetermined system of linear equations involved in a supersaturated 

design, constraints are added that encourage the resulting model to be sparse. Ridge 

regression (the 𝐿2 penalty) is often used to solve such problems, and is of the form 

𝑃(|𝛽𝑗|) = 𝛽𝑗
2. In this work, the LASSO (Least Absolute Shrinkage and Selection Operator) 

regression (the 𝐿1 penalty), method is used since it produces estimates exactly equal to 0 

for the insignificant factors, which is an objective factor selection property.  Hence, the 

factor effects β can be estimated using LASSO regression. 
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6.2.5 Definitive-screening design 

All the screening designs discussed so far focus on estimating main effects. 

Definitive screening designs offer advantages over these standard screening designs as they 

avoid aliasing of factor effects and can identify factors that have a nonlinear effect on the 

response. The main effects estimated through the definitive screening designs are not 

aliased with any two-factor interactions, which is only possible with fractional factorial 

designs of Resolution IV or higher. The shortcoming of previous designs are that the factors 

are usually set at only two levels (low and high). However, to estimate nonlinearity in the 

effect of a factor, we would need factors to be set at three levels (low, middle, and high). 

Definitive screening designs enable this aspect and hence are able to account for 

nonlinearity among factors. However, these advantages start to dilute with increasing 

number of active factors. Jones et.al. [100] proposed construction of definitive screening 

designs using coordinate exchange algorithm. Using the paper, these designs can be 

developed for 𝑚 factors in 𝑛 experiments, where 𝑛 = 2𝑚 + 1. 

6.2.6 Space-filling design 

Due to the inherent variability in conducting experiments, traditional design of 

experiments techniques involve randomization, replication, and blocking. However, circuit 

SPICE simulations are inherently deterministic, hence accounting for variability using 

aforementioned techniques is unnecessary. Space-filling designs are used for modeling 

deterministic systems where reducing the model bias is more important than reducing 

experimental variability. The model bias is the difference between the approximation of a 

system’s response and the true system response.  Space-filling designs try to minimize 

model bias by spreading out the design points as far from each other as possible within the 
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experimental boundaries, as opposed to traditional design of experiments techniques, 

where the design points are at the factor levels. The different types of space-filling designs 

are as follows:  

(a) Sphere packing design [101] maximizes the minimum distance between pairs of design 

points. 

(b) Uniform design [102] minimizes the discrepancy between the design points (which 

have an empirical distribution that approximates uniform) and theoretical uniform 

distribution.  

(c) Latin hypercube design [103] maximizes the minimum distance between design points 

under the restriction of even spacing of the levels of each factor. The Latin hypercube 

method is a compromise between the sphere-packing method and the uniform design 

method.  

(d) Minimum potential design spreads out points inside a sphere around the center.  

(e) Maximum entropy design [104] maximizes information contained in the distribution of 

a set of data.  

(f) Fast flexible filling design [105] forms clusters from random points in the design space. 

These clusters are used to choose design points according to an optimization criterion. 

For the same number of runs (simulations), space-filling designs provide higher 

coverage of the parametric space as compared to saturated and supersaturated designs. The 

number of simulations conducted in a space-filling design are such that all factor effects β 

involving main effects and interaction effects can be estimated i.e. the response surface 

surrogate model (23).   
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6.2.7 One-factor-at-a-time design 

As an alternative to traditional design of experiments usage including surrogate 

model estimation, Morris [96] suggested a model-free approach that uses the elementary 

effect (𝐸𝐸𝑖) (24) to measure the sensitivity of the response 𝑌 to a change in the 𝑖th variable. 

Each 𝐸𝐸𝑖 may be exactly or approximately (a) zero, implying a negligible influence of the 

𝑖th variable on 𝑌; (b) a non-zero constant, implying a linear, additive effect; (c) a non-

constant function of 𝑥𝑖, implying nonlinearity; or (d) a non-constant function of 𝑥𝑗  for 𝑗 ≠ 

𝑖, implying the presence of at least one interaction involving 𝑥𝑖. 

In practice, active variables are usually selected using data from a relatively small 

experiment and therefore it is not possible to reconstruct 𝐸𝐸𝑖(𝑥) as a continuous function 

of 𝑥. The use of r “trajectory vectors”, 𝑥1, . . . , 𝑥𝑟 , enables the following sensitivity indices 

to be defined for 𝑖 =  1, . . . , 𝑚. 

 𝜇𝑖 =
1

𝑟
∑ 𝐸𝐸𝑖(𝑥𝑗)

𝑟

𝑗=1

 (23) 

 𝜎𝑖 =  √∑
𝐸𝐸𝑖(𝑥𝑗) − 𝜇𝑖)2

𝑟 − 1

𝑟

𝑗=1

 (24) 

 

A large value of the mean 𝝁𝒊 suggests the 𝑖th input variable is active. Nonlinear and 

interaction effects are indicated by large values of 𝜎𝑖. Plots of the sensitivity indices may 

be used to decide which variables are active and, among these variables, which have 

complex (non-additive and non-linear) effects. An additional measure [106] of the 

individual effect of the 𝑖th variable proposed for avoiding the possible cancellation of 

elementary effects in (26) due to nonmonotonic variable effects, namely, 
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 𝜇𝑖
∗ =

1

𝑟
∑|𝐸𝐸𝑖(𝑥𝑗)|

𝑟

𝑗=1

 (25) 

 

Large values of both 𝜇𝑖 and 𝜇𝑖
∗ suggest that the 𝑖th variable is active and has a linear effect 

on 𝑌(𝑥); large values of 𝜇𝑖
∗ and small values of 𝜇𝑖 indicate cancellation in (25) and a 

nonlinear effect for the 𝑖th variable. These metrics are estimated using One-factor-at-a-time 

designs with trajectory vectors (replicates) >> 1, thus it requires a large number of 

experimental runs (simulations). 

 

6.2.8 Sequential bifurcation design 

Sequential bifurcation involves screening groups of variables and was developed 

originally for computer experiments [97],  with a large number of variables. The basic 

assumption behind sequential bifurcation is that the effect of each parameter i.e., 𝛽𝑖 is 

positive (or can be made positive by interchanging the variable levels) to avoid effects 

cancellation.  

Sequential bifurcation starts with one group of all the variables that is split into two 

equal groups progressively. This split is carried out based on the result of an initial 

experiment of just two runs: all variables set to the low levels and high levels. The set of 

variables that resulted in a higher output are further split and the process continues until 

singleton groups, containing critical variables have been identified.  

The most obvious disadvantage of this design is that each factor is assumed to have 

a positive effect or its effect can be made positive by interchanging the variable levels to 

avoid cancellation of effects. This is difficult to achieve in many practical experiments. 
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6.3 Comparison 

To evaluate the effectiveness of screening experiments for the 𝑚 input variables 

(corresponding to the 𝑚 parameters) i.e., 𝑥 = (𝑥1, … , 𝑥𝑚)𝑇, suppose 𝐴𝑇 ∈ {1, … , 𝑚} is the 

set of indices of the truly active variables (ground truth) and 𝐴𝑆 ∈ {1, … , 𝑚} consist of the 

indices of those variables selected as active through screening experiments. Then the 

following metrics are defined [94]:  

1. Sensitivity: The proportion of active variables that are successfully detected, 𝜙𝑆 =

|𝐴𝑆 ∩ 𝐴𝑇|
|𝐴𝑇|⁄ , where 𝜙𝑆 is defined as 1 when 𝐴𝑇 = ∅ 

2. False Discovery Rate: 𝜙𝑓𝑑𝑟 =
|𝐴𝑆 ∩ 𝐴𝑇

̅̅̅̅ |
|𝐴𝑆|⁄ , where 𝐴𝑇

̅̅̅̅  is the complement of 𝐴𝑇, 

the proportion of variables selected as active that are actually inactive and 𝜙𝑓𝑑𝑟 is 

defined as zero when 𝐴𝑆 = ∅ 

3. Type I error rate: 𝜙𝐼 =
|𝐴𝑆 ∩ 𝐴𝑇

̅̅̅̅ |
|𝐴𝑇
̅̅̅̅ |

⁄ , the proportion of inactive variables that are 

selected as active. 

As mentioned earlier, full-factorial design is considered as the gold standard for 

experimentation. For Circuit B (Biquad lowpass filter), the total number of components is 

12 (10 resistors and 2 capacitors), and because of the consideration of multiple parameters 

for capacitors, the total parameters under consideration is 16.  A full-factorial design for 

16 parameters requires 65,536 simulations to study all 16 parameters at all possible 

combinations. This provides a ground truth for the performance of screening designs for 

detection of significant factors. According to analysis of the full-factorial design 

simulations, the set of significant parameters are 𝐴𝑇 ∈

{𝑅1, 𝑅2, 𝑅3, 𝑅4, 𝑅5, 𝑅6, 𝑅8, 𝑅9, 𝑅10, 𝐶1, 𝐶2, 𝐶1𝐼𝑅 , 𝐶2𝐼𝑅} and hence the set of insignificant 
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parameters are 𝐴𝑇
̅̅̅̅ ∈ {𝑅7, 𝐶1𝐸𝑆𝑅 , 𝐶2𝐸𝑆𝑅}. The different designs discussed so far are used to 

arrive at the set 𝐴𝑆 of the circuit parameters that are deemed significant. The set 𝐴𝑆 is 

compared with the ground truth information set 𝐴𝑇 and the three metrics are reported for 

every design in Table 8. 
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Table 8. Screening Experiment Results for Circuit B 

Design Simulations Sensitivity 

False 

Discovery 

Rate 

Type I 

error Rate 

Full Factorial 65, 536 1 0 0 

Fractional Factorial 

32 0.3 0 0 

64 0.38 0 0 

128 0.46 0.14 0.33 

Plackett-Burman 24 0.07 0 0 

Supersaturated 

8 0.69 0.11 0.33 

12 0.84 0 0 

Definitive Screening 37 0.61 0 0 

Sphere Packing 160 0.84 0 0 

Latin Hypercube 160 0.69 0 0 

Uniform 160 0.69 0 0 

Minimum Potential 
160 0.69 0 0 

Maximum Entropy 
160 0.69 0 0 

Fast Flexible 
160 0.69 0 0 

Elementary Effects 
170 0.84 0.08 0.33 

Sequential Bifurcation 
10 0.69 0 0 

Literature: 𝐴𝑆 ∈
{𝑅1, 𝑅2, 𝑅3, 𝑅4 , 𝐶1, 𝐶2} 

NA 0.46 0 0 
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The following half-normal probability plots give a pictorial representation of the 

parameters deemed significant by some of the different designs implemented in this 

chapter. 

 
Figure 14. Half Normal Plot for Definitive Screening Design (Left) and Fractional 

Factorial Design (64 runs) (Right) 

 

 
Figure 15. Half Normal Plot for Space-filling Design (Sphere Packing) (Left) and Space-

filling Design (Latin Hypercube) (Right) 
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Figure 16. Half Normal Plot for Fractional Factorial Design (128 runs) (Left) and Space-

filling Design (Uniform) (Right) 

 

 

 

 
Figure 17. Half Normal Plot for Plackett Burman Design (Left) and Space-filling Design 

(Fast Flexible) (Right) 

 

6.4 Conclusion 

In practice, high sensitivity is often considered more important than a low type I 

error rate or false discovery rate because failure to detect an active input variable results in 

no further investigation of the variable and no exploitation of its effect on the output for 

purposes of optimization and control. In the case of circuit PHM, if a parameter is deemed 

insignificant it will not be accounted for during fault diagnosis and prognosis. As can be 

seen from Table 8, the supersaturated design, sphere packing space-filling design and 
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elementary effect analysis using Morris design were able to detect eleven out of the thirteen 

active parameters. However, the supersaturated design was able to do so using an order of 

magnitude fewer number of experimental runs (simulations) than the space-filling design 

and Morris design. The PHM literature on Circuit B (Biquad lowpass filter) only considers 

6 components for fault diagnosis (𝑅1, 𝑅2, 𝑅3, 𝑅4, 𝐶1, 𝐶2), and as a result, is not addressing 

many of the important components (and parameters) for PHM. 
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Chapter 7:  Results 

Five circuits are used to demonstrate the approach - Sallen-Key bandpass filter 

(Circuit A), Biquad lowpass filter (Circuit B) (these circuits are the circuits studied most 

often in the literature), a circuit of moderate complexity - Double-switch Forward 

Converter Circuit (Circuit C) and two circuits of severe complexity – an asymmetric pulse 

generator (Circuit D), and 64-bit Digital to Analog Convertor (Circuit E). The following 

subsections go into detail about the PHM application to the circuits using the developed 

approach.  

7.1 Circuit A: Sallen-Key band pass filter 

The Sallen–Key topology is a simple filter topology used to implement second-

order active filters and a subset of the voltage-controlled voltage-source (VCVS) filter 

topology. The SPICE model for the Sallen-Key band pass filter is shown in Figure 1818 

and its transfer function is 𝐻(𝑠) =

1

𝑅1𝐶1
(1+

𝑅5
𝑅4

)𝑠

𝑠2+(
1

𝑅1𝐶1
+

1

𝑅2𝐶1
+

1

𝑅2𝐶2
−

𝑅5
𝑅4𝑅3𝐶1

)𝑠+
𝑅1+𝑅3

𝑅1𝑅2𝑅3𝐶1𝐶2

 

 

Figure 18: Circuit A: Sallen-Key band pass filter 
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All seven passive components, and additional SPICE parameters for the capacitors 

are considered for fault diagnosis as opposed to other papers, where only four of the seven 

passive components are considered. The space-filling design from the flowchart in Figure 

2 is used to identify the critical double faults. The parametric fault ranges for the single and 

double faults considered are shown in Table 9. The fault data is generated as outlined in 

the section 4.3. The LWSN and WavePHMNet is trained using the training data and the 

performance on the testing data set is reported in Table 10 for fault diagnosis (classification 

accuracy) and parametric estimation (regression score). Also reported are the fault 

diagnosis accuracies of the original wavelet scattering network, the Gaussian-Bernoulli 

Deep Belief Network (GB-DBN) based approach [37], and the ResNet based approach [45] 

which is used for comparison.  
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Table 9. Nominal Values and Parametric Fault range of Sallen-Key Bandpass Filter 

parameters. 

Fault 

Class 

Fault 

Code 

Nominal 

Value 
Faulty Range 

Healthy F0 NA NA 

𝑅1 F1 5.18kΩ [1.295kΩ 4.662kΩ] and [5.698kΩ 9.065kΩ] 

𝑅2 F2 1kΩ [0.25kΩ 0.9kΩ] and [1.1kΩ 1.75kΩ] 

𝑅3 F3 2kΩ [0.5kΩ 1.8kΩ] and [2.2kΩ 3.5kΩ] 

𝑅4 F4 4kΩ [1kΩ 3.6kΩ] and [4.4kΩ 7kΩ] 

𝑅5 F5 4kΩ [1kΩ 3.6kΩ] and [4.4kΩ 7kΩ] 

𝐶1 F6 5nF [1.25nF 4.50nF] and [5.50nF 8.75nF] 

𝐶2 F7 5nF [1.25nF 4.50nF] and [5.50nF 8.75nF] 

𝐶1𝐼𝑅 F8 100MΩ [100MΩ 10Ω] 

𝐶2𝐼𝑅 F9 100MΩ [100MΩ 10Ω] 

𝐶2ESR F10 50Ω [50MΩ 5Ω] 

𝐶2ESR F11 50Ω [50MΩ 5Ω] 

𝑅3* 𝐶1 F12 2kΩ*5nF 
[0.5kΩ 1.8kΩ] and [2.2kΩ 3.5kΩ] * [1.25nF 4.50nF] 

and [5.50nF 8.75nF] 

𝑅4* 𝐶1 F13 4kΩ*5nF 
[1kΩ 3.6kΩ] and [4.4kΩ 7kΩ] * [1.25nF 4.50nF] and 

[5.50nF 8.75nF] 

𝑅5* 𝐶2 F14 4kΩ*5nF 
[1kΩ 3.6kΩ] and [4.4kΩ 7kΩ] * [1.25nF 4.50nF] and 

[5.50nF 8.75nF] 

𝑅1* 𝐶1 F15 5.18kΩ*5nF 
[1.295kΩ 4.662kΩ] and [5.698kΩ 9.065kΩ] * 

[1.25nF 4.50nF] and [5.50nF 8.75nF] 

𝑅1* 𝐶2 F16 5.18kΩ*5nF 
[1.295kΩ 4.662kΩ] and [5.698kΩ 9.065kΩ] * 

[1.25nF 4.50nF] and [5.50nF 8.75nF] 
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Table 10. Fault diagnosis and parametric estimation accuracy of LWSN and 

WavePHMNet and comparison with other methods for Sallen-Key Bandpass Filter 

Circuit A 

(7 components, 11 

parameters) 

# Classes 

Classification Accuracy (%) 

Regression 

Score 

Literature 

LWSN WavePHMNet 

Liu [37] Ji [45] WSN 

4 components  

(R2, R3, C1, C2) 

5 (9) 100 100 96.34 100 100 0.97 

All components 8 (15) 91.3 99.5 90.01 99.12 99.78 0.94 

All significant 

terms (components 

+ parameters + 

interactions) 

17 (41) 87.27 94.7 84.13 97.33 97.55 0.89 

 

In Table 10, the # Classes columns lists the number of classes using the definition 

in the developed approach (1 for every component and 1 for every interaction) and in 

parenthesis number of classes using the definition in the literature (2 for every component 

(drift high and drift low), and 4 for every interaction). 

Next, the WavePHMNet interpretability procedure outlined in section 5.6 is 

applied. The frequency response of the WavePHMNet filter responsible for creating the 

most important feature of the regression tree is crucial from a fault diagnosis and prognosis 

point of view as it is learnt from fault data. In the case of Circuit A, its transfer function is 

known, and we have an analytical expression for its center frequency 𝑓𝑐.  
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𝑓𝑐 =

1

2𝜋
ඨ

𝑅3 + 𝑅1

𝑅1𝑅2𝑅3𝐶1𝐶2
 

 

(26) 

Therefore, we can compare the analytical center frequency 𝑓𝑐 of the circuit to the 

center frequency of the WavePHMNet filter responsible for creating the most important 

feature of the regression tree when different components are degrading. Figure 19 (Left) 

gives a comparison of the center frequency of Circuit A when resistor 𝑅2 is degrading with 

the center frequency of the five most important wavelets learnt by the WavePHMNet. 

While Figure 19 (Right) displays the shapes of the five most important wavelets learnt by 

the WavePHMNet. Figure 20 gives a comparison of the center frequency of Circuit A when 

various components are degrading. As can be seen from Figure 20, the WavePHMNet 

learns interpretable features, as the center frequency of its most important feature matches 

the center frequency of the actual circuit. This enables further insights into circuit faults by 

the identification of the dominant frequency of the circuit while different components are 

degrading. Through this interpretability analysis, in the absence of the transfer function of 

the circuit, we can still get an estimate of the frequency response of the circuit when 

different components are degrading. 
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Figure 19. (Left) Comparison of analytical center frequency and center frequency of five 

most important WavePHMNet filters for Resistor R2 of Circuit A, (Right) Shapes of five 

most important WavePHMNet filters. 

 

 

Figure 20. Comparison of analytical center frequency and center frequency of 

WavePHMNet filter for different components of Circuit A 
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7.2 Circuit B: Biquad lowpass filter 

The Biquad Circuit provides filter designers with a valuable building block for 

building higher order active filters. It is a very flexible circuit structure in which the transfer 

function properties are easily manipulated by modifying the passive RC elements that 

connect the operational amplifiers. The SPICE model for Circuit B is shown in Figure 21.  

 

 

Figure 21: Circuit B: Biquad lowpass filter 

All ten passive components, and additional SPICE parameters for the capacitors are 

considered for fault diagnosis as opposed to other papers, where only six of the ten passive 

components are considered. The space-filling design from the flowchart in Figure 2 is used 

to identify the critical double faults. The parametric fault ranges for the single and double 
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faults considered are shown in Table 11. The fault data is generated as outlined in the 

section 4.3. The LWSN and WavePHMNet is trained using the training data and the 

performance on the testing data set is reported in Table 12 for fault diagnosis (classification 

accuracy) and parametric estimation (regression score). Also reported are the fault 

diagnosis accuracies of the original wavelet scattering network, the Gaussian-Bernoulli 

Deep Belief Network (GB-DBN) based approach [37], and the ResNet based approach [45] 

which is used for comparison.  
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Table 11. Nominal Values and Parametric Fault range of Biquad Lowpass Filter 

parameters. 

Fault 

Class 

Fault 

Code 

Nominal 

Value 
Faulty Range 

Healthy F0 NA NA 

𝑅1 F1 6.2kΩ [1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] 

𝑅2 F2 6.2kΩ [1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] 

𝑅3 F3 6.2kΩ [1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] 

𝑅4 F4 1.6kΩ [0.4kΩ 1.44kΩ] and [1.76kΩ 2.8kΩ] 

𝑅5 F5 5.1kΩ [1.27kΩ 4.6kΩ] and [5.6kΩ 8.9kΩ] 

𝑅6 F6 5.1kΩ [1.27kΩ 4.6kΩ] and [5.6kΩ 8.9kΩ] 

𝑅7 F7 10kΩ [2.5kΩ 9kΩ] and [11kΩ 17.5kΩ] 

𝑅8 F8 10kΩ [2.5kΩ 9kΩ] and [11kΩ 17.5kΩ] 

𝑅9 F9 10kΩ [2.5kΩ 9kΩ] and [11kΩ 17.5kΩ] 

𝑅10 F10 10kΩ [2.5kΩ 9kΩ] and [11kΩ 17.5kΩ] 

𝐶1 F11 5nF [1.25nF 4.50nF] and [5.50nF 8.75nF] 

𝐶2 F12 5nF [1.25nF 4.50nF] and [5.50nF 8.75nF] 

𝐶1𝐼𝑅 F13 100MΩ [100MΩ 10Ω] 

𝐶2𝐼𝑅 F14 100MΩ [100MΩ 10Ω] 

𝐶2ESR F15 50Ω [50Ω 5Ω] 

𝐶2ESR F16 50Ω [50Ω 5Ω] 

𝑅3* 𝐶1 F12 6.2kΩ*5nF 
[1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] * [1.25nF 

4.50nF] and [5.50nF 8.75nF] 

𝑅4* 𝐶1 F13 1.6kΩ*5nF 
[0.4kΩ 1.44kΩ] and [1.76kΩ 2.8kΩ] * [1.25nF 

4.50nF] and [5.50nF 8.75nF] 

𝑅5* 𝐶2 F14 5.1kΩ*5nF 
[1.27kΩ 4.6kΩ] and [5.6kΩ 8.9kΩ] * [1.25nF 4.50nF] 

and [5.50nF 8.75nF] 

𝑅1* 𝐶1 F15 6.2kΩ*5nF 
[1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] * [1.25nF 

4.50nF] and [5.50nF 8.75nF] 

𝑅1* 𝐶2 F16 6.2kΩ*5nF 
[1.55kΩ 5.58kΩ] and [6.82kΩ 10.85Ω] * [1.25nF 

4.50nF] and [5.50nF 8.75nF] 
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Table 12. Fault diagnosis and parametric estimation accuracy of LWSN and 

WavePHMNet and comparison with other methods for Biquad Lowpass Filter 

Circuit B 

(12 components, 

16 parameters) 

# Classes 

Classification Accuracy (%) 

Regression 

Score 

Literature 

LWSN WavePHMNet 

Liu [37] Ji [45] WSN 

6 components (R1, 

R2, R3, R4, C1, 

C2) 

7 (13) 100 99.1 95.78 100 99.14 0.96 

All significant 

terms (components 

+ parameters + 

interactions) 

17 (49) 80.23 87.34 82.17 92.14 93.57 0.91 

 

7.3 Circuit C: Double-switch forward convertor circuit 

A forward converter is a switching power supply circuit that transfers the energy 

from the primary to the secondary while the switching element is on. Energy is transferred 

from the primary to the secondary of the transformer when the two transistors are 

simultaneously turned on. When the transistors are off, the transformer magnetizing current 

flows back to the source, through diodes D1 and D2 which are now forward biased. The 

diodes conducts until all the magnetizing energy in the primary along with the energy 

stored in the leakage inductances is returned to the input supply. The SPICE model for 

Circuit C is shown in Figure 22. 
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Figure 22: Circuit C: Double-switch forward convertor circuit 

Figure 23 is a partial fault diagnosis map from simulations of components and 

parameters of circuit C. The values of the circuit response (peak output voltage) are within 

the cells when the parameters are varied from -75% to +75% of their nominal values. The 

yellow cells represent scenarios where the circuit response falls below a lower limit, and 

the cells in pink represent scenarios where the circuit response increases above an upper 

limit. Beyond this limit, the circuit is considered to be failed. 

Two significant observations are made from this figure, 

1) Even though a circuit parameter may be statistically significant (p value < 0.05) 

(for example, 𝑅3), it might not cause circuit failure (circuit response going beyond 

the lower or the upper limit). Hence, 𝑅3 is not one of the fault classes going forward 

for implementation of the fault diagnosis and prognosis. 

2) A circuit parameter might cause failure even when it is within its tolerance range 

because of the interaction effect with another circuit parameter. For example, 𝐿1 
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causes circuit failure when it degrades by 75%, but it only has to degrade by 25% 

to cause failure because of the interaction effect with 𝐿2.  

 

 
Figure 23. Fault Diagnosis Map of Double-switch forward convertor circuit 

The experimental setup that was used to demonstrate our approach is shown in 

Figure 24. The two-switch forward convertor circuit was used with pulse width waveforms 

to trigger the two switches, generated using an Agilent Arbitrary Waveform Generator 

33250A. The circuit components were swapped out with the components with values 

shown in the Experimental values column of Table 13. For instance, to mimic the 

degradation of resistor 𝑅1 from its nominal value of 33 Ω, resistors of 10 Ω, 20 Ω, 40 Ω, 

and 50 Ω were substituted, and the circuit output was captured at every instance. The circuit 

responses captured at the output using an Agilent Digital Oscilloscope 54853A were 

classified using the developed fault diagnosis methodology, and the results are provided in 

Table 14. 
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Figure 24. Experimental setup for the Double-switch forward convertor circuit 
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Table 13. Nominal Values and Parametric Fault range for the Double-switch forward 

convertor circuit 

Fault 

Class 

Fault 

Code 

Nominal 

Value 
Faulty Range Experimental Values 

Healthy F0 NA NA NA 

𝑅1 F1 33Ω 
[8.25Ω 29.7Ω] and 

[36.3Ω 57.75Ω] 

10Ω, 20Ω, 40Ω, 50Ω 

𝐶4 F2 0.1μF 
[0.025μF 0.09μF] and 

[0.11μF 0.175μF] 

0.025μF, 0.05μF, 

0.12μF, 0.15μF 

𝑅𝐿 F3 100Ω 
[25Ω 90Ω] and [110Ω 

175Ω] 

30Ω, 80Ω, 120Ω, 170Ω 

𝐿3 F4 100μH 
[25μH 90μH] and 

[110μH 175μH] 

30μH, 75μH, 156μH, 

170μH 

𝑅5 F5 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅6 F6 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅7 F7 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅8 F8 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅10 F9 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅11 F10 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅12 F11 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅13 F12 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅16 F13 0Ω [0.1Ω 10Ω] 2Ω, 4Ω, 6Ω, 8Ω 

𝑅𝐿 ∗ 𝐶4 F14 100Ω*10μF 

([25Ω 90Ω] and [110Ω 

175Ω]) * ([0.025μF 

0.09μF] and [0.11μF 

0.175μF]) 

(30Ω 0.025μF), (30Ω 

0.175μF), (170Ω 

0.025μF), (170Ω 

0.175μF) 

𝑅1 ∗ 𝑅2 F15 33Ω*33Ω 

([8.25Ω 29.7Ω] and 

[36.3Ω 57.75Ω]) * 

([8.25Ω 29.7Ω] and 

[36.3Ω 57.75Ω]) 

(10Ω, 20Ω), (10Ω, 40Ω), 

(30Ω, 10Ω), (50Ω, 50Ω), 

𝑅2 F16 33Ω 
[8.25Ω 29.7Ω] and 

[36.3Ω 57.75Ω] 

10Ω, 20Ω, 40Ω, 50Ω 
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Table 14. Fault diagnosis and parametric estimation accuracy of LWSN and 

WavePHMNet and comparison with other methods for Double-switch forward convertor 

circuit 

Circuit C 

(13 components, 

21 parameters) 

# Classes 

Classification Accuracy (%) 

Regression 

Score 

Literature 

LWSN WavePHMNet 

Liu [37] Ji [45] WSN 

All significant 

terms (components 

+ parameters + 

interactions) 

17 (29) 84.34 91.12 82.45 92.93 95.85 0.91 

 

7.4 Circuit D: Asymmetric pulse generator  

The asymmetric pulse generator circuit is a large circuit containing 130 

components, which map out to 𝑚 =  164 parameters. Hence, the entire DOE flowchart in 

Figure 3 is applied for conducting sensitivity analysis. The first step involves a 

supersaturated design consisting of 𝑚 =  164 factors (parameters) in just 𝑛1 = 82 runs 

(simulations). The LASSO approach is applied to estimate the factor effects and a partial 

result of the statistical significance test on the factor effects is shown in Figure 25. The 

metric shown in Figure is 1 −  𝑝 𝑣𝑎𝑙𝑢𝑒, hence it is bigger the better. As can be seen, the 

LASSO regression pushes estimates of many factor effects to zero. A 𝑝 𝑣𝑎𝑙𝑢𝑒 threshold of 

0.2 allows retention of 𝑚𝑐𝑟𝑖𝑡 = 50 factors (parameters) to the next step of the flowchart 

i.e. space-filling designs. The estimation of the factor effects of the single faults 𝑚𝑐𝑟𝑖𝑡 and 

the double faults ( 𝑚𝑐𝑟𝑖𝑡
2

) requires 𝑛2 = 1276 simulations of the space-filling design. The 
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factor effects are estimated using OLS regression and the 𝑡 test is applied to estimate 

statistical significance. The resulting set of 𝑐 critical single faults and double faults and 

their corresponding fault ranges are shown in Table 15. The fault data is generated as 

outlined in the section 4.3. The LWSN and WavePHMNet is trained using the training data 

and the performance on the testing data set is reported in Table 16 for fault diagnosis 

(classification accuracy) and parametric estimation (regression score). Also reported are 

the fault diagnosis accuracies of the original wavelet scattering network, the Gaussian-

Bernoulli Deep Belief Network (GB-DBN) based approach [37], and the ResNet based 

approach [45] which is used for comparison.  

 

Figure 25. Statistical Significance Test results for supersaturated design analysis of 

Asymmetric Pulse Generator Circuit parameters. 

 

 

 

 

Table 15. Nominal Values and Parametric Fault range for the Asymmetric Pulse 

Generator circuit 
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Fault 

Class 

Fault 

Code 
Nominal Value Faulty Range 

Healthy F0 NA NA 

𝑅25 F1 200kΩ [50kΩ 180kΩ] and [220kΩ 350kΩ] 

𝐶40 F2 50μF [12.5μF 45μF] and [55μF 87.5μF] 

𝑅27 F3 402kΩ [100.5kΩ 361.8kΩ] and [442.2kΩ 703.5kΩ] 

𝑅25 ∗ 𝐶32 F4 200kΩ * 470nF 
[50kΩ 180kΩ] and [220kΩ 350kΩ] * [117.5nF 

423nF] and [517nF 822.5nF] 

𝑅27 ∗ 𝐶32 F5 402kΩ * 470nF 
[100.5kΩ 361.8kΩ] and [442.2kΩ 703.5kΩ] * 

[117.5nF 423nF] and [517nF 822.5nF] 

𝑅25 ∗ 𝐶40 F6 200kΩ * 50μF 
[50kΩ 180kΩ] and [220kΩ 350kΩ] *  

[12.5μF 45μF] and [55μF 87.5μF]  

𝑅26 ∗ 𝐶40 F7 200kΩ * 50μF 
[50kΩ 180kΩ] and [220kΩ 350kΩ] *  

[12.5μF 45μF] and [55μF 87.5μF] 

𝐶32 ∗ 𝐶40 F8 470nF * 50μF 
[117.5nF 423nF] and [517nF 822.5nF] * 

[12.5μF 45μF] and [55μF 87.5μF] 

𝐶33 ∗ 𝐶40 F9 470nF * 50μF 
[117.5nF 423nF] and [517nF 822.5nF] * 

[12.5μF 45μF] and [55μF 87.5μF] 

𝐶40 ∗ 𝑅45 F10 50μF * 22Ω 
[12.5μF 45μF] and [55μF 87.5μF] *  

[5.5Ω 19.8Ω] and [24.2Ω 38.5Ω]  

𝐶40 ∗ 𝑅150 F11 50μF * 4750Ω 
[12.5μF 45μF] and [55μF 87.5μF] *  

[1187.5 Ω 4275Ω] and [5225 Ω 8312.5Ω] 

𝐶40 ∗ 𝐶157 F12 50μF * 330μF 
[12.5μF 45μF] and [55μF 87.5μF] * 

[82.5μF 300μF] and [360μF 580μF] 

𝐶40 ∗ 𝑅163 F13 50μF * 1500kΩ  
[12.5μF 45μF] and [55μF 87.5μF] *  

[375kΩ 1350kΩ] and [1650kΩ 2625kΩ] 

𝑅25 ∗ 𝑅164 F14 
200kΩ * 

374kΩ 

[50kΩ 180kΩ] and [220kΩ 350kΩ] *  

[93.5kΩ 336.6kΩ] [411.4kΩ 654.5kΩ] 

𝑅25 ∗ 𝑅166 F15 200kΩ * 0.33Ω 
[50kΩ 180kΩ] and [220kΩ 350kΩ] *  

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝑅27 ∗ 𝑅166 F16 402kΩ * 0.33Ω 
[100.5kΩ 361.8kΩ] and [442.2kΩ 703.5kΩ] * 

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝐶40 ∗ 𝑅166 F17 50μF * 0.33Ω 
[12.5μF 45μF] and [55μF 87.5μF] * 

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝑅25 ∗ 𝑅167 F18 200kΩ * 0.33Ω 
[50kΩ 180kΩ] and [220kΩ 350kΩ] * 

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝑅27 ∗ 𝑅167 F19 402kΩ * 0.33Ω 
[100.5kΩ 361.8kΩ] and [442.2kΩ 703.5kΩ] * 

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝐶40 ∗ 𝑅167 F20 50μF * 0.33Ω 
[12.5μF 45μF] and [55μF 87.5μF] * 

[0.0825Ω 0.297Ω] and [0.363Ω 0.5775Ω] 

𝐶40 ∗ 𝑀1 F21 50μF * 3.15V 
[12.5μF 45μF] and [55μF 87.5μF] *  

[0.79V 2.8V] and [3.46V 5.51V] 

𝑅27 ∗ 𝑀1 F22 402kΩ * 3.15V 
[100.5kΩ 361.8kΩ] and [442.2kΩ 703.5kΩ] * 

[0.79V 2.8V] and [3.46V 5.51V] 
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𝑅150 ∗ 𝑅10 F23 4750Ω * 10kΩ 
[1187.5 Ω 4275Ω] and [5225 Ω 8312.5Ω] *  

[2.5kΩ 9kΩ] and [11kΩ 17.5kΩ] 

𝑅28 ∗ 𝐶4 F24 24Ω * 2.2nF 
[6Ω 21.6Ω] and [26.4Ω 42Ω] * 

[0.55nF 1.98nF] and [2.42nF 3.85nF] 

 

Table 16. Fault diagnosis and parametric estimation accuracy of LWSN and 

WavePHMNet and comparison with other methods for Asymmetric Pulse Generator 

circuit 

Circuit D 

(130 components, 

164 parameters) 

# Classes 

Classification Accuracy (%) 

Regression 

Score 

Literature 

LWSN WavePHMNet 

Liu [37] Ji [45] WSN 

All significant 

terms (components 

+ parameters + 

interactions) 

25 (91) 70.68 74.12 54.23 87.14 90.63 0.85 
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7.5 Circuit E: Digital to Analog Convertor 

The 64-bit digital to analog converter (DAC) circuit which consists of 64 PMOS 

transistors, 64 NMOS transistors and 128 resistors. The 8-bit version of the DAC is shown 

in Figure 26  and is from the IEEE 1997 International Test Conference benchmark [107] 

of analog and mixed-signal circuits. Because of the dimensionality of the circuit, the entire 

DOE flowchart in Figure 2 is applied for conducting sensitivity analysis. The first step 

involves a supersaturated design consisting of 𝑚 =  260 factors (parameters) in just 𝑛1 =

130 runs (simulations). The LASSO approach is applied to estimate the factor effects and 

a partial result of the statistical significance test on the factor effects is shown in Figure 27. 

The metric shown in Figure is 1 −  𝑝 𝑣𝑎𝑙𝑢𝑒, hence it is bigger the better. As can be seen, 

the LASSO regression pushes estimates of many factor effects to zero. A 𝑝 𝑣𝑎𝑙𝑢𝑒 threshold 

of 0.2 allows retention of 𝑚𝑐𝑟𝑖𝑡 = 42 factors (parameters) to the next step of the flowchart 

i.e. space-filling designs. The estimation of the factor effects of the single faults 𝑚𝑐𝑟𝑖𝑡 and 

the double faults ( 𝑚𝑐𝑟𝑖𝑡
2

) requires 𝑛2 = 904 simulations. The factor effects are estimated 

using OLS regression and the 𝑡 test is applied to estimate statistical significance. The 

resulting set of 𝑐 critical single faults and double faults and their corresponding fault ranges 

are shown in Table 17. The fault data is generated as outlined in the section 4.3. The LWSN 

and WavePHMNet is trained using the training data and the performance on the testing 

data set is reported in Table 18 for fault diagnosis (classification accuracy) and parametric 

estimation (regression score). Also reported are the fault diagnosis accuracies of the 

original wavelet scattering network, the Gaussian-Bernoulli Deep Belief Network (GB-

DBN) based approach [37], and the ResNet based approach [45] which is used for 

comparison.  
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Figure 26: Circuit E: Digital to Analog Convertor 

 
Figure 27. Statistical Significance Test results for supersaturated design analysis of 

Digital to Analog Convertor Circuit parameters. 
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Table 17. Nominal Values and Parametric Fault range for the Digital to Analog 

Convertor Circuit 

Fault Class 
Fault 

Code 

Nominal 

Value 
Faulty Range 

Healthy F0 NA NA 

R F1 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R1-A F2 80kΩ [20kΩ 72kΩ] and [88kΩ 140kΩ] 

R4-A F3 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R12-B F4 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R16-B F5 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R11-C F6 80kΩ [20kΩ 72kΩ] and [88kΩ 140kΩ] 

R2-D F7 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R9-F F8 80kΩ [20kΩ 72kΩ] and [88kΩ 140kΩ] 

R11-F F9 80kΩ [20kΩ 72kΩ] and [88kΩ 140kΩ] 

R16-G F10 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R6-H F11 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

C F12 15nF [3.75nF 14nF] and [17nF 26.3nF] 

M1-A F13 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M9-A F14 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M16-A F15 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M8-B F16 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M11-B F17 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M8-C F18 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M16-C F19 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M12-D F20 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M13-D F21 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M1-E F22 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M6-F F23 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M9-G F24 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M10-G F25 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M1-H F26 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

M2-H F27 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

M7-H F28 -0.93V [-0.23V -0.84V] and [1.02V 1.64V] 

R16-C F29 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R2-F F30 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

R1-H F31 80kΩ [20kΩ 72kΩ] and [88kΩ 140kΩ] 

R4-H F32 40kΩ [10kΩ 36kΩ] and [44kΩ 70kΩ] 

M4-A F33 0.77V [0.19V 0.69V] and [0.85V 1.35V] 

R1-A*M9-A F34 
80kΩ *  

-0.93V  

 ([20kΩ 72kΩ] and [88kΩ 140kΩ]) * ([-0.23V 

-0.84V)] and [1.02V 1.64V]) 
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R4-A*M16-A F35 
40kΩ *  

0.77V  

([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

R12-B*M8-B F36 
40kΩ *  

0.77V   

 ([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

R16-B*M11-B F37 
40kΩ *  

-0.93V    

 ([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([-0.23V  

-0.84V] and [1.02V 1.64V]) 

R11-C*M8-C F38 
80kΩ *  

0.77V 

 ([20kΩ 72kΩ] and [88kΩ 140kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

R2-D*M16-C F39 
40kΩ *  

0.77V   

 ([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

R9-F*M12-D F40 
 80kΩ *  

0.77V  

 ([20kΩ 72kΩ] and [88kΩ 140kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

R11-F*M13-D F41 
 80kΩ *  

-0.93V  

([20kΩ 72kΩ] and [88kΩ 140kΩ]) * ([-0.23V 

-0.84V)] and [1.02V 1.64V]) 

R16-G*M1-E F42 
40kΩ *  

-0.93V  

([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([-0.23V  

-0.84V)] and [1.02V 1.64V])  

R6-H*M6-F F43 
40kΩ *  

0.77V   

 ([10kΩ 36kΩ] and [44kΩ 70kΩ]) * ([0.19V 

0.69V] and [0.85V 1.35V]) 

M1-A*M10-G F44 
-0.93V *  

0.77V   

([-0.23V -0.84V] and [1.02V 1.64V]) * 

([0.19V 0.69V] and [0.85V 1.35V]) 

 

Table 18. Fault diagnosis and parametric estimation accuracy of LWSN and 

WavePHMNet and comparison with other methods for Digital to Analog Convertor 

Circuit 

Circuit E 

(260 components, 

264 parameters) 

# Classes 

Classification Accuracy (%) 

Regression 

Score 

Literature 

LWSN WavePHMNet 

Liu [37] Ji [45] WSN 

All significant 

terms (components 

+ parameters + 

interactions) 

45 (111) 66.14 68.78 48.66 82.87 88.12 0.84 
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7.6 Fault Prognosis 

Ten example components in the five analog circuits are used for the demonstration 

of component-level RUL prediction. Global health indicators for the five circuits are also 

used for the demonstration (Table 19) of circuit-level RUL prediction. The data of the first 

25% cycles and 50% cycles are selected as training data for the particle filter, and the 

remaining data is used as testing data to test the predict performance of the developed 

approach. In order to quantify the prognostic performance, relative accuracy (RA) is 

employed to assess the accuracy of the 𝑅𝑈𝐿𝑒𝑠𝑡 at cycle 𝑐𝑦𝑐. The metric is defined as 

 𝑅𝐴 = 1 −
|𝑅𝑈𝐿(𝑐𝑦𝑐) − 𝑅𝑈𝐿𝑒𝑠𝑡(𝑐𝑦𝑐)|

𝑅𝑈𝐿(𝑐𝑦𝑐)
 (27) 
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Table 19. Fault Prognosis case study results 

Circuit Component 
Nominal 

Value 

Prediction 

Cycle (𝑐𝑦𝑐) 

Actual RUL 

𝑅𝑈𝐿(𝑐𝑦𝑐) 

Predicted 

RUL 

𝑅𝑈𝐿𝑒𝑠𝑡(𝑐𝑦𝑐) 

RA 

(%) 

Sallen – Key 

bandpass 

filter 

 

𝑅2 1kΩ 125 375 359 95.73 

𝑅2 1kΩ 250 250 263 94.8 

𝐶2 5nF 100 300 281 93.67 

𝐶2 5nF 200 200 186 93 

Biquad 

lowpass filter 

𝑅7 10kΩ 200 400 422 94.3 

𝑅7 10kΩ 300 300 311 93.76 

𝐶2 5nF 125 375 355 95 

𝐶2 5nF 250 250 240 96 

Two-switch 

forward 

convertor 

𝐶4 0.1μF 200 400 404 99 

𝐶4 0.1μF 300 300 290 96.67 

𝐿3 100μH 125 375 366 97.6 

𝐿3 100μH 250 250 259 96.4 

Asymmetric 

pulse 

generator 

 

𝐶40 50μF 100 300 278 92.67 

𝐶40 50μF 200 200 207 96.5 

𝑀1 3.15V 225 675 634 93.93 

𝑀1 3.15V 450 450 431 95.78 

Digital to 

Analog 

Convertor 

R2-D 40kΩ 125 375 355 95 

R2-D 40kΩ 250 250 239 96 

M16-A 0.77V 100 300 333 89 

M16-A 0.77V 200 200 217 91 

Sallen – Key bandpass filter 125 375 354 94.4 

Sallen – Key bandpass filter 250 250 266 93.6 

Biquad lowpass filter 200 400 444 89 

Biquad lowpass filter 300 300 330 90 

Two-switch forward convertor 125 375 363 96.8 

Two-switch forward convertor 250 250 238 95.2 

Asymmetric pulse generator 100 300 279 93 

Asymmetric pulse generator 200 200 217 91.5 

Digital to Analog Convertor 200 400 350 87 

Digital to Analog Convertor 300 300 266 88.6 
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Chapter 8:  Applications: Hardware Security 

Prognostics and health management (PHM) is a multifaceted discipline for the 

assessment of product degradation and reliability. PHM techniques have been used to 

detect naturally occurring faults and predict their impact on the system lifetime. An 

interesting question is whether these techniques could be used to detect faults that are 

maliciously induced. Maliciously induced faults could be due to hardware threats; e.g., 

electronic products that are recycled, remarked, defective, cloned, or tampered (through 

insertion of hardware trojans), which cause undesired system behavior such as information 

leakage, functional failure, and maliciously induced aging. The concern is that increased 

outsourcing in the fabrication of electronic products has made them susceptible to the 

insertion of hardware threats in untrusted manufacturing facilities. This chapter overviews 

the need to implement PHM to ensure hardware security and how the PHM community 

can adapt its research to ensure safe, reliable, and secure operation of systems. 

Additionally, an approach is laid out for the detection of a specific type of hardware trojan 

called process reliability trojan.  

8.1 Introduction 

 The electronic systems that are critical to infrastructure, defense, and essentially 

every aspect of our daily life, are comprised of increasingly sophisticated circuits. Due to 

today’s global economy and specialization in the semiconductor industry, a vast majority 

of these circuits are designed and manufactured in overseas manufacturing facilities that 

are often untrusted. A consequence of this is a faster time to market along with lower prices 

for the electronic products resulting in our prevalent consumer culture. However, the 

electronic supply chain globalization has come at the cost of a more complex production 
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cycle with security vulnerabilities. The electronics ecosystem (i.e., everyone from the 

circuit designers to the end users), operate on the assumption that the circuits at the core of 

these electronic systems are secure. System trust is contingent on the absence of hardware 

threats, like counterfeits, which include chips that are recycled, remarked, defective, 

cloned, or tampered (through insertion of hardware trojans (HT)). In many cases, hardware 

threats are more destructive than software ones as they cannot be remedied by a software 

patch and are difficult to remove  

Counterfeiting is an illegal practice involving passing off fraudulent copies of 

products as original ones for profit. A counterfeit circuit contains material, characteristics 

or performance inconsistencies with respect to its original circuit [108], which might lead 

to degraded quality, reliability, and performance. The losses due to counterfeit circuits 

alone accounted for more than 25% of the counterfeit market in 2015 [109]. Outsourcing 

to foundries that are untrusted is the main cause of counterfeiting; however, there is no 

standardized technique to adequately detect counterfeit circuits. Counterfeiting is carried 

out by both adversaries with limited manufacturing capacity (repackaging or recycling an 

inferior/older part as a new one) or sophisticated manufacturing capacity (tampering 

through HT insertion). Counterfeiting techniques that do not require sophisticated 

manufacturing capabilities rely on profitability through the supply of cheaper alternatives 

compared to the original circuit. Counterfeiting techniques that require sophisticated 

manufacturing capabilities for IC tampering introduce HTs into circuits that can result in 

altering or disabling functionality, leaking sensitive user information, or accelerated aging. 

For example, tampered ICs resulted in a warning failure against missile strikes for a Syrian 

radar system [110] in 2007. The New York Times, in 2017, reported about the US National 
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Security Agency (NSA) Quantum program that directly implanted HT circuitry through 

USB ports, and was able to acquire secret data from its adversaries all over the world. 

Hence, counterfeiting has started to involve both untrusted manufacturing facilities and 

state actors leading to worries that more sophisticated counterfeiting will be prevalent in 

the future [111].  

The Integrity and Reliability of Integrated Circuits (IRIS) program [112] was 

initiated by DARPA to develop countermeasures against counterfeit electronics in U.S. 

cybersecurity and weapons systems. Similar programs have been initiated in Europe and 

in China, too [113]. The Trusted Foundry Program [114] was set up to secure the 

manufacturing infrastructure for fabrication facilities providing microelectronics hardware 

to the U.S. military. It was founded in 2004 to ensure access to cutting-edge ICs from 

secure, domestic sources for safety-critical and mission-critical national defense systems. 

The program includes not only foundry capability but also all the services employed during 

the electronics lifecycle (design, prototyping, packaging, and assembly, etc.). The program 

enabled the creation of a list of trusted suppliers by providing accreditation criteria for 

suppliers for both cutting-edge and legacy parts. However, manufacturing at trusted 

foundries is expensive and financially infeasible for most commercial applications [115]. 

Additionally, the U.S. military accounts for only 2% of the world's microelectronics 

consumption and hence has been unable to provide an adequate business case to foundries 

to provide secure foundry capacity. Reliance on the trusted foundry program could also be 

a disadvantage as secure technologies available currently (14 nm or greater) are generations 

behind state-of-the-art (5 nm). As a result, there is a push to move away from trusted 

foundries and instead move towards production in zero-trust environments. Zero-Trust 
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Architecture originally referred to a means of ensuring information and network security 

by eliminating the notion of trust. Instead of giving users complete access to the network, 

a zero-trust approach compartmentalizes data on a need-to-know basis that requires 

additional levels of authentication, such as onetime access codes and hardware devices, for 

a user to access more sensitive data [116]. To address hardware security, the Zero-Trust 

framework needs to be extended and modified to prevent tampered circuits (infected with 

HT) from making it into field usage.  

 Hardware trojan (HT) threats can be introduced during design, fabrication, testing, 

and even usage of electronics; i.e., the entire semiconductor life cycle. They can be 

unintentional (unintended design flaws [117], [118]) or intentional (intended malicious 

design modifications [119], [120]). Through the combination of pre-silicon verification and 

post-silicon testing, any undesired IC modification should be possible to detect ideally. 

However, verification and testing require the presence of a golden model of the circuit; i.e., 

a circuit that is known to be free of any intentional or unintentional design modifications. 

Such a golden circuit might not always be available. Additionally, exhaustive verification 

might be a feasible option for large IC designs. During post-silicon testing, verification 

takes place through logic testing or reverse engineering. Logic testing involves exposing 

circuits to test vectors to detect manufacturing faults, but these test vectors rarely can detect 

HTs because HTs are designed to be stealthy and rarely triggered. Logic testing also 

involves comparison to a golden model. In reverse engineering, design verification occurs 

through destructive de-packaging. Although, it allows for more thorough HT detection, it 

is not scalable. Since HT detection is not always possible before circuit usage, runtime 

monitoring techniques have been explored; however, these techniques require extra 
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circuitry. Hence, HT detection is a trade-off between detection effectiveness and the cost 

required to do so. The reader can refer to surveys [121] [122], for a more comprehensive 

review of HTs and their detection. 

Prognostics and health management (PHM) is a comprehensive approach for the 

assessment of product reliability [123]. The goal of PHM is the protection of product 

integrity such that unanticipated problems that lead to performance degradation are 

avoided. Prognostics involves assessment of a system’s fault progression given its 

operating conditions such that its lifetime; i.e., remaining useful life (RUL) can be 

estimated. Health management involves using the information gleaned from the prognosis 

stage to make decisions that minimize the system’s downtime and cost of operation through 

scheduling of maintenance or replacement actions. PHM techniques have been used to 

detect naturally occurring faults and predict their impact on the system lifetime. An 

interesting question is whether these techniques could be used to detect faults that are 

maliciously induced through insertion of hardware threats. 

8.2 Literature Review 

 The literature review section is further divided into two sub-sections that review 

the hardware threats and the countermeasures used against them.  

 

8.2.1 Hardware Threats 

 

Counterfeiting is mainly achieved by attackers having limited manufacturing 

capacity that exploit supply chain loopholes. Aforementioned reasons lead to 

categorization of the counterfeiting techniques as follows [124]: Recycled, Relabeled and 
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Repackaged, Illegal Manufacturing, Low-spec components, Cloning/Reverse Engineering, 

Forgery and Structural Modification.  

a) Recycled: As the most common form of counterfeiting, recycled ICs are 

reclaimed or recovered by the original component manufacturer from a used system and 

are then misrepresented as new. As a result, they have shorter lifespan and exhibit lower 

performance compared to the authentic parts. Recycling involves forced removal of 

components from PCBs under very high temperatures [125] followed by washing, sanding, 

repackaging, and remarking. This process can introduce defects and even cause complete 

nonfunctionally because of exposure to extreme conditions.  

b) Relabeled and Repackaged: Relabeled ICs involve removal of the old 

marking on the package and relabeling forged information, involving sanding, painting, 

and other harmful processes. This is done to pass off a low-grade component as a higher 

grade one.  

c)  Illegal Manufacturing: Illegal manufacturing occurs when an external 

foundry builds more ICs than their contractual obligation and sells the excess for illegal 

profit. 

d) Low-spec components: This involves replacing of part numbers from low-

spec components with the part numbers of high-spec parts or mixing lower-quality pieces 

in with higher-quality ones. 

e) Cloning/Reverse Engineering: Cloned ICs are produced through 

overproduction by producing illegal copies or IC reverse engineering. Reverse engineering 

has become a viable option because of the availability of probing and testing technologies.  
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f) Forgery: Fabricated ICs are shipped with documentations containing 

misrepresentations, for example, specification, testing, conformance certificates etc.  

g) Structural Modification: IC Tampering involves structural modification for 

insertion of HTs. This requires advanced knowledge of circuitry and insertion capabilities. 

This provides the adversary with opportunities to cause system failure, leak secret 

information or accelerate aging. Since these structural modifications take many forms, 

researchers have developed various taxonomies for them.  

Due to the semiconductor industry’s embrace of outsourcing for cost reduction 

circuits are realized using the intellectual property (IP) of untrusted third-party vendors, 

outsourced design and test services, as well as electronic design automation (EDA) 

software tools supplied by different vendors. The various steps in design, manufacturing, 

and testing of circuits are usually performed by offshore service providers, which are often 

unsecured. Circuit design houses, therefore, relinquish control over their supply chain, 

which increases the number of security threats, such as vulnerability to malicious implants 

like hardware trojans, overproduction of devices, and counterfeiting. Hardware Trojans can 

impact a system’s performance, cause undesired functional behavior of a circuit, or provide 

covert channels or a backdoor through which sensitive information can be leaked or even 

cause a denial of service. Circuits may be infected with Trojans at any point in the design 

process and by any of the multitude of entities involved.  

A typical hardware trojan involves a trigger and a payload [111]. A trigger is an 

activating circuit for a trojan on a specific condition, and a payload is a circuit that performs 

the malicious action. Hardware trojans can be classified into analog and digital trojans 

based on how they are triggered. Analog Trojans are activated by analog conditions such 
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as temperature, delay, or device aging, whereas the digital trojans are triggered by some 

Boolean logic function. Analog trojans hamper the reliability of ICs by accelerating 

degradation mechanisms that cause the aging of the devices. These mechanisms include 

negative bias temperature instability (NBTI) or hot carrier injection (HCI) in 

complementary metal-oxide-semiconductor (CMOS) transistors [122]. Process reliability 

trojans (PRT) are analog trojans that are introduced in the different steps of the circuit 

manufacturing process by manipulating the doping, i.e., by varying the nitrate 

concentration in the gate oxide layer or the temperature used during the nitrate layering 

process [126]. These trojans require no further activation and can reduce the circuit lifetime 

significantly.  

The different types of payloads of hardware trojans can cause functional failure 

when triggered, heating of the die, or information leakage. The information is leaked 

through a transmitted radio signal or serial data port interfaces such as the RS-232 [122], 

or through the power trace (side-channel attack) [127] or thermal radiation [122]. Other 

forms of trojan payload cause a system’s functionality to be unavailable (denial-of-service 

(DoS) attack). Trojans also differ based on the hardware overhead they cause and their 

activation probability [128]. Adversaries aim to make the trojan as undetectable as 

possible. Hence, they try to have the area and power overhead for the Trojan relative to the 

overall design as low as possible [129]. Circuit layouts contain unused space that can be 

used by adversaries for inserting malicious circuitry without affecting the die footprint. 

Due to the number of possible triggers and payloads and the size of circuits today, the 

number of possible trojans can be incredibly large. Adversaries might inject trojans into a 
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particular functional circuit block or a small section of a particular block, which makes 

trojan detection with standard post-fabrication testing difficult. 

Circuit manufacturers optimize their processes to ensure that the effects of the 

wearout mechanisms guarantee the lifetime of a device for ten plus years over a specific 

temperature range, i.e., 0 to 70 degrees Celsius. The process specifications are defined 

before manufacturing, and it is assumed that no changes are made during the process 

fabrication. Process reliability trojans (PRT) are a type of hardware trojans that can be 

inserted by modifying process fabrication parameters [126] like gate oxide thickness, 

purity, and quality, nitrogen concentration near Si/SiO2 interface, etc. PRTs are extremely 

difficult to detect as they have no trigger, and their only payload is accelerated aging. PRT 

will guarantee that a higher probability of the devices produced will have a greatly reduced 

lifetime by accelerating aging mechanisms [130]. Without knowledge of the circuit design, 

a malicious change to a process parameter like gate oxide thickness will result in transistors 

with higher threshold voltage and hence a higher probability of failure. 
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Table 20: Dominant failure mechanisms and their lifetime models, failure modes and 

fabrication parameter triggers 

Mechanism Lifetime Model Failures Parameters 

Negative 

bias 

temperature 

instability 

(NBTI) 

∆𝑉𝑡ℎ = A exp(𝛽𝑉𝑔)exp (−
𝐸

𝑘𝑇
) 𝑡𝑛 

ΔVth: Threshold voltage shift 

E: Activation energy,  

Vg: Gate voltage 

n: measured stress time exponent 

(0.15- 0.25) 

β: Measured gate sensitivity 

A: Function of process technology 

Switching 

time delay, 

non-

responsive 

device 

functionality 

 

Nitrogen 

concentration near 

Si/SiO2 interface, 

Gate dimensions, 

gate oxide 

thickness 

Hot Carrier 

Injection 

(HCI) 

𝑡 = A exp (−
𝐸

𝑘𝑇
) . (

𝐼𝑠𝑢𝑏

𝑊
)

−𝑛

 

Isub: Substrate current 

W: Width of the CMOS device 

Drain doping 

levels, channel 

lengths, gate 

oxide thickness, 

purity, quality. 

 

With the knowledge of the circuit design, specific modules within the circuit can 

be targeted for PRT insertion because based on its vulnerability. For example, in an SRAM 

cell [130], the passthrough transistor (PS) is a perfect candidate for infection as it 

experiences heavy stress under the high frequency of access. An infected PS will wearout 

much faster than the rest of the SRAM cell. After some time of operation, the passthrough 



105 

 

transistor will have a very high threshold voltage due to HCI. If the gate voltage is not 

sufficient compared to the threshold voltage, the transistor fails to function.  

In [131], the authors leveraged the NBTI effect (increased threshold voltage) in a 

NAND gate to trigger the Trojan payload that shorts the body and source of the PMOS to 

ground, leading to loss of power supply. Becker  et  al. [132]  proposed a process reliability 

trojan  by changing the dopant polarity of transistors. They further demonstrated that using 

this trojan the security keys from Intel’s Ivy Bridge 128-bit random number generator 

(RNG) could be leaked. A processor infected with the process reliability trojan still passed 

Intel’s functional testing procedure as well as the NIST random number test suite.  This 

shows that process reliability trojans could be used for security attacks on real-world 

circuits. 

8.2.2 Countermeasures 

 

Counterfeit detection is a challenging task and requires comprehensive 

countermeasures to ensure detection of the multitude of counterfeit types discussed earlier. 

These detection techniques based on the different counterfeit types are as follows,  

a) Relabeled/Recycled – Aging Detection Sensors: Aging sensors are used to 

determine if aging occurs in ICs because of Negative Bias Temperature Instability (NBTI). 

NBTI results in an increased threshold voltage and reduced drain current in the transistor 

resulting in timing failures [132]. Hence, aging sensors are used for detection of threshold 

voltage changes, and hence can be used for detection of counterfeits. Since different 

transistors age at different rates multiple aging sensors are required; thus, hampering the 

scalability and effectiveness of the technique.  
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b) Illegal manufacturing/Cloned: Physical Unclonable Functions (PUF) and 

Hardware Metering. A PUF involves the usage of manufacturing variability to generate a 

fingerprint of the device [133]. Since the variation is inherent to the manufacturing process 

and cannot be replicated externally, a PUF cannot be cloned. Hardware metering or IC 

metering refers to mechanisms, methods, and protocols that enable tracking of the ICs post-

fabrication [134]. 

c) Unlike software trojans, it is impossible to remove hardware Trojans once 

they are inserted. Hence, trojan detection at an early stage is of crucial importance. Since 

there are many types of trojans, the detection techniques are also varied. Some of the most 

common detection techniques include logic testing [135], side-channel analysis [136], and 

optical inspection [137]. Functional testing is used for detecting defects in chips before 

shipping. It involves the application of test vectors to chips and comparison of the resulting 

output to that of the golden (reference) chip. If test vectors can be designed for detecting 

hardware trojans, functional testing should be able to identify hardware trojans applied at 

any level of the design flow. However, due to the plethora of possible trojans, designing 

test vectors that are capable of triggering all the trojans is often an insurmountable 

challenge. There is a combinatorial relationship between the number of possible trojans 

and the number of circuit nodes. For example, for ISCAS-85 benchmark circuit c880 with 

451 gates and an assumption of a maximum of 4 trigger nodes and a single payload, there 

are 109 possible triggers and 1011 possible distinct trojan instances.  

Side-channel analysis (SCA) is a powerful technique for detection of malicious 

modification in circuits as it compares physical characteristics, such as power consumption 

[138], time delay [139], [140], and leakage current [141], [142] of the device under test 
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against a golden (reference) circuit. This comparison is made using machine learning 

techniques, and [143] presented an evaluation of techniques used in the literature. SCA 

suffers from two main limitations—fidelity and measurability of the physical 

characteristic. In other words, the physical characteristic used for the analysis could vary 

due to other factors such as natural aging or process variations. In this scenario, it would 

be difficult to differentiate between natural aging and aging due to trojans. In addition, it 

might be difficult to measure a physical characteristic such as path timing accurately.  

During an optical inspection, the circuit layout is compared with photos of the 

manufactured circuit under test. The layers of the manufactured circuit are removed, and 

photos are taken. Optical inspection uses highly sophisticated techniques for imaging 

acquisition and analysis, such as scanning optical microscopy (SOM) and scanning 

electron microscopy (SEM). Images collected are used to reverse-engineer the chip layout 

and compare them with the designer layout. It is also possible to reverse-engineer the 

original netlist. Optical inspection is a powerful technique, but it is expensive, time-

consuming, and impractical to apply to a large number of circuits.  

All the techniques discussed so far attempt to detect a Trojan before the circuits are 

used; however, since it’s impossible to detect all trojans, some trojans might manifest when 

the circuit is in operation. This is especially pertinent because adversaries try to ensure that 

the Trojans are triggered under very rare conditions that are unlikely during testing but 

likely during long hours of operation. For this purpose, circuits are designed with runtime 

monitoring and reconfigurable logic. Once the runtime monitoring system detects a Trojan 

in the operation phase, the reconfigurable logic acts to bypass the detected Trojan such that 

the circuit can operate safely [144]. The disadvantage of this technique is the circuit area 
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required for its implementation. For safety-critical applications, one can combine logic 

testing, SCA, and runtime monitoring. 

Transistors naturally age because of mechanisms such as negative bias temperature 

instability (NBTI) and hot carrier injection. NBTI occurs due to the generation of interface 

traps at the Si/SiO2 interface in PMOS transistors, resulting in negative gate voltages and 

elevated temperatures. This increases the threshold voltage, which further results in delays 

within the transistor [131]. If aging sensors are used in circuits, they can detect threshold 

voltage changes and detect if the circuits is a counterfeit (aged circuits) or has been 

maliciously tampered with. However, the transistors in the circuits age at different rates 

depending on their usage; hence, multiple aging sensors will be needed to detect the overall 

aging of the circuits. This increases the circuit area required for implementation. Ring 

oscillators are the most commonly used aging sensors [145]–[148], and a whole network 

of them is employed to detect the degradation of the threshold voltage.  

Over the last decade, extensive research effort has been undertaken in 

understanding and countering the threats of hardware Trojans in digital ICs, including in 

the development of detection mechanisms. Comparatively, in analog/radio-frequency (RF) 

ICs, security and trust have not been as widely studied [149]. Commonly used hardware 

trojan benchmarks, like TrustHub [150], contain neither process reliability trojan datasets 

nor datasets for any type of hardware trojans for analog circuits. Examples of insertion of 

hardware trojans in analog circuits include: i) Triggering circuits such as oscillators to an 

unstable operating point to cause functional failure, ii) leaking secret information through 

side channel methods [115], and iii) process reliability trojans.  
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From the discussion of countermeasures, parallels emerge between 

countermeasures and prognostics and health management. The comparison in Table 21, 

between the same feature (precursor) used for both counterfeit detection and prognostics 

and health management, helps to drive home the point about the harmonies between the 

two disciplines. 
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Table 21. Parallels between Counterfeit Detection (Security) and PHM (Health) 

Feature Security Health 

Quiescent 

supply current 

Detection of HTs based on a 

chip’s IDDQ [151] 

Predict RUL of FETs due to failure 

mechanisms [152] 

Transient 

supply current 

Detection of HTs via a 

sensitivity 

analysis of power signal [153] 

Fault detection and localization 

[154] 

Supply power 

Detection of HTs based on 

supply power [155] 

Prognostic method applicable to 

electronic components and systems 

based on the analysis of the power 

supply [156] 

Delay 

Detection of HTs based on 

clock sweeping and delay-

based detection [157] 

IC fault prediction technique based 

on delay characteristics of the clock 

network [158] 

Transmission 

power 

Detection of HTs based on 

transmission power [145] 

Prognostic method applicable to 

electronic components and systems 

based on the analysis of the 

transmission power [159] 

Leakage 

current 

Diagnosis and detection of 

HTs based on segmentation 

and gate level characterization 

[160] 

PHM precursor parameter 

identification for one switch-mode 

power supply (SMPS) [161] 
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Aging 

Aging analysis for recycled IC 

detection [145] 

Prognostic cell to monitor time-

dependent dielectric breakdown 

and IC electronic aging [162] 

 

Additionally, counterfeit and secure ICs are classified based on various features 

and/or side-channel measurements by employing machine-learning techniques. Examples 

include power consumption using Support Vector Machine (SVM) [163], timing signatures 

such as the delay using k-Nearest Neighbors (KNN) [164], transmission power and one-

class SVM [165]. This is similar to the modus operandi of data driven PHM where failure 

precursors are generated for healthy and faulty circuits and machine learning algorithms 

are used to predict if a system is healthy or faulty. 

8.3 PSHM Framework 

Prognostics and health management (PHM) is an approach used to increase 

operational availability and utilization of critical systems by reducing maintenance costs. 

PHM involves developing sensors and algorithms to detect anomalies from normal system 

operation, diagnose problems that cause the anomalies in terms of possible failure modes 

and mechanisms, and compute time to failure as a point estimate or ideally as a probability 

distribution. Once the failure distribution is computed, maintenance activities can be 

scheduled to optimize cost and system utilization subject to the system’s operational 

constraints. The PHM framework, according to IEEE 1856 [166], starts of with the Sense 

process, which is activated using data from the system’s sensors. The Acquire process is 

activated by the data processing which includes acquisition and manipulation built in to 

implement PHM. The Analyze process involves state detection, and the assessment of 
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system health and prognostic functions. This includes fault detection, fault isolation and 

fault identification, estimation of the health state and RUL. The Advise process is enabled 

by the advisory generation (AG) function inherent in the system design or external to the 

system. This includes presentation of health state data, prescriptive information, or display 

advisories. Finally, the Health Management processes uses the information generated in 

the Advise section to institute actions to return the system to a healthy state. The fault 

mitigation and recovery processes shown in the diagram may be performed within or 

external to the system. The idea here is to provide both a level of autonomous failure 

tolerance and recovery as well as operator-initiated failure avoidance and preventive 

maintenance actions. Together, these system design functions and processes comprise the 

enterprise PHM capability.  

The proliferation of hardware threats could outpace the implementation of their 

detection mechanisms. This might lead to a scenario where all products manufactured by 

untrusted manufacturing facilities are suspect until verified otherwise. This has parallels to 

Zero-Trust Architecture, a network security concept developed to help prevent data 

breaches by removing the notion of trust from an organization's network architecture. To 

extend the concept of Zero-Trust Architecture from the network to the hardware domain 

and to ensure hardware security, a paradigm shift from PHM to PSHM (Prognostics and 

Secure Health Management) is needed. We have seen in the previous section that there is 

an overlap between techniques used for PHM and those used for ensuring hardware 

security. Common approaches that tackle both naturally occurring and maliciously induced 

failures can ensure safe, reliable, and secure operation of electronic systems. These 

common approaches can be built on the PSHM framework proposed in Figure 28 which is 
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a modification of the PHM framework proposed in IEEE 1856. Compared to the PHM 

framework, the PSHM framework has an additional security state that needs assessment 

and prognosis. Analogous to the health state, the security state can be defined as the 

summary information regarding the current ability of a system or subsystem to perform its 

intended function securely; i.e., independent from the impact of hardware threats. A 

system’s security state is not directly observed and hence needs to be estimated. The 

estimation of the system’s security state is more complex than the estimation of the system 

health as there are multiple types of hardware threats that can impact security. The security 

state could change over time as some hardware threats are triggered during IC usage. The 

Advise process and the Act process of the PSHM framework has to take into account both 

the health and security states. Reconfiguration, which is one of the possible Act scenarios, 

is already an active research area in dealing with hardware threats once they are discovered. 

Since many different types of hardware threats could be present in the system before it is 

even used, it is possible to extend the PSHM framework into the testing phase of systems. 
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8.4 Technical Background 

The approach starts with seeding process reliability trojans into the circuit 

schematic of the target circuit. Sensitivity analysis is carried out using design of 

experiments (DOE) to determine the critical trojans – the trojans that hamper circuit 

functionality significantly. Detection and diagnosis of these critical trojans is cast as a 

classification problem, the training data for which is generated using generative adversarial 

networks.  A new wavelet scattering network called WaveDiscNet is developed which is 

used for – classification, regression and as a discriminator in generative adversarial 

network. The Process Variability (PV) inherent during the manufacturing of circuits has 

the potential to drown out the impact of hardware trojans including process reliability 

trojans. Hence any trojan detection scheme should also be account for the process 

variability. In the following subsections, we review the basics of generative adversarial 

Figure 28. Developed PSHM Framework 
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network, process variability, collaborative filtering for estimating process variability, and 

introduce the concept of WaveDiscNet. 

 

8.4.1 Generative Adversarial Networks (GAN)  

 

 Once critical trojans are determined using DOE, the trojan detection and diagnosis 

problem is transformed into a deep-learning based classification problem. Deep learning is 

preferable over traditional machine learning as it does not require manual design of 

features, instead it autonomously learns features that are most optimal for classification. 

The generalization ability of deep learning networks is hampered by the lack of “enough” 

training data samples. Hence, to prevent overfitting to training data and hence improve 

generalization, GANs (Figure 29) are used to generate data that is similar to simulation 

(SPICE) data. GANs are beneficial when simulations are computationally prohibitive or 

experimentation is difficult, both of which are true in case of trojan detection in circuits. 

GAN consists of two networks that are trained together as adversaries. 

 

Figure 29. Generative Adversarial Networks (GAN) 

(1) Generator network – Using a noise array as an input, the generator creates data that is 

similar to the real data. The goal of the generator is to generate data that fools the 

discriminator into thinking that it is real data. 

(2) Discriminator network – The discriminator receives both real data and the data 

generated by the generator, and tries to classify it in to real or generated. The goal of the 
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discriminator is to correctly classify the source of the data i.e. to not be fooled by the 

generator.  

The training of GAN is complete when the two adversarial networks reach Nash 

equilibrium [167]. Nash equilibrium is a state in game theory where it improvement of the 

score for any player is not possible by only changing their own strategy [168]. For GANs, 

Nash equilibrium is reached between the Discriminator and Generator when the Generator 

is able to match the real data by learning its distribution and the Discriminator is not able 

to discern the difference between data synthesized by the generator and the real data. 

During training of the GAN, both real signals and generated signals data synthesized by 

generator G are input into discriminator D, which attempts to maximize the log-likelihood 

of the correct source, as follows, 

 

𝐿𝑆𝑜𝑢𝑟𝑐𝑒 = 𝐸[log 𝑃(𝑆𝑜𝑢𝑟𝑐𝑒 = 𝑅𝑒𝑎𝑙 𝑆𝑖𝑔𝑛𝑎𝑙|𝑅𝑒𝑎𝑙 𝑆𝑖𝑔𝑛𝑎𝑙)]
+ 𝐸[log 𝑃(𝑆𝑜𝑢𝑟𝑐𝑒
= 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑆𝑖𝑔𝑛𝑎𝑙|𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑆𝑖𝑔𝑛𝑎𝑙)] 

(28) 

 

Conversely, the generator G attempts to minimize the log-likelihood. The usage of 

traditional GANs to generate training data for the critical trojans would require training as 

many GANs as the number of classes (critical trojans). Hence, in this work a single 

Conditional GAN (CGAN) (Figure 30) is trained using the data labels such that it can 

generate data belonging to each class. 
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Figure 30. Conditional Generative Adversarial Networks (CGAN) 

8.4.2 WaveDiscNet 
 

 The network WaveDiscNet (Figure 31) is a WSN that is made learnabale using 

second generation wavelet transform using the lifting scheme [79]. Unlike our previous 

work [169], where a genetic algorithm was used to learn the wavelets using the lifting 

scheme and SVM was used for classification, in this work we learn the wavelets within a 

neural network, i.e. using the backpropagation algortihm. As a result, wavelet estimation 

and classification is carried out simultaneously within the same network. Hence, unlike 

previous research that combines wavelets and deep neural networks, our network, 

WaveDiscNet, is completely wavelet-based, and the wavelets are learned in an end-to-end 

form across the network. Additionally, WaveDiscNet is simulataneoulsy used as a 

discriminator in a CGAN as well as a classfication network for trojan detection and 

diagnosis. The WaveDiscNet also has layers for Parametric Estimation and Parametric 

Deviation Distribution, which do not take part in the intial wavelet learning process, and 

will be elaborated upon in Section 8.5.  

A typical lifting scheme consists of the following phases.  

1. Split: The input signal 𝑥(𝑛) is split into an even subset 𝑥𝑒(𝑛) and an odd subset 

𝑥𝑜(𝑛), where 𝑥𝑒(𝑛) = 𝑥(2𝑛) and 𝑥𝑜(𝑛) = 𝑥(2𝑛 + 1). 
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2. Predict: The even and odd subsets match the correlation structure of the original 

signal. The odd coefficients are predicted from the neighboring even coefficients 

𝑥𝑒(𝑛), and the prediction errors are defined as detail signal 𝑑(𝑛),  

𝑑(𝑛) = 𝑥𝑜(𝑛) – 𝑃(𝑥𝑒(𝑛)), where 𝑃 = [𝑝(1), ⋯ ⋯ , 𝑝(𝑁)]𝑇 is the predict operator. 

3. Update: The linear combination of the prediction errors and the even coefficients 

are combined to create the approximation signal 𝑐(𝑛)  

𝑐(𝑛) = 𝑥𝑒(𝑛) + 𝑈(𝑑(𝑛)), where 𝑈 = [𝑢(1), ⋯ ⋯ , 𝑢(𝑁)]𝑇 is the update operator. 

Applying lifting scheme requires the estimation of the predict (P) and the update operators 

(U). The estimation is carried out within the WaveDiscNet using the backpropagation 

algorithm, while minimizing the loss function for the CGAN and the trojan diagnosis 

problem associated with the CGAN layers and the trojan diagnosis layers respectively. 

Automatic differentiation [91] is used for gradient descent as it allows for training of 

complex deep learning models without needing to compute derivatives manually for 

optimization.  
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Figure 31. WaveDiscNet Architecture. 

When the WaveDiscNet is used as a discriminator, it tries to simulataneously maximize 

the log-likehood associated with the signal source (28) and the log-likehood associated 

with the class label (29).  

 
𝐿𝐿𝑎𝑏𝑒𝑙 = 𝐸[log 𝑃(𝐿𝑎𝑏𝑒𝑙 = 𝑐|𝑅𝑒𝑎𝑙 𝑆𝑖𝑔𝑛𝑎𝑙)]
+ 𝐸[log 𝑃(𝐿𝑎𝑏𝑒𝑙 = 𝑐|𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 𝑆𝑖𝑔𝑛𝑎𝑙)] 

(29) 

 

Where 𝑐 ∈ 1 … 𝑁, and 𝑁 is the number of critical trojans. The goal of the discriminator is 

to maximize 𝐿𝑆𝑜𝑢𝑟𝑐𝑒 + 𝐿𝐿𝑎𝑏𝑒𝑙, whereas the goal of the generator is to minimize, 

𝐿𝑆𝑜𝑢𝑟𝑐𝑒 − 𝐿𝐿𝑎𝑏𝑒𝑙 

 

 

8.4.2 Process Variability  
 

HT detection is extremely challenging due to the process variability (PV) inherent 

in circuit fabrication. This is because HTs are designed to be very small to evade detection, 

for instance, process reliability trojans have zero area footprint. As a result, their effects on 

side-channel information are miniscule to the point of being drowned out by PV, especially 
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since PV and HTs can have similar effects. For example, an increase in leakage current of 

a region of a circuit could be due to either PV or HT, and it is very challenging to figure 

out the source by measuring the circuit leakage current. PV negatively impact circuit yield 

and reliability. There are two major types of PV - global variability and local variability 

[170]. At circuit location (𝑥, 𝑦), performance of interest 𝑧(𝑥, 𝑦) can be expressed as 

 𝑧(𝑥, 𝑦) = 𝑧ҧ + 𝑧𝑔 + 𝑧𝑙(𝑥, 𝑦) (30) 

 

where 𝑧ҧ is the nominal performance, 𝑧𝑔 is the global variability, and 𝑧𝑙(𝑥, 𝑦) is the local 

variability at location (𝑥, 𝑦). The local variability consists of a systematic correlated 

variability and an uncorrelated random variability, 

 
𝑧𝑙(𝑥, 𝑦) = 𝑧𝑐(𝑥, 𝑦) + 𝑧𝑟(𝑥, 𝑦) 

 
(31) 

 

where 𝑧𝑐(𝑥, 𝑦) is the local variability that is correlated spatially, and 𝑧𝑟(𝑥, 𝑦) is the random 

variability that is uncorrelated. The correlated local variability 𝑧𝑐 can be modeled as a 

multivariate normal distribution with reducing correlation with increasing spatial distance. 

To estimate the PV distribution for every fabricated circuit, some PV monitors [171] need 

to be embedded into the circuit. There is a possibility that embedded PV monitors could 

also be subject to tampering by malicious foundries, however, detection of tampering in 

PV monitors is comparatively very easy [171].  

8.4.3 Collaborative Filtering  
 

Collaborative filtering is used in recommendation systems (RS) which use the 

ratings users gave to certain products, to provide recommendations based on their estimated 

preferences. The ratings given by users are arranged in ratings matrices, which are usually 

very sparse because there are usually a large number of items, for example, movies, 
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products etc., and users typically rate only a few of them. As a result, collaborative filtering 

algorithms are designed to provide accurate predictions and recommendations based on 

sparse matrices of ratings [172]. Analogously, these algorithms should be able to provide 

estimates of PV at circuit locations without PV monitors, based on PV measurements at 

locations with PV monitors. This is because PV values at different locations are correlated, 

as explained in the previous subsection. RS collaborative filtering algorithms exploit 

inherent correlations to predict item’s ratings based other ratings in the ratings matrix.  

There are two major classes of collaborative filtering algorithms [173] - memory-

based and model-based. Memory based algorithms rely on a ratings matrix of users' 

preferences and each prediction is performed based on computation using the entire matrix. 

Conversely, model-based algorithms build a model of the users based on their preferences 

and recommendations are generated by using the model. Memory-based methods have an 

advantage due to their simplicity, however, are computationally expensive, as the size of 

the rating matrix grows. Model-based algorithms, provide added insights beyond its 

predictive capabilities due to the use of a model, which is not possible with memory-based 

algorithms. Additionally, model-based algorithms are not as computationally intensive as 

memory-based algorithms, however, recomputing the model to be realistic to new data may 

require a full recompilation.  In this paper, we use a hybrid CF algorithm called personality 

diagnosis (PD) [174] that is a combination of memory- and model-based algorithms. The 

biggest advantage of this method is that the predictions have a probabilistic interpretation. 

Every user's reported ratings are considered an indicator of the type of their underlying 

personality, which is simply a vector of the user's true ratings for the items. Once a user's 
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ratings of items are known, the probability that he has the same personality type as other 

users is calculated, and then the probabilistic ratings for other items are computed.  

A user’s personality type can be described as 𝑹𝑖
𝑡𝑟𝑢𝑒 = {𝑅𝑖1

𝑡𝑟𝑢𝑒 , 𝑅𝑖2
𝑡𝑟𝑢𝑒 , … , 𝑅𝑖𝑚

𝑡𝑟𝑢𝑒}, 

which is a vector of true ratings of user 𝑖 for all items 𝑚.  This vector encodes his 

underlying preferences for items, and being the ground truth, is not directly available to the 

CF system, but needs to be estimated. The rating for item 𝑗 by user 𝑖 is drawn from an 

independent normal distribution with mean 𝑅𝑖𝑗
𝑡𝑟𝑢𝑒.  

 𝑃𝑟(𝑅𝑖𝑗 = 𝑥|𝑅𝑖𝑗
𝑡𝑟𝑢𝑒 = 𝑦) ∝ 𝑒

−
(𝑥−𝑦)2

𝜎2  
(32) 

 

 

𝑅𝑎
𝑡𝑟𝑢𝑒 i.e. the prior probability vector of true ratings of user 𝑎, is a random variable that can 

take on one of 𝑛 values in vector 𝑹𝒊  − 𝑅1, 𝑅2, . . . , 𝑅𝑛 − each with probability 
1

𝑛
.  

 𝑃𝑟(𝑹𝑎
𝑡𝑟𝑢𝑒 = 𝑹𝒊) =

1

𝑛
 

(33) 

 

 

By applying Bayes' rule, the probability distribution for the rating of user 𝑎 for an unseen 

item 𝑗 is calculated as,  

 

𝑃𝑟(𝑅𝑎𝑗 = 𝑥𝑗|𝑅𝑎1 = 𝑥1, … , 𝑅𝑎𝑚 = 𝑥𝑚)

= ∑ 𝑃𝑟(𝑅𝑎𝑗 = 𝑥𝑗|𝑹𝑎
𝑡𝑟𝑢𝑒 = 𝑹𝑖). 𝑃𝑟(𝑹𝑎

𝑡𝑟𝑢𝑒 = 𝑹𝑖)|𝑅𝑎1

𝑛

𝑖=1

= 𝑥1, … , 𝑅𝑎𝑚 = 𝑥𝑚) 

 

(34) 
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8.5 Approach 

The approach followed is shown in Figure 32 and consists of an offline analysis 

phase, a post-production testing phase, and an optional runtime monitoring phase.  

 

Figure 32. PSHM Approach flowchart 

8.5.1 Offline Analysis Phase 

The first step in this phase involves seeding different process reliability trojans in 

the circuit schematic/layout in a simulation language like SPICE. For example, NBTI and 

HCI based process reliability trojans are simulated by increasing the threshold voltage of 

the PMOS and NMOS transistors respectively; electromigration based process reliability 

trojans are simulated by adding resistances in the wires/traces of the circuit to simulate 

decreased wire/trace widths. Circuits are designed to withstand a certain percentage of 
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deviation from nominal values of components, called component tolerance. The 

component tolerance can and usually is different for different components, and is usually 

defines the upper limit on the tolerable process variability during fabrication. In this work, 

we make no assumption about whether the impact of the process reliability trojan causes 

the nominal values of the component to be within the tolerance range or not, however, logic 

dictates that detection would be easier beyond the tolerance range. In this phase, it is 

assumed that all deviations are caused by process reliability trojans, whereas in the next 

phase, discrimination will be made between process variability and process reliability 

trojans. Next, a design of experiment study is conducted to identify the critical trojans 

within the circuit. This criticality is with respect to the system functionality. This phase can 

be thought of as sensitivity analysis; however, Monte Carlo analysis is not used, as it is 

inefficient, especially for high-dimensional systems. SPICE simulations are conducted 

based on the design points of the supersaturated design (SSD), and the model in equation 

(1) is fit to the responses using LASSO regression. The p-values of the different terms in 

the model represent the criticality of the different trojans in hampering circuit functionality. 

The lower the p-value, the more critically the trojan hampers circuit functionality. Next, 

detection of these critical trojans is cast as a classification problem. The training data for 

the classification model is generated by varying parameter values of the critical trojans 

from their nominal values within SPICE and capturing the circuit output. Assuming the 

nominal value of a parameter is Z, the range of the deviation factors considered are [0.25*Z 

– 1.75*Z]. We assume that within this range, 1000 simulations per critical trojan would be 

needed to train the classification model for trojan diagnosis. This would require an 

inordinate number of SPICE simulations for large dimensional circuits. As a result, only 
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16 SPICE simulations (0.25*Z, 0.35*Z, 0.45*Z, 0.55*Z, 0.65*Z, 0.75*Z, 0.85V*Z, 

0.95*Z, 1.05*Z, 1.15*Z, 1.25*Z, 1.35V*Z, 1.45*Z, 1.55*Z, 1.65*Z, 1.75*Z) per critical 

trojan are carried out and the remaining 984 training samples per critical trojan are 

generated using CGAN.     

WaveDiscNet is trained as a discriminator to simultaneously (a) discriminate 

between the real (SPICE simulation) signals and the generated signals from the generator, 

and (b) discriminate between the class labels (critical trojans) according to Algorithm 3. 

 

Algorithm 3:  

1. Network preprocessing: Freeze Parametric Deviation Distribution layers and 

Parametric Estimation layers so that they are not involved in the training process. 

2. Network training: Input: One dimensional training dataset of real (SPICE) signals 

of circuit output voltage, 𝑿𝑹 = [𝒙𝟏, 𝒙𝟐, … , 𝒙𝒏] with critical trojan labels 𝒀𝑹 =

[𝑦1, 𝑦2, … , 𝑦𝑛]. 𝒀𝑹 ∈ [1, … , c], where c is the number of critical trojans, 𝑛 =  16 ∗

𝑐, is the number of real signals, 𝒙𝒊 is real signal instance 𝑖 of length 1024 with 

label 𝑦𝑖. 

3. Network training: Train CGAN with WaveDiscNet as the discriminator with the 

real signals 𝑿𝑹 and labels 𝒀𝑹 to generate synthetic signals 𝑿𝑮 with corresponding 

labels 𝒀𝑮. 

4. Network training: Use Backpropagation algorithm to update model weights 

through automatic differentiation for optimization of the Predict and Update 

Operators of WaveDiscNet. 
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5. Network result: Generated Signals 𝑿𝑮 and corresponding labels 𝒀𝑮. Output: 

Predicted trojan for real signal 𝑿𝑹 and trojan diagnosis accuracy determined 

through comparison with 𝒀𝑹. 

8.5.2 Post-Production Testing Phase 

 

The WaveDiscNet is futher trained to estimate the probability ditribution of the 

critical trojan parametric deviation using Algorithm 4. This estimation is needed to 

differentiate trojans and process variability. 

 

Algorithm 4:  

1. Network preprocessing: Freeze Trojan Diagnosis layers, CGAN layers and 

Parametric Estimation layers so that they are not involved in the training process. 

Unfreeze the Parametric Deviation Distribution layers such that the network can 

be trained for estimating the probability distribution of the critical trojan 

parametric deviation. 

2. Model training: Input: One dimensional training dataset of real (SPICE) signals of 

circuit output voltage, 𝑿𝑹 = [𝒙𝟏, 𝒙𝟐, … , 𝒙𝒏] with critical trojan deviation levels 

𝒀𝑹 = [𝑦1, 𝑦2, … , 𝑦𝑛]. 𝒀𝑹 ∈ [1, … ,16], as we have 16 parametric deviations in the 

range [0.25 –  1.75], 𝑛 =  16 ∗ 𝑐, is the number of real signals, 𝒙𝒊 is real signal 

instance 𝑖 of length 1024 with label 𝑦𝑖. 

3. Train WaveDiscNet as a classifier with the real signals 𝑿𝑹 and labels 𝒀𝑹 to 

estimate the probability distribution of the critical trojan parametric deviation. 

4. Use Backpropagation algorithm to update model weights through automatic 

differentiation for only the Parametric Deviation Distribution layers, as 
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optimization of the Predict and Update Operators of WaveDiscNet was carried 

out in Algorithm 3. 

5. Model result: Input: Real Signals 𝑿𝑹 and corresponding parametric deviations 𝒀𝑹. 

Output: Predicted distribution of the critical trojan parametric deviation. 

In the second phase, post-production testing is carried out using the trained 

WaveDiscNet from the CGAN. The outputs of the circuits received from the foundry are 

fed to the trained WaveDiscNet which not only detects the presence of a trojan but also 

performs trojan diagnosis. Once circuits are fabricated, the trained WaveDiscNet is used 

to estimate parametric deviation distributions for the critical trojans and the embedded PV 

monitors are used to estimate the PV of the entire circuit using collaborative filtering. The 

measured deviation factors at the locations with PV monitors are used to estimate the 

deviation factors for the entire circuit. The deviation factors for the entire circuit can be 

recovered using only a few PV monitors as the PVs are spatially correlated.  

Circuits are partitioned into L × L grids and we assume identical PVs within a grid, 

like previous studies [170]. The 𝐿 ×  𝐿 matrix, denoted by 𝑦, is analogous to the ratings 

matrix in recommendations systems. The most obvious method to obtain y is to implant a 

PV monitor into each grid, resulting in 𝐿 ×  𝐿 PV monitors in total. However, this would 

be an expensive approach both in terms of cost and circuit area. Hence, analogous to 

recommendation systems, where we have few ratings available and collaborative filtering 

used to estimate the remaining ratings, collaborative filtering is used to estimate the PV 

deviation factors at circuit locations where we do not have PV monitors. 

The personality diagnosis algorithm used for collaborative filtering gives a 

probabilistic estimate of the PV at every location. This can be compared with the 
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probability density function of the critical trojan parametric deviation (Figure 33) from the 

WaveDiscNet and if there is no significant overlap between the two distributions, it is an 

indication that a hardware trojan is present. 

 

 

 
Figure 33. Process Variability Distribution and Trojan Parametric Deviation Distribution 

 

 

The probability of the presence of hardware trojan in a circuit is given by, 

 

𝑃(𝐻𝑇) = Φ (
𝐸(𝑓𝐻𝑇) − 𝐸(𝑓𝑃𝑉)

√𝑉(𝑓𝐻𝑇) + 𝑉(𝑓𝑃𝑉)
) = Φ (

𝜇𝐻𝑇 − 𝜇𝑃𝑉

√𝜎𝐻𝑇
2 − 𝜎𝑃𝑉

2
) 

 

(35) 

Where Φ is the cumulative standard normal distribution, 𝑓𝐻𝑇, 𝜇𝐻𝑇, 𝜎𝐻𝑇
2  are the PDF, mean 

of the PDF, and variance of the PDF of the ditribution of the critical trojan parametric 

deviation respectively. 𝑓𝑃𝑉, 𝜇𝑃𝑉, 𝜎𝑃𝑉
2  are the PDF, mean of the PDF, and variance of the 

PDF of the PV respectively. For a batch of circuits, statistical hypothesis tests like the 

Mann-Whitney U-test [175] can be used for estimating if there is a statistical difference 

between the process variability and the trojan distributions.   
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8.5.3 Runtime Monitoring Phase (Optional) 

 

Process reliability trojans can be thought of as aging that is maliciously induced, as 

opposed to natural aging, as it a means for an attacker to accelerate degradation. After 

detection of these trojans in the Post-Production Testing Phase using the WaveDiscNet and 

PV montiors, the WaveDiscNet can also be used during the Runtime Monitoring Phase to 

detect natural aging. The WaveDiscNet can also be trained for parametric estimation 

(Algorithm 5), and hence, be used to implement predictive maintenance through estimation 

of remaining useful life (RUL). 

Algorithm 5:  

1. Network preprocessing: Freeze Trojan Diagnosis layers, CGAN layers and 

Parametric Deviation Distribution layers so that they are not involved in the 

training process. Unfreeze the Parametric Estimation layers such that the network 

can be trained for parametric estimation of the critical trojans. 

2. Network training: Input: One dimensional training dataset of real (SPICE) signals 

of circuit output voltage, 𝑿𝑹 = [𝒙𝟏, 𝒙𝟐, … , 𝒙𝒏] with critical trojan parametric 

values 𝒁𝑹 = [𝒛𝟏, 𝒛𝟐, … , 𝒛𝒏], where 𝒛𝒊  is the vector of the values of the trojan 

parameters, 𝑛 is the number of real signals, 𝒙𝒊 is real signal instance 𝑖 of length 

1024. 

3. Train WaveDiscNet as a regresor with the real signals 𝑿𝑹 and labels 𝒁𝑹. 

4. Use Backpropagation algorithm to update model weights through automatic 

differentiation for only the Parametric Estimation layers, as optimization of the 

Predict and Update Operators of WaveDiscNet was only carried out in Algorithm 

3. 
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5. Network result: Input: Real Signals 𝑿𝑹 and corresponding trojan parametric 

values 𝒁𝑹. Output: Parametric estimation accuracy. 

The circuit output measured at time 𝑡1 is fed into the trained WaveDiscNet which 

localizes the source of degradation within the circuit. At time 𝑡1, the parametric value of 

the degradation is estimated, using the regression layer of WaveDiscNet, to be 𝑥1. It is also 

known that the parameter's nominal value is 𝑥 and the system fails when the parameter 

degrades to 𝑥𝑥. Similarly, the degradation at times 𝑡2 and 𝑡3 is obtained as 𝑥2 and 𝑥3. 

Knowing these points, a degradation model can be fit (for example, exponential model for 

NBTI and HCI), and the circuit remaining useful life (RUL) can be estimated based on 

when the degradation crosses the failure threshold xx. The overall circuit RUL is the 

minimum of the RUL due to all sources of degradation. The extrapolations to the failure 

threshold can be carried out using techniques like Kalman filter [176] or particle filter 

[177]. This step can not only be used to detect natural aging but also be used for detecting 

trojans that are designed to be triggered with circuit usage. 

8.6 Experiments and Results  

The approach is demonstrated using a 64-bit digital to analog converter (DAC) circuit 

which consists of 64 PMOS transistors, 64 NMOS transistors and 128 resistors. The 8-bit 

version of the DAC is shown in Figure 26 and is from the IEEE 1997 International Test 

Conference benchmark [107] of analog and mixed-signal circuits. We make the following 

modifications to the circuit schematic: (1) NBTI based process reliability trojans are 

simulated by increasing the threshold voltage of the PMOS transistors, (2) HCI based process 

reliability trojans are simulated by increasing the threshold voltage of NMOS transistors, and 
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(3) electromigration based process reliability trojans are simulated by adding resistances in 

the wires/traces of the circuit to simulate decreased wire/trace widths. 

To narrow focus to the process reliability trojans that are most critical in hampering 

circuit functionality, we implement a supersaturated design for the 64-bit DAC with 256 

factors (64 PMOS transistors, 64 NMOS transistors, 64 resistors of resistance R, and 64 

resistors of resistance 2R) with just 128 simulations. The variations in the definitive 

screening design include both within and outside expected process variability i.e. in the range 

[0.25*Z – 1.75*Z], here 𝑍 is the nominal value of the component. LASSO regression is used 

to estimate factor effects and t-test is used to estimate factor effect significance. The 

significant factors are the critical trojans moving forward in the analysis. 42 trojans have a 

statistically significant impact on circuit functionality as seen in Table 22.   

The training data is generated for the for the 43 classes (42 critical process reliability 

trojans + 1 trojan-free class) using CGAN. The structure of the generator and the 

discriminator for the CGAN are shown in Table 23. The CGAN uses 488 SPICE simulations 

as an input (16 simulations per the 43 classes) such that the generator can generate data of 

each class which the discriminator classifies. The trojan diagnosis process happens 

simultaneously as the data generation using the WaveDiscNet.  Trojan diagnosis accuracy  

results are shown in Table 24 along with comparison to the method in [115], where a neural 

network trained on the performance parameters of a low-noise amplifier at different supply 

voltages was used to detect inserted process reliability trojans. The basis of the method in 

[115] is that using performance measurements, even at modified supply levels, will not lead 

to the detection of process reliability trojans [178] in digital circuits but may do so in analog 

circuits. However, as can be seen from the results in Table 24, their method does not fare 
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well compared to the developed method in terms of detection accuracy. Additionally, their 

method is unable to localize the process reliability trojans within the circuit i.e., it can only 

provide trojan detection, not trojan diagnosis.  

 

Table 22. Summary of trojan criticalities (p values) based on definitive screening design 

simulations 

Term Estimate Std Error t Ratio p value Term Estimate Std Error t Ratio p value 

R1-A 0.0095 3.50E-05 272.04 0.00001 
M10-

G 
2.30E-05 3.80E-06 6.16 0.00001 

R3-A -0.002 2.10E-06 -794.90 0.00001 
M12-

G 
0.0013 0.0001 21.25 0.00001 

R4-A 4.90E-05 2.10E-06 22.77 0.00001 M2-H 0.0013 3.50E-05 36.49 0.00001 

R16-B 2.00E-05 2.10E-06 9.57 0.00001 M7-H 2.00E-05 2.10E-06 9.57 0.00001 

R2-C 1.60E-05 2.10E-06 7.38 0.00001 M4-A -8.00E-06 2.20E-06 -3.57 0.0004 

R4-H 1.20E-05 2.10E-06 5.40 0.00001 M6-A -7.00E-06 2.20E-06 -3.40 0.0007 

R6-H 9.50E-06 2.20E-06 4.40 0.00001 R7-A 6.60E-06 2.10E-06 3.10 0.0021 

M1-A -9.00E-06 2.20E-06 -4.10 0.00001 R6-E 6.40E-06 2.10E-06 3.01 0.0028 

M9-A -8.00E-06 2.20E-06 -3.93 0.00001 R16-C -6.00E-06 2.10E-06 -2.80 0.0053 

M16-B 0.0013 3.50E-05 36.49 0.00001 R9-A 5.70E-06 2.10E-06 2.65 0.0084 

M8-B -0.002 3.80E-06 -496.90 0.00001 R1-H -6.00E-06 2.10E-06 -2.60 0.0096 

M11-B 2.20E-05 3.80E-06 5.79 0.00001 R11-E 5.40E-06 2.10E-06 2.52 0.012 

M8-C 4.50E-05 3.80E-06 12.06 0.00001 R11-C 5.20E-06 2.10E-06 2.45 0.0147 

M16-C 1.60E-05 3.80E-06 4.17 0.00001 R9-E 4.00E-06 2.10E-06 1.88 0.0206 

M12-D -6.00E-05 3.70E-06 -16.18 0.00001 M9-E 2.70E-06 2.10E-06 1.26 0.0266 

M13-D 0.0001 3.80E-06 18.64 0.00001 R12-B 3.30E-06 2.10E-06 1.53 0.0274 

M1-E 2.90E-05 3.80E-06 7.78 0.00001 R2-E -4.00E-06 2.10E-06 -1.87 0.0317 

M6-F 2.80E-05 3.80E-06 7.43 0.00001 R2-D -4.00E-06 2.10E-06 -2.09 0.037 

M2-G -4.00E-05 3.80E-06 -11.03 0.00001 M1-H -4.00E-06 2.10E-06 -2.09 0.037 

M8-G 5.18E-05 3.80E-06 13.64 0.00001 R2-B 4.10E-06 2.10E-06 1.89 0.0488 

M9-G 2.30E-05 3.80E-06 5.98 0.00001 M16-F 2.76E-06 2.10E-06 1.31 0.0497 
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Table 23. CGAN Structure 

Network 
Layer 

Number 

Convolution 

Size 
Stride Padding Activation Function 

Generator 

1 5 × 1 × 128 1 0 ReLU 

2 6 × 1 × 64 3 8 ReLU 

3 6 × 1 × 32 3 2 ReLU 

4 2 × 1 × 16 4 15 ReLU 

5 2 × 1 × 8 2 15 ReLU 

6 8 × 1 × 1 2 29 Sigmoid 

Discriminator 

(WaveDiscNet) 

1 32 × 1 × 128 1 0 Abs 

2 
8 × # Classes - - SoftMax 

8 × 2 - - Sigmoid 

 

Table 24. Performance of the WaveDiscNet 

Trojan Diagnosis 

Accuracy 

(Developed 

Method) 

Trojan 

Detection 

Accuracy 

(Literature 

[115]) 

Trojan Parametric 

Deviation Distribution 

Accuracy (Developed 

Method) 

Trojan Parametric 

Estimation Accuracy 

(Developed Method) 

93.11% 75.08% 91.23% 87.67% 

 

The 64-bit DAC circuit is partitioned into a L × L grid where 𝐿 =  8 and 16 PV 

monitors are randomly placed at locations without critical trojans for PV estimation using 

collaborative filtering. The PV is simulated for the entire circuit using equations (30) and 

(31), and the personality diagnosis algorithm is used to estimate the PV at the 48 locations 

without PV monitors. The impact of selecting different number of PV monitors on the PV 

estimation is shown in Figure 34. The average RMSE is plotted for 1000 PV simulations 

and corresponding PV estimations for different number of PV monitors. As expected, 

choosing a larger number of PV monitors results in a more accurate PV estimation (lower 

RMSE).  
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Figure 34. Number of PV monitors vs. PV estimation accuracy 

  
 

One of the biggest advantages of the personality diagnosis algorithm for collaborative 

filtering is that it provides a probabilistic estimate of the PV instead of just a point estimate. 

This probabilistic estimate is compared to the estimate of the probability distribution of the 

critical trojan parametric deviation, in order to ascertain if a hardware trojan is present. Figure 

36 provides five instances of such a comparison for transistors. Figures 35 (a) and (b) provide 

Figure 35. Comparison of the probabilistic estimates of process variability and trojans 
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examples where the distribution of the process variability estimated by nearby PV monitors 

indicate that there is negligible process variability as most of the distribution is centered near 

the transistor nominal threshold voltage of 0.79V. However, the WaveDiscNet estimates that 

process reliability trojans have been inserted as can be seen from the probabilistic estimates 

of the process reliability trojans which are centered around 0.9V and 0.43V respectively. As 

a result, the probability of hardware trojans is quite high. In Fig. 35 (c) the PV monitors 

estimate that there is process variability, which is picked up by the WaveDiscNet estimation 

too as can be seen from the significant overlap between the two distributions. As a result, the 

probability of hardware trojans is quite low. In Fig. 35 (d) the PV monitors estimate that there 

is negligible process variability, which is in agreement with the WaveDiscNet estimation, as 

can be seen from the significant overlap between the two distributions. As a result, the 

probability of hardware trojans is quite low. In Fig. 35 (e) the PV monitors estimate that there 

is negligible process variability. However, the WaveDiscNet estimates that there might be a 

process reliability trojans as the estimated parametric distribution is centered around 0.83V. 

However, due to the overlap between the two distributions, the probability of hardware 

trojans is not very high. Finally, WaveDiscNet makes possible parametric estimates through 

its regression layer, which can to be used to enable predictive maintenance for circuits 

through the RUL prediction. The parametric estimation accuracy is reported in Table 24.  

8.6 Discussion 

As mentioned earlier, side channel analysis is a widespread technique used for 

detection of hardware trojans. It involves generation of a parametric signature of circuits and 

comparison to a trusted signature to differentiate between trojan-infected and trojan-free 

circuits. This signature involves physical characteristics, such as power consumption, time 
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delay, leakage current etc. Hardware trojans, irrespective of their type, cause a change in the 

circuit’s side-channel parametric signature, even if they do not alter its functionality, and 

hence can be detected using side-channel analysis. When hardware trojans are well-designed 

this change is miniscule and gets lost within process variation. Hence, the generation of the 

trusted signature has to consider the uncertainty due to process variations.  

Learning the trusted signature has traditionally required a small number of trusted 

circuits, also called golden chips. Availability of these golden circuits, however, is easier said 

than done, since it requires access to trusted foundries. This access is prohibitive in terms of 

cost, and might not be even worth it, as characteristics of fabrication will most likely differ 

between the trusted foundries and other foundries in terms of parametric profiles. Reverse 

engineering can also be carried out to ensure the golden nature of a circuit, however, it is a 

destructive and hence, expensive process.  

The leakage current of a transistor is given by, 

 𝐼 = 𝐶
𝑊

𝐿
𝑉𝑇

2(𝑛 − 1)𝑒𝑥𝑝 (
𝑉𝐺𝑆 − 𝑉𝑇𝐻

𝑛𝑉𝑇
) (36) 

 

where 𝐶 is a constant, 𝑊 and 𝐿 are the effective channel width and length, respectively, 𝑛 is 

the subthreshold swing coefficient (its typical value ranges from 1.2 to 1.7), 𝑉𝐺𝑆 is the gate-

to-source voltage, 𝑉𝑇𝐻 is the threshold voltage, and 𝑉𝑇 is the thermal voltage. Due to the 

exponential relationship, variability in the leakage current is majorly driven by the threshold 

voltage variation.  The nominal leakage current of each transistor is available from the 

foundry library file. Using the approach in this paper, the actual threshold voltage and hence 

the actual leakage current of each transistor can be estimated. Hence, this approach can be 

used to provide transistor-level characterization, and as a result the expected leakage current 
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in every path of the circuit can be obtained. If the addition of leakage currents in every path 

of the circuit does not add up to the total leakage current measured for the circuit, it is an 

indication of a hardware trojan because the leakage current impacts of process variability and 

process reliability trojans have already been accounted for. Hence, this approach can be used 

for trojan detection of non-process reliability trojans and trojan diagnosis of process 

reliability trojans. Additionally, the detection and the diagnosis is made possible without 

relying on a golden circuit.  

8.7 Conclusions 

Technology scaling continues to follow Moore’s law; however, the scaling of the 

gate dielectric leads to exponentially increasing gate leakage, thereby making burn-in 

testing obsolete as the required burn-in power becomes prohibitive. Therefore, having 

circuits with self-diagnosis and self-prognosis capabilities is the need of the hour. These 

capabilities, when realized by the proposed approach, will offer an inside view into the 

circuit and its internal device parameters that will be indispensable in detecting both faults 

and trojans. The proposed approach is a deep-learning-based comprehensive approach that 

can be used for health monitoring of circuits, and that can not only detect but also 

distinguish between component faults and process reliability trojans.  

In this chapter we present a wavelet-based side channel approach that does not rely 

on golden circuits and is used for detection and diagnosis of process reliability trojans while 

distinguishing them from process variability. The developed approach is the only one, to 

our knowledge, able to detect and diagnose hardware trojans with a zero-area footprint. 

Overreliance on expensive pre-silicon simulations are reduced because of the use of 

conditional generative adversarial networks to generate data to train models for trojan 
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detection and diagnosis. Specialized sampling techniques are adapted from design of 

experiments literature to overcome the shortcomings of Monte Carlo sampling. 

Probabilistic estimates of trojans and process variability are made available at transistor-

level, thereby offering a very detailed inside view of hardware security. We evaluate our 

approach on a 64-bit digital to analog converter circuit, where process reliability trojans 

have been seeded through simulations. Results indicate that our approach can detect 

process reliability trojans with accuracy greater than 90% and can also able to estimate the 

circuit lifetime during runtime monitoring. The approach is scalable to circuits with a large 

number of components, due to the use of sensitivity analysis through supersaturated 

designs and training data generation using conditional generative adversarial networks. To 

the best of our knowledge, the approach is the first to provide a means to transition from 

reliance on trusted foundries to the Zero-Trust architecture framework by not relying on 

golden circuits from trusted foundries. Another advantage is that the side channel approach 

developed is wavelet-based, hence making possible insights which were not possible with 

black-box neural network-based approaches. Detecting hardware trojans added to circuits 

as additional circuitry using the approach is also possible, which is an area of ongoing 

research that will be demonstrated as a part of our future work.  
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Chapter 9:  Applications: Rotating Machinery Fault Diagnosis 

9.1 Introduction 

Industrial machinery usually operates under a highly demanding environment 

including temperature, fatigue, and other stressors. This makes them prone to breakdowns 

and faults that not only could cause severe accidents, but also result in significant monetary 

losses. Accurate fault diagnosis of machinery reduces downtime and maintenance costs, 

while simultaneously ensuring human safety. Due to increasing use of Industrial Internet 

of Things (IIoT) enabled by low-cost sensing technology, there has been an explosion in 

the quantity of monitoring data available from machinery. This data usually has high 

dimensionality, because of the high sampling rate employed, and low signal-to-noise ratio 

(SNR). This makes development of fault diagnosis algorithms difficult. Correspondingly, 

there has been increasing interest in using deep learning for data-driven fault diagnosis. 

The other reason for increasing interest in deep learning approaches is the fact that the most 

critical task in data-driven fault diagnosis is to create features from raw data that could 

diagnose machine health. Unfortunately, creation of these features requires subject matter 

expertise and considerable resources. For example, while using Wavelet Transform for 

time-frequency feature creation, it is of upmost importance to select a wavelet function that 

is appropriate according to the fault to be detected. If these hand-crafted features are not 

adequate for the task at hand, the performance of the fault diagnosis algorithm will 

deteriorate. Deep learning networks like CNN create features from raw data that separate 

the data into the classes according to the ground truth and hence, do not require any feature 

engineering. Through the back-propagation algorithm, the weights of a CNN are tuned to 

leverage the correlation and structure inside the input data. As the necessity of creating 
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hand-crafted features is eliminated, deep learning algorithms are being increasingly used 

for industrial fault diagnosis. Recently, the performance of several deep neural networks 

on open-source fault diagnosis datasets was compared [179] and it was found that the 

CNN-based deep learning methods perform the best. 

9.2 Literature Review 

For use of raw data as input, one-dimensional (1-D) CNN was proposed [180], that 

creates features along with the classification task for motor fault detection. A hierarchical 

adaptive CNN [181] was developed for not only diagnosing bearing faults but also fault-

size evaluation. Although raw time-domain data can be used directly as an input to CNN, 

researchers have found feeding different representations of the raw time-domain data like 

vibration spectrum images [182], and the more commonly used time–frequency images 

[183], [184] result in more accurate fault diagnosis. To improve the performance of the 

CNN models, multiple techniques like data augmentation [185], [186], information fusion 

[187], domain adaptation [188], [189], [190], and transfer learning [191], [192], [193], 

[194] were used. To deal with the problem of imbalanced data, which is very common in 

fault diagnosis, Generative Adversarial Network (GAN) [195], [196], [197], [198] was 

used to create new labeled data. 

CNN-based methods have been extremely successful in many applications but 

suffer from two main shortcomings. Firstly, creating a custom CNN structure for the 

problem at hand requires subject matter expertise and extensive trial-and-error. The 

identity connection [49] enabled training of CNNs with hundreds or even thousands of 

layers. However, recent research indicates that training a smaller number of layers with a 

larger width result in better accuracy [199]. Hence, there is no systematic established 
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procedure in designing the structure of deep neural networks including CNNs. Secondly, 

CNNs are non-interpretable black boxes that learn features that mean little in the context 

of the problem even though they achieve high classification accuracy. The lack of 

interpretability is often called the Achilles heel of CNNs because they are universal 

function approximators as they are over-parametrized to such an extent that they can easily 

fit random labels to the data [200]. Interpretability helps in understanding how networks 

make the decisions they do, and hence any potential problems can be mitigated. As a result, 

it becomes difficult to trust these networks in domains where transparency and reliability 

are of the utmost priority, for example, safety-critical applications. Interpretability not only 

encourages understanding of a model, but a lack of it increases susceptibility to malicious 

attacks [75]. These limitations notwithstanding, deep neural networks are the closest we 

have come to mimicking and surpassing human performance on vision and auditory tasks. 

To tackle the first shortcoming various CNN architecture search approaches have 

been developed. A comprehensive review can be found in [201]. However, a disadvantage 

of these approaches is that they are computationally extremely expensive. For example, the 

approach in [202] needed a few weeks to come up with the ideal CNN architecture for their 

image classification task. The second shortcoming is more difficult to overcome and is an 

open research topic. It becomes difficult to trust deep neural networks when we do not 

understand how they make their final decision. This makes it difficult to justify their use in 

safety-critical applications and hence discourages their wider adoption in industrial 

applications. In the case of industrial fault diagnosis, there is a lack of methods to relate 

the features learnt by the CNN to actual physical faults in the machinery.  Establishing this 
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link can enable CNNs to be a reliable compliment to physics-based failure analysis and 

fault diagnosis.  

Studies exploring the interpretability have looked at sensitivity analysis, feature 

visualization or layer replacement techniques. Sensitivity analysis techniques include layer 

wise relevance propagation (LRP), attention mechanism, gradient-weighted class 

activation mapping, locally interpretable model-agnostic explanations, etc. LRP was used 

to create [203] an interpretable CNN for gearbox fault diagnosis with vibration spectrum 

images as input. LRP was used to highlight which points in the spectrum explain the results 

of the network. The attention mechanism and a novel deep learning network that combined 

CNN and recurrent neural network was used [181] to assist in the localization and 

extraction of discriminative features from inputs and visualize the learned features. The 

attention mechanism was used on the raw vibration data to highlight features that would 

lead to a failure, while the deep learning network was used with the frequency spectrum 

for fault diagnosis.  

Layer replacement was explored [204], where the first convolutional layer of CNN 

is replaced by a continuous wavelet transform layer. Their reasoning behind the 

replacement was that the first layer of CNN is extremely crucial to the success of the entire 

network [205]. Oyallon et.al. [85] replaced the first layer of a CNN (ResNet) by a wavelet 

scattering network [206] and achieved a performance comparable to the original ResNet. 

In [207], the authors combined a CNN (ResNet) with wavelet packet coefficients on 

various frequency bands of the gearbox vibration signal as an input and learned the most 

important frequency band of fault diagnosis of the gearbox. Bucking the trend of using 

wavelets in initial layers, wavelet layers were also used after initial convolutional layers by 
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[208], which enabled them to achieve comparable performance to that of state-of-the-art 

CNNs when tested on image classification benchmark datasets. By combining 

convolutional neural network and second-generation wavelet transform [79], a novel deep 

learning network called LiftingNet [209] was proposed for mechanical fault diagnosis. In 

this network, the wavelets kernels are learnt from the data and provide some insight into 

the decisions made by the network. For example, one of the learnt kernels is similar to the 

transient impulse response of a single degree-of-freedom system. 

In summary, even though CNNs have become the de-facto classification method 

across various application domains, they are still designed manually in a cumbersome trial-

and-error process, and they lack interpretability.  Inspired by wavelet scattering theory [66] 

and second-generation wavelet transform [79], we propose a novel deep learning network 

called WavePHMNet that does not need to be optimized for structure and is interpretable 

due to the use of wavelets. Hence, it overcomes both shortcomings of CNNs. We perform 

multiresolution analysis within the network architecture by learning the wavelets using the 

lifting scheme within the confines of scattering theory. Compared to traditional wavelets 

(first-generation wavelets), the lifting scheme (second-generation wavelets) offers many 

advantages such as non-Fourier basis, adaptability, reversibility, speed, and easier 

implementation. Additionally, unlike previous research that combines wavelets and CNNs, 

our network is completely wavelet-based, and the wavelets are learned in an end-to-end 

form across the network. 

9.3 Bearing Fault Diagnosis 

In rotating machinery applications, rolling bearing faults are the most common, 

leading to the performance deterioration of machinery. Hence, bearing fault diagnosis plays 
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a vital role in the health management of machinery [210]. To test the effectiveness of the 

method across different domains of fault diagnosis, the developed method was tested on a 

bearing faults benchmark dataset. The Case Western Reserve University (CWRU) motor 

bearing dataset was generated using a test rig consisting of a 2 hp Reliance Electric motor, 

a torque transducer/encoder, a dynamometer, and drive-end and fan-end Svenska Kullager-

Fabriken deep-groove ball bearings. Inner ring, outer ring, and rolling element defects were 

manufactured into the bearings. The motor was run at a near-constant speed (1720–1797 

r/min) with different loads (0–3 hp) provided by the dynamometer. Vibration data were 

collected using accelerometers, which were vertically attached to the housing with 

magnetic bases. Sampling frequencies were 12 kHz for some of the tests and 48 kHz for 

the others. Further details can be found at the CWRU Bearing Data Center website [211]. 

As shown in Table 25, one healthy bearing and three fault modes, including the inner ring 

fault, the rolling element fault, and the outer ring fault, were classified into ten categories 

(one health state and nine fault states) according to different fault sizes. The data were 

resampled such that the entire dataset had a constant sampling rate, and then, the data were 

split into chunks with sizes of 1024. The dataset was then split into training and testing 

datasets in the ratio of 75%:25% using stratified sampling. The WavePHMNet achieved 

99.2% accuracy for the testing dataset, which is comparable to the state-of-the-art methods 

[179]. 
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Table 25. CWRU faults 

Fault Mode Description 

Health State the normal bearing at 1791 rpm and 0 HP 

Inner ring 1 0.007-inch inner ring fault at 1797 rpm and 0 HP 

Inner ring 2 0.014-inch inner ring fault at 1797 rpm and 0 HP 

Inner ring 3 0.021-inch inner ring fault at 1797 rpm and 0 HP 

Rolling Element 1 0.007 inch rolling element fault at 1797 rpm and 0 HP 

Rolling Element 2 0.014 inch rolling element fault at 1797 rpm and 0 HP 

Rolling Element 3 0.021 inch rolling element fault at 1797 rpm and 0 HP 

Outer ring 1 0.007-inch outer ring fault at 1797rpm and 0 HP 

Outer ring 2 0.014-inch outer ring fault at 1797rpm and 0 HP 

Outer ring 3 0.021-inch outer ring fault at 1797rpm and 0 HP 

 

9.4 Gear Fault Diagnosis 

The second rotating machinery fault diagnosis dataset considered was the 

University of Connecticut (UoC) gear fault dataset [212]. The CWRU dataset and the UoC 

dataset were ranked the simplest and the most difficult benchmark dataset, respectively 

[179], for rotating machinery fault diagnosis. The average RMS and the average power of 

the signals in the CWRU and the UoC dataset were 0.27, −9.36 dB and 0.07, −21.91 dB, 

respectively. Pre-processing methods such as stochastic resonance [213] can be used to 

enhance weak fault characteristics in datasets such as UoC; however, in this paper, the 

WavePHMNet method was applied directly to the raw vibration data. 
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In the UoC dataset, nine different gear conditions were introduced to the pinions on 

the input shaft, including healthy condition, root crack, missing tooth, spalling, and chip-

ping tip with five different levels of severity. All the collected datasets were used and clas-

sified into nine categories (one health state and eight fault states missing, crack, spall, 

chip5a, chip4a, chip3a, chip2a, and chip1a) to test the performance. The data were 

resampled such that the entire dataset had a constant sampling rate, and then, the data were 

split into chunks with sizes of 1024. The dataset was then split into training and testing 

datasets in the ratio 75%:25% using stratified sampling. The WavePHMNet achieved 

96.51% accuracy for the testing dataset. Our result is marginally better, as the best result 

reported in [179] was 96.19%. Since the UoC dataset had 3600 samples per fault class and 

there were nine fault classes, the developed method is able to process the big data of 

rotating machinery. 

9.5 Transfer Learning 

In recent years, transfer learning has been gaining importance, as it enables 

knowledge acquired through training on data to be transferred from a source domain to 

gain insight in the target domain. This importance rises from the fact that it is very 

challenging to collect data from all possible conditions that machinery may encounter. Um-

dale et al. [214] created different datasets by dividing the original CWRU dataset based on 

speed and load, as can be seen in Table 26. For instance, in dataset D1, the goal was to 

determine if training on lower speeds in the source data set would still enable us to achieve 

acceptable fault diagnosis on a dataset with higher rotational speeds, as can be seen from 

the target dataset of D1. In dataset D2, the opposite was true—the goal was to determine if 

datasets with higher speeds would have vital information for fault diagnosis at lower 
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speeds, whereas mixtures of speeds were considered in datasets D3 and D4. The maxi-

mum training and testing accuracies reported by [214] are shown in Table 26, where testing 

accuracies are an indication of the effectiveness of transfer learning. As can be seen from 

Table 26, the developed WavePHMNet is more effective for transfer learning across all 

four datasets.  

Table 26. Comparison of transfer learning accuracies across different datasets 

Dataset 
Source 

Dataset 

Target 

Dataset 

Literature [214] WavePHMNet 

Training 

Accuracy  

Testing 

Accuracy  

Training 

Accuracy  

Testing 

Accuracy  

D1 

1730 RPM 

and 3 HP 

1750 RPM 

and 2 HP 

1772 RPM 

and 1 HP 

1797 RPM 

and 0 HP 

97.22 97.02 100 99.96 

D2 

1772 RPM 

and 1 HP 

1797 RPM 

and 0 HP 

1730 RPM 

and 3 HP 

1750 RPM 

and 2 HP 

94.17 92.88 100 99.87 

D3 

1730 RPM 

and 3 HP 

1797 RPM 

and 0 HP 

1750 RPM 

and 2 HP 

1772 RPM 

and 1 HP 

96.92 95.77 100 99.39 

D4 

1750 RPM 

and 2 HP 

1772 RPM 

and 1 HP 

1730 RPM 

and 3 HP 

1797 RPM 

and 0 HP 

95.77 94.48 100 99.93 

 

9.6 Interpretability 

The first-order scattering coefficients of the WSN coincide with the Mel-

spectrogram. The Mel scale is based on human perception of pitch in sounds and is a non-

linear transformation of frequency scale. The Mel-spectrogram is frequently used for 

speech classification and audio classification tasks. The spectrogram of the Mel scale (Mel-

spectrogram) is computed by applying the averaging operator to the magnitude of the 
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windowed Fourier transform. However, the Mel-spectrogram can also be computed by 

time-averaging scalogram coefficients, as is done in the first layer of the scattering network.  

The interpretation of the second order-scattering coefficients is not as straightforward. 

Scattering networks perform recursive interferometry by mapping signal high frequencies 

to lower frequencies, with a cascade of wavelet transforms and modulus operators. This 

yields a progressively more invariant representation through “interferences of 

interferences”. For example, when we hear a musical chord like a A major, unless we have 

a perfect pitch, we won't know whether it's an A or B or C; we just know it's a major chord. 

This is because we don't hear frequencies, we hear frequency intervals and that's exactly 

what happens in this second layer of the scattering network. The second layer isolates these 

frequency intervals i.e., it measures interferences between frequencies and then third layer 

measures interferences of interferences.  

Deep neural networks are very complex, and their decisions are hard to interpret. 

The Local Interpretable Model-Agnostic Explanations (LIME) technique approximates the 

classification behavior of a deep neural network using a simpler, more interpretable model, 

such as a regression tree. Interpreting the decisions of this simpler model provides insight 

into the decisions of the neural network [93]. The simple model is used to determine the 

importance of features of the input data, as a proxy for the importance of the features to the 

deep neural network. When a particular feature is very important to a deep network's 

classification decision, removing that feature significantly affects the classification score. 

That feature is therefore important to the simple model too. LIME provides qualitative 

understanding between the input features and the response. Trusting a model’s explanation 

requires the explanation be at the very least be locally faithful, i.e., it must correspond to 
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how the model behavior in the vicinity of the instance being predicted. Local fidelity does 

not necessarily mean global fidelity and vice versa. Identifying globally faithful 

explanations that are interpretable remains a huge challenge for complex models. As a 

result, we average the WavePHMNet feature importance across different samples of the 

same class. In Table 27 and 28, the center frequencies of the frequency bands that generated 

the five most important features for the samples of the inner ring and outer ring faults 

respectively for the CWRU dataset are shown. As can be seen from the table, the 

WavePHMNet features generated by the frequency bands with center frequencies close to 

the fault frequencies (inner ring: 160 Hz, outer ring: 106 Hz) and their harmonics are the 

most common. Also, among the important features are the features generated by the 

frequency band whose center frequencies correspond to the mean peak frequency of the 

signal spectrograms. Most of the important WavePHMNet features are first order scattering 

coefficients, however, there are a few important features that are second order scattering 

coefficients - 5621.18 ∪ 145.27, 5870.05 ∪ 108.33, and 5870.05 ∪ 219.16, where the first 

(left) and the second order (right) scattering coefficient frequency bands are separated by 

the ∪ (union) sign. Hence, as can be seen from the tables, all the most important features 

learnt by the WavePHMNet have physical meaning and hence are interpretable. 

Table 27. Center frequencies of the frequency bands that generated the five most 

important features for the samples of the inner ring 

Center Frequency Interpretation 

171.94 Inner ring fault frequency 

3064.97 
Mean peak frequency of the inner 

ring fault signals 

310.57 Inner ring fault frequency harmonic 

5621.18 ∪  145.27 Inner ring fault frequency 

483.87 Inner ring fault frequency harmonic 
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Table 28. Center frequencies of the frequency bands that generated the five most 

important features for the samples of the outer ring 

Center Frequency Interpretation 

5870.05 ∪ 108.33 Outer ring fault frequency 

5870.05 ∪ 219.16 Outer ring fault frequency harmonic 

206.6 Outer ring fault frequency harmonic 

3342.38 
Mean peak frequency of the outer 

ring fault signals 

102.62 Outer ring fault frequency 

 

9.7 Conclusions 

A novel deep learning network named WavePHMNet was developed for fault 

classification of industrial data. This network is inspired by wavelet scattering networks 

and improves on its concept, by making the wavelets learnable through second-generation 

wavelet transform. The effectiveness of the developed network is demonstrated by its 

outstanding fault diagnosis performance on two benchmark datasets – CWRU, and UoC. 

The developed network is capable for classification task even when the data is noisy. It 

achieves on average 8% accuracy improvement across all noise levels. The usage of LIME 

shows that the features learnt by WavePHMNet correspond to fault frequencies in the input 

data. Additionally, the developed network improves on WSNs by achieving higher 

accuracy and it improves on CNNs as it learns interpretable features and does not require 

an exhaustive trial-and-error process to optimize its structure. As a result, the proposed 

network overcomes the major shortcomings of both WSNs and CNNs.  
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Chapter 10:  Applications: Efficient Identification of Jiles–Atherton Model 

Parameters Using Space-Filling Design based Stochastic Optimization 

10.1 Introduction 

Hysteresis phenomena are prevalent in various technological domains, resulting in 

a growing interest in models of the magnetization processes. Jiles and Atherton [60] 

proposed a model for describing the magnetization of soft magnetic materials. From an 

engineering point of view, this model is attractive because of the physical interpretation of 

the parameters that define it and the fact that it is based on the physical insight of hysteresis. 

However, as noted in [215], the iterative procedure of estimating model parameters poses 

convergence problems. The model is also extremely sensitive to initial parameter values 

and hence requires physical experimentation on the material to identify the starting point. 

Therefore, researchers have tried a host of different techniques to reduce the sum of squared 

errors (SSE) between experimental and modeled hysteresis curves. Some of these attempts 

include implementations of global optimization techniques, for example, simulated 

annealing methods [216], metaheuristic techniques such as genetic algorithm [217] [218], 

or machine learning techniques such as neural network [219], exhaustive search in the 

solution space [220].  

  This research aims to reduce the solution space of the Jiles–Atherton model 

parameters to a smaller and more manageable set using space-filling designs. In essence, 

the area of the solution space that optimization algorithms explore is reduced, thereby 

cutting down drastically on the solution space and the time required to reach an optimal 

solution. The solution space exploration is done efficiently with a space-filling design 

introduced in Section 6.2.6. Once a reduced solution space is obtained, any of the 
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aforementioned algorithms can be used to exploit and further explore the reduced solution 

space in order to arrive at the optimal solution. However, we focus on the genetic algorithm 

because it is the most robust among the algorithms [221]. 

10.2 Jiles-Atherton Model 

The Jiles–Atherton model accounts for all critical features of the hysteresis curve - 

initial magnetization curve, saturation of magnetization, coercivity, remanence/retentivity. 

The Jiles-Atherton model was developed for anhysteric magnetization (Man) using the 

mean-field approach[60].  The effects of magnetic domain wall pinning on defect sites are 

then considered to account for hysteresis. Examples of defect sites include grain 

inhomogeneity, for example, angles of dislocation, inhomogeneous strain regions, etc.  

The following expression (37) represents the effective magnetic field, 

 𝐻𝑒 = 𝐻 + 𝛼𝑀𝑎𝑛 (37) 

 

where α is a parameter that represents the experimentally determined inter-domain 

coupling, and H is the magnetizing field. For an isotropic material, the magnetization 

response to this effective field is expressed as (38) 

 𝑀 = 𝑀𝑆 ∗ 𝑓(𝐻𝑒) (38) 

 

where MS is the saturation magnetization of the ferromagnetic material with unit A/m, and 

f is a function to be defined. This magnetization expression accounts for magnetic field 

response and the mean magnetic interaction with the rest of the material using the term αM 

and hence is only a statistical domain distribution.  Hence, it does not account for pinning 

and is considered the anhysteric magnetization. The modified Langevin equation is 

considered for f, which leads to the following expression (39) for anhysteric magnetization, 
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 𝑀𝑎𝑛 = 𝑀𝑆 [𝑐𝑜𝑡ℎ [
𝐻𝑒

𝐴
] − [

𝐴

𝐻𝑒
]] (39) 

 

Here A is the anhysteric behavior parameter which characterizes the shape of the anhysteric 

magnetization. When the work done by the field equals the magnetization energy of the 

sample, the domain wall displacement stops. On removal of the field, the domain wall 

returns to its original location. The domain wall translation causes an energy loss called 

the irreversible magnetization component Mirr and is given by (40). 

 

𝑑𝑀irr

𝑑𝐻
=

𝑀an − 𝑀

𝛿𝐾
𝜇 − 𝛼(𝑀an − 𝑀)

 (40) 

 

Here K is the average energy to break the pinning location, μ is the initial permeability of 

the material, and 

 δ ={
+1 for

dH

dt
> 0

−1 for
dH

dt
< 0

 (41) 

 

The total magnetization is given by (42) 

 

𝑑𝑀

𝑑𝐻
=

1

1 + 𝐶

𝑀an − 𝑀

𝛿𝑘
𝜇

− 𝛼(𝑀an − 𝑀)
 +

𝐶

1 + 𝐶

𝑑𝑀an

𝑑𝐻
 (42) 

 

Here C is the magnetization reversibility proportion. 

     Various modifications/additions were made to the Jiles–Atherton model by multiple 

researchers, for example:  

(a) The original Jiles–Atherton model only considered isotropic materials. The anhysteric 

magnetization for anistropic materials is given by (43) 
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 𝑀ah
aniso = 𝑀𝑆 [

∫ 𝑒
𝐸(1)+𝐸(2)

2
𝜋

0
𝑠𝑖𝑛 𝜃 𝑐𝑜𝑠 𝜃 𝑑𝜃

∫ 𝑒
𝐸(1)+𝐸(2)

2
𝜋

0
𝑠𝑖𝑛 𝜃 𝑑𝜃

] (43) 

 

where E(i) is given by (44)  

 𝐸(𝑖) =
𝐻eff

𝑎
𝑐𝑜𝑠 𝜃 −

𝐾an

𝑀𝑠𝜇0𝑎
𝑠𝑖𝑛2 𝜙𝑖 

(44) 

 

where ϕ is the angle between the applied field and easy magnetization axis, and θ is angle 

between the atomic magnetic moment and magnetizing field direction, and Kan is the 

magnetic anisotropy energy density with units J/m3. In some materials like constructional 

steels, isotropic and anisotropic phases can be mixed. In these cases, the total anhysteric 

magnetization is calculated as per Eq. (45) where t is between 0 and 1. 

 𝑀an = 𝑡𝑀an
aniso + (1 − 𝑡)𝑀an

iso 
(45) 

                                                                                                    

(b) Rotating electrical machines experience rotational flux, which is more complicated as 

compared to pulsating flux. For the same flux amplitude, magnetic losses due to rotating 

flux are almost 3 to 5 times that of pulsating flux. This necessitates a vector hysteresis like 

the vector Jiles–Atherton model, which retains the simplicity of the original model, which 

is scalar, but requires the original number of parameters in each spatial direction considered 

[222].  

(c) In some scenarios, the induction is known before the field is applied. A classic example 

is a finite element model, where the vector Jiles–Atherton model is employed. For these 

simulations, an inverse Jiles–Atherton model presenting the magnetic induction as an 

independent variable [223] is used with the main equation of this model as (46). 



155 

 

 
𝑑𝑀

𝑑𝐵
=

(1 − 𝐶)
𝑑𝑀irr

𝑑𝐵
+

𝐶
𝜇0

𝑑𝑀an

𝑑𝐻𝑒

1 + 𝜇0(1 − 𝐶)(1 − 𝛼)
𝑑𝑀irr

𝑑𝐵
+ 𝐶(1 − 𝛼)

𝑑𝑀an

𝑑𝐻𝑒 

 (46) 

 

10.3 Literature Review 

Section 10.2 shows that Jiles–Atherton model parameters are clearly connected 

with the physical properties of magnetic materials. However, there is no definitive method 

to calculate the value of each Jiles–Atherton model parameter. All of the methods use 

optimization algorithms to minimize the objective function, which is defined as the sum of 

squares of differences between the experimental hysteresis curve and the hysteresis curve 

as a result of modeling. Unfortunately, this sum exhibits many local minima, and hence 

gradient optimization techniques strongly depend on the starting point.  

The traditional method of estimating model parameters [60] assumed knowledge of 

measured slopes dH/dM on several specific points on the hysteresis curve. This information 

facilitated the development of a set of nonlinear equations, which were solved iteratively 

to obtain the values of model parameters using numerical Runge–Kutta algorithm-based 

methods. The anhysteric magnetization equation for anisotropic materials has been solved 

with the Gauss–Konrod method. Optimization methods have been explored by fitting Jiles–

Atherton hysteresis curves to measurement data by using techniques including nonlinear 

least-squares, simulated annealing [216], genetic algorithms (binary and real-coded), 

[217], [218], particle swarm optimization, cuckoo search, covariance matrix adaptation 

evolution strategy, and various differential evolution algorithms. Trapanese [219] trained 

a neural network with the hysteresis data and corresponding Jiles–Atherton model 
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parameters of several materials. The trained network was used to predict the unknown 

Jiles–Atherton model parameters for test material.  

As optimization algorithms are time-consuming, a trial-and-error approach to Jiles–

Atherton model parameter determination has also been suggested. The original paper [60] 

provided plots of different Jiles–Atherton model parameters held constant while one of 

them was varied for isotropic materials, whereas Prigozy [224] provided plots for 

anisotropic materials. 

10.4 Space-filling design 

The Latin hypercube was used to set up a space-filling design that explores the 

design space of the four Jiles–Atherton parameters MS, A, C, and K because of its 

computational efficiency compared to the other types of space-filling designs. By default, 

the number of simulations that need to be run is ten times the number of factors, which in 

this case, means 40 simulations need to be run. First, a linear model (47) is fit where the 

response SCORE represents the sum of squared errors (SSE) between the actual 

transformer secondary voltage and the transformer secondary voltage simulated on SPICE. 

The analysis is carried out using SAS JMP software.  

 SCORE = 𝛽0 + 𝛽1𝑀𝑆 + 𝛽2𝐴 + 𝛽3𝐶 + 𝛽4𝐾   (47) 

 

 

 

 



157 

 

Table 29: Parameter estimates of linear model effects for the Jiles-Atherton model 

Term Estimate Std Error t Ratio Prob > |t| 

Intercept 11283.9 134.26 84 <.0001 

MS 5534.8 224.5 24.6 <.0001 

A -3641.7 226 -16.1 <.0001 

C 2034 223.4 9.1 <.0001 

K -1812.9 222.6 -8.14 <.0001 

 

The estimates of the regression coefficients of the linear model (47) are given in the 

‘Estimate’ column in Table 29, whereas the column ‘Std Error’ gives the standard deviation 

of each of the parameters. The ‘t Ratio’ column gives the t ratio metric, which tests whether 

the true value of the parameter is zero. It is a ratio of the estimate to its standard error, and 

under the null hypothesis (the true value of parameter is zero) has a Student’s t distribution. 

The ‘Prob>|t|’ column lists the p-value for the test that the true parameter value is zero. A 

p value of less than 0.05 implies that the parameter is statistically significant at the 95% 

confidence level. The goodness of fit of the linear model (11), as measured by the metric 

RSquare Adjusted, which is the coefficient of determination adjusted to account for 

overfitting, is 0.71 or 71%. As can be seen from Table 29, as expected, all Jiles–Atherton 

model parameters are statistically significant to the SCORE at the 95% confidence level. 

JMP has the option of a prediction profiler Figure 36 (that can be used to vary the parameter 

values simultaneously to bring the SCORE (SSE) to zero (Figure 37).  
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Figure 36: Prediction profiler for the linear model. 

Figure 36 and Figure 37 show the individual response surfaces of the different Jiles-

Atherton model parameters. The slopes of the response surfaces are the values in the 

‘Estimate’ column of Table 29, which in turn are the regression coefficients of the linear 

model. The larger the absolute value in the ‘Estimate column’ of Table 29 of the Jiles 

Atherton model parameter, the larger its statistical significance and more significant the 

slope of its response surface. The cross-hairs on the prediction profiler can be moved to 

reduce the response towards zero as much as possible. For example, reducing MS and 

increasing A would cause the response to move towards zero, as shown in Figure 37. This 

results in a SCORE (SSE) value of 0.111449 but with a wide confidence interval from -

797.13 to 797.357. 

 

Figure 37: Prediction profiler for the optimized linear model. 
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To improve the goodness of fit, we fit a response surface model (48) to check if 

there are any significant interactions or quadratic effects among the Jiles–Atherton model 

parameters.  

 

SCORE = 𝛽0 +  𝛽1𝑀𝑆 +  𝛽2𝐴 +  𝛽3𝐶 + 𝛽4𝐾 + 𝛽11𝑀𝑆 ∗ 𝑀𝑆 +
 𝛽12𝑀𝑆 ∗ 𝐴 +  𝛽13𝑀𝑆 ∗ 𝐶 + 𝛽14𝑀𝑆 ∗ 𝐾 +  𝛽22𝐴 ∗ 𝐴 +  𝛽23𝐴 ∗ 𝐶 +

 𝛽23𝐴 ∗ 𝐾 + 𝛽33𝐶 ∗ 𝐶 +  𝛽34𝐶 ∗ 𝐾 +  𝛽44𝐾 ∗ 𝐾    

(48) 

 

        As can be seen from Table 30, as expected, all the Jiles–Atherton model parameters 

are significant to the SSE. However, the interaction effects between MS and C, A and K, 

and C and K are significant too. Additionally, the quadratic effects of all the Jiles–Atherton 

model parameters are significant too. The same is evident from the quadrature of the 

individual response surfaces in the prediction profiler, as can be seen in Figure 38 and 

Figure 39. 

The goodness of fit of the response surface model, as measured by the metric 

RSquare Adjusted, is -0.84V or 84%. Since it is not a perfect fit, i.e., 100%, we further 

explored the region near the values that give a zero response in the prediction profiler, 

using stochastic optimization. 
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Table 30. Parameter estimates of response surface model effects for the Jiles-Atherton 

model 

Term Estimate Std Error t Ratio p value 

Intercept 11283.9 134.26 84 <.0001 

MS 5534.8 224.5 24.6 <.0001 

A -3641.7 226 -16.1 <.0001 

C 2034 223.4 9.1 <.0001 

K -1812.9 222.6 -8.14 <.0001 

MS*MS 2200 220 10 <.0001 

MS*A 240.813 297.3 0.81 0.6365 

A*A 2698.8 224.9 12 <.0001 

MS*C 3207.198 240.6 13.33 0.0152 

A*C 288.86 262.6 1.1 0.2562 

C*C 12621.42 222.6 56.7 <.0001 

MS*K 559.86 266.6 2.1 0.3768 

A*K 16936.888 221.6 76.43 <.0001 

C*K 10124.95 225.5 44.9 <.0001 

K*K 7925.79 227.1 34.9 <.0001 
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Figure 38: Prediction profiler for the response surface model. 

 

Figure 39: Prediction profiler for the optimized response surface model. 

10.5 Parameter Identification 

The genetic algorithm was implemented with 50 individuals in each generation and 

50 maximum generations. A crossover probability of 90% and a mutation probability of 

5% was used. The allowable ranges for each variable are shown in Table 31. The fitness 

function to be minimized corresponds to the total SSE between the actual and simulated 

transformer secondary voltage. The optimal values in those ranges, as found by the genetic 

algorithm are also shown in the table. 
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Table 31: Allowable ranges and optimized values for Jiles-Atherton model parameters. 

Parameter Range Optimized Value 

MS 150,000–270,000 252,037 

A 9,000–11,000 9985 

C 0.25–0.5 0.31 

K 4,000–6000 5010 

 

10.6 Conclusions  

A novel way to identify parameters was demonstrated for the Jiles–Atherton model. 

A space-filling design was used to search the solution space optimally, which is 

advantageous because the Jiles–Atherton model has multiple local minima. The overall 

method can ascertain parameters without having to use expensive hysteresis measurement 

devices such as an Epstein frame. The only prerequisite for the application of this method 

is that the transformer secondary voltage (or current) waveforms must be known. This 

information can be measured by relatively inexpensive measurement devices. 

Another advantage of this method is that it significantly reduces (by about 70%) 

the solution space of the Jiles–Atherton model parameters that the stochastic optimization 

algorithms have to explore.  Additionally, by using space-filling designs, we have been 

able to discover previously unknown relations between Jiles–Atherton model parameters. 

For example, in addition to linear effects, the quadratic effects of the Jiles–Atherton model 

parameters are statistically significant at the 95% confidence level. We have observed that 

some of these interactions are also significant. A detailed simulation study is required to 
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confirm these observations and possibly modify the Jiles–Atherton model to account for 

the new observations.  
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Chapter 11:  Further Applications 

11.1:  Functional Safety Online Estimation 

Functional safety is defined as the absence of unreasonable risk due to hazards 

caused by malfunctioning behavior of electrical/electronic systems (IEC 61508). The 

safety integrity level (SIL) is a functional safety metric that expresses the required risk 

reduction needed to reduce the risk to an acceptable level. According to IEC 61508, the 

safety integrity levels are 1, 2, 3, and 4 (Table 32). The amount of risk reduction required, 

also called the risk reduction factor (RRF) (inverse of the probability of failure), depends 

on the demand on the safety system – low or continuous demand. As can be seen from 

Table 32, the standard assumes constant failure rate, which is a very unrealistic assumption. 

Table 32. Safety Integrity Level Requirements 

 

Safety 

Integrity 

Level 

Failure 

Probability 

(Low 

Demand) 

Risk 

Reduction 

Factor (Low 

Demand) 

Failure Probability 

(Continuous 

Demand) 

Risk Reduction 

Factor 

(Continuous 

Demand) 

1 

>=10−4 to < 

10−5 

10000-

100000 

>=10−9 to < 10−8 

100,000,000 – 

1,000,000,000 

2 

>=10−3 to < 

10−4 

1000-10000 >=10−8 to < 10−7 

10,000,000 – 

100,000,000 

3 

>=10−2 to < 

10−3 

100-1000 >=10−7 to < 10−6 

1,000,000 – 

10,000,000 

4 

>=10−1 to < 

10−2 

10-100 >=10−6 to < 10−5 

100,000 – 

1,000,000 
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The developed approach enables parametric estimation of degrading circuit 

components which is used with particle filters to estimate circuit life. Since particle filters 

involve creating a probabilistic estimate of circuit life, the probability of failure of circuits 

at every time instance is available.  This probability of failure estimate corresponds to the 

SIL levels in Table 32. Hence, we can get an online estimate of SIL as can be seen from 

Figure 40. 

 
 

Figure 40. Online SIL evaluation procedure 
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11.2:  Development of Digital Twins for Defect detection/ Failure analysis/ Prognostics-

based qualification  

 
Figure 41. Flowchart for Digital Twin development for defect detection / failure analysis 

/prognostics-based qualification 

 

The digital twin (Figure 41) consists of the following elements, (a) simulation 

model (for fault seeding), (b) design of experiments (DOE) (for sensitivity analysis), (c) 

generative adversarial models (GAN) (for fault data generation), (d) classification model 

(for defect detection, failure diagnosis, and parametric estimation), and an optional 

element, (e) regression model (for failure prognosis during field use). The approach relies 

on sensing just the output waveform of the circuit. Using deep learning models with the 

circuit output as input, it is possible to 1) diagnosis - detect scenarios where there have 

been manufacturing defects or circuit failures during testing or field usage. This involves 
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estimation of the parametric value of the components degraded parameters as a result of 

the defects or faults, and predict the life of the circuit in conjunction with physics of failure 

models. 

The approach involves an offline analysis phase where a simulation model of the 

circuit is developed. Next, all possible and probable defects and faults are seeded into the 

model and sensitivity analysis is carried out using design of experiments (DOE). Sensitivity 

analysis is conducted in order to narrow the focus only to critical defects and faults; i.e., 

those that hamper circuit functionality. These critical defects and faults are now the classes 

in a classification model, which when trained will be able to detect and diagnose these 

critical defects and faults. The regression models predict the value of the degraded circuit 

parameters due to the action of a particular defect or fault. The data for these models is 

generated using conditional generative adversarial models in order to reduce the simulation 

load.  

In the post-production testing phase, the output from the circuits under test is fed 

into the trained classification and regression models. These models detect defects 

introduced during manufacturing and estimate the parametric value of the defects. Defect 

detection is further enhanced as the proposed approach acts as a complimentary approach 

to burn-in testing and defect-oriented testing.   

Troubleshooting circuit failures from the testing or operation phase is a very 

challenging task, especially in the absence of circuit-level fault diagnosis ability. In such 

legacy circuits, the developed approach is able to mimic the actual failure using the fault 

seeding step. When the output signal of the failed circuit is fed into the trained classification 

and regression models, root cause analysis is achieved due to the fault localization and 
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parametric estimation characteristics of the trained classification and regression models. 

This approach may allow identification of fault dependencies that are otherwise hard to 

identify. 

Finally, the approach can be further enhanced by implementing an optional run-

time monitoring phase to detect the minority of defects and faults that were not detected 

during the post-production testing phase. The advantage of having a run-time monitoring 

phase is that a time to failure estimate of the circuit can be obtained once an undetected 

defect starts materializing into a fault. This enables the possibility of predictive 

maintenance.  

As process technology advances, the challenge of ensuring expected functionality 

throughout a circuit’s lifetime has become more difficult as a lot of new types of defects 

get introduced in these devices during the manufacturing phase. Some of these defects will 

manifest during production, while some of these will manifest later in the circuit lifecycle. 

Additionally, it is not difficult to foresee that, in the near future, the circuit provider will 

be responsible for the reliability of the circuit, not only at the point of sale, but throughout 

its entire lifecycle. All of these factors make the addition of run-time monitoring options 

worthwhile as it opens up new possibilities of predictive maintenance, and adaptation to 

maintain performance with aging. 

Circuits with capabilities realized by the proposed approach will offer an inside 

view into the circuit parameters that will be indispensable in detecting both defects and 

failures. One of the biggest advantages of the approach is that the same classification and 

regression models are used in both the post-production testing and the run-time monitoring 
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phases. For systems already in use, the offline and analysis phase of this approach provides 

an opportunity for failure analysis. 

 

11.3:  PHM study of other electrical or electromechanical system  

Although the application focus of the dissertation is analog circuits, the developed 

approach can be applied to digital circuits, and other systems that can be modeled using 

simulation models. For example, a battery behavior can approximated by an equivalent cell 

model [225], and an equivalent thermal model [226] can be used to model its thermal 

characteristics. Thermal runaway is a very critical safety issue for lithium-ion batteries with 

multiple high-profile incidents involving exploding batteries. Since the battery behavior 

can be mimicked by these equivalent circuits, the PHM approach detailed in this 

dissertation can be applied to batteries too.  
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Chapter 12:  Contributions 

 

1. A PHM approach for performing fault diagnosis and prognosis of analog 

circuits containing hundreds of interacting components  

The developed approach has the following highlights, 

a. Number of possible fault classes scales at a rate of 2P for a circuit of N 

components and P parameters. (𝑁 =  𝑛1 + ⋯ + 𝑛𝑡 and 𝑃 = 𝑝1𝑛1 + ⋯ + 𝑝𝑡𝑛𝑡, 

where 𝑛𝑖 and 𝑝𝑖 are the number of components of type 𝑖 and the number of 

parameters of components of type 𝑖 respectively, in the circuit and 𝑡 is the 

number of different component types in the circuit). In comparison, for 

methods in literature, the number of possible fault classes scales at the rate of 

6P, which, according to literature’s proclivity for considering a single failure 

mode and hence a single parameter for every component, equals 6N. 

b. Estimation of the value of the degraded components,  

c. Accounts for different failure modes of components,  

d. Accounts for both active and passive components.  

e. Demonstration of the approach on circuits having an order of magnitude more 

components than circuits published in literature. 

f. Improved method (reduction in parametric space by 70%) for Jiles-Atherton 

model parameter estimation of the transformer cores for SPICE modeling. 
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2. Determination of critical components and interactions in circuits using a Design 

of Experiments (DOE) based approach. 

The comparison of the different screening designs with the full-factorial design is the 

first study of this kind and of great significance to DOE researchers as it provides them 

with benchmark data on which to base DOE analysis algorithms. 

3. Development of a golden chip free side-channel analysis approach for the 

diagnosis and prognosis of process reliability trojans that can impact hardware 

security of analog circuits. 

The developed approach is a wavelet-based side channel approach that does not rely 

on golden circuits and is used for detection and diagnosis of trojans while 

distinguishing them from process variability. The developed approach is able to detect 

and diagnose hardware trojans with a zero-area footprint. 

4. Introduction of learnability into wavelet scattering networks to improve their 

classification performance (by a minimum of 10%), thus combining the 

advantages of scattering networks and deep neural networks while still retaining 

interpretability. 

a. Learned wavelet filters from the fault data of circuits and rotating machinery 

for fault diagnosis and transfer learning. 

b. Created Generative Adversarial Network (GAN) using the learnable wavelet 

scattering network which can be used for both data generation and 

classification. 

5. Online estimation of functional safety as the circuit degrades which is an 

improvement over the standards-based methods that assume constant failure rate. 
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