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Abstract

In this report we present the design of the Autonomous Tiam$potocol (ATP). The basic service provided
by ATP is a reliable transport connection between two enagdidentified by content identifiers) independent of
their physical location. Autonomy allows dynamic endpometocation ordifferent end hosts without disrupting
the transport connection between them. ATP depends on ifterece of an underlying Instance-Based Network
(IBN) to achieve its goals.

An IBN provides the flexibility of having different instasagf the same content. It is up to the user of the
IBN network to define the relation between these instancesIBN allows its user to to map a content to a
particular node. Application endpoints can send messagedher content-identified endpoints. Routing in the
IBN is instance-based; the IBN can route a message to a speoiffitent instance or to the nearest instance, if
no exact match is found for the destination content instaiv@reover, the IBN replicates the stored contents in
order to provide fault tolerance and IBN nodes along the gumath can cache a content to provide fast answers
to future queries.

The ATP layer in the intermediate nodes between the soutéestination endpoints can actively participate
in the connection, for example, to buffer data for the dedkim endpoints during periods of unavailability. Data is
transferred by a combination of active and passive openatiovhere the ATP layer of a node can decide whether
to actively push the data to the destination or to passivelif fer the destination endpoint to pull the data. The
decision to whether to use the active or passive modes cakba by a local policy on the node running the ATP
protocol.

Keywords. Content-based networks, instance-based networks, rtyabitinagement, transport protocols, ubig-
uitous computing

1 Introduction

Advances in wireless networking, device miniaturizatiand mobile computing have made ubiquitous com-
puting possible more than ever before. The ubiquitous caimgpwera will challenge our way of thinking and
computing for more than the PC revolution did in the past.relge&ant to move everywhere and seamlessly access
services and resources located in the environment. Foralmappen, user applications need to migrate from one
machine to another and the user network connections sheuithintained during these migrations.



In a true ubiquitous environment, users should be allowethtmge networks and hosts seamlessly and com-
munication should continue even if the user is not avail&di@ short period of time. Current Internet architecture
offers a limited support for ubiquitous communication. daditional TCP/IP, the connection is identified by the
IP address of the end hosts and the user is bound to the sam@uhiog) the connection lifetime. Although the
mobile IP protocol([5] provides a solution to the host mdbilbetween different networks, a user is bound to a
single host during the lifetime of a connection. As ubiqug#a@omputing emerges, the user should become the
focus of communication and not the end hosts.

To achieve this goal, connections should be carried betwsers, independent from the host on which the user
is located. Peer-to-peer lookup services provide a mesimatéo map a content into a specific host and to query
the location of this content in a peer-to-peer (P2P) netwGdnsidering a user’s endpoint as a content, a transport
layer protocol over a P2P network uses the lookup servicenarésm to locate the end hosts. The challenge is
how to maintain a reliable connection between the usergeints as they roam in the environment moving from
one host to another leading to a dynamic change of the useolii€nt) to host mapping. In such an environment,
data for the same connection can be produced at differetd nd consumed at multiple locations depending on
the location of the user endpoint. In TCP , this mapping iBcstluring the lifetime of the connection.

In this report, we introduce the Autonomous Transport Rmt¢ATP). In ATP, autonomy allows dynamic
endpoint relocation on different end hosts without disingpthe transport connection between them. The ATP has
the following features:

¢ |t does not enforce any naming scheme on the user applicatt@napplication is responsible for uniquely
identifying the endpoint.

e The endpoints of a transport connection are defined as dsnitethe P2P network. This decouples the
connection from the physical host where the user endpolotéted, and hence ensures autonomy.

¢ Mobility of the endpoints is handled via the P2P network byaiyically changing the mapping between
the endpoint and the host. The ATP layer is responsible farimgosegments to the destination and the
acknowledgment to the source regardless of their curreppmg in the P2P network.

e Since a P2P network is built as an overlay network, the ATRray the intermediate nodes between the
source and destination endpoints can actively particijpatiee connection, for example, to buffer data for
the destination endpoints during periods of unavailghilit

e Data is transfered by a combination aftive and passiveoperations, where the ATP layer of a node can
decide whether to actively push the data to the destinatido passively wait for the destination endpoint
to pull the data. The decision to whether to use the activeassige modes can be taken by a local policy
on the node running the ATP protocol.

This report is organized as follows. In Sectidn 2 we intrazlan example scenario to illustrate the problem we
are trying to solve and motivate the ATP protocol. SedibreSadibes the system architecture. We introduce an
extension to the current P2P lookup services, the Inst&ased Network (IBN), in Sectidd 4. Sectidn 5 introduces
the ATP protocol. In Sectiofl] 6, we present different appiores that can benefit from the ATP protocol. We
survey related work in Sectidd 7. Sectldn 8 gives a discusasimut the ATP design. Finally, Sectiigh 9 presents
the conclusions and the extension to the current work.

2 Example
Figureld shows an application scenario for the ATP. A set oélss nodes, represented by small black circles,

are distributed over an area. An obser8etgenerates statistical data about the environment as it sremeeind.
This data is transmitted reliably to an analyBest



Figure 1. A typical ATP application scenario




The observer triggers the tracking application of the n&amede to become active (Node 1 in Figlile 1) in
which it records and transmits the collected data to theyaea(Node 3) using the ATP layer. During the observer
movement, it can become out of the vicinity of any trackingleoFor example, while the observer moves from
node 1 to node 2spurce migratiopas in Figurdll, temporally it does not come in the vicinityaaly node. Once
the observer becomes out the vicinity of Node 1, the trackglication stops tracking and the ATP layer on node
1 handles the established connection to continue reliadhsinitting the packets it has to the analyzer. When the
observer approaches node 2, it triggers the tracking agfait on that node to collect the data and to transmit
them to the analyzer using the ATP layer of node 2. Meanwhll®, layer at Node 1 may still be transmitting the
rest of the data it has to the observer.

Similarly, The analyzer changes the monitoring node frondlé\8 to Node 4destination migratiohas in the
figure. As analyzer moves from node 3 to node 4, the ATP layrodé 3 continues the connection on behalf of
him. When the analyzer connects to node 4, the connectiopdatad to forward the data to the new physical
location of the analyzer. ATP layers at node 3 and 4 are ressplerfor transferring the data from node 3, which is
not shown yet to the analyzer, to node 4. Due to the spatialitpof nodes 3 and 4, transferring the data between
those two nodes has lower overhead than transferring thdman the observer. In this scenario, the observer and
the analyzer do not need to be aware of the physical locafi@ach other and the roaming handling should be
transparent to both.

3 System Architecture

Figure[2 shows the system architecture for an ATP environnTdre ATP protocol stack consists of four layers:
1. The underlying-network layer

2. The IBN layer

3. The ATP layer

4. The application layer

In the following subsections, we introduce each layer.
3.1 Underlying Network Layer

This layer presents the communication infrastructure torsystem. This can be an IP infrastructure (such as
the case in the Internet), an ad-hoc network (such as tharc®&NET [1]), or any other underlying network.

3.2 Instance-Based Network (IBN) Layer

We define content-based network (CBN) as a network of entlpatities calleccontentavhere each content is
addressed or located by its name, properties or attribugspendent of its physical location. The content could
be a user, an application service, a document, a network, mogketwork connection or any other object. Unlike
IP networks where the IP address is not just a unique ID botalecator, CBN addressing is decoupled from
the location of contents. Contents can actively commueieéth each other by sending or receiving messages, or
performing a lookup for other contents. Other content tygash as a document, can be passively stored in the
network.

The CBN layer extends the functionality provided by the entipeer-to-peer lookup services (such as CAN [6],
Chord [10], Pastny]7], and Tapestty [14]). Peer-to-peekim services provide a mechanism to map a key to some
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node in network specified by the lookup service, and allowaigers to query for these keys. The CBN, however,
maps a content to gpecificnode in the network and routes messages to this node.

We developed an enhanced content-based network namediasttrg-based network (IBNJhe IBN has the
unigue feature of allowing different instances of the saoment to be stored in the network (and hence the name
IBN). Details of the IBN layer are discussed in Secfibn 4.

3.3 Autonomous Transport Protocol (ATP) Layer

The main goal of the Autonomous Transport Protocol is toradfeeliable transport protocol over the IBN.
Migration of endpoints should be transparent to each otthatt; is, the protocol should be able to maintain the
connection during the migration of endpoints. The protatwuld maintain established connections seamlessly
and independent from intermediate node availability. eotvords, our proposed protocol should have the same
functionality of TCP in static networks while confrontiniget dynamics of the IBN environment. The details of
the ATP protocol are discussed in Secfidn 5.

3.4 Application Layer

ATP-aware applications communicate with the ATP layer tdgren migration of the endpoints. The ATP layer
is responsible for migrating the open connection state ¢onéw node, while the application is responsible for
migrating the application state. To minimize the requirbdnges of the existing applications to be ATP-aware,
the interface between the ATP layer and the applicationrlégysimilar to the TCP socket interface with the
addition of two functionsmigrateandland. An application that wants to migrate calls thmityrate’ API function
to inform the ATP layer of its intention to migrate. When thpphcation migration is done, the application needs
to call the 1and” API function to notify the ATP layer on the new node to restdhe open connections. The
ATP-Application layer interface is described in Appendix A

4 The Instance-Based Network

In this section, we propose a new Instance-Based Netwoil)(IBhe proposed network provides the flexibility
of having different instances of the same content. It is uthéouser of the IBN network to define the relation
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between these instances. For example, a file archivingmyst@ use the new IBN to store different versions of
the same file. Here, the file name represents the common ¢@mehe different versions represent the different
instances of the same file. A user of this file archiving systesiy want to query for a particular version of the file
(instance) or ask for the latest version of the file. Thisdeats unique in the proposed IBN compared to any P2P
lookup service.

In the balance of this section, we introduce the featureseptoposed IBN and then present its addressing and
routing schemes required to achieve these features.

4.1 Features/Goals

The proposed IBN enhances the content-based network tegids<the functionality of the current peer-to-peer
lookup services g, 10, 7, 14], which provides a mechanismmap a content identifier to a specific node. IBN
support the following functionalities:

e Content-node mappingThe IBN user can ask the IBN to map a content to a particuldenhrough a
publish operation). All mapping are leased, that is, if tsenudoes not refresh the lease before it expires,
the content is removed from the IBN.

¢ Content communicationrApplication endpoints, defined by contents, can send ngessto other content-
identified endpoints.

¢ Instance-based routing he IBN can route a message to a specific content instanodfue hearest instance
(the neighborhood metric is defined below) if no exact magdiouind for the destination content instance.

¢ Replication The IBN replicates the stored contents in order to provéddtftolerance.
e Caching Nodes along the query path can cache a content to provitlarfagers to future queries.

Figurel3 illustartes the architecture of an IBN node modeixshg its main components.
4.2 Addressing

A content of the new IBN is addressed using a nag@nd an instance identifiéiy, o, ..., i, ), Whereiy, ..., i,
aren integer numbers (Figufd 4). We use the notatién: i1, ..., i,,) to refer to an instance of a contekit The
semantics and dimensionality)(of the instant identifier tuple is assigned by the user oflBi¢ network. These
semantics include the ordering relation between diffeirestances. For example, in a file archiving system, a file
name can be represented(bgfile : 1,0, 1) to represent the version 1.01 of the fibgfile. These semantics are
assigned by the file archiving system.

The user of the IBN network maps a content instance to a péatioode. The next subsection describes how
the routing is performed in the proposed IBN.

4.3 Routing

The routing in the proposed IBN network is instance-basednessage destined to contéiif : iy, ...,4,) iS
routed to the nearest published instance of the same caktémthe destination instance. The routing algorithm
of the IBN is illustrated in AlgorithniIl. The functio@losestin the algorithm represents one possible ordering
relation between different relations. This is the compmariinction used by the ATP protocol.

The proposed IBN extends the routing techniques of the suP@P lookup services. Appendix B shows
the API that the CBN network exports to upper layers. Apper@lipresents a possible implementation for the
proposed CBN.
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Alg. 1. IBN _Route (Msg (X : %1, ...,1p))
1. if Content is published in the IBN netwotken

2. if (X :4y,...,4p) is published in the network on nodé then
3 RouteMsgto nodeN.
4. else
5: Msgis routed to(jy, ..., jn)= Closestiy, ..., i) whereClosests defined as:
(J1y-es4n) = n>landji,...,jn—1) = Closestiy,...,i,—1) and
. (j, is the maximum numbek i, such that
Closes(iy, ..., i) = . (j1,---,Jn) is a prefix of the indices of an existing instafce
a : n =1anda is the maximum numbek ¢;such that
J1 appears as a first index of an existing instgnce

6. endif
7. else
8: Msgis dropped.
9: end if

5 Autonomous Transport Protocol

The main goal of ATP protocol is to decouple the operatiorheféndpoints and maintain a reliable communi-
cation between them. In this section, we introduce the Bethihe ATP protocol.

5.1 Overview

A connection in the ATP protocol is established between tnapeints which are identified bgontent IDs.
Endpoints could migrate or temporarily disappear from thevork, and the datsegmentandacknowledgments
should continue to flow between them. For the sake of sintplafi presentation, we assume that all connections
are simplex. Extension to the full-duplex case is straighward.

A typical communication scenario is shown in Figllie A source endpointro), with content IDS, establishes
a connection with a destination endpoiisf), with content IDD (Step 1). When the destination endpoint
migrates to a new node (Step 2), the ATP layer on the old noderspanagentthat acts, at the ATP layer, on
behalf of the destination to buffer any received data ancetwl sacknowledgments. The ATP layer on the new
and old nodes cooperate to make the migration transpargheteource endpoint. Similarly, when the source
endpoint migrates (Step 3), the ATP layer on the old node spam agent to take care of sending any data in
the buffer and to receive acknowledgments. The ATP layerthemew and old nodes cooperate to make the
migration transparent to the destination endpoint. Theatiign step can be performed multiple times and there
can be multiple agents working for the same endpoint at ang.ti

The ATP layer of the source endpoint, whether it is in theindbnode or any other agent, can take the decision
to participate actively in the connection or to wait padsiver the destination to pull the data. In the former case,
the node publishes itself @Swhile in the latter the node publishes itselfRS Since the operations of the source
and destination are decoupled, the default mode of the ageting on behalf of the source is to be in the active
mode. Agents acting on behalf of the destination in recgidata should buffer this data until the destination
appears on the new node. Therefore, these agents shouldhee passive mode until the destination reappears

For simplicity of illustration, we assume that an applioatimessage fits an ATP segment. Moreover, we assume that fhe AT
acknowledges a segment number whereas in the actual implatios it acknowledges an octet number.
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Figure 5. ATP connection establishment phase

and request the buffered data. A sender in the passive modwloigrarily choose the length of the data to be sent
before waiting for another pull or the requester can deteerttie desired length (or its limit) in the pull message.
Each agent has a unique name composed of the original cébtphts the starting sequence number of the data
it is responsible for. For exampl&S:4denotes an agent for the source endpoint in the active magemsible
for the segment starting with sequence number 4. This naofitite agents is supported by the underlying IBN
where different instances (agents) of the same corfiesrte identified by the sequence number of the starting
segment the agent is responsible for. The following submectescribes the operations of the ATP protocol in
more details.

5.2 Connection Establishment

Figure[® shows the steps involved in the connection estabbst phase of the ATP protocol. We assume
that Dst has already registered itself with the IBN by callin@3N_PUBLISH(D, [], Node)”", otherwise, the
connection establishment will fail returninggstination Unreachable The connection establishment phase
starts bySrc calling “ATP_Connect(S, ort, D)’ where S Port is a unique port number for each connection
in which S is involvedB. The ATP layer spawns an age®TP_Agent) which becomes responsible for the
connection that is being established. The agent CHBBI_‘PUBLISH(AS:E,[], Node,)” indicating its presence
on Nodeg and that it will be in the active mode starting from sequenamiper 4. Following that,ATP_Agent
sends a connection establishment messa@stby calling “IBN_SEND(D, Syn(S,_8ort))". The IBN routes this
message to Nodewvhere Dst is currently located. WheBst receives this message, it extracts fhand S Port
fields and callsATP_.ACCEPT(S, SPort, D, D_Port)". This function make the ATP layer at Noglspawn an agent
(ATP_Agent). This agent publishds by calling “IBN_PUBLISH(D,[],Node)". Following that,ATP_Agent calls

2This can be implemented as a counter maintained by the ATe? \alyich is incremented for each connection thias involved in.

3The published identifier should be ASErt:0, but we drop the port number part here for simplicftiflostration.
“the starting sequence number can be chosen arbitrary
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“IBN_SEND(AS:0, Syn(D, IPort))" so thatSrccan know about the port thBistis using for this connectiorsrc,
Dst, ATP_Agent, andATP_Agent store the connection identifiex’S, SPort, D, D_Port>" that uniquely identifies
the connection for later U8e

5.3 Basic Mode

Figure[® shows the operation of the ATP protocol in the basiden In this mode, neith&rcnor Dst migrates.
Operation in this mode is very similar to the operation of T@P protocol over the IP networks. Segments
generated byrcare sent byATP_Agent with destination addreds. An acknowledgment frorATP_Agent for
sequence numbdéris sent toAS:k The ATP layer uses the underlying IBN to route the acknogteeint message
to the node responsible for the nearest instand®3dk In Figure[®, this node iBlodg which is responsible for
AS:0.

5.4 Source Migration

FigurelT shows the operation of the ATP protocol when thecgomnigrates fronNodg to Node.

Before migration: SrcinformsATP_Agent of its intention to migrate by invoking the ATP functioATP.MIGRATE(}.
Upon the invocation of this functio®TP_Ageni stores the current status of all connections, invohngas one
of the endpoints, in the IBR. The status contains the last sequence number buffered iR layer byDst on
Nodg.

During migration: The contentAS:0Qis still published in the IBN and attached &TP_Agent at Nodg.
ATP_Agent is responsible for transmitting the remaining data in th&AEnding buffer, accepting acknowledg-
ments from the destination, managing the transmissionawrahd retransmitting segments if necessary.

Upon landing: When SRC lands oiNodg, it invokes the ATP functio’ATP_.LAND(S) A new ATP agent
is spawned to be responsible for the connection on the new.naet's call the newly spawned ATP agent

5The connection establishment uses a two-way handshakprasiiies a simplex connection. For the case of two-way conication,
three-way handshaking should be used.

®What is the ID of the stored status? One proposed IBSs-1and when the new ATP agent is spawned, it will get the stored
connections status, unpubligis:-1and publishes it again.
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ATP_Ageng. ATP_Ageng starts by restoring the status of all connections 8rats involved in (only one connec-
tion in FigurelY for simplicity) from the IBN. At that point,dowing its starting sequence numbAf P_Agent
publishes a new content in the IBN with IBS:j, wherej is the sequence number obtained from the stored status
(s = 4 in FigurelT), and attach this contentNode by calling “IBN_PUBLISH(AS:j, [], Nodg)”.

After landing : Srcstarts sending data. A cumulative acknowledgﬁnﬁnm ATP_Agent for segmenk is sent
with destination addregsS:k If £ is less thary, the acknowledgment is routedAd P_Agent (using the instance-
based routing feature of the underlying IBN). Similarlykifs greater than or equal {g the acknowledgment is
routed toATP_Agent.

5.4.1 Multiple migrations

Figure[® shows the operation of the ATP protocol when the ceumakes multiple migrations fromodg to
Nodeg and finally toNodg. This is a direct extension to the case described above.

5.5 Acknowledgment

The cumulative acknowledgment used in TCP is adequatedadmmunication model assumed in IP networks
in which we have a single source and a single destinationafcn eonnection. Due to the flexibility of endpoints
migration in the ATP protocol, we might end up having intei@t between many source and destination agents,
as explained in the next subsections. For this model of camwation, the cumulative acknowledgment is no
longer suitable. Figurg]l 9 shows an example of why cumulataieowledgment alone is not adequate. In the
example, the source sends segment 1 and then migratksi where it sends segment 2. The acknowledgment
for segment 1 is lost and even if the ageniNaidg retransmits segment 1, all acknowledgments will be sent
to Node. The agent aNodg will retransmit until its lifetim@ is over, even though the segment reached the
destination successfully leading to a significant loss ofdwadth.

ATP solves this problem by requiring that any duplicate sexginto be acknowledged separately. In this case,
the acknowledgment reaches the correct node. If an ackdgwlent for segmeritis lost and the original segment
is retransmitted, a cumulative acknowledgment oflis¢ segment received is with destination addiSsk This
is consistent with TCP behavior except that the acknowlestgns sent to the node responsible for the duplicate
segment and not to the node responsible for the last sequendeaer.

Therefore, sending of acknowledgments is triggered byeeith

e expiration of a timer (or alternatively, reception of a eemtamount of data): in this case, the ATP protocol
sends a cumulative acknowledgment for the segments itvestei

e reception of a duplicate segment: in this case, the ATP pobsends a cumulative acknowledgment for the
node responsible for the duplicate segment.

For the remaining of the report, we use the acknowledgmeidypdescribed in this section. Other acknowl-
edgment policies, mainly for range acknowledgments, aeudised in Appendix D.

5.6 Destination Migration

Figure[ID shows the operation of the ATP protocol when thérdg®n migrates fronNode to Node. The
ATP protocol works as follows:

Before migration: DstinformsATP_Agent of its intention to migrate by callingTP.MIGRATE() In response,
ATP_Agent does two things:

"ATP acknowledgments are discussed in Sedfich 5.5
8We discuss agents’ lifetime in Sectibnlb.7.
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1. It stores the current status of all connections, Bettis involved in, in the IBN. The status contains the last
sequence number consumedst on Node, last sequence number acknowlec&emd other information
needed to restore the connection on the new node.

2. It publishes a new content in the IBN identifying the agesponsible for maintaining the connection on
Node. The content published bATP_Agent has an ID ofPS:j, wherej is the first sequence number not
consumed by the application £ 1 in Figure[I0D) attaching it ttlodey. This content identifier will be used
by the ATP agent oiNode to pull the segments receivedMbdde while Dstis in migration. Note also that
this agent will be in the passive mode since there is no basfefitively sending segments to the destination
when it is in migration.

During migration : Since the contenb is still published in the IBN and is attachedNwde,, data segments
sent fromATP_Agent is routed toATP_Agent on Node2. ATP_Agent is responsible for buffering the new
segments and acknowledging them.

Upon landing: WhenDst lands onNode, it informs the ATP layer of its arrival using the ATP funatieall
ATP_LAND(D). In response, ATP spawns an agent to be responsible foradhigection. Let’s call that new agent
ATP_Ageng. ATP_Ageng starts its operation by performing two tasks:

1. Restoring the status of all connections, in whiglis an endpoint, from the IBN;

2. Republishing the conteti? and attaching it ttNode;.

After landing : From now on, data segments sentAlP_Agent are routed tdNodg. Pulling of data is initiated
by the application layer requesting data from the ATP @zeNhenDstasks for data by callingTP_.RECEIVE()
ATP_Ageng starts pulling data segments. A pull for segment with segaierumberk is sent with destination
addresPS:k The pull segment is routed, by the IBN instance-based feato the node that has the closest
sequence number to the requested sequence number. Forlexanfigure[ 10, a pull for segment 1 is routed
to Node. In response to a pull segmei#TP_Agen replies by sending the segment with the pulled sequence
number. This reply should be in a special segment type,rppll. ATP_Agent, also, receives normal segments
from ATP_Agent, which is still in the active mode.

5.6.1 Pulling mechanism

Pulling of segments is triggered by the application lay@st( when it asks for new data and the requested data
in not in the ATP buffer. In order to avoid aggressive pullimgcertain amount of time should elapse between
successive pulls. Pulling stops as soon as a data segmesteisad from an active source whose sequence
number follows the sequence number of the last pulled segm@rATP agent in the passive mode recognizes a
pull for sequence numbér+ 1 as an acknowledgment for sequence nunibéfthis ATP agent is not responsible
for sequence numbaé, it needs to send an explicit acknowledgment for this seceiemimber with destination
PS:k This is needed because different agents may store diffsegments and two adjacent sequence numbers
may reside on two different nodds The destination ATP needs to send an acknowledgment fotledpdata
segment if this was the last pull segment (if it receives @ dgigment from an active source whose sequence
number follows the last pulled data). The time sending the: pell (or the pull acknowledgment) can be either:

¢ After the application layer consumes the pulled segmerthitncase, iDst migrates before consuming the
segmentATP_Ageng can drop the segment. There will be only one version of thenseg in the entire
network.

®This is needed to optimize the cumulative acknowledgmenttess on the new node.

This is to avoid pulling data that may not be consumed if tretidation migrates again.

"Even if this acknowledgment is lost, the correctness of theogol is not affected as each agent has a lifetime whersjiasvned after
which it is killed and its resources are released.
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e As soon as the ATP layer receives the pulled data (bddsteconsumes it). In this case, st migrates
before consuming the segmeAil P.Agent has to maintain it in its buffer since there is no guarante¢ th
ATP_Agent would maintain it after receiving an acknowledgment for ldet pull). There may be different
copies of the same segment in the network since acknowleatgroan be lost in the network.

5.6.2 Multiple Migrations

Figure[11 shows the operation of the ATP protocol when thér®n makes multiple migrations frohode to
Nodeg and finally toNode. This is a direct extension to the case described in theue\gection. It is important
to notice two things here:

1. The ATP layer irfNodeg, when it received the pull for segment 2, created a pull askedgment for segment
1. This is consistent with our pull policy, as described ict®®[5.6.1 Node, is not responsible for segment
1.

2. The ATP layer ifNodeg, when it received the pulled segment 2, created a pull acletgment for it. Again,
this is consistent with our active mode policy as segment8n&eeived using the active mode.

5.7 Reclaiming Network Resources

Since the ATP protocol uses the IBN to map content ID’s to saaled to store the status of the connection
during migration, it becomes important to reclaim the nekwesources used by ATP when they are not needed.
The leasing feature of the IBN means that if an endpoint ofcthrenection or an agent is crashed (or does not
appear for an extended period of time) all its resourcesheilieleted from the IBN as they will not be refreshed.

ATP also need to free resources that are used by agents indles (e.g., the sending buffers). When an agent
receives acknowledgement for all of its buffered segmentsan release the maintained buffer and die safely.
Also, each agent has a lifetime assigned to it when it is ecedt the lifetime of an agent elapses before receiving
acknowledgment for all the segments in its buffer, the aderd immediately.

6 Applications

The ATP protocol is essential to applications requiringatde communication with endpoints migration. Ex-
amples include surveillance applications in sensor nédsvarere a target is tracked using cameras on energy
constrained sensors. To conserve energy, it is importamnads the target using only one camera and to change
the active camera as the target moves. It is also criticatonfiise any data as the active camera changes. ATP
becomes handy in such an environment. An ATP-aware apjplican be run on the node controlling the active
camera. This application is responsible for sending théucag video frames to the command center. When the
active camera changes, the ATP-aware application migtati®e new node. No data is lost during migration as
the ATP provides a reliable connection between the sourdpant (sensor node) and the destination endpoint
(command center). In such an

Another possible application is parallel download of Idfitgs. A destination endpoint representing the file can
buffer a part of the file on one node and migrates to anothee mdtkre it buffers another part. This buffering-
migration cycles continues until the entire file is bufferatddifferent nodes. The ATP agent at each node is
responsible for transferring the part of the file in its buffe

Future applications, e.g. the CarNet [] project can alsehtfmom the service provided by the ATP layeRr(
Liviu, please complete this part and add any other relevant pplication).
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7 Related Work

Many systems over the year tried to address similar probtertise one we are trying to solve. In this section,
we describe the related work to the IBN and to the ATP protocol

Peer-to-peer lookup services (such as CAN [6], Chord [18§t® [7], and Tapestry[14]) provide a mechanism
to map a key to some node in network specified by the lookupceerand allows the users to query for these keys.
The IBN extends these functionality to allow mapping of ateohto aspecificnode in the network and to route
messages to this node. Moreover, the IBN has the uniqueréeatallowing its user to define different instances
of the same content and route a message to the nearest ensfasame particular instance.

The nearest work to the proposed IBN is the Internet Indmadinfrastructure I3) [9] which builds over the
Chord peer-to-peer system an indirection layer that allawesy to be mapped to a specific node in the network.
Our IBN is unique in allowing different instances of the sarnatent and in using instance-based routing.

There have been different solutions to the mobility probtasmr the years. Although the mobile IP protoc¢al [5]
provides a solution to the host mobility between differeatworks, a user is bound to a single host during the
lifetime of a connection. The ATP provides the endpointdlirability of changing the hosts during the connection
lifetime.

In [12,[8] they provide a mobility solution at the TCP leveattallows the connection to remain open as the
host moves between different networks. The solution_in HBjws the user to use a global 32-bit identifier for
the connection, while the solution inl[8] allows a connectendpoint to have different IP addresses and ports.
However, both solutions does not allow the endpoint to chdrasts.

The authors in[[15] proposes a mobility infrastructure gobeni3, that offers a rendezvous-based communi-
cation abstraction. Instead of explicitly sending packeta destination address, packets are sent to an identifier.
A receiver who wishes to receive those packets uses thesatitin infrastructure to associate its address with the
identifier. Although their system is similar to ours in nagniendpoints by identifiers and routing based on these
identifiers, there are significant differences between thgimce their system relies on TCP, it inherits its problems
regarding mobility. TCP requires that both source and dastin coexist simultaneously for the communication
to continue while our proposed protocol decouples eachasfhtfrom the other. Thé8-based system explicitly
on the IP routing between the rendezvous point and the targig® our proposed protocol does not assume a
specific underlying infrastructure. Finally, the functiohthe switch pointsI@ servers) is to redirect data if it
found matched triggers, while our proposed protocol rexgiintermediate nodes to collaborate with each other to
maintain the connection even in the destination migratiemogls.

TheMobile Tapestrysystem|[[13] offers a similar system to tt&based system. The main difference between
a mobile system built o3 and Mobile Tapestnyis that, while the former provides a single level of indifent
as a rendezvous point and for redirecting packets, Mobitee3ty provides multiple points of indirection. This
system has the same shortcomings as3Heased system.

The system in[[11] provides a seamless service platform iiclwlndpoints can migrate between different
nodes. The system is based on seamless-proxies that forgtsvark between themselves and works as a mid-
dleware between the application and the transport layer.s@atem differs from this system in that their system
is IP-based while ATP uses the IBN to decouple itself fromuhderlying network. The endpoint cannot have
multiple migrations standing thus limiting the flexibiliof endpoint migration. For each possible application their
system requires an application-specific module to handip@nt migration. Moreover, endpoint migration is
handled by closing existing connection on the old node aedtitrg new connections on the new node and trying
to maintain the state of the old connection.

8 Discussion

In this section, we investigate some aspects of the desitvedkTP protocol.
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8.1 Fault Tolerance

In a dynamic network environment, maintaining a reliablenownication is a great challenge. We have two
types of faults: node failure and link failure.

ATP can rely on the IBN route discovery service to alleviaielink-failure problem. The node-failure problem
manifests itself in three situations. First, the failed easbuld be responsible for a set of mapped contents.
Second, the node could be the host node for an agent resf@fwilsome segments. Third, that node could be
the destination endpoint for a stream of network segments.

To solve the first subproblem, ATP can rely on the underlyi Ireplication mechanisms to transparently
provide backup nodes for each mapped content. To solve tomdesubproblem, the ATP should rely on its own
replication mechanism. This issue is still open. One pdssiblution is to make the ATP state (including buffers)
stored in the IBN network and depend on the IBN replicatioima@ism. The third subproblem is a catastrophic
case as it may lead to the destruction of the applicatior.stitthe node failure affects only the networking
stack and not the application layer, then we can apply thdisol of subproblem 2 to this subproblem. The IBN
may need to do a remapping of all content ID’s that were phbtisat the failed node to a new default node so
that segments sent during the recovery period are buffarddte source can continue its operations without
interruption of service.

8.2 Active/Passive Policy

Any sending ATP agent can take the decision to dynamicaliycewbetween the active and passive modes
according to a certain policy. One possible policy is to ad@sthe current state of network resources (e.g. buffer
length, CPU load, available bandwidth, or remaining englapally or even globally (which requires the neighbor
nodes to cooperate is someway). The decision could alsdthe lde application and can be negotiated during
the connection establishment. The challenge is to determio, when, and how to take the switching decision.
This needs to be tested experimentally.

It is natural for the source agents to be in the active modéevitlis more appropriate for the destination agents
that buffer data from the source to be in the passive modangdibr data to be pulled from them as discussed
before.

Note that when we allow destination agents to be in the aativde, there may be more than an active source
responsible for the same data segments. This may lead tindededata segment from the network without being
consumed by the destination. This is because acknowledgrfrem the past may be delayed for any arbitrary
period in the network and arrive at a wrong destination. FE@IR shows an example for such a scenario. We
suggest to different solutions to this problem:

1. send the acknowledgment to the source that generatecegineest. This solution has the disadvantage
of making the destination keep track of the source of eachheay reducing the decoupling between the
source and the destination.

2. use epoch numbers protect from aging acknowledgments.

8.3 Security

Allowing ATP to act on behalf of the source or the destinatipens many interesting security issues. We plan
to investigate these issues thoroughly after setting upnihal design.

Security is an important issue is distributed systems lik€&.AThe security problem is three-fold: privacy,
authenticity and trust. One solution to privacy is to appiplic-key cryptography, such as the Diffe-Hellman key-
exchange technology|[3], to communications between emtfpoMoreover, the platform’s security is no weaker
than that of any other distributed platform.
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Authentication is difficult in a dynamic network environnidérecause the presence of reliable and always avail-
able certificate authorities (CAs) cannot be assumed. Alhdhere is a tradeoff between the decentralization
of a CA [2] and the CA’s effectiveness, this does place a lonitthe level of security possible with our system.
However, there are some easy solutions to the authentioaftivodes on the user side; e.g., by inserting secure IC
cards or communicating directly with each other throughAinidrts, nodes can be identified with certainty and
keys can then be safely exchanged.

There have been some initial proposals for distributed systems[]4]. These solutions can be directly incor-
porated into our system providing a solution to the trusiess

8.4 End-to-End Semantics

In ATP, agents act on behalf of both source and destinatidp@nts to guarantee the delivery of the segments
including control segments, e.g. close connection requestraditional reliable transport protocols, e.g. TCP,
the source has to wait until it receives an acknowledgmenthfe close connection request after successfully
transmitting all the data segments. In addition to copintpwhis traditional end-to-end semantic, ATP could shift
the burden of waiting for such acknowledgment from the setwdhe ATP agents. Eliminating such waiting time,
which is signified by the migration of the endpoints, allolwe source to terminate earlier while the destination
is still in the middle of the connection. Although this feadwiolates the traditional end-to-end semantics of the
reliable connection, it could be very useful for certain laggtion types.

9 Conclusions

In this report, we presented the design of fagonomous Transport ProtocoATP provides a reliable stream
between two endpoints regardless of their physical lopatidghe network. We also introduced thestance-Based
Networkingas an extension to the currgpger-to-peetookup services.

In an instance-based network, the network provides thebiléyiof having different instances of the same
content. Itis up to the user of the IBN network to define thatieh between these instances. An IBN provides its
user with the ability to map a content to a particular nodepligation endpoints, defined by contents, can send
messages to other content-identified endpoints. RoutitigeitBN is instance-based; the IBN can route a message
to a specific content instance or to the nearest instance, @act match is found for the destination content
instance. The semantics of different instances and theéaelbetween them are assigned by the application using
the IBN. Moreover, the IBN replicates the stored contentsrder to provide fault tolerance and IBN nodes along
the query path can cache a content to provide fast answenti@ fqueries.

The ATP protocol allows the endpoints to migrate betweefediht hosts. At each node that an endpoint has
data, the ATP spawns an agent that becomes responsiblefootimection on this node. Each instance is treated
as an instance of the same content endpoint. ATP uses thdyingdBN to route the data and acknowledgment
to the correct agent.

Data is transfered by a combinationaaftiveandpassiveoperations, where the ATP layer of a node can decide
whether to actively push the data to the destination or teipely wait for the destination endpoint to pull the data.
The decision to whether to use the active or passive modeisectaken by a local policy on the node running the
ATP protocol. This decision may be based on the current efatetwork resources (e.g. buffer length, CPU load,
available bandwidth, or remaining energy). The decisiandalso be left to the application and can be negotiated
during the connection establishment.

The ATP protocol is essential to applications requiringatde communication with endpoints migration. Cur-
rent applications can be made ATP-aware with minor modiGoab their code. We believe that the ATP protocol
is a corner stone for ubigquitous computing to become a yealit
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Appendix A: ATP-Application Interface

The ATP interface to the application layer adds two functiatis to the TCP socket-programming interface
(“Migrate” and “Land’) besides minor changes to the other calls. Here, we briefiew those calls. For the
following functions, the "Address” structure has two fieldententandport, both are given and arbitrarily selected
by the application. Theontentis equivalent to the IP address in the current IP networkdfaagort is equivalent
to the current port.

e SOCKET(Type)Creates a new socket and returns the socket file descriphar.argumeniypespecifies
the socket type; which could be one of two: streams, and datagy In our initial design, we are concerned
only with streams.

e BIND(Socket, Addr)Binds Socketo the port specified in the address structiideir.

e CLOSE(SocketShutdowns the communication from the caller side specifie8ocket

¢ CONNECT(Socket, Dgtddr): Connects th&ocketo the remote socket bound to the addiessAddr.
¢ SEND(Socket, Msgpends the messadsgthrough the connection specified Bpcket

e RECEIVE(Socket, Buffer, Lengtiyequests ATP to deliver data of length at mioshgthsent toSocket
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e LISTEN(Socket)Causes the incoming ATP connection request to soSkeketto be handled and then
gqueued for acceptance by the program.

e ACCEPT(Socket, Srtaddr). Dequeues the next connection on the queu&tmket

e MIGRATE() Informs ATP that the application decided to migrate reiqgitATP to maintain all associated
socket connections.

e LAND(Content) Restores all sockets that were boundCimntentname before migration. This function is
called when the migrating application land on a new physicale.

Appendix B: IBN Interface with Upper Layers

An IBN should provide the following AP

¢ PUBLISH(ContentID, ContentData, Nodet@ublishes (or announces) a content to the IBN netwoda-
tentlDis the unique identifier of the content to be publish€dntentDatds the data, corresponding to that
content, which will be stored in the networModelDis the identifier of a particular node in the IBN to hold
the content. NodelD can be omitted; in that case, the IBNeis fo store the content in any node (this is the
function provided by the current peer-to-peer lookup s=s).

e REPUBLISH(ContentID, NodelDRepublishes the content whd&eis ContentlDby changing its location
in the IBN to the node whos® is NodelD

¢ REMOVE(ContentID)Removes a content that the user has previously publishibe iHBN.

¢ SEND(Message, ContentlDihforms the IBN to send a segmeviessagedo a contenContentIDpublished
to the IBN.

e RETRIEVE(ContentIDRetrieves a copy of the data corresponding to a previoushlighed content whose
ID is ContentID.

e DELIVER (SrcContentID, DstContentlD, Messagatts as an up call from the IBN to the upper layer to
notify the user of the arrival of a messalgessagealestined to it.SrcContentlIDand DstCOntentlDare the
ID of source and destination contents respectively.

Appendix C: IBN Implementation

We propose an implementation that extends the currenttpgezer lookup services. When the user asks the
IBN to publish the content instan€& : i1, ..., 4, ) On a certain nodel, the IBN uses the underlying peer-to-peer
lookup service to find the nodB where the contenk should be mapped to. The IBN layer uses the nBde
store a mapping between the instag&e: i1, ..., i, ) and the noded in a data structur®. Note that node3 will
be responsible for all instances of the same conkent

If an application wants to send a message to an instalice ji, ..., j, ), the IBN routes the message using
the underlying peer-to-peer network to the ndgleThe IBN layer on node3 checks the data structuito find
the nearest instance to the destination instance identtjfier.., j,,) and the nod&€" where this instance is stored
(using the routing algorithm is Secti@h 4. The IBN finallyvi@rds the message to no@e Other API functions
described in Appendix B can be obtained in a way similar tceth@ve two operations.

The proposed implementation has the following features:

2\We useContentIDhere to refer to the full name of the content instance
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Figure 13. IBN routing: a message from Z :1,5destinedto M :2,3isroutedto M :1,3

¢ A single node is responsible for all instances of a particedentent. This allows for efficient algorithms for
finding the nearest instance to a given instance while rgutimessage.

¢ Different contents are mapped to different nodes basedealtjorithm used by the underlying peer-to-peer
lookup service. In general, peer-to-peer lookup serviesgas keys (content IDs) to nodes uniformly so
that no node becomes overloaded and there are techniquigetdhte number of keys on each node based
on its actual load.

e The proposed implementation is independent of the undwylgeer-to-peer lookup services. The imple-
menter can choose from different peer-to-peer lookup sesyifor example, based on the efficiency of the
lookup operation (some peer-to-peer lookup services, asdPastry(][7], takes network locality into their
routing algorithm.)

Figure[IB shows an example for the routing in the IBN. A messegm Z : 1,5 destined tal/ : 2, 3 is routed
to M : 1,3. The message is first routed fd (the node responsible for the mapping of the instanced plising
the underlying peer-to-peer routing mechanism (steps 2and/hen the messages reaches nbdé checks its
forwarding table and redirects it to the node responsibi¢hfe closest instance (Nodg).

Appendix D: Range Acknowledgment

In this appendix, we describe a technique for range ackramyahent that can enhance the performance of the
ATP protocol. Performance evaluation experiments neee twobducted to assess the benefit of this technique.
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D.1 Overview

A range acknowledgment acknowledges a range of sequendaensinit is identified by two sequence numbers,
the starting sequence number of the acknowledged rangeharehtling sequence number of the acknowledged
range.

Let ACK(i:;j) be a range acknowledgment froimio j. ACK(i:j) is sent with a destination addreas:j. If
ATP_Agen} receives all data segments in sequence, it sendsA@kk1:k), where 1 is the first sequence number
received and is the last sequence number receivedATP_Agent receives segments out of sequence, we can
have different acknowledgment policies:

1.

Sending multiple acknowledgment for the multiple randges example, iATP_Agent has sequence num-
ber rangeg; to is, i3 10 iy, i5 t0 ig, it SENdSACK(; : i2), ACK(s : i4), andACK(s : ig). Each of these
acknowledgments is sent to a different destination addiepsnding on its rangéACK( : i2) is sent to
ASiy, ACK(is : i4) is sent taASi,, while ACK(i5 : ig) is sent toAS:k.

Sending acknowledgment for the first range only with a ibdig of retransmission of the segments we
already received. This is equivalent to the cumulative askedgment mechanism.

Sending acknowledgment for each segment we receiveislodbe we do not need the range (or cumulative)
acknowledgment mechanism.

Sending acknowledgment for the range that the last redeiggment falls in.

Sending two range acknowledgments. One for the first réomeesponding to cumulative acknowledg-
ment) and the second is for the range in which the last segwesteceived. The first range acknowledg-
ment is sent to trigger the fast retransmission mechanisipgiited from TCP).

These different policies do not affect the correctness efARP protocol. In all cases, the source will time out,
retransmit the segment, and dies if it does not receive akiyoadedgment for a certain period of time. The main
factors affecting the choice of the acknowledgment poliey a

e avoiding retransmission of already received segments.

¢ avoiding sending unnecessary acknowledgments.

Sending of acknowledgments is triggered by either:

e expiration of a timer (or alternatively, reception of a e@mtamount of data): in this case, the ATP protocol

sends a range acknowledgment for the first consecutive thagg is responsible for (similar to cumulative
acknowledgment).

e reception of a segment out of order: in this case, the ATRopabican choose one of the above policies. For

the rest of this appendix, we will stick to option 4 (acknogdéng the range that the last received segment
falls in).

e reception of a duplicate segment: in this case, the ATP pob&ends an acknowledgment for this duplicate

segment.
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D.2 Forward Acknowledgment Flag

Since we may have different agents acting on behalf of thecepa range acknowledgment may cover different
nodes. However, a single acknowledgment will be routed toglesnode. Therefore, we need a mechanism by
which a single range acknowledgment sent by the destinatiald reach all the nodes covered by it. We propose
the Forward Acknowledgment Fla¢FAF) as a solution to this problem. Figurel14 shows an exampldef t
technique FAF indicated by * in the acknowledgment). When the destinatemeives a segment with a sequence
number that fills the gap between two ranges (segment 5 ingheeli, it sets th&AF in the corresponding range
acknowledgment. When a sending agent receives an ackngnvid with theFAF set, it checks whether a new
range acknowledgment should be generated with a new raagjésthot covered by the current agent. If a new
acknowledgment is generated, R&F is set and the process is repeated.

D.3 Multiple Destination Migration

In this section, we discuss the multiple destination migratase when we have the range acknowledgment
mechanism. The problem of destination migration become® whfficult whenDst migrates another time before
finishing the pulling process for the first migration. In tltiase,Dst may leave behind some segments in the
receiving buffer ofATP_Agent and some other segmentsAitP_.Ageng. Because of the time of instability in the
IBN, after republishing an old content or publishing a newtent, the segments buffered in both agents may not
be in sequence.

For example, consider the scenario depicted in Fifule 16thecATP agents responsible for this connection
on Node, Nodg, andNode be ATP_Agent, ATP_Agent, andATP_Agen, respectively. Because of the loss of
segment 3 (step A), it does not rea®hP_Agens. WhenATP_Agent retransmits segment 3 (step B)TP_Ageng
has republished the contebDtand attached it ttNode (step C), therefore segment 3 is routeddbP_Ageng
instead ofATPAgen. On the other hand, segment 4 reachd®_Agent successfully and is acknowledged
(step D), therefore, it is not retransmitted AYP_Agent. ATP_Agent starts pulling segments froMTP_Agens.

It pulls segments 1 and 2 successfully (steps E and F). Vill®migrates fromNode to Node (step G) after
consuming segment 1 but before consuming segment 2. Ther&®P_Ageng acknowledges segment 1 and
drops segment 2. To this poil\TP_Agent is buffering segments 1, 2, and 4; aAdP_Agent, is buffering
segments 3 and 5. Upon the second migratioDgf ATP_Agengs publishesPS:3(step H).

WhenATP_Agenj restores the connection status, it knows that the next seguaimber to be consumed Dgt
is 2. Therefore, upodsts request of new data®lTP_Agent, pulls segment 2 (step 1). This pull segment reaches
ATP_Ageng, which responds by sending a pull-reply with the requireghsent (step J). Similarly, segment 3
is pulled. The difference is that the pull segment in thisscasacheATP_Ageng instead ofATP_Agent since
ATP_Ageng publishedPS:3(step K). The problem occurs wh&TP_Agenf, pulls segment 4. The pull segment
for segment 4 haBS:4as its destination address, and hence rea8hi@&Agent (step L) , which does not have
it! Actually, a pull segment for segment 4 will never rea&hP_Agens.

As a solution to this problem, we propose tAdiP_Ageng when receiving a pull for segment 4, it removes the
contentPS:3from the IBN and publishes, instead, cont®"&:5 where 5 is the next sequence number it has (step
M). ATP_Agent should also forward the pull segment. Doing AdP_Agent, will be able to pull segments 4 and
5 correctly. Publishing contefS:5instead ofPS:3is not performed before receiving pull-acknowledgment for
segment 3.

Another problem occurs if segment 4 arrivesAdtP_Agent after publishingPS:5instead ofPS:3? That can
happen since segment 4 might have been in its rold@ RMAgent when the latter received the pull for it. Because
of the high dynamics in our environment, we have to take préoas for such intricate situations. In this situation,

13Note that this cannot happen in the case of cumulative aclettgment as segments will always be in sequence
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we propose thaATP_Agent has to remove the conteR6:5and publishPS:4 instead. If another agent is already
responsible for segment 4 (i.e if the IBN rejects the pultigloperation) then segment 4 can be safely ignored.
To summarize, an agent receiving a pull segment for a sequaimmber not in its buffer should unpublish its
current ID and republishes an ID containing the next seqeienmber, in the agent buffer, after the one in the pull
segment. It should also retransmit the received pull segnifean agent receives a segment with sequence number
before the sequence number in its current published ID,dukshtry to change its published ID to contain the

sequence number in the received segment. If the publisiiagation fails, the agent can safely drop the received
segment.

D.4 Closing Remarks

The range acknowledgment mechanism has the advantageuaingdhe retransmission of already received
segments. However, it may produce unnecessary acknowkdgmAnother problem is that when a range ac-
knowledgment with thé&AF is lost, this acknowledgment will not be reproduced agamit@range has already
been filled). Moreover, handling the case of multiple degion migrations may involve publishing and unpub-
lishing operations. We believe that range acknowledgnsestill an effective mechanism to enhance performance
as acknowledgment are smaller in size than data segmenth@pdoblematic cases occurs with low probability.
However, we need to verify that by experimentation.
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