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Deep Learning (DL) models, especially with the rise of the so-called foundation models,

are increasingly used in real-world applications either as autonomous systems (e.g. facial recognition),

as decision aids (e.g. medical imaging, writing assistants), and even to generate novel content

(e.g. chatbots, image generators). This naturally results in concerns about the trustworthiness of

these systems, for example, do the models systematically perform worse for certain subgroups?

Are the outputs of these models reliable under perturbations to the inputs? This thesis aims to

strengthen the foundations of DL models, so they can be trusted in deployment. I will cover

three important aspects of trust: fairness, robustness, and explainability. I will argue that we need

to expand the scope of each of these aspects when applying them to DL models and carefully

consider possible tradeoffs between these desirable but sometimes conflicting notions of trust.

Traditionally the fairness community has worked on mitigating biases in classical models

such as Support Vector Machines (SVMs) and logistic regression. However, a lot of real-world



applications where bias shows up in a myriad of ways involve much more complicated DL

models. In the first part, I will present two works that show how thinking about fairness for

deep learning (DL) introduces new challenges, especially due to their overparametrized nature

and susceptibility to adversarial attacks.

Robustness literature has focused largely on measuring the invariance of models to carefully

constructed (adversarial attacks) or natural (distribution shifts) noise. In the second part, I will

argue that to get truly robust models, we must focus on a more general notion of robustness:

measuring the alignment of invariances of DL models with other models of perception such as

humans. I will present two works that measure shared invariances between (1) DL models and

humans, and (2) between DL models. Such measurements of robustness provide a measure of

relative robustness, through which we can better understand the failure modes of DL models and

work towards building truly robust systems.

Finally, in the third part, I will show how even a small subset of randomly chosen neurons

from a pre-trained representation can transfer very well to downstream tasks. We call this

phenomenon diffused redundancy, which we observe in a variety of pre-trained representations.

This finding challenges existing beliefs in the explainability literature that claim individual neurons

learn disjoint semantically meaningful concepts.
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Chapter 1: Introduction

My thesis touches on three pillars of trustworthy deep learning: fairness, robustness, and

explainability, and the complicated interplay between these desirable, but sometimes con�icting

goals. While these sub�elds have existed almost mutually exclusively for a few years now, my

thesis introduces some of the �rst works that have proposed connections between these �elds,

identifying exciting open areas of research. The thesis is structured in three main parts, Chapters 2

& 3 focus on fairness, Chapters 4 & 5 on robustness, and Chapter 6 on explainability. This thesis

is based on �ve �rst-authored papers I published during my PhD, two of which were co-�rst

authored with my peers.

1.1 Fairness: Technical Challenges for Deep Learning

Technical Challenges for Training Fair Neural Networks; published at Responsible AI

workshop at ICLR 2021. Joint �rst-author with Valeriia Cherepanova [12].

The fairness community has proposed many solutions to mitigate unfair behaviors by

proposing constraints to the usual objective function during training. These are called in-processing

mitigation techniques. Almost all in-processing techniques have been tested exclusively on

classical ML models such as logistic regression, support vector machines (SVMs), and shallow

multi-later perceptrons. In these cases, one can introduce af�ne constraints that model some
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notion of fairness on the objective function of these models and then solve a constrained optimization

problem in closed form, since these models are often convex. Here, we test fairness constraints

for deep neural networks (DNNs) that are highly overparametrized and non-convex. This offers

two challenges: �rstly, it's not clear if constraints can work well for DNNs since the guarantees

for constrained convex optimization with traditional models do not exist for highly non-convex

models like DNNs. Secondly, even if fairness constraints worked, due to their highly �uid

decision boundaries, DNNs are likely to be more susceptible to second-order effects, such as

becoming fair along one subgroup at the cost of fairness along another subgroup, a phenomenon

commonly known asfairness gerrymandering. In this work, we empirically investigate these

questions and �nd that it is indeed challenging to get fairness constraints to generalize in deep

learning. Training loss goes to zero and thus it seems like fairness has been achieved, however,

this does not generalize to the test set. We also �nd that in rare cases where we do achieve fairness

on the test set, it comes at a cost of increased unfairness alone another attribute, thus showing the

susceptibility of DNNs to fairness gerrymandering. We cover this in more detail in Chapter 2.

1.2 Fairness: New Notions for Deep Learning

Fairness Through Robustness: Investigating Robustness Disparity in Deep Learning; published

at FAccT 2021. Joint-�rst author with Samuel Dooley [13].

However, if fairness constraints worked in Chapter 2, would that be enough to maintain

unbiased outcomes? In Chapter 3, we extend our analysis of challenges for fairness in deep

learning by arguing that the susceptibility of DNNs to adversarial attacks makes fairness challenging

in deep learning. Most fairness notions are one-shot, in that they only look at the outputs of the
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model at a given snapshot in time. This becomes especially limiting in adversarial settings where

data points can be misclassi�ed by adding minimal noise to the inputs. We introduce the notion

of robustness biasthat takes into account how disparate levels of robustness in subpopulations

can create an opportunity for downstream unfairness. Robustness bias measures how robust are

various data points in the subgroup under a given perturbation budget. We then propose metrics to

quantify this bias where we consider points farther away from the decision boundary to be more

robust. We show how this form of bias can manifest itself in existing deep learning models in

unintuitive ways. We show that robustness bias is a complicated property of the data distribution,

the model's inductive bias, and its pretraining, and is thus an important metric to consider when

auditing deep learning models in safety-critical applications.

1.3 Robustness: Shared Invariances between Machines and Humans

Do Invariances in Deep Neural Networks Align with Human Perception?; published at AAAI

2023 [14].

There is a large body of work studying robustness in DL models. Most of these works

propose some class of perturbations and evaluate whether DL models remain invariant to these

perturbations. Some common examples of perturbations include carefully crafted adversarial

samples, which are often found by imposing a budget on the amount of perturbation and then

solving a constrained optimization in the input space to maximize the loss. Another line of

robustness research looks more naturally occurring perturbations,e.g. adding weather-related

abnormalities like snow to an otherwise “clean” image. After obtaining these clean and corresponding

corrupted inputs, robustness is de�ned as the difference in some metric (e.g.accuracy) on the
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clean and perturbed test set. In other words, the goal of robustness research has been to measure

and improve theinvarianceof DL models to “meaningless” perturbations. A key, but implicit

assumption in these works is that the de�nition of “meaningless” is de�ned relative to human

perception. That is, the understanding is that adding some small noise (natural or otherwise)

doesn't change human perception of the input and thus the models should also not change their

output when presented with this noise. In Chapter 4, we take a step back and ask the robustness

question in the opposite direction. We evaluate whether invariances learned by DL models are

reasonable invariances for humans. This is a more general measure of robustness and goes

beyond the existing perturbation-based robustness benchmarks. We present a way to scalably

and reliably perform such an evaluation. Using our evaluation pipeline we extensively study

how different DL pipeline components (loss function, architecture, data augmentation, training

paradigm) contribute to learning well-aligned invariances.

1.4 Robustness: Shared Invariances between Machines

Measuring Representational Robustness of Neural Networks Through Shared Invariances;

published at ICML 2022 [15].

Building on work in Chapter 4, in Chapter 5 we remove human perception from the robustness

evaluation pipeline and propose a measure of the robustness of a DNN relative to another DNN.

Prior works on comparing DNNs use measures of representation similarity. These measures

quantify the similarity of representations on a given dataset. However, these measures do not

tell us how this similarity changes outside the given data. In this Chapter, we ask the “robustness

version” of the representation similarity question: how similarly will two representations respond
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to perturbations of a given set of inputs? This essentially boils down to measuring shared

invariances between DNNs. We propose a measure that can reliably measure such shared invariance

between any desired representation of DNNs. We call this measure STIR – Similarity Through

Inverted Representations and use this measure to uncover many intriguing properties of representations

learned by DNNs. For example, we �nd that two DNNs that only differ in their random initializations,

while having very similar test accuracies, actually have only moderate levels of shared invariance,

showing that they can differ massively in their predictions outside the given data distribution. We

also analyze the effects of architectures, loss functions, training datasets, and layer depth on

shared invariances. More broadly, we present STIR as a tool to better understand deep learning

through the lens of robustness and to reliably audit DL-based systems for their behaviors when

presented with data that does not resemble their training distribution.

1.5 Explainability: Diffused Redundancy in Representations

Diffused Redundancy in Pre-trained Representations; published at NeurIPS 2023 [16].

In Chapter 6, we look deeper into the nature of learned representations. With an increasing

shift towards so-called foundation models, the standard paradigm to solve any downstream task

(e.g.image classi�cation) is to �rst get the representation of the inputs of the desired task from

a pre-trained model (often trained on large-scale data with unsupervised / weakly supervised

learning) and then either �netune this model or train a lightweight model on top of this representation

for the downstream task. Increased reliance on pre-trained representations makes understanding

the nature of these representations essential to solving any downstream task reliably. Many

works in the explainability community try to understand pre-trained representations through a
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mechanisticlens. Such works have shown how certain portions of DNNs learn semantically

meaningful concepts that then interact to form complex abstractions of the input, that are ultimately

useful in solving a variety of downstream tasks. For example, prior work has successfully isolated

neurons that are almost always highly activated when presented with some concept (e.g.stripes)

and has foundcircuits through which these individual neurons interact to form more complicated

neurons. These works suggest that different parts of DNNs encode distinct information.

In our work, we uncover a phenomenon we calldiffused redundancywhich shows that

even a small randomly chosen subset of neurons from a pre-trained representation can achieve

comparable performance as the entire representation on a range of downstream tasks. This

shows that relevant features are smeared all over the representation, contrary to popular belief

about distinct parts learning distinct features. We show that random samples of neurons capture

similar variance in downstream data as projections onto the top principal components and are

thus effective at solving these downstream tasks. While using random subsets of neurons could

be an effective strategy for ef�cient transfer learning, we draw caution to how this can lead to

systematically lower accuracies for certain subgroups, leading to possible fairness issues. More

broadly, our work challenges existing beliefs about the nature of learned representations and

shows that there is room to grow our fundamental understanding of the kind of features that

make pre-trained representations very effective at solving a variety of downstream tasks.
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Chapter 2: Fairness: Technical Challenges for Deep Learning

Experience is what you get when

you didn't get what you wanted.

Randy Pausch

As machine learning algorithms have been widely deployed across applications, many

concerns have been raised over the fairness of their predictions, especially in high-stakes settings,

such as facial recognition and medical imaging. To respond to these concerns, the community

has proposed and formalized various notions of fairness as well as methods for rectifying unfair

behavior. While fairness constraints have been studied extensively for classical machine learning

models (SVMs, Logistic Regression), the effectiveness of methods for imposing fairness on deep

neural networks is unclear. In the �rst part of this chapter, we observe that these large models

over�t to fairness objectives, and produce a range of unintended and undesirable consequences.

We conduct our experiments on both facial recognition and automated medical diagnosis datasets

using state-of-the-art architectures.

2.1 Introduction

Machine learning systems are increasingly deployed in settings with major economic and

social impacts. In such situations, differences in model behaviors between different social groups
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may result in disparities in how these groups are treated [17, 18]. For this reason, it is crucial to

understand the bias of machine learning systems, and to develop tools that prevent algorithmic

discrimination against protected groups.

Much effort has been devoted to understanding and correcting biases in classical machine

learning models (e.g. SVMs, Logistic Regressionetc.). Over�tting is not a pernicious issue

for classical models, and so fairness constraints that are imposed at train time often generalize

to (unseen) test-time data. For overparameterized neural networks – as is often the case with

modern deep neural networks [19] – our tools for understanding and controlling model bias

are far less effective, in large part because of the dif�culties created by over�tting. At train

time, neural networks interpolate the data and achieve perfect accuracy on all sub-groups, thus

making it impossible to obtain meaningful measures of bias on training data. When constraints

are imposed using a sequestered dataset, the network may still over�t to constraints. Furthermore,

the extremely �uid decision boundaries of neural networks open the possibility for complex

forms of fairness gerrymandering[20, 21], in which the decision boundaries of the model are

moved to achieve a fairness constraint, while at the same time creating unintended consequences

for important sub-groups that were not explicitly considered at train time. Since deep neural

networks perform so much better than their linear counterparts on a wide range of tasks, it is

important that we better understand the fairness properties of these complex systems.

This part of the thesis investigates whether currently available methods for training fair

models are capable of controlling bias in Deep Neural Networks (DNNs). We �nd that train-

time fairness interventions – including those that have been thoroughly tested for classical ML

models – are not effective for DNNs. We further show that when these fairness interventions do

seem to work, they often result in the undesired phenomenon of fairness gerrymandering. Our
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contributions are as follows:

• We empirically test a range of existing methods for imposing fairness using constraints and

penalties during training of DNNs. While methods of this type have been widely used and

rigorously studied in the under-�tting regime (i.e. SVMs and linear models), we show that

they fail in the overparameterized regime.

• We �nd that in some cases, fairness surrogates that work well for classical models do not

work well for DNNs. In particular, equality of losses does not necessarily translate to

equality of metrics used to evaluate performance (e.g.area under the curve).

• We also observe that specialized constraints designed for facial recognition often appear

to work on training data, but fail on holdout classes. Facial recognition systems present a

unique case because they operate differently during inference than during training.

• We consider adversarial methods for learning “fair features”. In addition to discussing

theoretical problems with these approaches, we observe that these methods are not effective

at achieving fair outcomes in practice.

• We observe that fairness gerrymandering can be particularly problematic for DNNs because

of their highly �exible decision boundaries. That is, parity along one sensitive attribute (e.g.

sex) comes at the cost of increased disparity along another sensitive attribute (e.g.age).

We acknowledge that fairness constraints are not a universal solution to fair ML (also

argued in many prior works,e.g., see Chapter 3 of [22]). Indeed, ML algorithms are only a

small part of the bigger automated decision-making system, and making these algorithms “fair”
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Figure 2.1: [Brief Overview of Fairness in ML] For the scope of this paper, we consider
only in-processing techniques and apply them to deep neural networks. We show that the
overparametrized nature of neural networks is one reason why current techniques fail.

is only solving a small part of what is a larger socio-technical problem. However, it is important to

understand the limitations of algorithmic fairness solutions. In our work, we focus on analyzing

the effectiveness of bias mitigation strategies in deep neural networks, and discuss the associated

pitfalls.

2.2 Related work

There exist well documented cases of unfairness in key ML applications such as targeted

ads [23–25], personalized recommendation systems [26,27], credit scoring [28], recidivism prediction [29],

hiring [30], medical diagnosis [31,32], facial recognition [5,33,34], and others. This has resulted

in a range of interdisciplinary work on understanding and mitigating bias in automated decision-

making systems [13,35–39]. Existing work on mitigating algorithmic unfairness can be broadly

put into three categories: pre-processing, in-processing and post-processing (see Figure 2.1).

Works on pre-processing mostly focus on removing sensitive information from the data and

building diverse and balanced datasets [40–43]. In-processing aims to change the training routine,
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often via imposing constraints [43–50] or by changing the optimization routine [38, 51, 52].

Another in-processing strategy is to learn fair intermediate representations independent of sensitive

attributes which lead to fairness on any downstream task [53–58]. There isn't a clear consensus on

whether works along the lines of fair representation learning are pre-processing or in-processing

(Zafar et al [46] categorize it as both in and pre). However, since most of these works rely

on a learned model to perform the transformation of the dataset into a “fair” representation,

for our purpose we consider these as in-processing. Post-processing techniques aim to change

the inference mechanism to ensure fair outcomes [59–61]. In this paper, we limit our scope to

understanding how in-processing techniques work for DNNs.

Our work is closely inspired by the works of Zafar et al [44] that proposed smooth surrogates

for various statistical notions of fairness which could then be imposed as constraints on training.

However, their proposed method was only evaluated on linear models (such as logistic regression

and SVMs) where an optimal solution can be ef�ciently found using constrained optimization.

Padala et al [49] extended this line of work and proposed the use of Neural Networks to empirically

estimate measures of fairness by considering class logits to be proxies for class probabilities.

They then applied these estimates of fairness as constraints to the training of neural networks

using lagrangian multipliers. However, they only performed experiments on fully connected and

shallow neural networks. We use their method of empirically estimating fairness measures and

applying it as regularizers for training deep convolutional neural networks on image classi�cation

tasks. We �nd that their proposed approach does not give good fairness generalization in the

highly overparametrized regime, such as the one we consider with our setup.

Most work on achieving fairness via in-processing methods in deep learning has been very

tailored to a particular task like facial recognition [43] or achieves a very speci�c kind of fairness,
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such as removing sensitive attribute information from a representation [62]. In addition to these

tailored approaches, we also apply the more general approach of enforcing various de�nitions of

fairness via regularization during training, which until now had been primarily tested on either

linear models or very shallow deep neural networks.

Prior work has also suggested that algorithmic solutions for fairness are often hard to

comprehend [63] or put into practice [64]. Additionally, industry practitioners believe that fairness

issues in real-world ML systems could be more effectively tackled by systematically changing the

broader system design, rather than solely focusing on algorithmic “debiasing” [65,66]. Our work

aims to show the fragility of algorithmic fairness interventions for deep models, thus extending

the scholarship on challenges for fairness in ML. We refer readers to [22] for a broad and nuanced

discussion of the abilities and limitations of fair machine learning.

2.3 Investigating Fairness Constraints For Deep Learning

In this chapter, we investigate how different in-processing methods for mitigating algorithmic

unfairness work on two different problems: facial recognition and medical image classi�cation.

We choose these two particular domains to illustrate broadly applicable pitfalls when applying

train-time fairness interventions in deep learning. Moreover, while both facial recognition and

medical image classi�cation have seen unprecedented performance gains due to advances in

deep learning, there have been well-documented cases of bias and unfairness in both of these

domains [5,31–33]. Additionally, previous works have also outlined ethical and epistemic issues

with facial recognition and algorithmic solutions to fairness in healthcare [67–69]. In this section,

we describe our experimental setup which we use throughout the paper.
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2.3.1 Face recognition

State-of-the-art facial recognition (FR) systems contain deep neural networks that extract

facial features fromprobe images(new photos whose subject is identi�ed by FR) and compare

the resulting features to those corresponding togallery images(references with known identities).

Probe images are matched to the gallery image whose features lie closest with respect to the

cosine similarity.

We train facial recognition models with ResNet-18 and ResNet-152 backbones using the

popular CosFace head, designed to increase angular margins between identities [70]. All of our

models are trained as classi�ers using focal loss [71]. We split the Celeb-A dataset into train

(9,177 identities) and test (1,000 identities) sets with non-overlapping identities. Therefore, at

test time, the FR model is evaluated on people whose images it has not seen during training. We

split a validation set from the training data consisting of 3 images from each identity with more

than 6 images.

We measure the performance of FR systems with two methods. On training data we can

use the classi�cation head from training to report multi-label classi�cation accuracy, while for

validation and test sets, we rip off the classi�cation head and reportrank-1 nearest neighbor (in

feature space) accuracy as is mainstream in the facial recognition literature. We �nd that standard

facial recognition models exhibit lower testing accuracy for females than for males, see Table 2.3.

This accuracy gap does not result from unbalanced train data; in fact, female identities have more

gallery images on average than male identities and 58% of identities in the data are female. Note

that validation accuracy is lower than test accuracy in all of our experiments since the validation

set contains 9 times as many classes and fewer images per class compared to the test set.
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2.3.2 Medical image classi�cation

We use CheXpert [72], a widely used and publicly available benchmark dataset for chest

X-ray classi�cation. This dataset consists of 224,316 chest radiographs annotated with a binary

label indicating the presence of a given pathology. We consider the following 5 pathologies:

Cardiomegaly (CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural Effusion

(PE). This yields amulti-label classi�cation task, predicting which of the 5 pathologies are

present given a chest x-ray image. We train models using weighted binary cross entropy loss,

and we report performance via area under the curve (AUC) for each of the 5 tasks.

Our experiments only use images for which sex and age labels are available, yielding a

total of 223,413 images. We randomly split this data in a 80:20 ratio to form the training

and validation sets respectively. The dataset provides a test set with234 images labeled by

radiologists. The training set is primarily composed of males (60%), while validation and test

sets are more balanced (55% males).

We use the highest ranked model on the CheXpert leaderboard1 with a publicly available

implementation.2 We �ne-tune a Densenet121 [73] pre-trained on ImageNet [74] for this task.

Additional details about the model, data preprocessing, optimizer, and hyperparameters can be

found in Appendix A.1.

1https://stanfordmlgroup.github.io/competitions/chexpert/
2https://github.com/jfhealthcare/Chexpert
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2.4 Challenges of Imposing Fairness Notions

We consider the traditional fair machine learning setup consisting of a training dataset

D = f (x i ; ai ; yi )gN
i =1 , wherex i are drawn independently from the input distributionX , ai 2 A

are sensitive features (such as race, genderetc.) andyi 2 Y are true labels. For simplicity's

sake, assume thatA = f 0; 1g. Y is binary in the medical imaging task and multi-class for facial

recognition. We wish to train a modelf � : X ! R which can predict an outcomêyi for a given

x i . Standard training procedures outside of the fair training regime minimize the average loss

over training samples,̂L(f � ). We refer to this as thebaselinetraining scheme in our experiments.

We refer to average loss on data points whereai = 1 asL̂a+ (f � ) and points whereai = 0 as

L̂a� (f � ). Below, we recall fairness notions which we use in this work and also describe how we

operationalize them.

Accuracy equality requires the classi�cation system to have equal misclassi�cation rates

across sensitive groups [44–46].

P(ŷ 6= yja = 0) � P(ŷ 6= yja = 1) (2.1)

Because accuracy is a discontinuous function of the model parameters, we use equal loss as a

surrogate, and solve:

min
�

�
L̂ (f � ) + �

�
�
� L̂a+ (f � ) � L̂a� (f � )

�
�
�

�
(2.2)

Equalized oddsaims to equalize the true positive and false positive rates for a classi�er

(sometimes also referred to asdisparate mistreatment) [59].
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P(ŷ = 1ja = 1; y = y) � P(ŷ = 1 ja = 0; y = y) (2.3)

The Equalized Odds Penalty [49] aims to approximate equalized odds using logits as

measures of probability. Thus, we minimize the following objective:

min
�

�
L̂ (f � ) + � (fpr + fnr )

�
; where (2.4)

fpr =

�
�
�
�

P
i pi (1 � yi )aiP

i ai
�

P
i pi (1 � yi )(1 � ai )P

i (1 � ai )

�
�
�
� (2.5)

fnr =

�
�
�
�

P
i (1 � pi )yi aiP

i ai
�

P
i (1 � pi )yi (1 � ai )P

i (1 � ai )

�
�
�
� (2.6)

Here,pi denotes a softmax output (binary prediction task).

Disparate impact is a widely adopted notion that requires any decision making process'

outcomes to be independent of membership in a sensitive group [17,29,40,75]:

P(ŷ = 1 ja = 1) � P(ŷ = 1 ja = 0) (2.7)

The Disparate Impact Penalty [49] aims to approximate disparate impact through the objective,

min
�

�
L̂ (f � ) + �di

�
; where (2.8)

di = � min
� P

i ai pi =
P

i aiP
i (1 � ai )pi =

P
i (1 � ai )

;

P
i (1 � ai )pi =

P
i (1 � ai )P

i ai pi =
P

i ai

� (2.9)

Max-Min fairness focuses on maximizing the performance for the most discriminated
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against group, i.e. the group with lowest utility [37,38,51,52,76–78].

max min
a2A

P(ŷ = yja) (2.10)

To optimize models for Max-Min fairness, we minimize the loss for the sensitive group with

maximum loss at the current iteration. That is, we perform the following optimization at each

iteration:

min
�

max f L̂a+ (f � ); L̂a� (f � )g (2.11)

Since both equality of opportunity and disparate impact notions assume existence of a bene�cial

outcome, they are most useful for binary classi�cation tasks, and we only use them in the medical

image classi�cation task.

2.4.1 Training with fairness regularization

One common approach for mitigating unfairness is through imposing fairness constraints

or regularizers on the training objective. In this section, we describe the effectiveness of various

regularization-based methods at improving the fairness of models trained for medical image

classi�cation and facial recognition.

CheXpert We implement three types of regularizers: equal loss, disparate impact, and equality

of opportunity penalties, with the aim to achieve parity in performance (i.e.AUC scores) for both

males and females. In all previous works that apply such constraints, the experiments are either

performed on linear models (e.g.SVM in [47]) or on small neural networks (e.g.2-layer network

in [49]). Under such settings, it is reasonable to assume that one can reliably measure fairness
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Table 2.1: [CheXpert - training with fairness penalties] Results for all 5 CheXpert tasks:
Cardiomegaly (CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural Effusion
(PE). The regularizer is optimized on the training data, and� here denotes regularizer strength.
We observe adding regularizers to DNNs on training data can actually hurt disparity on the test
set. One notable exception (the equal loss regularizer), showsfairness gerrymandering. We also
report the penalty that was explicitly optimized during training (lower is better) and show that
even this penalty does not generalize.

Scheme Task Train Test
M F Gap Penalty M F Gap Penalty

Baseline

CD 0:905 0 :902 0 :004 0 :006 0:712 0 :691 0 :046 0 :016
ED 0:857 0 :844 0 :013 0 :015 0:905 0 :849 0 :057 0 :022
CO 0:832 0 :834 0 :004 0 :004 0:824 0 :760 0 :069 0 :163
AT 0:716 0 :709 0 :008 0 :002 0:804 0 :756 0 :065 0 :004
PE 0:873 0 :880 0 :007 0 :013 0:851 0 :923 0 :072 0 :433
Avg 0.837 0.834 0.007 0.008 0.819 0.796 0.062 0.127

Eq. Loss
Train

� = 100

CD 0:934 0 :932 0 :002 0 :005 0:764 0 :758 0 :005 0 :001
ED 0:879 0 :872 0 :007 0 :016 0:914 0 :875 0 :039 0 :019
CO 0:888 0 :888 0 :003 0 :003 0:840 0 :849 0 :026 0 :136
AT 0:732 0 :727 0 :005 0 :002 0:825 0 :772 0 :053 0 :003
PE 0:882 0 :886 0 :004 0 :005 0:861 0 :897 0 :036 0 :387
Avg 0.863 0.861 0.004 0.006 0.841 0.830 0.032 0.109

Eq. Loss
Train

� = 1000

CD 0:820 0 :814 0 :007 0 :001 0:805 0 :770 0 :035 0 :002
ED 0:816 0 :799 0 :018 0 :004 0:888 0 :811 0 :077 0 :010
CO 0:680 0 :686 0 :006 0 :000 0:909 0 :800 0 :109 0 :010
AT 0:625 0 :613 0 :012 0 :002 0:740 0 :719 0 :021 0 :001
PE 0:843 0 :851 0 :009 0 :002 0:834 0 :924 0 :090 0 :248
Avg 0.757 0.753 0.010 0.002 0.835 0.805 0.066 0.054

Disp. Impact
Penalty

� = 100

CD 0:925 0 :921 0 :005 � 0:211 0:759 0 :743 0 :028 � 0:206
ED 0:882 0 :872 0 :010 � 0:316 0:921 0 :843 0 :077 � 0:305
CO 0:865 0 :867 0 :003 � 0:181 0:799 0 :730 0 :074 � 0:161
AT 0:753 0 :744 0 :011 � 0:526 0:766 0 :690 0 :076 � 0:510
PE 0:891 0 :898 0 :006 � 0:839 0:878 0 :907 0 :030 � 0:781
Avg 0.863 0.860 0.007 -0.415 0.825 0.783 0.057 -0.393

Disp. Impact
Penalty

� = 1000

CD 0:922 0 :919 0 :004 � 0:196 0:795 0 :725 0 :070 � 0:184
ED 0:877 0 :864 0 :013 � 0:381 0:901 0 :848 0 :053 � 0:367
CO 0:834 0 :837 0 :003 � 0:213 0:705 0 :673 0 :040 � 0:206
AT 0:744 0 :733 0 :012 � 0:532 0:818 0 :734 0 :085 � 0:532
PE 0:885 0 :889 0 :005 � 0:834 0:846 0 :903 0 :057 � 0:806
Avg 0.852 0.848 0.007 -0.431 0.813 0.777 0.061 -0.419

Eq. Odds
Penalty

� = 100

CD 0:934 0 :932 0 :004 0 :009 0:743 0 :745 0 :002 0 :005
ED 0:889 0 :880 0 :008 0 :024 0:883 0 :836 0 :047 0 :019
CO 0:879 0 :884 0 :004 0 :002 0:776 0 :790 0 :045 0 :083
AT 0:771 0 :768 0 :008 0 :005 0:769 0 :699 0 :070 0 :010
PE 0:895 0 :900 0 :005 0 :005 0:840 0 :893 0 :053 0 :185
Avg 0.874 0.873 0.006 0.009 0.802 0.792 0.043 0.060

Eq. Odds
Penalty

� = 1000

CD 0:929 0 :924 0 :005 0 :006 0:774 0 :768 0 :021 0 :004
ED 0:896 0 :894 0 :005 0 :022 0:893 0 :872 0 :022 0 :023
CO 0:866 0 :867 0 :003 0 :003 0:777 0 :742 0 :035 0 :088
AT 0:760 0 :757 0 :003 0 :003 0:754 0 :761 0 :038 0 :013
PE 0:895 0 :901 0 :006 0 :006 0:870 0 :940 0 :070 0 :175
Avg 0.869 0.869 0.005 0.008 0.814 0.817 0.037 0.061

notions on the train set and expect such fairness to generalize to an unseen test set. However, as

we see in our experiments, this is seldom the case with DNNs, which are highly overparametrized

and can easily �t the train data [19]. Hence, in theory, these regularizers will be ineffective since

the regularizer's value will be extremely low on the train set purely as a result of over�tting.
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We observe a similar trend in our empirical results reported in Table 2.13. The model

performs very well on the train set and thus appears to be fair, where fairness is measured by the

difference in AUC value of males and females. However, when evaluated on the test set,models

trained with the regularizers can be even less fair than a baseline model. There is one noticeable

exception in Table 2.1; the equal loss regularizer is able to achieve better parity between AUC

of males and females on the test set. However, we observe that this parity comes at the cost of

increased disparity amongst age groups. This phenomenon is calledfairness gerrymandering,

which we discuss in detail in Section 2.7. All our models are trained using standard techniques

to avoid over�tting (dropout and weight decay, more details in Appendix A.1).

Thus, we conclude that achieving fairness via imposing constraints on the training set is

challenging for DNNs. Their overparametrized nature leads to over�tting on training data and

thus preventing any generalization of fairness on the test set. Moreover, overparametrization

leads to a �uid decision boundary, which is prone to fairness gerrymandering.

Additionally we also report (in Appendix A.2) (un)fairness as measured using the same

metrics as used in fairness penalties during training over train, val and test sets and observe a

similar trend as with fairness measured via difference in AUC scores. This suggests that the

phenomenon of fairness not generalizing to the test set also happens when measuring the exact

quantity that was optimized during training.

Face recognitionWe �nd that applying an equal loss penalty on the difference in losses, even

with a small coef�cient, leads to improved fairness on the train set, although with a large accuracy

trade-off. In many cases, training accuracy on females even becomes higher than training accuracy

on males. At the same time, the validation and test accuracy do not decrease signi�cantly, and

3Our full slate of results can be found in Appendix A.2.
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the accuracy gap remains close to the gap of the baseline model. Increasing the penalty size leads

to a higher accuracy trade-off, yet this still does not nearly eliminate the bias on the validation

and test sets. One possible explanation for such behavior is that the model over�ts on the fairness

objective to its training data. Additionally, since the validation and testing behavior of FR systems

involves discarding the classi�cation head and only using the feature extractor, one might guess

that fairness on training data was embedded in the classi�cation head but not the feature extractor.

Thus, equality of losses might be a good proxy for equality of accuracies computed using the

classi�cation head but not for accuracies computed using k-nearest neighbors in feature space on

validation and test data. To test this hypothesis, we additionally compute classi�cation accuracy

on the validation set and �nd that fairness is not appreciably improved even in this case, so we

conclude that the problem is of the over�tting nature. The detailed results can be found in Table

2.2 and in Appendix A.2.

2.4.2 Imposing fairness constraints on a holdout set

If the only reason that fairness constraints on the training set are ineffective were that

training accuracy is so high that models appear fair regardless of their test-time behavior, then one

might be able to bypass this problem by imposing the fairness penalty on a holdout set instead.

However, as we see in our results in Tables 2.1, 2.2 and Appendix A.2, this approach also

fails. For both medical image classi�cation and facial recognition tasks, in all of the cases where

fairness is imposed on a holdout set, the downstream fairness on the test set deteriorates. We

posit that the model over�ts the penalty on the validation set, which ultimately harms fairness on

the test set.
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Table 2.2:[Face Recognition ResNet-18]Performance of models trained with different training
schemes designed for mitigating disparity in misclassi�cation rates between males and females.
All models have ResNet-18 backbone and CosFace head. The �rst column refers to the training
scheme used, penalty indicates the size penalty coef�cient. The train accuracy is computed
in a classi�cation manner, while validation and test accuracies are computed in the 1-nearest
neighbors sense. The gap subcolumn refers to the difference between male and female accuracies.

Scheme Penalty Train Validation Test
Male Female Gap Male Female Gap Male Female Gap

Eq. Loss
Train

baseline 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9
� = 0 :5 72.7 75.1 -2.4 79.3 73.4 5.9 95 93.5 1.5
� = 1 28.2 29.5 -1.3 67.8 62 5.8 93 91.5 1.5
� = 2 0 0.1 -0.1 27 18.8 8.2 70.9 64.2 6.7

Eq. Loss
Holdout

baseline 84 79.6 4.4 78.6 70.8 7.8 94.2 92.3 2.0
� = 0 :5 59.3 46.9 12.4 75.2 66.5 8.7 94.5 92.5 2.0
� = 1 20.6 13 7.5 57.6 47.3 10.3 89.8 85.9 3.9

Min-Max baseline 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9
fair 74.3 75.9 -1.7 79.4 73.4 6 95.5 93.4 2.1

Random
Labels

Flipping

baseline 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9
p = 0 :1 92.4 91.8 0.6 81.3 75 6.3 95.4 93.2 2.1
p = 0 :3 68.2 86.6 -18.4 75.5 74.9 0.6 94.6 93.5 1.1
p = 0 :5 21.6 86 -64.4 67.3 73.3 -6 92.2 93 -0.7

Another observation from our results (Table in Appendix A.2) is that optimizing for the

fairness penalties on the holdout validation set results in (slightly) higher AUC disparities on

the validation set itself. This indicates that penalties such as equal loss, disparate impact and

equalized odds might be bad proxies for the fairness metric we measure here,i.e. difference in

AUCs.

2.4.3 Max-Min training

Face recognitionFor FR models, Min-Max training results in similar behavior as applying the

equality of losses penalty with a small coef�cient. In particular, the training losses across genders

indeed converge to similar values, and the model becomes more accurate on female identities at
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train time, but this result does not transfer to test data. In fact, the disparity in misclassi�cation

rates on the validation set improves marginally, while the test set accuracy gap deteriorates.

Therefore, we again encounter an over�tting problem with fairness being achieved on the train

set but not on unseen data.

CheXpert Table 2.1 displays the results for Max-Min training. We observe that such a training

procedure does not improve fairness on the test set.

2.4.4 Adjusted angular margins for face recognition

As we mention in 2.3.1, facial recognition systems are trained using heads which increase

the angular separation between classes. One way to improve fairness of the model with respect

to gender is by using different angular margins during training and therefore promoting better

feature discrimination for the minority class. [43] applied this idea to learn a strategy for �nding

the optimal margins during training for coping with racial bias in face veri�cation.

To test this approach we train models with increased angular margin for females. To

evaluate effectiveness of this method we follow [43] and measure mean intra- and inter-class

angles in addition to accuracies. The intra-class angle refers to the mean angle between the

average feature vector of an identity and feature vectors of images of the same person. Inter-class

angle refers to the minimal angle between the average feature vector of an identity and average

feature vectors of other identities. Intuitively, we would expect that increasing angular margin

for females would decrease the intra-class angle and increase the inter-class angle for female

identities.

Our results show that a model trained with increased angular margin for females achieves
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Table 2.3:[Face recognition]Accuracy and intra- and inter-class angles measured for male and
female images for ResNet-152 model trained withadjusted angle margins. The numbers are
measured on validation and test sets. It can be seen that 'fair' models (trained with increased
angle margin for females) improve fairness on validation set, but increase the accuracy gap on
test set.

Penalty Acc M Acc F Acc Gap Intra M Intra F Inter M Inter F

Validation baseline 88.1 81.4 6.8 33.9 36.2 68.5 68.2
fair 85.7 85.2 0.5 34.6 28.5 68.2 70.8

Test baseline 96.6 94.5 2.1 43.7 47.5 70.5 70.1
fair 95.9 91 4.9 44.7 49.1 69.6 68.4

better validation accuracy, and intra- and inter-class separation for females. In fact, the accuracy

gap on validation data drops from 6.8% to 0.5% for ResNet-152 model. However, these results

do not transfer to test data which consists of photos of new identities. Ultimately, the accuracy

and angle metrics worsen for female groups leading to increased misclassi�cation rates across

genders, see Table 2.3. These results indicate that adjusting angular margins for mitigating

unfairness leads to an over�tting problem since fairness improves only on identities that appear

in the training set.

2.5 Fair feature representations do not yield fair model behavior

Another strategy for mitigating unfairness is through learning fair representations that are

not correlated with sensitive attributes in the hope that a classi�er built on top of `fair features'

will yield fair predictions. A recent paper introduces SensitiveNets, a sensitive information

removal network trained on top of a pre-trained feature extractor with an adversarial sensitive

regularizer [62]. Intuitively, the method learns a projection of embeddings' (x) that minimizes

the performance of a sensitive attribute classi�er while maximizing the performance of a face
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recognition system.

We apply this adversarial approach by training a sensitive information removal network

for minimizing the facial recognition loss while simultaneously maximizing the probability of

predicting a �xed gender class for all images. At the same time, the discriminator is trained for

predicting the gender from' (x). Therefore, this can be formulated as a two-players game where

the discriminator aims to predict the gender from features' (x), while the sensitive information

removal network aims to output gender-independent features' (x) and confuse the discriminator.

We �nd that when a network is trained without adversarial regularization, the discriminator

predicts gender with 97% accuracy on the test set. Adversarial regularization with a suf�cient

penalty decreases the performance of a gender predictor to random, meaning that the resulting

features' (x) are gender-independent.

The results show that when fair features' (x) are obtained through manipulating male

images,e.g. when the adversarial regularizer forces the discriminator to label all images as

females, the accuracy gap reduces at the expense of male accuracy. At the same time, when the

adversarial regularizer manipulate female images, the model's accuracy gap only increases due

to a drop in female accuracy. All results can be found in Table 2.4 and Appendix A.2. Thus, we

conclude that adversarial training decreases accuracy of the FR system on images whose feature

vectors were used in the regularizer, damaging performance on all other classes.

There are principled mathematical reasons why “fair features” are problematic. When

the dataset is imbalanced, like Celeb-A which is majority women, the equilibrium strategy of a

discriminator with no useful information is to always predict “female.” In this case, the feature

extractor, which has the goal of fooling the discriminator, can only do so by distorting the features

of men to appear female – a strategy that disproportionately hurts accuracy of the male group.
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Table 2.4: [Face recognition] Facial recognition and gender classi�cation test accuracy for
ResNet-152 model trained with a sensitive information removal network on top. Here,� denotes
the magnitude of adversarial penalty and for suf�ciently large� , the discriminator predicts a �xed
gender for all images (in bold). Gender in the �rst column is the gender of images penalized
during training.

� MALE FEMALE GAP SENS ACC

PENALIZE

FEMALES

� = 0 95.9 93.3 2.6 97.0
� = 1 95.7 92.5 3.1 78.2
� = 2 95.1 91.0 4.1 38.7
� = 3 94.2 88.7 5.5 38.7

PENALIZE

MALES

� = 0 95.9 93.3 2.6 97.0
� = 1 95.4 93.2 2.2 90.5
� = 2 92.8 91.9 0.9 61.3
� = 3 90.2 90.1 0.1 61.3

Furthermore, in the hypothetical scenario where groups are balanced and the training process

succeeds in creating features with no gender information, it becomes impossible to create a

downstream classi�er that assigns any label to men at a different rate than women. This is

true because if such a classi�er existed, it could be used to create a better-than-random gender

classi�er. In cases where the distribution of labels is different for men and women, this means

that false positive and false negative rates must differ across genders.

2.6 A simple baseline for fairness: label �ipping

Many of the methods for fairness that we test above sacri�ce accuracy without any gains in

fairness on the testing data. Sometimes, they sacri�ce both fairness and accuracy. Label �ipping

is one way to navigate the trade-off by adjusting the accuracy of individual groups [79]. This is

done by randomly �ipping labels in the training data of the subgroup with superior accuracy. One

might suppose that �ipping labels will simply hurt performance, however we �nd that on facial
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recognition, this simple method can actually remedy unfairness without harming performance.

Face recognitionFor the facial recognition task, our models achieve higher accuracy on male

images than on female images. Therefore, to decrease the accuracy gap, we randomly �ip

labels of a portion of male images during training. We do this by swapping male identities

only with other random male identities so that female accuracy is largely preserved. We try

different proportions of �ipped labels:p = 0:1; 0:3; 0:5. Surprisingly, �ipping 30% of male

labels increases female test accuracy by 0.6% thereby decreasing the gender gap from2:1% to

1:6%for ResNet-152 model. Also, �ipping half of the male labels only drops male test accuracy

from 96:6% to 95:2% and results in a 0.3% accuracy gap on test data, see results in Appendix

A.2.

CheXpert For CheXpert, we randomly �ip the true label forp = 0:01; 0:05; and0:1 of samples

from a particular sensitive group in each iteration. In general, we observe very unstable trends in

AUC scores and disparities when using label �ipping. For example, we observe that �ipping1%

of male samples during training results in a major drop in AUC for males, averaged over all tasks

(0:816to 0:746) and a minor increase in AUC for females (0:781to 0:784) resulting in increased

disparity. However, with5% �ipped samples, we see that male AUC drops to a similar value

(0:816to 0:716) as the female AUC (0:781to 0:705), thus leading to reduced disparity. A similar

trend is seen when male samples are �ipped. AUC values of models trained on randomly �ipped

data are consistently lesser than the baseline model. We thus conclude that random �ipping

might not be the best solution to achieving fairness in this setting, since it yields unreliable

trends in fairness and reliably performs worse than the baseline model. Results can be found

in Appendix A.2.
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Figure 2.2:Left: an illustration of gerrymandering; color denotes label, shape and outline are
sensitive attributes. Model on the right is more fair to shape but less fair to outline.Right:
gerrymandering behavior on cheXpert. The equal loss regularizer (in orange) achieves better
parity along one demographic (sex, see Table 2.1 by making predictions more disparate along
another demographic (age). For a model to be fair across age groups, the bars should all be of the
same height.

2.7 Fairness gerrymandering

Another unintended consequence of fairness interventions is fairness gerrymandering in

which a model becomes more fair for one group but less fair to others [20, 21]. Similar/related

images tend to clump together in feature space. For this reason, group-based fairness constraints

that change the decision boundary are likely to induce label �ips for entire groups of images with

common features such as skin tone or age. Figure 2.2 (left) illustrates this phenomenon.

CheXpert In Table 2.1, we observed better parity for models trained with an equal loss penalty

than baseline training. In this section, we take a closer look at how this affected disparities across

another sensitive feature, age. Consolidation (CO) is the task for which disparity in AUC across

males and females reduced the most. Figure 2.2 (right) shows that this reduction in disparity

across males and females induced greater disparities across age groups, which is indicated by

larger differences between subsequent age groups for the “fair” model. We see that fairness

regularization with respect to gender leads to increased unfairness with respect to age.
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Table 2.5: [Fairness gerrymandering on BUPT dataset]The �rst row shows accuracies
obtained with baseline model. The second, third, and fourth blocks re�ect performance of models
trained with equal loss penalty, adjusted angle margin for females, and randomly �ipped labels
for males respectively. For the models trained for “gender-fairness”, we report differences from
baseline.

MODEL AFRICAN ASIAN CAUCASIAN INDIAN

BASELINE 92.8 90.4 93.7 94.5

EQ LOSS 90.9 89.4 91.5 93.6
DIFF 1.9 1.0 0.1 0.9

MARGINS 89.1 85.7 90.7 91.9
DIFF 3.7 4.7 3 3.5

FLIP 93.7 91.5 94 94.9
DIFF -0.9 -1.1 -0.3 -0.4

Face recognitionWe investigate if face recognition models trained to be gender-fair suffer from

gerrymandering. In particular, we consider models trained with the equal loss penalty, adjusted

angle margins, and random label �ipping. We evaluate our models on the race-labeled BUPT-

Balancedface dataset [43] and �nd that models' performance changes disproportionately with

respect to race when trained for “gender fairness”. For example, the FR model trained to have

equal loss across genders is signi�cantly less accurate on people of African origin than the

baseline model, while the accuracy on Caucasian faces remains almost the same. The system

trained with adjusted angle margins becomes even less fair to Asians, the group most discriminated

against by the baseline model, with the accuracy gap between that on images of Asian and Indian

people being increased by 1.2%, see Table 2.5). We then compare these results to a model trained

with random label �ipping. Surprisingly, the model trained on corrupted data improves accuracy

for all four races, but the biggest improvement occurs on images of Asian individuals.
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2.8 Discussion

We empirically demonstrate the challenges of applying current train time algorithmic fairness

interventions to DNNs. Due to overparameterization, DNNs can easily over�t the training data

and thus give a false sense of fairness during training which does not generalize to the test set.

In fact, we observe that adding fairness constraints via existing methods can even exacerbate

unfairness on the test set. In cases where train-time fairness interventions are effective on the test

set, we observe fairness gerrymandering. We posit that overparameterization makes the decision

boundary of the learned neural network extremely �uid, and changing it to conform to fairness

along a certain attribute can hurt fairness along another sensitive attribute. Additionally, we

observe that using a holdout set to optimize fairness measures also does not yield fair outcomes

on the test set, due to both over�tting and bad approximation by fairness surrogates. Our results

outline some of the limitations of current train time interventions for fairness in deep learning.

Evaluating other kinds of existing fairness interventions, such as pre-processing and post-processing

for overparameterized models, as well as building better train time interventions are interesting

avenues for future work.
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Chapter 3: Fairness: New Notions for Deep Learning

We can only see a short distance

ahead, but we can see plenty there

that needs to be done.

Alan Turing

Even if fairness constraints in Chapter 2 worked as expected, we argue that traditional

notions of fairness that are only based on models' outputs are not suf�cient when the model

is vulnerable to adversarial attacks, which is especially true for DL models. We show that in

some cases, it may be easier for an attacker to target a particular subgroup, resulting in a form

of robustness bias. We show that measuring robustness bias is a challenging task for DNNs

and propose two methods to measure this form of bias. We then conduct an empirical study

on state-of-the-art neural networks on commonly used real-world datasets such as CIFAR-10,

CIFAR-100, Adience, and UTKFace and show that in almost all cases there are subgroups (in

some cases based on sensitive attributes like race, gender, etc) which are less robust and are thus

at a disadvantage. We argue that this kind of bias arises due to both the data distribution and

the highly complex nature of the learned decision boundary in the case of DNNs, thus making

mitigation of such biases a non-trivial task. Our results show that robustness bias is an important

criterion to consider while auditing real-world systems that rely on DNNs for decision making.
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More broadly, this chapter presents some of the �rst work to bridge fairness and robustness

communities.

3.1 Introduction

Automated decision-making systems that are driven by data are being used in a variety of

different real-world applications. In many cases, these systems make decisions on data points that

represent humans (e.g., targeted ads [23,25], personalized recommendations [26,27], hiring [30,

80], credit scoring [28], or recidivism prediction [81]). In such scenarios, there is often concern

regarding the fairness of outcomes of the systems [17, 18]. This has resulted in a growing body

of work from the nascent Fairness, Accountability, Transparency, and Ethics (FATE) community

that—drawing on prior legal and philosophical doctrine—aims to de�ne, measure, and (attempt

to) mitigate manifestations of unfairness in automated systems [81–84].

Most of the initial work on fairness in machine learning considered notions that were one-

shot and considered the model and data distribution to be static [17,53,81,85–87]. Recently, there

has been more work exploring notions of fairness that are dynamic and consider the possibility

that the world (i.e., the model as well as data points) might change over time [37, 88–90]. Our

proposed notion of robustness bias has subtle difference from existing one-shot and dynamic

notions of fairness in that it requires each partition of the population be equally robust to imperceptible

changes in the input (e.g., noise, adversarial perturbations, etc).

We propose a simple and intuitive notion ofrobustness biaswhich requires subgroups of

populations to be equally “robust.” Robustness can be de�ned in multiple different ways [91–

93]. We take a general de�nition which assigns points that are farther away from the decision
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boundary higher robustness. Our key contributions are as follows:

• We de�ne a simple, intuitive notion ofrobustness biasthat requires all partitions of the

dataset to be equally robust. We argue that such a notion is especially important when the

decision-making system is a deep neural network (DNN) since these have been shown to

be susceptible to various attacks [94, 95]. Importantly, our notion depends not only on the

outcomes of the system, but also on the distribution of distances of data-points from the

decision boundary, which in turn is a characteristic ofboth the data distribution and the

learning process.

• We propose different methods tomeasure this form of bias. Measuring the exact distance

of a point from the decision boundary is a challenging task for deep neural networks which

have a highly non-convex decision boundary. This makes the measurement of robustness

bias a non-trivial task. In this chapter, we leverage the literature on adversarial machine

learning and show that we can ef�ciently approximate robustness bias by using adversarial

attacks and randomized smoothing to get estimates of a point's distance from the decision

boundary.

• We do an in-depth analysis ofrobustness biason popularly used datasets and models.

Throughextensive empirical evaluationwe show that unfairness can exist due to different

partitions of a dataset being at different levels of robustness for many state-of-the art models

that are trained on common classi�cation datasets. We argue that this form of unfairness

can happen due to both the data distribution and the learning process and is an important

criterion to consider when auditing models for fairness.

32



3.1.1 Related Work

Fairness in ML Models that learn from historic data have been shown to exhibit unfairness,

i.e., they disproportionately bene�t or harm certain subgroups (often a sub-population that shares

a common sensitive attribute such as race, gender etc) of the population [17, 28, 81]. This

has resulted in a lot of work on quantifying, measuring and to some extent also mitigating

unfairness [47,53,59,63,85–87,96–104]. Most of these works consider notions of fairness that are

one-shot—that is, they do not consider how these systems would behave over time as the world

(i.e., the model and data distribution) evolves. Recently more works have taken into account the

dynamic nature of these decision-making systems and consider fairness de�nitions and learning

algorithms that fare well across multiple time steps [37,88–90]. We take inspiration from both the

one-shot and dynamic notions but take a slightly different approach by requiring all subgroups

of the population to be equally robust to minute changes in their features. These changes could

either be random (e.g.natural noise in measurements) or carefully crafted adversarial noise. This

is closely related to [88]'s effort-based notion of fairness; however, their notion has a very speci�c

use case of societal scale models whereas our approach is more general and applicable to all kinds

of models. Our work is also closely related to and inspired by Zafar et al.'s use of a regularized

loss function which captures fairness notions and reduces disparity in outcomes [85]. There are

major differences in both theapproachandapplicationbetween our work and that of Zafar et

al's. Their disparate impact formulation aims to equalize the average distance of points to the

decision boundary,E[d(x)]; our approach, instead, aims to equalize the number of points that are

“safe”, i.e.E[I f d(x) > � g] (see section 3.3 for a detailed description). Our proposed metric is

preferable for applications of adversarial attack or noisy data, the focus of this chapter; whereas
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the metric of Zafar et al is more applicable for an analysis of the consequence of a decision in a

classi�cation setting.

RobustnessDeep Neural Networks (DNNs) have been shown to be susceptible to carefully

crafted adversarial perturbations which—imperceptible to a human—result in a misclassi�cation

by the model [91–93]. In the context of this chapter, we use adversarial attacks to approximate

the distance of a data point to the decision boundary. For this we use state-of-the-art white-box

attacks proposed by [95] and [94]. Due to the many works on adversarial attacks, there have been

many recent works on provable robustness to such attacks. The high-level goal of these works is

to estimate a (tight) lower bound on the distance of a point from the decision boundary [105–107].

We leverage these methods to estimate distances from the decision boundary which helps assess

robustness bias (de�ned formally in Section 3.3).

Fairness and RobustnessRecent works have proposed poisoning attacks on fairness [108,

109]. [110] analyze why noise in features can cause disparity in error rates when learning a

regression. We believe that our work is the very �rst to show that different subgroups of the

population can have different levels of robustness which can lead to unfairness. We hope that this

will lead to more work at the intersection of these two important sub-�elds of ML.

3.2 Heterogeneous Robustness

In a classi�cation setting, a learner is given dataD = f (x i ; yi )gN
i =1 consisting of inputs

x i 2 Rd and outputsyi 2 C which are labels in some set of classesC = f c1; : : : ; ckg. These

classes form a partition on the dataset such thatD =
F

c2Cf (x i ; yi ) j yi = cj g. The goal

of learning in decision boundary-based optimization is to draw delineations between points in
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feature space which sort the data into groups according to their class label. The learning generally

tries to maximize the classi�cation accuracy of the decision boundary choice. A learner chooses

some loss functionL to minimize on a training dataset, parameterized by parameters� , while

maximizing the classi�cation accuracy on a test dataset.

Of course there are other aspects to classi�cation problems that have recently become more

salient in the machine learning community. Considerations about the fairness of classi�cation

decisions, for example, are one such way in which additional constraints are brought into a

learner's optimization strategy. In these settings, the dataD = f (x i ; yi ; si )gN
i =1 is imbued with

some metadata which have a sensitive attributeS = f s1; : : : ; stg associated with each point.

Like the classes above, these sensitive attributes form a partition on the data such thatD =

F
s2S f (x i ; yi ; si ) j si = sg. Without loss of generality, we assume a single sensitive attribute.

Generally speaking, learning with fairness in mind considers the output of a classi�er based off

Figure 3.1: A toy example showing robustness bias. A.) the classi�er (solid line) has100%
accuracy for blue and green points. However for a budget� (dotted lines),70% of points
belonging to the “round” subclass (showed by dark blue and dark green) will get attacked while
only 30%of points in the “cross” subclass will be attacked. This shows a clear bias against the
“round” subclass which is less robust in this case. B.) shows a different classi�er for the same
data points also with100%accuracy. However, in this case, with the same budget� , 30%of both
“round” and “cross” subclass will be attacked, thus being less biased.

35



((a)) Three-class classi�cation problem for
randomly generated data.

((b)) Proportion samples which are greater than�
away from a decision boundary.

Figure 3.2: An example of multinomial logistic regression.

of the partition of data by the sensitive attribute, where some objective behavior, like minimizing

disparate impact or treatment [85], is integrated into the loss function or learning procedure to

�nd the optimal parameters� .

There is not a one-to-one correspondence between decision boundaries and classi�er performance.

For any given performance level on a test dataset, there are in�nitely many decision boundaries

which produce the same performance, see Figure 3.1. This raises the question:if we consider

all decision boundaries or model parameters which achieve a certain performance, how do we

choose among them? What are the properties of a desirable, high-performing decision boundary?

As the community has discovered, oneundesirablecharacteristic of a decision boundary is

its proximity to data which might be susceptible to adversarial attack [91–93]. This provides

intuition that we should prefer boundaries that are as far away as possible from example data

[111,112].

Let us look at how this plays out in a simple example. In multinomial logistic regression,

the decision boundaries are well understood and can be written in closed form. This makes it easy

for us to compute how close each point is to a decision boundary. Consider for example a dataset

and learned classi�er as in Figure 3.2(a). For this dataset, we observe that the brown class, as a
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Figure 3.3: An example of robustness bias in the UTKFace dataset. A model trained to predict
age group from faces is fooled for inputs belonging to certain subgroups (black and female in this
example) for a given perturbation, but is robust for inputs belonging to other subgroups (white
and male in this example) for thesame magnitudeof perturbation. We use the UTKFace dataset
to make a broader point that robustness bias can cause harm. In the speci�c case of UTKFace
(and similar datasets), the task de�nition of predicting age from faces itself is �awed, as has been
noted in many previous studies [3–5].

whole, is closer to a decision boundary than the yellow or blue classes. We can quantify this by

plotting the proportion of data that are greater than a distance� away from a decision boundary,

and then varying� . Letd� (x) be the minimal distance between a pointx and a decision boundary

corresponding to parameters� . For a given partitionP of a dataset,D, such thatD =
F

P 2P P,

we de�ne the function:

cI P (� ) =
jf (x; y) 2 P j d� (x) > �; y = ŷgj

jPj

If each element of the partition is uniquely de�ned by an element, say a class label,c, or a

sensitive attribute label,s, we equivalently will writebI c(� ) or bI s(� ) respectively. We plot this

over a range of� in Figure 3.2(b) for the toy classi�cation problem in Figure 3.2(a). Observe

that the function for the brown class decreases signi�cantly faster than the other two classes,

quantifying how much closer the brown class is to the decision boundary.
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From a strictly classi�cation accuracy point of view, the brown class being signi�cantly

closer to the decision boundary is not of concern; all three classes achieve similar classi�cation

accuracy. However, when we move away from this toy problem and into neural networks on

real data, this difference between the classes could become a potential vulnerability to exploit,

particularly when we consider adversarial examples.

3.3 Robustness Bias

Our goal is to understand how susceptible different classes are to perturbations (e.g., natural

noise, adversarial perturbations). Ideally, no one class would be more susceptible than any other,

but this may not be possible. We have observed that for the same dataset, there may be some

classi�ers which have differences between the distance of that partition to a decision boundary;

and some which do not. There may also be one partitionP which exhibits this discrepancy,

and another partitionP0 which does not. Therefore, we make the following statement about

robustness bias:

De�nition 1. A datasetD with a partitionP and a classi�er parameterized by� exhibitsrobustness

bias if there exists an elementP 2 P for which the elements ofP are either signi�cantly closer

to (or signi�cantly farther from) a decision boundary than elements not inP.

A partition P may be based on sensitive attributes such as race, gender, or ethnicity—or

other class labels. For example, given a classi�er and dataset with sensitive attribute “race”,

we might say that a classi�er exhibits robustness bias if, partitioning on that sensitive attribute,

for some value of “race” the average distance of members of that particular racial value are

substantially closer to the decision boundary than other members.

38



We might say that a dataset, partition, and classi�er do not exhibit robustness bias if for all

P; P0 2 P and all� > 0

P(x;y )2D f d� (x) > � j x 2 P; y = ŷg �

P(x;y )2D f d� (x) > � j x 2 P0; y = ŷg:

(3.1)

Intuitively, this de�nition requires that for a given perturbation budget� and a given partition

P, one should not have any incentive to perturb data points fromP over points that do not belong

to P. Even when examining this criterion, we can see that this might be particularly hard to

satisfy. Thus, we want to quantify the disparate susceptibility of each element of a partition to

adversarial attack, i.e., how much farther or closer it is to a decision boundary when compared to

all other points. We can do this with the following function for a datasetD with partition element

P 2 P and classi�er parameterized by� :

RB(P; � ) = j Px2D f d� (x) > � j x 2 P; y = ŷg�

Px2D f d� (x) > � j x =2 P; y = ŷg j

(3.2)

Observe thatRB(P; � ) is a large value if and only if the elements ofP are much more (or

less) adversarially robust than elements not inP. We can then quantify this for each element

P 2 P —but a more pernicious variable to handle is� . We propose to look at the area under the

curvecI P for all � :
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Figure 3.4: For each dataset, we plotbI c(� ) for each classc in each dataset. Each blue line
represents one class. The red line represents the mean of the blue lines, i.e.,

P
c2C

bI c(� ) for each
� .

Figure 3.5: For each dataset, we plotbI �
s for each sensitive attributes in each dataset. Figures for

other models can be found in Appendix B.1.

� (P) =
AUC(cI P ) � AUC(

P
P 06= P

cI P 0)

AUC(
P

P 06= P
cI P 0)

(3.3)

Note that these notions take into account the distances of data points from the decision

boundary and hence are orthogonal and complementary to other traditional notions of bias or

fairness (e.g., disparate impact/disparate mistreatment [85], etc). This means that having lower

robustness bias does not necessarily come at the cost of fairness as measured by these notions.

Consider the motivating example shown in Figure 3.1: the decision boundary on the right has

lower robustness bias but preserves all other common notions (e.g.[53,59,86]) as both classi�ers

maintain100%accuracy.
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3.3.1 Real-world Implications: Degradation of Quality of Service

Deep neural networks are the core of many real-world applications, for example, facial

recognition, object detection, etc. In such cases, perturbations in the input can occur due to

multiple factors such as noise due to the environment or malicious intent by an adversary. Previous

works have highlighted how harms can be caused due to the degradation in quality of service for

certain sub-populations [3,65]. Figure 3.3 shows an example of inputs from the UTKFace dataset

where aǹ 2 perturbation of0:5 could change the predicted label for an input with race “black”

and gender “female” but an input with race “white” and gender “male” was robust to the same

magnitude of perturbation. In such a case, the system worked better for a certain sub-group

(white, male) thus resulting in unfairness. It is important to note that we use datasets such as

Adience and UTKFace (described in detail in section 3.5) only to demonstrate the importance of

having unbiased robustness. As noted in previous works, the very task of predicting age from a

person's face is a �awed task de�nition with many ethical concerns [3–5].

3.4 Measuring Robustness Bias

Robustness bias as de�ned in the previous section requires a way to measure the distance

between a point and the (closest) decision boundary. For deep neural networks in use today,

a direct computation ofd� (x) is not feasible due to their highly complicated and non-convex

decision boundary. However, we show that we can leverage existing techniques from the literature

on adversarial attacks to ef�ciently approximated� (x). We describe these in more detail in this

section.
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3.4.1 Adversarial Attacks (Upper Bound)

For a given input and model, one can compute anupper boundon d� (x) by performing an

optimization that alters the input image slightly so as to place the altered image into a different

category than the original. Assume for a given data pointx, we are able to compute an adversarial

image~x, then the distance between these two images provides an upper bound on distance to a

decision boundary, i.e,kx � ~xk � d� (x).

We evaluate two adversarial attacks: DeepFool [95] and CarliniWagner's L2 attack [94].

We extendcI P for DeepFool and CarliniWagner as

dI DF
P =

jf (x; y) 2 Pj� < kx � ~xk; y = ŷgj
jPj

(3.4)

and

dI CW
P =

jf (x; y) 2 Pj� < kx � ~xk; y = ŷgj
jPj

(3.5)

respectively. We use similar notation to de�ne� DF (P), and� CW (P) (� as de�ned in Eq 3.3).

While these methods are guaranteed to yield upper bounds ond� (x), they need not yield similar

behavior tocI P or � (P). We perform an evaluation of this in Section 3.7.1.

3.4.2 Randomized Smoothing (Lower Bound)

Alternatively one can compute a lower bound ond� (x) using techniques from recent works

on training provably robust classi�ers [105, 106]. For each input, these methods calculate a

radius in which the prediction ofx will not change (i.e. the robustness certi�cate). In particular,

we use therandomized smoothingmethod [105,106] since it is scalable to large and deep neural
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networks and leads to state-of-the-art in provable defenses. Randomized smoothing transforms

the base classi�erf to a new smooth classi�erg by averaging the output off over noisy versions

of x. This new classi�erg is more robust to perturbations while also having accuracy on par to

the original classi�er. It is also possible to calculate the radius� x (in the `2 distance) in which,

with high probability, a given input's prediction remains the same for the smoothed classi�er (i.e.

d� (x) � � x ). A given inputx is then said to be provably robust, with high probability, for a� x

`2-perturbation where� x is the robustness certi�cate ofx.

For each point we use its� x , calculated using the method proposed by [106], as a proxy for

d� (x). The magnitude of� x for an input is a measure of how robust an input is. Inputs with higher

� x are more robust than inputs with smaller� x . Again, we extendcI P for Randomized Smoothing

as

dI RS
P =

jf (x; y) 2 Pj� < � x ; y = ŷgj
jPj

(3.6)

We use similar notation to de�ne� RS (P) (see Eq 3.3).

3.5 Empirical Evidence of Robustness Bias in the Wild

We hypothesize that there exist datasets and model architectures which exhibit robustness

bias. To investigate this claim, we examine several image-based classi�cation datasets and

common model architectures.

Datasets and Model Architectures: We perform these tests of the datasetsCIFAR-10

[113], CIFAR-100 [113] (using both 100 classes and 20 super classes),Adience [114], and

UTKFace [115]. The �rst two are widely accepted benchmarks in image classi�cation, while

the latter two provide signi�cant metadata about each image, permitting various partitions of the
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data by �nal classes and sensitive attributes. More details can be found in Appendix B.1.

Our experiments were performed using PyTorch's torchvision module [116]. We �rst

explore a simpleMultinomial Logistic Regression model which could be fully analyzed with

direct computation of the distance to the nearest decision boundary. For convolutional neural

networks, we focus onAlexnet [117], VGG19 [118], ResNet50[119], DenseNet121[73], and

Squeezenet1_0[120] which are all available through torchvision. We use these models since they

are widely used for a variety of tasks. We achieve performance that is comparable to state-of-

the-art performance on these datasets for these models.1 Additionally, we also train some other

popularly used dataset speci�c architectures like a deep convolutional neural network (we call

thisDeep CNN)2 andPyramidNet (� = 64, depth=110, no bottleneck) [121] for CIFAR-10. We

re-implemented Deep CNN in pytorch and used the publicly available repo to train PyramidNet3.

We use another deep convolutional neural network (which we refer to asDeep CNN CIFAR1004

andPyramidNet (� = 48, depth=164, with bottleneck) for CIFAR-100 and CIFAR-100Super.

For Adience and UTKFace we additionally take simple deep convolutional neural networks

with multiple convolutional layers each of which is followed by a ReLu activation, dropout and

maxpooling. As opposed to architectures from torchvision (which are pre-trained on ImageNet)

these architectures are trained from scratch on the respective datasets. We refer to them asUTK

Classi�er andAdience Classi�er respectively. These simple models serve two purposes: they

form reasonable baselines for comparison with pre-trained ImageNet models �netuned on the

respective datasets, and they allow us to analyze robustness bias when models are trained from

scratch.
1See Appendix B.1 Table B.2 for model performances, additional quantitative results and supporting �gures.
2http://torch.ch/blog/2015/07/30/cifar.html
3https://github.com/dyhan0920/PyramidNet-PyTorch
4https://github.com/aaron-xichen/pytorch-playground/blob/master/cifar/model.py
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In sections 3.7 and 3.8 we audit these datasets and the listed models for robustness bias.

In section 3.6, we train logistic regression on all the mentioned datasets and evaluate robustness

bias using an exact computation. We then show in section 3.7 and 3.8 that robustness bias can be

ef�ciently approximated using the techniques mentioned in 3.4.1 and 3.4.2 respectively for much

more complicated models, which are often used in the real world. We also provide a thorough

analysis of the types of robustness biases exhibited by some of the popularly used models on

these datasets.

3.6 Exact Computation in a Simple Model: Multinomial Logistic Regression

We begin our analysis by studying the behavior of multinomial logistic regression. Admittedly,

this is a simple model compared to modern deep-learning-based approaches; however, it enables

is to explicitly compute the exact distance to a decision boundary,d� (x). We �t a regression to

each of our vision datasets to their native classes and plotbI c(� ) for each dataset. Figure 3.4 shows

the distributions ofbI c(� ), from which we observe three main phenomena: (1) the general shape

of the curves are similar for each dataset, (2) there are classes which are signi�cant outliers from

the other classes, and (3) the range of support of the� for each dataset varies signi�cantly. We

discuss each of these individually.

First, we note that the shape of the curves for each dataset is qualitatively similar. Since the

form of the decision boundaries in multinomial logistic regression are linear delineations in the

input space, it is fair to assume that this similarity in shape in Figure 3.4 can be attributed to the

nature of the classi�er.

Second, there are classesc which indicate disparate treatment underbI c(� ). The treatment
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disparities are most notable in UTKFace, the superclass version CIFAR-100, and regular CIFAR-

100. This suggests that, when considering the dataset as a whole, these outlier classes are less

susceptible to adversarial attacks than other classes. Further, in UTKFace, there are some classes

that are considerably more susceptible to adversarial attack because a larger proportion of that

class is closer to the decision boundaries.

We also observe that the median distance to the decision boundary can vary based on the

dataset. The median distance to a decision boundary for each dataset is 0.40 for CIFAR-10; 0.10

for CIFAR-100; 0.06 for the superclass version of CIFAR-100; 0.38 for Adience; and 0.12 for

UTKFace. This is no surprise asd� (x) depends both on the location of the data points (which are

�xed and immovable in a learning environment) and the choice of architectures/parameters.

Finally, we consider another partition of the datasets. Above, we consider the partition

of the dataset which occurs by the class labels. With the Adience and UTKFace datasets, we

have an additional partition by sensitive attributes. Adience admits partitions based on gender;

UTKFace admits partitions by gender and ethnicity. We note that Adience and UTKFace use

categorical labels for these multidimensional and socially complex concepts. We know this to be

reductive and serves to minimize the contextualization within which race and gender derive their

meaning [5,122]. Further, we acknowledge the systems and notions that were used to reify such

data partitions and the subsequent implications and conclusions drawn therefrom. We use these

socially and systemically-laden partitions to demonstrate that the functions we de�ne,cI P and�

depend upon how the data are divided for analysis. To that end, the functioncI P is visualized in

Figure 3.5. We observe that the Adience dataset, which exhibited some adversarial robustness

bias in the partition onConly exhibits minor adversarial robustness bias in the partition onS for

the attribute `Female'. On the other hand, UTKFace which had signi�cant adversarial robustness
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bias does exhibit the phenomenon for the sensitive attribute `Black' but not for the sensitive

attribute `Female'.

This emphasizes that adversarial robustness bias is dependent upon the dataset and the

partition. We will demonstrate later that it is also dependent on the choice of classi�er. First, we

talk about ways to approximated� (x) for more complicated models.

3.7 Evaluation of Robustness Bias using Adversarial Attacks

As described in Section 3.4.1, we argued that adversarial attacks can be used to obtain

upper bounds ond� (x) which can then be used to measure robustness bias. In this section, we

audit some popularly used models on datasets mentioned in Section 3.5 for robustness bias as

measured using the approximation given by adversarial attacks.

3.7.1 Evaluation ofdI DF
P and dI CW

P

To compare the estimate ofd� (x) by DeepFool and CarliniWagner, we �rst look at the

signedness of� (P), � DF (P), and� CW (P). For a given partitionP, � (P) captures the disparity

in robustness between points inP relative to points not inP (see Eq 3.3). Considering all 151

possible partitions (based on class labels and sensitive attributes, where available) for all �ve

datasets, both CarliniWagner and DeepFool agree with the signedness of the direct computation

125 times, i.e.,IP
�
sign(� (P)) = sign( � DF (P))

�
= 125 = IP

�
sign(� (P)) = sign( � CW (P))

�
.

Further, the mean difference between� (P) and� CW (P) or � DF (P), i.e., (� (P) � � DF (P)), is

0.17 for DeepFool and 0.19 for CarliniWagner with variances of 0.07 and 0.06 respectively.

There is 83% agreement between the direct computation and the DeepFool and CarliniWagner

47



((a)) UTK Classi�er DF ((b)) CW ((c)) RS

((d)) ResNet50 DF ((e)) CW ((f)) RS

((g)) Alexnet DF ((h)) CW ((i)) RS

((j)) VGG19 DF ((k)) CW ((l)) RS

((m)) Densenet DF ((n)) CW ((o)) RS

((p)) Squeezenet DF ((q)) CW ((r)) RS

Figure 3.6: UTKFace partitioned by race. We can see that across models, different populations
are at different levels of robustness as calculated by different proxies (DeepFool on the left,
CarliniWagner in the middle, and Randomized Smoothing on the right). This suggests that
robustness bias is an important criterion to consider when auditing models for fairness.
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estimates ofcI P . This behavior provides evidence that adversarial attacks provide meaningful

upper bounds ond� (x) in terms of the behavior of identifying instances of robustness bias.

3.7.2 Audit of Commonly Used Models

We now evaluate �ve commonly used convolutional neural networks (CNNs): Alexnet,

VGG, ResNet, DenseNet, and Squeezenet. We trained these networks using PyTorch with standard

stochastic gradient descent. We achieve comparable performance to documented state-of-the-art

for these models on these datasets. A full table of performance on the test data is described

in Table B.2 (Appendix). After training each model on each dataset, we generated adversarial

examples using both methods and computed� (P) for each possible partition of the dataset. An

example of the results for the UTKFace dataset can be seen in Figure 3.75.

With evidence from Section 3.7.1 that DeepFool and CarliniWagner can approximate the

robustness bias behavior of direct computations ofd� , we �rst ask if there are any major differences

between the two methods.If DeepFool exhibits adversarial robustness bias for a dataset a model

and a class, does CarliniWagner exhibit the same? and vice versa?Since there are 5 different

convolutional models, we have151� 5 = 755 different comparisons to make. Again, we �rst look

at the signedness of� DF (P) and� CW (P) and we see thatIP
�
sign(� DF (P)) = sign( � CW (P))

�
=

708. This means there is 94% agreement between DeepFool and CarliniWagner about the direction

of the adversarial robustness bias.

To investigate if this behavior is exhibited earlier in the training cycle than at the �nal,

fully-trained model, we compute� CW (P) and� DF (P) for the various models and datasets for

trained models after 1 epoch and the middle epoch. For the �rst epoch, 637 of the 755 partitions

5Our full slate of approximation results are available in Appendix B.1
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Figure 3.7: Depiction of� DF
P and� CW

P for the UTKFace dataset with partitions corresponding to
the (1) class labelsCand the, (2) gender, and (3) race/ethnicity. These values are reported for all
�ve convolutional models both at the beginning of their training (after one epoch) and at the end.
We observe that, largely, the signedness of the functions are consistent between the �ve models
and also across the training cycle.

were internally consistent, i.e., the signedness of� was the same in the �rst and last epoch,

and 621 were internally consistent. We see that at the middle epoch, 671 of the 755 partitions

were internally consistent for DeepFool and 665 were internally consistent for CarliniWagner.

Unsurprisingly, this implies that as the training progresses, so does the behavior of the adversarial

robustness bias. However, it is surprising that much more than 80% of the �nal behavior is

determined after the �rst epoch, and there is a slight increase in agreement by the middle epoch.

We note that, of course, adversarial robustness bias is not necessarily an intrinsic value of

a dataset; it may be exhibited by some models and not by others. However, in our studies, we

see that the UTKFace dataset partition on Race/Ethnicity does appear to be signi�cantly prone to

adversarial attacks given its comparatively low� DF (P) and� CW (P) values across all models.

3.8 Evaluation of Robustness Bias using Randomized Smoothing

In Section 3.4.2, we argued that randomized smoothing can be used to obtain lower bounds

on d� (x) which can then be used to measure robustness bias. In this section, we audit popular

models on a variety of datasets (described in detail in Section 3.5) for robustness bias, as measured

using the approximation given by randomized smoothing.
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Figure 3.8: Depiction of� RS
P for the UTKFace dataset with partitions corresponding to the (1)

class labelsC and the, (2) gender, and (3) race/ethnicity. A more negative value indicates less
robustness bias for the partition. Darker regions indicate a high robustness bias. We observe that
the trend is largely consistent amongst models and also similar to the trend observed when using
adversarial attacks to measure robustness bias (see Figure 3.7).

3.8.1 Evaluation ofdI RS
P

To assess whether the estimate ofd� (x) by randomized smoothing is an appropriate measure

of robustness bias, we compare the signedness of� (P) and� RS (P). When� (P) has a positive

sign, higher magnitude indicates higher robustness of members of partitionP as compared to

members not included in that partitionP; similarly, when� (P) is negatively signed, higher

magnitude corresponds to lesser robustness for those members of partitionP (see Eq 3.3). We

may interpret shared signedness of both� (P) (whered� (x) is deterministic) and� RS (P) (where

d� (x) is measured by randomized smoothing as described in Section 3.4.2) as positive support

for thedI RS
P measure.

Similar to Section 3.7.1, we consider all possible 151 partitions across CIFAR-10, CIFAR-

100, CIFAR-100Super, UTKFace and Adience. For each of these partitions, we compare� RS (P)

to the corresponding� (P). We �nd that their sign agrees 101 times,i.e., IP
�
sign(� (P)) = sign( � RS (P))

�
=

101, thus giving a66:9% agreement. Furthermore, the mean difference between� (P) and
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� RS (P), i.e., (� (P) � � RS (P)) is 0:08with a variance of0:19.

This provides evidence that randomized smoothing can also provide a meaningful estimate

ond� (x) in terms of measuring robustness bias.

3.8.2 Audit of Commonly Used Models

We now evaluate the same models and all the datasets for robustness bias as measured by

randomized smoothing. Our comparison is analogous to the one performed in Section 3.7.2 using

adversarial attacks. Figure 3.8 shows results for all models on the UTKFace dataset. Here we

plot � RS
P for each partition of the dataset (on x-axis) and for each model (y-axis). A darker color

in the heatmap indicates high robustness bias (darker red indicates that the partition islessrobust

than others, whereas a darker blue indicates that the partition ismorerobust). We can see that

some partitions, for example, the partition based on class label “40-60” and the partition based

on race “black” tend to be less robust in the �nal trained model, for all models (indicated by a

red color across all models). Similarly, there are partitions that are more robust, for example,

the partition based on class “0-15” and race “asian” end up being robust across different models

(indicated by a blue color). Figure 3.6 takes a closer look at the distribution of distances for the

UTKFace dataset when partitioned by race, showing that for different models different races can

be more or less robust. Figures 3.6, 3.7 and 3.8 (we see similar trends for CIFAR-10, CIFAR-

100, CIFAR-100Super and Adience which we report exhaustively in Appendix B.1) lead us to

the following key conclusions:

Dependence on data distributionThe presence of certain partitions that show similar

robustness trends as discussed above (e.g.see �nal trained model in Figs 3.8 and 3.7, the partitions

52



by class “0-15” and race “asian” are more robust, whereas the class “40-60” and race “black”

are less robust acrossall models) point to some intrinsic property of the data distribution that

results in that partition being more (or less) robust regardless of the type decision boundary.

Thus we conclude that robustness bias may depend in part on the data distribution of various

sub-populations.

Dependence on modelThere are also certain partitions of the dataset (e.g., based on

the classes “15-25” and “60+” as per Fig 3.8) that show varying levels of robustness across

different models. Moreover, even partitions that have same sign of� RS (P) across different

models have very different values of� RS (P). This is also evident from Fig 3.6 which shows that

the distributions ofd� (x) (as approximated by all our proposed methods) for different races can

be very different for different models. Thus, we conclude that robustness bias is also dependent

on the learned model.

Role of pre-training We now explore the role of pre-training on our measures of robustness

bias. Speci�cally, we pre-train �ve of the six models (Resnet, Alexnet, VGG, Densenet, and

Squeezenet) on ImageNet and then �ne-tune on UTKFace. We also train a UTK classi�er from

scratch on UTKFace. Figures 3.8 and 3.7 shows robustness bias scores after the �rst epoch and in

the �nal, fully-trained model. At epoch 1, we mostly see no robustness bias (indicated by close-

to-zero values of� RS (P)) for UTK Classi�er. This is because the model has barely trained by

that �rst epoch and predictions are roughly equivalent to random guesses. In contrast, the other

�ve models already have pre-trained ImageNet weights, and hence we see certain robustness

biases that already exist in the model, even after the �rst epoch of training. Thus, we conclude

that pre-trained models bring in biases due to the distributions of the data on which they were

pre-trained and the resulting learned decision boundary after pre-training. We additionally see
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that these biases can persist even after �ne-tuning.

3.8.3 Comparison of Randomized Smoothing and Upper Bounds

We have now presented two ways of measuring robustness bias: via upper bounds and via

randomized smoothing. While there are important distinctions between the two methods, it is

worth comparing them. To do this, we compare the sign of the randomized smoothing method

and the upper bounds as

1P
�
sign(� RS (P)) = sign( � DF (P))

�

and

1P
�
sign(� RS (P)) = sign( � CW (P))

�
:

We see that there is some evidence that the two methods agree. The Adience, UTKFace, and

CIFAR-10 datasets have a strong agreement (at or above 75%) between the randomized smoothing

for both types of upper bounds (DeepFool and CariliniWagner), while the CIFAR-100 dataset has

a much weaker agreement (above but closer to 50%) and CIFAR-100Super has an approximately

66% agreement.

It is important to point out that it is not entirely appropriate to perform a comparison in

this way. Recall that the upper bounds provide estimates ofd� using a trained model. However,

the randomized smoothing method estimatesd� not directly with the trained model — instead, it

�rst modi�es (smooths) the model of interest and then performs an estimation. Since the upper

bounds and randomized smoothing methods are so different in practice, there may be no truly

appropriate way to compare the results therefrom. Therefore, too much credence should not be

placed on the comparison of these two methods. Both methods indicate the existence of the
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robustness bias phenomenon and can be useful in distinct settings.

We present the full results table in Appendix B.3.

3.9 An “Obvious” Mitigation Strategy

Having demonstrated the existence of this robustness bias phenomenon, it is natural to look

ahead at common machine learning techniques to address it. In Appendix B.2, we have done just

that by adding to the objective function a regularizer term which penalizes for large distances in

the treatment of a minority and majority group. We write the empiric estimate ofRB(P; � ) as

~RB(P; � ); a full derivation can be found in Appendix B.2.1. Formally,

~RB (P; � ) =

�
�
�
�
�

1
X

x=2 P

1f y = ŷg

X

x=2 P
y= ŷ

1f d� (x) > � g �
1

X

x2 P

1f y = ŷg

X

x2 P
y= ŷ

1f d� (x) > � g

�
�
�
�
�

(3.7)

Details of a full implementation of this loss function and the results can be found in

Appendix B.2. Experimental results based on that implementation, reported in Appendix B.2.2,

support the idea that regularization—a typical approach taken by the fairness in machine learning

community—can reduce measures of robustness bias. However, we do believe that this type of

experimentation belies the larger point of the present, largely descriptive, work: that robustness

bias is a real and signi�cant artifact of popular and commonly-used datasets and models. Surely

there are ways to mitigate some of the effects or manifestations of this bias (as we show with our

fairly standard regularization-based mitigation technique). However, we believe that any type of

mitigation should be taken in concert with the contextualization of these technical systems in the

social world, and thus leave “mitigation” research to, ideally, application-speci�c future work
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involving both machine learning practitioners and the stakeholders of particular systems.
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Chapter 4: Robustness: Shared Invariances between Machines and Humans

If you're walking down the right

path and you're willing to keep

walking, eventually you'll make

progress.

Barack Obama

An evaluation criterion for safe and trustworthy deep learning is how well the invariances

captured by representations of deep neural networks (DNNs) are shared with humans. We

identify challenges in measuring these invariances. Prior works used gradient-based methods

to generateidentically represented inputs(IRIs ), i.e., inputs which have identical representations

(on a given layer) of a neural network, and thus capture invariances of a given network. One

necessary criterion for a network's invariances to align with human perception is for its IRIs look

“similar” to humans. Prior works, however, have mixed takeaways; some argue that later layers of

DNNs do not learn human-like invariances [123] yet others seem to indicate otherwise [124]. We

argue that the loss function used to generate IRIs can heavily affect takeaways about invariances

of the network and is the primary reason for these con�icting �ndings. We propose anadversarial

regularizer on the IRI -generation loss that �nds IRIs that make any model appear to have very

little shared invariance with humans. Based on this evidence, we argue that there is scope for
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improving models to have human-like invariances, and further, to have meaningful comparisons

between models one should use IRIs generated using theregularizer-freeloss. We then conduct

an in-depth investigation of how different components (e.g.architectures, training losses, data

augmentations) of the deep learning pipeline contribute to learning models that have good alignment

with humans. We �nd that architectures with residual connections trained using a (self-supervised)

contrastive loss with̀p ball adversarial data augmentation tend to learn invariances that are most

aligned with humans.

4.1 Introduction

The ability to train deep neural networks (DNNs) which learn useful features and representations

is key for their widespread use [125, 126]. In domains where DNNs are used for tasks that

previously required human intelligence (e.g.image classi�cation) and where safety and trustworthiness

are important considerations, it is helpful to assess the alignment of the learned representations

with human perception. Such assessments can help in understanding and diagnosing issues such

as lack of robustness to distribution shifts [127, 128], adversarial attacks [129, 130] or using

undesirable features for a downstream task [5,131–134].

One test of human-machine alignment is whether different images that map to identical

internal network representations are also judged as identical by humans. To study alignment with

human perception, prior works have used the approach ofrepresentation inversion[124]. The

key idea is the following: given an input to a neural network, the approach �rst �ndsidentically

represented inputs(IRIs), i.e. inputs which have similar representations on some given layer(s)

of the neural network. In the second step, the inputs that are perceived similarly by the neural
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network are checked by humans for visual similarity. Thus, the approach relies on estimating

whether a transformation of the inputs which is representation invariant to a neural network is

also an invariant transformation to the human eye,i.e. it checks whether models and humans

have shared or aligned invariances.

Prior works use gradient-based methods to generate IRIs for a given target input starting

with a random seed input. These works revealed exciting insights: (a) Feather et al. studied

representational invariance for different layers of DNNs trained over ImageNet data (using the

standard cross-entropy loss). They showed that while later layer representations of DNNs do not

share any invariances with human perception, the earlier layers are somewhat better aligned with

human perception [123]. (b) Engstrom et al. found that, unlike standard DNNs, adversarially

robust DNNs,i.e., DNNs trained using adversarial training [1], learn representations that are well

aligned with human perception, even in later layers [135]. This was also con�rmed by other

works [136,137]. However, some of these �ndings are contradicted when differently regularized

methods are used for generating IRIs, which show that even later layers of DNNs learn human-

aligned representations [124,138,139].

We seek to make sense of these confusing earlier results and thereby to better understand

alignment. We show that when we evaluate the alignment of DNNs' invariances and human

perception using IRIs generated using different loss functions, we can arrive at very different

conclusions. For example, Fig 4.1 shows how visual similarity of IRIs can vary massively across

different categories of losses.

We group existing IRI generation processes into two broad categories:regularizer-free

(as in [123]), where the goal is to �nd an IRI without any additional constraints; andhuman-

leaning (as in [124, 138, 139]), where the goal is to �nd an IRI that is also visually human-
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comprehensible. Additionally, we propose and explore a new (third) broad category,adversarial,

where the goal is to �nd an IRI that is visually (from a human perception perspective) far apart

from the target input.

We �nd that compared to the regularizer-free IRI generation approach, the human-leaning

IRI generation approach applies strong constraints on the kind of IRIs generated and thus limits

the ability to freely explore the large space of possible IRIs . On the other hand, our proposed

adversarial approach shows that in the worst case, all models have close to zero alignment,

suggesting that there is scope for improvement in designing models that have human-like invariances

(as shown in Fig 4.1 and Table 4.2). Based on this evidence, we argue that in order to have

meaningful comparisons between models, one should measure alignment using the regularizer-

free loss for IRI generation.

Many prior works do not formally de�ne a measure that can quantify alignment with human

perception beyond relying on visual inspection of the images by the authors [124,135,138,139].

We show how alignment can be quanti�ed reliably by designing simple visual perception tests

that can be crowdsourced,i.e.used in human surveys. We also show how one can leverage widely

used measures of perceptual distance [140] to automate our human surveys, which allows us to

obtain insights at a scale not possible in previous works.

Next, inspired by the prior works that suggest that changes in the model training pipeline (as

in training adversarially robust DNNs [135,136]) can lead to human-like invariant representations,

we conduct an in-depth investigation to understand which parts of the deep learning pipeline

are critical in helping DNNs better learn human-like invariances. We �nd that certain choices

in the deep learning pipeline can signi�cantly help learn representations that have human-like

invariances. For example, we show that residual architectures (e.g., ResNets [119]), when trained
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with a self-supervised contrastive loss (e.g., SimCLR [141]), using̀2 ball adversarial data augmentations

(e.g., as in RoCL [142]); the learned representations – while typically having lower accuracies

than their fully supervised counterparts – have a higher alignment of invariances with human

perception. We highlight the following contributions:

• We show how different losses used for generating IRIs lead to different conclusions about a

model's shared invariances with human perception, thus leading to seemingly contradictory

�ndings in prior works.

• We propose an adversarial IRI generation loss, using which we show empirically that we

can almost always discover invariances of DNNs that do not align with human perception,

thus suggesting that there is scope to design better mechanisms to learn representations that

are more aligned with human perception.

• We conduct an in-depth study of how loss functions, architectures, data augmentations and

training paradigms lead to learning human-like shared invariances.

4.2 Measuring Shared Invariance with Human Perception

Measuring the extent to which invariances learned by DNNs are shared by humans is a

two-step process. We �rst generate IRIs ,i.e., inputs that are mapped to identical representations

by the DNN. IRIs give us an estimate about the invariances of the DNN. Then, we assess if these

inputs are also considered identical by humans. More concretely, if invariances of a given DNN

(gmodel) are shared by humans (ghuman) on a set ofn d-dimensional samplesX 2 Rn� d, then:
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Figure 4.1: [Representation Inversion for different kinds of R; For ImageNet trained
ResNet50]For the standard ResNet50 (trained using cross-entropy loss), with regularizer-free
and adversarial inversion,xr looks perceptually much closer tox0 thanx t , even though from the
model's point of view,xr andx t are the same. However, with the human-leaning regularizer,
we see thatxr contains some information like color patterns ofx t . For adversarially robust
ResNet50 [1, 6] even though regularizer-free and human-leaning inversions look perceptually
similar to x t , for the adversarial regularizer even these models producexr that looks nothing
like x t . Images are generated by starting fromx0 and solving Eq 4.2 with different kinds of
regularizers.

ghuman(X i ) � ghuman(X j ) 8 (X i ; X j ) 2 S � S ;

S = f X g [ f X i j gmodel (X i ) � gmodel (X )g:

S denotes the IRIs forgmodel. There are three major challenges here:

• Access to representations in the brain,i.e., ghuman is not available1.

• Due to the highly non-linear nature of DNNs,S can be very hard to obtain.

• The �ne-grained input space implies very many inputsn, making the choice ofX hard.

1While some recent works have used fMRI recordings of brain activity [143] to interpret DNNs, these are very
expensive to obtain and in this work, we assume we don't have access to representations in the human brain
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((a)) 2AFC ((b)) Hard Clustering ((c)) Random Clustering

Figure 4.2:[Survey Prompts for AMT workers] In the 2AFC (left) setting we ask the annotator
to choose which of the two images (x t or x0) is perceptually closer to the query image (xr ). In the
clustering setting (center and right) we show 3 images from the ImageNet dataset (target images,
x t ) in the columns and for each of these, we generatexr 1 2 Sx t andxr 2 2 Sx t . Each of these is
shown across the rows. The task here is to match each image on the row with the corresponding
target image on the column.

We address each of these below. We also show how prior works that do not directly engage

with these points can miss important issues in their conclusions about shared invariances of DNNs

and humans.

4.2.1 Approximatingghuman

Assuming we have a set of images with identical representations (S; how we obtain this

is discussed in Section 4.2.2), we must check if humans also perceive these images to be identical.

The extent to which humans think this set of images is identical de�nes how aligned the invariances

learned by the DNN are with human perception. In prior works, this has been done by either

eyeballing IRIs [135] or by asking annotators to assign class labels to IRIs [123]; both approaches

do not scale well. Additionally, assigning class labels to IRIs limitsX to being samples from

a data distribution containing human-recognizable images (i.e., X cannot be sampled from any

arbitrary distribution) with only a few annotations (e.g., asking annotators to assign one class label

out of 1000 ImageNet classes is not feasible). To address the issues of scalability and class labels,
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we propose the following as a measure of alignment between DNN and human invariances:

Alignment=
jAj

P
x t 2 X jSx t j

; where (4.1)

A = f xr i j jj ghuman(x t ) � ghuman(xr i )jj <

jjghuman(x0) � ghuman(xr i )jj 8x t 2 X; x r i 2 Sx t g;

Sx t = f xr i jgmodel(xr i ) � gmodel(x t ) 8x t 2 X g;

wherex0 is the starting point for Eq 4.2 sampled fromN (0; 1). In Section 4.2.4 we see

how alignment is robust to the choice ofx0. By directly looking for perceptual similarity of

IRIs (captured byA), we get past the issue of assigning class labels to IRIs . The comparison used

to generateA is referred to as the 2 alternative forced choice test (2AFC) which is commonly used

to assess sensitivity of humans to stimuli [144]. In order to computeA , we estimate perceptual

distanced(x i ; x j ) = jjghuman(x i ) � ghuman(x j )jj between two inputs. Ideally, we would like to

measured(x i ; x j ) by directly asking for human annotations, however, this approach is expensive

and does not scale when we wish to evaluate many models. To address scalability, we use

LPIPS [140] which is a commonly used measure for perceptual distance and thus can be used

to approximated(x i ; x j ) 2. While LPIPS is by no means a perfect approximation, it allows us to

gain insights at a scale not possible in prior works.

To ensure the ef�cacy of LPIPS as a proxy for human judgments, we deploy two types of

2For all evaluations we report the average over 4 different backbones used to calculate LPIPS including the
�netuned weights released by the authors. More details in Appendix C.1.2
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surveys on Amazon Mechanical Turk (AMT) to also elicit human similarity judgments. Prompts

for these surveys are shown in Fig. 4.2. We received approval from the Ethical Review Board of

our institute for this survey. Each survey consists of 100 images plus some attention checks to

ensure the validity of our responses. The survey was estimated to take 30 minutes (even though

on average our annotators took less than 20 minutes), and we paid each worker 7.5 USD per

survey.

Clustering In this setting, we ask humans to match the IRIs (xr i ) on the row to the most

perceptually similar image (x t ) on the column (each row can only be matched to one column). A

prompt for this type of task is shown in Fig. 4.2(b) & 4.2(c). With these responses, we calculate

a quantitative measure of alignment by measuring the fraction ofxr i that were correctly matched

to their respectivex t . For ImageNet, we observed that a random draw of three images (e.g.,

Fig. 4.2(c)) can often be easy to match to based on how different the drawn images (x t ) are.

Thus, we additionally construct a “hard” version of this task by ensuring that the three images are

very “similar” (as shown in Fig. 4.2(b)). We leverage human annotations of ImageNet-HSJ [145]

to draw these similar images. More details can be found in Appendix C.1.

2AFC This is the exact test used to generateA . In this setting, we show the annotator a

reconstructed image (xr ) and ask them to match it to one of the two images shown in the options.

The images shown in the options are the seed (x0, i.e., starting value ofx in Eq. 4.2) and the

original image (x t ). Sincexr andx t are IRIs for the model (by construction), alignment would

imply humans also perceivexr andx t similarly. See Fig. 4.2(a) for an example of this type of

survey.
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4.2.2 Generating IRIs

Even if we assume a �nite sampled setX � D (discussed in Section 4.2.3), there can

be many samples inS due to the highly non-linear nature of DNNs. However, we draw on

the insight that there is often some structure to the set of IRIs , that is heavily dependent on

the IRI generation process. Prior work on understanding shared invariance between DNNs

and humans [?, e.g.,]]engstrom2019adversarial, jenelle2019metamers has used representation

inversion [124] to generate IRIs . However, IRIs generated this way depend heavily on the loss

function used in representation inversion, as demonstrated by [138]. Fig. 4.1 shows how different

loss functions can lead to very different looking IRIs . We group these losses previously used in

the literature to generate IRIs into two broad types:regularizer-free(used by [123, 135]), and

human-leaning(used by many works on interpretability of DNNs including [124,138,139,146,

147]). We also explore a third kind ofadversarialregularizer, that aims to generatecontroversial

stimuli [148] between a DNN and a human.

Representation inversion is the task of starting with a random seed imagex0 to reconstruct a

given imagex t 2 X from its representationg(x t ) whereg(�) is the trained DNN. The reconstructed

image (xr ) is same asx t from the DNN's point of view,i.e., g(x t ) � g(xr ). This is achieved by

performing gradient descent onx0 (in our experiments we use SGD with a learning rate of0:1)

to minimize a loss of the following general form:

L x =
jjg(x t ) � g(x)jj 2

jjg(x t )jj 2
+ � � R (x) (4.2)

where� is an appropriate scaling constant for regularizerR. All of these reconstructions
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induce representations in the DNN that are very similar to the given image (x t ), as measured using

`2 norm. Depending on the choice of seedx0 and the choice ofR, we get different reconstructions

of x t thus giving us a set of inputsf x t ; xr 1 ; :::; xr k g that are all mapped to similar representations

by g(�). Doing this for allx t 2 X , we get the IRIs ,S = f X; X r 1 ; :::; X r k g.

In practice we �nd that the seedx0 does not have any signi�cant impact on the measurement

of shared invariance. However, the choice ofR doessigni�cantly impact the invariance measurement

(as also noted by [138]). We identify the following distinct categories of IRIs based on the choice

of R.

Regularizer-free.These methods do not use a regularizer,i.e., R(x) = 0 .

human-leaning regularizer. This kind of regularizer purposefully puts constraints onx

such that the reconstruction has some “meaningful” features. [124] useR(x) = TV(x) + jjxjj p

whereTV is the total variation in the image. Intuitively this penalizes high frequency features

and smoothens the image to make it look more like natural images. [147] achieve a similar kind of

high frequency penalization by blurringx before each optimization step. We combine both these

frequency-based regularizers with pre-conditioning in the Fourier domain [138] and robustness

to small transformations [147]. More details can be found in Appendix C.1.4. Intuitively a

regularizer from this category generates IRIs that have been “biased” to look meaningful to

humans.

Adversarial regularizer.We propose a new regularizer to generate IRIs while intentionally

making them lookperceptually dissimilarfrom the target,i.e., R = �jj ghuman(x t ) � ghuman(x)jj

(negative sign since we want to maximize perceptual distance betweenx andx t ). We leverage

LPIPS (Learned Perceptual Image Patch Similarity) [140], a widely usedperceptual distance

measure, to approximatejjghuman(x t ) � ghuman(x)jj . LPIPS uses initial layers of an ImageNet
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trained model (�netuned on a dataset of human similarity judgments) to approximate perceptual

distance between images which makes it differentiable and thus can be easily plugged into

Eq. 4.2. Thus, the regularizer used isR(x) = � LPIPS(x; x t ). IRIs generated using this

regularizer can be thought of ascontroversial stimuli[148] – they're similar from the DNN's

perspective but distinct from a human's perspective.

4.2.3 Choice of inputsX

In order to overcome the challenge of choosingX , we assumeX to be sampled from a

given data distributionD. In our experiments, we try out many different distributions, including

the training data distribution and random noise distributions, and �nd that takeaways about

alignment of models' invariances with humans do not depend heavily on the choice ofD. Some

examples ofX sampled from the data distribution and noise distributions (two random Gaussian

distributions,N (0; 1) andN (0:5; 2)), along with the corresponding IRIs are shown in Fig. C.1,

Appendix C.1.3. Interestingly, the human-leaning regularizer, which explicitly tries to remove

high-frequency features fromxr fails to reconstruct anx t that itself consists of high-frequency

features.

4.2.4 Evaluation and Takeaways

For each model, we randomly picked 100 images from the data distribution along with a

seed image with random pixel values. For each of the 100 images, we do representation inversion

using one regularizer each fromregularizer-free, human-leaning, andadversarial.

Reliability of using LPIPS Table 4.1 shows the results for the surveys conducted with AMT
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workers3. Each survey was completed by 3 workers. For a well-aligned model, the scores

under2AFCandClustering should be close to 1, while for a non-aligned model scores under

2AFCshould be close to 0, and scores underClustering should be close to a random guess

(i.e., about33%). We see that LPIPS (with different backbone nets, e.g., AlexNet, VGG) orders

models similar to human annotators for both survey setups, thus showing that it's a reliable proxy.

Reliability of Human Annotators In Table 4.1, we make three major observations: 1) variance

between different annotators is very low; 2) scores underHuman 2AFCandHuman Clustering

order different models similarly; and �nally, 3) even though accuracy drops for the “hard” version

of ImageNet task, the relative ordering of models remains the same. These observations indicate

that alignment can be reliably measured by generating IRIs and does not depend on bias in

annotators. Note that AMT experiments were only performed on IRIs generated using the

regularizer-free loss in Eq 4.2.

Impact of regularizer Table 4.2 shows the results of Alignment (Eq 4.1) for different regularizers

for IRI generation. We evaluated multiple architectures of both standard and adversarially

trained [1] CIFAR10 and ImageNet models. We �nd that under different types of regularizers,

the alignment of models can look very different. We also see that adversarial regularizer makes

aligment bad for almost all models, thus showing that for the worst pick of IRIs the alignment

between learned invariances and human invariances has a lot of room for improvement. Conversely,

the human-leaning regularizer overestimates the alignment.

Impact of X In the case of OOD targets (x t ) we see that humans are still able to faithfully

judge similarity, yielding the same ranking of models as in-distribution targets. Some results for

human judgments about similarity of IRIs for out-of-distribution samples are shown in Table C.2,

3This was conducted only using IRIs from regularizer-free inversion.

69



((a)) While adversarially robust models
generally have high alignment, we see
that different architectures. For example,
VGG16 has very low levels of alignment
despite being trained using robust training
losses. Results on CIFAR100 and
Imagenet in Appendix C.3.

((b)) Combining SimCLR's data
augmentations (DA) with adversarial
augmentations (Adv) leads to best
alignment (in the early and mid epochs)
– in some cases even surpassing the best
supervised adversarially robust model.
Results for more models and datasets in
Appendix C.3.

Figure 4.3: Role of Loss Function in Alignment (left); Role of Training Paradigm in Alignment
(right); ResNet18, CIFAR10

Appendix C.1.3. As seen in Fig C.1 (Appendix C.1.3), human-leaning regularizer does not

work well for reconstructing noisy targets. This is because such regularizers explicitly remove

high-frequency features from reconstructions [138] and thus struggle to meaningfully reconstruct

targets that contain high-frequency features. Hence, all results in Table C.2, Appendix C.1.3 are

reported on IRIs generated using regularizer-free loss.

Impact of x0 We repeat some of the experiments with other starting points for Eq 4.2 and �nd

that results are generally not sensitive to the choice ofx0. Results are included in Appendix C.1.5.
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4.3 What Contributes to Learning Invariances Aligned with Humans

There have been many enhancements in the deep learning pipeline that have lead to remarkable

generalization performance [118, 119, 141, 149–152]. In recent years there have been efforts

to understand how invariances in representations learned by such networks align with those of

humans [123,153,154]. However, how individual components of the deep learning pipeline affect

the invariances learned is still not well understood. Prior works claim that adversarially robust

models tend to learn representations with a “human prior” [135–137]. This leads to the question:

how do other factors such as architecture, training paradigm, and data augmentation affect the

invariances of representations?

We explore these questions in this section. All evaluations in this section are based on

regularizer-free IRIs . We chose regularizer-free loss over the adversarial loss as the latter shows

worst-case alignment for all models, which is not useful for understanding the effect of various

factors in the deep learning pipeline (Appendix C.1.4 shows more results using the adversarial

regularizer). Similarly, we preferred regularizer-free over human-leaning loss as the latter has

a strong `bias' enforced by the regularizer. While our approach generalizes to any layer, unless

stated otherwise, all measurements of alignment are on the penultimate layer of the network.

4.3.1 Architectures and Loss Functions

We test the alignment of different DNNs trained using various loss functions – standard

cross-entropy loss, adversarial training (AT), and variants of AT (TRADES [8], MART [9]). Both

TRADES and MART have two loss terms – one each for clean and adversarial samples, which are

balanced via a hyperparameter� . We report results for multiple values of� in Fig 4.3(a) and �nd
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that the alignment of standard models (blue squares) is considerably worse than the robust ones

(triangles and circles). However, the effect is also in�uenced by the choice of model architecture,

e.g., for CIFAR10, for all robust training losses, VGG16 has signi�cantly lower alignment than

other architectures.

4.3.2 Data Augmentation

Hand-crafted data augmentations are commonly used in deep learning pipelines. If adversarial

training – which augments adversarial samples during training – generally leads to better aligned

representations, then how do hand-crafted data augmentations affect invariances? For adversarially

trained models, we try with and without the usual data augmentation (horizontal �ip, color jitter,

and rotation). Since standard models trained with usual data augmentation show poor alignment

(Section 4.3.1), we try stronger data augmentation (a composition of random �ip, color jitter,

grayscale and gaussian blur, as used in SimCLR [141]) to see if hand-crafted data augmentations

can improve alignment. Table C.3 Appendix C.3 shows how hand-crafted data augmentation

can be crucial in learning aligned representations for some models (e.g., adversarially trained

ResNet18 bene�ts greatly from data augmentation). In other cases, data augmentation never

hurts the alignment. We also see that standard models do not gain alignment even with stronger

hand-crafted data augmentations. CIFAR100 and ImageNet results can be found in Table C.4

Appendix C.3 with similar takeaways.
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4.3.3 Learning Paradigm

Since data augmentations (both adversarial and hand-crafted) along with residual architectures

(like Resnet18) help alignment, self-supervised learning (SSL) models – which explicitly rely on

data augmentations – should learn well aligned representations. This leads to a natural question:

how do SSL models compare with the alignment of supervised models? SimCLR [141] is a

widely used contrastive SSL method that learns `meaningful' representations without using any

labels. Recent works have built on SimCLR to also include adversarial data augmentations [142,

155]. We train both the standard version of SimCLR (using a composition of transforms, as

suggested in [155]) and the one with adversarial augmentation on CIFAR10 and compare their

alignment with the supervised counterparts. More training details are included in Appendix C.3.

Additionally we also train SimCLR without the color distortion transforms – which were identi�ed

as key transforms by the authors [141] – to see how transforms that are crucial for generalization

affect alignment. Fig 4.3(b) shows the results when comparing self-supervised and supervised

learning. We see that SimCLR when trained with both hand-crafted and adversarial augmentations

has the best alignment, even outperforming the best adversarially trained supervised model in

initial and middle epochs of training. We also see that removing color-based augmentations (DA

- color) does not have a signi�cant impact on alignment, thus showing that certain DA can be

crucial for generalization but not necessarily for alignment.

4.3.4 Summary

We �nd that three key components lead to good alignment: architectures with residual

connections, adversarial data augmentation using`2 threat model, and a (self-supervised) contrastive
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loss. We leave a more comprehensive study of the effects of these training parameters on alignment

for future work.

4.4 Related Work

Robust Models Several methods have been introduced to make deep learning models robust

against adversarial attacks [1, 8, 9, 156–161]. These works try to model a certain type of human

invariance (small change to input that does not change human perception) and make the model

also learn such an invariance. Our work, on the other hand, aims to evaluate what invariances

have already been learned by a model and how they align with human perception.

Representation SimilarityThere has been a long-standing interest in comparing neural representations [7,

15,162–167]. While these works are related to ours in that they compare two systems of cognition,

they assume complete white-box access to both neural networks. In our work, we wish to

compare a DNN and a human, with only black-box access to the latter.

DNNs and Human PerceptionNeural networks have been used to model many perceptual

properties such as quality [168, 169] and closeness [140] in the image space. Recently there

has been interest in measuring the alignment of human and neural network perception. Roads

et al. do this by eliciting similarity judgments from humans on ImageNet inputs and comparing

it with the outputs of neural nets [145]. Our work, however, explores alignment in the opposite

direction,i.e., we measure if inputs that a network seed the same are also the same for humans.

[123,135] are closest to our work as they also evaluate alignment from model to humans, however

as discussed in Section 4.2, unlike our work, their approaches are not scalable, they do not discuss

the effects of loss function used to generate IRIs , and they do not contribute to an understanding
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of what components in the deep learning pipeline lead to learning human-like invariances.

4.5 Conclusion and Broader Impacts

Our work offers insights into how measures of alignment can vary based on different loss

functions used to generate IRIs . We believe that when it is done carefully, measuring alignment

is a useful model evaluation tool that provides insights beyond those offered by traditional metrics

such as clean and robust accuracy, enabling better alignment of models with humans. We recognize

that there are potentially worrying use cases against which we must be vigilant, such as taking

advantage of alignment to advance work on deceiving humans. Human perception is complex,

nuanced and discontinuous [170], which poses many challenges in measuring the alignment of

DNNs with human perception [171]. In this work, we take a step toward de�ning and measuring

the alignment of DNNs with human perception. Our proposed method is a necessary but not

suf�cient condition for alignment and, thus, must be used carefully and supplemented with

other checks, including domain expertise. By presenting this method, we hope for better design,

understanding, and auditing of DNNs.
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Table 4.1:[CIFAR10 and ImageNet Surveys To Con�rm Ef�cacy of LPIPS] We use LPIPS to
simulate a human in both 2AFC and Clustering setups described in Section 4.2.1 and compare it
with AMT worker's responses. A value close to33%for clustering means random assignment and
indicates no alignment. We see that LPIPS and humans rank models similarly in both 2AFC and
clustering setups, thus showing that LPIPS is a reliable proxy for judging perceptual similarity of
IRIs . These experiments were conducted on IRIs generated using regularizer-free loss in Eq 4.2.
The variance reported for LPIPS is for different backbone networks that are available for LPIPS.

CIFAR10

MODEL
HUMAN

2AFC
LPIPS
2AFC

HUMAN

CLUSTERING

LPIPS
CLUSTERING

AT
`2

� = 1

RESNET18 96:00� 2:55 87:25� 9:52 97:48� 1:80 88:13� 6:57

VGG16 38:83� 7:59 4:00� 3:86 55:39� 5:63 46:09� 3:84

INCEPTIONV3 82:00� 8:44 54:12� 19:23 84:47� 6:32 74:87� 6:74

DENSENET121 98:67� 0:24 91:75� 8:2 97:64� 2:08 91:92� 6:13

STANDARD

RESNET18 0:17� 0:24 0:0� 0:0 38:55� 1:19 35:35� 3:27

VGG16 0:17� 0:24 0:0� 0:0 33:84� 2:70 32:58� 1:04

INCEPTIONV3 0:17� 0:24 0:38� 0:41 38:38� 4:06 36:62� 3:08

DENSENET121 9:83� 9:97 0:12� 0:22 42:42� 5:02 37:12� 3:54

IMAGENET

MODEL
HUMAN

2AFC
LPIPS
2AFC

HUMAN

CLUSTERING

HUMAN

CLUSTERING

HARD

LPIPS
CLUSTERING

AT
`2

� = 3

RESNET18 93:17� 5:95 53:37� 20:19 96:00� 3:59 87:75� 7:60 65:28� 10:58

RESNET50 99:50� 0:00 53:63� 20:64 99:49� 0:71 97:06� 3:47 71:21� 9:93

VGG16 95:50� 2:12 59:38� 21:48 91:75� 5:22 90:69� 3:13 70:33� 9:78

STANDARD

RESNET18 0:00� 0:00 1:12� 1:67 33:33� 0:00 - 34:60� 0:56

RESNET50 5:33� 7:54 0:38� 0:41 38:38� 2:53 - 35:35� 0:62

VGG16 0:00� 0:00 0:00� 0:00 33:96� 2:00 - 34:47� 1:49
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Table 4.2: [CIFAR10 and ImageNet Model Alignment Results for Different Regularizers]
For different regularizers, we see that ranking of models can look very different. For example,
for Adversarially Trained (AT) Resnet18 vs InceptionV3 on CIFAR10, we see that reguarizer-
free inversion leads to Resnet18 being signi�cantly more aligned, but the trend is much less
pronounced for the human-leaning regularizer. We also �nd that alignment can vary quite a bit
between different architectures – all of which achieve similar clean and robust accuracies.

CIFAR10

TRAINING
MODEL

ALIGNMENT CLEAN

ACC.
ROBUST

ACC.REG.- HUMAN - ADVER-
FREE ALIGNED SARIAL

AT
`2; � = 1

RESNET18 63:25� 26:23 79:00� 21:94 0:33� 0:47 80:77 50:92
VGG16 0:25� 0:43 41:41� 16:74 1:00� 1:41 79:84 48:36

INCEPTIONV3 23:25� 25:56 64:75� 24:17 3:00� 4:24 81:57 51:02
DENSENET121 82:75� 20:07 86:25� 14:50 1:33� 1:89 83:22 52:86

STANDARD

RESNET18 0:00� 0:00 21:09� 13:51 1:33� 1:89 94:94 0:00
VGG16 0:00� 0:00 21:88� 14:82 0:00� 0:00 93:63 0:00

INCEPTIONV3 0:00� 0:00 21:88� 17:54 0:33� 0:47 94:59 0:00
DENSENET121 0:00� 0:00 26:56� 16:90 0:00� 0:00 95:30 0:00

IMAGENET

TRAINING
MODEL

ALIGNMENT CLEAN

ACC.
ROBUST

ACC.REG.- HUMAN - ADVER-
FREE ALIGNED SARIAL

AT
`2; � = 3

RESNET18 42:00� 38:33 46:75� 39:37 0:33� 0:47 53:12 31:02
RESNET50 51:00� 34:89 45:75� 37:39 14:00� 3:74 62:83 38:84

VGG16 55:50� 34:14 55:50� 38:29 11:00� 3:74 56:79 34:46

STANDARD

RESNET18 0:00� 0:00 17:00� 28:30 0:00� 0:00 69:76 0:01
RESNET50 0:00� 0:00 16:25� 26:42 0:00� 0:00 76:13 0:00

VGG16 0:00� 0:00 0:00� 0:00 0:00� 0:00 73:36 0:16

77



Chapter 5: Robustness: Shared Invariances between Machines

It's not that I'm so smart, it's just

that I stay with problems longer.

Albert Einstein

A major challenge in studying robustness in deep learning is de�ning the set of “meaningless”

perturbations to which a given Neural Network (NN) should be invariant. Most work on robustness

implicitly uses a human as the reference model to de�ne such perturbations. Our work offers a

new view on robustness by using another reference NN to de�ne the set of perturbations a given

NN should be invariant to, thus generalizing the reliance on a reference “human NN” to any

NN. This makes measuring robustness equivalent to measuring the extent to which two NNs

share invariances, for which we propose a measure called STIR . STIR re-purposes existing

representation similarity measures to make them suitable for measuring shared invariances. Using

our measure, we can gain insights into how shared invariances vary with changes in weight

initialization, architecture, loss functions, and training dataset. Our implementation is available

at: https://github.com/nvedant07/STIR .
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5.1 Introduction

As deep neural networks are increasingly deployed in real-world scenarios, robustness of

their automatically learned feature representations has emerged as a key desideratum. Prior works

have de�ned many measures of robustness corresponding to different types of synthetically-

generated or naturally-occurring perturbations that can be applied to the inputs and their distributions

(e.g., adversarial inputs [91, 129, 172] or distributional shifts [128, 173–176]). The common

property underlying the different robustness measures is that they all attempt to capturethe extent

to which the learned representations remain invariant (i.e., unchanged) under some de�ned set

of perturbations.

In this chapter, we propose a new way to study, understand, and characterize robustness

of neural networks. Our key insight is that the set of input perturbations against which a neural

network's robustness is measured, can itself be de�ned by anotherreferenceneural network.

Speci�cally, given a reference neural network, we �rst obtain a set of input perturbations that are

imperceptible to the reference network (i.e., �nd inputs with invariant reference representations),

and then check the extent to which representations of other neural networks are invariant to

these perturbations. Our proposal allows us to measure relative invariance of two neural network

representations and estimate the degree to which the two neural networks share representational

invariance. Intuitively, our proposal generalizes the often unstated, but implicit assumption

behind all interesting sets of perturbations used in robustness studies today: they are perturbations

that are imperceptible to a particular reference neural network, the human brain.

Comparing the representational invariance of two neural networks is an important aspect of

determining their representational (or perceptual) alignment. Assessing representational alignment
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is crucial for a future society with interacting agents controlled by neural networks (e.g., cars

driven by different deep learning systems). Additionally, the ability to measure relative invariance,

and therefore robustness, of deep neural network representations can offer insights into interesting

questions such as: when updating a model, to what extent are invariances preserved (which may

be crucial to regulators for safety assurance)? How does representational invariance vary with the

choice of network architectures, loss functions, random weight initialization, and datasets used

in the training process?

Our work is inspired by and builds upon previous studies investigating similarity between

deep neural network representations [7,163,164,177]. However, we �nd that existing representational

similarity literature focusesnarrowly on comparing two representations of data samples drawn

from a speci�c input distribution, ignoring representations of data samples outside of the distribution

or changes in representation caused by input perturbations for which one of the two representations

remains invariant. As such, existing measures of similarity between neural network representations

offer no insight into their robustness and consequently, their alignment. Nevertheless, we retain

the compelling (axiomatic) properties of existing similarity measures, by re-purposing them to

measure relative invariance. Speci�cally, for input perturbations imperceptible to the reference

neural network, we quantify the invariance in representations of the other neural network using a

popular similarity index called Centered Kernel Alignment (CKA) [7].

To summarize, our key contributions are as follows:

[leftmargin=*]We propose a measure of shared invariances between two representations

that is based on the models which generated them. We show that our measure faithfully

captures shared invariances between two models where existing measures of representation
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similarity (such as CKA) do not work adequately. Our proposal repurposes existing representation

similarity measures to measure shared invariance, thus preserving all the (desirable) axiomatic

properties of these measures. Using our measure we are able to derive novel insights about

the impact of weight initialization, architecture, loss and training dataset on the shared

invariances between networks. Our initial results show that our measure is a promising

evaluation tool to better understand deep learning. We �nd that typically the shared invariance

between models reduces for later layers, however when trained using adversarial training,

the same models end up with higher shared invariances even in later layers. We also see

that models with residual connections tend to have high shared invariances among them

than between other non-residual models.

5.2 Measuring Representational Robustness

Robustness is de�ned as “perform(ing) without failure under a wide range of conditions”

[178]. Applying the de�nition in the context of learning models, we can disentangle two distinct

requirements for a model to be considered robust: i) the model must produce correct outputs,

i.e. have high accuracy, and ii) these outputs must be produced consistently for a diverse set of

inputs, i.e. the outputs of the model must beinvariant to irrelevant perturbations (changes) in

the input. Extensive literature on robust learning [91, 129, 130] suggests that it is quite hard to

train models that achieve high accuracy on standard benchmarking datasets and high invariance

to irrelevant (adversarially-generated or naturally-occurring) perturbations simultaneously [1, 8,

179]. Reconciling correctness and invariance requirements remains a topic of active research.

Here, we investigate the robustness of neural network representations that are learned
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in the process of generating outputs. Speci�cally, we attempt to quantify the invariance of

learned neural network representations toirrelevantperturbations in the inputs. Intuitively, a high

representational invariance is a necessary (though not suf�cient) condition for a neural network

model to be robust.

5.2.1 A Relative Invariance Framework

To quantify the invariance of a neural network's representations to irrelevant perturbations

to inputs, we need to �rst de�ne the set of such perturbations. Most of the existing works on

robustness use humans as a reference model to de�ne these perturbations. Thus all works on

robustness are inherently (and often implicitly)relative to a human. We generalize the reliance

on a humans as the reference model by assuming the reference model to be another neural

network. We can then de�ne the set of irrelevant input perturbations as those changes that do

not cause any change in the reference model's representation (i.e., perception) of the inputs.

Finally, we quantify how invariant a given neural network's representations are to these irrelevant

input perturbations.

Our framework effectively quanti�es invariance of one neural network's representation

relative to another reference neural network. Our use of a reference neural network model

is inspired by how human perception is used as a reference to determine which adversarial

perturbations [91] or image corruptions [173, 174] or image transformations [175, 176] do not

alter the perception of inputs and are, hence, considered irrelevant perturbations.
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5.2.2 Problem Setting

Given a reference neural networkm1 : Rm 7! Rd1 andn samples (X 2 Rn� m ) from a

given data distribution (), our goal is to de�ne a measure of how invariant a given target network

m2 : Rm 7! Rd2 is to perturbations of samplesX that are imperceptible bym1, i.e.do not change

their representations according tom1.

Invariant input perturbations for a reference model(X 0) In our framework, the invariances that

are desirable are determined with respect to a reference model,m1. To this end, we introduce

the notion ofIdentically Represented Inputs (IRIs ). For any given input data pointx and a given

reference modelm1, IRIs is the set of all data points that are mapped to the same representation

asx by m1. Formally,

IRI strict(x; m1) = f x0 j m1(x0) = m1(x)g (5.1)

In other words,m1 is invariant to and cannot perceive any difference betweenx and any

x0 2 IRI (x; m1). In practice, exact equality is hard to achieve, and thus we relax this formulation

so thatx andx0arealmostindistinguishable form1, i.e., for a small enough� ,

IRI relax(x; m1) = f x0 j
jjm1(x0) � m1(x)jj 2

jjm1(x)jj 2
� � g (5.2)

Going forward we use the relaxed formulation of IRIs and thus omit the subscript. For each

of then input pointsx 2 X , if we pick ax0 from IRI (x; m1), we get a corresponding batch of

n samplesX 0such thatm1(X 0) � m1(X ).
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Measuring invariance of the target model on(X; X 0) Assuming we obtainX andX 0, our key

idea is to capture the extent to whichm1 andm2 share invarances, by measuring the degree to

which representations assigned bym2 to X andX 0aresimilar. Speci�cally, we want to quantify

the degree of similarity between two sets ofn data representationsY = m2(X ) 2 Rn� d2 and

Z = m2(X 0) 2 Rn� d2. To this end, we can make use of any of the existing representation

similarity measures (Sr ), such as CKA [7], and variants of CCA [163, 164] as they're designed

speci�cally to measure similarity between two sets of representations. This yields ashared

invariance measure,Si , which can now be formally de�ned as:

Si(m2jm1; X; X 0; Sr) = S r(m2(X ); m2(X 0)) (5.3)

Note that while the traditional use ofSr , i.e., Sr(m1(X ); m2(X )) does not measure shared

invariance betweenm1 andm2 (we give concrete arguments for the same in Section 5.3.2), our

proposed measure (Eq 5.3) shows how existingSr measures can be repurposed to measure shared

invariance.

It's important to note that our measure is a directional one since IRIs are de�ned relative

to the reference modelm1. Other than the reference and target modelsm1 andm2, our measure

takes given input pointsX and a representation similarity measure (Sr ) as inputs. We discuss

the concrete instantiations ofSi used in this work in Section 5.3.1. First, however, we describe

how to constructX 0givenX .
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5.2.3 Generating IRIs

Operationalizing Eq 5.3, requires the answer to a key question:how to samplex0 from an

in�nitely large set IRI (x; m1)? We argue that there are two key ways to do this:arbitrarily

or adversarially. We can randomly choose a sample fromIRI (x; m1), in which case we get

arbitrary IRIs , or we can pickx0 adversarially with respect tom2, such that the representations

m2(x0) andm2(x) are farthest apart, in which case we getadversarialIRIs . We also show in

Table 5.1 that takeaways about shared invariance can vary greatly depending on the choice of

arbitrary or adversarial IRIs .

We leverage the key insight thatm1 can map multiple different inputs to the same representation

(sincem1 is a highly non-linear deep neural network) which can be found using representation

inversion [124]. For a given set of inputs typically drawn from the training distributionX =

[x1:::xn ] and a reference modelm1, we generateX 0 = [ x0
1:::x0

n ] that are all mapped to similar

representations asX by m1, i.e. m1(X ) � m1(X 0). Note thatX andX 0, are, by construction

IRIs . This is achieved by performing the following optimization for everyx 2 X :

argminx0L (x0); (5.4)

Which can be approximated using gradient descent by repeatedly performing the following update

(where� is the step size):

x0 = x0 � � � r x0L : (5.5)

A key consideration in solving this optimization is that we must start with some initial value of

x0, i.e. we must choose a seedx0 from which to start the gradient descent. Different seeds can
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lead to different solutions ofx0. We �nd that in practice randomly picked seeds give fairly stable

estimates1.

Arbitrary IRI In order to simulate an arbitrary sample fromIRI (x; m1), we use the

following L ,

L arbitrary(x0) = jjm1(x0) � m1(x)jj 2:

Since this scheme only optimizes for similar representation ofx andx0 on m1 (8x 2 X )

and starts from a random initial value ofx0, it simulates a random sample from the (possibly

in�nitely) large setIRI (x; m1).

Adversarial IRIs We can alter the way we �ndx0(8x 2 X ) such that the resulting (X; X 0)

are still, by de�nition IRIs but are optimized to generate very distinct outputs onm2, the model

for which we're measuring shared invariance. This can be achieved by using exactly the same

procedure as in Eqs 5.4 and 5.5, except we now changeL to:

L adv = jjm1(x0) � m1(x)jj 2�

jjm2(x0) � m2(x)jj 2:

Solving forx0 usingL adv ensures that the inputs are still similarly represented asx on m1 (8x 2

X ) and thus (X, X') are IRIs . However, this ensures that any measure ofSi on such IRIs will be

a worst-case estimate. Such IRIs have been referred to ascontroversial stimuli[148] in existing

literature.
1Since we deal with images we sample each pixel value as a random integer from0 � 255 with uniform

probabilities.

86



Table 5.1: [STIR faithfully estimates shared invariance] Here the two ResNet18s in each
column are trained on CIFAR10 with different random initializations, holding every other
hyperparameter constant. 1.) For two such models trained using the vanilla crossentropy
loss (left), interestingly, we �nd that STIR highlights a lack of shared invariance, whereas
CKA overestimates this value; 2.) when both models are trained using adversarial training [1]
(middle) STIR faithfully estimates high shared invariance; 3.) Finally STIR is able to show
how having a directional measure can bring out the differences when comparing a model trained
with vanilla loss and adv training (right), whereas CKA being unidirectional cannot derive these
insights. All numbers are computed over 1000 random samples from CIFAR10 training set and
averaged over 5 runs.

••••
RESNET18 VANILLA (m1),

RESNET18 VANILLA (m2)

RESNET18 AT (m1),

RESNET18 AT (m2)

RESNET18 AT (m1),

RESNET18 VANILLA (m2)

m1jm2 m2jm1 m1jm2 m2jm1 m1jm2 m2jm1

STIR 0:605� 0:013 0:562� 0:023 0:934� 0:003 0:939� 0:002 0:405� 0:020 0:509� 0:011

STIR adv 0:085� 0:004 0:064� 0:004 0:096� 0:007 0:078� 0:005 0:054� 0:004 0:070� 0:004

CKA 0:967� 0:000 0:937� 0:000 0:536� 0:000

ACC(m1(X 0),

m2(X 0))
0:521� 0:061 0:347� 0:029 0:891� 0:007 0:901� 0:002 0:140� 0:028 0:555� 0:012

5.3 Measuring Shared Invariances

5.3.1 STIR , an instantiation ofSi

Using Eqs 5.4&5.5 we can generatek different(X; X 0), by repeatedly samplingX k times

from a given distribution (typically the training distribution ofm1, e.g.the train or test set). Now,

we de�ne STIR(m2jm1; X; Sr) as follows:

STIR (m2jm1; X; Sr) =
1
k

X

X 0

Sr(m2(X ); m2(X 0)) : (5.6)
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Here, we �nd X 0 using representation inversion as described in Section 5.2.3. We call this

measureSimilarity ThroughInvertedRepresentations — STIR .

When allX 0are chosen in an adversarial manner (i.e.usingadv as described in Section 5.2.3),

we can estimate the worst case STIR as:

STIR adv(m2jm1; X; Sr) =
1
k

X

X 0
adv

Sr(m2(X ); m2(X 0)) : (5.7)

Both Equations 5.6 & 5.7 are parametrized bySr . For our purpose, we use linear Centered

Kernel Alignment (CKA ) [7] as the similarity measure,i.e.Sr = Linear CKA . CKA has been

adopted by the community as the standard measure for representation similarity and has been

used by many subsequent works to derive important insights about deep learning [177,180,181].

CKA also has certain desirable axiomatic properties such as invariance to isotropic scaling and

orthogonal transformations, which other methods such as SVCCA [163] and PWCCA [164] do

not possess. Importantly, CKA isnot invariant to every invertible linear transformation, which is

not true of SVCCA or PWCCA . We refer to the paper [7] for an extensive discussion on why

these are desirable properties for any similarity measure. While CKA, as proposed, can work

with any kernel function, results show that Linear CKA works just as well as RBF CKA, so for

simplicity we use Linear CKA for all our experiments. De�nitions of the similarity metrics listed

above can be found in Appendix D.1.
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5.3.2 Why Existing Representation Similarity (Sr ) Measures Cannot Measure

Shared Invariance

While at �rst glance a representation similarity measure (RSM ) such as CKA [7] or one of

the others mentioned in section 5.3.1 might look appealing to measure shared invariance, these

measures are in fact not suitable for this task, for several reasons.

First,current RSMs are not designed for capturing invariance.Their goal is to measure

the degree of correlation between sets of points generated by two different models, that are

transformed to be as aligned as possible under certain constraints. Measuring invariance, however,

requires capturing the degree of difference between points generatedby the same model, which

should be the same.

Second,RSMs don't interact with the model. All existing RSMs are evaluated in a

two-step process, by �rst obtaining collections of representationsY = m1(X ); Z = m2(X )

from two models and then computing similarity based on those representations asSr(Y; Z),

without using the models further. From a causal perspective, an invariance is an intervention

on a model's input that does not lead to a change in the model's output. However, a central

result in the causality literature is that the effect of interventions cannot be determined from

observational data alone [182]. Therefore, any metric that aims to make meaningful statements

about model invariance needs to interact with the model to make interventions. STIR does this

via the process of representation-inversion, however, existing RSMs are purely observational and

therefore cannot properly determine invariances.

Third, sharing invariance between two models is directional.If modelm1 is constant, it

will share all of modelm2's invariances, but not vice versa ifm2 is not constant itself. Existing
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RSMs are not directional and therefore cannot express these relationships.

5.3.3 STIR Faithfully Measures Shared Invariance

Training two models (m1 andm2) with different random initializations (holding all other

things like architecture, loss and other hyperparameters constant), leads to very “similar” representations

on the penultimate layer, as measured by instantiations ofSr such as CKA [7]. We consider two

variants of this experiment, where we train two ResNet18 models (on CIFAR10) from different

random initializations (keeping everything else the same) with 1.) the standard crossentropy loss

(m(Vanilla)
1, m(Vanilla)

2), and 2.) with adversarial training (m(AT)
1, m(AT)

2) 2. Throughout the chapter,

STIR is measured over CIFAR10 training samples withSr = Linear CKA. Thus, to simplify the

notation, we use STIR(m1jm2) to mean STIR(m1jm2; X � CIFAR10; LinearCKA).

STIR provides insights into shared invariance where CKA fails.Both (m(Vanilla)
1, m(Vanilla)

2)

and (m(AT)
1, m(AT)

2) achieve a high similarity score (as measured by CKA , on the penultimate

layer of both models). However, we �nd that such a similarity measurement would be an

overestimation of shared invariances betweenm(Vanilla)
1 andm(Vanilla)

2 which are much lower when

measured as STIR(m(Vanilla)
1 j m(Vanilla)

2) and STIR(m(Vanilla)
2 j m(Vanilla)

1), as shown in Table 5.1.

Two models trained using adversarial training (m(AT)
1, m(AT)

2) should intuitively have more shared

invariances since these models were explicitly trained to be invariant to`2 perturbations. Indeed,

we see that these two models have much higher values of STIR(m(AT)
1 j m(AT)

2) and STIR(m(AT)
2 j m(AT)

1).

Sanity Checks for STIR For high values of STIR , intuitively we would expect the

representations of the model we're evaluating (m2) to have similar representations on IRIs ,

i.e. m2(X ) � m2(X 0). Since IRIs , by construction, have similar representation on the reference

2trained using̀ 2 threat model with� = 1 :0, see [1] for more details
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model (m1), we expect the predictions ofm2 on X 0 (pred(m2(X 0)) to agree with predictions of

m1 on X 0 (pred(m1(X 0)). Similarly, for low STIR values, we'd expect less agreement between

pred(m1(X 0)) and pred(m2(X 0)). We see that this relationship holds as lower STIR values for

m(Vanilla)
1 andm(Vanilla)

2 also correspond to less agreement in their predictions onX 0 and higher

STIR values form(AT)
1 andm(AT)

2 correspond to higher agreement in their predictions (as shown

in the right of each row of Table 5.1). To further corroborate that the estimate of shared invariance

given by STIR is justi�ed in being lower for (m(Vanilla)
1, m(Vanilla)

2) than (m(AT)
1, m(AT)

2), we

generatecontroversial stimuli[148] for both pairs of models. Details of how to generate these

can be found in the Appendix D.3. We �nd that indeed it's signi�cantly easier to generate

controversial stimuli for (m(Vanilla)
1, m(Vanilla)

2) than for (m(AT)
1, m(AT)

2) (see Appendix D.3 for

the results).

STIR adv shows that in the worst case, there are almost no shared invariances.When

measuring shared invariance in the worst case (using STIRadv, Eq 5.7), we see that even in the

case ofm(AT)
1 andm(AT)

2 the shared invariance drops close to0. This is shown in the second row

of Table 5.1. Thus, for the rest of the chapter we focus on STIR measured using arbitrary IRIs ,

since STIRadv gives a very pessimistic estimate of shared invariance and thus is not useful in

comparing models.

STIR brings out nuance through directionality. When comparing across training types,

e.g. (m(AT)
1, m(Vanilla)

2), we �nd that directionality of STIR is able to show that invariances of

m(Vanilla)
2 are not well captured bym(AT)

1 (indicated by the low value of STIR(m(Vanilla)
1 j m(AT)

2)).

However, STIR(m(AT)
2 j m(Vanilla)

1) is much higher. We posit that models trained using AT have a

“superior” set of invariances and do not possess “bad” invariances that models trained using the

vanilla loss exhibit. Thus, when evaluating IRIs from a Vanilla model on a model trained using
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AT – one can expect lower shared invariance than in the other direction. STIR can capture these

nuances in comparison between models because of its directionality. Measures of representation

similarity (Sr ) like CKA do not offer any such insights, since they're not directional.

5.4 Using STIR to Analyze Model Updates

One motivation for a shared invariance measure like STIR , as mentioned in Section 5.1,

is to monitor how different models “align” with each other. This can then be used to analyze

if updates to a model lead to the preservation of invariances learned before the update. We �rst

show that STIR can capture relative differences between model invariances and then use STIR to

analyze a simulated model update scenario where we incrementally add more training data.

5.4.1 STIR Captures Relative Robustness

We demonstrate that STIR can capture differences between models of varying degrees

of robustness. We know that increasing adversarial robustness increases invariance to`p ball

perturbations. Thus, by construction, if a modelm1 has higher adversarial robustness than

another modelm2, then invariances ofm1 should be “superior” to those ofm2 and hence we

should see STIR(m2jm1) > STIR (m1jm2). To empirically test this, we construct three models

with varying degrees of adversarial robustness: a model trained using the vanilla crossentropy

loss (0%), a model trained using adversarial training (AT) with the usual 10 iterations used to

solve the inner maximization of AT [1] (51:5%), and a model trained using AT but with only 1

iteration in the inner maximization loop, which gives adversarial robustness somewhere in the

middle (34:6%). Table 5.2 shows comparison between these three models and con�rms that

92



Table 5.2: ITERS is the number of iterations in the inner loop of Adversarial Training (AT).
Each cell shows STIR(mj jmi ) wheremj is the model on the column andmi is the model on the
row. CKA numbers are shown in (). The three models have robust accuracies (measured under
`2; � = 1) such thatAT; IT = 10 > AT; IT = 1 > Vanilla.

AT

IT=10

AT

IT=1
VANILLA

AT IT =10

ROB: 51:5� 0:6

CLEAN : 80:4� 0:4

—
0:93� 0:01

(0:89� 0:02)

0:51� 0:01

(0:56� 0:01)

AT IT =1

ROB: 34:6� 0:6

CLEAN : 87:2� 2:1

0:86� 0:02

(0:89� 0:02)
—

0:52� 0:01

(0:64� 0:00)

VANILLA

ROB: 0:0� 0:0

CLEAN : 95:0� 0:1

0:41� 0:02

(0:56� 0:01)

0:34� 0:05

(0:64� 0:00)
—

STIR (m2jm1) > STIR (m1jm2) if adversarial robustnessm1 > m 2 (measured here by robust

accuracy).

5.4.2 Updating Models With More Data

Models deployed in the real world are continuously updated with more data. In such cases,

it may be crucial to understand how a model update at a given timestep shares invariance with the

model at the previous timestep. To simulate such a scenario, we train a ResNet18 on CIFAR10

where at each timestep, we add5k training samples,i.e., at timestepst = 0; 1; :::; T, we train the

model on5k; 10k; :::; 45k samples (we keep5k samples for a holdout validation set). At each

timestep, we train for 100 epochs. Figure 5.1 shows how STIR(mt jmt � 1) (and STIR(mt � 1jmt ))

changes as we progressively add more data. Heremt is the model at a given timestep andmt � 1

is the model on the previous timestep. For both AT and Vanilla loss we see STIR(mt jmt � 1) and
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STIR (mt � 1jmt ) increase as we add more data. We also see that after a certain amount of data the

STIR scores plateau – thus indicating that adding more data has diminishing returns for shared

invariance.

5.5 Evaluating the Impact of Design Choices on Shared Invariance using STIR

A lot of research effort has been dedicated to �nding architectures, training schemes, and

datasets that produce more correct (i.e. accurate) models. However, the effect that these design

choices have on the relative invariance of models is still not properly understood. In this section,

we leverage STIR to investigate the effect that the various choices in the training pipeline have on

shared invariances between models. All evaluations of STIR in this section are performed using

the CIFAR10 dataset. See Appendix D.2 for additional details.

5.5.1 Role of Different Random Initialization, Different Training Datasets

Random Initializations [183] �nd that the same architecture trained from two different

random initializations should converge to highly similar representations,i.e.layerk in both models

has high similarity. We �nd that this is not necessarily the case for shared invariances. Fig. 5.2

((a)) Standard Training ((b)) Adv Training

Figure 5.1: Adding more training data for (x-axis) leads to a monotonic increase in STIR between
the model at a given timestep (mt ) and the previous timestep (mt � 1) (in both directions).
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((a)) 2 ResNet18 with different
init, Vanilla

((b)) 2 ResNet18 with different
init, AT

((c)) 2 VGG16 with different
init, Vanilla

((d)) 2 VGG16 with different
init, AT

Figure 5.2: [Role of Random Initialization; CIFAR10] For models trained using the Vanilla
crossentropy loss, we �nd that only initial layers have high shared invariances. However, when
the training procedure explicitly introduces invariances (e.g.adversarial training), then all layers
converge to having similarly high shared invariances. Similar trends also hold for deeper variants
of ResNet and VGG (results in Appendix D.4).

((a)) m1 = ResNet18 on CIFAR10 w Vanilla
Loss
m2 = ResNet18 on CIFAR100 w Vanilla Loss

((b)) m1 = ResNet18 on CIFAR10 w AT
m2 = ResNet18 on CIFAR100 w AT

Figure 5.3:[Different Datasets; ResNet18 on CIFAR10 and CIFAR100]Similar to the �nding
of [7] we �nd that across datasets, initial layers tend to have more shared invariances. However,
we also �nd that shared invariances increase substantially for all layers with adversarial training
(AT).
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Figure 5.4:[Different Architectures, Penultimate Layer Shared Invariances; CIFAR10] We
�nd that in general ResNets have high shared invariances when trained using the same loss, but
this shared invariance drops across training types. We also see that with AT, even models with
different architectures converge to high shared invariances.

((a)) AT (m1) TRADES (m2) ((b)) AT (m1) MART (m2) ((c)) TRADES (m1) vs MART
(m2)

Figure 5.5: [Different Types of Adversarially Robust Training; ResNet18 on CIFAR10]
Comparing same model trained using 3 different adversarial training variants: AT [1],
TRADES [8] and MART [9]. While these methods are geared towards the same goal of achieving
invariance tò p perturbations, we �nd that other than TRADES and AT, these methods in fact do
not have very high shared invariance (as opposed to similarity between two ResNet18s trained
using AT, which have much higher values of shared invariance as shown in Fig. 5.2(b)). This
shows that these methods achieve resistance to`p ball attacks in very different ways.

shows results for two ResNet18 (different random initialization) and two VGG16 (different

random initialization) models trained on CIFAR10 using the vanilla crossentropy loss and adversarial

training. We see that models trained with vanilla loss (Fig. 5.2(a) & 5.2(c)), later layers have
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lower shared invariances than initial layers, indicated by a negative slope of lines of best �t. A

similar result showing high variance between two classi�ers trained with vanilla loss that differ

only in their random initialization has been observed for NLP models as well [184], albeit for

post-hoc explanations. This suggests a possibly interesting connection between shared invariance

and post-hoc explanations which we leave for future work. However, with adversarial training,

both initial and �nal layers converge to (almost) similarly high levels of shared invariances

(indicated by �atter lines of �t in Fig. 5.2(b) & 5.2(d)). Thus, we conclude that when training from

different random initializations, training procedures that explicitly introduce invariance (such as

adversarial training) make each layer of two differently initialized models converge to similar

shared invariances.

DatasetsFor the same architecture (ResNet18) trained on different datasets (CIFAR10 and

CIFAR100), we evaluate the shared invariances between each of the corresponding layers. We

�nd that in general, initial layers tend to have higher shared invariances, as indicated by the

negative slope of the line of best �t in Fig. 5.3. Interestingly, [7] also had a similar observation

when measuring similarity for models trained on different datasets. Additionally, we see that

shared invariance increases substantially (for all layers) when these models are trained using

adversarial training, similar to the random initialization case, even though the training here is

performed on different datasets. We see similar trends for other architectures too (results in

Appendix D.4).
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5.5.2 Different Architectures, Penultimate Layer

We train ResNet18, ResNet34, VGG16 and VGG19 with two different random seeds and

using both the vanilla loss and adversarial training (AT). We then compute the shared invariances

across all these con�gurations of models (for the penultimate layer of each model) as shown in

Fig. 5.4.

We �nd that in general, architectures with residual connections (ResNet18 and ResNet34)

have high shared invariances amongst themselves, as indicated by high values of STIR amongst

ResNets (for both vanilla and AT).

5.5.3 Different Adversarial Training Methods

As observed in Fig. 5.4, models trained with AT generally have higher values of STIR amongst

them than models trained using the vanilla loss. This raises a natural question: does high

STIR between models hold for any kind of training that makes models robust to`p ball perturbations?

To test this, we train a ResNet18 on CIFAR10 using 3 distinct training losses, all of which

have been shown to be highly robust to`p ball perturbations: Adversarial Training (AT) [1],

TRADES [8] and MART [9]. TRADES and MART contain an additional hyperparameter�

that is used to trade-off between accuracy and adversarial robustness. We use� = 0:1 for our

experiments, and additional details can be found in Appendix D.2. All 3 of these ResNets achieve

similar clean and robust accuracy.

Surprisingly, we �nd that models trained using these methods only have mild levels of

shared invariance, as indicated by lines of best �t around0:5 (see Fig. 5.5). This is in contrast

to the case of two ResNet18s trained using AT (see Fig. 5.2(b)) which leads to very high shared
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invariance. This shows that the differences shown in Fig. 5.5 are not due to stochasticity in

training but rather due to the training methods themselves. Thus, while all of these methods

achieve the same goal of robustness in an`p ball, they achieve so in very different ways. We see

similar trends for other architectures too (results in Appendix D.4).

In summary, we �nd that shared invariance between models tends to decrease with increasing

layer depth and adversarial training signi�cantly increases the degree of shared invariance. Models

with architectures using residual connections exhibit a higher degree of shared invariance, whereas

different methods of adversarial training do not necessarily lead to models with the same shared

invariances.

5.6 Related Work

Comparing Representations.A number of papers have proposed methods for measuring the

similarity of representations in deep neural networks [7, 162–166]. Our invariance measure

leverages CKA [7], however, we discuss in Sections 5.3.2 and 5.3.3 why the existing metrics

themselves are unsuitable for measuring shared invariances between models. Recent work has

identi�ed a lack of consistency between existing similarity measures and proposed a measure

that is consistent [167]. However, their proposed measure also measures similarity and does not

take into account the invariances. It can thus be used in conjunction with our proposed measure,

but not replace it for measuring invariance. There has been work on measuring shared invariance

between NN representations and (black box) humans [185,186], however, we consider a different

problem of shared invariances between two NNs.

Understanding Representations.A lot of work on scrutinizing representations has been geared
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towards improving the interpretability of neural networks [124,138,187–189]. We're particularly

inspired by representation inversion [124,189] which is a key component of our proposed measure.

However, while the goal of all of these works is to be able to make a neural network more

interpretable to humans,i.e. to enable qualitative judgments about the network's behavior, our

goal is to instead measure the degree of shared invariance between any two models,i.e. to make

quantitative statements. Recent work has used model stitching to compare representations [190],

but it is focused on better understanding of learned representations, rather than measuring robustness.

[191] de�ne disentanglement in representation learning by leveraging the concept of invariance.

Their work, however, only provides a de�nition of disentanglement and no measure for the degree

of invariance.

Robustness. Our work takes inspiration from many works on adversarial [1, 91, 134, 140],

natural [173, 174] and distributional [127, 128, 192] robustness. However, in all these works,

the reference model is (implicitly) assumed to be a human and the goal is to make a neural

network follow the invariances of a human. In our work, we explicitly characterize the reference

model, which can be another neural network, that allows us to unify all the different notions of

robustness.

5.7 Conclusion

We proposed a directional measure of shared invariance between representations that takes

into account the invariances of the model that generated these representations. We showed

how our measure faithfully estimates shared invariances where existing representation similarity

methods may fail. Furthermore, we showed how our measure can be used to derive interesting

100



insights about deep learning. It will be interesting to explore this direction further in future

work, revisiting earlier analysis based on previous representation similarity approaches [177,

180]. Another interesting avenue to explore is how our measure can be used during training to

encourage one model to follow similar invariances to another. This could be helpful to update

a neural network in safety-critical applications by ensuring that the new network maintains the

invariances of the original model.
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Chapter 6: Explainability: Diffused Redundancy

I like nonsense; it wakes up the

brain cells.

Dr. Seuss

Representations learned by pre-training a neural network on a large dataset are increasingly

used successfully to perform a variety of downstream tasks. In this work, we take a closer look at

how features are encoded in such pre-trained representations. We �nd that learned representations

in a given layer exhibit a degree ofdiffuse redundancy, i.e., any randomly chosen subset of

neurons in the layer that is larger than a threshold size shares a large degree of similarity with the

full layer and is able to perform similarly as the whole layer on a variety of downstream tasks.

For example, a linear probe trained on20%of randomly picked neurons from the penultimate

layer of a ResNet50 pre-trained on ImageNet1k achieves an accuracy within5% of a linear

probe trained on the full layer of neurons for downstream CIFAR10 classi�cation. We conduct

experiments on different neural architectures (including CNNs and Transformers) pre-trained

on both ImageNet1k and ImageNet21k and evaluate a variety of downstream tasks taken from

the VTAB benchmark. We �nd that the loss & dataset used during pre-training largely govern

the degree of diffuse redundancy and the “critical mass” of neurons needed often depends on

the downstream task, suggesting that there is a task-inherent redundancy-performance Pareto
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frontier. Our �ndings shed light on the nature of representations learned by pre-trained deep

neural networks and suggest that entire layers might not be necessary to perform many downstream

tasks. We investigate the potential for exploiting this redundancy to achieve ef�cient generalization

for downstream tasks and also draw caution to certain possible unintended consequences. Our

code is available athttps://github.com/nvedant07/diffused-redundancy .

6.1 Introduction

Over the years, many architectures have been proposed (such as [118, 119, 193]) that

achieve competitive accuracies on many benchmarks [74]. A key reason for the success of these

models is their ability to learn useful representations of data [126]. While these models continue

to get better, understanding the properties of underlying learned representations continues to be

a challenge.

Prior works have attempted to understand representations learned by deep neural networks

through the lens of mutual information between the representations, inputs, and outputs [194] and

hypothesize that neural networks perform well because of a “compression” phase where mutual

information between inputs and representations decreases. Additionally, recent works have found

that many neurons arepolysemantic, i.e., one neuron can encode multiple “concepts” [139,

195], and that one can then train sparse linear models on such concepts to do “explainable”

classi�cation [196]. However, it is not well understood if or how extracted features are concentrated

or spread across the entire representation.

While the length of the feature vectors extracted from state-of-the-art networks1 can vary

1Extracted features for the purpose of this chapter refers to the representation recorded on the penultimate layer,
but the larger concept applies to any layer
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Table 6.1: Different model architectures with varying penultimate layer lengths trained on
ImageNet1k. WRN50-2 stands for WideResNet50-2. Implementation of architectures is taken
from timm [2]. Diffused redundancy here measures what fractions of neurons (randomly picked)
can be discarded to achieve within� = 90% performance of the full layer.

Model
Feature

Length

ImageNet1k

Top-1 Accuracy

Diffused Redundancy for� = 0:9

CIFAR10 CIFAR100 Flowers Oxford-IIIT-Pets

ViT S-16 384 64:82% 0.70 0.50 0.50 0.80

ViT S-32 384 55:73% 0.70 0.50 0.50 0.70

ResNet18 512 69:23% 0.80 0.50 0.50 0.90

ResNet50 2048 80:07% 0.90 0.50 0.20 0.90

WRN50-2 2048 77:00% 0.95 0.80 0.50 0.95

VGG16 4096 73:36% 0.95 0.80 0.80 0.95

greatly, their accuracy on downstream tasks are not correlated to the size of the representation

(see Table 6.1), but rather depend mostly on the inductive biases and training recipes [197,198].

In all cases, the size of extracted feature vector (i.e. number of neurons) is orders of magnitude

less than the dimensions of the input and thus allows for ef�cient transfer to many downstream

tasks [125, 199–201]. We show that even using arandomsubset of these extracted neurons is

enough to achieve downstream transfer accuracy close to that achieved by the full layer, thus

showing that learned representations exhibit a degree ofdiffused redundancy(Table 6.1).

Early works in perception suggest that there are many redundant neurons in the human

visual cortex [202] and some later works argued that a similar redundancy in arti�cial neural

networks should help in faster convergence [203]. In this chapter, we revisit redundancy in the

context of modern DNN architectures that are trained on large-scale datasets. In particular, we

propose thediffused redundancy hypothesis and systematically measure its prevalence across

different pre-training datasets, losses, model architectures, and downstream tasks. We also show
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how this kind of redundancy can be exploited to obtain desirable properties such as generalization

performance but at the same time draw caution to certain drawbacks of such an approach in

increasing disparity in inter-class performance. We highlight the following contributions:

• We present the diffused redundancy hypothesis which states that learned representations

exhibit redundancy that is diffused throughout the layer,i.e., manyrandom subsets(of

suf�cient size) of neurons can perform as well as the entire layer. Our work aims to better

understand the nature of representations learned by DNNs.

• We present an initial analysis of why diffused redundancy exists in deep neural networks,

we show that a randomly chosen subset of neurons of sizek performs as well as the

projection of the entire layer on the �rstk principal components. Intuitively this means that

in DNNs' representations,manyrandom subsets of sizek roughly capture all the variation

in data that is possible withk dimensions (since PCA represents directions of maximum

variance).

• We propose a measure of diffused redundancy and systematically test our hypothesis across

various architectures, pre-training datasets & losses, and downstream tasks.

– We �nd that diffused redundancy is signi�cantly impacted by pre-training datasets &

loss and downstream datasets.

– We �nd that models that are explicitly trained such that particular parts of the full

representation perform as well as the full layer,i.e., these models havestructured

redundancy(e.g. [10]), also exhibit a signi�cant amount of diffused redundancy.

Further, we also evaluate models trained with regularization that decorrelates activation
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of neurons and again �nd that these regularizations surprisinglydo notaffect diffused

redundancy. These results suggest that this phenomenon is perhaps inevitable when

DNNs have a wide enough �nal layer.

– We quantify the degree of diffused redundancy as a function of the number of neurons

in a given layer. As we reduce the dimension of the extracted feature vector and re-

train the model, the degree of diffused redundancy decreases signi�cantly, implying

that diffused redundancy only appears when the layer is wide enough to accommodate

redundancy.

• Finally we draw caution to some potential undesirable side-effects of exploiting diffused

redundancy for ef�cient transfer learning that have implications for fairness.

6.1.1 Related Work

Closest to our work is that of Dalvi et al. [204] who also investigate neuron redundancy

but in the context of pre-trained language models. They analyze two language models and

�nd that they can achieve good downstream performance with a signi�cantly smaller subset of

neurons. However, there are two key differences to our work. First, their analysis of neuron

redundancy uses neurons from all layers (by concatenating each layer), whereas we show that

such redundancy exists even at the level of a single (penultimate) layer. Second, and perhaps

more importantly, they use feature selection to choose the subset of neurons, whereas we show

that features are diffused throughout and that even arandompick of neurons suf�ces. Our work

also differs by analyzing vision models (instead of language models) and using a diverse set of 30

pre-trained models (as opposed to testing only two models) which allows us to better understand
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the causes of such redundancy.

Ef�cient Representation Learning These works aim to learn representations which are “slim”,

with the goal of ef�cient deployment on edge devices [205–207]. Recently proposed paradigm

of Matryoshka Representation Learning[10] aims to learn nested representations where one can

perform downstream tasks with only a small portion of the representation. The goal of such

representations is to allow quick, adaptive deployment without having to perform multiple, often

expensive, forward passes. These works could be seen as inducingstructured redundancyon

the learned representations, where pre-speci�ed parts of the representation are made to perform

similar to the full representation. Our work, instead, aims to look atdiffused redundancythat

arises naturally in the training of DNNs. We carefully highlight the tradeoffs involved in exploiting

this redundancy.

Pruning and CompressionMany prior works focus on pruning weights [208–214] and how it

can lead to sparse neural networks with many weights turned off. Our focus, however, is on

understanding redundancy at the neuron level, without changing the weights. Work on structured

pruning is more closely related to our work [215,216], however, a key focus of these works is to

prune channels/�lters from convolution layers. Our work is more focused on understanding the

nature of learned features and is more broadly applicable to all kinds of layers and models. We

additionally focus on randomly pruning neurons, whereas structured pruning methods perform

magnitude or feature-selection-based pruning.

Explainability/Interpretability Many works aim to understand learned representations with the

goal of better explainability [124, 138, 139, 187, 195, 217–219]. Two works in this space are

especially related to our work: sparse linear layers [196] which show that one can train sparse

linear layers on top of extracted features from DNNs; and concept bottleneck models [220] which
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explicitly introduce a layer in which each neuron corresponds to a meaningful semantic concept.

Both these works explicitly optimize for small/sparse layers, whereas our work shows that similar

“small” layers already exist in pre-trained networks, and in fact, can be found simply with random

sampling.

Understanding Deep LearningA related concept is that of instrinsic dimensionality of DNN

landscapes [221]. Similar to our work, intrinsic dimensionality also requires dropping random

parameters (weights) of the network. We, however, are concerned with dropping individual

neurons. Other works on understanding deep learning [194,222] have also looked at the learned

features, however, none of these works analyze the redundancy at the neuron level. Another

related phenomenon to diffused redundancy is that of neural collapse [223], which states that

representations of the penultimate layer “collapse” toK points (whereK = number of classes in

the pre-training dataset). This implies that for perfectly collapsed representations we need to store

just enough information in the �nal layer activations to be able to representK different points. We

interestingly show that this information is spread throughout the layer with a signi�cant degree

of redundancy.

6.2 The Diffused Redundancy Phenomenon

Prior observations about acompressionphase [194] and neural collapse [223] suggest that

the representations need not store a lot of information about the input. These �ndings imply that

all neurons in a learned representation might not be necessary to capture all the information in a

particular layer. Extending these observations, we propose thediffused redundancyhypothesis:
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((a)) Downstream Acc; Standard ((b)) Diff. Redundancy; Standard

((c)) Downstream Acc; AT ((d)) Diff. Redundancy; AT

((e)) CKA; Standard ((f)) CKA; AT

Figure 6.1: [Testing For Diffused Redundancy in ResNet50 Pre-trained on ImageNet1k]
Top: transfer accuracies + Diffused Redundancy (DR) measure (Eq 6.1) on different downstream
datasets, dotted horizontal line shows accuracy obtained using the full layer. We see that accuracy
obtained using parts of representation varies greatly with pre-training loss (much more diffused
redundancy in Adversarially Trained (AT) ResNet), but also depends on the downstream dataset.
Bottom: comparing CKA between a randomly chosen fraction of neurons to the whole layer.
Here we evaluate CKA on samples from different datasets and �nd that similarity of a subset
of layer rapidly increases, reaching a similarity of greater than90%on the adversarially trained
ResNet with only10%randomly chosen neurons. Values are averaged over 5 random picks and
error bars show std. dev.

Learned features are diffused throughout a given layer with redundancy such that there exist

many randomly chosen subsets of neurons that can achieve similar performance to the whole

layer for a variety of downstream tasks.
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Note that our hypothesis has two related but distinct parts to it: 1) redundancy in learned

features, and 2) diffusion of this redundancy throughout the extracted feature vector.Redundancy

refers to features being replicated in parts of the representation so that one can perform downstream

tasks with parts of representation as well as with the full representation.Diffusionrefers to this

redundancy being spread all over the feature vector (as opposed to being structured),i.e., many

random subsets (of suf�cient size) of the feature vector perform equally well.

In order to evaluate theredundancypart of the diffused redundancy hypothesis we use

two tasks: 1) representation similarity between randomly chosen subsets of a representation with

the whole representation, and 2) transfer accuracy on out-of-distribution datasets (using a linear

probe) of randomly chosen subsets of the representation compared to the whole representation.

To estimatediffusion, we run each check for redundancy over multiple random seeds and plot the

standard deviation over these runs.

Representation Similarity of Part vs Whole Centered Kernel Alignment (CKA) is a widely

used representation similarity measure and takes in two representations ofn data pointsZ 2

Rn� d1 andY 2 Rn� d2 and gives a similarity score between 0 and 1 [7]. Intuitively, CKA (with

linear kernel, see Appendix E.1 for details about CKA) measures if the two representations rank

then points similarly (where similarity is based on cosine distances). For a given neural network

g andn samples drawn from a given data distribution,i.e., X � D , let g(X ) be the (penultimate)

layer representation. Ifm is a boolean vector representing a subset of neurons ing(X ), then we

aim to measure CKA(m � g(X ); g(X )) to estimate how much redundancy exists in the layer.

If indeed CKA(m � g(X ); g(X )) is high (i.e. close to 1) then it's a strong indication that the

diffused redundancy hypothesis holds.

Downstream Transfer Performance of Part vs WholeA commonly used paradigm to measure
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the quality of learned representations is to measure their performance on a variety of downstream

tasks [199, 224]. Here, we attach a linear layer (h) on top of the extracted features of a network

(g) to do classi�cation. This layer is then trained using the training dataset of the particular task

(keepingg frozen). If features were to be diffused redundantly then accuracy obtained usingh� g,

i.e.linear layer attached to the entire feature vector, should be roughly the same ash0 � (m � g);

wherem is a boolean vector representing a subset of neurons extracted byg, andh & h0 are

independently trained linear probes.

For both tasks,i.e. representation similarity and downstream transfer performance, we

evaluate on CIFAR10/100 [113], Oxford-IIIT-Pets [225] and Flowers [226] datasets, from the

VTAB benchmark [224]. Training and pre-processing details are included in Appendix E.2.

Measure of Diffused RedundancyIn order to rigorously test our hypothesis, we de�ne a measure

of diffused redundancy (DR) for a given model (g) with M being a set of all possible boolean

vectors of sizejgj, i.e.size of the representation extracted fromg. Each vectorm 2 M represents

a possible subset of neurons from the entire layer. This measure is de�ned on a particular task

(T) as follows:

DR(g; T; �) = 1 �
min f ; s.t. 1

jM f j

P
m2M f

T (m� g)
T (g) � �

jgj
; (6.1)

M f =
�

m 2 Mj
P

i mi = f ; m 2 f 0; 1gjgj
	

HereT(:) denotes the performance of the model inside() for the particular task and� is a

user-de�ned tolerance level. For the task of representation similarityT(m� g) is CKA between a

subset of neurons denoted bym � g andg, andT(g) is always 1, since it denotes CKA betweeng

andg. For downstream transfer performance,T(m � g) is the test accuracy obtained by training

111



a linear probe on the portion of representation denoted bym � g andT(g) is the test accuracy

obtained using the full representation. For� = 1, this measure tells what fraction of neurons

could be discarded to exactly match the performance of the entire set of neurons. A higher value

of DR denotes that only a few random neurons were needed to match the task performance of

the full set of neurons, and thus indicates higher redundancy. SinceM contains an exponential

number of vectors (2jgj), precisely estimating this quantity is hard. Thus, we �rst choose a fewf

(number of neurons to be chosen) to de�ne subsets ofM . Then for eachM f we randomly select

5 samples.

6.2.1 Prevalence of Diffused Redundancy in Pre-Trained Models

Figure 6.1 checks for diffused redundancy in the penultimate layer representation of two

types of ResNet50 pre-trained on ImageNet1k: one using the standard cross-entropy loss and

another trained using adversarial training [1] (with`2 threat model and� = 3) 2. We check

for diffused redundancy using both tasks of representation similarity and downstream transfer

performance.

RedundancyThis is indicated along the x-axis of Fig 6.1,i.e., redundancy is shown when some

small subset of the full set of neurons can achieve almost as good performance as the full set of

neurons. When looking at downstream task performance (Figs 6.1(a)&6.1(c)), in order to obtain

performance within some� % of the full layer accuracy (dotted lines), the fraction of neurons

that can be discarded are task-dependent,e.g. across both training types we see that �owers

(102 classes) and CIFAR100 (100 classes) require more fraction of neurons than CIFAR10 (10

2We also report results for`1 ; � = 4=255in Appendix E.4 and generally �nd that thè2 models exhibit higher
diffused redundancy. We choose to study adversarially robust models since they've been shown to transfer better [6].
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classes) and oxford-iiit-pets (37 classes), perhaps because both these tasks have more classes.

Additionally, across all datasets, the model trained with adversarial training exhibits more diffused

redundancy than the one trained with standard loss (Fig 6.1(d)& 6.1(b) respectively), meaning

we can discard far more neurons for the adversarially trained model to reach close to the full

layer accuracy. Interestingly when looking at CKA between part of the feature vector with the

full extracted vector (Figs 6.1(e)&6.1(f)), we do not see a signi�cant difference in trends when

evaluating CKA on samples from different datasets. However, we still see that we can achieve a

given level of CKA with far fewer fraction of neurons in the adversarially trained ResNet50 as

compared to the usually trained ResNet50.

DiffusedRedundancyThis is indicated by small error bars in Figs 6.1(a)&6.1(c)&6.1(e)&6.1(f).

If redundancy were instead very structured, then different random picks of neurons would have

high variance, however, the error bars here are very low, showing that performance is very stable

across different random picks, thus indicating that redundancy is diffused throughout the layer.

While both tasks of downstream transfer and CKA between part and whole indicate higher

diffused redundancy for the adversarially trained model, we see that downstream transfer performance

can differ substantially based on the dataset (while CKA remains fairly stable across the same

datasets), indicating that downstream performance turns out to be a “harder” test for diffused

redundancy. Thus, in the rest of the chapter, we examine diffused redundancy through the lens of

downstream transfer performance and include CKA results in Appendix E.1.
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Figure 6.2:[Random Projection (dotted) vs Randomly Choosing Neurons (solid)]Standard
(top) vs Adversarial (bottom) Training. We �nd that diffused redundancy performs signi�cantly
better than random projections. This indicates that the “constrained” projection offered by
diffused redundancy is crucial in achieving good downstream performance.

6.2.2 Understanding WhyManyRandom Subsets Work

Many prior works explicitly train models to have “small” representations (e.g. [10, 205–

207] with the goal of ef�cient downstream learning. These works show that, when explicitly

optimized, networks can perform downstream classi�cation with fewer neurons than typically

used in state-of-the-art architectures. We show, however, that such subsets already exist in models

that arenot explicitly trained for this goal, and in fact, one doesn't even have to try hard to �nd

this subset; it can berandomlychosen. Later in section 6.3.3 we compare some of these ef�cient

representation learning methods to randomly chosen subsets and carefully analyze the tradeoffs

involved. Here, however, we seek to better understand why there exist so many randomly selected

subsets that work just as well as the whole layer.

High CKA between two random subsets of the same size.First, we use representation

similarity (CKA) [7] to get a sense of how two random picks of neurons (of the same size) relate

to each other. Concretely, we calculate CKA between two random picks ofk% neurons in the

penultimate layer (averaged over 10 such randomly picked pairs) on samples taken from different
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datasets. Fig 6.3(a) & 6.3(b) show CKA results averaged over these different picks of pairs of

subsets of the full set of neurons. We see that after picking a certain threshold,i.e. for a large

enough value ofk, the similarity between any two randomly picked pairs of heads is fairly high.

For example, for the adversarially trained ResNet50 (Fig 6.3(b)), we observe that any10%of

neurons picked from the penultimate layer are highly similar (CKA of about0:8), with very low

error bars. A similar value of CKA is obtained with20%of neurons for the standard ResNet50

model. These results indicate that, given a suf�cient size, picking any random subset of that size

((a)) Standard Training; CKA between two
random subsets

((b)) Adversarial Training; CKA between two
random subsets

((c)) Standard Training; PCA top (dotted) and
bottom (dashed)

((d)) Adversarial Training; PCA top-k (dotted)
and bottom-k (dashed)

Figure 6.3: [Why Many Random Subsets Work] (6.3(a)& 6.3(b)) Similarity between any
two randomly picked sets ofk% neurons becomes fairly high (for a “critical mass” ofk%),
thus showing that any random pick beyond this threshold is likely to perform similarly;
(6.3(c)& 6.3(d)) Performance of a linear probe trained for a downstream task on randomly
chosen neurons (solid lines) closely follows that of a linear probe trained on a projection on
topk principal components (dotted lines) for a suf�ciently large value ofk.
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has very similar representations and thus provides an initial intuition for why almostanyrandom

subset, with high probability, could work equally well.

Downstream performance onk randomly chosen neurons closely follows performance

on top k principal components. While high representation similarity is a necessary condition

for two representations to have similar downstream performance, it's not a suf�cient one. As

seen earlier in Fig 6.1, similar values of CKA can still show different downstream accuracy.

Thus, to further understand why any random pick of neurons achieves similar accuracy, we

compare a randomly chosen subset of neurons with a projection on the same number of topk

principal components. Fig 6.3(c)& 6.3(d) shows that the performance of a linear probe trained

on a random subset of neurons initially lags behind the top PCA dimensions for small values of

k(< 20%), but for higher values (> 20%) closely follows the performance on a probe trained on

the projection on the same number of top principal components. This indicates that a suf�ciently

sized random subset of sizek (roughly) captures the maximum variance in data that can be

captured ink dimensions (upper bound by topk principal components since they are designed

to capture maximum variance). As a sanity check, we also show the results for the bottomk

principal components (directions of least variance) and see that randomly chosen neurons perform

signi�cantly better.

Random projections into lower dimensions do not perform well on downstream tasks.

The presence of diffused redundancy in a particular layer indicates that a dimension lower than

the layer's size suf�ces to perform many downstream tasks. However, randomly sampling neurons

(as we do in our experiments on diffused redundancy) can be seen as one very particular way of

reducing dimension that is restricted by what the network has learned. This raises a natural

question, would our observation extend to less restricted ways of reducing dimensions? To
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test this, we compare diffused redundancyi.e., a linear probe trained on a random sample of

k neurons to a linear probe trained on a random projection of the layer's activations. To project

a d dimensional layer into a lower dimension (k) we multiply it by a (normalized) randomly

sampled matrix from a normal distributionRd� k . We report our results over 5 seeds in Fig 6.2

and �nd that diffused redundancy signi�cantly outperforms random projection.

6.3 Factors In�uencing The Degree of Diffused Redundancy

((a)) CIFAR10 ((b)) CIFAR100

((c)) Flowers ((d)) Oxford-IIIT-Pets

Figure 6.4:[Comparisons Across Architectures For Downstream Task Accuracy]All models
shown here are pre-trained on ImageNet1k. We see that diffused redundancy exists across
architectures, and the trend observed in Figure 6.1(c) & 6.1(a) regarding adversarially trained
models also holds here as models' curves that are more “inside” are the ones trained with standard
loss.

In order to better understand the phenomenon of diffused redundancy we analyze 30 different
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pre-trained models, with different architectures, pre-training datasets and losses. We then evaluate

each model for transfer accuracy on 4 datasets mentioned in Section 6.2. While all results in this

section are on the penultimate layer, we also report results on intermediate layers in Appendix E.5

and �nd similar trends of diffused redundancy. All details for reproducibility can be found in

Appendix E.2.

Architectures We consider VGG16 [118], ResNet18, ResNet50, WideResNet50-2 [119], ViT-

S16 & ViT-S32 [193]. Additionally, we consider ResNet50 with varying widths of the �nal layer

(denoted byResNet50_ffx where x denotes the number of neurons in the �nal layer).

Upstream DatasetsImageNet-1k & ImageNet-21k [74].

Upstream LossesStandard cross-entropy, adversarial training (`2 threat model,� = 3 and

`1 threat model,� = 4=255 3) [1], MRL Loss [10], DeCov [227], and varying strengths of

dropout [228].

Downstream DatasetsCIFAR10/1000, Oxford-IIIT-Pets, and Flowers, same as Section 6.2.

Additionally, we also report performance on harder datasets such as ImageNetv2 [127] and

Places365 [229] in Appendix E.6. For all analyses in this section, we also report corresponding

approximations forDR (Eq 6.1) in Appendix E.4.

6.3.1 Effects of Architecture, Upstream Loss, Upstream Datasets, and Downstream

Datasets

Extending the analysis in Section 6.2, we evaluate the diffused redundancy hypothesis on

other architectures. Fig 6.4 shows transfer performance for different architectures. All architectures

shown in Fig 6.4 are trained on ImageNet1k. We �nd that our takeaways from Section 6.2 also
3Results for̀ 1 robust models can be found in Appendix E.4
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((a)) CIFAR10 ((b)) CIFAR100

((c)) Flowers ((d)) Oxford-IIIT-Pets

Figure 6.5: [Comparison Across Upstream Datasets]We see that degree of diffused
redundancy depends a great deal on the upstream training dataset, in particular, models trained
on ImageNet21k exhibit a higher degree of diffused redundancy, although the differences in the
degree of diffused redundancy are downstream task dependent

extend to other architectures.

Fig 6.5 compares two instances each of ViT-S16 and ViT-S32, one trained on a bigger

upstream dataset (ImageNet21k) and another on a smaller dataset (ImageNet1k)

Note that the nature of all curves in both Figs 6.4&6.5 highly depends on downstream

datasets. This is also consistent with the initial observation of Section 6.2 about diffused redundancy

being downstream dataset dependent. Additionally, we also report results on ImageNetV2 and

Places365 in Appendix E.6 showing that diffused redundancy also holds on “harder” datasets.
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6.3.2 Diffused Redundancy as a Function of Layer Width

We take the usual ResNet50 with a penultimate layer consisting of 2048 neurons and

compare it with variants that are pre-trained with a much smaller penultimate layer, these are

denoted byResNet50_ffx where x (< 2048) is the number of neurons in the penultimate

layer. Fig 6.6 shows how diffused redundancy slowly fades away as we squeeze the layer to be

smaller. In fact, forResNet50_ff8 , we see that across all datasets we need> 90%of the full

layer to achieve performance close to the full layer. This shows that diffused redundancy only

appears in DNNs when the layer is suf�ciently wide to encode redundancy.

6.3.3 Comparison With Methods That Optimize For Lesser Neurons

Matryoshka Representation Learning (MRL) is a recently proposed paradigm that learns

nested representations such that the �rstk; 2k; 4k; :::; N (whereN = size of the full layer) dimensions

of the extracted feature vector are all explicitly made to be good at minimizing upstream loss,

with the intuition of learning coarse-to-�ne representations. This ensures that one can �exibly

use these smaller parts of the representation for downstream tasks. MRL, thus, ensures that

redundancy shows up in learned representations in astructuredway, i.e., we know the �rst

k; 2k; ::: neurons can be picked and used for downstream tasks and should perform reasonably.

Here we investigate two questions regarding Matryoshka representations: 1) do these representations

also exhibit the phenomenon of diffused redundancy?i.e. if we were to ignore the structure

imposed by MRL-type training and instead just pick random neurons from all over the layer, do

we still get reasonable performance?, and 2) how do they compare to representations learned by

other kinds of losses?
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((a)) CIFAR10 ((b)) CIFAR100

((c)) Flowers ((d)) Oxford-IIIT-Pets

Figure 6.6: [Diffused Redundancy as Function of Layer Width] As we make the length of
the layer smaller, the degree of redundancy becomes lesser. ForResNet50_ff8 , i.e.ResNet50
with only 8 neurons in the �nal layer, we see that we need almost90%of neurons to achieve
similar accuracy as the full layer.

Figure 6.7 investigates these questions by comparing ResNet50 representations learned

using MRL loss to other losses.resnet50_mrl_nonrob_first (red line) denotes a ResNet50

trained using MRL loss and evaluated on parts of the representation that were optimized to have

low upstream loss (i.e.�rst k; 2k; :::N neurons, herek = 8 andN = 2048) andresnet50_mrl_

nonrob_random (green line) refers to the same model with the same number of neurons

chosen for evaluation, except they're chosen at random from the entire layer.

First, we interestingly see that even the ResNet50 trained with MRL loss exhibits diffused

redundancy (denoted by green line spiking very quickly for most datasets in Fig 6.7), despite
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having been trained to only have structured redundancy. Based on this observation, we conjecture

that diffused redundancy is a natural consequence of having a wide layer. Second, we see that

ResNet50 trained on MRL indeed does better in the low neuron regime across datasets (red line

on the extreme left part of the plots in Fig 6.7), but other models quickly catch up as we pick more

neurons, thus indicating that major ef�ciency bene�ts of MRL-type models are best realized when

using an extremely low number of neurons, else one can obtain similar downstream performances

by simply picking random samples from existing pre-trained models.

((a)) CIFAR10 ((b)) CIFAR100

((c)) Flowers ((d)) Oxford-IIIT-Pets

Figure 6.7:[Comparison of Diffused Redundancy in MRL vs other losses]Here we compare
ResNet50 trained using multiple losses including MRL [10].nonrob indicates that the model
was trained with the standard crossentropy loss whilerobustl2eps3 indicates adversarial
training with `2 threat model and� = 3. Red line shows results for part of the representation
explicitly optimized in MRL, whereas the green line shows results for parts that are picked
randomly from the same representation. Even the MRL model shows a signi�cant amount of
diffused redundancy despite being explicitly trained to instead have structured redundancy.
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6.3.4 Methods That Prevent Co-adaptation of Neurons Also Exhibit Diffused

Redundancy

We consider two additional modi�cations to upstream pre-training: we add regularization

to the usual cross-entropy loss that decorrelates neurons in the feature representation using DeCov [227]

and Dropout [228]. Dropout does this implicitly by randomly dropping neurons during training

and DeCov does this explicitly by putting a loss on the activations of a given layer. We pre-train

different ResNet50 on ImageNet1k by varying strengths of dropout ranging from 0.1 all the way

up to 0.8 and also by separately adding the DeCov regularizer (regularization strength =1e� 4) to

give 9 additional pre-trained models. Intuitively these methods should lead toincreaseddiffused

redundancy since by design these methods force the model to disperse similar information in

different parts of a layer to perform the same task downstream task. Interestingly, we see that

diffused redundancy in these models is almost completely independent of the regularization

strength. This suggests that diffused redundancy might be an inevitable property of DNNs when

the layer has suf�cient width. Due to space constraints, we include these results in Appendix E.7.

6.4 Possible Fairness-Ef�ciency Tradeoffs in Ef�cient Downstream Transfer

One natural use case for diffused redundancy is ef�cient transfer to downstream datasets.

As de�ned in Eq 6.1 and as also seen in Sections 6.2& 6.3, dropping neurons comes at a small

cost (� in Eq 6.1) in performance as compared to the full set of neurons. Here we take a deeper

look into this drop in overall performance and investigate how it is distributed across classes. If

the drop affects only a few classes, then dropping neurons – although ef�cient for downstream

tasks – could have implications for fairness, which is not only of concern to ML researchers and
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((a)) CIFAR10 ((b)) CIFAR100

((c)) Flowers ((d)) Oxford-IIIT-Pets

Figure 6.8:[Gini Coef�cient of Class-Wise Accuracies as we Drop Neurons]Higher value of
Gini coef�cient indicates higher inequality [11]. We see that for all models gini coef�cients
become higher as the accuracy reduces (as a result of dropping neurons). Additionally, in
some regions (highlighted in the plots), the model explicitly optimized for ef�cient transfer
(resnet50_mrl ) can give rise to higher gini values, resulting in a more unequal spread of
accuracy over classes.

practitioners [59,65,230], but also to lawyers [231] and policymakers [232].

We compare the spread of accuracies across classes using inequality indices, which are

commonly used in economics to study income inequality [233,234] and have also recently been

adopted in the fair ML literature [235]. We use gini index [11] and coef�cient of variation [236] to

quantify the spread of performance across classes. For a perfect spread, both gini and coef�cient

of variation are 0, and higher values indicate higher inequality.

Figure 6.8 compares the gini index for various models at varying levels of accuracy (note

that accuracy monotonically increases with more neurons, hence the right most point for a model

represents the model with all neurons). We make two observations: across all datasets and all
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models we �nd that a loss in accuracy (compared to the full layer) comes at the cost of a few

classes, as opposed to being smeared throughout classes, as indicated by high gini values on

the left of each plot. Additionally, we observe that the model trained using MRL loss tends

to have slightly higher gini values in the regions where the drop in accuracy is slightly higher

(highlighted on the plots). To ensure that this trend is not simply due to lower accuracy, we

investigate the error distributions across classes (Appendix E.3) and �nd that predictions become

more homogeneous as we drop more neurons. Similar trends are also observed with coeff. of

variation as shown in Appendix E.3. These results draw caution to the potential unintended

side-effects of exploiting diffused redundancy and suggest that there could be a possible fairness-

ef�ciency tradeoff involved.

Connections to Robustness-Fairness TradeoffsThere are well-established tradeoffs between

robustness and fairness in both standard [13] and adversarial training [237, 238]. One major

difference between these works and our setup is that the task they train on is also the task they

test on. We instead operate in the transfer learning setup where we train a linear probe on the

representation of a pre-trained model. While it's not immediately clear whether the discrepancy

between class accuracies observed on the pre-training task (e.g. as in [237]) also leads to an

inter-class accuracy discrepancy on downstream tasks when dropping neurons, it would be very

interesting future work to establish more formal connections between the robustness-fairness

tradeoff and its effects on the fairness-ef�ciency tradeoff presented in this chapter.
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6.5 Conclusion

We introduce the diffused redundancy hypothesis and analyze a wide range of models with

different upstream training datasets, losses, and architectures. We carefully analyze the causes of

such redundancy and �nd that upstream training (both loss and datasets) plays a crucial role and

that this redundancy also depends on the downstream dataset. One direct practical consequence

of our observation is increased ef�ciency for downstream training times which can have many

positive impacts in terms of reduced energy costs [239] which is crucial in moving towards

“green” AI [240]. We, however, also draw caution to the potential pitfalls of such ef�ciency

gains , which might hurt the accuracy of certain classes more than others, thus having direct

consequences for fairness.
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Chapter 7: Discussion and Future Research Agenda

While my thesis took some steps to better understand and strengthen the foundations of

trustworthy deep learning, there is still a lot of work to be done. With the rapid advancements in

foundation models,i.e.models trained in extremely large datasets with large amounts of compute,

there are ever-evolving challenges to ensure that we can keep these models safe and can trust them

in deployment. I see three key promising directions for future work that I have highlighted below.

7.1 Safe Generative AI via Controlled Inference

Foundation models [241] are changing the landscape of machine learning, and more broadly

the �eld of AI. I am particularly excited about the shift towards generative models, which have

started to show remarkable capabilities with scale. Going forward a large part of our information

diets will be controlled in part by content from generative models. Thus, it's extremely important

to ensure that we can control how data is generated from these models. For example, image-

to-text models have shown great image generation capabilities [242]. However, they continue

to portray and sometimes even amplify harmful stereotypes [243]. Problematic stereotypes have

also been reported for many modern LLMs [244]. Understanding and debugging the failure

modes of such models is extremely challenging, primarily because their pre-training data scale

is massive and often uncurated, and in many cases, private. Even if these models represent their
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pre-training data distribution at inference, likely, this data distribution – which is mostly scraped

from the internet – is not representative of our reality.

A promising direction, that can be broadly applied to a variety of safety problems in

generative AI (such as avoiding hate speech, stereotypes, offensive contentetc.) is controlled

generation. The current interface that the user has into these models is the prompt. However,

with controlled generation, my goal is to give the end user more control in guiding the model's

outputs. This has two aspects to it: (1) how do we guide the model at inference time towards

a user-speci�ed distribution, and (2) how do we model a user's preferred output distribution?

Thus, this is an interdisciplinary challenge involving both machine learning and human computer

interaction expertise. For example, when generating pictures of a computer scientist from a text-

to-image model, can we provide a lever for the end user to specify the skin color distribution of

the outputs? Such a lever would not only be useful for end users but would also indicate that

these models have a broad spectrum of plausible outputs and a given instance of a model only

represents one plausible set of outputs.

7.2 Ef�cient Finetuning of Large Models

In the current age of foundation models, working with models containing more than a

billion parameters is common. GPT-3, released in 2020, already included 175 billion parameters,

and the latest versions of these enterprise models likely contain even more parameters. Before

these billion parameter models became ubiquitous, common wisdom was that all model parameters

could �t entirely on one GPU, and if one wanted to utilize multiple GPUs, one would replicate

the entire model on different GPUs and train in data-parallel (i.e. each GPU sees its slice of
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data and gradients are averaged before backpropagation) which speeds up training. However,

in this new age of ever-larger models, one must also split the model parameters across different

devices, since GPU memory is expensive and has not grown at the same rate as model size. This

sharding, however, comes at a signi�cant overhead of communication between different devices,

since during training these devices must communicate activations, parameters, gradients, and

optimizer states multiple times to just run one training iteration. This overhead can be overcome

by using an expensive, high-bandwidth interface to connect different GPUs and nodes. This

prohibits researchers with limited resources from being able to do full-feature �netuning of such

large models.

I wish to build on my work on diffused redundancy [16] to reduce the communication

overhead in the distributed �netuning of large models (both vision and language). I wish to

investigate if this insight can be used to transfer the activations of only a few neurons when

communicated during distributed training, thus greatly reducing overhead in communicating

neuron activations. Recent works in this space have also proposed system-level optimizations

to reduce the communication overhead of optimizer states [245]. Ultimately, my goal is to enable

researchers with modest resources to also do full-feature �netuning of state-of-the-art models,

since I believe increasing the ability of researchers to experiment with foundation models is a

key aspect of building models responsibly.

7.3 Scaling Laws for Domain-Speci�c Models

One reason for excitement around large models is that these tend to work great for a variety

of tasks and domains, even ones that these models were not explicitly trained for. Such models
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are often trained on huge amounts of data, all mixed during pre-training. Prior works have found

scaling laws for such settings, being able to reliably predict how one should scale their model size

based on the amount of data. Many other domain experts (e.g.healthcare, law, archaeologyetc.)

are also interested in leveraging foundation models for their �elds of study. The goal of domain-

speci�c foundation models is to train a model (say LLM) to mimic or assist an expert in that

domain. The model is still a foundation model, in that it can achieve a variety of “general” tasks

in that domain. For example, a legal LLM should be able to perform a variety of legal tasks such

as feature extraction from court cases, predict judgments from court transcripts, and parse and

answer questions from legal research papersetc..

Scaling laws for domain-speci�c models are less known. Questions such as: what data

mixtures to use for pre-training such models and what amount of compute to spend per token

of data are open questions with no clear answers. In collaboration with domain experts, I

wish to better understand the requirements for building competitive and useful domain-speci�c

foundation models.
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Appendix A: Chapter 2, Appendix

A.1 Experimental Details

All code for this chapter was written in Python and PyTorch.

A.1.1 Medical Image Classi�cation - CheXpert

Table A.1 shows the demographic composition of CheXpert for all the splits.

Data Pre-Processing

CheXpert contains chest x-ray images of different patients from different angles and thus

does not have a �xed resolution. We resize each image to 256x256. We use the same pre-

processing pipeline found inhttps://github.com/jfhealthcare/Chexpert . We

add a Gaussian blur with� = 3 and mean normalize each image with a mean of128:0 and

standard deviation of64:0.

Data Augmentation

We augment data by duplicating each image with a random af�ne transformation with

rotations between� 15 and 15 degrees, a vertical and horizontal translation of0:05, scaling

between0:95 and1:05. We �ll the areas outside the transformed region with gray color (128

RGB value). Pre-processing steps are applied to each augmented image.
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Optimizer and Hyperparameters

We use a batch size of 56 for all our experiments. For some of the label �ip experiments, we

needed to increase the batch size to 200 so as to �nd a non-zero number of samples to �ip. Each

model was trained for 20 epochs. We used the Adam optimizer with a learning rate of0:0001

and learning rate drops by a factor of0:1 every epoch. This is the same as done by the authors

of https://github.com/jfhealthcare/Chexpert . For the experiments where we

added a fairness regularizer (Eq 2.2, 2.4, 2.8), we need to choose an additional hyperparameter� .

We try a range of reasonable values and report results for the best� in Chapter 2. We also show

results for other� values in Appendix A.2, however, we observe that higher values can interfere

with the usual training objective.

Hardware

All experiments for CheXpert were run on a machine with 2 NVIDIA Tesla V100 GPUs. It

took about 12-14 hours to fully train one CheXpert model. Face Recognition models were trained

on Nvidia GeForce RTX 2080Ti GPUs, training one ResNet-18 model took approximately 10

hours, while training one ResNet-152 model took approximately 15 hours.

Table A.1: Distribution of males and females across CheXpert splits.

TRAIN VALIDATION TEST

MALE 61% 53% 55%

FEMALE 39% 47% 45%

A.1.2 Face Recognition

Training routine
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We train facial recognition systems with ResNet-18 and ResNet-152 backbones and CosFace

head using Focal Loss for 120 epochs with a batch size of 512. We utilize the SGD optimizer

with a momentum of 0.9, weight decay of 5e-4 and learning rate of 0.1, and we drop the learning

rate by a factor of 10 at epochs 35, 65 and 95. All images used for training contain aligned faces

re-scaled to112� 112. During training, we use random horizontal �ip data augmentation.

For training routines, we modify the code from publicly available github repository face.evoLVe.PyTorch

1.

Training with fairness constraints

For facial recognition, we only apply an equal loss penalty, that is the absolute value of

the difference between focal losses computed on male and female images in a batch. When

regularization is imposed on training data, the same images are used to compute the classi�cation

loss and fairness penalty. When regularization is imposed on a holdout set, 10% of training

images are kept for enforcing the fairness penalty and are not used in the recognition objective.

Adjusted Angular Margins

Below, we provide the loss for CosFace:

LC =
1
N

NX

i =1

� log
es(cos(� y i ;i )� m)

es(cos(� y i ;i )� m) +
P n

i =1 ;i 6= y es cos(� j;i )
;

wherex i is the feature vector from the i-th sample from classy(i ) . W denotes the weight matrix

of the last layer. Then,Wj is the j-th column ofW and� ij denotes the angle betweenWi andx j .

A �xed parameterm � 0 controls the magnitude of the cosine margin.

When trained regularly,m = 0:35 is used for both female and male images. When angular

1https://github.com/ZhaoJ9014/face.evoLVe.PyTorch
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margin is adjusted for females,m = 0:75 is used for females andm = 0:35for males.

Sensitive Information Removal Network

We denote the parameters of the sensitive information removal network (SIRN) asw and

parameters of the sensitive classi�er on top of it asws. SIRN takes as an input pre-trained

embeddingx i of an imagei from identity yi and sensitive groupsi (gender) and outputs its

projection' (x). The modi�ed embedding is then fed into the CosFace head which outputs the

logits for identities and into the sensitive head that outputs logits for genders. SIRN consists of

4 linear layers with ReLU-nonlinearities and the sensitive head consists of 3 linear layers with

ReLU-nonlinearities. LetLF R denote the focal loss for the facial recognition task andLS denote

the cross-entropy loss for the sensitive attribute classi�cation task.

Then, the optimization objective for the problem is

min
w

1
N

X

i

LF R (' (x i ); yi ) + � log(1 + j0:9 � Ps(sj' (x i )) j)

min
ws

1
N

X

i

LS(' (x i ); si );

wheres is a �xed sensitive group (�xed gender), and� is the magnitude of the adversarial

regularization term. Ps(sj' (x i ) denotes the sensitive head logit corresponding to genders.

Therefore, the �rst objective minimizes the facial recognition loss while simultaneously maximizing

the probability of predicting a �xed gender class for all images. At the same time, the second

objective minimizes the classi�cation loss of the sensitive attribute classi�er.
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A.2 Additional Results

Face RecognitionTables A.2 and A.3 show results for Face Recognition tasks. We also report

results for additional hyperparameter values here.

CheXpert Tables A.4, A.5, A.6, and A.7 show results for all CheXpert tasks. We also report

results for additional hyperparameter values here. Figure A.1 illustrates training curves for facial

recognition models.
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Table A.2:[Face Recognition ResNet-18]Performance of models trained with different training
schemes designed for mitigating disparity in misclassi�cation rates between males and females.
All models have ResNet-18 backbone and CosFace head. The �rst column refers to the training
scheme used, penalty indicates the size penalty coef�cient. The train accuracy is computed
in a classi�cation manner, while validation and test accuracies are computed in the 1-nearest
neighbors sense. The gap subcolumn refers to the difference between male and female accuracies.
For the Fair Features training scheme, “gender” refers to the subgroup of images used in
adversarial regularization during training.

SCHEME PENALTY
TRAIN VALIDATION TEST

MALE FEMALE GAP MALE FEMALE GAP MALE FEMALE GAP

EQ. LOSS

PENALTY ON

TRAIN SET

BASELINE 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9

� = 0 :5 72.7 75.1 -2.4 79.3 73.4 5.9 95 93.5 1.5

� = 1 28.2 29.5 -1.3 67.8 62 5.8 93 91.5 1.5

� = 2 0 0.1 -0.1 27 18.8 8.2 70.9 64.2 6.7

EQ. LOSS

PENALTY ON

HOLDOUT SET

BASELINE 84 79.6 4.4 78.6 70.8 7.8 94.2 92.3 2.0

� = 0 :5 59.3 46.9 12.4 75.2 66.5 8.7 94.5 92.5 2.0

� = 1 20.6 13 7.5 57.6 47.3 10.3 89.8 85.9 3.9

RANDOM

LABELS

FLIPPING

BASELINE 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9

p = 0 :1 92.4 91.8 0.6 81.3 75 6.3 95.4 93.2 2.1

p = 0 :3 68.2 86.6 -18.4 75.5 74.9 0.6 94.6 93.5 1.1

p = 0 :5 21.6 86 -64.4 67.3 73.3 -6 92.2 93 -0.7

ADJUSTED

MARGINS

BASELINE 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9

FAIR 94.2 90.2 3.9 81 77.6 3.3 94.4 91.9 2.6

M IN-MAX
BASELINE 97.6 94.4 3.2 82.4 74.6 7.9 94.8 92.9 1.9

FAIR 74.3 75.9 -1.7 79.4 73.4 6 95.5 93.4 2.1

FAIR

FEATURES

(FEMALES)

BASELINE 98.8 97 1.8 81.5 74.5 7 93.7 91.2 2.6

� = 1 98.6 96.8 1.9 81.4 73.9 7.5 93.7 90.9 2.8

� = 2 98.4 96.3 2.1 81.2 72.9 8.3 93.7 90.6 3.1

� = 3 96.2 93.2 3 79.9 70.5 9.4 93.3 88.9 4.4

FAIR

FEATURES

(MALES)

BASELINE 98.8 97 1.8 81.5 74.5 7 93.7 91.2 2.6

� = 1 98.7 96.8 1.9 81.1 74.2 6.9 93.6 91.2 2.4

� = 2 98.7 96.8 1.9 81.1 74.2 6.9 93.6 91.2 2.4

� = 3 90.3 86.6 3.7 75.3 71.9 3.4 89.5 89.9 -0.3
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Table A.3: [Face Recognition ResNet-152]Performance of models trained with different
training schemes designed for mitigating disparity in misclassi�cation rates between males and
females. All models have ResNet-152 backbone and CosFace head. The �rst column refers to
the training scheme used, penalty indicates the size penalty coef�cient. The train accuracy is
computed in a classi�cation manner, while validation and test accuracies are computed in the
1-nearest neighbors sense. The gap subcolumn refers to the difference between male and female
accuracies. For the Fair Features training scheme, gender refers to the subgroup of images used
in adversarial regularization during training.

SCHEME PENALTY
TRAIN VALIDATION TEST

MALE FEMALE GAP MALE FEMALE GAP MALE FEMALE GAP

EQ. LOSS

PENALTY ON

TRAIN SET

BASELINE 99.6 99 0.6 88.1 81.4 6.8 96.6 94.5 2.1

� = 0 :5 84.7 87.4 -2.7 86.4 80.9 5.5 97.2 95.3 1.9

� = 1 38.8 40.6 -1.8 76.4 70.4 6 95.4 94.2 1.2

� = 2 0 0 0 24.8 17.4 7.4 69.1 61.3 7.8

RANDOM

LABELS FLIP

BASELINE 99.6 99 0.6 88.1 81.4 6.8 96.6 94.5 2.1

p = 0 :3 80.9 94.9 -13.9 83.8 81.3 2.4 96.8 95.1 1.6

p = 0 :5 31.5 93.2 -61.7 77.8 80.8 -3 95.2 94.9 0.3

ADJUSTED

MARGINS

BASELINE 99.6 99 0.6 88.1 81.4 6.8 96.6 94.5 2.1

FAIR 99.1 98.4 0.7 85.7 85.2 0.5 95.9 91 4.9

FAIR

FEATURES

(FEMALES)

BASELINE 99.8 99.6 0.2 87.3 80.6 6.7 95.9 93.3 2.6

� = 1 99.7 99.5 0.2 86.9 79.5 7.4 95.7 92.5 3.1

� = 2 99.4 98.9 0.5 86 77.1 8.9 95.1 91 4.1

� = 3 96.8 96 0.8 85.2 74.1 11.1 94.2 88.7 5.5

FAIR

FEATURES

(MALES)

BASELINE 99.8 99.6 0.2 87.3 80.6 6.7 95.9 93.3 2.6

� = 1 99.7 99.5 0.2 86.3 80.2 6.1 95.4 93.2 2.2

� = 2 97.8 97.3 0.6 82.5 78.4 4 92.8 91.9 0.9

� = 3 91.9 90.1 1.8 79.4 75.7 3.7 90.2 90.1 0.1
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Table A.4: [CheXpert - training with fairness penalties] Results for all 5 CheXpert tasks:
Cardiomegaly (CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural Effusion
(PE). The regularizer is optimized on the training data, and� here denotes the coef�cient of the
regularizer. Results in Table 2.1 (main paper) are for� = 100 on the equal loss penalty and
� = 1000 on the equal odds and disparate impact penalties. Additionally here we also report
the penalty that was explicitly optimized during training (lower is better) and show that even this
penalty does not generalize.

SCHEME TASK
TRAIN TEST

M F GAP PENALTY M F GAP PENALTY

BASELINE

CD 0:905 � 0 : 033 0:902 � 0 : 036 0:004 � 0 : 002 0:006 � 0 : 003 0:712 � 0 : 032 0:691 � 0 : 017 0:046 � 0 : 023 0:016 � 0 : 017

ED 0:857 � 0 : 028 0:844 � 0 : 035 0:013 � 0 : 007 0:015 � 0 : 009 0:905 � 0 : 012 0:849 � 0 : 048 0:057 � 0 : 053 0:022 � 0 : 008

CO 0:832 � 0 : 062 0:834 � 0 : 065 0:004 � 0 : 003 0:004 � 0 : 002 0:824 � 0 : 051 0:760 � 0 : 068 0:069 � 0 : 063 0:163 � 0 : 108

AT 0:716 � 0 : 058 0:709 � 0 : 064 0:008 � 0 : 003 0:002 � 0 : 001 0:804 � 0 : 056 0:756 � 0 : 110 0:065 � 0 : 070 0:004 � 0 : 003

PE 0:873 � 0 : 021 0:880 � 0 : 021 0:007 � 0 : 002 0:013 � 0 : 006 0:851 � 0 : 029 0:923 � 0 : 014 0:072 � 0 : 023 0:433 � 0 : 167

AVG 0.837 0.834 0.007 0.008 0.819 0.796 0.062 0.127

EQ. LOSS

TRAIN

� = 100

CD 0:934 � 0 : 028 0:932 � 0 : 029 0:002 � 0 : 002 0:005 � 0 : 002 0:764 � 0 : 040 0:758 � 0 : 044 0:005 � 0 : 004 0:001 � 0 : 001

ED 0:879 � 0 : 020 0:872 � 0 : 020 0:007 � 0 : 000 0:016 � 0 : 001 0:914 � 0 : 012 0:875 � 0 : 004 0:039 � 0 : 007 0:019 � 0 : 001

CO 0:888 � 0 : 074 0:888 � 0 : 072 0:003 � 0 : 000 0:003 � 0 : 002 0:840 � 0 : 005 0:849 � 0 : 031 0:026 � 0 : 009 0:136 � 0 : 069

AT 0:732 � 0 : 021 0:727 � 0 : 026 0:005 � 0 : 005 0:002 � 0 : 001 0:825 � 0 : 038 0:772 � 0 : 083 0:053 � 0 : 045 0:003 � 0 : 002

PE 0:882 � 0 : 012 0:886 � 0 : 013 0:004 � 0 : 002 0:005 � 0 : 001 0:861 � 0 : 025 0:897 � 0 : 048 0:036 � 0 : 023 0:387 � 0 : 002

AVG 0.863 0.861 0.004 0.006 0.841 0.830 0.032 0.109

EQ. LOSS

TRAIN

� = 1000

CD 0:820 � 0 : 018 0:814 � 0 : 025 0:007 � 0 : 005 0:001 � 0 : 001 0:805 � 0 : 027 0:770 � 0 : 017 0:035 � 0 : 011 0:002 � 0 : 001

ED 0:816 � 0 : 005 0:799 � 0 : 000 0:018 � 0 : 006 0:004 � 0 : 003 0:888 � 0 : 027 0:811 � 0 : 007 0:077 � 0 : 033 0:010 � 0 : 004

CO 0:680 � 0 : 014 0:686 � 0 : 013 0:006 � 0 : 001 0:000 � 0 : 000 0:909 � 0 : 002 0:800 � 0 : 019 0:109 � 0 : 022 0:010 � 0 : 001

AT 0:625 � 0 : 057 0:613 � 0 : 062 0:012 � 0 : 005 0:002 � 0 : 002 0:740 � 0 : 167 0:719 � 0 : 168 0:021 � 0 : 001 0:001 � 0 : 000

PE 0:843 � 0 : 022 0:851 � 0 : 020 0:009 � 0 : 002 0:002 � 0 : 001 0:834 � 0 : 039 0:924 � 0 : 026 0:090 � 0 : 013 0:248 � 0 : 109

AVG 0.757 0.753 0.010 0.002 0.835 0.805 0.066 0.054

DISP. IMPACT

PENALTY

� = 100

CD 0:925 � : 045 0:921 � : 048 0:005 � : 002 � 0:211 � : 146 0:759 � : 020 0:743 � : 010 0:028 � : 020 � 0:206 � : 147

ED 0:882 � : 047 0:872 � : 052 0:010 � : 005 � 0:316 � : 194 0:921 � : 031 0:843 � : 036 0:077 � : 063 � 0:305 � : 200

CO 0:865 � : 084 0:867 � : 083 0:003 � : 002 � 0:181 � : 084 0:799 � : 081 0:730 � : 156 0:074 � : 085 � 0:161 � : 095

AT 0:753 � : 067 0:744 � : 076 0:011 � : 008 � 0:526 � : 154 0:766 � : 037 0:690 � : 070 0:076 � : 035 � 0:510 � : 171

PE 0:891 � : 026 0:898 � : 027 0:006 � : 002 � 0:839 � : 180 0:878 � : 012 0:907 � : 014 0:030 � : 016 � 0:781 � : 248

AVG 0.863 0.860 0.007 -0.415 0.825 0.783 0.057 -0.393

DISP. IMPACT

PENALTY

� = 1000

CD 0:922 � : 047 0:919 � : 050 0:004 � : 003 � 0:196 � : 125 0:795 � : 031 0:725 � : 041 0:070 � : 010 � 0:184 � : 126

ED 0:877 � : 051 0:864 � : 056 0:013 � : 006 � 0:381 � : 062 0:901 � : 009 0:848 � : 013 0:053 � : 016 � 0:367 � : 079

CO 0:834 � : 107 0:837 � : 105 0:003 � : 002 � 0:213 � : 140 0:705 � : 116 0:673 � : 085 0:040 � : 047 � 0:206 � : 140

AT 0:744 � : 059 0:733 � : 057 0:012 � : 001 � 0:532 � : 111 0:818 � : 049 0:734 � : 052 0:085 � : 015 � 0:532 � : 110

PE 0:885 � : 013 0:889 � : 011 0:005 � : 002 � 0:834 � : 086 0:846 � : 019 0:903 � : 008 0:057 � : 011 � 0:806 � : 114

AVG 0.852 0.848 0.007 -0.431 0.813 0.777 0.061 -0.419

EQ. ODDS

PENALTY

� = 100

CD 0:934 � 0 : 050 0:932 � 0 : 054 0:004 � 0 : 002 0:009 � 0 : 002 0:743 � 0 : 043 0:745 � 0 : 042 0:002 � 0 : 001 0:005 � 0 : 000

ED 0:889 � 0 : 029 0:880 � 0 : 029 0:008 � 0 : 000 0:024 � 0 : 001 0:883 � 0 : 041 0:836 � 0 : 058 0:047 � 0 : 017 0:019 � 0 : 006

CO 0:879 � 0 : 103 0:884 � 0 : 101 0:004 � 0 : 002 0:002 � 0 : 000 0:776 � 0 : 032 0:790 � 0 : 013 0:045 � 0 : 013 0:083 � 0 : 004

AT 0:771 � 0 : 050 0:768 � 0 : 059 0:008 � 0 : 002 0:005 � 0 : 002 0:769 � 0 : 072 0:699 � 0 : 097 0:070 � 0 : 025 0:010 � 0 : 001

PE 0:895 � 0 : 013 0:900 � 0 : 015 0:005 � 0 : 001 0:005 � 0 : 001 0:840 � 0 : 066 0:893 � 0 : 029 0:053 � 0 : 037 0:185 � 0 : 003

AVG 0.874 0.873 0.006 0.009 0.802 0.792 0.043 0.060

EQ. ODDS

PENALTY

� = 1000

CD 0:929 � 0 : 053 0:924 � 0 : 057 0:005 � 0 : 004 0:006 � 0 : 001 0:774 � 0 : 015 0:768 � 0 : 036 0:021 � 0 : 005 0:004 � 0 : 001

ED 0:896 � 0 : 037 0:894 � 0 : 042 0:005 � 0 : 002 0:022 � 0 : 007 0:893 � 0 : 010 0:872 � 0 : 007 0:022 � 0 : 003 0:023 � 0 : 016

CO 0:866 � 0 : 112 0:867 � 0 : 109 0:003 � 0 : 002 0:003 � 0 : 000 0:777 � 0 : 109 0:742 � 0 : 090 0:035 � 0 : 020 0:088 � 0 : 000

AT 0:760 � 0 : 059 0:757 � 0 : 063 0:003 � 0 : 003 0:003 � 0 : 002 0:754 � 0 : 120 0:761 � 0 : 083 0:038 � 0 : 007 0:013 � 0 : 002

PE 0:895 � 0 : 020 0:901 � 0 : 020 0:006 � 0 : 000 0:006 � 0 : 001 0:870 � 0 : 024 0:940 � 0 : 007 0:070 � 0 : 031 0:175 � 0 : 007

AVG 0.869 0.869 0.005 0.008 0.814 0.817 0.037 0.061

138



Table A.5: [CheXpert - fairness penalties on the validation set]Results for all 5 CheXpert
tasks: Cardiomegaly (CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural
Effusion (PE).

SCHEME TASK
TRAIN VALIDATION TEST

M F GAP M F GAP M F GAP

BASELINE

CD .988 .990 .002 .826 .818 .007 .766 .739 .027

ED .953 .952 .000 .780 .777 .002 .885 .862 .024

CO .996 .996 .000 .681 .687 .006 .896 .808 .088

AT .879 .883 .004 .637 .631 .007 .637 .570 .068

PE .936 .942 .006 .841 .854 .013 .895 .925 .030

AVG .950 .953 .002 .753 .753 .007 .816 .781 .047

EQ. LOSS

VAL

CD .985 .987 .002 .827 .824 .002 .745 .669 .076

ED .931 .930 .001 .746 .735 .011 .885 .877 .008

CO .979 .984 .005 .663 .682 .019 .865 .680 .185

AT .863 .868 .005 .626 .629 .002 .759 .763 .004

PE .926 .932 .006 .839 .856 .017 .897 .933 .036

AVG .937 .940 .004 .740 .745 .010 .830 .784 .062

EQ. ODDS

VAL

CD .994 .996 .002 .776 .774 .002 .637 .715 .078

ED .936 .934 .003 .729 .721 .009 .858 .699 .159

CO .995 .995 .000 .670 .678 .008 .797 .705 .093

AT .867 .867 .001 .608 .595 .013 .671 .565 .106

PE .945 .953 .008 .830 .845 .015 .896 .917 .021

AVG .947 .949 .003 .723 .722 .009 .772 .720 .091

DISP. IMPACT

VAL

CD .997 .997 .000 .795 .788 .007 .691 .708 .018

ED .972 .973 .001 .768 .760 .008 .853 .891 .038

CO .995 .996 .000 .641 .635 .006 .712 .640 .072

AT .874 .879 .005 .633 .626 .007 .786 .668 .118

PE .945 .951 .006 .830 .843 .013 .897 .921 .024

AVG .957 .959 .003 .733 .730 .008 .788 .765 .054
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Table A.6: [CheXpert - minmax training] Results for all 5 CheXpert tasks: Cardiomegaly
(CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural Effusion (PE). We see that
minmax training does not lead to increased fairness on the test set.

SCHEME TASK
TRAIN VALIDATION TEST

M F GAP M F GAP M F GAP

BASELINE

CD .988 .990 .002 .826 .818 .007 .766 .739 .027

ED .953 .952 .000 .780 .777 .002 .885 .862 .024

CO .996 .996 .000 .681 .687 .006 .896 .808 .088

AT .879 .883 .004 .637 .631 .007 .637 .570 .068

PE .936 .942 .006 .841 .854 .013 .895 .925 .030

AVG .950 .953 .002 .753 .753 .007 .816 .781 .047

M IN-MAX

LOSS

CD .992 .981 .011 .824 .820 .004 .771 .789 .018

ED .963 .904 .058 .774 .774 .000 .895 .838 .057

CO .988 .976 .012 .694 .713 .019 .886 .821 .065

AT .901 .771 .130 .657 .652 .004 .758 .826 .068

PE .946 .896 .050 .842 .852 .010 .891 .927 .036

AVG .958 .906 .052 .758 .762 .008 .840 .840 .049
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Table A.7:[CheXpert - random label �ipping] Results for all 5 CheXpert tasks: Cardiomegaly
(CA), Edema (ED), Consolidation (CO), Atelectasis (AT) and Pleural Effusion (PE). We see that
randomly �ipping the true labels of some fraction of a certain group has no clear trend and thus,
while it may seem like a simple method to ensure fairness, it requires a lot of trial and error
(e.g. setting the right fraction to �ip, which subgroup to �ipetc.). There is also a decline in
performance (AUC scores drop as compared to the baseline) for all of the label �ip experiments.

SCHEME TASK
TRAIN VALIDATION TEST

M F GAP M F GAP M F GAP

BASELINE

CD .988 .990 .002 .826 .818 .007 .766 .739 .027

ED .953 .952 .000 .780 .777 .002 .885 .862 .024

CO .996 .996 .000 .681 .687 .006 .896 .808 .088

AT .879 .883 .004 .637 .631 .007 .637 .570 .068

PE .936 .942 .006 .841 .854 .013 .895 .925 .030

AVG .950 .953 .002 .753 .753 .007 .816 .781 .047

RANDOM FLIP

p = 0 :1

MALE

FLIPPED

CD .980 .943 .037 .814 .794 .020 .743 .790 .047

ED .930 .882 .048 .756 .750 .006 .892 .774 .118

CO .967 .897 .070 .656 .636 .020 .600 .667 .067

AT .853 .797 .056 .622 .594 .028 .668 .612 .056

PE .925 .914 .011 .841 .850 .009 .832 .916 .084

AVG .931 .887 .044 .738 .725 .017 .747 .752 .074

RANDOM FLIP

p = 0 :1

FEMALE

FLIPPED

CD .902 .965 .063 .738 .778 .039 .711 .646 .065

ED .890 .919 .029 .735 .744 .009 .908 .827 .081

CO .836 .908 .072 .580 .643 .064 .685 .668 .017

AT .777 .825 .048 .610 .606 .004 .687 .758 .071

PE .877 .909 .032 .807 .833 .026 .776 .927 .150

AVG .856 .905 .049 .694 .721 .028 .754 .765 .077

RANDOM FLIP

p = 0 :05

MALE

FLIPPED

CD .989 .961 .028 .790 .762 .028 .716 .634 .082

ED .950 .921 .030 .757 .744 .013 .889 .742 .147

CO .971 .941 .030 .684 .681 .003 .876 .758 .118

AT .854 .827 .027 .652 .632 .020 .689 .675 .014

PE .917 .910 .007 .829 .841 .013 .842 .906 .063

AVG .936 .912 .024 .742 .732 .015 .802 .743 .085

RANDOM FLIP

p = 0 :05

FEMALE

FLIPPED

CD .956 .979 .024 .802 .811 .009 .729 .726 .003

ED .906 .924 .017 .730 .737 .007 .869 .733 .137

CO .897 .952 .055 .622 .635 .013 .659 .624 .035

AT .760 .784 .024 .592 .592 .001 .676 .639 .037

PE .872 .883 .011 .787 .799 .012 .795 .765 .030

AVG .878 .904 .026 .707 .715 .008 .745 .697 .048

RANDOM FLIP

p = 0 :01

MALE

FLIPPED

CD .984 .981 .003 .786 .776 .010 .782 .683 .099

ED .949 .941 .008 .765 .756 .009 .856 .779 .076

CO .974 .972 .002 .647 .643 .003 .792 .794 .002

AT .821 .814 .007 .621 .608 .013 .770 .770 .000

PE .915 .917 .002 .817 .820 .003 .834 .916 .082

AVG .929 .925 .004 .727 .720 .008 .807 .788 .052

RANDOM FLIP

p = 0 :01

FEMALE

FLIPPED

CD .981 .988 .007 .793 .799 .006 .720 .661 .060

ED .925 .928 .003 .720 .713 .007 .840 .815 .025

CO .962 .972 .010 .670 .692 .022 .733 .718 .015

AT .742 .752 .010 .547 .552 .005 .492 .585 .093

PE .806 .827 .021 .714 .729 .015 .714 .848 .134

AVG .883 .893 .010 .689 .697 .011 .700 .725 .065
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Figure A.1: [Training Curves for Facial Recognition] First row: Validation accuracy of facial
recognition models trained with the equal loss penalty imposed on train (1) and holdout data (2).
Second row: Validation accuracy of models trained with random label �ipping (3) and adjusted
angular margins (4). Third row: Accuracy of the sensitive classi�er predicting gender for an
adversarial penalty imposed on females (5) and males (6). Fourth row: Validation accuracy of
models trained with adversarial regularization imposed on females (7) and males (8). Solid lines
denote accuracy of the model for females and dashed lines denote accuracy for males. All curves
are for ResNet-18 based models.
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Appendix B: Chapter 3 Appendix

B.1 Additional Model and Dataset Details

CIFAR-10, CIFAR-100, CIFAR100SuperThese are standard deep learning benchmark datasets.

Both CIFAR-10 and CIFAR-100 contain60; 000images in total which are split into50; 000train

and10; 000test images. The task is to classify a given image. Images are mean normalized with

mean and std of(0:5; 0:5; 0:5).

UTKFace Contains images of a people labeled with race, gender and age. We split the dataset

into a random80 : 20train:test split to get4; 742test and18; 966train samples. We bin the age

into 5 age groups and convert this into a 5-class classi�cation problem. Images are normalized

with mean and std of 0 and 1 respectively.

AdienceContains images of people labeled with gender and age group. The task is to classify

a given image into one of 8 age groups. We split the dataset into a random 80:20 train:test

split to get14; 007 train and3; 445 test samples. Images are normalized with mean and std of

(0:485; 0:456; 0:406)and(0:229; 0:224; 0:225)respectively.

Accuracy of models trained on these datasets can be found in Table B.2. Figures B.1, B.3, B.5,

and B.7 show the measures of robustness bias as approximated by CarliniWagner (� CW
P ) and

DeepFool (� DF
P ) across different partitions of all the datasets.
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Figure B.1: Depiction of� DF
P and� CW

P for the CIFAR10 dataset with partitions corresponding
to the class labelsC. These values are reported for all �ve convolutional models both at the
beginning of their training (after one epoch) and at the end. We observe that, largely, the
signedness of the functions are consistent between the �ve models and also across the training
cycle.

Figure B.2: Depiction of� RS
P for the CIFAR10 dataset with partitions corresponding to the class

labelsC.

B.2 Regularization Results

In this section, we �rst derive the regularization term introduced in section 3.9 in Chapter 3.

Then using this regularization term we re-train models to see if we can mitigate robustness bias.

As we saw in Figures B.8 and B.7 in Chapter 3, Adience barely showed any robustness bias when

partitioned on the sensitive attribute (gender), so in this section we only focus on CIFAR-10 and

UTKFace (partitioned by race). We show an in-depth analysis Resnet50, VGG19 and Deep CNN

on CIFAR-10 and Resnet50, VGG19 and UTK Classi�er on UTKFace.
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Figure B.3: Depiction of� DF
P and� CW

P for the CIFAR100 dataset with partitions corresponding
to the class labelsC. These values are reported for all �ve convolutional models both at the
beginning of their training (after one epoch) and at the end. We observe that, largely, the
signedness of the functions are consistent between the �ve models and also across the training
cycle.

Figure B.4: Depiction of� RS
P for the CIFAR100 dataset with partitions corresponding to the class

labelsC.

B.2.1 Formal Derivation of the Regularization Term

In this section, we provide a step-by-step derivation of the regularization term used in

Section 3.9 in Chapter 3. Recall the traditional Empirical Risk Minimization objective, ERM:=

lcls(f � (X ); Y), wherelcls is cross entropy loss. Now we wish to model our measure of fairness
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Figure B.5: Depiction of� DF
P and � CW

P for the CIFAR100super dataset with partitions
corresponding to the class labelsC. These values are reported for all �ve convolutional models
both at the beginning of their training (after one epoch) and at the end. We observe that, largely,
the signedness of the functions are consistent between the �ve models and also across the training
cycle.

Figure B.6: Depiction of� RS
P for the CIFAR100super dataset with partitions corresponding to

the class labelsC.

(§3.3) and minimize for it alongside ERM. To model our measure, we �rst evaluate the following

cumulative distribution functions:
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Figure B.7: Depiction of� DF
P and� CW

P for the Adience dataset with partitions corresponding to
the (1) class labelsCand the and (2) gender. These values are reported for all �ve convolutional
models both at the beginning of their training (after one epoch) and at the end. We observe that,
largely, the signedness of the functions are consistent between the �ve models and also across the
training cycle.

Figure B.8: Depiction of� RS
P for the Adience dataset with partitions corresponding to the (1)

class labelsCand the and (2) gender.

Px2D f d� (x) > � j x 2 P; y = ŷg =

1
X

x=2 P

1f y = ŷg

X

x=2 P
y= ŷ

1f d� (x) > � g

Px2D f d� (x) > � j x =2 P; y = ŷg =

1
X

x2 P

1f y = ŷg

X

x2 P
y= ŷ

1f d� (x) > � g

This gives us the empirical estimate of the robustness bias termRB(P; � ), parameterized
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by partitionP and threshold� , de�ned as Equation B.1 below.

~RB(P; � ) =
�
�
�

1
X

x=2 P

1f y = ŷg

X

x=2 P
y= ŷ

1f d� (x) > � g�

1
X

x2 P

1f y = ŷg

X

x2 P
y= ŷ

1f d� (x) > � g
�
�
�

(B.1)

Now, for ~RB as de�ned in Equation B.1 to be computed and used, for example, during

training, we must approximate a closed form expression ofd� . To formulate this, we take

inspiration from the way adversarial inputs are created using DeepFool [95]. Just like in DeepFool,

we also approximate distance fromf � consideringf � to be linear (even though it may be a highly

non-linear Deep Neural Network). Thus, we get,

d� (x) =

�
�
�
�

f � (x)
jjr x f � (x)jj

�
�
�
� : (B.2)

By combining Equations B.1 and B.2, we recover~RB, a computable estimate of the

robustness bias termRB, as follows.

~RB(P; � ) =
�
�
�

1
X

x=2 P

1f y = ŷg

X

x=2 P
y= ŷ

1fj
f � (x)

jjr x f � (x)jj
j > � g�

1
X

x2 P

1f y = ŷg

X

x2 P
y= ŷ

1fj
f � (x)

jjr x f � (x)jj
j > � g

�
�
�

(B.3)
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Finally, given scalar� , we minimize for the new objective function,AdvERM, as follows:

AdvERM := lcls(f � (X ); Y) + � � ~RB(P; � ):

B.2.2 Additional Regularization Results

Figures B.9, B.10, B.11, B.12, B.13, B.14 shows how models trained with our proposed

regularization term show lesser robustness bias. Figures B.9, B.10, and B.11 correspond to

CIFAR-10, while Figures B.12, B.13, and B.14 correspond to UTKFace. For example, for

Deep CNN trained on CIFAR-10, for the partition “cat”, we see that the distribution of distances

become less disparate for the regularized model (Figure B.9(h)) as compared to the original non-

regularized model (Figure B.9(g)). This trend persists across models and datasets. We provide a

PyTorch implementation of the proposed regularization term in our accompanying code.

B.3 Comparison of Approximation(s) using Randomized Smoothing and Adversarial

Attacks

We present the percent agreement in the signedness of� RS with � DF and the signedness of

� RS with � CW. These results are presented in Table B.1.
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Table B.1: Percentage of agreement with� RS and� DF and� CW

DeepFool CarliniWagner

Adience 83.33 79.63

UTKFace 74.24 72.73

CIFAR10 75.00 76.67

CIFAR100 53.83 54.00

CIFAR100super 65.83 66.67

((a)) Airplane ((b)) Reg. Airplane ((c)) Automobile ((d)) Reg. Automobile

((e)) Bird ((f)) Reg. Bird ((g)) Cat ((h)) Reg. Cat

((i)) Deer ((j)) Reg. Deer ((k)) Dog ((l)) Reg. Dog

((m)) Frog ((n)) Reg. Frog ((o)) Horse ((p)) Reg. Horse

((q)) Ship ((r)) Reg. Ship ((s)) Truck ((t)) Reg. Truck

Figure B.9: [Regularization] CIFAR10 - Deep CNN
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((a)) Airplane ((b)) Reg. Airplane ((c)) Automobile ((d)) Reg. Automobile

((e)) Bird ((f)) Reg. Bird ((g)) Cat ((h)) Reg. Cat

((i)) Deer ((j)) Reg. Deer ((k)) Dog ((l)) Reg. Dog

((m)) Frog ((n)) Reg. Frog ((o)) Horse ((p)) Reg. Horse

((q)) Ship ((r)) Reg. Ship ((s)) Truck ((t)) Reg. Truck

Figure B.10: [Regularization] CIFAR10 - Resnet50
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