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Virtual reality (VR) is poised to become the new medium through which we

engage, view, and consume content. In contrast to traditional 2D desktop displays,

which restrict our interaction space onto an arbitrary 2D-plane with unnatural in-

teraction mechanisms, VR expands the visualization and interaction space into our

3D domain, enabling natural observations and interactions with information. With

the rise of Big Data, processing and visualizing such enormous datasets is of utmost

importance and remains a difficult challenge. Machine learning, specifically deep

learning, is rising to meet this challenge. In this work, we present several stud-

ies: (a) demonstrating the effectiveness of immersive environments over traditional

desktops for memory recall, (b) quantifying cybersickness in virtual environments,

(c) enabling human analysts and deep learning to support, refine, and enhance each

other through visualization, and (d) visualizing root-DNS information, enabling an-

alysts to find new and interesting anomalies and patterns.

In our first work, we conduct a user study where participants memorize and



recall a series of spatially-distributed faces on both a desktop and head-mounted

display (HMD). We found that the use of virtual memory palaces in the HMD

condition improves recall accuracy when compared to the traditional desktop condi-

tion. This improvement was statistically significant. Next, we present our work on

quantifying cybersickness through EEG analysis. We found statistically significant

correlations with increases in delta, theta, and alpha brain waves with self-reported

sickness levels, enabling future virtual reality developers to design countermeasures.

Third, we present our work on enabling domain experts to discover hidden labels and

communities within unlabeled (or coarsely labeled) high-dimensional datasets using

deep learning with visualization. Lastly, we present a 3D visualization of root-DNS

traffic, revealing characteristics of a DDOS attack and changes in the distribution

of queries received over time. Together, this work takes the first steps in bringing

together machine learning, visual analytics, and virtual reality.
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Chapter 1: Introduction

The work presented in this dissertation is geared towards enabling visual an-

alytics within virtual environments. A successful virtual reality-based analytical

visualization should consist of several key components: provide the analyst with an

intuitive view of and interaction with the data, leverage and support the respective

advantages of humans and computers, and be capable of presenting vast amounts

of abstract data enabling the analysis and discovery of actionable intelligence. This

dissertation presents advances in each of those areas, justifying and enabling the

use of head-mounted displays, leveraging and enhancing machine-learning using hu-

man pattern recognition and domain knowledge for data discovery and analysis,

and the development of a three-dimensional visualization for the exploration and

characterization of vast amounts of abstract DNS network data.

The world is amidst a global cyber war. Conducting the analysis of vast

amounts of network data for monitoring and safeguarding a core pillar of the inter-

net, the root DNS, is an enormous challenge. It is critical to the continuing stability

and operation of the Internet that we discover, understand, and thwart attacks. The

current state-of-the-art tools are in essence log-�le editors, only portraying speci�c

details about speci�c Internet packets, with no sense of global structure, spatial
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orientation, or temporal connections. Humans, in contrast, are adept at organizing

and interacting with the world in a spatial manner.

While the monitors and traditional displays are generally familiar and com-

fortable to use, the bene�t of head-mounted displays is their ability to leverage and

connect our kinesthetic intelligence (our natural inclination for movement and spa-

tial interaction) with the content displayed. Rather than mapping data to a large

2D array of monitors, head-mounted displays allow for an immersive and natural in-

teraction space. Discovering and quantifying the bene�ts of head-mounted displays

over traditional desktops are therefore very important. In our �rst study we ask,

what are the bene�ts of using a head-mounted display over a traditional desktop

display? Our study showed that there was a statistically signi�cant improvement in

the recall of spatially-distributed information when using a head-mounted display, as

compared to a traditional desktop. We present the summary of our research in sec-

tion 1:2, and give details in Chapter 2. This result shows that using head-mounted

displays has advantages over traditional desktop when engaging with spatial content.

A crucial problem with head-mounted displays that still prevents their wide

adoption is the onset of cybersickness. It has been reported [1] that a large propor-

tion of the population, after an extended usage of head-mounted displays, experience

feelings of nausea, headache, fatigue, and other negative ailments, which are collec-

tively referred as cybersickness. This means there are analysts who are unable to

use virtual reality for data visualization. At present, there is little understanding

of the causes of cybersickness, let alone how to mitigate it. One of the prevailing

theories on the cause of cybersickness is the sensory con
ict theory, which attributes
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it to the dissonance between the visual and the vestibular sensory cues [1,2]. Before

we are able to treat and correct for cybersickness, we need to be able to quantify

and measure it, motivating our second study. Our goal is to develop a technique

for the objective measurement and quanti�cation of cybersickness. Using an elec-

troencephalogram (EEG) we validate our measurements by correlating the EEG

signals with a continuous self-diagnosis of cybersickness from our participants using

a joystick. We found that the delta, theta, and alpha wave bands were correlative

with the reported levels of cybersickness. We present the summary of our research

in section 1:3, and give details in Chapter 3. This result provides the framework

to evaluate the onset and mitigation of cybersickness in future applications and

head-mounted displays.

Having established that head-mounted displays have advantages over desk-

tops, and a framework to detect and quantify cybersickness, we shift focus towards

visual analytics. The ability of our technology to collect large amounts of data

has far surpassed our ability to process and generate insights and conclusions using

existing methods. Traditionally, the visualization of large datasets on desktops is

done with large lists, tables, or conventional plots (such as line and bar plots). Each

representation has its disadvantages, but their weaknesses are most evident when

the datasets visualized are large and high dimensional. These weaknesses make in-

terpreting and drawing conclusions from such datasets very di�cult. Rather than

relying on pure visualization for analysis, analysts often turn to machine learning

for information discovery and analysis. Deep learning, a branch of machine learn-

ing, has proved itself extremely successful for many di�erent application areas of
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science and visualization. However, deep learning requires a tremendous amount

of precisely-labeled training data in order to function properly. In the real world,

such training sets are not readily available or easily created, such as in the case of

training a classi�er to detect attacks on DNS. An approach where machines and

humans are able to leverage the strengths of the other is desirable. This is the

motivation for our third study, to develop a technique which leverages the pattern

recognition ability of humans with the analytical processing power of machines and

deep learning, with the goal of discovering hidden communities and labels within

sparsely labeled, high-dimensional, non-spatial datasets. To evaluate our technique,

we treated two �nely labeled, high-dimensional, spatial datasets as ground-truth.

Then, we started the iterative discovery process by stripping away the spatial con-

text, and greatly reduced the number of labels by merging many of the precise labels

into initial coarse labels. For the study, our goal was to reconstruct, to the best of

our ability, the original labeling distribution of the test datasets. For each of the

datasets, we were able to rediscover the hidden labels and accurately label many

of the data points appropriately. We further present the summary of our research

in section 1:4, and give details in Chapter 4. This result shows we can discover

latent clusters and information through an iterative process, while simultaneously

improving the capabilities of the deep learning training model with human guidance.

A virtual reality-based visualization will inherently leverage a 3D environ-

ment. While 2D visualizations are often regarded as easier to create and under-

stand (in terms of time required for comprehension), recent research has shown

there are many bene�ts to 3D visualizations over 2D for abstract data visualiza-
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tion [3{5], including clearer spatial separation, reduced over-plotting, and enabling

faster construction and deeper mental models. These ideas have inspired our work,

summarized in section 1:5, and presented in more detail in Chapter 5, where we

develop a three-dimensional virtual-environment data visualization capable of por-

traying large amounts of abstract network data. For our visualization, we sought to

tackle a real-world problem, enabling the analysis of the vast amounts of network

tra�c that 
ows through the root-DNS. Traditional network tools largely consist of

advanced text editors, simply listing every aspect of every packet. Although such

visualizations provide unparalleled detail, they inhibit the potential of detecting

anomalous trends, generally require analysts to know of a search target, and do not

scale to handle the ever-increasing amounts of data to be reviewed. Our visual-

ization has been carefully constructed with DNS industry experts to leverage our

pattern recognition and spatial recognition capabilities. We show that our visual-

ization is capable of providing analysts with a comprehensible analysis of the data

of the spatio-temporal data, enabling a de�nition of normalcy, detecting previously

unknown anomalies and clusters, and characterizing large-scale real-world attacks

for future attack identi�cation and mitigation.

1.1 Virtual Memory Palaces

1.1.1 Introduction

Since classical times, people have used memory palaces as a spatial mnemonic

to help remember information by organizing it in an environment and associating it
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with salient features in that environment. Virtual reality a�ords a new medium for

exploring large datasets in an embodied way. We present here a summary of Chap-

ter 2, where we explore whether using virtual memory palaces in a head-mounted

display (HMD) will allow a user to be able to better recall information than with a

traditional desktop display.

Figure 1.1: One of the virtual memory palace scenes used in our user study (left) an

ornate palace showing some of the faces used, and (right) the same ornate palace,

with the faces replaced with numbers.

1.1.2 Approach

For this study, we focused on analyzing and leveraging the spatial component of

human memory and the inherently spatial nature of immersive virtual reality head-

mounted displays. Our hypothesis is that the added immersion of virtual reality will

improve the recall performance of human subjects compared with desktop displays.

To test this hypothesis, we prepared two 3D realistically rendered environments and
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Figure 1.2: The overall average recall performance of participants using a HMD

was 8:8% higher compared to a desktop. The median recall accuracy percentage for

HMD was 90:48% and for desktop display was 78:57%. The �gure shows the �rst

and third quartiles for each display modality.

Figure 1.3: The overall con�dence scores of participants using a HMD and a desktop.

Each participant gave a con�dence score between 1 and 10 for each face they recalled.

Those in the HMD are slightly more con�dent about their answers than those on

the desktop.
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Figure 1.4: The distribution of incorrect answers for each display modality showing

the median, �rst, and third quartiles.

placed faces of well-known people within them. The faces were distributed around

a central location where we position our study participants. After our participants

familiarize themselves with the faces and their names, the participants �rst use

either a desktop or a head-mounted display, in one of the two scenes, and view one

of two sets of faces. We give the participants �ve minutes to familiarize themselves

with the scene and the faces distributed around the scene. After a two-minute

break, we place participants back in the environment, with the faces replaced with

numbers. The participants next recall the names of the faces which were previously

at each numbered location, and to give a con�dence in their answer (0� 10), with

10 as fully con�dent. This process then repeats for the alternate display, the other

environment, and with the alternate set of faces. An example of what one of the

scenes looked like with faces and with numbers can be seen in Figure 1.1.
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1.1.3 Results

Our study, with 40 participants, found that virtual memory palaces viewed

in an HMD provide a superior memory recall ability compared to a traditional

desktop display. Speci�cally, we found a statistically signi�cant increase of 8:8% in

the recall accuracies of the HMD as compared to a desktop, and that 40% of our

participants had at least a 10% advantage while using the HMD. The distribution

of the accuracies for each display can be seen in Figure 1.2. In addition, we also

found a statistically signi�cant increase in the con�dence of our participants in their

answers when in the HMD as compared to using the desktop (as can be seen in

Figure 1.3). This increase in con�dence was supported by a statistically signi�cant

decrease in the number of errors for the HMD as compared to the desktop (See

Figure 1.4). We believe that these types of virtual environments can create natural

and more memorable experiences that enhance productivity for better recall and

understanding of large amounts of information.

1.2 Characterizing Vection-Induced Cyber Sickness using EEG

1.2.1 Introduction

If virtual reality is to revolutionize the way we view and interact with machines,

data, and each other, mitigating and understanding the onset of cybersickness is crit-

ical. Virtual and augmented reality are poised to fundamentally shift the way we

consume visual information and interact with technology. However, the adaptation
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of this new method for viewing and interacting with information is hampered by

the fact that a large proportion of people su�er from what has been named cyber

sickness [1]. Common symptoms of cybersickness include nausea, increased heart

rate, disorientation, sweating, eye strain, and headaches [6,7]. One of the prevailing

theories on the cause of cybersickness (also referred as simulator sickness or visual

fatigue) is the sensory con
ict theory, which attributes it to the dissonance between

the visual and the vestibular sensory cues [1, 2]. Our goal is to develop a simple,

passive, and objective technique which quanti�es cybersickness. We present a sum-

mary of our study here, and cover its design and results in more detail in Chapter

3.

1.2.2 Approach

We conducted a user study which involves taking EEG measurements of par-

ticipants, using the Emotiv Epoc 14-channel 128Hz EEG headset, while the par-

ticipants are exposed to an experience designed to induce cybersickness in virtual

reality. After taking a baseline EEG reading, the participants 
y through a virtual

spaceport for approximately a minute. During the 
y-through, participants report

their current level of cybersickness by tilting a joystick, indicating higher sickness

with more tilt. After each session, each participant completes a Simulator Sickness

Questionnaire (SSQ), which subjectively assesses the di�erent symptoms related to

cybersickness, giving each a score from 0 to 4.

For the user study, we recruited 44 participants, of which we were able to use
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Figure 1.5: The distribution of Simulator Sickness Questionnaire (SSQ) scores ob-

tained from participants after participating in the experiment. The plot shows the

median, �rst and third quartiles (orange and grey respectively), with the minimum

and maximum shown as error bars.

the data of 43 participants. First, we con�rm that our participants experienced cy-

bersickness through analysis of the SSQ scores. The distribution of the SSQ scores

can be seen in Figure 1.5. By looking at the distribution of the SSQ scores, it is

clear that our participants, on average, claimed to experience some cybersickness

symptoms. To process the collected EEG data we use the EEG toolkit EEGLab

(https://sccn.ucsd.edu/eeglab/ ). EEGlab works by taking each participant's

EEG signals and performing independent component analysis (ICA), generating 14

independent components (ICs) for each participant. The goal of ICA is to decon-

struct the original signals into component signals such that each of the component

signals represents independent sources of the resulting signal, such as eye-blinks,

noise, etc. Using the calculated independent components from each of the partic-
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ipants, we cluster them using EEGLab's built-in K-means functionality, such that

similarly attributed components across participants are together.

Figure 1.6: The names and locations of the 14 EEG electrodes in the Emotiv Epoc

headset.

Figure 1.7: Comparison of the EEG power spectra between the baseline (blue) and

virtual 
ythrough (green) for ICA cluster A. The paired t-test with Bonferroni-

correction between the two spectra revealp < 0:001 for much of the frequency

ranges, and withp < 0:05 for most ranges.
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Figure 1.8: Average over four frequency bands for Cluster A compared with the

average self-reported cybersickness (in green).

1.2.3 Results

From the 14 generated independent component (IC) clusters, we identi�ed one

of the clusters (cluster 12 which we call cluster A) as representative of cybersick-

ness, which is shown in Figure 1.6. For this cluster, we found that there was a

statistically signi�cant power increase across many frequency ranges for the partic-

ipants in the sick condition (when 
ying through the spaceport), as compared to

the baseline condition (stationary), which can be seen in Figure 1.7. To validate

our results further, we compare the clustered EEG data for the sick condition with

the collected joystick information. For the di�erent EEG frequency bands, we see a

high correlation between the delta-wave (1:0 � 4:0) Hz, theta-wave (4:0 � 7:0) Hz,

and Alpha-wave (7:0 � 13:0) Hz signals, which can be seen in Figure 1.8.
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One of the �rst and most crucial steps to mitigating cyber-sickness is to �gure

out how to quantify the characteristics of cybersickness. The result of this study

o�ers an objective method to measure and quantify cybersickness, which can be

used for further work on mitigating cybersickness.

1.3 Enhancing Deep Learning with Visual Interactions

1.3.1 Introduction

Recent advances in deep learning have led to impressive advances in many areas

of science and visualization. However, deep learning requires huge amounts of �nely

and precisely labeled training data to function. Such complete training datasets

are rare due to their, high cost, large amounts of time to create, erroneous labels,

and labeling subjectivity. In addition, most datasets are abstract or non-spatial,

further increasing the di�culty of their annotation. In Chapter 4, we present how

we leverage the strengths of human pattern recognition and deep learning analytics

to facilitate the exploration and interaction of high-dimensional datasets that have

coarse labels, through an interactive and iterative process of re�nement, re-training,

and visualization. Our approach can be used to (a) alleviate the burden of intensive

manual labeling that captures the �ne nuances in a high-dimensional dataset by sim-

ple visual interactions, (b) replace a complicated (and therefore di�cult to design)

labeling algorithm by a simpler (but coarse) labeling algorithm supplemented by

user interaction to re�ne the labeling, or (c) use low-dimensional features (such as

the RGB colors) for coarse labeling and turn to higher-dimensional latent structures,
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that are progressively revealed by deep learning, for �ne labeling.

Figure 1.9: A brief illustration of the di�erence between traditional deep learning

techniques and our approach. Deep learning traditionally requires a large, time-

consuming, and precisely labeled dataset for training. For several reasons, such

datasets may be inappropriately labeled. In our approach, we start with coarse

labels (that are typically far easier to construct) and then re�ne them through an

iterative process, involving visual interactions and deep learning.
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1.3.2 Approach

Our goal is to take a coarsely labeled, non-spatial, high-dimensional dataset,

and generate a low-dimensional representation that is easily interpretable by an

analyst. To generate the low-dimensional representation, we employ two convo-

lutional deep neural networks, a variational autoencoder, and a Siamese network.

The variational autoencoder attempts to project the high-dimensional data to a

two-dimensional representation in an unsupervised manner, relying entirely on the

underlying distribution and patterns within the data. The variational autoencoder

is constrained by requiring the network to reconstruct the original high-dimensional

input data as accurately as possible from the projected two-dimensional layout.

This provides analysts with a starting 2D data layout, derived from the data itself.

Once the network generates the 2D distribution of data points, an analyst visually

analyzes the distribution of the points, colored based on their currently assigned

label (if provided), and manually selects points to assign or reassign their label-

ing. A point's label may change for many reasons, such as the point's proximity

to other points of a di�erent label and group evolution. The advantage here is the

ability of humans to identify spatial patterns and provide that information to the

network. Once the analyst has adjusted the labeling of the data points to their sat-

isfaction, they are fed into the deep learning Siamese network system. The Siamese

network consists of an internal network exactly similar with both internal structure

and weights to the autoencoder, but compares how two input points are projected

into the two-dimensional space based on their given labels. If the points are close
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but share di�erent labels, the network attempts to push them further apart in the

projection, and if the points share a label, the network attempts to push them closer

together. With this new model, a new distribution of points is generated using both

the autoencoder and Siamese networks. This iterative process of projection and

relabeling continues until the generated labeling and distribution is satisfactory. An

overview of this process can be seen in Figure 1.9.

1.3.3 Results

Figure 1.10: A comparison of the initial coarse labeling, to the generated re�ned

labels, and the precise (true) labels of the Pavia university dataset after 3 iterations.

Starting from the three initial categories: natural surfaces, roads, and buildings, we

were able to reconstruct the distribution of the 9 labels with an accuracy of 88:2%.

To illustrate our process, we evaluate our technique on three datasets, a hyper-

spectral image of Pavia University [8], a hyperspectral image of Salinas Valley [9],
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Figure 1.11: A comparison of the initial coarse labeling, the generated re�ned labels,

and the precise (true) distribution of labels, of the Salinas valley dataset after �ve

iterations. Starting with 6 initial coarse labels, we were able to reconstruct the

distribution of the 16 labels with an accuracy of 97:4%.

and a collection of text-based queries from the D-Root DNS authority at the Univer-

sity of Maryland. For our purposes, we combined and reduced the number of known

labels to start, with the goal of reconstructing the hidden ground truth labels for

the �rst two datasets. The third DNS dataset is completely unlabeled. The initial

and �nal distribution of the data with labeling can be seen for the �rst two datasets

in Figure 1.10 and Figure 1.11 along with the evolution of the �nal dataset labeling

distribution in Figure 1.12, demonstrating the ability of our approach to discover

latent clusters and categories.

Our approach o�ers two main contributions. First, we are able to improve

and enhance deep learning by introducing an approach that leverages human pat-
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Figure 1.12: The evolution of the query-space representation over eight iterations,

showing the in
uence of the iterative labeling. Note that for some clusters certain

colors have been re-used due to the high-number of groups.

tern recognition to improve the data that is used to train the deep learning model.

Second, we show that we are able to construct spatially-meaningful representations

of abstract high-dimensional data that can be easily interpreted and manipulated.

The next work is an expansion of the ideas established here, organized in a vir-

tual three-dimensional environment, and evaluated using a real-world dataset and

experts.

19



1.4 Visual Analytics for Root DNS Data

1.4.1 Introduction

The analysis of vast amounts of network data for monitoring and safeguarding

the root DNS, a core pillar of the internet, is an enormous challenge. Understand-

ing the distribution of the queries received by the root DNS, and how those queries

change over time, in an intuitive manner is sought. Traditional query analysis is

performed packet by packet, lacking global, temporal, and visual coherence, obscur-

ing latent trends and clusters. In Chapter 5 we present our approach that leverages

human pattern recognition and computational power of deep learning with 2D and

3D rendering techniques for quick and easy interpretation and interaction with vast

amount of root DNS network tra�c. Working with real-world DNS experts, we

developed a visualization that reveals several surprising latent clusters of queries,

potentially malicious and benign, discover previously unknown characteristics of a

real-world root DNS DDOS attack, and uncover unforeseen changes in the distribu-

tion of queries received over time. These discoveries will provide DNS analysts with

a deeper understanding of the nature of the DNS tra�c under their charge, which

will help them safeguard the root DNS against future attack.

1.4.2 Approach

Our visualization consists of three main components, an IP-space visualization,

a 2D query-space visualization, and a 3D query-space visualization. The purpose
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of these visualizations is to provide analysts with a well-rounded representation of

the DNS packets they receive and process, providing a high-level overview while

preserving low-level salient details. The �rst visualization, portraying the IP-space

distribution of the received packets, as shown in the left of Figure 1.13, with more

detail provided in Figure 1.14, conveys a 2D representation of the 4D IPv4 space,

with the X-axis as a linear combination of the �rst two IPv4 octets, and the Y-

axis as the last two IPv4 octets. Within each cell, a �ve-second period of packet

accumulation is presented, conveying the number and variety of packets received

using the size and color of glyphs. As these packet streams aggregate over time

along the Z-axis they reveal patterns, anomalies, and distinct characteristics of DNS

attacks. This representation provides DNS analysts with an unparalleled level of

temporal and visual coherence for understanding the changing characteristics of

their data.

The second visualization, as shown in the middle of Figure 1.13, leverages

deep learning to project and organize the distribution of high-dimensional non-

spatial DNS queries in an easy-to-interpret two-dimensional spatial layout. In this

representation, distinct clusters of queries emerge, enabling analysts to gain a sense

of the normal and abnormal distribution of queries along with the number of times

each of those queries was received. Using this projection, a set of semantic axes

arises, with alphabet-based queries appearing on the left, and number-based queries

appearing on the right of the space, along with a general usage of alphanumeric

characters on the top, and non-alphanumeric characters on the bottom. Through

our investigation with DNS experts, we have identi�ed several interesting general
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Figure 1.13: Our root-DNS dual-visualization that provides both high and low-level

overviews and interactions of the IP and query spaces. IP packet tra�c is visualized

on the left, revealing hidden patterns, IP distributions, and a real TCP-SYN 
ood

attack. A two-dimensional query-space generated using deep learning portrays a

spatial distribution of received queries and counts. The right image portrays the

spatial distribution of queries as they change over time, revealing the diminished

number of received queries due to a DDOS.

groups of queries, as presented in the left of Figure 1.15. Such a query-based spatial

visualization was previously unknown to our experts, who achieved new insights

into their tra�c using the system. The third visualization, as shown in the right of

Figure 1.13 and Figure 1.15, is a 3D temporal expansion of the 2D query-space visu-

alization, providing additional information such as the evolution of the distribution

of queries over time, revealing patterns and anomalies. Through such visualizations,

our analysts have been able to make connections between the tra�c in the IP-space

and the query-space, discovering previously unknown clusters, repeating patterns,

and anomalies.
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