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The main strength of quantitative risk assessment (QRA) is to enable risk
management by providing causal insights into the risk of an engineering system or
process. Bayesian Networks (BNs) have become popular in QRA because they offer
an improved causal structure that represents analysts’ knowledge of a system and
enable reasoning under uncertainty. Currently, the use of BNs for risk-informed
decisions is based solely on associative reasoning, answering questions of the form
“If we observe X = z, how likely is it to observe Y = y?” However, risk manage-
ment in the industry relies on understanding how a system could change in response
to external influences (e.g., interventions and decisions) and identifying the causes
and mechanisms that could explain the outcome of past events (e.g., accident inves-
tigations and lessons learned). This dissertation shows that associative reasoning
alone is insufficient to provide these insights, and it provides a framework for ob-
taining more complex causal insight using BNs with intervention and counterfactual
reasoning.

Intervention and counterfactual reasoning must be implemented along with
BNs to provide more complex insights about the risk of a system. Intervention rea-
soning answers queries of the form “How does doing X = z change the likelihood
of observing Y = y?” and can be used to inform the causal effect of interventions
and decisions on the risk and reliability of a system. Counterfactual reasoning an-
swers queries of the form “Had X been X = 2’ in an event, instead of the observed
X = z, could Y have been Y = ¢/, instead of the observed Y = y?” and can
be used to learn from past events and improve safety management activities. BNs
present a unique opportunity as a risk modeling approach that incorporates the
complex causal dependencies present in a system’s variables and allows reasoning



under uncertainty. Therefore, exploiting the causal reasoning capabilities of BNs in
QRAs can be highly beneficial to improve modern risk analysis.

The goal of this work is to define how to exploit the causal reasoning capa-
bilities of BNs to support intervention and counterfactual reasoning in the QRA
of complex systems and processes. To achieve this goal, this research first estab-
lishes the mathematical background and methods required to model interventions
and counterfactuals within a BN approach. Then, we demonstrate the proposed
methods with two case studies concerning the risk of third-party excavation damage
to natural gas pipelines in the U.S. The first case study showed that the interven-
tion reasoning methods developed in this work produce unbiased causal insights into
the effectiveness of implementing new excavation practices. The second case study
showed how the counterfactual reasoning methods developed in this work can ex-
pand on the lessons learned from an accident investigation on the Sun Prairie 2018
gas explosion by providing new insights into the effectiveness of current damage
prevention practices. Finally, associative, intervention, and counterfactual reason-
ing methods with BNs were integrated into a single model and used to assess the risk
of a highly complex challenge for the future of clean energy: excavation damages to
natural gas pipelines transporting hydrogen. The impact of this research is a first-
of-its-kind approach and a novel set of QRA methods that provide expanded causal
insights for understanding failures and accidents in complex engineering systems
and processes.
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Chapter 1: Introduction

1.1 Research Motivation

Complex engineering systems (CES), such as power plants and oil & gas in-
frastructure, are critical to society's economic stability and security. Their failure
to operate as intended can cause major consequences. As such, quantitative risk as-
sessment (QRA) has become key in informing the risk management of these systems
and processes because QRA provides causal insights into how failures and accidents
occur and how to mitigate them [2]. The impact of QRA on engineering has been
broad and signi cant for many industries, and its implementation can be seen in
the generation of causal insights toward solving complex challenges, such as nuclear
safety and regulation [3] or providing lessons learned in catastrophes such as the
Macondo blowout (Deepwater Horizon) in the Gulf of Mexico [4]. Furthermore, risk
assessment and QRA are considered crucial in the development of new industrial
applications such as hydrogen technologies to tackle climate change (e.g., interna-
tional safety codes and standards for re-fuelling stations [5], and the U.K.'s plan to
enable hydrogen-based appliances in residential homes [6])

In the past decade, Bayesian networks (BNs) have become one of the most

popular methods for modern QRAs because they can quantify uncertainty, provide
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an improved causal structure that represents an analyst's knowledge of a system or
process, and enable more extensive causal insights about risk [7,8]. These features
can be seen in a wide set of applications ranging from analyzing accidents in complex
socio-technical systems to dynamically assessing the likelihood of incident scenarios
in nuclear power plants [9, 10].

Obtaining causal insights to inform decision-making is a core goal of QRA
[11{15]. The causal modeling capabilities of BNs have improved the accuracy and
depth of the insights provided by traditional QRA approaches such as fault trees
and event trees [16]. Still, the methods for obtaining causal insights in modern BN-
based QRAs have been limited to reasoning about associations between the variables
describing a system's risk. Associations can only provide insights observations
obtained (or hypothesized) from a system or process (e.g., quantifying correlations
[17,18]). However, risk managers are commonly more interested in deeper causal
insights involving the e ect of decisions and interventions on the risk of a system or
from evaluating and learning about the mechanisms that could explain the outcome
of past events [11,19]. Interventions and counterfactuals deal with the more complex
challenge of providing insights on how a system or process candbanged, which
is crucial for risk management. Unfortunately, no methods have been established
to enable intervention and counterfactual reasoning in QRAs based on BNs, thus
limiting the depth of causal insights that modern QRAs can provide on a system's
risk.

The most common type of decision support in risk assessments is based on

associative reasoning, which provides causal insights into a system or process by
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answering queries of the formif we observe X = x, how likely is it to observe

Y = y?" An example of associative reasoning can be seen in the yearly recommen-
dations report published by the Common Ground Alliance (CGA), an organization
that promotes damage prevention across underground utilities in the U.S. In the
past years, CGA has shown in their report that there is a positive association be-
tween excavation damages and an excavator's lack of awareness of damage prevention
practices, such as calling 811 before digging [20]. This insight was provided as a rec-
ommendation that stresses the need to increase the awareness of damage prevention
practices among excavators. However, the CGA has also found that, even though
damage prevention awareness is at an all-time high, excavation damage trends have
not changed in the past years [21, 22].

The use of BNs in QRA has expanded the depth of insights obtained from
associative reasoning and can provide, for example, diagnostic inference capabilities
in complex engineering processes. Our work on BNs for the risk assessment of exca-
vation damage [23] shows the bene ts of improved associative reasoning capabilities
through BNs. Going back to the example on the CGA's yearly recommendation
report, our work with BNs expanded the insights obtained by the CGA on the pos-
itive relationship between excavation damage and a lack of awareness of damage
prevention practices by diagnosing that most excavators involved in damages are
professional excavators that decide not to execute preventive measures even though
they are aware of them.

However, causal insights based on associations can only provide information on

the statistical relationship between the variables describing a system or process and

3



have been known to be prone to bias and to provide oversimpli ed recommendations
[8,11]. Therefore, traditional QRA has used several methods to expand insights
beyond associations and provide decision-makers with more valuable information
based on complex causal reasoning. These improved insights are based on more
complex causal reasoning based on interventions and counterfactuals and have been
employed on popular QRA methods such as importance measures [2] and Accimap
analysis [24].

First, intervention reasoning answers queries of the forboes doing X =
x change the likelihood ofobserving Y = y?" and can be used to inform the
causal e ect of interventions and decisions on the risk and reliability of a system
or process. An example of intervention reasoning in traditional QRA can be seen
in importance measures analysis with fault trees [2]. Importance measures are a
crucial quantitative method in QRA to prioritize actions/policies by quantifying
how much a system's reliability changes if a component's reliability is intervened
to be perfect or imperfect [12, 25]. However, insights from importance measures
can be misleading as fault trees are known to oversimplify causality and provide an
inaccurate representation of a complex system or process [26, 27].

Second, counterfactual reasoning answer queries of the fortdad X been
X = x%in an event, instead of the observed = x, could Y have been Y = y°
instead of the observedd = y?" and can be used to learn from past events and
improve risk management activities. An example of counterfactual reasoning can
be found in Accimap analysis based on \but-for" accident investigations [24, 28].
Accimaps have been widely used in the industry to determine the contribution of a
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variable on an accident's outcome through counterfactual statements such as \but-
for this variable, the accident would not have occurred" [28, 29]. Accimaps can
provide an improved causal structure of a system. However, they can only generate
gualitative insights that do not account for uncertainties in an event [30].

These more complex causal insights beyond associations have been crucial in
the development and adoption of QRA in the industry [12]. However, as shown
above, these insights could only be produced due to the simpli ed representation of
causality adopted in traditional QRA models. In fact, Zio and Aven [31] stated that
\how to understand causality in a risk context" is a foundational issue prevalent
in modern QRA, showing that reasoning about causality in complex engineering
systems and processes is not straightforward. BNs present a unique opportunity as
a risk modeling approach that incorporates the complex causal dependencies present
on a system's variables as well as their uncertainty. Therefore, exploiting the causal
reasoning capabilities of BNs in QRAs can be highly bene cial to improve modern

risk analysis.

1.2 Problem Statement and Research Objectives

The main strength of QRA is its ability to provide causal insights into the risk
of an engineering system or process. Modern QRAs have used a BN approach due to
their improved causal modeling capabilities. However, an appropriate understanding
of causality, in addition to the sole use of associative reasoning capabilities of BNs

in QRA, is limiting how analysts reason about risk and provide valuable causal



insights based on interventions and counterfactuals that have been demonstrated to
be highly relevant to di erent industries and applications.

Therefore, the goal of this dissertation is to exploit the causal reasoning capa-
bilities of BNs to support intervention and counterfactual reasoning in the QRA of
complex systems and processes. This research has three main objectives designed
to achieve the dissertation's goal:

" Objective 1 (01): Establish  the mathematical background and methods
needed to perform intervention reasoning with BNs in risk assessment.

" Objective 2 (02): Establish  the mathematical background and methods
needed to perform counterfactual reasoning with BNs in risk assessment.

" Objective 3 (O3): Demonstrate the proposed intervention and counter-
factual reasoning methods on a comprehensive QRA of a complex engineering

system or process.

Figure 1.1: Research objectives for exploiting the causal reasoning capabilities of
modern BN-base QRASs through intervention and counterfactual reasoning.



Causal reasoning can be represented byladder of Causality as proposed
by Judea Pearl [32]. Moving upward in the three rungs of this ladder, we nd a
more complex level of causal reasoning which requires information on the previous
rung to be executed. The three levels (rungs) of causal reasoning present in the
ladder of causality are (1) associations, (2) interventions, and (3) counterfactuals.
In this work, the ladder of causality presented in Figure 1.1 is used as a visual
representation of the three main objectives addressed in this work. As seen in the
gure, modern QRAs based on BNs are based solely on associative reasoning (rung
1 of the ladder). The results of this dissertation, however, will move QRAs upward
in the ladder to enable insights based on interventions (rung 2) and counterfactuals

(rung 3).

1.3 Research Approach

The objectives described above represent a guideline for moving modern BN-
based QRA methods from the rst rung of the ladder of causality (i.e., association
reasoning) toward the upper rungs of intervention and counterfactual reasoning.

Three tasks were carried out to meet these objectives:

" Research task 1 (RT1) : Establish the mathematical background and meth-
ods for intervention reasoning in risk assessmentCurrently, causal insights
from modern QRAs based on BNs are based on associative reasoning. The ob-
jective of this task is to move up to the second rung of the ladder of causality.

Therefore, RT1 starts by identifying the conditions that a BN model should



comply with to be able to provide causal insights based on interventions and
to illustrate its use in QRA. Although there are several potential applications

to intervention reasoning in QRA (e.g., causal discovery and importance mea-
sure analysis), we will narrow this research activity toward contributing to the
problem of estimating the causal e ect of decisions on the variables describ-
ing an engineering system or process. Then, a causal BN-based methodology
is proposed to support risk-informed decision-making, and its application is
demonstrated in an illustrative case study on the problem of third-party ex-

cavation damages (TPD) to natural gas pipelines in the U.S.

Research task 2 (RT2) : Establish the mathematical background and meth-
ods for counterfactual reasoning in risk assessmenfs will be explained in
Chapter 5, the accuracy of the results of counterfactual methods for BNs in
QRA is highly sensitive to the exhaustiveness of the causal model of the sys-
tem or process to which the methods are applied to. Therefore, in order to
move up in the ladder of causality from interventions to counterfactuals, RT2
is divided into the following sub-tasks to enable counterfactual reasoning in

BNs for QRA:

{ Researchtask 2.1 (RT2.1) : Develop a comprehensive BN model on the
risk of TPD to natural gas pipelines.The aim of this research task is to
develop a comprehensive BN model for the problem of TPD to natural gas
pipelines in the U.S. This task is needed to enable and demonstrate the

counterfactual reasoning methods that will be established to achieve O2



as counterfactual insights are highly sensitive to the comprehensiveness of
a causal model. To develop a causal BN model for TPD, we rst de ne a
taxonomy and high-level architecture that includes the processes, actors,
and objects involved in a third-party excavation process. Then, we de ne
a causal structure for the BN model and processed the data from multiple
sources to parameterize it. After parameterizing the BN, we will verify
and validate the model using nationwide statistics on third-party damages

to natural gas pipelines in the U.S.

{ Research task 2.2 (RT2.2) : Establish and demonstrate counterfactual
methods. The comprehensive BN-based risk model de ned in RT2.1 will
enable us to move up in the ladder of causality toward counterfactual
reasoning. Therefore, RT2.2 starts by identifying the conditions that a
BN model, in general, should comply with to be able to provide causal
insights based on counterfactuals and to illustrate its use in risk analysis.
We narrowed this research task toward contributing to the problem of
learning lessons from past accidents. A causal BN-based methodology
is proposed to provide causal insights from accident investigations based
on counterfactual reasoning, which will be demonstrated in a case study.
In particular, the 2018 natural gas explosion caused by third-party ex-
cavators in the city of Sun Prairie, WI [33] is used as a case study to

demonstrate the proposed counterfactual reasoning methods in this task.

" Research task 3 (RT3) : Demonstrate the established causal reasoning meth-



ods on a comprehensive QRA on the risk of TPD to natural gas pipelines trans-
porting hydrogen The nal research task of this work is to demonstrate how
BNs for QRA can provide causal insights on all three rungs of the ladder of
causality. To do this, we perform a comprehensive BN-based QRA using the
causal reasoning methods established in RTs 1 and 2. The speci ¢ engineering
application is to assess the risk of TPD to natural gas pipelines transporting
hydrogen in the U.S. Hydrogen is an essential fuel for a decarbonized future.
However, the risk and safety implications of transporting this gas through ex-
isting pipelines are a major challenge to its widespread use. In order to ful ll
O3 and contribute to the safe transportation of hydrogen through natural gas
pipelines, we rst perform an exhaustive literature review and data collection
on the topic. We select the HyRAM QRA methodology, proposed by Groth et
al., [34] to perform this research task and to guide the development of a causal
BN model to assess the risk of TPD to natural gas and hydrogen pipelines.
The proposed risk model is based on the BN that results from RT2.1 and incor-
porates data and assumptions from multiple sources to simulate a third-party
excavation process in the U.S. and its potential consequences in a pipeline
damage scenario for both natural gas and hydrogen settings. Four indepen-
dent studies based on the three rungs of the ladder of causality are designed
to inform utility companies about the risk of TPD to their future hydrogen
pipelines. The results of these studies are based on the methods established
in RTs 1 and 2 and will provide causal insights to inform recommendations

for the safe transportation of hydrogen through natural gas pipelines.
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1.4 Dissertation Overview

Chapter 2 provides a literature review on the necessary background informa-
tion required to address the three main objectives of this dissertation. This review
starts with a summary of QRA, its objectives, and its bene ts toward informing
the risk management of complex engineering systems and processes. Then, we show
the role of causality in the modeling process and insights provided by QRAs, em-
phasizing how causal reasoning in QRA is based on association, interventions, and
counterfactuals. BNs are then presented as an improved causal model for the QRA
of complex systems and processes, including its basic mathematical background and
probabilistic inference methods. The research conducted in this dissertation is il-
lustrated and demonstrated through case studies on the problem of TPD in natural
gas and hydrogen pipeline systems. Therefore, this literature review ends with a
presentation of the problem of TPD in the U.S. and its position as a future potential
threat to the safe transportation of hydrogen through existing natural gas pipelines.

Chapter 3 shows the results of RT1. This chapter provides a framework that
enables the modeling of decisions in a BN-based QRA model that accounts for poten-
tial confounding variables between a decision's outcome of interest and the variable
to be intervened. Furthermore, we develop and propose a set of metrics describing
the magnitude of the causal e ect of a decision on a system or process. An illustra-
tive case study on the risk of TPD is used to show how using associative reasoning
methods, instead of the proposed intervention reasoning methods, can potentially

misguide decision-making with biased causal insights on the e ectiveness of imple-
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menting new excavation best practices. In addition, the same case study is used
to show how an incorrect understanding of the di erence between associative and
intervention reasoning with BNs can lead to erroneous implementations of widely

used methods in the industry, such as risk importance measures.

Chapter 4 shows the results of RT2.1, providing the development process
and results of building BaNTERA, a probabilistic Bayesian network model for
third-party excavation risk assessment in the U.S. BaNTERA's capabilities for risk-
informed decision support are presented in three ways: veri cation of the model's
performance, validation of its damage rate predictions with historical industry data,
and application in multiple case study scenarios. Preliminary results indicate that
BaNTERA o ers valuable risk insight, including and beyond a probability estima-
tion of third-party damage. Using the best available industry data and previous
models derived from multiple sources, di erent probabilistic inference methods are
used with BaNTERA to assist in pipeline damage prevention and risk mitigation.

Chapter 5 shows the results of RT2.2. This chapter provides a novel probabilis-
tic approach to counterfactual reasoning called \possible worlds" counterfactuals.
This methodology enables the integration of an analyst's causal knowledge about a
system (in the form of a BN-based risk assessment model) with the best available
evidence about an event of interest (e.g., an accident). As a result, counterfactual
hypotheses, commonly used in risk analysis, can now be rigorously assessed through
causally-sound probabilistic methods. We demonstrate the capabilities of \possible
worlds" counterfactuals with a real-world case study on the 2018 Sun Prairie gas
explosion and show how the proposed approach can provide additional lessons and
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insights beyond those provided by authorities after the event.

Chapter 6 shows the results of RT3, demonstrating the proposed intervention
and counterfactual reasoning methods on a comprehensive QRA study on the threat
of TPD to future hydrogen transportation through existing natural gas pipelines.
A preliminary risk model is developed and used in 4 independent studies based on
associative, intervention, and counterfactual reasoning. The rst study compares the
probability of puncture, ignited release, and thermal harm caused by third-party
damage in hydrogen and natural gas contexts. Based on intervention reasoning,
the results of the second study show the e ect of hydrogen on the risk of TPD to
di erent pipeline materials used in gas distribution systems. Based on counterfactual
reasoning, the third study evaluates the probability of alternative consequences to
past incidents experienced by a utility partner's transmission systems had they been
transporting hydrogen instead of natural gas. Based on associative reasoning, the
results of study 4 identify the most relevant risk-in uencing factors a ecting TPD
to distribution and transmission pipelines transporting hydrogen. The result and
insights from these four studies are used to inform recommendations for future TPD
risk mitigation activities in a hydrogen context.

Chapter 7 concludes this dissertation by summarizing the key results and
contributions of the previous chapters to the eld of risk analysis. We list the
work products associated with this dissertation research, including publications,
presentations, codes, and software. Lastly, future directions are provided to move
forward into analyzing novel methods toward exploiting the causal insights that
improved causal models based on BNs can provide in QRAS.
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Chapter 2: Background and Literature Review

The following chapter presents the fundamental background information re-
quired to conduct the research outlined in Chapter 1, including the de nition of
QRA, the role of causality in QRA, causal BNs, and details about third-party exca-
vation as a major threat to natural gas pipelines and the future of hydrogen delivery

in the U.S.

2.1 Quantitative Risk Assessment: De nition, Objectives, and Ben-

ets

According to the Society of Risk Analysis (SRA) [35], risk can be de ned
in relation to the consequences of an activity or process with respect to something
that humans value, normally focusing on negative, undesired consequences. In order
to describe and measure risk, Terje Aven [19] de nes the following quadruplet to

characterize it:

Risk = fA;C;U;Kg (2.1)

Where,
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" A: is an event that might occur.

C: are the event consequences (e.g., safety, societal, environmental, security,

nancial, among others.).

" U: is a measure of uncertainty (usually based on probability) associated with

C.

" K is the background knowledge (and judgment of its strength) that supports

C and U.

All activities of an organization involve risks that should be managed as they
may a ect the achievement of their objectives (e.g., strategic initiatives, operations,
processes, and projects, among others). Risk management involves all activities
of an organization to handle risks, such as prevention, mitigation, adaptation, and
communication. Risk assessment provides a structured process to explore priorities,
build consensus, encourage discourse among interested parties, and build a common
basis for safety discussions to enable risk management. To do this, risk assessment
attempts to answer the following three questions in order to support decision-making

[36]:

1. What can happen? (i.e., What can go wrong?)

2. How likely is it that that will happen?

3. If it does happen, what are the consequences?
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Assessing the risk of engineering systems and processes is a complex challenge,
as data is usually scarce, not all risk scenarios (hazardous events) are known to an-
alysts, and the accuracy of risk assessments is dicult to prove [13]. QRA has
become a key process in the risk management of engineering systems by providing
a scienti cally-sound, defensible, and transparent basis for risk assessment [12, 15].
Unfortunately, QRAs have been predominately used as a mechanical procedure for
determining what is an acceptable (or unacceptable) risk based on prede ned crite-

ria. This form of QRA takes the form:

Risk=U C R° (2.2)

Where Risk is the risk of an eventU is measured as the probability of the
event (e.g., frequency of an event per year(; is a measure of the consequence of the
event (e.g., number of fatalities in an area), an®®is an unacceptable risk threshold
(e.g., an unacceptable number of fatalities per year in an area).

QRA presents, in principle, more objective information and accurate data
than qualitative risk analyses. However, a quantitative assessment such as the one
in Equation 2.2 still su ers from the inherent challenges of assessing the risk of a
system: it is unlikely that a QRA will provide a completely faithful representation
of reality [37{40]. As such, several prominent authors [2,12, 15, 19] have stressed
that the strength of QRA is not to provide a single number to measure risk, but to
provide insights into nding ways to manage risks and support decision-making. As

said by Apostolakis: \QRA results are never the sole basis for decision-making by
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responsible groups. In other words, safety-related decision-making is risk-informed,
not risk-based"[15]. The bene ts of QRA as an approach to generate risk-informed

insights are clearly stated in the 1ISO 31010 [41], including:
" Understanding risk and its potential impact upon objectives;
" Providing information to decision makers;

" Contributing to the understanding of risks to assist in the selection of treat-

ment alternatives;
"~ ldentifying the important contributors to risks in systems;
" Comparing risks in alternative systems, among others.

As can be seen, detailed QRAs are not importarger se but rather the im-

portance lies in the risk-informed decisions that make an activity safe [14].

2.2 The Role of Causality in QRA

Risk assessments are, in their majority, based on models that represent a sys-
tem or process. A set of conceptual constructs are used to represent the risk of
the system, and these constructs are typically mathematical and heavily based on
assumptions about the system [19]. According to Aven, a model-based risk assess-
ment framework should take into consideration all the elements of the quadruplet
fA;C;U;Kgin Equation 2.1 and proposed the framework of Figure 2.1.

Figure 2.1 de nes a risk mode(5(X ) with input variables X . The modelG( )
relates X to quantities of interest Y. Uncertainty plays a fundamental role in this

17



Figure 2.1: A model-based framework to risk assessment. Extracted from [14].

formulation and can be present in the model inputX as a measurd® (X  Xx) (i.e.,
parameter uncertainty) as well as in the modetG(X) (i.e., structural uncertainty).
These uncertainties are propagated int’, for which a risk analyst aims to obtain
insights. These insights are commonly based on sensitivity analyses and importance
rankings of X, which, as seen in the right blocks of Figure 2.1, can also present
uncertainties. The role of the mode(5(X) is to represent the world, obtain insights
about the phenomena being studied, and quantify uncertainties [14]. Therefore, a
model and its inherent capabilities play a crucial role in the insights drawn from a
system's risk.

Risk insights are linked to explanations about a phenomenon in order to inform
risk management decisions about three fundamental questions: (1) How often?/How
much? (2) What if? and (3) Why? Examples can be seen in predicting the likelihood

of an undesired event in the future, diagnosing the state of a system and its causes,
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and learning from single events like accidents [8,11,19,31]. Causal reasoning, that is,
the process of identifying the relationships between causes and e ects, is inherent to
human thinking and in the construction of explanations [18,32,42]. Therefore, any
insight from a risk assessment will involve causal reasoning in one way or another
[16,19].

In this work we will adhere to a mechanistic de nition of causality, which

explains that [43]:

De nition 1. Mechanistic causation. Changes in causes propagate through a

network of law-like causal mechanisms to produce changes in their e ects.

A risk model G(X) can have varying degrees of causal representation in its
formulation and, therefore, can be used to reason and generate causal insights with
varying degrees of certainty. According to Pearl [18,32], there are distinct hierarchies
of causal reasoning which can be visually represented by tlaelder of causalityin
Figure 2.2

Any insight about the risk of a system or process can be seen as an inquiry into
the causal mechanisms and their properties encoded by the mo@lX ). As shown
in the ladder of causality of Figure 2.2, the processes to answer these inquires to a

risk model can be divided into the following three types of causal reasoning [44,45]:

" Rung 1: Associations. Correspond to reasoning about observations and
making inferences about a certain phenomenon. Associations can be assessed
by answering causal queries of the forlRr(Y = yjX = x) in a model G( ),
corresponding to the probability of a variable (or set) conditioned on observa-
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Figure 2.2: The ladder of causality. Adapted from [44].

tions in the data about a system. Therefore, associations give insight into the

guestionshow often? or how much?

Rung 2: Intervention. Correspond to reasoning about interventions (ac-
tions) to a system and making inferences about it. Interventions can be as-
sessed by answering queries of the forRr (Y = yjdo(X = x)) in a model
G( ), corresponding to the probability of a variable (or set) conditioned on
data coming from a modi ed model of a system that accounts for the mech-
anisms about variablesX that are replaced to a constant valuex (and rep-
resented by thedo-operator). Therefore, interventions give insight into the

guestionwhat if?

Rung 3: Counterfactuals.  Correspond to the notion of \modal reasoning,"

that is, investigating and evaluating claims about what is possible, impossible,
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su cient, and necessary. Counterfactuals can be assessed by answering queries
of the form Pr(Yx=xo = Y% X = X;Y = y) in a model G( ), corresponding

to the probability to the probability of a variable (or set) conditioned on
data coming from a modi ed model of a system that represents what is (i.e.,

X = x and Y = y) and what could have been (i.e.Yx-xo = y9. Therefore,

counterfactuals give insight into the questiorwhy?

These three types of causal reasoning are the basis of the risk assessment
of engineering systems and processes as they support the insights generated by
them [11,14,16]. The following sections will show how causal reasoning has been used
(at least implicitly) in all aspects of traditional risk assessment and, in particular,

QRAs.

2.2.1 Associative Reasoning

Associative reasoning is at the core of traditional statistical and probabilis-
tic analyses performed in risk and reliability assessments. As shown in Figure 2.1,
a risk model G(X) maps a set of inputsX to variables of interestY. For com-
plex engineering systems and processes, these input variables are, in their majority,
characteristics of the failure rates and reliability of the components of the stud-
ied system. Therefore, an accurate assessment of component reliability is a crucial
aspect of risk assessments. Measuring, predicting, and testing reliability is mainly
based on probabilistic techniques that t parametric probability distributions to ob-

servational data (e.g., time to failure) in both eld and lab settings. Regression and
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Maximum Likelihood Estimation are commonly used for parameter estimation [46],
which rely on the assumption that observational data is independent and identi-
cally distributed (iid). Examples of these methods can be found in Weibull analysis
for reliability prediction, proportional hazards models for reliability analysis with
explanatory variables, life-stress models for accelerated life testing, and estimating
degradation trajectories for evaluating remaining useful life [46,47].

Several methods described above depend, to di erent degrees, on empirical
models for evaluating the reliability of components. These models have functional
forms (e.g., exponential and power-law) that restrict reliability to follow a function
that is likely to be observed in data from the eld, tests, or that are based on physical
concepts. As such, these functional forms allow analysts to obtain insights into a
component's risk and reliability. To exemplify the use of empirical models, Guo and
Liao [48] studied the degradation of the wall thickness of a chemical container and its
response to the pressure applied to it. A power life model, dependent on pressure,
was assumed for the shape parameter of a Weibull distribution representing the
container's reliability. Fitting this model on observational time-to-failure data from
multiple container units at varying pressures allowed the researchers to evaluate the
dependency between life and pressure and provide reliability predictions.

However, a component's health and reliability can depend on multiple fail-
ure agents through highly complex non-linear and interdependent mechanisms. As
such, \black-box" machine learning methods have gained wide popularity in the
last decade to make more accurate reliability predictions at the cost of less inter-
pretability and lack of uncertainty assessments [49,50]. Machine learning methods
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do not assume a xed functional form but rely on correlating observational data
to an outcome of interest (e.g., a component's life) through composing non-linear
functions and learning their parameters through optimization algorithms [51]. The
idea behind these methods is to nd, in large datasets, a model that entails all
relationships and complex structures of the studied system. However, it should be
highlighted that interpreting the results of machine learning models is challenging
and can misguide decision-making [52]. For example, Moradi et al. [53] showed
that interpreting the output of deep learning models (a popular subset of machine
learning methods) as probabilities in risk assessment can be incorrect given that
these methods are not necessarily calibrated toward measuring uncertainty (i.e., if
the model results in a 0.8 probability that a system is in stat&Y = y does not mean
that 80% of the instances in which the models assigned the probability 0.8 would
be, in fact, in stateY = vy).

The methods described above are built toward correlating inputs with out-
puts and provide information on observational associations between variables in a
component or system. The strength of these associative insights is that they can
be made without strong assumptions about the causal mechanisms describing the
interactions among variables in a system. As such, associative reasoning permits
insights such as \untrained excavators are involved in 50% more pipeline damage
incidents than trained excavators" or \if the container's thickness decreases by 10%
we expect to observe a 50% reduction in its remaining useful life." Insights like these
should be interpreted as an assessment of the likelihood of observing an outcome

given an observation in the data and could be technically considered a causal e ect
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if the observational data is iid and resembles a randomized experiment [18].

However, it has been widely demonstrated that the iid assumption is rarely
the case in risk and reliability data, and, therefore, the models presented above
struggle with producing unbiased causal insights. For instance, Hund and Schroeder
[54] studied the reliability of a battery voltage by using a traditional linear life
model dependent on the age of the battery (see Figure 2.3). This model resulted
in low-reliability values for the battery (  52%), which can signify high costs in
maintenance and replacement plans. However, the researchers found that a battery
load could a ect both the age and voltage of the batteries analyzed, violating the iid
assumption. After a proper adjustment to the battery's load conditions (which will
be explained in the next section), the reliability was found to be almost two times
higher ( 99%). These associative biases have been widely discussed in the literature
as they can signi cantly a ect causal insights [31], reliability predictions [55], and
the design of accelerated life tests [56], among others. Furthermore, relying on
associative reasoning alone can negatively a ect the future of risk and reliability as
a eld, as dominating machine learning methods are particularly prone to associative
biases [44,49]. In fact, adjusting for these biases is a pillar of explainable machine
learning research [57], which will be required for risk and reliability [49].

Even though methods relying on associative insights have been highly con-
venient and useful in risk assessment, it is important to distinguish what type of
insights they can provide to inform decision-making, as correlation does not imply

causation.
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Figure 2.3: Estimated reliability of a battery. Requirements are that reliability
(based on a voltage of 26.8V) should be more than 98% after 25 years of operation.
Extracted from [54].

2.2.2 Intervention Reasoning

Causation is key in risk assessments. Most QRA models use causal constructs
and assumptions due to the nature of the complex systems commonly under study.
For instance, ISO 31010 on risk management techniques provides more than 20
methods based on explicitly identifying causes and consequences associated with an
event in a system [41]. Two main factors make causality essential in risk assessments:
(1) Causal insights are the core of the explanations needed to inform decision-making
and risk management [19]; (2) complex engineering systems and processes usually
lack enough data to accurately predict their performance [14].

Cases in which appropriate data exists for purely data-driven statistical anal-
yses, such as the methods described in the previous section, could also enable causal
insights into a system's risk. For instance, Seo and Pan [56] developed a D-optimal
accelerated life test plan considering multiple sources of random e ects, including

test chambers and item suppliers. Under this setting, a mixed linear model was
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used to separate the xed e ects of stress conditions from the random e ects de-
scribed before that could cause associative biases on the insights provided by the
test results. However, in this study, the control of random e ects is speci c to the
testing conditions. Any changing testing conditions will likely produce associative
biases in the test results. This point is highly relevant to complex engineering sys-
tems and processes, as they usually work in a dynamic environment under changing
conditions [55].

Statistical methods could be able to predict the performance of a system only
under static conditions (i.e., controlled and with low uncertainty) but are likely
to fail under high uncertainties [16, 46]. Complex engineering systems and pro-
cesses usually work under high uncertainties. The types of events that require risk
management, commonly high-consequence events, are also characterized by a low
frequency of occurrence. As such, data to conduct QRAs will be scarce and sparse.
System analysis methods are used to deal with these scenarios, as a complex sys-
tem or process can be decomposed into subsystems and components for which more
information is available [14]. Information on these subsystems/components is rep-
resented asX in the framework of Figure 2.1. Causal assumptions are used to
model the relationships among subsystems/components, and risk-informed insights
are obtained by combining the probabilities on the subsystems/components' level
with the assumed causal structure in a risk modeb(X).

Fault trees (FTs) and event trees (ETSs) are risk assessment's most widely used
causal models. These models are based on deterministic Boolean gates to relate sub-

systems/components and map them to a system-level outcome of interest, such as
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a top event in FTs or hazardous scenario path in ETs [2]. Furthermore, FTs and
ETs assume that subsystem/component-level events are independent and will inter-
act through deterministic causal chains toward an end state (composed mostly of
binary TRUE/FALSE conditional dependencies). FTs and ETs are commonly used

together, as FTs provide information on the likelihood of initiating and branching

events in ETs. Figure 2.4 exempli es these models by combining FTs and ETs in a
bow-tie diagram for performing risk assessments under the ARAMIS methodology

for process industries regulated by the European Commission [58].

Figure 2.4: Bow-tie model for use in risk assessments under the ARAMIS method-
ology. Extracted from [58].

Causal models like the one shown above are a representation of the world that
is introduced to quantify uncertainties and obtain insights about the risks being
studied. As shown in the framework of Figure 2.1, sensitivity analysis and impor-
tance ranking on these models are the most important techniques for prioritizing
risks, evaluating their contribution, and assessing their management. In fact, they
are the basis of risk management guidelines for institutions like NASA [59] and the

NRC [3]. These two techniques (and similar ones) are used to understand how the
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modeled system could change in response to external in uences, such as adding re-
dundancy for critical components or allocating additional resources to a component's
maintenance. Traditionally, these insights are enabled by FTs and ETs simplistic
causal assumptions, as changes in a component/subsystem level will directly provide
their causal impact on the outcome of interest. For instance, industry software used
for safety-critical systems like NASA's QRAS [60] and NRC's SAPHIRE [61] allow
analysts to perform importance ranking and sensitivity analysis by directly modify-
ing an FT/ET model component/subsystem level probabilities (e.g., for computing
importance measures [2]) and removing/adding failure modes (e.g., for assessing sen-
sitivity and design decisions). As can be seen, these analyses are based on reasoning
about interventions to a system and obtaining insights from its response.

As shown above, intervention reasoning is at the core of risk-informed insights
in traditional QRA models and techniques. However, their direct implementation
in FT/ET analyses has only been possible due to the simpli ed (and deterministic)
causal relationships encompassed in those modeling frameworks. These simpli ca-
tions have become debated for assessing the risk of modern complex engineering
systems and processes [16]. Modern systems are dynamic, can operate in multi-
ple states/phases, and failures can be functionally highly dependent on each other
and on human and organizational factors [9, 62]. Dealing with how systems (and
associated models) change in response to external in uences (i.e., interventions) is
not trivial in this setting, thus limiting causal reasoning in traditional risk-informed
decision support.

Several examples can be found in the literature on how reasoning about inter-
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ventions, without the proper modeling tools, can misguide decision-making and risk
management [11,19, 30]. For instance, in the battery reliability example presented
in the previous section (see Figure 2.3), it can be seen that considering a battery's
age and voltage as independent produces incorrect reliability estimates. The reason
for this misestimation is the presence of battery load as a common cause between a
battery's measured age and voltage. Similarly, Yang and Bequette [63] found that
eld data obtained from a steel manufacturing process can suggest improvement
strategies that contradict engineering principles. In their work, data suggest that
adding scrap reduces clogging; however, clogs mostly consist of scrap. The reason
for this spurious result comes from the fact that scrap is added in steel manufactur-
ing to control the process temperature. As such, additional scrap will be positively
correlated with a better-performing process that is also correlated with a lack of
clogging, even though it is known that scrap contributes to clogging. For both ex-
amples, spurious correlations can be explained by the associative biases described
in the previous section.

Although the examples above align better with performance and reliability
literature, these problems persist in QRA. Common cause failures (CCFs) in FT
analysis, for example, present a major challenge to the QRA of complex systems [64].
CCFs can signi cantly contribute to a system's risk [2], and their omission in QRAs
can cause overoptimistic risk assessments. Several modeling approaches, such as the
beta-factor model, are used to maintain the independence of basic events in FTs
and allow traditional calculations of importance measures and sensitivity analyses.
However, CCF events are often not well de ned, and their data collection is scarce.
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As such, more advanced causal modeling methods, such as BN models as shown in
Section 2.3, are currently being used to overcome the limitations of traditional CCF
modeling [9].

Reasoning about interventions, the core of risk-informed insights in QRA, can
be a challenging task in modern complex engineering systems. This dissertation

tackles this issue in the upcoming chapters.

2.2.3 Counterfactual Reasoning

In safety-critical systems, it is essential to learn from every event; we cannot
a ord to wait for data from multiple high-consequence events to become available
in order to inform safety recommendations [29]. Risk management and system
safety researchers and practitioners have explored di erent ways to tackle this issue,
from which a \learning from events" strategy is considered fundamental to the
eld [65{67]. The strategy's main objective is the search for safety improvement
opportunities informed by evidence on single events. Investigation reports then make
recommendations on areas of improvement. These recommendations are usually
based on rectifying the identi ed causes of the undesired event, and counterfactual
reasoning is widely used to identify these causes [28, 68].

Counterfactual reasoning is a type of causal reasoning concerning hypotheses
and queries on possible realizations of a past event (i.e., what could have happened,
but did not). The use of counterfactual reasoning in risk management has been his-

torically based, at least implicitly, on qualitative \but-for" investigations [29]; that
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is, nding the necessary causes of an event through statements of the foYiout-for
this cause, the event could have been avoide&éveral examples can be found in
o cial accident and incident reports, such as the U.S. NTSB's investigations into
the Asiana Flight 214 [69] and the U.S. Air Flight 1016 accidents [70]. Both reports
used counterfactuals to imply that the accidents could have been avoid#&uout-for

the lack of pilot training” for the Asiana Flight 214, and\but-for the misjudgment

of the crew regarding weather conditionsfor the U.S. Air Flight 1016. In addi-
tion, counterfactuals are a central feature of several guidelines and formal analysis
techniques for incidents and accidents. For example, Branford and Hopkins recom-
mended using \but-for" counterfactuals to identify a causal structure for Accimap
analysis [71]. Likewise, Ladkin's popular Why-Because Analysis method relies on a
causal network constructed through \but-for" counterfactual statements [72]. More-
over, counterfactual reasoning has been recommended to safety practitioners as a
heuristic for root cause analysis in manuals and guidelines [68, 73].

Some researchers, however, have criticized current counterfactual reasoning
methods in risk management and system safety. These criticisms can be summarized
into the following limitations: (1) Linearity : \but-for" counterfactuals can make in-
vestigators prone to turn complex events into linear cause-and-e ect chains [74,75];
(2) Incompleteness event investigators tend to use counterfactuals to transform an
event's evidence into a proof of failure to perform according to a system's procedures
and norms, therefore missing additional underlying reasons for the occurrence of an
event [74,76]. We add a third limitation (3) Uncomparable there is no rigorous

method to compare and prioritize counterfactual hypotheses on event investiga-
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tions. Consequently, current counterfactual methods limit the bounds of what can
be learned from a past event.

Nevertheless, \but-for" counterfactuals are still supported by researchers who
pose them as a crucial method for incorporating evidence from single events into
their current knowledge of a system to learn from them and to inform safety recom-
mendations [29, 77,78]. In fact, \but-for" counterfactuals are currently being used
to inform causal relationships on the construction of modern systemic methods for
accident investigations such as Accimaps and HFACS [71, 79]. However, some au-
thors contend that the limitations of current counterfactual methods still outweigh
their bene ts [74].

Traditional QRA methods such as FT and ET analysis have been crucial in
informing the causality structure and associated uncertainties of past events. In
early applications for risk management and system safety, these methods were used
to identify malfunctions or failures of speci c components of a system that explain an
accident or harm (e.g., hardware, procedures, humans, among others) [30]. However,
their application is limited to simple systems that are hardware-oriented and in
which safety was understood as the \absence of accidents and incidents" [62, 74].
For a modern understanding of safety as \freedom from unacceptable risk," several
system-oriented methods have been proposed such as HFAC, Accimap, STAMP,
among others. Although these methods can represent more complex structures of
causal interactions among the variables of a system, they are qualitative and do
not assess uncertainty as in traditional QRA methods. Given that \unacceptable

risk" is related to the uncertainty of an event [31], modern qualitative methods
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fail to answer what they intend to. Therefore, there is a gap in using quantitative
probabilistic methods to inform risk management and system safety.

Although scarce, there is relevant literature on system safety and risk assess-
ment that has performed quantitative counterfactual analyses as a part of their work.
For instance, Lam and Cruz [80] investigated consumer-level utility gas incidents
through a probabilistic network approach to represent cause-e ect chains based on
historical incident investigations. Here, counterfactual scenarios were modeled by
removing speci ¢ sets of causes from their incident network to analyze their e ect on
the likelihood of relevant consequences. A similar approach can be seen in Hughes
et al. [81] on a hybrid physics-based and data-driven model for power distribution
infrastructure hardening and outage simulation. To analyze the e ects of pole hard-
ening on an outage probability in storm events, they set up a counterfactual study by
tting their model to historical storms. Then, they set speci ¢ pole hardening levels
to estimate if an outage probability could have been decreased. Likewise, Oughton
et al. [82] used a similar methodology to set up a counterfactual study on a cyber-
physical attack performed in 2015 on the Ukrainian electricity distribution network.
Their model represented the Ukrainian network in 2015, and multiple disruption
levels were set to estimate their impact on di erent socioeconomic variables.

We argue that the quantitative studies mentioned above use modeling methods
that, although used in a counterfactual setting, are not suited for simulating a
counterfactual outcome of an event. Rather, these studies should be interpreted as
intervention analyses (as explained in the previous section), in which the calculated

outcome corresponds to the expected causal e ect of an intervention on a system. As
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will be explained in Chapter 5, there is a crucial di erence between counterfactuals
and interventions that should be considered when modeling counterfactuals: all
evidence on a past event is included in the model, which can contain information
on the variable that we want to intervene in and the outcome of interest. This
information is necessary to simulate the background conditions in which an event
happened, bend the course of history, and assess the likelihood of an alternative
outcome [83]. Interventions, on the other hand, only consider the change itself. The
methods used in the works presented in the previous paragraph do not incorporate
all evidence of a past event, including highly important information on the observed
outcomes of the events they analyzed (e.g., in Hughes et al., some poles actually
failed in past storms). As we will show in this dissertation, a quantitative assessment

of counterfactuals is possible with modern BN models for risk assessment.

2.3 Bayesian Networks: An Improved Causal Model for QRA

Although useful, traditional QRA methods such as FTs and ETs perform
analyses that make unrealistic modeling and causal assumptions. They oversim-
plify the causal relations between the components and subsystems, they are mainly
hardware-oriented, and they use binary logic with deterministic cause-e ect con-
structs that cannot thoroughly account for the causal factors involved in a system's
risk scenarios.

BNs address many of the limitations of traditional QRA methods and have

gained wide popularity over the last two decades in QRA and risk-informed decision
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support [9, 16,84]. BNs can model multi-state systems, incorporate both hardware
and organizational factors, provide a causal structure representing analysts' knowl-
edge of a system, and, most importantly, allow causal reasoning under uncertainty.
In its most general form, BNs can be used to represent complex multi-variate
joint probability distributions in an e cient way [17,85]. However, a causal inter-
pretation of BNs is adopted for the risk assessment of complex engineering systems
and processes [86]. A BN modéll represents variables/ = fV;;:::; Vg and their
dependencies as the nodes and edges of a directed acyclic graph (D&GS) De-
pendencies among variables are modeled as conditional probability distributions,
Pr(VijV,), which can be quanti ed through discrete conditional probability tables
(CPTs) or conditional probability functions (CPFs) in the case of discrete state
or continuous variables, respectively. However, continuous variables must be dis-
cretized to be used in a BN setting. A BN is called \hybrid" if continuous and
discrete variables are present. In this work, we will use the following nomenclature

and de nitions to de ne a BN:

M = hV;G corresponds to a BN model de ned by a DAGS and variablesV.

"V = fVy; 5 Vhg 2 G as the set oin nodes present in a BN with DAGG. Also,

fX;Y;Zg 2 V will be used later for clearer explanations.

pa(Vi) as the set ofparents of V;, i.e., all nodes with an outgoing edge t&,.

A causal Bayesian network model assumes thpa(V;) causesV,.
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" deg(V)) as the set ofdescendantf V,, i.e., all nodes with an in-going edge from

V.

~

Pr(Vijpa(V,)) as the CPT of a discrete variableV, or CPF of a continuous

variable V,.

" p as apath betweenV, and V;, i.e., a unique set of nodes and edges that

connectsV; to V.

The independence properties embedded in a BNs structu are the main
feature that enables BNs to reason about causality under uncertainty. These inde-
pendences in BN are denoted by ? X jZ, (i.e., Y is conditionally independent of
X given Z). Three basic junction patterns de ne conditional independence among
nodes in a BN [87]: chains, forks, and colliders. As shown in Figure 2.5, both
chains and forks embed’ ? X jZ whereas colliders show that' 6?2 X jZ (i.e., Y
is not conditionally independent ofX given Z). If multiple junction patterns are
present in a BN structure, the d-separation criterion [88] can be used to extract

node independence properties from a BN structure:

De nition 2. d-separation. X and Y are d-separated conditional on a set of
nodesZ (i.e., Y ? X jZ) if Z blocks every pattp betweenX and Y. Z blocks a

path p if either:

" pcontains achainA! B! Corafork A B! C suchthatB isin Z.

" p contains a colliderA'! B C such thatB or its descendants are not in

Z.
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Figure 2.5: Basic junction patterns in a BN. From top to bottom: (a) Chain, (b)
Fork, and (c) Collider.

d-separation enables factoring high-dimensional joint probability distributions
in BNs by the product of local conditionally independent distributions that are
present in the BN's structure. Any joint distribution in a BN can be expressed by
the factorization formula:
A

Pr(Vi;iisV) = Pr(Vijpal\)) (2.3)

i=1
Equation 2.3 is widely used for the QRA of engineering systems. An event's
evidence, as well as a hypothetical scenario, can be easily incorporated into the BN as
a set of speci c states of the system's variables, denoted &% = veg. Then, Bayes'
theorem can be used to obtain a posterior distributiorPr(Vy; 5 Vhjf Ve = VeQ)
which incorporates this new evidence [16]. Incorporating and propagating evidence
through BNs is the core of associative reasoning, which is presented in the next

section.
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2.3.1 Reasoning About Causality with BNs

Causal BNs are meant to model a direct representation of the world. It de-
scribes the causal connections (nodes and edges in a DAG) and mechanisms (CPTs
and CPFs) present in a complex engineering system or process. As such, in prin-
ciple, BNs encode every possible event's probability. This feature allows BNs to
express the probability of any desired scenario in terms of the conditional probabil-
ities speci ed in the model. This ability is the core of associative reasoning with
BNs (see Section 2.2.1). The literature on BNs application to risk and reliability
is mainly based on associations. For example, Hegde et al. [89] developed a BN
model to help supervisors to determine when an autonomous underwater vehicle
mission should be aborted. This model connects 41 technical, organizational, and
operational causal factors to a target node representing the probability of abort-
ing a mission. Evidence is gathered on the mission's operational conditions and
incorporated into the BN model using the factorization formula shown in Equation
2.3. The BN provides an updated probability of mission abortion conditioned on
this evidence and is informed to supervisors to decide on continuing or aborting the
mission. Another example can be found in Groth et al. [10], who modeled a reac-
tor's failure with a BN model incorporating information on accident sequences, the
health of a reactor's components, and operational parameters of the nuclear power
plant. Evidence on operational parameters is gathered dynamically and integrated
into the BN to diagnose the potential causes of the reactor's anomalous operations.

For more examples of associative reasoning for informing operations, the reader is
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referred to [90{92].

As shown in the examples above, associative reasoning with BNs is highly
bene cial for decision-makers when analyzing a system's operations. Another key
research area in BNs for risk and reliability is nding contributors to risk, search-
ing for action/policy opportunities, and assessing the e ects of interventions on a
system or process [9, 16,90]. For instance, Zhang et al. [93] worked on identifying
the main contributors to pipeline safety in tunneling construction activities. These
contributors are prioritized by the results of a sensitivity analysis that considers
how much the probability of a risk event changes if the contributor's observed state
changes. The prioritized contributors are then informed to decision-makers to im-
plement actions/policies to handle risks. Similarly, Bhandari et al. [94] researched
the contributing factors to the risk of deepwater drilling operations using associative
reasoning and evidence propagation, similar to Zhang et al. Further examples can
be found in [9,90]. However, as it will be shown in Chapter 3, associative reasoning
can produce spurious results for applications concerning changing conditions like
the occurrence of an event or the implementation of an action/policy.

Judea Pearl, the creator of BNs, warns about the confusion between associa-
tive reasoning (i.e., reasoning about static conditions as shown in Section 2.2) and
intervention reasoning (i.e., reasoning about changing conditions) in the application
of BNs [18,95]. Similar warnings have been made for risk assessment by prominent
authors such as Aven [19, 30], Zio [31], and Cox [8,11]. A literature review was
conducted by us before the results of this dissertation on the journals Risk Anal-

ysis: An International Journal (RA), Reliability Engineering and System Safety
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(RESS), and Proceedings of the Institution of Mechanical Engineers, Part O: Jour-
nal of Risk and Reliability (JRR). Works from the year 2000 to the present were
Itered using di erent Boolean combinations for the keywords \Causality," \Causal
Inference," \Intervention," \Engineering," and \Bayesian Network." More than 80
papers were identi ed as having causal reasoning with BNs in engineering systems
as their main topic. Still, only two works were found that dealt with intervention
reasoning. The rst was a review by Langseth and Portinale [84] on the use of
BNs in reliability. They dedicated a section to intervention reasoning methods and
showed, qualitatively, how planned maintenance decision-making can benet from
interventions with BNs instead of in uence diagrams. The second work was done
by Hund and Schroeder [54], who worked on the battery performance and reliability
example shown in Section 2.2. Using structural causal models (a general formulation
of BNs [18]), this work shows how reliability estimations can be strongly biased if
interventions are not properly addressed. These two works, however, are focused on
reliability engineering and not on risk assessment. As can be seen, there is a clear
gap in the development of BN-based intervention reasoning methods for risk and
reliability.

Risk analyses requiring more complex causal reasoning based on counterfac-
tuals, such as accident investigations, had not yet been studied with BNs yet. Only
one paper on the literature review by Woo et al., [77] mentioned the potential of
BNs to obtain insights into the causes of rare events through counterfactual analysis,
but no major explanations are provided. Reasoning about the causes and potential

outcomes of individual past events is a di cult task, as it requires a comprehensive
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understanding and manipulation of a system's causal structure, its mechanisms, and
the event's evidence [83]. Associative reasoning has been used to analyze industrial
accidents with BNs. However, their insights should be interpreted carefully. For
instance, Wu et al. [96] used a BN model to analyze a tank farm re accident that
occurred in 1989 in Hungdao, China. Evidence from the event was propagated in
the model, and associative reasoning was used to evaluate the posterior probability
of potential causes of the accident. This study found that the probability of \in-
adequate procedures” is expected to increase from 25% to 58% in past incidents,
suggesting that these procedures should be revised. This study uses a correct in-
terpretation of associations, as no insights are provided about the magnitude that
improved procedures could have had on the probability of the accident. Counter-
factual reasoning is required to provide insights about \magnitudes of contribution”

in past hypothetical settings [83]. However, several examples can be found in the
literature that provides, through associative reasoning, insights about how much
di erent actions/policies could have made a past accident less likely. For example,
Wang et al., [97] analyzed the collision accident of the Alam Pintar bulk carrier
in Singapore in 2009. They used a BN to model the accident and identi ed the
variables whose probability increased after observing a collision of the vessel. Then,
they suggested prioritizing actions/policies by estimating the probability reduction

of a vessel accident given a change in the state of a variable (through evidence prop-
agation using the factorization formula). This magnitude change, however, should
not be interpreted as the potential \Probability reduction of maritime accident,” as

the authors suggest. The latter is a counterfactual insight and, as Chapters 3 and
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5 show, controlling for associative biases and the correct integration of a BN model
and an event's evidence are needed to provide these insights. Unfortunately, similar
errors in interpreting associative insights as counterfactual insights can be found in
several studies, such as [98].

BNs were created to reason about the three rungs of the ladder of causality [18]
(see Figure 2.2). However, there is a lack of research on more complex causal reason-
ing in the risk and reliability analysis. Looking at the history of BNs in the eld, two
\eras" can be identi ed. In the rst era, from the late "90s to 2010, BNs were mainly
used to expand current risk and reliability methods (e.g., FTs and ETs) in depend-
ability modeling and enable the analysis of multi-state systems [90]. The second era,
from 2010-present, saw an increase in the use of associative reasoning methods for
scenario simulation, diagnosis and prognosis, and identifying risk contributors [9].
We believe that a third era of BN research in risk and reliability will bene t by
exploiting this tool's more complex causal reasoning capabilities: reasoning about

interventions and counterfactuals for risk-informed decision support.

2.4 Application: Third-Party Excavation Damage to Existing Natu-

ral Gas Pipelines and Future Hydrogen Infrastructure
The causal reasoning methods established in this dissertation will be demon-
strated and applied to the problem of third-party excavation damage to natural gas

and hydrogen pipelines in the U.S. Third-party excavations are complex, involving

physical, human, and organizational factors. Damages can lead to catastrophic con-
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sequences, and the potential of hydrogen injection into existing natural gas pipelines
can lead to consequences that are not yet well understood. A BN approach is suitable
for modeling the complexities of TPD, and the causal reasoning methods proposed
in this dissertation can allow analysts to generate crucial insights to improve its risk
assessment. The following sections introduce TPD and its risk to both natural gas
and hydrogen pipelines. More detailed explanations are provided in Chapters 4 and

6.

2.4.1 Third-party Excavation Damage

A leading cause of pipeline failure in the U.S. is TPD [21,99]. According to the
Pipeline and Hazardous Materials Safety Administration (PHMSA) [21], between
2016 and 2022, TPD caused more than 20% of the total number of incidents and
accidents on transmission and distribution pipelines. Collectively, these incidents
resulted in 11 fatalities, 36 injuries, and a total monetary loss &144M in property
damage. Figure 2.7 illustrates that the proportion of TPD incidents in the U.S. is
fairly constant in time [21]. A TPD is any type of damage to a pipeline caused by
an excavation activity performed by someone di erent from the utility company or
its contractors. TPDs include damages to the external coating of the pipe, dents,
gouges, or punctures directly into the pipeline itself. The following 5-step process,

shown in Figure 2.6 is required by PHMSA in order to ensure safe digging [100]:

1. Make the required \One-Call" before digging;

2. Wait the required time for locations of all buried facilities (including pipelines)
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to be marked;
3. Con rm that all a ected utilities are accounted for;
4. Respect the location markings when digging; and

5. Dig with care, avoiding contact with underground hazards.

Figure 2.6: Five steps for safe digging according to PHMSA [100]

The process above and its in uencing factors will be further explained in Chap-
ter 4.

Due to the signi cant amount of property damage and safety risks posed by
failures in excavations near pipelines, there have been a number of research projects
and studies carried out that identify the root causes and contextual factors that
may lead to TPD [101{106]. However, there is a noticeable lack of models that are
not only comprehensive but also causally based and updated in terms of technology,
practices, and regulation for modeling the probabilities of a pipe hit and subsequent
damage in third-party excavations.

Across the relevant pipeline damage literature, FTs are the most common
technique for modeling di erent failure modes of a pipeline [107{110]. In the context
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Figure 2.7: TPD constitutes a large portion of excavation incidents involving
gas pipelines, leading to signi cant monetary losses in property damage. Source:
PHMSA [21]

of TPD, these FTs model pipeline damage due to the failure of a set of safety
barriers in a pipeline system. For example, in an excavation scenario, pipeline
damage is more likely to occur if a pipe was marked incorrectly by a utility service
representative and the excavation depth exceeds the pipeline's cover depth. Chen
and Nassim's [111] FT model for TPD is widely used within the industry to predict
the probability of hitting a pipeline in an excavation activity. This model served
as the basis for future FT research on TPD that expanded the scope of the model
with larger sets of safety barriers and damage causes [103,112{114]. Although
FTs are still a popular industry tool for addressing and evaluating the risks of
TPD, they face parametrization and structural limitations. TPD data are often
incomplete, which poses a signi cant problem for parameterizing and updating FTs.
Furthermore, FTs rely on Boolean logic to describe a system's failure, which is not

an adequate approach to account for the complex dependency relationships present
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in an excavation process [112].

The logic structure within an FT can be easily mapped to a corresponding
BN; as such, FT-based BNs have been used to expand the dependency structure
within FT modeling. For example, in their attempt to capture multiple pipeline
failure types in a single FT-based network, Wang et al. [115] included a simpli ed
representation of TPD. FT-based BNs have also been used to model common causes
between the basic events of an FT. For instance, Xiang and Zhou [112] expanded
Chen and Nessim's fault-tree model into a BN in order to include common causes
between basic events, such as the public awareness level of one-call centers. Li
et al. [116] proposed an FT-based BN for TPD on subsea pipelines to relax the
modeling limitations of conventional FTs. Although FT-based BN models address
some of the limitations of FT modeling, they still rely on Boolean logic, limiting
their ability to realistically represent complex dependency relationships in pipeline
risk assessments.

On their own, BNs o er both modeling and probabilistic inference capabili-
ties for risk assessment beyond those of FT-based methods. By providing a more
complete representation of the modeled system's causal dependencies and associ-
ated uncertainties, decision-makers are capable of reasoning about associations to
diagnose pipeline damage root causes, predict damage probabilities, and investigate
intercausal dependencies for various damage scenarios. Outside the TPD context,
this approach has gained wide popularity for modeling and characterizing pipeline
risks, as the context surrounding a damage scenario can vary widely. This trend

is prevalent in modeling corrosion damage, one of the leading causes of pipeline
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damage. Smith et al. [117] used in-line inspection data as inputs to a physics-based
BN to predict the corrosion growth rate for gas pipelines. Following this, Smith
et al. [118] used BNs for data-driven inspection planning for oil and gas pipelines
based on key pipeline parameters such as age, location, and the current state of the
pipeline coating. Similarly, Zhang et al. [101] used a series of BNs to relate pipeline
parameters to leakage ori ce size and failure probability due to corrosion or external
interference.

This trend has permeated into recent TPD research to address the complexity
inherent in understanding excavation pipeline damage. Jackson and Mosleh [119]
developed a BN risk model based on the decision-making process that a third-party
faces during excavation activities. They model the excavation process using event-
sequence diagrams and integrated both physical (e.g., pipeline diameter, material,
and depth of cover) and human-related (e.g., excavator awareness of one-call systems
and training) variables. However, this model is still in the initial development phase,
has not been validated, and does not have details on either structure or parameter-
ization. Guo et al. [120] model the evolution of pipeline damage risk leading up to
and following TPD and pipeline failures. Their study, however, emphasizes the con-
sequences of pipeline damage more than the causal relationships that led to TPD. In
their research to model unintentional TPD, Cui et al. [121] developed a \3rd Party
Disturbance Index" based on several damage indicators informed by background
and fundamental factors. The disturbance index was framed as a BN. However, all
damage indicators were considered independent, which does not accurately capture

the complexity of an excavation activity. Although the above-mentioned models
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overcome the limitations of FT-based BNs, they do not capture a su ciently com-
prehensive set of up-to-date root cause factors or their dependencies necessary for
modeling TPD.

GTI Energy, a leading research organization focused on energy transition so-
lutions, provided a more comprehensive model for TPD based on causal BNs. These
models evaluate factors that center around di erent aspects of pipeline damage, in-
cluding those that contribute to the puncture resistance of a pipeline [122] and the
probability of a locating and marking issue [123]. These models, however, were in
an initial phase and have yet to be incorporated into a comprehensive model for the
risk assessment of TPD.

The studies mentioned above collectively represent a solid foundation for build-
ing a comprehensive TPD model and decision support tool through a BN approach.
However, there is still a need to capture TPD risk e ectively. This need is addressed
in Chapter 4, where a comprehensive BN model is developed for assessing the risk

of TPD in the U.S.

2.4.2 Transporting Hydrogen Through Natural Gas Pipelines

Hydrogen is an essential fuel for a decarbonized future [124]. To enable the
wide adoption of hydrogen technologies, an extensive pipeline network will be needed
to deliver hydrogen to facilities such as industrial sites and distribution centers. Sev-
eral programs are being implemented in the U.S. to blend hydrogen into natural gas

pipelines (up to 20%), which is expected to be a safe and cost-e ective path toward
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hydrogen transportation [125,126]. Although blending will be needed in the early
stages of hydrogen delivery to facilitate economies of scale and generate demand,
pipelines must transport pure hydrogen to achieve net-zero objectives by 2050 [124].
However, transporting pure hydrogen through existing natural gas pipelines poses
major safety challenges concerning hydrogen embrittiement of steel pipes, higher ig-
nition probabilities from gas releases, and unique re and explosion behavior [127].
Therefore, the risk associated with hydrogen transportation through pipelines must
be assessed.

TPD is one of the major threats to natural gas pipelines in the U.S. and is
expected to be a major hazard to the safe transportation of hydrogen through pipes.
Consequences from hydrogen releases have been widely studied in preliminary risk
assessments of hydrogen pipelines [128{134]. However, no works have studied how
hydrogen can a ect the frequency and consequences of TPD.

Previous works on the risk assessment of hydrogen transportation through
existing natural gas pipelines have been mainly focused on the consequences but not
the causes of a hydrogen release. For example, Froeling et al. [128] performed a QRA
on high-pressure transmission pipelines, focusing on the individual risk associated
with a hazardous hydrogen jet re from a rupture. Although this work accounted
for the higher ignition probability of hydrogen, the pipeline's failure frequency was
assumed to be the same as in a natural gas pipeline. Likewise, Witkowsi et al. [129]
performed a QRA on both jet re and explosion hazards in a ruptured transmission
pipeline and focused on providing individual risk pro les for pure hydrogen, natural
gas, and blend releases. Although hydrogen embrittlement was incorporated into the
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assessment, this was done by assuming a new independent failure cause in pipelines
with a frequency equivalent to corrosion in natural gas transmission.

These and other similar works [130{134] have reduced TPD into a single fre-
guency value for risk assessment purposes and assume that TPD rates will be equiv-
alent to those observed in a natural gas system. However, hydrogen a ects several
important properties associated with resistance to TPD. Hydrogen embrittlement
has been found to degrade and decrease fracture toughness, ductility, and impact
resistance of carbon steels commonly used in both high- and low-pressure trans-
mission [135{137] and distribution pipelines [138, 139]. These material property
changes lead to greater vulnerability to the dents, gouges, and punctures caused by
TPD. Furthermore, Zhang and Adey [140] found that for high-pressure transmis-
sion pipelines, the presence of hydrogen signi cantly increased the probability of
delayed failures from dents from excavators. While the integrity of plastic pipelines
used for natural gas distribution has been found to be una ected by pure hydro-
gen transportation [141], plastic pipes are more susceptible to being punctured in
excavations than metallic pipes [122], and the resulting gas releases are more likely
to ignite due to static electricity buildup in plastics [142]. Considering also that
hydrogen's ignition probability is consistently higher than natural gas for di erent
gas-air mixtures [143], owing to its low ignition energy and wide ammability range,
it becomes clear that TPD can pose a major hazard to plastic pipes transporting
hydrogen.

Chapter 6 presents a preliminary causal BN model to assess the risk of TPD

to hydrogen pipelines. This research considers, for the rst time, the e ect of hy-
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drogen on both the frequency and consequence of TPD. Furthermore, we leverage
the causal reasoning methods established in Chapters 3 and 5 to provide insights
and recommendations for future actions and policies required to enable the safe

transportation of hydrogen through existing natural gas pipelines.
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Chapter 3: Exploiting the Causal Reasoning Capabilities of Bayesian
Networks for the QRA of Engineering Systems: Interven-

tion Reasoning

3.1 Introduction

Answering \what could cause an accident or harm?" is a crucial question in risk
analysis. As shown in Chapter 2, intervention reasoning has been key for generating
causal insights in past QRAs. Insights from popular methods in QRA, such as
importance measure analysis with Fault Trees, were heavily based on interventions.
However, these insights were prone to mislead decision-makers as past QRA models
were known to oversimplify the causality of a system or process [62,76]. This problem
was stressed by Aven and Zio [31] as a foundational issue in QRA, and they proposed
causal modeling by means of graphical models, such as BNs, as a promising approach
to address the need for causality in QRA. Interventions with graphical models are
crucial for generating causal insights in decision-support elds such as econometrics
[144], epidemiology [145], and toxicology [8], and the bene ts have been promoted
in the risk analysis eld by authors such as Cox [11] and Fenton, and Neil [16]. Still,

to the best of the author's knowledge, no works before this chapter's research have
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clari ed the background and methods needed to enable intervention reasoning in
the QRA of complex engineering systems and processes.

This chapter shows the results of RT1 and establishes, for the rst time, the
mathematical background and methods required for enabling intervention reasoning
in QRA by means of the BN modeling approach for complex engineering systems and
processes. Therefore, this research enables modern QRA to move up one rung in the
ladder of causality, from generating insights based on associations and correlation
(rung 1) to generating causal insights based on interventions and causal e ects
(rung 2). To demonstrate the applicability of interventions in QRAS, the scope
of this chapter's research was narrowed to using interventions in BNs to estimate
the e ect of decisions on a system's risk. This chapter starts in Section 3.2 by
establishing the formalisms, mathematical background, and techniques to reason
about interventions in a BN-based QRA setting. Then, Section 3.3 proposes a BN-
based framework that enables risk analysts to properly model actions/policies as
interventions in BNs, intending to improve risk-informed decision support. This
framework is exempli ed through an illustrative case study on TPD for natural
gas pipelines in Section 3.4, which also sheds light on the limitations of associative
reasoning to generate causal insights to support risk management. Last, Section 3.5
presents concluding remarks on the bene ts of performing causal reasoning through
interventions in QRA.

This chapter shows the results of RT1, which is an extended version of a
peer-reviewed manuscript that was published imRisk Analysis: An International

Journal for the special issuéBayesian Networks for Risk Analysis and Decision
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Support” [146].

3.2 Intervention Reasoning with BNs: Mathematical Background

and Methods

In QRA, causal insights from interventions di er from associations in that the
latter uses evidence on already known variables and events to estimate the proba-
bility of observing an outcome in a particular scenario. In contrast, interventions
explicitly calculate the causal e ect that intervening (hypothetically) in a specic
variable will have on the probability of occurrence of an outcome of interest. Given
this fundamental di erence, interventions have to be properly framed in a BN model

to correctly estimate a causal e ect and not an observational association.

3.2.1 Interventions and thedo()-operator

To move from association to intervention reasoning in the ladder of causation,
hypothetical interventions in BNs need to be modeled, for which thdo-operator,
do( ), is introduced. Given a BN modelM , the e ect of an intervention do(X = x9

on a nodeY can be represented by [147]:

Pru(YjdoX = x%) = Pru _(YjX =x9 (3.1)

were Myo is the post-intervention BN model. In terms of the original DAG
G 2 M, the equivalent post-intervention DAG is G® = Gy 2 Myo, where Gy
corresponds toG with all in-going edges toX removed, as shown, for example, in
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Figure 3.1b. In addition, CPTs (or CPFs) ofM are modied in Myo to represent
X =x°

Combining equations 2.3 and 3.1, the joint distribution generated by an in-
tervention do(X = x9 on a setX of nodes that represent the changes made by an
action/policy in an engineering system can be expressed by threncated factoriza-

tion formula as:

Y
Pr(Vi; i M do(X = x9) / Pr(Vijpa(\)) 4o (3-2)
ijVi6X

wherePr(V;jpa(V))) are pre-intervention conditional distributions present in
M. Then, it can be seen that the use of Equation 3.2 to represent an intervention
on a BN modelM with DAG G is equivalent to applying the factorization formula
2.3 to nd the joint distribution of a post-intervention BN DAG G°= Gy, which is

then conditioned onX = x° resulting in My - yo.

Figure 3.1: lllustrative BN DAG. (a) Pre-intervention DAG, G 2 M. (b) Post-
intervention DAG, G 2 My - yo.

As an example, applying Equation 3.2 on Figure 3.1a BN, the post-intervention

joint distribution of performing do(X = x% can be computed by:
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Pr(Y;Zs; 23,22 Z1jdo(X = x9)

_ Pr(YjZ4Z3;Z2)Pr(ZajX = XOPr(Z3jZ2;Z1)Pr(Z)Pr(Z1)Pr(X = x9
- Pr(do(X = x9)

(3.3)

Then, the e ect of the intervention on Y can be identi ed from Equation 3.3

just by averaging overZ,;Z,;Zz; and Z, as:

Pr(YjdoX = x9)

X (3.4)
/ Pr(YjZ4;Z3Z)Pr(ZsjX = xOPr(Z3jZ2;Z1)Pr(Z,)Pr(Z,)

243232221

3.2.1.1 Perfect and Imperfect Interventions

It is important to highlight that interventions evaluated using the do()-operator
can be perfect or imperfect. A perfect intervention strictly sets a BN node to a par-
ticular value or state deterministically (i.e.,Pr(do(X = x)) = 1:0). In contrast, an
imperfect intervention sets the value or state of a node to a probability. As such,
an imperfect intervention represents a manipulation of a BN that still represents a
degree of uncertainty on the value or state of the intervened node. Imperfect in-
terventions are easily implementable in discrete BN models parameterized through
CPTs, as they will only require assigning a new probability to the states of the

intervened node. Similarly, imperfect interventions in continuous BNs can be mod-
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eled through a new probability distribution assigned over the values the intervened
variable can take after an intervention. Mathematically, using Equation 3.2, an

imperfect intervention can be computed as:

Y
Pr(Vas s Ve dogX = x9) / Pr(vVjpaM)) .o PrX=x9 (35)

ijVi6X
For a perfect intervention, the termPr(X = x9 = 1:0, which makes Equations
3.2 and 3.5 equivalent toP r(Vy; ::;; Vi jdoX = x9) = Qijviez( Pr(Vijpa(V)) .o
Unless speci ed di erently, perfect interventions are assumed for the rest of this

work.

3.2.2 Why Should We Care? The Problem of Confounding Bias

When computing intervention queries on BN models, disentangling correla-
tional from causal relationships between the intervened variabl¥ and the stud-
ied outcomeY due to common causes is critical. If not done, the obtained post-
intervention distribution can be highly biased. In other words, this means that
Pr(Y jdoX = x9) usually do not coincide with Pr(Y jX = x9 due to the pres-
ence of common causes. For an engineering system, this phenomenon was discussed
by [54], where they show that the mistreatment of common causes can lead to in-
correct results and insights from a BN model. Bias-inducing common cause nodes

betweenX and Y are calledconfounders and are de ned by [148] as:

De nition 3. Confounder. A pre-intervention node Z is a confounder of the
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e ect of X onY if conditioning over it blocks a back-door path fronX to Y.

where aback-door pathbetweenX and Y is any non-causal path between
them (i.e., a path with an incoming edge toY that starts with an incoming edge
to X). Evidence propagation through unblocked back-door paths is the reason for
possible spurious associations betweeh and Y when generating causal insights, a
bias calledconfounding bias[18].

The simplest graphical representation of confounding bias is shown in Fig.
3.2, whereZ confounds the eect of X on Y. Then, to compute the e ect of
do(X = x9 on Y, Equation 3.2 can be used aBr(Z;Y jdoX = x9%) = Pr(YjX =

x%Z)Pr(Z)=Pr(do(X = x9) and averaged oveiZ, obtaining:

X
Pr(YjdoX = x9) = Pr(YjX = x%Z)Pr(2) (3.6)
z

and thus blocking the back-door pathX Z ! Y by conditioning on Z.

Figure 3.2: Basic confounding BN structure and its post-intervention DAG.

The process of conditioning the causal e ect aK on Y over a bias-inducing

confounderZ is calledadjusting for confounding Cases like Figure 3.2 are easy to
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adjust for, but real-life BN structures are usually more complex, requiring the adjust-
ment of multiple confounders to compute post-intervention distributions properly.
To address this di culty, the rst option is just to average over all non-X and nonY
nodes identi ed by Equation 3.2 (being not all necessarily confounders). This rst
option is viable only if the risk analyst has a completely parameterized BN model.
A second option is to nd a su cient admissible set of confounderZ = fZ;;:::;Z,9

in the BN model that ensures no unblocked back-door paths exist betwe&h and

Y if they are adjusted for confounding, generating an unbiased estimation of the
intervention query Q = Pr(Y jdo(X = x9) by making Y dependant onX only for
the direct paths between them (which is analogous to removing the incoming edges
to X as done by applying the truncated factorization formula). The seZ can be

found using theBack-door Criterion, de ned by Pearl as [95]:

De nition 4. Back-door Criterion. Given an ordered pair of node¢X;Y ) in a
BN model, a set of variableZ = fZ,;:::; Z,g are su cient admissible for adjustment

relative to (X;Y) if:
“~ No node inZ is a descendant oX and

" Z blocks every back-door path betweXnand Y.

Then, Equation 3.6, which we will now call as théBack-door formulg can be
used to estimate the causal e ect of interveningK onY if Z is considered to be a
set of nodes that satis es the back-door criterion.

The back-door criterion is one of the most powerful tools present in BNs,
enabling risk analysts to compute confounding-unbiased intervention queries on a
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model even though it is not fully parameterized. To exemplify the latter, consider
an analyst that represented an engineering process by the BN shown in Figure 3.1a
and has access to data oiX;Z,;Z3; and Y. If he is interested in estimating the

e ect that intervening on X = x° will have on Y, the intervention query Q =
Pr(Y jdo(X = x9) needs to be identi ed. Given that there is no data on node&,

nor Z4, the analyst uses the back-door criterion and identie&Z = fZ;;Z3g as a

su cient adjustment set for confounding, enabling the use of back-door formula in
Equation 3.6 asPr(Y jdoX = x9) = P 7274z, PT(Y JX = X,Z)Pr(Z) to estimate
the intervention query Q.

Sometimes, in the presence of non-parameterized nodes, it is not possible to
guantify a su cient adjustment set for confounding, and thus Equations 3.2 and
3.6 can not be used to compute an intervention quer® = Pr(Y jdaX = x9).

To generalize the identi ability of causal queries in BN models, [95] de ned the
do-calculus rulesby which a post-intervention distribution in My can be computed

from pre-intervention data in M. These are de ned as follows:

Theorem 1. Do-Calculus Rules. Let X, Y, Z, W be a disjoint set of nodes
in G2 M. Let Gy and Gx be the graph obtained by deleting the incoming and
outgoing edges oK, respectively. LetGy, be the DAG resulting from deleting
incoming edges toX and outgoing edges frord. The following rules are de ned for

fX;Y;Z;W Vg2G.
Rule 1 (Insertion/deletion of observations):

Pr(YjdoX = x9;Z;W)= Pr(YjdoX = x9; W)
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if (Y2 ZjX;W)g,

Rule 2 (Intervention/observation exchange):

Pr(YjdoX = x9;do(Z = z9; W) = Pr(Y jdoX = x9;Z; W)
if (Y2 ZjX;W)g,,

Rule 3 (Insertion/deletion of interventions):

Pr(YjdoX = x9;do(Z = z9; W) = Pr(Y jdoX = x9; W)

if (Y? ZjX;W)g where Z (W) is the set of Z-nodes that are not ancestors

Xzw)'

of any W node inGy

A sequential application of these rules guarantees the identi ability of an in-
tervention query, if possible, by providing ado-free post-intervention distribution
expression [149]. However, it should be noticed that in the presence of a non-fully pa-
rameterized BN model, the estimation of the intervention quer® = Pr(Y jdo(X =
x9) by using the back-door criterion or the do-calculus rules is only possible if data
on the variable of interestY has been collected. If this is not the case, the interven-
tion query can not be estimated.

Applying the do-calculus rules to identify an intervention query is not trivial
and can become very demanding in large graphs. Given this, [149] automated this
process, making causal identi cation straightforward by publicly available libraries

such as the R packageausaleffect [150].
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3.3 A BN-based Framework for Intervention Reasoning in the QRA

of Engineering Systems

To create a comprehensive BN model that represents the behavior of an en-
gineering system when intervened, the full spectrum of contexts and causal factors
relevant to the system should be considered. This not only enables risk analysts to
express their knowledge and assumptions but also to inform decision-makers prop-
erly.

To address these requirements, we propose the three-step BN-based framework
shown in Figure 3.3. This framework enables risk analysts to use the BN mathe-
matical methods presented in Section 3.2 in a QRA setting to properly estimate and

inform the e ect that new action/policy can have on an engineering system.

Figure 3.3: Proposed BN-based framework for causal reasoning through interven-
tions in a risk assessment.

Risk management frameworks for risk-informed decision support, such as in-
uence diagrams (IDs), are similar to the proposed framework in this work. Both
share a node representing a decision (decision node in IDs and intervened node in
the proposed framework) and an outcome of interest (utility node in IDs and out-

come of interest in the proposed framework). However, IDs require a pre-de ned
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set of decision nodes, and the model is built around assessing the utility associated
with implementing the modeled decisions. On the other hand, the proposed frame-
work di ers from IDs in that the BN model used to assess the e ect of decisions
on risk can be built around representing a system's risk and not necessarily a deci-
sion scenario. Interventions are identi ed and evaluated after a BN model is built
or selected. As such, the proposed framework expands the capabilities of current
BN models to permit intervention reasoning without transforming the BN into a
separate decision model such as an ID.

The steps of the proposed framework are de ned below.

3.3.1 Step 1. Frame the Problem

First, the risk analyst frames the problem in terms of an intervention query,
taking both the action/policy of study and available data into consideration. In

order to do this, the following practices are suggested:

(i) Frame the action/policy. The risk analyst understands and contextualizes both
the objective of the decision-maker and the di erent action/policy changes
that are being considered to achieve it. To guide this process, the following
guestions are suggested:

" What action/policy changes are being considered? (intervention)

" What is the objective of the action/policy? (outcome)

" What is the context of the action/policy with respect to the problem?
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(i) Frame the data. In addition, a broad understanding of the available data to
model the studied query is needed. This will help with the identi cation of
candidate dataset variables that represent the action/policy and its objective.

To guide this process, the following questions are suggested:

A

What data are available?

Is the quantity and quality of the data comprehensive enough to support

modeling the action/policy?

Is the considered action/policy change present in the data? if not, it is

possible to model?

Is the action/policy objective present in the data? if not, it is possible to

model?

3.3.2 Step 2: Perform Intervention Reasoning

Second, the studied action/policy is modeled and quanti ed using a BN model
and the tools shown in Section 3.2. This is done to estimate the intervention query
outlined in the previous step so that all assumptions used by the risk analyst to
compute it are explicit and properly communicated to the decision-maker. To ensure

this, the following methodology is proposed:

(i) De ne the intervention query. The intervention query is de ned in a general

form by:

Q = Pr(action/policy objective j do(action/policy change)): (3.7)
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(ii)

Equation 3.7 will explicitly express the target and intervention to be modeled

in the BN.

Build the BN model. The risk analyst expresses his or her understanding of the
system behavior as a BN model, de ning its nodes, states, parameterization
strategy, and quanti cation. This is essential to later express Equation 3.7
in terms of the available data. A new causal BN or a previously constructed
model can be used for analyzing the intervention query. Previously de ned
BN models for QRA will be ideal as they commonly present a comprehensive
causal structure representing a system. However, a new BN model can also be

constructed to evaluate the e ect of actions/policies on an outcome of interest.

In the case of building a new BN model, we propose the meta-BN structure
shown in Figure 3.4 to guide the BN construction and to easily enable the
methods presented in 3.2. Here, dashed bi-directed edges represent causal
assumptions between nodes that are not imposed in this meta-model. On the
other hand, directed edges should be used, as shown in the gure. Note that
all nodes considered as relevant by the risk analyst should be included in the

BN structure, even if they are not observed in the available data.

Given an intervention queryQ = Pr(Y jdo(X = x9), the nodes in Fig. 3.4

are de ned as:

" Treatment nodes (X). Corresponds to the set of nodes that the risk
analyst wants to intervene on (applying thedo-operator) to estimate its
e ect on an outcome nodeY'. These nodes should re ect the action/policy
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changes that the decision-maker wants to implement in a system.

Outcome nodeqY). Corresponds to the set of target nodes iQ that the
risk analyst is interested in estimating. These nodes should represent the
variables of interest that a decision-maker is taking into consideration to

make a decision (i.e., indicate if the action/policy objective is achieved).

Confounder nodes(Zc). Corresponds to the set of nodes that the risk
analyst considers that can confound and thus bias the estimation .

These nodes should be identi ed and informed to the decision-maker to
clarify how the risk analyst interpreted the system behavior against an

intervention made on it.

Mediation nodes(Zy ). Corresponds to the set of nodes that the risk
analyst considers that can mediate (i.e., increase or decrease) the direct
e ect that an intervention on X has onY. Structurally, mediation nodes
are represented in the causal path between the treatment and outcome
nodes. It should be noted that mediation nodes can also be confounders

if they comply with De nition 3.

Structural nodes (Zs). Corresponds to the set of nodes that are not
identied by any of the de nitions above but that contributes to the

representation of the risk analyst knowledge of the system.

(i) Identify the intervention query. The de ned Q from Step 2.i is now mapped to
the BN de ned in Step 2.ii, where the action/policy and objective are repre-
sented byX and Y, respectively. Then, an expression fa@ = Pr(Y jdo(X =
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x9) can be obtained using either Equation 3.2, the back-door criterion or by

a systematic application of thedo()-calculus rules.

(iv) Estimate the intervention query. Using the expression found in the previous
step, Q = Pr(YjdoX = x9) is estimated using the available data. The
BN structure should be revised if the implications of the obtained result are

unfeasible or unreasonable.

Figure 3.4: Proposed meta-BN structure for intervention reasoning.

3.3.3 Step 3: Inform Decision-Makers

Finally, the results obtained in the previous step of the framework have to
be expressed in the best way possible to inform the decision-maker. The estimated
value of the intervention queryQ does not give much information on its own, so
the following intervention-based causal metrics are suggested to provide relevant
information on the causal e ect that an intervened variableX has on an outcome

Y:
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(i)

(ii)

(iii)

Intervention E ect (IE). This metric is used to express the di erence in the
outcome likelihood between the pre- and post-intervention distributions, given

the risk analyst's knowledge of the system.

Given the pre-intervention marginal distribution of an outcome variabld®r(Y),
the e ect of the intervention do(X = x% on a speci ¢ value ofY = y°can be

expressed as:

IE = Pr(Y = y%doX = x9) Pr(Y =y9 (3.8)

Comparative Causal E ect (CCE). This metric is used to express how an out-
come changes relatively to di erent actions/policies, enabling the risk analyst
to rigorously compare all action/policy alternatives considered by the decision-

maker.

The comparative e ect of two di erent intervention queries
Q= Pr(YjdoX = x9%) and Q = Pr(Y jdoX°= x%) on an specic value of

an outcome variableY = y°can be expressed as:

CCE = Pr(Y = y%daX = x9) Pr(Y = y%do(X°= x%) (3.9)

Controlled Direct E ect (CDE). This metric provides decision-makers with
insights into how much of the system's post-intervention behavior was directly
a ected by the performed intervention and not by its consequences. Similar

values of IE and CDE suggest that the e ect of the interventions is mostly
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direct. If not, the e ect is considerably mediated.

Given the presence of a mediation nodgy , the direct e ect of the intervention
do(X = x% on Y can be computed by controlling for di erent relevant values

of Zy = z%as:

CDE = Pr(Y = y%doX = x9;do(Zm = 29)
(3.10)

Pr(Y = y%do(Zu = 29)
which requires the computation of the querie® = Pr(Y jdo(X = x9;

do(Zy = z9) and Q = Pr(Y jdo(Zy = Z9).

Both CCE and CDE metrics require the identi cation and estimation of mul-
tiple intervention queries on the built BN model. These can be identi ed and esti-

mated by following Steps 2.iii and 2.iv from Section 3.3.2.

3.4 lllustrative Case Study: Third-Party Damage in Natural Gas

Pipelines

In this section, the proposed BN-based framework for causal reasoning through
interventions is demonstrated in a case study regarding TPD to natural gas pipelines
(i.e., damage done by personnel not associated with the pipeline operation). In
addition, the limitations of using associative reasoning to answer intervention queries
are discussed. It is important to state that this case study is meant to be illustrative
of the proposed framework and not conclusive in its results.

The natural gas pipeline network in the U.S. consists of more than 4 million

69



kilometers of pipelines used to gather, transmit, and distribute natural gas to cus-
tomers across the country [151]. PHMSA has collected data on natural gas pipeline
incidents and accidents since 1970, which indicates that TPD is a leading cause of
failures [21]. In an e ort to mitigate TPD, the CGA, a non-pro t organization ded-
icated to preventing damage to underground infrastructure, provides the following

dig-in best practices steps in the excavation process [152]:

1. The excavator delineates the digging area.

2. The excavator provides notice of intent to dig to a One Call center (e.g., 811)

or submits an online form providing dig and site information.

3. The utility operator locates and marks (L&M) their underground facilities in
the area of the request in an accurate and timely manner. When done, One

Call will notify the excavator.

4. The excavator proceeds to dig safely by exposing underground utilities using

proper tools to avoid accidental damage.

TPD can occur when one of these practices fails to be properly executed.
According to a report by the CGA [153], \Noti cation Issues," \Locating Is-
sues,” and \Excavation Issues" were the leading root causes groups for excavation
damage in 2018, corresponding to improper execution of steps 2, 3, and 4 respec-
tively. Between 2015 and 2019, \Excavation Issues" represented the 44% of damage

causes, with \failure to test hole (pothole)" (i.e., not exposing underground facilities

using hand tools before digging) as its leading contributor [153]. Given this, one of
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the major recommendations provided since 2019 by the CGA report was to promote
potholing as a practice for excavators.

In this illustrative case study, we will answer the question: "how does making
potholing mandatory will a ect the su ciency of TPD preventive measures?" based
on pipeline damage databases of a partner utility company. In order to do this, the

proposed framework presented in Section 3.3 is applied as follows.

3.4.1 Step 1. Frame the Problem

First, the problem of modeling and estimating the e ect that making potholing
mandatory can have on TPD prevention is framed in terms of an intervention query.

Both the action and available data are framed as follows.
(i) Frame the action/policy

" What action/policy changes are being consideredvaluate making pothol-

ing a mandatory practice in excavation activities.

What is the objective of the action/policy?To ensure that su cient pre-
ventive measures are taken to avoid TPD. The idea behind this objective
is that preventive measures insu ciency drops by a 90% if two out of three
main risk factors for TPD (i.e., \Noti cation Issues," \Locating Issues,"

and \Excavation Issues") mitigating best practices were su cient [122].

What is the context of the action/policy with respect to the problemRe-
duce TPD to natural gas pipelines. The CGA [154] recognizes that ex-
cavators have limited knowledge about best practices beyond the need to
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notify before beginning work. The 2018 CGA DIRT report [153] suggests
promoting potholing, given that DIRT data shows that the lack of it is

highly correlated with excavation-related damages.

(i) Frame the data

" What data are available?Natural gas pipelines third-party caused dam-
age reports from 2015 to January 2020 from a partner utility company.
To protect the proprietary information of our partner, we have created a
simulated dataset using the same variables. In addition, we have access
to an industry-validated fully parameterized TPD BN model, which is

described in [122].

Is the quantity and quality of the data comprehensive enough to support
modeling the action/policy? From the data, we see that, in terms of
guantity, there are approximately 9,000 damage reports available with
more than 40 di erent context and root cause-related elds (such as \root
cause" and \root cause group,"” \excavation tools," \dig-in description,"
among others). Regarding quality, only G1% of the data is missing, on
average, in three relevant context elds. In addition, high granularity and
low redundancy make the data comprehensive enough to develop criteria

for quantifying possible relevant variables that are not explicitly reported.

Is the considered action/policy change present in the data? if not, it is
possible to model?Potholing is not reported explicitly, but it is possible
to quantify it from the type of tools used in the excavation and with
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written dig-in descriptions. Moreover, we can compare our quanti cation

with U.S. potholing statistics in [122] to validate our quanti cation.

Is the action/policy objective present in the data? if not, it is possible to
model? There is no eld in the data that directly quantify if preventive
measures were taken. However, we can use the same parameterization
strategy performed in [122] to quantify this variable in our model. The

details of this strategy are shown in Section 3.4.2.

3.4.2 Step 2: Perform Intervention Reasoning

The following steps are followed to model and estimate the e ect of making

potholing mandatory for TPD prevention.

(i) De ne the intervention query. For this problem, the intervention query can be

(ii)

expressed as:

Q = Pr(Su cient preventive measuresj do(Make potholing mandatory))

(3.11)

Build the BN model. The QRA of excavation damage to natural gas pipeline
considers the following root cause groups: \Noti cation Issues”, \Locating
Issues,” and \Excavation Issues." The latter can be mitigated by performing
the excavation best practices recommended by the CGA in [155], from which
potholing is the focus of this case study. Performing su cient excavation,

L&M, and noti cation practices are considered the main factors preventing
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TPD. Also, the speci c type of third party that performed the excavation is
considered to cause di erences in noti cation practices and the likelihood of
following excavation best practices. These assumptions are expressed in the
discrete BN model shown in Figure 3.5. The nodes de nitions (based on the
meta-BN structure node types presented in Section 3.3.2) and parameterization
strategy are shown below. Each node of the model was parameterized with the
data from our utility partner, and CPTs can be found in Appendix A. Node

states and pre-intervention probabilities are shown in Table 3.2.

" Third-Party Excavator (Z;). ldenti es the type of excavator that per-
formed the excavation. These can be \Property Owner", \Contractor,"
or \Government Entity.” This node is explicitly reported in the used dam-

age reports dataset, so its CPT is parameterized directly from it.

Potholing Performed? (Z,). ldenti es if potholing was performed in an
excavation activity. Although not explicit in the dataset, we created a
new eld identifying potholing based on the type of tools used in the
excavation (such as a shovel, air vacuum excavator, and hydro vacuum
excavator) in addition to cross-validation with written dig-in descriptions
for each damage report dataset entry. Given this parameterization, we
found that potholing was performed in 2207% of excavations. We val-
idated this result with the partner company TPD BN model in [122],

which shows that potholing is performed on 22% of excavations.

" Other Excavation Best Practices Performed®Zs). Identi es if any CGA
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excavation best practices aside from potholing are performed. These
are \maintain clearance after verifying marks," \protect/shore/support
marked and exposed facilities,” \proper back lling practices,” and \main-
tain marks or request re-marking if faded" [155]. This node is explicitly
reported in the used damage reports dataset, so its CPT is parameterized

directly from it.

Su cient Excavation Practices? (Z,). ldenti es if there were insu cient
excavation practices in general, becoming a contributor to TPD in the
damage report. In addition to CGA excavation best practices, this node
includes all other excavation issues that are not directly dependent on the
speci ¢ excavator, such as failing to dig with care. This node is explicitly
reported in the used damage reports dataset, so its CPT is parameterized

directly from it.

Su cient L&M Practices? (Zs). Identi es if there were insu cient L&M
practices by part of the utility operator, becoming a contributor for TPD.
Inaccurate and lack of marks are considered bad L&M practices. This
node is explicitly reported in the used damage reports dataset, so its

CPT is parameterized directly from it.

Su cient Noti cation Practices? (Zg). Identi es if there were insu cient
noti cation practices by part of the excavator, becoming a contributor for
TPD. Excavation activities without noti cation or made di erent from

the information noti ed are considered bad noti cation practices. This
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node is explicitly reported in the used damage reports dataset, so its CPT

is parameterized directly from it.

Su cient Preventive Measures? (Z7). Indicates if su cient preventive
measures were taken to avoid TPD, which depends on the su ciency of
three factors: excavation, L&M, and noti cation practices. This node is
not explicitly reported in the dataset. To parameterize its CPT, we used
the same parameterization strategy proposed by [122], which is shown
in Table 3.1. The three unknown parameters; and in the CPT
represent a drop of 90% in preventive measures insu ciency if two out
of three factors were su cient. These parameters can be found using

damage reports mapping oZ,4 and Zs to Zg = No.

Figure 3.5: Built BN model for TPD with focus on potholing practices. Colors
denote node types as done in Figure 3.4.

Given Section 3.4.1 identi ed action/policy changes and objectiveZ,, : \Pothol-
ing Performed?" andZ- : \Su cient Preventive Measures?" are considered as
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Zy Yes No

Zs Yes No Yes No

Ze Yes No Yes No Yes No Yes No
Yes 10 1- 1-01 1- 101 1- 09 0.0
No 0.0 0.1 0.1 0.1 1.0

Table 3.1: CPT formulation for nodeZ;: \Su cient Preventive Measures?"

Pre-Intervention Post-Intervention

Node Node State o o1 ability [%]  Probability o]~ \04€ TYPe
—— Property
Z,: Third-Party Excavator Owner 19.41 19.41 Zc
Contractor 74.81 74.81
Government
Entity 5.78 5.78
Z,: Potholing Performed? Yes 22.07 100.00 X
No 77.93 0.00
Z3: Other Excavation Best Practices Performed? Yes 71.60 71.60 Zc
No 28.40 28.40
Z4. Su cient Excavation Practices? Yes 5457 94.30 ZciZwm
No 45.43 5.70
Zs: Su cient L&M Practices? Yes 87.66 87.66 Zs
No 12.34 12.34
Zs: Su cient Noti cation Practices? Yes 54.54 53.02 Zc
No 45.46 46.98
Z. Su cient Preventive Measures? Yes 77.17 78.35 Y
No 22.83 21.65

Table 3.2: TPD BN model nodes, states, pre- and post-intervention probabilities
and node types.

treatment and outcome nodes respectively in the proposed meta-BN structure
shown in Fig. 3.4 (i.,e.,.X = fZ,gand Y = fZ;g). Then, given the context
of the action/policy, Z¢c = fZ,;2Z3;Z4; Z¢g are identi ed as confounding nodes
and Zs = fZsg as a structural node. In addition,Zy, = fZ,gis also identi ed

as a mediation node of the e ect o¥Z, on Z5.

(iif) Identify the intervention query. Mapping the intervention query de ned in (i)
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to the BN built in (ii), we can expressQ as:

Q= Pr(Z;=YesjdoZ, = Yes)) (3.12)

with subsequent post-intervention BN DAG shown Figure 3.6.

Figure 3.6: Post-intervention DAG for the TPD BN model shown in Figure 3.5.

Given that we have a fully parameterized BN model for the case study, the
truncated factorization formula in Equation 3.2 is applied to identify the inter-
vention query Q in Equation 3.12. Averaging over the node&7; Zg; Zs; Z4;Z3

and Z,, Q can be computed by:

X
Q: Pr(Z7JZ€,,Z5,Z4)Pr(ZGJZl)

Z6,25:24;23;Z1 (3.13)
Pr(Z5)P r(Z4j Zg, Zg = YES)P r(Zg; J Z]_)P r(Zl)

It is important to highlight that Equation 3.13 is possible to be used only
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because we have a fully parameterized BN model. However, a more common
scenario is one in which a risk analyst has data on the treatment and out-
come nodes but not for the other variables that compose their BN model.
Nevertheless, as shown in Section 3.2.2, it is still possible to identify an inter-
vention query using the back-door criterion or a sequential application of the

do-calculus rules. This scenario will be further discussed in Section 3.4.4.

(iv) Estimate the intervention query.Using the available data for this case study,

Equation 3.13 is estimated as:

Q = Pr(Z; = Yesjdo(Z, = Yes)) = 78:35% (3.14)

which shows the post-intervention probability of su ciency of preventive mea-
sures to mitigate TPD in an excavation activity if potholing is made manda-
tory. The post-intervention probabilities for all nodes of the BN model are

shown in Table 3.2.

Even though we can model the e ect of making potholing mandatory on the
probability of su cient TPD preventive measures, not all excavators will likely
follow this action. Therefore, we will also evaluate the results of Equation 3.13
for the imperfect intervention Pr(do(Z, = Yes)) = [40%; 60% 80%]. All of
these imperfect interventions consider that the probability of potholing will
increase in an excavation if it is made mandatory. As such, the imperfect

intervention represents uncertainty on the evaluated new action/policy. Figure
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Figure 3.7: E ect of imperfect interventions on potholing Z,) on the probability of
su cient TPD preventive measures (Z7).

3.7 shows the results of assuming an imperfect intervention on potholing.

3.4.3 Step 3: Inform Decision-Makers

To better inform a decision-maker about the e ect of making potholing manda-
tory on the su ciency of TPD preventive measures, the following IE, CCE, and CDE

metrics are calculated.

(i) Intervention E ect (IE). Using the estimated intervention query in Equation
3.14 and the pre-intervention probability ofY = Z; shown in Table 3.2, IE

can be estimated as:

IE = Pr(Z;=Yesjdo(Z,=Yes)) Pr(Z;=Yes)=1:18%  (3.15)

This result informs decision-makers that making potholing mandatory can in-
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(ii)

(iii)

crease the likelihood of su cient TPD preventive measures by:18% compared

to previous conditions.

Comparative Causal E ect (CCE). To put the studied policy in perspective for
decision-makers, the CCE of making potholing mandatory over the rest of CGA
excavation best practices is calculated. In order to do this, the intervention
query Q = Pr(Z; = Yesjdo(Z, = Yes)) is going to be compared withQ® =
Pr(Z; =Yesjdo(Z, = Yes); do(Z3 = Yes)). The latter can be estimated using

Equation 3.2, obtaining:

Q%= Pr(Z; = YesjdoZ, = Yes); do(Z3 = Yes)) = 78:52% (3.16)

Then, the CCE can be computed by:

CCE=Q° Q= Pr(Z;=YesjdoZ, = Yes); doZ; = Yes))
(3.17)

Pr(Z; =Yesjdo(Z, = Yes)) =0:17%

This result shows that making all CGA excavation best practices mandatory
can increase the likelihood of preventive measures su ciency byl¥% over the

e ect of just making potholing mandatory with respect to pre-policy condi-
tions. Decision-makers can use this result to put their decisions in perspective

by comparing the e ect of di erent policy alternatives.

Comparative Direct E ect (CDE). Last, to understand how much the e ect

of making potholing mandatory is mediated by performing good excavation
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practices in general, we can control foZ,, = fZ,; = Yesg and calculate the

CDE as:
CDE = Pr(Z7 =Yesjdo(Z; = Yes); do(Z, = Yes))

(3.18)
Pr(Z; =Yesjdo(Z, = Yes))
Then, the CDE is estimated using Equation 3.2 foPr(Z; = Yesjdo(Z, =
Yes),
do(Z4 = Yes)) and the back-door criterion for Pr(Z; = Yesjdo(Z4 = Yes))
(using Z; as a su cient admissible set for adjusting for confounding), obtain-
ing:

CDE =78:52% 7852% = 0:00% (3.19)

Comparing this value tolE = 1:18%, it shows that the e ect of making pothol-
ing mandatory over pre-policy conditions is completely mediated by performing
proper excavation practices in general. This result shows that performing suf-
cient excavation practices is what mostly a ects the su ciency of preventive

measures in the context of excavation practices.

As shown above, IE, CCE, and CDE metrics give the decision-maker informa-
tion on the magnitude of the e ect that making potholing mandatory can have on
the su ciency of preventive measures. These metrics also enable decision-makers
to put this policy in perspective to other possible actions, such as making all CGA
excavation best practices mandatory. Additionally, it is possible to inform decision-
makers that performing su cient excavation practices is what mostly a ects the

su ciency of preventive measures in the context of excavation practices.
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3.4.4 The Limitations of Relying on Associative Reasoning to Answer
Intervention Queries

As stated in Section 3.2.2, usuallPr(Y jdo(X = x9) 6 Pr(YjX = x9 dueto
the presence of confounders betweehand Y. This shows that intervention queries
can not be properly estimated using associative reasoning by evidence propagation,
which is the main BN tool used in engineering risk assessment. This limitation not
only a ects the estimation of causal e ects but also a ects how results from BNs are
interpreted in risk analyses. The latter can signi cantly a ect translating popular
methods from past QRA models to BNs, such as importance measure analysis. This
section used the TPD case study to provide two examples of the limitations of relying

on associative reasoning to answer intervention queries.

3.4.4.1 Example 1: Estimating Causal E ects

Going back in the case study to Step 2.iv, we can try to answer the intervention
qguery de ned in Section 3.4.2 (i) through associative reasoning. To do this, we can
use the BN model of Figure 3.5 to estimatd’r(Z; = YesjZ, = Yes) using the
factorization formula in Equation 2.3. The prior and posterior probabilities of the
su ciency of TPD preventive measures are presented in Table 3.3.

Table 3.3 shows a 0.77% decrease in the probability of su ciency of preventive
measures if potholing is performed, which is counterintuitive given that potholing

is a recommended excavation best practice. However, an associative reasoning ap-
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Su cient
Preventive Measures?

Pr(Z; = Yes) [%)] 77.17
Pr(Z; =YesjZ, =Yes) [%] 76.40
-0.77

Table 3.3: Prior and posterior probabilities of \Su cient Preventive Measures?" by
associative reasoning with evidence on \Potholing Performed? = Yes".

proach was employed, so it is essential to interpret this result as just the evidential
association that potholing has on TPD preventive measures' su ciency in the used
dataset, given the assumed BN model structure.

If we want to estimate the e ect that potholing has on TPD preventive mea-
sures' su ciency (which is an intervention query), spurious associations due to con-
founding between these two variables need to be adjusted to obtain an unbiased
estimation. Based on the assumed BN structure shown in Figure 3.5, an unbiased
estimate of the e ect that \ Z, = Yes" has on \Z; = Yes" can be obtained by block-
ing all confounding-inducing back-door paths between these two variables. Using
the back-door criterion on the BN of Figure 3.5, we found that conditioning on the
type of third-party excavator Z; blocks all back-door paths betwee#@, and Z;. The
latter means thatZ, ? Z; forthe pathszZ, Z;! Zg! Z;andZ, Z,! Z3!

Z,! Z7, which is equivalent to eliminating the incoming edges t@, as done when
the truncated factorization formula is used for intervention reasoning (see Equation
3.2).

Then, Pr(Z; = Yesj Z, = Yes; Z,) is computed using the factorization formula

on Figure 3.5 and shown in Table 3.4.

Table 3.4 shows, as expected, an increase in the probability of su ciency of
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Z,:. Third-Party Excavator

Su cient Preventive Property Contractor Government

Measures? Owner Entity

Pr(Z; =Yesj;Zy) [%] 61.20 80.40 89.00

Pr(Z;=YesjZ,=Yes; Z;) [%] 61.75 81.69 90.86
+0.55 +1.29 +1.86

Table 3.4: Prior and posterior probability of \Su cient Preventive Measures?" by
associative reasoning with evidence on \Potholing Performed? = Yes" and condi-
tioned on each speci c type of third-party excavator.

preventive measures if potholing is performed for each type of third-party excavator.
Now, for the aggregated population of excavators, the causal e ect that potholing
has on the su ciency of TPD preventive measures can be calculated using interven-

tion reasoning by applying the back-door formula (see Equation 3.6) as:

X
Pr(Z;=Yesjdo(Z, = Yes)) = Pr(Z,=Yes|Z, =Yes;Z)Pr(Z,) = 78:35%

Zy

(3.20)

which is analogous to the result obtained using the truncated factorization
formula in Section 3.4.2 (iii). It is important to note that the di erence between the
result shown in Equation 3.20 and the one in Table 3.3 is that the former contains
only information on the causal pathZ, ! Z,! Z;, whereas the latter also contains
information on the spurious backdoor paths betweed, and Z-.

Misleading causal e ect estimations based on associative reasoning as the one
encountered between Tables 3.3 and 3.4, where a positive association between the
studied intervention and outcome for each type of excavator reverses for the com-
bined population, is a widely studied phenomenon called \Simpson's Reversal" [156].

Pearl [157] used this phenomenon as an extreme example of the type of biases that
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improper handling of confounding variables can have on estimating an intervention
guery, demonstrating that it is possible to remediate it by adjusting for confounders
that can bias the causal e ect being estimated. For the Simpson's Reversal observed
in this case study, it can be explained by the fact that, even though a pothole is
performed, excavators tend to fail in preventive measures by not notifying their in-
tent of excavation (see Appendix A). This spurious confounding association must
be blocked to obtain an unbiased causal e ect.

Misleading causal e ect estimations based on associative reasoning as the one
encountered between Tables 3.3 and 3.4, where a positive association between the
studied intervention and outcome for each type of excavator reverses for the com-
bined population, is a widely studied phenomenon called \Simpson's Reversal" [156].
Pearl [157] used this phenomenon as an extreme example of the type of biases that
improper handling of confounding variables can have on estimating an intervention
guery, demonstrating that it is possible to remediate it by adjusting for confounders
that can bias the causal e ect being estimated. The Simpson's Reversal observed in
the case study can be explained by the fact that, even though a pothole is performed,
excavators tend to fail in preventive measures by not notifying their intent of exca-
vation (see Appendix A). This spurious confounding association must be blocked to
obtain an unbiased causal e ect.

Confounding adjustment is easily performed in our case study by using the
truncated factorization formula as done in Section 3.4.2 (iii). However, in the much
more common scenario where a dataset does not contain information on all of the

considered BN model variables, an intervention query can still be estimated using
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the back-door criterion or the do-calculus rules. For example, our case study query
Q= Pr(Z; =Yesjdo(Z, = Yes)) can still be adequately estimated using the back-
door criterion as shown in Equation 3.20, where only data on the treatment and

outcome variablesZ;; Z, and the confounderZ; is needed to compute it.

3.4.4.2 Example 2: Importance Measures Analysis

Importance measures (IM) are a popular set of indices used in QRAs for risk-
informed decision support [2,46]. They allow prioritizing variables within a system
or process for prevention, safety, and maintenance actions. IMs quantify a degree of
change of the failure (or success) probability of an outcome of interest, conditioned
on making the occurrence (or non-occurrence) of a basic event certain (e.g., assigning
perfect reliability to a component or assuming that a damage prevention measure
is perfect). IMs are traditionally computed within a Fault Tree analysis; however,
an increasing interest has been observed in applying IM analysis to BN models. A
Fault Tree assumes an independent set of basic events that leads, through a Boolean
combination of these, to an outcome of interest. As such, an IM calculated on a basic
event will be equivalent to \intervening” on the basic event to force it to take the
desired state (e.g., perfect reliability) and propagate that information throughout
the Fault Tree. Thus, IM analysis is akin to an intervention query. BNs have been
used in QRA to model more complex causal interactions among variables in a system,
which will thus result in the addition of common causes and dependencies between

basic events. As such, the calculation of an IM in a BN is not as straightforward as
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setting evidence on a basic event and then propagating it to an outcome of interest.
This practice, unfortunately, has been observed in modern QRA due to a lack of
understanding of the di erences between association and intervention reasoning in
BNs.

The TPD case study will be used to exemplify the misconceptions associated
with translating IM analysis to BN-based QRAs. Four basic events are considered
for an IM analysis in the BN of Figure 3.5: Z,; Zs; Zg. To illustrate, the Risk
Achievement Worth (RAW) IM will be used to inform which of these three basic
events should be prioritized for preventing TPD. The RAW IM indicates the basic
event that most contributes to the probability of an undesired outcome of interest,
i.e., which basic event is most responsible for \achieving” the risk. Reducing the
occurrence probability of undesirable states of evenis,; Zs; Zs is considered to
reduce the probability of insu cient preventive measures in excavations, so RAW
will be applied to prioritize actions in these variables.

The BN translation of the RAW IM proposed in Noroozian et al. [158] for a
two-state node in a BN is implemented and will be calculated for the BN of Figure

3.5 as:

| _ Pr(Z;=NojZzZ; =No)
RAW Pr(Z; = No)

(3.21)

As can be seen, the value dkaw in Equation 3.21 is expected to be higher for basic
events whose failure will cause the highest increase in the probability of insu cient

preventive measures in excavations. Furthermore, it is expected thégaw 1:0.

88



These statements are valid for a Fault Tree, as a basic event is independent of other
basic events, and a change in its failure probability will be directly propagated to an
outcome of interest. However, the BN model of Figure 3.5 presents two back-door
paths betweenZ, and Z; and two other paths betweerZgs and Z;. Therefore, con-
founding bias will limit the interpretation of the IM. In order to keep the de nition

and interpretability of RAW, intervention reasoning should be used as follows:

I corrected — PI’(Z7 =No J ddzi = NO))

RAW Pr(Z; = No) (3.22)

If Equations 3.21 and 3.22 are used on the variablé;; Zs; Zg for com-
puting RAW, the results of Table 3.5 are obtained. As can be seehraw for
\Z, : Pot-hole performed?" produces an invalid value, 0.990, for the metric. This is
caused by the back-door patlZ, Z;! Zg! Z;; the same path that produced the
Simpson's reversal in the example of Section 3.4.4.1. This error is not observed for
the value of1 e, as confounding bias is properly handled by theo()-operator.
Additionally, we can see discrepancies in the values of RAW f&s, where | raw
slightly underestimates the e ect of a failure ofZg on Z;. Lastly, it is important to
see thatlgaw = 1537 for Zs, as it is an independent basic event in the model.
This last result shows that importance measures calculated for independent basic
events in a BN are expected to present the same interpretation as in a Fault Tree
model. This has been the case in works such as [158{160] in which the used BNs are
a direct translation of a Fault Tree model. However, additional precautions should

be taken in BNs that account for more complex causal dependencies between vari-
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ables in a system, which can hinder the correct calculation and interpretation of
IMs if adequate causal reasoning methods are not considered. Unfortunately, the
lack of distinction between associative and intervention reasoning has led authors
to suggest potentially erroneous formulations of IMs analysis with BN models, such

as in [158,161,162].

Node | RaW I &%&;&Cted
Zy 0.990 1.0 1.014
Zsg 1.690 1.690
Zs 2.059 2.061

Table 3.5: RAW calculated with and without considering methods for intervention
reasoning in BNs.

As demonstrated by the two examples in this section, intervention queries can-
not be adequately estimated nor informed to decision-makers in a risk management
phase by using associative reasoning, highlighting the importance of using interven-

tion reasoning methods if an intervention query wants to be answered appropriately.

3.5 Concluding Remarks

Modern QRAs based on BNs have uniquely relied on associative reasoning to
support decision-making and risk management. However, QRA could highly bene-
t from expanded causal insights based on intervention reasoning. The latter is a
type of causal reasoning that is admissible within a BN approach to QRA, which
could solve complex problems such as estimating the e ect of policies and actions
before being implemented. In this chapter, we established the mathematical back-

ground and methods required to model interventions with BNs, showing how to
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properly express their post-intervention joint probability distribution by means of
the do-operator. Furthermore, this research shows that the methods established
for intervention reasoning ensure unbiased estimations of the causal e ect of inter-
ventions on an outcome of interest, even in the presence of confounding. This last
feature not only expands the type of causal insights that a QRA can generate to
support risk management but also provide the means to translate crucial methods,
such as IMs, to the analysis of complex engineering systems and processes. Lastly,
a BN-based framework was developed and proposed to inform decision-makers of
the e ect that their action can have on a system risk. The applicability of this
framework was shown in an illustrative case study on the risk of TPD to natural
gas pipelines. This case study demonstrated that intervention reasoning is readily
available for risk analysts to expand causal insights on the risk of a system, which is
the main goal of QRA. The results of RA1 shown in this Chapter made the following

contributions to the risk analysis eld:

Established the mathematics to enable intervention reasoning in modern QRA

models based on BNs.

Established the requirements to enable intervention reasoning in QRA models

based on BNs.

Developed a framework and a set of causal metrics to calculate and inform the

causal e ect of a decision on a system's risk.

Demonstrated that associative reasoning could not support insights based on

interventions.
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" Demonstrated the applicability of interventions in an illustrative case study

on TPD to natural gas pipelines.

To the best of the authors' knowledge, this research is the rst attempt to ex-
pand the causal reasoning capabilities of BN-based QRAs by means of interventions
to support risk management. This work's results enabled us to achieve the rst
objective of this research and serve as a baseline toward achieving O2: establish the
mathematical background and methods needed to perform counterfactual reasoning
with BNs in risk assessment. Intervention reasoning can be applied to a BN model
of a system or process if the model includes all confounding variables and back-door
paths between the intervened variables and the outcome of interest. However, as
explained in Chapter 2, reasoning about counterfactuals requires a comprehensive
causal model of a system or process, as the background conditions of a past event
must be simulated to generate causal insights into it. Therefore, the next chapter
of this dissertation will be focused on developing a comprehensive BN model of the
problem of TPD to natural gas pipelines in the U.S. This model will then be used

in Chapter 5 to enable counterfactual reasoning in modern QRA models.
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Chapter 4: BaNTERA: A Bayesian Network for Third-Party Exca-

vation Risk Assessment

4.1 Introduction

This chapter presents the process and results of building BaNTERA (Bayesian
Network for Third-Party Excavation Risk Assessment), a comprehensive probabilis-
tic model for assessing natural gas pipeline hit and subsequent damage probabilities
in excavation activities in the U.S. The results of this chapter correspond to RT2.1,
which is executed toward achieving O2 of this dissertation as explained in Chapter
1. BaNTERA is built with the objective of presenting a comprehensive causal model
representing an analyst's knowledge of an excavation scenario. This comprehensive
causal model will include not only causes and consequences of interest but also the
background information in which they occur. To do this, BaNTERA combines a
wide variety of data and causal information from multiple information sources. Ad-
ditionally, BaNTERA's associative reasoning capabilities (rung 1 in the ladder of
causality) will be used to expand upon insights gained from historical statistics,
which can then be used to mitigate potential excavation-speci c risks or drive more

appropriate risk management actions.
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The rest of this chapter is structured as follows. Section 4.2 presents the
necessary background information on TPD and BNs to develop this work. This is
followed by a description of the methodology used to develop BaNTERA in Section
4.3. Then, in Sections 4.4-4.6, further information is provided about building BaN-
TERA, including the formulation of a TPD-speci ¢ taxonomy and high-level model
architecture, the construction of BaNTERA's structure, and the strategies behind
data selection and model parameterization. After presenting BaNTERA's param-
eterization results in Section 4.7, its probabilistic inference capabilities are applied
to a number of di erent case study excavation scenarios, as well as a real-world
industry application, in Section 4.8. A discussion of the model, its implications,
and limitations are then included in Section 4.10, followed by concluding remarks
in Section 4.11.

The results of RT2.1 were peer-reviewed and published in the journBelia-

bility Engineering and System Safety23].

4.2 Background

This section provides general background information relevant to the develop-

ment of BaNTERA.

4.2.1 Third-party Excavation Process and Site Description

The general excavation process considered for BaNTERA is structured on the

best dig-in practices provided by the Common Ground Alliance (CGA; an organi-
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zation that promotes damage prevention across underground utilities in the U.S.)
around the use of the 811 One Call system [20,152]. These practices were considered
to use the most generic damage prevention data-collection process in the U.S. In
particular, the CGA's Damage Information Report Tool (DIRT) [20] incorporates
data from multiple stakeholders from the natural gas industry, making it a compre-
hensive summary of data collection and reporting practices on excavation damage
to U.S. underground pipelines.

According to the CGA, prior to the excavation, the third-party excavator
marks the anticipated digging area. He or she then calls the local 811 One Call
center or submits an online form providing dig and site information at least two
working days before digging. If the location contains underground facilities, the re-
sponsible utilities are noti ed, and a utility service representative locates and marks
the utility's facilities. Following this, the One Call center noti es the excavator to
begin the excavation. The excavator proceeds to dig safely by exposing underground
utilities using hand tools to avoid accidental damage. Failure to appropriately ex-
ecute any of these steps may result in a gas pipeline getting hit. If the hit occurs
with a strong enough force to overcome the pipe's inherent resistance, TPD in the
form of a puncture failure can occur.

Figure 4.1 shows a conceptual diagram of the primary entities, both actors
and objects, at an excavation site; this de nes the scope of the excavation context
within which BaNTERA could be applied. The three main actors are the third-party
excavators, the owner or manager of the pipeline, and the One Call noti cation

center. Each has characteristics that pertain to on-site actions as well as broader
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Figure 4.1: Conceptual diagram of an excavation site. The context of an excavation
site consists of actors (triangles) interacting with site objects (ovals) within a larger
excavation context.

organizational practices. Although the public and regulatory enforcement could be
considered key stakeholders, they do not directly interact with the excavation site.
As such, when building BaNTERA, they were considered part of the environment
where the excavation occurs.

In addition to the actors mentioned above, the excavation site also consists of
the facility and other objects pertaining to the excavation, including the excavator,
facility maps and records, and the noti cation ticket. The environment in which the
interactions between the actors and the objects occur relates to the speci ¢ circum-
stances present at the excavation site. Example environments include geographical,

regulatory, and site-speci ¢ contexts.

4.2.2 Bayesian Networks

An excavation process is comprised of multiple factors that may impact the
likelihood of TPD. Moreover, these factors are usually causally dependent on each

other. These features must be considered when choosing a modeling approach.
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Therefore, a BN approach (as described in Section 2.3) was selected to address the
di culty of modeling TPD by representing how risk in uencing and other causal
factors interact at an excavation site and lead to damage.

As explained in Section 2.3, associative reasoning with BNs can provide the
joint probability distribution of a system's variables when updated with new knowl-
edge about the system via evidence on the model's nodes. The factorization formula
(see Equation 2.3) can be used in addition to Bayes's theorem to reason about the
associations between a BN's nodes. The following three types of probabilistic infer-

ences based on associative reasoning with BNs will be used in this study:

Forward inference: primarily predictive, this inference type propagates evi-
dence from causes to e ects. Figure 4.2a shows how evidenge= v; can
aect Pr(V3jVy = vi; Vs).

Backward inference: primarily diagnostic, this inference type propagates ev-
idence from e ects to causes. Figure 4.2b shows how evidenée= v; can
diagnosePr (Vi) Vs = Va).

Intercausal inference: primarily explanatory, this inference type propagates
evidence between causes with a common e ect. Figure 4.2c shows how evi-

dencef V; = vq; V3 = vag can explain awayPr(V,j Vi = vi; V3 = v3).

4.3 Methodology for Developing BaNTERA

A multi-step process was used to build BaNTERA as a comprehensive decision-
support tool for third-party excavation. This section presents the methodology used
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Figure 4.2: Visual representation of BN probabilistic inference reasoning methods.
Dashed lines indicate the ow of knowledge towards the speci c node of interest,
marked with a question mark.

to create the model, including building a taxonomy for the excavation context, de-
veloping the model's structure, and parameterizing the model nodes. These features

were obtained by performing the following 3 steps:

1. De ne a taxonomy and high-level model architecturePrior to model devel-
opment, a high-level description of the current processes, actors, and objects
involved in a third-party excavation scenario was outlined to bound the scope
of BaNTERA and to determine the dependencies among the variable's con-
sidered for its construction. This was done by rst developing a structured
hierarchical taxonomy and then identifying the model's architecture and de-
pendencies of the risk-in uencing factors (RIFs) involved in such a scenario.

2. De ne BaNTERA's structure. The model's structure was subsequently de-
ned by placing the di erent elements from the taxonomy into the model's
high-level dependency architecture.

3. Process the data and parameterize BaNTERAFormulating the conditional
probability dependencies between BaNTERA's nodes requires the integration
of di erent and distinct data sources. A multi-step parameterization method-
ology was used to parameterize BaNTERA. This methodology's input is a set
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of data sources and a BN structure. Then, through data processing and node

parameterization steps, a parameterized BN model is obtained.

Each portion of the abovementioned methodology is described in Sections 4.4-

4.6.

4.4 Taxonomy and High-level Model Architecture

4.4.1 Third-party Damage Excavation Taxonomy

Based on the processes and conceptual excavation site described in Section
4.2.1, a detailed hierarchical taxonomy of the third-party excavation scenario was
built. This taxonomy is separated into the three large categories identi ed in the
conceptual excavation site (\Actor,"” \Objects," and \Environment") and provides
both broad and speci c terms. The full taxonomy is provided in B.1, and a summary
overview is provided below.

The \Actor" section in the taxonomy provides terms and concepts associated
with the third-party excavator, the facility owner and manager, and the One Call
noti cation center. The subsections within the third-party and facility owner terms
focus around on-site actors and practices, while the terms associated with the noti-
cation center are related to its performance quality.

There are two main groupings within the taxonomy's \Objects" category,
which captures the equipment and physical items found at the excavation site. The
rst group is associated with the characteristics and nature of the pipeline, while
the second group comprises the excavator machinery and other physical objects as-

99



sociated with the excavation site. The pipeline is described in more detail than
other objects at the site, as understanding the pipeline's physical features can lead
to a better understanding of the pipe's resistance to potential damages, such as a
puncture.

The nal category, \Environment," provides further details about the con-
text and background in which the excavation occurs. This is further split into
three smaller context groups. The \physical environment" describes the geography
and other natural hazards present at the site, while the \legal environment" cov-
ers regional and regulatory oversight. Last, \excavation environment" describes the

excavation site with respect to the current and previous excavations.

4.4.2 Relevant Factors, Hierarchical Structure, and Associated De-
pendencies

The third-party excavation taxonomy illustrates a wide range of contextual
factors that were considered when creating BaNTERA. The likelihood of pipeline
damage at these sites is impacted by these di erent factors and should be captured in
a meaningful structure within the model. Figure 4.3 presents the conceptual diagram
of the relevant factors, hierarchical structure, and associated dependencies used to
model TPD within BaNTERA. This diagram is based on expert knowledge, PHMSA
incident reports causal factors, and CGA incident reports causal factors. As shown in
Figure 4.3, at the bottom of BaNTERA aretarget variables which represent scenario

summary information, such as the su ciency of pipe hit preventive measures, the
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Figure 4.3: Conceptual diagram of third-party damage model outlining the causal
ow from excavation context nodes and risk-in uencing factors context nodes to
root causes and target variables.

pipe hit itself, and subsequent damage. Target variables depend on the other node
types existing in the excavation process space; one such type consists of the groups of
root causes that contribute to TPD. These groups capture accumulated relationships
of similar pipeline damage root causes. These groups are similar to those expressed
by the CGA's DIRT [20], which are based on distinct excavation steps (notifying,
locating, and excavating). The CGA DIRT Data Committee identi ed six di erent
root cause groups to provide a high-level perspective of what can go wrong when
following CGA-proposed best excavation practices. These groups are \excavation
practices," \invalid use of request," \locating practices," \miscellaneous," and \no
locate request.”

The next level of model nodes in BaNTERA to consider are the root causes

and the context variables that a ect them. This part of BaNTERA has the greatest
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number of variables that can vary during the excavation process, making this part
of the model the most interactive. Root causes de ned by the CGA DIRT are
considered for its construction. This decision was taken due to the wide use of CGA
DIRT root causes by utility companies. Moreover, the number and de nitions of root
causes considered by the CGA DIRT are more comprehensive (i.e., granular) than
other sources such as PHMSA's. However, CGA DIRT's root causes are mainly
focused on the excavation process itself and not on its context. To expand the
range of acknowledged factors that can contribute to TPD target variables and, in
particular, their root causes, a set of risk-in uencing factors (RIFs) were de ned
based on the context of an excavation. According to the taxonomy presented in
Section 4.4.1, RIFs were distinguished into two categories by what kind of measures
could be adopted to mitigate them: actor-based RIFs (e.g., encouraging excavation
best practices, increasing awareness on One Call centers, among others) and object-
based RIFs (e.g., improving pipeline materials, maintenance of locating technologies,
among others). These factors are a ected by a third RIF, the environment where
the excavation occurs. According to the taxonomy de ned in Section 4.4.1, this
environment can be physical (e.g., geographical features), legal (e.g., regulatory

oversight), or related to the excavation activities themselves (e.g., excavation depth).

4.5 BaNTERA Structure

BaNTERA was structured using the de ned nodes and arcs re ecting node re-

lationships and dependencies identi ed in Figure 4.3. The result is a comprehensive
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model that captures the root causes of TPD and provides a method of expressing
failure through context described within the taxonomy and the overarching RIFs.
Figure 4.4 shows BaNTERA's structure.

Similar to the high-level generalized conceptual model shown in Figure 4.3,
BaNTERA's structure consists of nodes that provide di erent functions within the
model and di erent types of information. At the bottom of the structure are the
summary target nodes that combine root cause information and excavation-related
context. These provide information into potential occurrences of pipe contact, punc-
ture, and damage during a third-party excavation. The parents of the target nodes
are the large root cause sub-group and group nodes, which capture accumulated
relationships of similar root causes. These groups are similar to those expressed in
the DIRT report, which are based on distinct steps of the excavation process (i.e.,
notifying, locating, excavating). The next step up in the structure are speci c root
causes and the risk-in uencing nodes that a ect them. This part of the structure has
the greatest number of nodes that can vary during the excavation process, making
it highly interactive. Lastly, the top of the structure consists of overarching context
nodes. These nodes represent the environment in which the excavation is taking

place.
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The sixty-four nodes captured in BaNTERA's structure represent di erent
causal contexts and root causes for TPD. The color of the nodes re ects what kind
of information they provide. As shown in Figure 4.4's legend, white, light blue, red,
pink, and gray nodes describe speci c root and general causes for TPD during an
excavation. There are forty of these root cause nodes within BaNTERA. White and
light blue nodes are individually described root causes of damage, while red nodes
indicate the formation of a root group based on a number of similar root causes.
Pink nodes are used to provide an initial amalgamation of root causes into smaller
root cause groups, which are then joined to form a root cause group. Gray nodes
describe the summary target nodes that BaNTERA is trying to represent. The
other twenty-four nodes represented in BaNTERA's structure describe the context
in which the TPD occurs. Yellow nodes describe the overall excavation environment
nodes that are speci c to the context of the excavation site, while the blue, green,
and purple nodes relate to context factors associated with the speci ¢ excavation site
scenario. Blue nodes describe the context associated with the third-party excavation
actors, which includes both the excavator itself and the utility locator. Green nodes
describe the context of the excavation site, while purple nodes are used to represent
pipeline characteristics. These causal context factors can also be placed within the
overarching RIFs described in Section 4.4.2.

According to PHMSA [163], there are four pipeline damage types due to ex-
cavation activities: dents, gouges, coating damage, and puncture. In this current
version BaNTERA, puncture damage is the only damage type considered for mod-

eling TPD. This decision stemmed from the fact that, to the best of the authors'
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knowledge, Brooker's puncture damage model [164{166] was the only one that pro-
vided a level of granularity su cient enough to be included in BaNTERA's complex
dependency structure. The implications of this decision are discussed in Section

4.10.

4.6 Data Processing and BaNTERA Parameterization

Formulating the conditional probability relationships between BaNTERA's
nodes requires the integration of di erent and distinct data sources. A conceptual
structure to the multi-step methodology used to parameterize BaNTERA, consisting
of data processing and node parameterization, is represented in the diagram in
Figure 4.5. Each portion of the parameterization methodology is described in the

following sections.

4.6.1 Data Sources for Parameterizing BaNTERA

After de ning BaNTERA's structure in Section 4.5, di erent data sources
were selected to parameterize its CPTs and CPFs. These data sources have varying
amounts of data granularity, redundancy, and quality. Data was limited to those
that contained conditional dependency information between BaNTERA's nodes. In
order to re ect the present conditions of pipeline damage risk, only data from 2016-
present was used during the parameterization process.

The following four data sources were used to parameterize BaNTERA:
" Partner utility company damage reports (Source A)This data source con-
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Figure 4.5: Graphical representation of BaNTERA's parameterization methodology.

tains more than 7,000 TPD reports from a U.S. partner utility company be-
tween 2016-2020. These reports provide more than forty di erent context
and damage cause-related elds, including \root cause," \excavation tools,"
and \excavator type," among others. A semiotic data quality assessment was
successfully performed to make sure that these data represent an excavation
activity as needed for modeling TPD risk [167]. Source A's high granularity,
low data redundancy, and limited missing data make it an ideal data source
to inform BaNTERA.

PHMSA's gas distribution and transmission incident data. (Source B)Since
1970, PHMSA has maintained records of incident data [168]. Due to Source

B's high quality, granularity, and public availability, numerous TPD models
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include it in its parameterization process [120{122]. However, the amount of
useful entries in this data is relatively small, in the order of 200. In addition,
this source has low granularity on speci c root causes. Given these issues, this
data source is only used on nodes that are not present on more comprehensive
sources.

CGA's 2018 and 2019 DIRT database (Source CLGA's annual DIRT database
[20, 153] provides an extensive set of summary statistics on the di erent as-
pects of excavation and its risks based on voluntarily provided damage reports
between 2018-2019. Each year, approximately 35,000 reports are used to es-
timate these summary statistics. As the damage reports themselves are not
available for public use, this data source is useful for node validation and as
a starting point for parameterizing node relationships not present in more
comprehensive sources.

GTI Energy previous models (Source D)In the development of BaNTERA,
GTI Energy provided three BN models developed in 2019 designed to address
TPD and locating and marking risks during excavation activities [122, 123].
These BNs were parameterized by aggregating damage reports data from 2016-
2018 provided by multiple utility companies throughout the U.S. Consequently,
these models are useful sources of validation and prior information for nodes
that can be updated with more recent data. These BNs also provide infor-
mation on complex variable constructions, such as \su ciency of preventive

measures,” that must be de ned by experts in the eld. Collectively, these
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models provide information on 74 di erent variables relevant to an excavation

process.

4.6.2 Data Processing

Data from the selected data sources described above were processed into a
format that is consistent with BaNTERA's structure. To do this, each data source
eld was rst mapped to a node in the network structure. Most nodes in BaN-
TERA could be linked to relevant elds across the di erent data sources, making
the mapping process a straightforward one. Field redundancy between data sources
was reduced by standardizing names using CGA's DIRT reporting eld names; for
example, the root cause eld in Source A called \Excavated outside delineated area"
was renamed \Excavator dug outside area described on ticket" to align with CGA
DIRT's reporting scheme.

The end result is a comprehensive parameterization dataset for BaNTERA
consisting of observational data as well as summary data. The observational portion
consists of a collection of features from TPD incidents on natural gas pipelines. This
dataset includes the collections of damage reports found in Sources A and B, as well
as data concerning the relative counts of any instances of interest, such as the CPTs
and CPFs of the BNs provided by Source D. In contrast, the summary portion of the
parameterization dataset includes data that represents a summary statistic relevant
to a speci c node in BaNTERA's structure, such as the percentages of TPDs across

U.S. regulatory districts provided in Source C. Both the observational and summary
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portions of the dataset were used to parameterize di erent parts of BaNTERA based
on the nature of the node of interest. For instance, nodes representing speci ¢ root
causes and their conditional dependencies were parameterized as a CPT using the
observational dataset, while nodes representing broad generalizations of factors were

parameterized using the summary dataset.

4.6.3 Node Parameterization Strategies

Two di erent types of parameterization strategies were used based on whether
there was information redundancy or previously de ned causal relationships avail-

able: elicitation and Bayesian update.

4.6.3.1 Parameterization by Elicitation

Since four di erent independent data sources were used to parameterize the
nodes within BaNTERA, information redundancy exists across the summary and
observational data in the parameterization dataset. As shown in Figure 4.5, param-
eterization by elicitation was used if only one piece of redundant data is selected
as relevant or if only one piece of information is found on the parameterization
dataset. The elicitation methods used vary whether a node represents a discrete or

continuous variable. Discrete nodes were parameterized by the following methods:

" Relative count of events.CPT parameters derived from this approach were
based on the frequency of occurrence for each particular node state in a

dataset. For example, node \E2: Area of Incident" CPT was parameterized
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by counting the number of excavations in the dataset that were performed on
exposed ground, soil, pavement, or other, between 2016-present.

Conditional assignment. Discrete nodes representing a Boolean relationship
between its parents were parameterized by conditional assignment. For ex-
ample, node \EC6: Excav. > Cover" was parameterized by counting the
instances in which the node's parent \E4: Excav. Depth (ft)" values were

greater than its other parent \EC3: Cover Depth (ft)."

For continuous nodes, the following elicitation methods were used:

Distribution tting. Nodes presenting continuous data were modeled by tting
a probability distribution over the data. For example, node \EC3: Cover
Depth (ft)* was parameterized by tting a truncated Normal distribution to

the depth of cover of pipelines involved on excavations performed between
2016-present.

Histogram. In some instances, a clearly de ned probability distribution does
not match the values observed in the data. In those cases, like node \E4:
Excav. Depth (ft)," a histogram was de ned by experts over ranges of observed
excavation's depth values.

Functional equation. Nodes that represent physical models were parameterized
through functional equations. For example, BaNTERA's \FC6: Puncture
Resistance (kN)" node was parameterized using Brooker's puncture model

[164{166].
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4.6.3.2 Parameterization by Bayesian Update

As shown in Figure 4.5, this parameterization strategy was used for nodes
in which redundant information on them not only existed across the parameteriza-
tion dataset, but also where one piece of information could be considered as prior
information. Any remaining information was then treated as new evidence. This
parameterization is used, for example, when some of Source D's previous BNs node's
CPTs are updated with more recent data from Sources A and B.

As this condition only held for discrete nodes, they were parameterized through
a Beta-Binomial Bayesian update procedure. By assuming that a node's CPT entries
are independent and represent the expected success probabiptyof independent
binomial trials of hypothetical excavation scenarios, the node's uncertainty can be
modeled asp Beta(; ). If the trust in the prior data is high, the method of

moments [169] was used to de ne a Beta distribution prior fop Beta( o; o) as:

(4.1)

where and are the mean and standard deviation of the prior data. On the
other hand, if the trust in the prior data was low, the following weak prior for o

and o was used [170]:

(4.2)



The probability p was then updated using the data considered \new evidence"

as:

ot Kk

ToF orn (4:3)

p:

where k is the number of occurrences of a node's CPT entry ana is the total

number of observations.

4.7 BaNTERA's Parameterization Results

The result of Section 4.6 is a fully parameterized version of BaNTERA's struc-
ture presented in Section 4.5. The obtained prior probabilities of BaNTERA's target
nodes are calculated by simulating fOexcavations and can be found in Table 4.1.
An example excavation simulation can be found in B.3. These simulations were run
using the GeNle software through a Python-based PySMILE wrapper [1]. For the
rest of this work, this same simulation process will be used to report the probability
results on a node in BaNTERA as an expected value. To capture the variability in-
troduced by the continuous nodes in BaNTERA, 95% equal-tailed credible intervals
are reported for each expected probability (i.e., the interval which contains 95% of
the simulated expected probabilities).

In order to verify that BaNTERA re ects the damage rates present in the
data sources used for its parameterization, we compare its output to Sources A and

D average TPD rates per 1,000 noti ed excavations. In addition, a 10% spread
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Expected 95% ClI

Target Nodes States Probability [Lower, Upper ]
T1: Preventive Su cient 0.88832 [0.88340, 0.89725]
Measures Insu cient 0.11168 [0.10275, 0.11660]
. . No 0.99689 [0.99590, 0.99830]
T2: Pipe Hit Yes 0.00311  [0.00170, 0.00410]
T3: Punc. Force> No 0.99747 [0.99670, 0.99870]
Resistance Yes 0.00253 [0.00130, 0.00330]
T4: Damage No 0.99746 [0.99660, 0.99880]
(Puncture) Yes 0.00254 [0.00120, 0.00340]

Table 4.1: Prior expected probabilities and 95% equal-tailed credible intervals for

BaNTERA's target nodes based on 10simulated excavations. Five signi cant dig-

its are used to present these results. This is done to show summation to one for
probability values; however, this feature should not be considered as the precision
of the BaNTERA.

local sensitivity analysis was performed to account for model uncertainfy These
comparisons are shown in Table 4.2. It is important to highlight that Sources A
and D damage rates are for all types of excavation damages, not just puncture (as
BaNTERA's output). In addition, although Sources A and D damage rates can
be seen as valuable sources of information for BaNTERA's validation, they do not
necessarily correspond to nationwide statistics (e.g., source A only considers data
from one state). Given this, only Source A and D are used for veri cation purposes.
BaNTERA was validated by checking its consistency with historical industry
data. The natural gas industry generally maintains records on excavation damage

rates per 1,000 noti ed excavations. PHMSA, in particular, maintains public his-

IModel uncertainty can be addressed through sensitivity analyses to assess the impact of al-
ternate but credible assumptions [171]. In this work, BaNTERA's sensitivity was analyzed by
assuming a local X% spread on each parameter of the model; that is, each CPT entry was in-
creased and decreased on X% and the overall reachable range of the outcome of interest, recorded.
Both 10% and 20% spreads were considered in this work to account for possible parameter vari-
ability not present in the data used to parameterize BaNTERA. For information on the sensitivity
analysis algorithm, refer to [172].
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TPDs per
1,000 Noti ed Excavations

Source A

average (2017-2020) 1.410

Source D

average (2016-2018) 1.620
E =1.531

BaNTERA

0, =
(third-party puncture damage) 95% Cls = [1.490, 1.567]

10% spread: [0.74, 2.36]

Table 4.2: Model veri cation comparing BaNTERA's third-party puncture damage
rates per 1,000 noti ed excavations to the average damage rates of Sources A and
D. BaNTERA's results are shown in terms of: expected valudé(), 95% equal-tailed
credible intervals, and local sensitivity analysis results over a 10% parameter spread.

torical records on these rates for all U.S. states distribution lines [173]. Even though
these nationwide statistics are not limited to TPD or puncture damage as BaNTERA
is, they provide a relevant source of information for model validation. Therefore,
BaNTERA's third-party puncture damage rate is compared to PHMSA's 2020 na-
tionwide average, and region-level minimum, and maximum, excavation damage
rates per 1,000 noti ed excavations in distribution lines. This comparison can be
found in Table 4.3. BaNTERA predicts an expected puncture damage rate of 1.540;
however, since puncture is less likely to occur than other excavation damages (such
as dents and gouges), this prediction should be considered as a lower bound for over-
all excavation damage rate statistics. On the other hand, since pipe hit rates involve
both damaged and undamaged pipelines, BaNTERA's expected pipe hit probabil-
ities are used as an upper bound of comparison with PHMSA's benchmark overall
damage rate. Furthermore, in order to take into account the statistical discrep-
ancies between BaNTERA and PHMSA damage rate formulation (i.e., BaNTERA

will consider third-party puncture and pipe hit probability as damages, whereas
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PHMSA considers overall excavation damages), local sensitivity analysis was per-
formed. Table 4.3 shows this analysis's results as a minimum and maximum bounds

on BaNTERA's outputs considering a 10% and 20% parameter spread.

Damage Rate of
Distribution Lines per
1,000 Noti ed Excavations
PHMSA's nationwide E =2712
2020 data (general excav. damage) min, max = [1.980, 3.556]

E = 1.540
BaNTERA 95% Cls = [1.508, 1.570]
Third-Party Puncture Damage 10% spread: [0.744, 2.366]
20% spread: [9.825e-3, 3.178]
E =2518
BaNTERA 95% Cls = [2.461, 2.563]
Third-Party Pipe Hit 10% spread: [1.207, 3.876]

20% spread: [0.000, 5.210]

Table 4.3: Model validation comparing BaNTERA's third-party puncture damage
rates of distribution lines per 1,000 noti ed excavations to PHMSA's 2020 excavation
damage rate. PHMSA's rates are shown in terms of an overall nationwide average
(E) and its region-level minimum and maximum values. BaNTERA's results are
shown in terms of: Expected valueE), 95% equal-tailed credible intervals, and
local sensitivity analysis results over a 10% and 20% parameter spread.

4.8 Case Studies

Two case studies are provided in this work to illustrate BaNTERA's capa-
bilities as a holistic decision-support tool for addressing the third-party excavation
damage problem. The studies illustrate di erent types of inference that can be used
to answer excavation process-related queries of interest to various stakeholders. The
rst case study shows how a natural gas utility operator could estimate the risk
of an 811 One Call ticket by using BaNTERA's predictive capabilities, while the
second study shows how regulatory agencies could utilize BaNTERA's diagnostic
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and explanatory capabilities for policy risk-informed decision support.

4.8.1 Predictive Capabilities of BaNTERA: Estimating the Risk of
an 811 One Call Ticket

One of the safety barriers against TPD in an excavation is the noti cation
process. Excavators notify an intent to excavate through the 811 One Call system
and provide information on di erent aspects of the excavation activity. This infor-
mation is processed in the form of a noti cation ticket, which is provided to utility
operators. A noti cation ticket provides valuable information about an expected
excavation activity, including location, and excavator type, which can be used as
predictors of potential locating and marking errors and improper excavation prac-
tices. As such, this type of information is highly relevant to utility operators, as they
would like to predict the risk of pipe damage and identify whether further safety
actions should be performed in potentially high-risk excavations.

In this case study, information from a hypothetical 811 One Call ticket for a
fencing job is used to predict the probability of observing TPD if we observe the
information present in the ticket. The ticket indicates that homeowners are notifying
their intent to excavate in a suburban house lot located in College Park, Maryland.
The ticket also highlights the presence of a gas pipeline permanent mark on the site
and provides information on the speci c excavation equipment that will be used.

This case study consists of two similar scenarios related to the hypothetical

excavation scene described above. As shown in Table 4.4, the ticket information for
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both scenarios is assigned as evidence for di erent node states within the model.
These scenarios were each simulated®itimes through BaNTERA using the GeNle
software and PySMILE wrapper to determine the expected likelihood of pipe damage
due to puncture failure; the resulting estimated pipeline hit and damage probabilities

for the simulated excavations are shown in Table 4.5.

Scenario Node Name Evidence

EAC1: Excavator Generalpublic
EAC2: Awareness Aware
R1: Noti cation Yes

1,2 E1l: Regulatory District Southatlantic
E2: Area of Incident Undersoil
E3: Area Development Class_location
FC2: Pipe System Distribution
EC5: Adjacent to Pipe Yes

1 EC1: Excav. Equip. Handtools

2 EC1: Excav. Equip. Excavatorbackhoetrackhoe

Table 4.4: Shared and distinct evidence used in both scenarios for estimating the
risk of an 811 One Call ticket.

" Scenario 1. The 811 One Call ticket information on the fence work speci es
the use of a low-impact hand tool like a shovel. In this scenario, BaNTERA
estimates that the expected probability of a pipe hitis 0.673%, 2.16 times more
likely than in a general excavation (0.311% according to Table 4.1). Despite
this large increase, the expected probability of damage is estimated to be just
0.275%, only 1.08 times more likely than is expected in a general excavation
(0.254% according to Table 4.1).

Scenario 2. The 811 One Call ticket information on the fence work speci es
the use of a high-impact mechanized equipment, such as a track hoe. In this
scenario, BaNTERA estimates that the expected probability of a pipe hit is
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similar to the one obtained in Scenario 1 (0.672% for the former and 0.673% for
the latter, according to Table 4.1); however, the use of high impact excavation
equipment results in a 0.423% expected probability of damage; 1.67 times

more likely than the prior of 0.275% in a general excavation.

Scenario Target Nodes Node — Expected 95% Cl
g State  Probability [Lower, Upper]
1 T2: Pipe Hit Yes 0.00673 [0.00647, 0.00691]
T4:. Damage (Puncture)  Yes 0.00275 [0.00264, 0.00282]
2 T2: Pipe Hit Yes 0.00672 [0.00650, 0.00693]

T4: Damage (Puncture)  Yes 0.00423 [0.00409, 0.00436]

Table 4.5: BaNTERA's results for estimated pipe hit and puncture damage proba-
bility for both types of 811 One Call ticket scenarios. The values reported are the
expected values based on 4@imulated excavations.

These two scenarios illustrate how BaNTERA's values for pipe hit and pipe

damage probabilities can vary given di ering evidence for other nodes in the model.

4.8.2 Diagnostic and Explanatory Capabilities of BaNTERA: In-
forming Policy Decisions

The previous case study considered how BaNTERA could evaluate the risk of
excavation based on its noti cation ticket; however, a common issue is the lack of
noti cation prior to an excavation activity [168,174]. According to the CGA DIRT
databases [20,153], at least a third of reported TPDs had a lack of noti cation as a
root cause of the incident. Both PHMSA and the CGA have identi ed that further
policy actions must be made regarding the noti cation problem.

This case study shows how BaNTERA can be used to help inform policy
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decisions, such as the noti cation problem mentioned above. By identifying the
main factors and causal dependencies that lead to TPD given a noti cation issue,
the model can provide insight into potential actions that can reduce potential third-

party damage. In order to do this, the following two scenarios were each simulated

1P times based on an observed instance of pipeline damage:

" Scenario 3. A policymaker is interested in evaluating the probability of ob-
serving a lack of noti cation given damage on a pipeline. Using the related
scenario evidence specied in Table 4.6, BaNTERA indicates that 66.13% of
damaged pipeline incidents are expected to be observed on an excavation that
did not have a noti cation.

Scenario 4. A policymaker is interested in calculating the probability of ob-
serving an excavator that is unaware of the required noti cation practices
damaging a pipeline. Using the results from Scenario 3, further analysis is
made into the sources of these excavation incidents. The scenario evidence and
simulation results from BaNTERA presented in Table 4.6 show that pipelines
damaged in excavations that were not disclosed are expected to be caused

81.32% of the time by unaware excavators.

The results from Scenario 4 highlight a major issue for addressing the TPD no-
ti cation problem: there are some excavations that were not reported by excavators
who were aware of the region's noti cation practices. The following two scenarios

were studied to gain further insight into this issue:

" Scenario 5. A policymaker is interested in determining the probability of
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observing an excavation that was not reported given the presence of a damaged
pipeline and an excavator that was aware of required noti cation practices.
The scenario evidence and simulation results from BaNTERA presented in
Table 4.6 show that this instance of failing to observe noti cation procedures
is expected to be observed with a 26.73% probability.

Scenario 6. To further narrow down potential risk-informed policy actions, a
policymaker is interested in identifying which speci c type of excavator (i.e.,
professional or non-professional) is most likely to be involved in the type of
event described in scenario 5. The scenario evidence and BaNTERA's simula-
tion results presented in Table 4.6 indicate that in 68.72% of excavations that
resulted in pipeline damage and where the excavator did not follow noti ca-
tion procedures even though he or she was aware of noti cation practices, the

excavator is expected to be a professional excavator.

BaNTERA's results from Scenario 6 corroborate a major issue in pipeline
safety identi ed in both the 2018 and 2019 CGA DIRT reports [20,153], namely, that
some professional excavators, who are aware of the necessary noti cation procedures,
are choosing not submit a noti cation for the intent of excavation to a One Call
center. This has been a contingent problem and in 2021 CGA stressed the need for
professional excavators to notify a One Call center. CGA showed that, in 2021, 60%
of the damages caused by a lack of noti cation were associated with professional

excavators; this statistic further validates the use of BaNTERA.
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Scenario Set Up:

Scenario Evidence and Node Expected 95% Cl
Target Node (Bold) State Probability [Lower, Upper]
3 T4: Damage (Puncture) Yes - -
R1: Noti cation No 0.66133 [0.66131, 0.66135]
T4: Damage (Puncture) Yes - -
4 R1: Noti cation No - -
EAC2: Awareness Non aware 0.81315 [0.81315, 0.81315]
T4: Damage (Puncture) Yes - -
5 EAC2: Awareness Aware - -
R1: Noti cation No 0.26733 [0.26731, 0.26735]
T4: Damage (Puncture) Yes - -
6 EAC2: Awareness Aware - -
R1: Noti cation No

EAC1: Excavator Professional 0.68719 [0.68719, 0.68720]

Table 4.6: Scenario setup, node evidence, and results of applying BaNTERA towards
risk-informed decision making. The target node's expected probability and 95%
equal-tailed credible interval (bold) are based on £Gimulated excavations.

4.9 Industry Application: A Cloud GIS Software for Identifying Pipelines

at Risk of TPD

After the successful development of BaNTERA we partnered with GTI Energy,
AgenaRisk (a software and consulting company on risk-informed decision support.
Developers of the AgenaRisk BN modeling software [175]), and a utility company
in the U.S. to deploy BaNTERA as a pipeline integrity management software. This
software was hosted in a cloud server, and its objective was to identify a utility
company's natural gas pipelines that are at risk of TPD given historical incident
information. Data from the pipe segments can be propagated as evidence in the
BaNTERA model to calculate the probability of a puncture caused by third-party

excavation activities, which will be used by our utility partner to prioritize damage
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prevention works in their pipelines. The input and output data from this software

will contain Geographical Information System (GIS) data on the pipe segments.
An application programming interface (API) was developed with AgenaRisk to

enable the transfer of information between our utility partner's data and BaNTERA

through a cloud server. The API and information transfer process is summarized in

Figure 4.6 and is explained as follows:

1. A stakeholder, such as a utility company, performs a POST request to the
cloud server with their data on a pipeline system to assess the risk of TPD.
The input data is a .csv le containing a pipeline system's historical incidents
and current characteristics divided into multiple pipe segments of 1 mile in
length. Each pipe segment is identi ed geographically with point coordinates

in a World Geodetic System 1984 (WGS84) projection [176].

2. The stakeholder then performs a GET request to the server, which is capable
of performing the following three tasks:
(a) Simulate scenarios by propagating input data as evidence in BaNTERA.
(b) Update BaNTERA's parameters with the input data.
(c) Test interventions to the system given a scenario de ned with the input

data.

3. The API requests access to the BaNTERA model and executes one of the

tasks requested in the previous step.
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4. The results of the previous step are loaded to the cloud server and then pro-
vided as a response to the stakeholder's GET request. The output from this
process is acsv le containing the result of the requested task in Step 3 and

the corresponding pipe segment and GIS coordinates.

The API was built with Python and JavaScript codes and used thejson
format and AgenaRisk's cloud platform to perform calculations. The BaNTERA
model running on the server is an AgenaRisk version of the model. Additionally,
the output of the process shown above can be visualized in any GIS software of

preference using a WGS84 projection, such as QGIS [177].

Figure 4.6: APl and information transfer process for the TPD integrity management
of natural gas pipelines.

A preliminary version of the software was developed in 2022 with the ability
to simulate excavation scenarios conditioned on the characteristics of a natural gas
pipeline system. This version of the software was tested on 8 miles of a transmission
pipeline from our utility partner, and the results are shown in Figure 4.7. As seen
in the gure, a multi-modal distribution was found for the probability of punctures
per 10,000 excavations. As such, the system's pipe segments could be classi ed into
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three TPD risk levels: [0-4), [4-6), and [6-inf] punctures per 10,000 excavations.
Furthermore, the risk levels of the pipeline's segments were visualized in GIS soft-
ware, which provides more granular results on the pipeline's risk of TPD. Currently,
it is not possible to provide details on the data and model results. However, an
analysis of these results showed that BaNTERA could predict pipe segments that
have been historically observed at risk of TPD.

Both the software and BaNTERA are still in development; however, they
show high potential in informing the integrity management of our partner's pipeline
systems. Currently, the risk of TPD is not assessed by our partner beyond historical
failure rates. The problem with using failure rates for a system's pipe segments is
that TPD has been demonstrated to be a quasi-random process [167]. Therefore,
a model-based approach such as BaNTERA is needed to provide further insights
into the causes of a pipe segment failure. The results shown in Figure 4.7 can
be used to prioritize prevention strategies and practices in high-risk pipe segments.
Furthermore, BaNTERA's causal inference capabilities could be used in the future to
identify the major risk drivers for each pipe segment and the e ect of implementing
speci c risk prevention policies by implementing intervention reasoning as shown in

Chapter 3.

4.10 Discussion

As a holistic decision support tool, BaNTERA provides a number of bene ts

for addressing third-party excavation damage in U.S. natural gas pipelines. The rst
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Figure 4.7: Cloud GIS software results for an illustrative natural gas transmission
system.

advantage of utilizing BaNTERA is its comprehensiveness with respect to the variety
of variables and dependency relationships normally considered to model TPD. This
was achieved by integrating the best available data from multiple well-recognized
industry and government sources with previous models on di erent causes of TPD
within a BN. Although the CGA DIRT data-collection process was used as the
baseline for BaNTERA's construction and data integration, its datasets, which are
standardized across the industry, are suitable for incorporating damage prevention
data as they are continually updated in terms of de nitions, technology, and reg-
ulation. In fact, CGA continuously adapts its data-collection practices in order to
provide relevant and up-to-date damage prevention insight and recommendations to
stakeholders throughout the U.S. Also, it is worth noting that prevention practices
are fairly similar across continents [120], making BaNTERA easily adaptable for
applications outside the U.S.

Another advantage of BaNTERA is that it is constructed for use over a wide

range of third-party excavation contexts and locations; this greatly expands its ap-
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plicability to excavation sites across the U.S. To the best of the authors' knowledge,
this is the rst TPD model built with this objective in mind.

As expected in a complex system such as a third-party excavation, the data
sources used to parameterize BaNTERA (see Section 4.6.1) do not consist of the
same data elds nor have the same levels of granularity. For example, Source C
considers twenty-six distinct root causes for TPD, whereas Source B considers only
twenty. Additionally, Sources B and C capture nationwide statistics, while Sources
A and D provide region-level information. Dierences among data sources pose a
challenge when they are integrated into a single model and require further assump-
tions to be made about variable dependencies. Ultimately, this can lead to a model
output that may not accurately re ect the TPD rates present in the data used for
its parameterization. To verify BaNTERA's performance, a comparison was made
between the model's predicted damage rates with those from Sources A and D.
BaNTERA's expected third-party puncture damage rate (1.531 damages per 1,000
noti ed excavations) successfully falls between the values captured in Sources A and
D (1.410 and 1.620, respectively); however, the variability introduced by the model's
continuous nodes, shown in the 95% credible intervals {BQ 1:567]), is not enough
to account for the di erences in damage rates. Performing a local sensitivity analy-
sis by applying a 10% parameter spread accounts for possible parameter variability
in BaNTERA. As the resulting damage rate spread from this sensitivity analysis
([0:74; 2:36]) includes the average damage rates from Sources A and D, BaNTERA
is shown to have the potential of integrating data from disparate sources to provide
a comprehensive assessment of third-party excavation damage.
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To validate BaNTERA as a trustworthy decision support tool for nationwide
use, model outcomes were compared to industry data for outcome consistency; that
is, whether if BaNTERA is able to predict the 2020 PHMSA excavation damage rate
statistics for natural gas distribution lines. The results from this analysis indicate
that BaNTERA's predicted puncture damage rate (1.540 damages per 1,000 noti ed
excavations) is approximately half of what PHMSA had reported (2.712). A lower
value in damage rates is expected from BaNTERA as puncture damage is the least
likely damage type to result from an excavation work; other damage types, such
as dents, gouges, and coating damage, require less force to be inicted on a pipe
[122,163]. As such, a more appropriate comparison would be between BaNTERA's
outcome and PHMSA's minimum distribution line damage rate (1.980), as puncture
damage can serve as a lower bound for damage rates.

Although those two values are more comparable, it is not possible to objec-
tively determine whether the di erence between BaNTERA's outcome and PHMSA's
minimum distribution line damage rate is statistically signi cant; as such, local sen-
sitivity analyses were conducted by applying both a 10% and 20% parameter spread
to account for possible parameter variability in BaNTERA. The results from these
analyses indicate that BaNTERA's damage rate range from a 10% parameter spread
([0:744 2:366]) includes PHMSA's minimum value, while a 20% parameter spread
([9:825E 3;3:178]) is needed to generate a large enough damage rate range to
include PHMSA's 2020 average.

The result presented above shows that, under the current assumptions of the

model, BaNTERA is unable to generate a spread of damage rate values that includes
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the maximum distribution line damage rate value reported by PHMSA (3.556 dam-
ages per 1,000 noti ed excavations). This is because puncture damage is, at most,
a lower bound for damage rates; there are other potential sources of damage. A
similar validation analysis exercise can be performed, however, using the probabil-
ity of a pipe hit as an upper bound. By assuming that every hit results in pipe
damage, more likely damage types, such as dents and gouges, are then included
in BaNTERA's output damage rates. Using this assumption, BaNTERA predicts

a TPD rate (2.518) much closer to PHMSA's general excavator's average damage
rate. However, it still does not capture PHMSA's maximum damage rate value.
A local sensitivity analysis was performed by applying a 10% parameter spread to
account for possible parameter variability. BaNTERA's resulting spread of damage
rate predictions ([1207, 3:876]) includes all of PHMSA's 2020 industry damage rate
values, showing that the model has a high potential for becoming a trustworthy
decision support tool for addressing damage to natural gas pipelines in third-party
excavations.

The nal advantage of using BaNTERA lies in its associative-based predic-
tive, diagnostic, and explanatory capabilities for risk-informed decision support.
The di erent case study results presented in Section 4.8 demonstrate how di erent
stakeholders can use BaNTERA to answer speci ¢ TPD-related queries of interest
over a number of distinct scenarios. Utility managers interested in maintaining fa-
cility operations and asset safety can use BaNTERA to predict the risk of damage
to their pipelines within speci ¢ excavations or pipe segments. Regulatory organiza-
tions and mutual bene t associations, such as PHMSA and the CGA, respectively,
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can take advantage of BaNTERA's probabilistic inference capabilities to support
policy decisions and recommendations by diagnosing the most likely causes of TPD
and by explaining under which excavation conditions they are more likely to occur.
By addressing the interests of multiple parties, BaNTERA provides a single decision
support platform that is not only usable for quantifying TPD risk and identifying
how to reduce it, but also enhances information and knowledge transfer between

natural gas pipeline stakeholders.

4.10.1 Improvement Opportunities

BaNTERA is built as a proof-of-concept model for a comprehensive proba-
bilistic third-party excavation decision support tool; as such, there are a number of
opportunities to improve the model structure, parameters, and functionality.

The rst area of improvement is addressing the necessary complexity of the
model. Excavation scenarios are signi cantly complex to model and can vary be-
tween di erent regions and companies. As BaNTERA was designed for a broad
range of potential third-party excavation scenarios, some nodes are relatively broad
in scope. Nevertheless, BaNTERA still serves as a base for more speci c excavation
problems and applications, as BNs nodes can be tuned for specic data, and its
structure expanded or condensed as needed.

A current limitation of BaNTERA is that the only pipeline damage type rep-
resented in the model is puncture damage. Although BaNTERA's damage rate

predictions based on puncture are a good approximation of damage rates based on
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all types of pipeline damage, it should realistically serve as a lower bound value
for damage rate. If a pipe is hit in an excavation, it is likely that coating damage,
dents, and gouges would occur rather than a puncture. Pipe hit rates predicted by
BaNTERA were shown to serve as a good upper bound approximation for damage
rates; however, to thoroughly represent TPD, further damage-type models should
be incorporated into the model.

Lastly, a recurring challenge throughout any TPD model, including BaN-
TERA, is the limited availability of success space data [119]; that is, information
about excavations that did not result in damage. This appears in a number of
forms; ticket datasets typically do not specify the party responsible in the ticket,
and utilities are not collecting granular information on excavations without inci-
dents. On top of this, a large number of excavation activities and damages are not
reported [20,178]. Collectively, these data limitations are a detriment to accurately
modeling TPD. While the research and industry communities are addressing this is-
sue by combining damage data with expert judgment [101,119], limited data sources
and data availability can nevertheless restrict the usefulness of TPD models. This
can be seen in BaNTERA's node \T1: Preventive Measures." Although the node
represents both su cient and insu cient damage prevention practices in an exca-
vation activity, its parent nodes are parameterized primarily with historical damage
data. Additional expert judgment was needed to construct this node's CPT outside
of a \failed excavation" space in which damage has occurred to one that also includes
excavations without TPD. The limited availability of success space data makes TPD

models highly sensitive to the expert judgment used in parameterizing the variables
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that represent both damage and success spaces. Further e orts should be made by
both the industry and regulatory agencies to obtain third-party-speci ¢ information
on successful excavation activities. By doing so, TPD models such as BaNTERA

can incorporate this data and become more robust for real-world applications.

4.11 Concluding Remarks

This chapter presented BaNTERA, a comprehensive probabilistic model for
third-party excavation risk assessment of natural gas pipeline hits and subsequent
damage. The causal BN structure inherent in the model provides opportunities for
decision-makers to gain insight into third-party excavation practices and outcomes
at varying granularity levels using di erent causal reasoning methods. The results
from BaNTERA's parameterization and application to a range of case study scenar-
ios indicate a successful and validated integration of historical data from multiple
data sources, modern guidelines and root causes, expert judgment-derived causal
relationships, and previous TPD models. This distinguishes BaNTERA from previ-
ous models, which lack a comprehensive set of up-to-date risk-in uencing factors, or
their dependencies, needed for assessing third-party damage risk. Although it is the
rst step in providing a more comprehensive model for TPD risk assessments, the
research and methodology behind developing BaNTERA, as well as its preliminary
results, are promising for expanding the capabilities of third-party excavation man-
agement and providing more e ective policies aimed at improving pipeline safety.

The contributions of this work are:
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" Developed BaNTERA, an up-to-date and comprehensive Bayesian Network

for Third-party Excavation Risk Assessment

" Developed a cloud GIS software application for assessing the risk of TPD to

transmission pipelines from a utility company in the U.S.

" Informed, using BaNTERA, the risk management of TPDs to natural gas

pipelines in the U.S.

In the next chapter of this dissertation, BaNTERA will be used to demonstrate

the methods established for enabling counterfactual reasoning in modern QRA.
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Chapter 5: Exploiting the Causal Reasoning Capabilities of Bayesian
Networks for the QRA of Engineering Systems: Counter-

factual Reasoning

5.1 Introduction

Answering \What could have happened?” is a crucial question in risk analysis.
As shown in Chapter 2, counterfactual reasoning has been key for generating causal
insights on a \learning from events" strategy to risk management [28]. In particular,
\but-for"-based counterfactual analysis has been the baseline of several methods
for accident and incident investigation [29]. However, as shown in Section 2.2.3,
current counterfactual reasoning methods have been criticized for thdinearity,
incompletenessand for beinguncomparable

Although we agree that the aforementioned limitations of counterfactuals are
well justi ed, we argue that these criticisms do not apply to counterfactual reasoning
per se but speci cally for their use on qualitative \but-for"-based accident and in-
cident investigations. The main issue with the \but-for" approach to counterfactual
reasoning in system safety is that it is typically used in terms of learning through

attribution, that is, in trying to infer what caused an event's outcome [179]. Instead,
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we hold that counterfactual reasoning should be used to enable investigators to learn
from a single event by generating and analyzing counterfactual scenarios that are
motivated by their hypotheses on why the event happened the way it did. In order
to do this, counterfactual reasoning must explicitly acknowledge the stochastic na-
ture of history; that is, a past event is only one of the many possible realizations
that could have unfolded. As such, we hold that counterfactual hypotheses can only
be rigorously studied through the use of modern causal QRA techniques since they
provide a comprehensive characterization of the risks of a system, its associated
uncertainties, and di erent scenarios and events evaluations that can be studied
through probabilistic inference methods [30].

This chapter presents the results of RT2.2, which was performed to modernize
counterfactual reasoning in QRA and move it up to the third and last rung of
the ladder of causality. To do this, this work establishes a new perspective on
counterfactual reasoning for system safety by going beyond \but-for" investigations
toward a probabilistic \possible worlds" approach. This approach aims to formally
integrate the knowledge from a risk assessment model of a system with the best
available evidence on a past event to simulate counterfactual scenarios of the event
guantitatively. By doing so, \possible worlds" counterfactual reasoning enhances a
\learning from events" strategy for a system safety approach to risk management by
enabling investigators to assess their current qualitative counterfactual hypotheses
on a past event through a rigorous quantitative evaluation.

This work uses the BaNTERA model developed in the previous RT2.1 (see

Chapter 4) to demonstrate the proposed \possible worlds" approach to counterfac-

135



tual reasoning through a case study on the 2018 Sun Prairie gas explosion in the
U.S. [33], showing how \possible worlds" counterfactuals can be used to inform safety
recommendations that overcome the limitations of current counterfactual analyses.

The rest of this chapter is structured as follows: Section 5.2 presents back-
ground on counterfactuals and the relevant methods used in this work. Section
5.3 describes the proposed methodology for enabling a \possible world" approach
to counterfactual reasoning in system safety. This methodology is applied to a
real-world case study on the Sun Prairie gas explosion in Section 5.4. Section 5.5
discusses the implications of \possible world" counterfactuals in system safety. This
work ends with concluding remarks in Section 5.6.

The results of RT2.2 were peer-reviewed and published in the journBklia-

bility Engineering and System Safety180].

5.2 Relevant Methods

This section presents the relevant de nitions and methods needed to develop
a methodology to perform \possible worlds" counterfactual reasoning in system
safety. First, we provide a review of the constitutive elements of counterfactual
hypotheses and queries that will be used throughout this work. Second, causal
BNs models and associated intervention reasoning methods, the backbones that
support counterfactual reasoning, are presented. Last, we explain the graphical
twin network approach to counterfactual modeling with BNs, which enables the

probabilistic assessment of counterfactual hypotheses and queries.
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5.2.1 Counterfactuals

Take an eventVy, in which V, = vy, occurred. A counterfactual hypothesis looks
for an answer to queries of the typ&Could the consequent state oYy, be v§’ in an
event, instead of the observeg, had the antecedent state of, beenv?, instead of the
observedv, ?" Two \worlds" can be identi ed in this query. First, a \factual world"
that represents what actually happened in the event, which is composed of the states
of the antecedentV, = v, and consequent, = vy. Second, a&possible world" (also
called counterfactual world) that indicates what could have happened to the \factual
world" consequent, namelyVy = v{ instead of \y, = vy, had the antecedent been
di erent, namely V, = V¢ instead of V, = v,. The factual and possible worlds of
a counterfactual query share a common set of background conditions; that is, the
variables in the event that are assumed to be causally independent of the factual
and possible worlds [83,181]. This notation will be used for the rest of this work.

Counterfactual reasoning in system safety has traditionally relied on a \but-
for" approach. This approach is used to identify the causes of an event by testing the
validity of a counterfactual hypothesis of the form:but-for the antecedent, = vy,
the consequenv, = vy would have beelv, = v in a \possible world". For technical
and hardware causes, logic is often used to test the validity of the \but-for" statement
(e.g., informing it by Fault and Event Tree models of a system), while human-related
causes are often assessed through expert judgment [29]. An example of \but-for"
counterfactuals can be found in many applications, such as in the use of the Swiss

cheese model of accident causation, which holds thhut-for a failure of a safety
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barrier, an event would not have happened.

The problem with using logic or expert judgment to assess the validity of a
\but-for" statement is that it requires a thoroughly understood causal mechanism
to support that the consequent stateV, = v‘y3 would be true in an event had the
antecedent beerV, = V0 in a \possible world." A probabilistic approach is required
to address this issue in counterfactual reasoning. We hold that it is valid to state
that the consequentV, = v§,’ Is a possiblecounterfactual outcome of an event had
the antecedent beerV, = V0 in a \possible world" [182]. Therefore, probabilistic
inference methods must be used to assess a counterfactual hypothesis's probability,
rather than its certainty. Assessing uncertainty is key for evaluating counterfactuals
[30].

To ensure the feasibility of a possible counterfactual outcome, it is necessary
to assess its compliance with the constraints entailed by the causal model that
characterizes the system in which the event of interest happened. As such, it is
crucial that counterfactuals are grounded on the current knowledge of this system
and its risks. Therefore, a QRA model serves as an ideal framework for studying
counterfactuals. A QRA model is built towards the thorough characterization of the
scenarios, consequences, and uncertainties that are involved in a system [14,46], with
cause-and-e ect relationships as the basis of the modeling methods that have been
used for this purpose (e.g., Fault Trees, Event Trees, and currently, BNs) [16, 46].
Fault and Event Trees have been used in the past to support counterfactual claims
and hypotheses on the causes of past events and include an assessment of uncertainty.

However, they have been criticized and drawn away from modern system safety-
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based risk management due to their oversimpli ed modeling of the causality of an
event [27,62].

The de nitions and assumptions presented above are the basis of what we
propose as a probabilistic \possible world" approach to counterfactual reasoning in

risk analysis. To enable this approach, the following methods are used.

5.2.2 Causal Bayesian Networks

Causal BNs are selected to enable the probabilistic \possible world" approach
to counterfactual reasoning in risk analysis. Causal BNs for modern QRA have
become widely popular in both the system safety [24,183,184] and risk assessment
[9, 84] literature, which stems from their ability to integrate multiple sources of
information and probabilistically model a complex system's risk-in uencing factors
and causal dependencies. In addition, as shown in previous chapters, BNs can
perform probabilistic reasoning under uncertainty [16, 18, 146], making them an
ideal framework for capturing an event's complexity and reason about its potential
counterfactual realizations.

The rst two rungs of the ladder of causality, namely, associative and interven-
tion reasoning, will be used to establish the mathematical background and methods
to enable counterfactual reasoning in risk analysis. Associative reasoning will be
used through the factorization formula (see Equation 2.3) to incorporate evidence
obtained after the investigation of a particular system event (e.g., an incident or

accident) into a BN model of a system or process. The posterior probability dis-
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tribution of the BN model will simulate the background conditions of the event of
interest. Then, the intervention reasoning methods established in Chapter 3 (specif-
ically, the do-operator and the truncated factorization formula in Equation 3.2) will
allow the simulation of the \possible world" in a counterfactual model by forcing
the antecedent variables to have a di erent state in a \possible world" from the
ones observed in the \factual world." The next section shows how rungs 1 and 2 of
the ladder of causality are incorporated in a BN model to enable the probabilistic
\possible world" approach to counterfactuals in risk analysis.

As shown in the next section, interventions allow the simulation of the \pos-
sible world" in a counterfactual model by forcing the antecedent variables to have a

di erent state in a \possible world" from the ones observed in the \factual world."

5.2.3 The Twin Network Representation of Counterfactuals

In order to represent and evaluate counterfactual hypotheses and queries on a
system's event, Pearl's twin network graphical approach to counterfactuals [18, 185]
will be used in the context of BN models. Twin networks graphically represent
Pearl's perspective on counterfactual reasoning to predict the possible world conse-
guent of an event given a hypothetical possible world antecedent. This perspective
can be explained in three steps [18]. First, the factual world evidence on an event's
antecedent and consequent is used to update the past information on the event's
background variables. Second, the course of history is bent to comply with the

hypothetical possible world antecedent. Third, the possible world consequent can
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be predicted based on the new understanding of the past information on the event's
background variables and the newly established possible world antecedent.

To illustrate the twin network approach, consider the BN model of Figure
5.1a. The nodes of this network are\;: Maintenance," \V,: Safety barrier," and
\Vz: System failure." Consider also a system event in which a system failure and
a safety barrier failure were observed (i.e.,\k: System failure = yes" and \V:
Safety barrier= fail" in Figure 5.1a). In an event investigation, a counterfactual
hypothesis could be \had the safety barrier worked, the failure could have been
avoided." This hypothesis looks for an answer to the queryGould the system's
failure have been avoided had the safety barrier workédrigure 5.1b shows a twin
network representation of the query. Given that we are interested in the e ect that
\'V, = work" could have had on the outcome of V3," a copy of these two variables,
identi ed with a hat accent, are added to the model. In Figure 5.1b, the portion
of the network that includes the antecedent and consequeht,; Vsg represents the
\factual world,” while fX;¥g represents the \possible world." In the \possible
world" portion of the network, all incoming edges to the antecederi, are removed,
thereby emulating the action of thedo-operator. This is done to force the antecedent
of the \possible world" to take a di erent value to the one observed in the \factual
world" and \bend the course of history" (i.e., \¥, = work" instead of the observed
\'V, = fail"). Last, the variables whose posterior probabilities remain invariant in
both worlds, such asV; in Figure 5.1a, represent the background conditions of the
event. For the rest of this work, a twin network model will be denoted bWI;;X:VQ,
where¥), = V0 represents the \possible world" antecedent of interest.
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It is important to note that twin network theory has been mainly developed
for functional models [18]. Nevertheless, works by Fenton and Neil have successfully
explored its use in BNs for health risks applications [16, 186, 187]. Although their
research has demonstrated the value of performing counterfactual reasoning with
BNs for decision-making support, their work is unrelated to system safety and does
not provide the requirements or guidelines needed to construct a causally-sound

twin network model from a BN model; two gaps that are tackled in this work.

Figure 5.1: Twin network model construction [16]. (a) Original BN modeM . (b)
Twin network model Mg _ ..

3

5.3 A Methodology to Enable a \Possible World" Approach to Coun-

terfactual Reasoning in System Safety

To enable a \possible world" approach to counterfactual reasoning in system
safety, we propose the methodological framework presented in Figure 5.2. The
framework's objective is to assess the likelihood of counterfactual hypotheses on a
past event in a system. To do this, the framework uses the best available evidence

about an event together with a causal BN-based risk assessment model of the system
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in which the event occurred. The elements of the framework are described as follows.

Figure 5.2: Proposed methodological framework for counterfactual reasoning.

5.3.1 Input: Event Evidence and Causal BN Model

A counterfactual hypothesis studies a possible outcome that a system event
could have had but did not (i.e., an outcome in a \possible world"). Therefore, in
order to assess the likelihood of a counterfactual hypothesis, an analyst only has
access to the evidence gathered from the event (i.e., the \factual world") and their
knowledge of the system in which the event happened. As explained in Section 5.2,
a BN-based risk assessment model of a system is a suitable model for expressing an
analyst's expert knowledge of a system and performing reasoning under uncertainty

when evidence becomes available. As such, the input to the counterfactual reasoning
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