ABSTRACT

Title of dissertation: INFORMATION-THEORETIC SECRECY IN
MULTI-USER CHANNELS

Ersen Ekrem, Doctor of Philosophy, 2012

Dissertation directed by: Professor Sennur Ulukus
Department of Electrical and Computer Engineering

Inherent openness of the wireless medium imposes stronger challenges on the
security of wireless communications. Information-theoretic security addresses these
challenges at the physical layer by using tools from wireless communication theory,
signal processing and information theory. In information-theoretic security, physical
layer communication is intelligently designed to exploit the characteristics of the
wireless medium, such as fading, interference, cooperation, and multi-dimensional
signaling, in order to provide or improve security. In this dissertation, we study the
security of several fundamental wireless network configurations from an information-
theoretic perspective.

First, we study the Gaussian multiple-input multiple-output (MIMO) wiretap
channel. In this channel, the transmitter sends a common message to both the
legitimate user and the eavesdropper. In addition to the common message, a private
message is sent only to the legitimate user, which needs to be kept hidden as much as
possible from the eavesdropper. We obtain the entire capacity-equivocation region

for this channel model. In particular, we show the sufficiency of jointly Gaussian



auxiliary random variables and channel input to evaluate the existing single-letter
description of the capacity-equivocation region due to Csiszar-Korner.

Next, we study the secure broadcasting problem, where a transmitter wants to
have secure communication with multiple legitimate users in the presence of an ex-
ternal eavesdropper. We study several special cases of the secure broadcasting prob-
lem. First, we consider the degraded multi-receiver wiretap channel, and establish
its secrecy capacity region. Second, we consider the parallel less noisy multi-receiver
wiretap channel, and obtain its common message secrecy capacity and sum secrecy
capacity. Third, we consider the parallel degraded multi-receiver wiretap channel
for the two-user and two-sub-channel case, and obtain its entire secrecy capacity
region. Finally, we consider a parallel channel model with two sub-channels, where
the transmitter can use only one of the subchannels at any time, and characterize
its secrecy capacity region.

Then, we study the two-user Gaussian MIMO broadcast channel with common
and confidential messages. In this channel model, the transmitter sends a common
message to both users, and a confidential message to each user which needs to be
kept perfectly secret from the other user. We obtain the entire capacity region
of this channel. We also explore the connections between this channel model and
its non-confidential counterpart, i.e., the Gaussian MIMO broadcast channel with
common and private message.

Next, we consider the Gaussian MIMO multi-receiver wiretap channel and
obtain its secrecy capacity region for the most general case. We first show that

even for the single-input single-output (SISO) case, existing converse techniques



fall short of proving the secrecy capacity region, to emphasize the need for a new
proof technique, which we develop by using the relationships between the Fisher
information and the differential entropy. Using this new proof technique, we obtain
the secrecy capacity region of the degraded MIMO channel. We then establish
the secrecy capacity region of the general MIMO channel by using the channel
enhancement technique in conjunction with the capacity result we obtained for the
degraded MIMO channel. For the general MIMO channel, we show that dirty-paper
coding (DPC) combined with stochastic encoding attains the entire secrecy capacity
region.

Then, we study the multi-receiver wiretap channel for a more general scenario,
where, in addition to confidential messages, the transmitter sends public messages
to the legitimate users, on which there are no secrecy constraints. First, we consider
the degraded discrete memoryless channel, and obtain inner and outer bounds for
the capacity region. These inner and outer bounds match for certain cases, provid-
ing the capacity region. Second, we obtain an inner bound for the general discrete
memoryless channel by using Marton’s inner bound. Third, we consider the de-
graded Gaussian MIMO channel, and show that jointly Gaussian auxiliary random
variables and channel input are sufficient to exhaust the inner and outer bounds.
Finally, we provide an inner bound for the capacity region of the general Gaussian
MIMO channel.

Next, we focus on the multiple access wiretap (MAC-WT) channel whose
capacity region is unknown. We consider a special class of MAC-WT channels

which we call the weak eavesdropper class, where each user’s link to the legitimate



receiver is stronger than its link to the eavesdropper. For this class of channels, we
develop an outer bound for the secrecy capacity region, which partially matches the
achievable region in an n-letter form. We evaluate a looser version of our outer bound
for the Gaussian case, and show that our outer bound is within 0.5 bits/channel use
of the achievable rates along the individual secrecy rates for all weak eavesdropper
Gaussian MAC-WT.

Then, we investigate the effects of user cooperation on the secrecy of broad-
cast channels by considering the cooperative relay broadcast channel (CRBC). We
propose an achievable scheme that combines Marton’s coding scheme for broadcast
channels and Cover and El Gamal’s compress-and-forward (CAF) scheme for relay
channels. For the Gaussian CRBC, we show that both users can have positive se-
crecy rates, which is not possible for scalar Gaussian broadcast channels without
cooperation.

We further investigate the effects of user cooperation on secrecy by considering
the multiple access channel with generalized feedback (MAC-GF), which can be
viewed as the MAC-dual of the CRBC. We propose a CAF-based achievable secrecy
rate region for the MAC-GF. Specializing our results to a Gaussian MAC-GF, we
present numerical results which demonstrate that cooperation can improve secrecy
for the MAC-GF.

Next, we study the two-user one-eavesdropper discrete memoryless compound
wiretap channel, and provide the best known lower bound for the secrecy capacity
of this compound channel. We evaluate this achievable secrecy rate for the Gaussian

MIMO case by using DPC. We show that this achievable secrecy rate achieves at



least half of the secrecy capacity of this Gaussian MIMO compound wiretap channel,
and also attains the secrecy capacity when the eavesdropper is degraded with respect
to one of the two users.

Then, we study the degraded compound multi-receiver wiretap channel (DCM-
RWC), which, in addition to a group of eavesdroppers, has two groups of users,
namely the stronger group and the weaker group. We study two different communi-
cation scenarios for this channel. In the first scenario, there is only one eavesdropper,
and the transmitter sends a confidential message to each group of legitimate users
while keeping both messages secret from the eavesdropper. In the second scenario,
we study the DCMRWC with layered messages without any restriction on the num-
ber of eavesdroppers. For both scenarios, we obtain the secrecy capacity region for
the discrete memoryless channel, the parallel channel, and the Gaussian parallel
channel. For the Gaussian MIMO channel, we obtain the secrecy capacity region
when there is only one user in the second group.

Next, we study the two-user fading broadcast channel and obtain its ergodic
secrecy capacity region. We show that, thanks to fading, both users can have simul-
taneous secure communication with the transmitter, although this is not possible
in the scalar non-fading Gaussian broadcast channel where only one user can have
secure communication. This simultaneous secrecy of both users is achieved by an
opportunistic communication scheme, in which, at each time instant, the transmitter
communicates with the user having a better channel gain.

Then, we study the secure lossy transmission of a vector Gaussian source to

a legitimate user in the presence of an eavesdropper, where both the legitimate



user and the eavesdropper have vector Gaussian side information. We obtain an
outer bound for the rate, equivocation and distortion region. Moreover, we obtain
the maximum equivocation at the eavesdropper when there is no constraint on the
transmission rate. By using this maximum equivocation result, we show two facts.
First, for this problem, in general, Wyner-Ziv scheme is suboptimal, although, it
is optimal in the absence of an eavesdropper. And, second, even when there is no
transmission rate constraint, an uncoded transmission scheme is suboptimal; the
presence of an eavesdropper necessitates the use of a coded scheme to attain the
maximum equivocation.

Finally, we revisit the secure lossy source coding problem. In all works on this
problem, either the equivocation of the source at the eavesdropper or the equivoca-
tion of the legitimate user’s reconstruction of the source at the eavesdropper is used
to measure secrecy. We first propose the relative equivocation of the source at the
eavesdropper with respect to the legitimate user as a new secrecy measure. We argue
that this new secrecy measure is the one that corresponds to the natural generaliza-
tion of the equivocation in a wiretap channel to the context of secure lossy source
coding. Under this new secrecy measure, we provide a single-letter description of
the rate, relative equivocation and distortion region, as well as its specializations
to degraded and reversely degraded cases. We investigate the relationships between

the optimal scheme that attains this region and the Wyner-Ziv scheme.
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Chapter 1

Introduction

Information-theoretic secrecy was initiated by Shannon [1], who considered a spe-
cial case of the now so-called wiretap channel where both the legitimate user and
the eavesdropper observe the transmitted signal through noise-free links. Shannon
showed that to be able to transmit the message securely to the legitimate user, the
transmitter and the legitimate user need to share a secret key whose entropy should
be equal to the entropy of the message. In other words, the length of this secret
key should be as long as the size of the message, which is too demanding for many
communication systems.

After this pessimistic result, Wyner studied a noisy wiretap channel, where the
eavesdropper gets a degraded version of the legitimate receiver’s observation [2]. For
this degraded model, he found the capacity-equivocation region where the equivoca-
tion refers to the portion of the message rate that can be delivered to the legitimate
receiver, while the eavesdropper is kept totally ignorant of this part. His result
uncovered the fact that if the eavesdropper’s observation is a degraded version of
the legitimate user’s observation, information-theoretically secure communication
between the transmitter and the legitimate user is possible while keeping the eaves-
dropper completely ignorant of this secure message, without using any keys.

Later, Wyner’s result is generalized to general, not necessarily degraded, wire-



tap channels by Csiszar and Korner [3]. In particular, they considered the general
wiretap channel, where there is no presumed degradation order between the legit-
imate user and the eavesdropper. They found the capacity-equivocation region of
this general wiretap channel. Their result proved that even when the eavesdropper
is not degraded with respect to the legitimate user, secure communication between
the transmitter and the legitimate user is still possible by exploiting the inherent
randomness of the channel.

In recent years, information-theoretic secrecy has gained a renewed interest
as a methodology to study secure communications over wireless networks. Wireless
communication channel brings unique challenges as well as opportunities to the se-
cure communication problem. The inherent openness of the wireless medium makes
it easier to launch eavesdropping attacks, as all transmitted signals are overheard
at all receivers in the network, due to the broadcast nature of wireless communi-
cations. On the other hand, wireless medium provides ample amount of additional
randomness, e.g., fading and interference, as well as opportunities for vector com-
munications via multiple antennas, and cooperative communications via overheard
signals and relaying, all of which can be utilized for secrecy.

Along this direction, in this dissertation, we study several fundamental multi-
user channel models from an information-theoretic secrecy point of view. For each
channel model, we either determine the exact capacity region, or provide lower and
upper bounds on the capacity region. In the latter case, we investigate the condi-
tions under which these bounds match. In this dissertation, we develop achievable

schemes for secure communications and determine achievable rates they provide,



as well as converse techniques to establish secure capacity limits of some network
structures. In addition, we develop communication techniques, such as opportunistic
communications in fading channels, cooperative relaying in broadcast and multiple
access channels, and directional communications in multiple antenna channels, that
enable multiple user pairs have simultaneous secure communications.

In Chapter 2, we consider the Gaussian multiple-input multiple-output (MIMO)
instance of the wiretap channel. This model consists of a transmitter, a legitimate
user, and an eavesdropper. In this channel, the transmitter sends a common message
to both the legitimate user and the eavesdropper in addition to a private message
which is directed to only the legitimate user. There is a secrecy concern regarding
this private message in the sense that the private message needs to be kept secret
as much as possible from the eavesdropper. The secrecy of the private message is
measured by its equivocation at the eavesdropper.

We obtain the entire capacity-equivocation region of the Gaussian MIMO wire-
tap channel. This region is known in a single-letter form due to [3]. In Chapter 2, we
show that jointly Gaussian auxiliary random variables and channel input are suffi-
cient to evaluate this single-letter description for the capacity-equivocation region of
the Gaussian MIMO wiretap channel. We prove the sufficiency of the jointly Gaus-
sian auxiliary random variables and channel input by using channel enhancement [4]
and an extremal inequality from [5]. In our proof, we also use the equivalence be-
tween the Gaussian MIMO wiretap channel and the Gaussian MIMO wiretap chan-
nel with public messages [6, Problem 33-c], [7]. In the latter channel model, the

transmitter has three messages, a common, a confidential, and a public message.



The common message is sent to both the legitimate user and the eavesdropper,
while the confidential and public messages are directed to only the legitimate user.
Here, the confidential message needs to be transmitted in perfect secrecy, whereas
there is no secrecy constraint on the public message. Since the Gaussian MIMO
wiretap channel and the Gaussian MIMO wiretap channel with public messages are
equivalent, i.e., there is a one-to-one correspondence between the capacity regions
of these two models, in our proof, we obtain the capacity region of the Gaussian
MIMO wiretap channel with public messages, which, in turn, gives us the capacity-
equivocation region of the Gaussian MIMO wiretap channel.

In Chapter 3, we consider the secure broadcasting problem, where one trans-
mitter wants to have confidential communication with an arbitrary number of users
in a broadcast channel, while this communication is being eavesdropped by an ex-
ternal entity. Characterizing the secrecy capacity region of this channel model in
its most general form is difficult, because the version of this problem without any
secrecy constraints, is the broadcast channel with an arbitrary number of receivers,
whose capacity region is unknown. Consequently, to have progress in understanding
the limits of secure broadcasting, we resort to studying several special classes of
channels, with increasing generality. Precisely, the channel models we consider and
the corresponding results we obtain in Chapter 3 are as follows.

First, we consider the degraded multi-receiver wiretap channel with an arbi-
trary number of users and one eavesdropper, where users are arranged according to
a degradedness order, and each user has a less noisy channel with respect to the
eavesdropper. We find the secrecy capacity region when each user receives both an
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independent message and a common confidential message. Second, we focus on a
class of parallel multi-receiver wiretap channels with an arbitrary number of legiti-
mate receivers and an eavesdropper, where in each sub-channel, for any given user,
either the user’s channel is less noisy with respect to the eavesdropper’s channel,
or vice versa. We establish the common message secrecy capacity of this channel.
Then, we study the scenario where each legitimate receiver wishes to receive an in-
dependent message for another sub-class of parallel multi-receiver wiretap channels.
For channels belonging to this sub-class, in each sub-channel, there is a less noisi-
ness order which is not necessarily the same for all sub-channels. We find the sum
secrecy capacity for this class. Third, we investigate a class of parallel multi-receiver
wiretap channels with two sub-channels, two users and one eavesdropper. For the
channels in this class, there is a specific degradation order in each sub-channel such
that in the first (resp. second) sub-channel the second (resp. first) user is degraded
with respect to the first (resp. second) user, while the eavesdropper is degraded with
respect to both users in both sub-channels. For this class, we determine the entire
secrecy capacity region when each user receives both an independent message and a
common message. We discuss the generalization of this result to arbitrary numbers
of users and sub-channels. Finally, we consider the parallel multi-receiver wiretap
channel with two sub-channels, two users and one eavesdropper, and the degrada-
tion order in each sub-channel is exactly the same as in the previous item. However,
in this case, the input and output alphabets of one sub-channel are non-intersecting
with the input and output alphabets of the other sub-channel, and in addition, we

can use only one of these sub-channels at any time. We determine the secrecy capac-



ity region of this channel when the transmitter sends both an independent message
to each receiver and a common message to both receivers.

In Chapter 4, we study the two-user Gaussian MIMO broadcast channel, where
the transmitter sends a common message to both users, and a confidential message
to each user which needs to be kept perfectly secret from the other user. We call the
corresponding channel model the Gaussian MIMO broadcast channel with common
and confidential messages. We obtain the capacity region of this chanel model. In
particular, we show that a variant of the secret dirty-paper coding (S-DPC) scheme
proposed in [8] is capacity-achieving. Similar to [8], we also notice an invariance
property of this achievable scheme with respect to the encoding order used in the S-
DPC scheme. In other words, two achievable rate regions arising from two possible
encoding orders used in the S-DPC scheme are identical, and equal to the capacity
region. We provide the proof of this statement as well as the converse proof for the
capacity region of the Gaussian MIMO broadcast channel with common and confi-
dential messages by using the channel enhancement technique [4] and an extremal
inequality from [5].

In Chapter 4, we also explore the connections between the Gaussian MIMO
broadcast channel with common and confidential messages and its non-confidential
counterpart, i.e., the (two-user) Gaussian MIMO broadcast channel with common
and private messages. In the latter model, the transmitter again sends a common
message to both users, and a private message to each user, for which there is no
secrecy constraint now, i.e., private message of each user does not need to be kept

secret from the other user. We note that although there are partial results for



the Gaussian MIMO broadcast channel with common and private messages [9, 10],
its capacity region is not known completely. However, in Chapter 4, we are able
to obtain the entire capacity region of its confidential version, i.e., of the Gaussian
MIMO broadcast channel with common and confidential messages. In Chapter 4, we
provide an intuitive explanation of this at-first-sight surprising point as well as the
invariance property of the achievable rate region with respect to the encoding orders
that can be used in the S-DPC scheme, by using the sum capacity result from [10]
for the Gaussian MIMO broadcast channel with common and private messages.

In Chapter 5, we study the Gaussian MIMO multi-receiver wiretap channel,
where the transmitter wants to send a confidential message to each legitimate user
while there is an external eavesdropper listening to this on-going communication
between the transmitter and the legitimate users. We obtain the secrecy capacity
region of the Gaussian MIMO multi-receiver wiretap channel for the most general
case. Towards obtaining the secrecy capacity region, we come up with a new tech-
nique to evaluate the single-letter descriptions for the (vector) Gaussian models.
This new technique uses the Fisher information and the de Bruijn identity (a dif-
ferential connection between the Fisher information and the differential entropy) to
evaluate the single-letter expressions. To be able to present this new technique in
a simple setting, in Chapter 5, we first obtain the secrecy capacity region of the
Gaussian single-input single-output (SISO) multi-receiver wiretap channel.

After introducing this new technique through the SISO case, we consider the
MIMO channel in two main steps: First, we consider the degraded Gaussian MIMO

multi-receiver wiretap channel, for which, a single-letter description of the secrecy
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capacity region exists due to our results in Chapter 3. At this step, we use our
new technique to evaluate this single-letter description and show that superposition
coding with Gaussian signals attains the secrecy capacity region of the degraded
Gaussian MIMO channel. Next, we consider the non-degraded Gaussian MIMO
multi-receiver wiretap channel for which there is no single-letter description of the
secrecy capacity region. Despite the lack of such a description, we obtain the secrecy
capacity region for the non-degraded case by using the channel enhancement tech-
nique [4] in conjunction with the capacity result for the degraded case. In particular,
we show that DPC scheme with Gaussian signals can attain the secrecy capacity
region of the Gaussian MIMO multi-receiver wiretap channel.

The proof technique introduced in Chapter 5 can be used in other vector Gaus-
sian network information theory problems. In particular, we use our new technique
to provide an alternative proof for the capacity region of the degraded Gaussian
MIMO broadcast channel, which was originally proved in [4], and an outer bound
for the rate-distortion region of the vector Gaussian CEO problem. We provide the
application of our new technique to these vector Gaussian models in Appendix 5.9.7
and Appendix 5.9.8.

In Chapter 6, we study the multi-receiver wiretap channel for a more general
scenario than we did in Chapters 3 and 5. In these previous chapters, we consider
the multi-receiver wiretap channel for the scenario where the transmitter wants
to send a confidential message to each legitimate user. On the other hand, in
Chapter 6, we study the multi-receiver wiretap channel with public and confidential

messages, in which, the transmitter sends a pair of public and confidential messages



to each legitimate user. While there are no secrecy concerns on the public messages,
confidential messages need to be transmitted in perfect secrecy.

In Chapter 6, we first consider the degraded discrete memoryless multi-receiver
wiretap channel and its MIMO instance. We propose inner and outer bounds for its
capacity region. Although these inner and outer bounds do not match in general, we
show that under certain conditions, these bounds match providing the exact capac-
ity region. For the degraded Gaussian MIMO channel, we evaluate these inner and
outer bounds explicitly, and show that it is sufficient to consider jointly Gaussian
auxiliary random variables and channel input for the evaluation of both the inner
and outer bounds. We prove the sufficiency of Gaussian auxiliary random variables
and channel input by using our methodology, that was proposed in Chapter 5 to eval-
uate the single-letter expressions for vector Gaussian models. Second, we consider
the general, not necessarily degraded, discrete memoryless multi-receiver wiretap
channel as well as its MIMO instance. For the general, not necessarily degraded,
channel, we propose an inner bound for its capacity region by using Marton’s in-
ner bound [11], superposition coding, rate-splitting and binning. This inner bound
generalizes the inner bound we proposed for the degraded case by using Marton’s
coding. We evaluate this achievable scheme for the Gaussian MIMO multi-receiver
wiretap channel by using DPC [12], and obtain an inner bound for its capacity
region.

In Chapter 7, we consider the multiple access wiretap (MAC-WT) channel, in
which there is a legitimate multiple access channel whose communication is being

listened by an external eavesdropper. In Chapter 7, we study a special class of



MAC-WT channels called the weak eavesdropper class. For channels belonging to
this class, each user’s link to the legitimate receiver is stronger than its link to
the eavesdropper. We provide an n-letter outer bound for the secrecy capacity
region of channels belonging to this class, which partially matches the achievable
region. Then, we consider the weak eavesdropper Gaussian MAC-WT, for which, we
evaluate our n-letter outer bound. This evaluation reveals that the gap between our
inner and outer bounds is independent of the channel parameters, and is less than
0.5 bits/channel use along individual rate dimensions. Moreover, we show that if the
links of users to the legitimate receiver are orthogonal, the gap between our outer
bound and inner bound becomes less than 0.5 bits/channel use along all dimensions,
i.e., both along the individual rate dimensions and the sum rate line. In Chapter 7,
we also show that our outer bound improves the existing our outer bounds for the
degraded MAC-WT, which is subsumed by the weak eavesdropper MAC-W'T.

In addition, we note in Chapter 7 that the weak eavesdropper MAC-WT re-
sembles the interference wiretap channel (IC-WT) which consists of an ordinary
interference channel (IC) and an eavesdropper listening to the ongoing communi-
cation on this IC. The similarity between the IC-WT with very strong interference
among the users and the weak eavesdropper Gaussian MAC-W'T with orthogonal
components enables us to adapt our outer bound technique we used for the MAC-
WT to the IC-WT, and consequently, to get an outer bound for the secrecy capacity
region of the IC-WT.

In Chapters 8 and 9, we study the interaction between cooperation and se-

crecy, more precisely the effects of cooperation on secrecy. Since it is well-known
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that cooperation improves the users’ throughput in a typical wireless medium, by
studying the effects of cooperation on secrecy, we aim to understand whether it
improves secrecy as well, i.e., whether there is a parallelism or trade-off between
cooperation and secrecy.

For that purpose, in Chapter 8, we consider the cooperative relay broadcast
channel (CRBC) where there is a broadcast channel with receivers that are able to
cooperate with each other. Although these users cooperate with each other, for the
secrecy of their messages, they treat each other as an eavesdropper. In other words,
users in the system are untrusted (since each one can eavesdrop on the other one),
however, not malicious (since users cooperate). We provide an achievable secrecy
rate region by using the compress-and-forward (CAF) scheme for the CRBC. We
then evaluate this region for the Gaussian CRBC to demonstrate that, in fact, there
is a parallelism between cooperation and secrecy, in the sense that, by cooperating,
users can improve their individual secrecy rates. In particular, we show that by
means of cooperation, both users can have secure communication with the trans-
mitter in a Gaussian CRBC, although this is not possible without cooperation, i.e.,
in the underlying Gaussian broadcast channel. Hence, this Gaussian example shows
that a synergy between cooperation and secrecy can be generated by using CAF as
the cooperative strategy.

In Chapter 9, we consider the multiple access dual of the CRBC to study
the effects of cooperation on secrecy to determine whether the synergy between user
cooperation and secrecy we observe for the CRBC can be created in a multiple access
setting as well. In particular, we study the multiple access channel with generalized
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feedback (MAC-GF), where the users can cooperate through the feedback links
they have. Similar to the CRBC setting, in this model also, users cooperate with
each other, although they do not trust each other, and hence, each user treats the
other as an eavesdropper. For the MAC-GF, we propose an achievable secrecy
rate region relying on the CAF scheme, and evaluate it for the Gaussian MAC-GF.
This evaluation for Gaussian channels shows that although, without cooperation,
the users cannot have simultaneous secure communication with the receiver, by
means of cooperation, simultaneous secrecy for both users is possible. Hence, this
result implies that, in the MAC-GF also, a synergy can be created between user
cooperation and secrecy.

In Chapter 10, we study the compound wiretap channel, in which, the trans-
mitter wants to multicast a single confidential message to a group of legitimate users
in the presence of a group of eavesdroppers. We first consider the two-user one-
eavesdropper discrete memoryless compound wiretap channel and propose a lower
bound for its secrecy capacity by using indirect decoding [13] and Marton’s inner
bound for discrete memoryless broadcast channels [11]. This lower bound is the
best known lower bound for the secrecy capacity of the two-user one-eavesdropper
compound wiretap channel. We next consider the Gaussian MIMO instance of the
aforementioned compound wiretap channel, and propose an achievable secrecy rate
by using DPC [12] in the achievable scheme we obtained for the discrete memory-
less channel. We address the tightness of the resulting achievable secrecy rate by
showing that it can achieve at least half of the secrecy capacity. We also consider
a special class of two-user one-eavesdropper Gaussian MIMO compound wiretap
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channels, where the eavesdropper is degraded with respect to one of the two users.
We obtain the secrecy capacity for this class of channels as the minimum of the
secrecy capacities of the two underlying wiretap channels in the compound wiretap
channel.

In Chapter 11, we generalize the compound wiretap channel we studied in
Chapter 10 to a multi-user setting by incorporating multiple groups of legitimate
users, each group getting a different confidential message from the transmitter.
In particular, we introduce the degraded compound multi-receiver wiretap channel
(DCMRWC) which consists of two groups of users and a group of eavesdroppers.
DCMRWC exhibits a certain degradation order such that an arbitrary user from
each group and an arbitrary eavesdropper satisfy a certain Markov chain. We con-
sider two different communication scenarios for the DCMRWC: In the first scenario,
the transmitter sends a confidential message to the users in the first group, and a dif-
ferent confidential message to the users in the second group, where both messages
need to be kept confidential from the eavesdroppers. In the second scenario, the
transmitter sends a confidential message to the users in the first group which needs
to be kept confidential from the users in the second group and the eavesdroppers.
Moreover, the transmitter sends a different confidential message to the users in the
second group, which needs to be kept confidential from the eavesdroppers.

For the first scenario, we assume that there exists only one eavesdropper and
obtain the secrecy capacity region in a single-letter form. Then, we specialize this
single-letter form to the parallel DCMRWC by establishing the optimality of in-
dependent signaling in each sub-channel. We evaluate the corresponding secrecy

13



capacity region for the Gaussian parallel DCMRWC by showing the optimality of
jointly Gaussian auxiliary random variables and channel input. Finally, we obtain
the secrecy capacity region of the Gaussian MIMO DCMRWC when there is only
one user in the second group by again showing the optimality of jointly Gaussian
distribution for auxiliary random variables and channel inputs. For the second
scenario also, we obtain the secrecy capacity region in a single-letter form for a
general discrete memoryless setting. Then, we specialize this single-letter form to
the parallel DCMRWC by showing the optimality of independent signaling in each
sub-channel. We evaluate the resulting secrecy capacity region for the Gaussian
parallel DCMRWC by showing the optimality of jointly Gaussian distribution for
auxiliary random variables and channel inputs. Finally, we establish the secrecy ca-
pacity region of the Gaussian MIMO DCMRWC when there is only one user in the
second group by again proving the optimality of jointly Gaussian auxiliary random
variables and channel inputs.

In Chapter 12, we consider the two-user fading broadcast channel with con-
fidential messages where the transmitter sends a confidential message to each user
that needs to be kept hidden from the other user. Towards obtaining the secrecy
capacity region of this channel, we first consider the parallel broadcast channel with
less noisy sub-channels, where in each sub-channel, one of the users’ channel is less
noisy with respect to the other user. We establish the secrecy capacity region of this
channel for the case where the transmitter sends a common message to both users
and an individual confidential message to each user. Next, using this capacity result,

we obtain the secrecy capacity region of the parallel Gaussian broadcast channel.
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Finally, noting that the fading Gaussian broadcast channel is equivalent to a paral-
lel Gaussian broadcast channel from an ergodic capacity perspective, we explicitly
evaluate the ergodic secrecy capacity region of the fading broadcast channel. This
result demonstrates that, thanks to fading, the transmitter can have secure com-
munication with both users simultaneously, although this is not possible without
fading. This simultaneous secrecy can be achieved by an opportunistic communica-
tion scheme, in which, at each time instant, the transmitter sends the message of
the user having a stronger channel gain.

In Chapter 13, we study the secure lossy transmission of a vector Gaussian
source, when both the legitimate user and the eavesdropper have vector Gaussian
side information. In this model, the transmitter wants to enable the legitimate user
to reconstruct the source within a distortion level while keeping the equivocation of
the source at the eavesdropper as high as possible. A single-letter characterization
of the rate-equivocation region for this setting is given in [14]. We obtain an outer
bound for the rate-equivocation region by optimizing the rate and equivocation
constraints separately. As a consequence of these separate optimizations, we obtain
the maximum achievable equivocation at the eavesdropper when there is no rate
constraint on the transmitter to describe the source to the legitimate user. We show
that even in the absence of a rate constraint on the transmitter, the transmitter still
needs to use a coded scheme to obtain the maximum equivocation by showing the
strict sub-optimality of uncoded schemes. Finally, by further studying the maximum
equivocation result we obtained, we show that in general, Wyner-Ziv coding, which
is optimal in the absence of an eavesdropper, is strictly sub-optimal for the vector
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Gaussian model, since it cannot yield the maximum equivocation. In other words,
the presence of an eavesdropper necessitates more sophisticated coding schemes than
the Wyner-Ziv scheme.

In Chapter 14, we revisit the secure lossy source coding problem that we
consider in Chapter 13, and reformulate the problem by defining the relative equiv-
ocation of the source at the eavesdropper with respect to the legitimate user as the
secrecy measure. In previous works, the equivocation of the source at the eaves-
dropper is used as the secrecy measure, as a direct generalization of the one used
for the wiretap channel [2, 3], where secrecy is measured by the equivocation of the
message at the eavesdropper. However, in a wiretap channel, since the message is
decoded at the legitimate user, the equivocation of the message at the legitimate
user is zero, and hence, the equivocation of the message at the eavesdropper and the
relative equivocation of the source at the eavesdropper with respect to the legitimate
user are equivalent; both measuring the relative confusion of the eavesdropper. On
the other hand, in the secure lossy source coding problem, since the legitimate user
does not reconstruct the source in a lossless fashion, the equivocation of the source
at the legitimate user is not necessarily zero, and consequently, there is no such
equivalence between the equivocation and the relative equivocation.

Motivated by these observations, in Chapter 14, we propose the relative equiv-
ocation of the source as the secrecy measure for the secure lossy source coding prob-
lem, and obtain the corresponding rate, relative equivocation and distortion region
in a single-letter form. In addition, we provide specializations of this single-letter

description to the degraded and reversely degraded cases. Finally, we show that
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Wyner-Ziv scheme is not optimal in general, although it is optimal for the degraded
and reversely degraded cases as well as in the absence of an eavesdropper.

In Chapter 15, we provide conclusions of this dissertation.
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Chapter 2
Capacity-Equivocation Region of the Gaussian MIMO Wiretap
Channel

2.1 Introduction

In this chapter, we consider the Gaussian MIMO wiretap channel, which consists of
a transmitter, a legitimate user, and an eavesdropper. In this channel, the trans-
mitter sends a common message to both the legitimate user and the eavesdropper
in addition to a private message which is directed to only the legitimate user. There
is a secrecy concern regarding this private message in the sense that the private
message needs to be kept secret as much as possible from the eavesdropper. The
secrecy of the private message is measured by its equivocation at the eavesdropper.
Here, we consider the entire capacity-equivocation region of the Gaussian
MIMO wiretap channel. This region contains all achievable rate triples (Ry, R,
R.), where Ry denotes the common message rate directed to both the legitimate
user and the eavesdropper, R; denotes the private message rate directed to only the
legitimate user, and R, denotes the private message’s equivocation (secrecy) rate.
Our result generalizes several previous partial results on the capacity-equivocation
region of the Gaussian MIMO wiretap channel. In particular, our result subsumes

the following previous findings about the capacity-equivocation region of the Gaus-
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sian MIMO wiretap channel: i) The secrecy capacity of this channel, i.e., max R;
when Ry = 0, R. = Ry, is obtained in [15, 16] for the general case, and in [17] for the
2-2-1 case. ii) The common and confidential rate region under perfect secrecy, i.e.,
(Ro, R1) region with R, = Ry, is obtained in [18]. iii) The capacity-equivocation re-
gion without a common message, i.e., (Ry, R.) region with Ry = 0, is obtained in [7].
iv) The capacity region of the Gaussian MIMO broadcast channel with degraded
message sets without a secrecy concern, i.e., (R, R;) region with no consideration
on R., is obtained in [9]. Here, we obtain the entire (Ry, Ry, R.) region. Our result
as well as the previous results listed above hold when there is a covariance constraint
on the channel input as well as when there is a total power constraint on the channel

input.

2.2 Discrete Memoryless Wiretap Channels

The discrete memoryless wiretap channel consists of a transmitter, a legitimate
user and an eavesdropper; see Figure 2.1. The channel transition probability is
denoted by p(y, z|z), where z € X is the channel input, y € Y is the legitimate
user’s observation, and z € Z is the eavesdropper’s observation. We consider the
following scenario for the discrete memoryless wiretap channel: The transmitter
sends a common message to both the legitimate user and the eavesdropper, and a
private message to the legitimate user which is desired to be kept hidden as much
as possible from the eavesdropper.

An (n, 2" 2nf1) code for this channel consists of two message sets W, =
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Figure 2.1: The wiretap channel.

{1,..., 20 W, = {1,...,2"%} one encoder at the transmitter f : Wy x W; —
X", one decoder at the legitimate user g, : V" — W, x W;, and one decoder
at the eavesdropper g. : 2" — W;. The probability of error is defined as P! =
max{P}",, P}, where P!, = Pr[g,(Y") # (Wo,W1)], P}, = Pr[g.(Z") # W,], and
W; is a uniformly distributed random variable in W;, j = 0,1. We note that
W, corresponds to the common message that is transmitted to both the legitimate
user and the eavesdropper, and W; denotes the private message sent only to the
legitimate user, on which there is a secrecy constraint. The secrecy of the legitimate

user’s private message is measured by its equivocation at the eavesdropper [2, 3],

ie.,
1 n
EH(W1|W0,Z ) (2.1)

A rate triple (Ro, R, R.) is said to be achievable if there exists an (n,2"fo 2nf1)

code such that lim,,_,,, P' = 0, and

1
R, < lim =H(Wi|Wy, Z") (2.2)

n—oo M
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The capacity-equivocation region of the discrete memoryless wiretap channel is de-
fined as the convex closure of all achievable rate triples (Ry, R, R.), and denoted
by C. The capacity-equivocation region of the discrete memoryless wiretap channel,

which is obtained in [3], is stated in the following theorem.

Theorem 2.1 ([3, Theorem 1)) The capacity-equivocation region of the discrete

memoryless wiretap channel C is given by the union of rate triples (Ro, Ry, R.) sat-

1sfying

0<R. <R (2.3)
R, < I(V;Y|U) - I(V; Z|U) (2.4)
Ro+ Ry < I(V;Y|U) + min{[(U;Y), I(U; Z)} (2.5)
Ry < min{I(U;Y),I(U; Z)} (2.6)

for some U, V, X such that

U—-V—->X—(Y,2) (2.7)

We next provide an alternative description for C. This alternative description
will arise as the capacity region of a different, however related, communication sce-
nario for the discrete memoryless wiretap channel. In this communication scenario,
the transmitter has three messages, Wy, W, Wy, where W, is the common message
sent to both the legitimate user and the eavesdropper, W, is the public message

sent only to the legitimate user on which there is no secrecy constraint, and Wy is
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the confidential message sent only to the legitimate user in perfect secrecy. In this
scenario, since W needs to be transmitted in perfect secrecy, it needs to satisfy the
following condition

1
lim —I(W,; 2", W) =0 (2.8)

n—oo N,

As we noted before, unlike Wy, there is no secrecy constraint on the public message
W,. We also note that the perfect secrecy on a message is attained when the
equivocation of this message is equal to its rate, i.e., when we have R, = Rj,
which can be seen by comparing (2.2) and (2.8). To distinguish this communication
scenario from the previous one, we call the channel model arising from this scenario
the discrete memoryless wiretap channel with public messages. We note that this
alternative description for wiretap channels has been previously considered in [6,
Problem 33-c|, [7].

An (n,2nFo onfe 9nks) code for this scenario consists of three message sets
Wo = {1,...,2"M0} W, = {1,..., 2"} W, = {1,...,2"%} one encoder at the
transmitter f : Wy x W, x Wy — X", one decoder at the legitimate user g, :
Yt — Wy x W, x Ws, and one decoder at the eavesdropper g. : 2" — W,. The
probability of error is defined as P = max{P7,, P!}, where P!, = Pr[g,(Y") #
(Wo, Wy, Wy)] and P, = Prlg.(Z") # Wo]. A rate triple (Ro, Ry, ;) is said to be
achievable if there exists an (n,2"f0 2nfe 2nRs) code such that lim, . P = 0 and

(2.8) is satisfied. The capacity region C, of the discrete memoryless wiretap channel

with public messages is defined as the convex closure of all achievable rate triples
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(Ro, Ry, Rs). The following lemma establishes the equivalence between C and C,.
Lemma 2.1 (R, R,, R) € C, iff (Ro, Rs + Ry, Rs) € C.

The proof of this lemma is given in Appendix 2.7.1. This proof consists of two
steps. In the first step, we note that if (Ry, R,, Rs) € C,, then in the corresponding
achievable scheme attaining this rate triple, we can combine the messages Wy, W,
to obtain Wy = (W, W,), whose equivocation will be as least R, due to the perfect
secrecy requirement on Ws. Hence, this argument proves the inclusion C, C C. In
the second step, we show the reverse inclusion C C C,. To this end, we consider
the achievable scheme that attains the entire region C, and call this achievable
scheme the optimal achievable scheme. If the rate triple (Ry, R1, R.) € C, in the
corresponding optimal achievable scheme, the private message W; can be divided
into two parts W; = (WP,WS) where the rate of W, is sufficiently close to R,
and satisfies the perfect secrecy requirement. Hence, this argument shows that
(Ro, Ry — R, R.) € Cp, i.e., C C Cp,; completing the proof of Lemma 2.1. Using

Lemma 2.1 and Theorem 2.1, we can express C, as stated in the following theorem.

Theorem 2.2 The capacity region of the discrete memoryless wiretap channel with

public messages C, is given by the union of rate triples (Ry, Ry, Rs) satisfying

0< R, <I(V;Y[U) - I(V; Z|U) (2.9)
Ry+ R, + R < I(V;Y|U) +min{[(U;Y), [(U; Z)} (2.10)
Ry <min{I(U;Y), I[(U; Z)} (2.11)
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for some (U, V, X) such that

U=V -=X—(Y,2) (2.12)

2.3 Gaussian MIMO Wiretap Channel

The Gaussian MIMO wiretap channel is defined by, see Figure 2.2,

Y = HyX + Ny (2.13)

Z =H,X + Ny (2.14)

where the channel input X is a t x 1 vector, Y is an ry X 1 column vector denoting the
legitimate user’s observation, Z is an 7z x 1 column vector denoting the eavesdrop-
per’s observation, Hy, Hy are the channel gain matrices of sizes ry x t,rz Xt, respec-
tively, and Ny, N are Gaussian random vectors with covariance matrices Xy, X1,
respectively, which are assumed to be strictly positive-definite, i.e., ¥y > 0,3, > 0.

We consider a covariance constraint on the channel input as follows

E[XX'] <8 (2.15)

where S > 0. The capacity-equivocation region of the Gaussian MIMO wiretap
channel is denoted by C(S) which contains all achievable rate triples (Ro, Ry, R.).

The main result of this paper is the characterization of the capacity-equivocation

"'Without loss of generality, we can set Xy = Xz = I. However, we let Xy, X, be arbitrary
for ease of presentation.
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Figure 2.2: The Gaussian MIMO wiretap channel.

region C(S) which is stated in the following theorem.

Theorem 2.3 The capacity-equivocation region of the Gaussian MIMO wiretap

channel C(S) is given by the union of rate triples (Ro, Ry, R.) satisfying

HyKH] +3y| 1. [HKH] + 3|

1
0<R.<-=lo —lo 2.16
1. |HyKH] + Xy
R+ Ry < =1
0+ 1 = 2 Og IEY‘
1 H,SH! + 2| 1 H,SH] + X
+min{—10g| oy + vl 1)y He 2%t Z'} (2.17)
2 °|HyKH] + %y 2 ° [H,KH] + X
(1 HySHY + Xy| 1 [HZSH), + 2|
Ry < ~1 - 2.18
0 —mm{z CHyKH] + =y 2 ° H,KH], + 3| (2.18)

for some positive semi-definite matriz K such that 0 < K < S.

Similar to what we did in the previous section, we can establish an alternative
statement for Theorem 2.3 by considering the Gaussian MIMO wiretap channel with
public messages, where the legitimate user’s private message is divided into two parts
such that one part (confidential message) needs to be transmitted in perfect secrecy
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and there is no secrecy constraint on the other part (public message). The capacity
region for this alternative scenario is denoted by C,(S). We note that Lemma 2.1
provides a one-to-one connection between the capacity regions C and C,, and this
equivalence can be extended to the capacity regions C(S) and C,(S) by incorporating
the covariance constraint on the channel input in the proof of Lemma 2.1. Thus,

using Lemma 2.1 and Theorem 2.3, C,(S) can be obtained as follows.

Theorem 2.4 The capacity region of the Gaussian MIMO wiretap channel with

public messages C,(S) is given by the union of rate triples (Ry, R, R;) satisfying

1, |HyKH] +3%y| 1. |H;KH} + Xy
0<R,<=lo —Zlo 2.19
5108 =] 5108 5, (2.19)
1 |HyKH] + %
R0+RP+RS<—log‘ rKHy + 2y |
2 2y ]
1, |HySH} +3y| 1, |HzSH]+X
+min{—log| rolly + vl 1oy Hz 2%t Z|} (2.20)
2 °HyKH] + %y’ 2 °|HZKH] + %y

(1 HySH{ + Xy| 1
Ry < 2 -1
O_mm{Q ®HyKH] + =, 2 °

[HZSH), + 2| 591
H,KH! +% (2:21)
HzKH, + 3|

for some positive semi-definite matriz K such that 0 < K < S.

We next define a sub-class of Gaussian MIMO wiretap channels called the
aligned Gaussian MIMO wiretap channel, which can be obtained from (2.13)-(2.14)

by setting Hy = H; =1,

Y = X+ Ny (2.22)

7Z =X+ Ny, (2.23)
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In this work, we first prove Theorems 2.3 and 2.4 for the aligned Gaussian MIMO
wiretap channel. Then, we establish the capacity region for the general channel
model in (2.13)-(2.14) by following the analysis in Section V.B of [4] and Section 7.1

of [19] in conjunction with the capacity result we obtain for the aligned channel.

2.3.1 Capacity Region under a Power Constraint

We note that the covariance constraint on the channel input in (2.15) is a rather

general constraint that subsumes the average power constraint

E[X'X] =tr (E[XXT]) < P (2.24)

as a special case, see Lemma 1 and Corollary 1 of [4]. Therefore, using Theorem 2.3,
the capacity-equivocation region arising from the average power constraint in (2.24),

C(P), can be found as follows.

Corollary 2.1 The capacity-equivocation region of the Gaussian MIMO wiretap

channel subject to an average power constraint P, C(P), is given by the union of
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rate triples (Ro, Ry, R.) satisfying

1 HyKH] + 3y 1. [HKHJ + 3y

0<R.<-=lo —lo 2.25
1 ‘HyKlH;—i-Ey’
Ro+ Ry < =1
A R
1 Hy (K, +Ky)H, +3y| 1 H,(K;+KyH] + X
Jrmin{_log| y (Ki + 2T) y + Y|,—log| 7(Ki + 2T) z+ Z|}
2 HyKH, + =, 2 H,K.H] + =,
(2.26)

v T
Ry < min {% o Y (6 K HT + 3| 1) [H (K, + Ko H o+ | }

,—lo
HyKH, + 5y 2 0 |HKHL + %
(2.27)

for some positive semi-definite matrices K1, Ky such that tr(K; + Ky) < P.

2.4 Proof of Theorem 2.3 for the Aligned Case

Instead of proving Theorem 2.3, here we prove Theorem 2.4, which implies Theo-
rem 2.3 due to Lemma 2.1. Achievability of the region given in Theorem 2.4 can be
shown by setting V = X in Theorem 2.2, and using jointly Gaussian (U, X = U+T),
where U, T are independent Gaussian random vectors with covariance matrices
S — K, K, respectively. In the rest of this section, we provide the converse proof. To

this end, we note that since C,(S)? is convex by definition, it can be characterized

2Although C,(S) is originally defined for the general, not necessarily aligned, Gaussian wiretap
channel with public messages, here we use C,(S) to denote the capacity region of the aligned
Gaussian MIMO wiretap channel with public messages as well.
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by solving the following optimization problem?

Ry = max R, + s R 2.29
J(Rg) (RS Ry ROy (S) Hplip T [ ( )

for all p, € [0,00), ps € [0,00), and all possible common message rates Rf, which is

bounded as follows

0 < Ry < min{Cy(S),C%(S)} (2.30)

where Cy (S),Cz(S) are the single-user capacities for the legitimate user and the

eavesdropper channels, respectively, i.e.,

1. |S+Xy|

Cy(S) = =log 2.31
1. S+ 3y
Cz(S) = =-log ———— 2.32
(8) = 3log (2.32)
3 Although characterizing C,(S) by solving the following optimization problem
poRo + pp Ry + f1s Ry (2.28)

max
(RU7RP1RS)ECP(S)

for all pg, iy, fts Seems to be more natural, we find working with (2.29) more convenient. Here, we
characterize C,(S) by solving (2.29) for all u,, us, for all fixed feasible R§.
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We note that the optimization problem in (2.29) can be expressed in the following

more explicit form

") = 2.
J(Rp) v X gy Fo T s B (2.33)
B[XXT]|=S
(

0<R, < I(V;Y|U)=I(V;Z|U)

St.9 Ry+ R, + R, < I(V;Y|U)+min{l(U;Y),I(U;Z)}

R: < min{I(U;Y),I(U;Z)}

(2.34)

We also consider the Gaussian rate region RY(S) which is defined as

RE(S)

0< R, < Ry(K)

R() + Rp + RS S RS(K) + Rp(K) + min{Roy(K), Roz(K)}
= < (R07Rp7Rs> :

Ry < min{Ryy(K), Ryz(K)}

for some 0 < K <S

(2.35)
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where R (K), R,(K), Roy (K), Roz(K) are given as follows

K+%y| 1 K+ X/

1
JK)==-log————— — =1 2.36
1 K+3X%
1 1S + Xy
Ry (K) = —log ————— 2.38
0Y( ) 9 0g ‘K+Ey| ( )
1 1S + 34|
K)=-log———— 2.

To provide the converse proof, i.e., to prove the optimality of jointly Gaussian

(U,V = X) for the optimization problem in (2.33)-(2.34), we will show that

J(Ry) = g(Ry), 0< Ry <min{Cy(S),C4(S)} (2.40)

where g(Rj) is defined as

9(Rg) = max pip Ity 4 s R (2.41)

(R%,Rp,Rs)ERG(S)

We show (2.40) in two parts:
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24.1 g < iy

In this case, f(Rg) can be written as

) — 92.42
f(RG) oy X p(Ry + Ry) (2.42)
E[XXT]|=S

R{+R,+ Ry < IX;Y|U)+min{I(U;Y),I(U;Z)}
s.t.
Ry < min{I(U;Y),I(U;Z)}

(2.43)

where we use the fact that p; < p,, and the secret message rate R, can be given
up in favor of the private message rate R,. In other words, we use the fact that
when 1, > pu,, the maximum of p, R, + 1, R is given by p, R, where R, = R, + R,
is an achievable public message rate since the secret message can be converted into
a public message. This optimization problem gives us the capacity region of the
two-user Gaussian MIMO broadcast channel with degraded message sets, where a
common message is sent to both users, and a private message, on which there is no
secrecy constraint, is sent to one of the two users [20]. The optimization problem for
this case given in (2.42)-(2.43) is solved in [9] by showing the optimality of jointly
Gaussian (U, X), i.e., f(R§) = g(R). This completes the converse proof for the case

s < fhp-
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242 py <

In this case, we first study the optimization problem in (2.41). We rewrite g(R) as

follows
9(Rp) = max Ry + s Fis(K) (2.44)
RP

Ry + R, Ry (K) + min{ Roy (K), Roz(K)}
s.t. (2.45)

RS S miH{Roy<K),Rgz<K)}

IN

where we use the fact that since ps > p,, the secret message rate should be set
as high as possible to maximize p,R, + usRs, i.e., we should set Ry = R, (K).
Let (K*, Ry) be the maximizer for this optimization problem. The necessary KKT

conditions that (K*, R7) needs to satisfy are given in the following lemma.

Lemma 2.2 K* needs to satisfy

(s = pipA = By )(K* 4+ By) 71+ M = (s — pip) + B2) (K" +22) 7' + Mg (2.46)

for some positive semi-definite matrices M, Mg such that

K*M = MK* =0 (2.47)

(S — K*)Mg = Mg(S — K*) = 0 (2.48)
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and for some A =1 — X\ such that it satisfies 0 < A <1 and

=0 if Roy(K*) > Roz(K*)
A (2.49)
=1 if Roy(K*) < Roz(K*>

(0,0) if R§ < min{Roy (K*), Roz(K*)}
(0,>0) if R{= Roz(K*) < Roy(K*)
(By, Bz) = (2.50)
(>0,0) if Rj= Roy(K*) < Roz(K*)
| 2020 it B = Re(K) = Res(K)
Ry needs to satify
R, = R,(K") + min{ Roy (K*), Roz(K")} — R; (2.51)

The proof of Lemma 2.2 is given in Appendix 2.7.2. We treat three cases separately:
o RS < miH{Roy(K*), Roz(K*)}
® RS = Roy(K*) S Roz(K*)

o R* = Roy(K*) < Roy(K*)
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2.4.2.1 R} < min{Roy (K*), Roz(K*)}

In this case, we have fy = 7 = 0, see (2.50). Thus, the KKT condition in (2.46)

reduces to

(s — ppA) (K + Zy) ™+ M = (s — pp\) (K + 22) 7" + Mg (2.52)

We first note that K* satisfying (2.52) achieves the secrecy capacity of this Gaussian

MIMO wiretap channel [21], i.e.,

R; = Ry(K") (2.53)
= Cs(S) (2.54)
B 1. [K+Xy| 1 |K+ Xy
= mex. o log = 2 og = (2.55)

Next, we define a new covariance matrix 35 as follows

(s — pp)) (K™ +32) 7 = (s — iipA) (K + B2) 7" + Mg (2.56)

which is similar to the channel enhancement done in [21]. This new covariance

matrix X, has some useful properties which are listed in the following lemma.

Lemma 2.3 We have the following facts.
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[ J 22 j Ey
) (K* -+ iz)_l(s + 2z) = (K* + Ez)_l(s + Ez)

The proof of Lemma 2.3 is given in Appendix 2.7.3. Thus, we have

1 1S + 34|
K*) ==-log ——— 2.
ROZ( ) 9 0 |K* + 2Z| ( 57)
1 p)
= —log|S+—~Z| (2.58)
2 7K+ Xy
1 1S + Xy
> —log ———— 2.59
2 PRy (2:59)
= Roy(K*) (2.60)

where (2.58) comes from the third part of Lemma 2.3, (2.59) is due to the fact that

A+B+A| _|A+B|
BTA] — |B

(2.61)

for A > 0, A > 0, B > 0 by noting the second part of Lemma 2.3. Therefore, we

have

Roz(K*) > Roy (K¥) (2.62)

where K* satisfies (2.52). Using (2.62) in (2.51), we find R} as follows

Ry = Ry(K*) + Roy (K*) — R} (2.63)
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We also note the following

Ry + Ry + R} = Roy (K") + R,(K*) + R,(K") (2.64)
1. |S+X2y]

= —log———— 2.65

= Cy(S) (2.66)

Now, we show that

9(Rg) = f(1) (2.67)

To this end, we assume that

9(Rg) < f(R) (2.68)

which implies that there exists a rate triple (Rg, Ry, R2) € C,(S) such that

pplt, + ps RS < py Ry + ps RS (2.69)

To prove (2.67), i.e., that (2.68) is not possible, we note the following bounds

R° < Cs(S) = R (2.70)

R+ R? < Cy(S)— Ry = R* + R (2.71)
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where (2.70) comes from (2.55) and the fact that the rate of the confidential message,
i.e., Ry, cannot exceed the secrecy capacity, and (2.71) is due to (2.66) and the fact
that the sum rate Ry + R, + R, cannot exceed the legitimate user’s single-user
capacity. Thus, in view of us > p,, we can multiply (2.70) and (2.71) by us — 1,

and p,, respectively, and add the corresponding inequalities to obtain

pp By + 1 RS < iy Ry 4 1o R (2.72)

which contradicts with (2.69); proving (2.67). This completes the converse proof for
this case.

Before starting the proofs of the other two cases, we now recap our proof
for the case Ry < min{Roy (K*), Roz(K*)}. We note that we did not show the
optimality of Gaussian signalling directly, instead, we prove it indirectly by showing

the following

9(Rg) = f(Rp) (2.73)

First, we show that for the given common message rate R, we can achieve the
secrecy capacity, i.e., Rf = Cg(S), see (2.53)-(2.55). In other words, we show that
(R§,0, RY) is on the boundary of the capacity region C,(S). Secondly, we show that
for the given common message rate R, (I, R;) achieve the sum capacity of the
public and confidential messages, i.e., R; + R} is sum rate optimal for the given

common message rate R}, see (2.64)-(2.66) and (2.71). These two findings lead to
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the inequalities in (2.70)-(2.71). Finally, we use a time-sharing argument for these

two inequalities in (2.70)-(2.71) to obtain (2.73), which completes the proof.

24.22 R = Ry (K*) < Roz(K*)

We first rewrite the KKT condition in (2.46) as follows

(1ts — ppA — poB)(K* + 2y) ™ + M = (s — pp) + 10 B)(K* + E2) ™" + Mg

(2.74)

by defining o = By + Bz, pof = Py, and o = Bz. We note that if Ryy (K*) <
Roz(K*), we have § = X\ = 1, if Ryy(K*) = Rpz(K*), we have 0 < A < 1,0 <
£ < 1. The proof of these two cases are very similar, and we consider only the case
0<A<1,0< 8 <1, e, we assume Ry (K*) = Roz(K*). The other case can be
proved similarly.

Similar to Section 2.4.2.1, here also, we prove the desired identity

9(Rg) = f(Rp) (2.75)

by contradiction. We first assume that

9(Rg) < f(Rp) (2.76)

39



which implies that there exists a rate triple (Rg, Ry, R?) € C,(S) such that

ppRy 4 ps Ry < pp Ry + pis RS (2.77)

where we define RY = R (K*). Since the sum rate Ry+ R, + R, needs to be smaller

than the legitimate user’s single user capacity, we have

Ry + R+ RS < Cy(S) (2.78)

On the other hand, we have the following

= Roy (K*) + R,(K*) + R,(K*) (2.80)
= Cy(S) (2.81)

where (2.79) comes from (2.51), and (2.80) is due to our assumption that Rj =

Roy (K*) = Ryz(K*). Equations (2.78) and (2.81) imply that

RO+ R <R + R’ (2.82)

In the rest of this section, we prove that we have R < R for the given common
message rate R, which, in conjunction with (2.82), will yield a contradiction with

(2.77); proving (2.75). To this end, we first define a new covariance matrix Xy as
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follows

(t1s — pipA) (K™ + 3y) 7" = (s — ) (K" + 2y) 7' + M (2-83)

This new covariance matrix Xy has some useful properties which are listed in the

following lemma.

Lemma 2.4 We have the following facts.

° (K* + Ey)_lﬁ:y = (K* =+ Ey)_lzy

The proof of this lemma is given in Appendix 2.7.4. Using this new covariance

matrix, we define a random vector Y as

Y = X + Ny (2.84)

where Ny is a Gaussian random vector with covariance matrix 3y . Due to the first

and second statements of Lemma 2.4, we have the following Markov chains

UV -oaX-2YoY (2.85)

U=V -aX=2Y7Z (2.86)
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We next study the following optimization problem
ma Ro + (s — oA\ Ry
o B sy ol (ps — pipA)

= max po min{I(U;Y), I(U; Z)} 4 (ps — ppA) [I(V;Y|U) = IV Z|U))]

U—V—-X—(Y,Z)
E[XXT] =S

(2.87)

where the equality follows from the fact that the maximum of po Ry+ps s is obtained
by selecting both Ry, and R, to be individually maximum, i.e., by setting Ry =
min{I(U;Y),[(U;Z)}, Ry = I(V;Y|U)—1(V;Z|U), since this is possible by simply
setting It, = 0.

Since we assume (Rg, 7, R?) € C,(S), we have the following lower bound for

(2.87)

R* . — W A\)R® < R . — MR, 2.88
po Ry + (pts — ppA) S X g Mo 0+ (s — ppA) (2.88)
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Now we solve the optimization problem in (2.87) as follows

ma. Ro + (s — tp\) Ry
(RO,RP,RfeCP(S) Holo + (s — 11p))

= oy X gy Homin{I(USY), IUS Z)} + (s = ipA) TV Y|U) = IV Z|U)]
B[XXT]=S

(2.89)

IN

max poBLU; Z) + poBLU;Y) + (ps — pp\) [I(V; Y |U) — I(V;ZIU)]
U—V—-X—(Y,Z)
E[XXT]jS

(2.90)

X BI(USZ) 4 prBIUSY) + = ) [1(VEYU) = 1(V:2ZIU)
B[XXT]|=S

(2.91)

< max  puoBI(USZ) + poBIUY) + (s — i) I YIU) = I Z|U))|

T U—-X—(Y,Z)

B[XXT]=S
(2.92)
11of3 S+3z] | pobB S + 3y
< 1 1
=0 PR, 2 BIK 1ty
fs — fipA K"+ 3y | K" + 3y
+ log - —log ———— (2.93)
2 Xy 3]
_ . . s — lpA K*+ % K'+X
= oS Roz(K*) + poBRoy (K*) + e = Fy | = v] - Ogu
2 Xy P
(2.94)
_ . s — ) K+ K* + 3
2 Sy | 3]
(2.95)
= 110 Roz (K") + poBRoy (K*) + (115 — pp ) Rs(K) (2.96)
= pioLtg + (s — p1pA) R (2.97)
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where (2.90) comes from the fact that 0 < 8 =1 — 3 < 1, (2.91)-(2.92) are due
to the Markov chains in (2.85)-(2.86), respectively, (2.93) can be obtained by using
the analysis in [18, eqns (30)-(32)] which uses an extremal inequality from [5] to
establish this result, (2.95) comes from the third part of Lemma 2.4, and (2.97) is

due to our assumption that R = Ry (K*) = Ryz(K*). Thus, (2.97) implies

max foLRo + (ps — ppA) Rs < poRRg + (ps — ppA) R (2.98)

(Ro,Rp,Rs)€Cp(S)

Comparing (2.88) and (2.98) yields

RC< R (2.99)

Using (2.82) and (2.99) and noting p5 > f1,,, we can get

ppRy 4+ s R < pp Ry + s R (2.100)

which contradicts with (2.77); proving (2.75). This completes the converse proof for
this case.

Before providing the proof for the last case, we recap our proof for the case
Ry = Roy(K*) < Ryz(K*). Similar to Section 2.4.2.1, here also, we prove the

optimality of Gaussian signalling indirectly, i.e., we show the desired identity

9(Rg) = f(R) (2.101)
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indirectly. First, we show that for the given common message rate Rj, R;+ R, is sum
rate optimal, i.e., (R;, R?) achieve the sum capacity of the public and confidential
messages, by obtaining (2.82). Secondly, we show that (R, 0, RY) is also on the
boundary of the capacity region C,(S) by obtaining (2.98). These two findings give
us the inequalities in (2.82) and (2.99). Finally, we use a time-sharing argument for
these two inequalities in (2.82) and (2.99) to establish (2.101), which completes the

proof.

2.4.2.3 RS = Roz(K*) < Roy(K*)

In this case, we have A = fy = 0, see (2.49)-(2.50). Hence, the KKT condition in

(2.46) reduces to

ps(K* 4+ 2y) 4+ M = (s + B2)(K* +22) " + Mg (2.102)

We again prove the desired identity

9(Rg) = f(Rp) (2.103)

by contradiction. We first assume that

9(Rg) < f(Rp) (2.104)
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which implies that there exists a rate triple (Rg, Ry, R?) € C,(S) such that

ppRy 4 ps Ry < pp Ry + pis RS (2.105)

In the rest of the section, we show that

ppRy + ps Ry > iy Ry + s RS (2.106)

to reach a contradiction, and hence, prove (2.103). To this end, we define a new

covariance matrix Xy as follows

ps(K* +3y) ™ = p(K* + 3y) ' 4+ M (2.107)

This new covariance matrix 3y has some useful properties listed in the following

lemma.

Lemma 2.5 We have the following facts.

° (K* + iy)_liy = (K* + Ey)_lzy
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The proof of this lemma is very similar to the proof Lemma 2.4, and hence is omitted.

Using this new covariance matrix Xy, we define a random vector Y as

Y =X+ Ny (2.108)

where Ny is a Gaussian random vector with covariance matrix Xy . Due to the first

and second statements of Lemma 2.5, we have the following Markov chains

U=V X->YoY (2.109)

U=V -osX-=>Y—7Z (2.110)

Next, we study the following optimization problem

. Ry + sl 2111
(Ro,RS{asi(Ecp(s) (tp + Bz)Ro + pp Ry + 1 ( )

We note that since (Rj, Ry, R2) € Cp(S), we have the following lower bound for the

optimization problem in (2.111)

R R° R < R R s R
(1 + Bz)RG + 1y p T 1 S_(RO,R:,I}SECP(S) (tp + Bz)Ro + pplty + 1

(2.112)

We next obtain the maximum for (2.111). To this end, we introduce the following

lemma which provides an explicit form for this optimization problem.
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Lemma 2.6 For ps > p,, we have

(Ro,RSIl%ESCEC,,(S) (kp + Bz) Ro + pp Ry + s R
= ymax o (it f) min{I(UY), (U 2)} + il (V3 Z|U)
B[XXT]=S

o [V Y|U) — 1V Z)U) (2.113)

The proof of this lemma is given in Appendix 2.7.5.
Next we introduce the following extremal inequality from [5], which will be

used subsequently in the solution of (2.113).

Lemma 2.7 ([5, Corollary 4]) Let (U,X) be an arbitrarily correlated random
vector, where X has a covariance constraint E [XXT} <S and S = 0. Let Ni, Ny
be Gaussian random vectors with covariance matrices 3, 3q, respectively. They are
independent of (U,X). Furthermore, 31,3, satisfy X1 < Xo. Assume that there

exists a covariance matriz K* such that K* < S and
v(K* 4+ 3 = y(K 4+ ) + Mg (2.114)

where v > 0,7~ > 0 and Mg is positive semi-definite matriz such that (S—K*)Mg =

0. Then, for any (U, X), we have

vh(X + N1 |U) — vh(X + No|U) < = log |(2me)(K* + X4)| — %bg |(2me)(K* + X))

NJIAN

(2.115)
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Now we use Lemma 2.7. To this end, we note that using (2.107) in (2.102),

we get
ps (K" + 3y) 7! = (1 + B2) (K™ + 25) 7" + Mg (2.116)
In view of (2.116) and the fact that ¥y < ¥,, Lemma 2.7 implies

ph(Y|U) = (s + B2)(Z|U) < 5 log | (2me) (K + )

_ %m (2re)(K* + 37| (2117)

We now consider the maximization in (2.113) as follows

(RO,R;I}%BjCECp(S) (1p + Pz) Bo + 1Ry + p1s
= oy X gy (et Bz) mind LU Y), L3 2)} + pp [ (V3 ZIU)
BE[XXT]=S
s IV Y|U) = L(V5 Z|U)] (2.118)
= (U Z) + u,I(V; Z HV-YI — (V- Z
< pmax (tp + B2)I(U Z) + ppI(V ZIU) + s [[(VY|U) = I(V: Z|U))
B[XXT]|=S
(2.119)
= (U Z) + p,I(X; Z HV- Y — (V- Z
< mmax (1p + B2) (U Z) 4+ p, L (X; Z\U) + s [L(V; Y |U) — I(V; Z|U)]
E[XXT]=S
(2.120)
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max (tp + B2)I(U; Z) + iy I(X; Z)U ) + g [I(V; Y|U) — I(V; Z|U)}

T U=V=X—(Y,Z)

B[XXT]|=S

(2.121)

max  (y,+ B2) (U5 Z) + ppl (G Z|U) + pis [ 106G YIU) = (X ZJU)|

U—X—(Y,Z)

E[XXT]=S
(2.122)
e (tp + Bz)W(Z) + psh(Y|U) — (s + Bz)WM(Z|U)
E[XXT]|=S
log (2me)Sy| + K" Hr ~ Bs =l 1og | (27e) 2| (2.123)
Mot 07 100 (2me)(S + 2)| + max  ph(Y|U) — (s + B2)H(ZID)
2 U—X—(Y,Z) ?

E[XXT]jS
- ? * Jog |(2me) Sy | + Lt = Hs = e yog |(2me) 2| (2.124)
% log|(2me)(S + X7)| + % log |(2me) (K™ + f)y)\
_ K J; Bz log |(2me)(K* + X z)| — — log |(27re)§]y| + 2 Hs — Hp log |(2me) X 4|
(2.125)
_ up+ﬁzlog IS + Xz| Ly K* + 34|
2 K+ 3, 2 =2
s K*+3% K*+X
n % log‘ |§Y’ vl | |;Z| 7| (2.126)
= (i + B2) Bos (K°) + iy By (K) 12 1ogM tog o221 | 9197
Xy | 12|
= sty + 8) Bos () 4 Ry(K7) + 12 {1 o 2 o %} (2.128)
= (p + B2) Roz(K") + ppltp(K*) + 115 R (K¥) (2.129)
= (p + Bz) Ry + Ry + ps g (2.130)
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where (2.119) is due to min{a, b} < a, (2.120) is due to the Markov chain in (2.110),
(2.121)-(2.122) come from the Markov chains in (2.109)-(2.110), respectively, (2.124)
is due to the maximum entropy theorem [22], (2.125) comes from (2.117), and (2.128)

is due to the third part of Lemma 2.5. Comparing (2.130) and (2.112) yields

Ry + s < pp Ry + pis Ry (2.131)

which contradicts with our assumption in (2.105); implying (2.103). This completes
the converse proof for this case.
We note that contrary to Sections 2.4.2.1 and 2.4.2.2, here we prove the opti-

mality of Gaussian signalling, i.e.,

9(Rg) = f(1) (2.132)

directly. In other words, to show (2.132), we did not find any other points on
the boundary of the capacity region C,(S) and did not have to use a time-sharing
argument between these points to reach (2.132). (This was our strategy in Sec-
tions 2.4.2.1 and 2.4.2.2.) Instead, we define a new optimization problem given in

(2.113) whose solution yields (2.132).

2.5 Proof of Theorem 2.3 for the General Case

The achievability of the region given in Theorem 2.3 can be shown by comput-

ing the region in Theorem 2.1 with the following selection of (U, V,X): V = X,
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X = U + T where T, U are independent Gaussian random vectors with covariance
matrices K, S — K, respectively, U = U. In the rest of this section, we consider the
converse proof. We first note that following the approaches in Section V.B of [4]
and Section 7.1 of [19], it can be shown that a new Gaussian MIMO wiretap channel
can be constructed from any Gaussian MIMO wiretap channel described by (2.13)-
(2.14) such that the new channel has the same capacity-equivocation region with the
original one and in the new channel, both the legitimate user and the eavesdropper
have the same number of antennas as the transmitter, i.e., ry = r; = t. Thus, with-
out loss of generality, we assume that ry = r; = t. We next apply singular-value

decomposition to the channel gain matrices Hy, H; as follows

Hy = UyAyVy (2.133)

H; = UzA,V), (2.134)

where Uy, U, Vy,V, are t x t orthogonal matrices, and Ay, A, are diagonal

matrices. We now define a new Gaussian MIMO wiretap channel as follows

Y = Hy X + Ny (2.135)

Z=H;X +Ny (2.136)
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where Hy, H, are defined as

Hy = Uy(Ay + o) Vy (2.137)

H; =Uyz(Az+al)Vy, (2.138)

for some a > 0. We denote the capacity-equivocation region of the Gaussian MIMO
wiretap channel defined in (2.135)-(2.136) by Co(S). Since Hy,H are invertible,
the capacity-equivocation region of the channel in (2.135)-(2.136) is equal to the

capacity-equivocation region of the following aligned channel

Y =X+ H, Ny (2.139)

Z=X+H, Ny, (2.140)

Thus, using the capacity result for the aligned case, which was proved in the previous

section, we obtain C,(S) as the union of rate triples (Ry, Ry, R.) satisfying

s mKH, + 3y 1 L KH, + 3| )
0<R.<-lo o 2.141
S H,KH, + %y
< =
0 + 1 = 9 0g ‘2Y|
’HYSHY + Zy’ ‘HZSHZ n zz‘
+ min ¢ - log = log (2.142)
‘HYKHY L x| ‘HZKHZ + EZ‘
‘HYSHY + zy‘ ‘HZSHZ + EZ‘
Ry < min log log (2.143)
‘HYKHY + 2y’ 2 ’HZKHZ n zz‘

for some positive semi-definite matrix K such that 0 < K < S.
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We next obtain an outer bound for the capacity-equivocation region of the
original Gaussian MIMO wiretap channel in (2.13)-(2.14) in terms of C,(S). To this

end, we first note the following Markov chains

X—=Y—=Y (2.144)

X—>Z—Z (2.145)

which imply that if the messages (Wy, W) with rates (R, R1) are transmitted with
a vanishingly small probability of error in the original Gaussian MIMO wiretap
channel given by (2.13)-(2.14), they will be transmitted with a vanishingly small
probability of error in the new Gaussian MIMO wiretap channel given by (2.135)-
(2.136) as well. However, as opposed to the rates Ry, Ry, we cannot immediately
conclude that if an equivocation rate R, is achievable in the original Gaussian MIMO
wiretap channel given in (2.13)-(2.14), it is also achievable in the new Gaussian
MIMO wiretap channel in (2.135)-(2.136). The reason for this is that both the
legitimate user’s and the eavesdropper’s channel gain matrices are enhanced in the
new channel given by (2.135)-(2.136), see (2.137)-(2.138) and/or (2.144)-(2.145), and
consequently, it is not clear what the overall effect of these two enhancements on
the equivocation rate will be. However, in the sequel, we show that if (Ro, Ry, R.) €
C(S), then we have (Ry, Ry, R. — 7) € Cu(S). This will let us write down an outer
bound for C(S) in terms of C,(S). To this end, we note that if (Ry, Ri, R.) €
C(S), we need to have a random vector (U, V,X) such that the inequalities given

in Theorem 2.1 hold. Assume that we use the same random vector (U, V,X) for
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the new Gaussian MIMO wiretap channel in (2.135)-(2.136), and achieve the rate
triple (Ro, R1, R.). Due to the Markov chains in (2.144)-(2.145), we already have
R1 < Ry, Ry < Ry. Furthermore, following the analysis in Section 4 of [18], we can

bound the gap between R, and R,, i.e., v, as follows

= =T
H;SH; + ¥z 1 |H,SH] + =y

] — 21 252"z ' 22 2.146

og 5, 5 108 =, ( )

_ 1
—R -R.<-
i =3

Thus, we have

C(S) C Ca(S) + G(S) (2.147)

where G(S) is

e
HzSH, +%z| 1 |H,SH] + X/
O,

gsS)=<(0,0,R.):0<R. <-=1lo — =
(2.148)
Taking o — 0 in (2.147), we get
C(S) C lim C,(S) (2.149)
a—0
where we use the fact that
H SﬁT +X T
) zotlz z 1 H,SH, + ¥,|
lim =1 - = =0 2.150
a2 08 =] 2 1= (2.150)
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which follows from the continuity of log| - | in positive semi-definite matrices, and

the fact that lim,_,o Hy = Hy. Finally, we note that

lim C,(S) (2.151)
a—0
converges to the region given in Theorem 2.3 due to the continuity of log| - | in

positive semi-definite matrices and lim,_.q H, = Hy, lim, . H, =H,; completing

the proof.

2.6  Conclusions

In this chapter, we obtain the capacity-equivocation region of the Gaussian MIMO
wiretap channel. In particular, we show that jointly Gaussian auxiliary random
variables and channel input are sufficient to evaluate the existing single-letter de-
scription for the capacity-equivocation region of the Gaussian MIMO wiretap chan-
nel due to [3]. We prove this sufficiency by using channel enhancement [4] and an

extremal inequality from [5].

2.7 Appendix

2.7.1 Proof of Lemma 2.1

The proof of this lemma for Ry = 0 is outlined in [6, Problem 33-c|, [7]. We extend
their proof to the general case of interest here. We first note the inclusion C, C C,

which follows from the fact that if (Ro, R,, Rs) € C,, we can attain the rate triple
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(Ro, Ry = Rs + Ry, R. = Ry), i.e., (Ro,Rs + Ry, Rs) € C. To show the reverse
inclusion, we use the achievability proof for Theorem 2.1 given in [3]. According to
this achievable scheme, W; can be divided into two parts as Wy = (W, W) with

rates (R; — R., R.), respectively, and we have

H(Wy|\Wy, Z") = H(W,,, W|Z", W,) (2.152)
> H(W,|Z™, W) (2.153)
> H(W5) —nvy, (2.154)

for some ~, which satisfies lim,, ...y, = 0. Hence, using this capacity achieving
scheme for C, we can attain the rate triple (Ro, R, = Ry — R., R; = R.) € C,. This

implies C C C,; completing the proof of the lemma.

2.7.2 Proof of Lemma 2.2

Since the program in (2.44)-(2.45) is not necessarily convex, the KKT conditions
are necessary but not sufficient. The Lagrangian for this optimization problem is

given by

L= usR(K) + Ry, + Ay [Ry(K) + Roy (K) — R, — R;]
+ Az [Rp(K) + Roz(K) — Ry — Rp] + By [Roy (K) — Rg] + Bz [Roz(K) — Ry

+tr(KM) + tr((S — K)Ms) (2.155)
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where M, Mg are positive semi-definite matrices, and \yy > 0, Az > 0, By >0, 87 >

0.

The necessary KKT conditions that they need to satisfy are given as follows

oL
oR, 1t =
Vil |koi- = 0
tr(K*M) = 0

tr((S — K*)Mg) =0

Ay [Ry(K*) + Roy (K*) — Ry — Rg] =0
Az [Ry(K*) + Roz(K*) — Ry — R =0
By (Roy (K*) — Rg) = 0

Bz(Roz(K") — Rg) = 0

(2.156)

(2.157)
(2.158)
(2.159)
(2.160)
(2.161)
(2.162)

(2.163)

The first KKT condition in (2.156) implies Ay + Az = p,. We define Ay = ppA\, Az =

,upj\ and consequently, we have 0 < A =1—X<1. The second KKT condition in

(2.157) implies (2.46). Since tr(AB) = tr(BA) and tr(AB) > 0 for A > 0,B > 0,

(2.158)-(2.159) imply (2.47)-(2.48). The KKT conditions in (2.160)-(2.161) imply

(2.51). Furthermore, the KKT conditions in (2.160)-(2.161) state the conditions that

if Roy(K*) > Roz(K*>, A= O, if R0y<K*) < Roz(K*), A= 1, and if Roy(K*) =

Roz(K*), A is arbitrary, i.e., 0 < A < 1. Similarly, the KKT conditions in (2.162)-

(2.163) imply (2.50).
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2.7.3 Proof of Lemma 2.3

We note the following identities

(s — ppA) (K™ + 32) 7 = (s — M) (K" + 22) ' + Mg (2.164)

(s — pN) (K™ +32) 7 = (s — iip (K" + Zy) ' + M (2.165)

where (2.164) is due to (2.56), and (2.165) is obtained by plugging (2.164) into

(2.52). Since M = 0, Mg > 0, (2.164)-(2.165) implies

(s — (K" +22)7" = (g — (K + 5)7! (2.166)

(ts — pA) (K" +32) 7 = (ps — ppN) (K™ + By) ™! (2.167)

Using the fact that for A = 0, B = 0, if A < B, then A~! = B~!in (2.166)-(2.167),

we can get the second and third parts of Lemma 2.3. Next, we prove the first part
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of the lemma as follows

N 1 -1
¥, = (K +3y) '+ M} —K* (2.168)
fhs — HpA
1 -1
= [T = S ZY)M} (K* + 3y) - K* (2.169)
s P
1 —1
= I+ — A2:1/1\/11 (K* +3y) — K* (2.170)
s P
1 —1
= |7+ - )\M} UK+ 2y) - K* (2.171)
s P
==y + ! Ml_l {21 + ! M} K* + {21 + ! M B
Y s — LipA Y s — fipA Yo e — fipA
K (2.172)
* -1 1 - *
=K'+ |5+ — =M -K (2.173)
s D
1 —1
= {2;1 + = )\M} (2.174)
s P
=0 (2.175)

where (2.168) comes from (2.165), (2.170) and (2.172) follow from the KKT condi-

tion in (2.47).
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Finally, we show the fourth part of Lemma 2.3 as follows

(K +3,) ' (S+3) = (K +3,) " (S+K — K" +3y) (2.176)
=TI+ (K" +3,)7'(S - K" (2.177)
* -1 1 *
=1+ |(K"+Xy) +mMs (S—K*) (2.178)
=1+ (K" +X) %S - K (2.179)

=K' +37) YK +3z)+ (K +X22) (S - K

(2.180)

= (K" +32)7 (S + ) (2.181)

where (2.178) is due to (2.164), and (2.179) comes from (2.48). The proof is com-

plete.

2.7.4 Proof of Lemma 2.4

We note the following

(s — ppX) (K™ + ) 7" = (s — ) (K" + 2y) 7' + M (2.182)
(t1s = 1o A) (K" + By) ™" = (s = A + 10B) (K + 22) ™ + oK + Ey) ™!

+ Mg (2.183)
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where (2.182) is (2.83), and (2.183) comes from plugging (2.182) into (2.74). Since

M > 0, (2.182) implies

(11 = AV (K" 4 Zy) 7 = (g — pp)) (K™ + By) ™! (2.184)

Using the fact that for A = 0, B = 0, if A < B, then A~! = B! in (2.184) yields
the second statement of the lemma. Since 0 < f=1— 3 <1 and Mg = 0, (2.183)

implies

(s = 1N K+ 5) 7 = (s — ) (K 4+ 2)7) (2.185)

Using the fact that for A = 0, B = 0, if A < B, then A~! = B! in (2.185) yields
the first statement of the lemma. To prove the first statement of the lemma, we

note that (2.182) implies

. 1 -1
W= |(K'+3) '+ — M| -—K* 2.186
Y ( Y) Ms - :up)\ ( )

which is already shown to be positive semi-definite as done through (2.168)-(2.175)

in Appendix 2.7.3.
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Finally, we consider the fourth statement of this lemma as follows

(K* +3y) 13y = (K" + 2y) YK — K"+ Xy)
=I— (K*+3y) 'K*
1

=I-|(K'+%y) '+ ——M|K*
Hs — Np)‘

=I-(K"'+Zy)'K*
= (K" +3y) K"+ Zy) — (K" + 3y) 'K*

= (K" +3y) 'Sy

where (2.189) is due to (2.182) and (2.190) comes from (2.47).

2.7.5 Proof of Lemma 2.6

The optimization problem in (2.113) can be written as

SRS R R
py A + pp Ry + (1p + B2) Ro

E[XXT]jS
0<R, < I(V;Y|U)-I(V;Z]U)

st. Ry+R,+Ry < I(V;Y|U)+min{l(U;Y),I[(U;Z)}

Ry < min{I(U;Y),I(U;Z)}
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(2.187)
(2.188)

(2.189)

(2.190)
(2.191)

(2.192)

(2.193)

(2.194)



For a given (U, V,X), we can rewrite the cost function in (2.193) as follows

psRs + pp Ry + (1 + Bz) Ro
< s By + pp[ L (VY |U) +min{I(U; Y), I(U; Z)} — Rs — Ro] + (1p + Bz2) Ro
(2.195)
= (s = pp) Bs + pp [L(V; Y|U) + min{ I(U; Y), [(U; Z)}] + Bz Ro (2.196)
< (s = pp) (V3 Y|U) = I(V5 ZIU)] + o [L (V3 Y|U) + min{I(U; Y), I(U; Z) }]
+ Bz R0 (2.197)
= IV YNU) = L(V5 ZIU)] + LV Z1U) + min{ I(U3Y), I(U; Z) } + Bz Ro
(2.198)
< s (V5 YNU) = IV ZIU)] + pp[H(V5 ZIU) + min{ (U3 Y), 1(U; Z)]
+ Bz min{[(U;Y), [(U; Z)} (2.199)
= pus[I(V;YU) = I(V5Z|U)] + pp L (V5 Z|U) + (pp + Bz) min{I(U;Y), I(U; Z)}

(2.200)

where (2.195) comes from the second constraint in (2.194), (2.197) is due to the first
constraint in (2.194) and the assumption p5 > 1, and (2.199) comes from the third
constraint in (2.194). The proof can be concluded by noting that the upper bound

on the cost function given in (2.200) is attainable.
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Chapter 3
Secure Broadcasting over Multi-receiver Wiretap Channels

3.1 Introduction

In this chapter, we consider the secure broadcasting problem, where one transmitter
wants to have confidential communication with an arbitrary number of users in a
broadcast channel, while this communication is being eavesdropped by an external
entity (see Figure 3.1). In its most general form, the secure broadcasting prob-
lem subsumes the broadcast channel whose capacity region is still unknown, and is
considered to be a hard problem. Hence, towards understanding the fundamental
limits of secure broadcasting, the previous works consider some special cases of this
problem [23, 24].

Reference [23] first considers an arbitrary wiretap channel with two legitimate
receivers and one eavesdropper, and provides an inner bound for achievable rates
when each user wishes to receive an independent message. Secondly, [23] focuses on
the degraded wiretap channel with two receivers and one eavesdropper, where there
is a degradedness order among the receivers, and the eavesdropper is degraded with
respect to both users (see Figure 3.2 for a more general version of this problem that
we study here). For this setting, [23] finds the secrecy capacity region. We obtain
this result concurrently and independently, see Corollary 3.1.

Another relevant work on secure broadcasting is [24] which considers secure
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Figure 3.1: Secure broadcasting to many users in the presence of an eavesdropper.
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Figure 3.2: The degraded multi-receiver wiretap channel with a more noisy eaves-
dropper.

broadcasting to K users using M sub-channels (see Figure 3.3) for two different
scenarios: In the first scenario, the transmitter wants to convey only a common
confidential message to all users, and in the second scenario, the transmitter wants
to send independent messages to all users. For both scenarios, [24] considers a
sub-class of parallel multi-receiver wiretap channels, where in any given sub-channel
there is a degradation order such that each receiver’s observation (except the best
one) is a degraded version of some other receiver’s observation, and this degradation
order is not necessarily the same for all sub-channels. For the first scenario, [24] finds
the common message secrecy capacity for this sub-class. For the second scenario,

where each user wishes to receive an independent message, [24] finds the sum secrecy
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Figure 3.3: The parallel multi-receiver wiretap channel.

capacity for this sub-class of channels.

In this chapter, our approach will be two-fold: First, we will identify more
general channel models than considered in [23, 24] and generalize the results in
23, 24] to those channel models, and secondly, we will consider somewhat more
specialized channel models than in [24] and provide more comprehensive results.

More precisely, our contributions in this chapter are:

1. We consider the degraded multi-receiver wiretap channel with an arbitrary
number of users and one eavesdropper, where users are arranged according to
a degradedness order, and each user has a less noisy channel with respect to the
eavesdropper, see Figure 3.2. We find the secrecy capacity region when each
user receives both an independent message and a common confidential mes-
sage. Since degradedness implies less noisiness [3], this channel model contains
the sub-class of channel models where in addition to the degradedness order
users exhibit, the eavesdropper is degraded with respect to all users. Conse-
quently, our result can be specialized to the degraded multi-receiver wiretap
channel with an arbitrary number of users and a degraded eavesdropper, see
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Corollary 3.1 and also [25]. The two-user version of the degraded multi-receiver
wiretap channel was studied and the capacity region was found independently

and concurrently in [23].

. We then focus on a class of parallel multi-receiver wiretap channels with an
arbitrary number of legitimate receivers and an eavesdropper, see Figure 3.3,
where in each sub-channel, for any given user, either the user’s channel is less
noisy with respect to the eavesdropper’s channel, or vice versa. We establish
the common message secrecy capacity of this channel, which is a generalization
of the corresponding capacity result in [24] to a broader class of channels.
Secondly, we study the scenario where each legitimate receiver wishes to receive
an independent message for another sub-class of parallel multi-receiver wiretap
channels. For channels belonging to this sub-class, in each sub-channel, there
is a less noisiness order which is not necessarily the same for all sub-channels.
Consequently, this ordered class of channels is a subset of the class for which
we establish the common message secrecy capacity. We find the sum secrecy
capacity for this class, which is again a generalization of the corresponding

result in [24] to a broader class of channels.

. We also investigate a class of parallel multi-receiver wiretap channels with two
sub-channels, two users and one eavesdropper, see Figure 3.4. For the chan-
nels in this class, there is a specific degradation order in each sub-channel such
that in the first (resp. second) sub-channel the second (resp. first) user is de-

graded with respect to the first (resp. second) user, while the eavesdropper is
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Figure 3.4: The parallel degraded multi-receiver wiretap channel.

degraded with respect to both users in both sub-channels. This is the model of
[24] for K = 2 users and M = 2 sub-channels. This model is more restrictive
compared to the one mentioned in the previous item. Our motivation to study
this more special class is to provide a stronger and more comprehensive result.
In particular, for this class, we determine the entire secrecy capacity region
when each user receives both an independent message and a common mes-
sage. In contrast, [24] gives the common message secrecy capacity (when only
a common message is transmitted) and sum secrecy capacity (when only inde-
pendent messages are transmitted) of this class. We discuss the generalization

of this result to arbitrary numbers of users and sub-channels.

. We finally consider a variant of the previous channel model. In this model,
we again have a parallel multi-receiver wiretap channel with two sub-channels,
two users and one eavesdropper, and the degradation order in each sub-channel
is exactly the same as in the previous item. However, in this case, the input
and output alphabets of one sub-channel are non-intersecting with the input
and output alphabets of the other sub-channel. Moreover, we can use only one

of these sub-channels at any time. We determine the secrecy capacity region
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of this channel when the transmitter sends both an independent message to

each receiver and a common message to both receivers.

3.2 Degraded Multi-receiver Wiretap Channels

We first consider the generalization of Wyner’s degraded wiretap channel to the case
with many legitimate receivers. In particular, the channel consists of a transmit-
ter with an input alphabet © € X, K legitimate receivers with output alphabets
Y € Ve, k= 1,..., K, and an eavesdropper with output alphabet z € Z. The
transmitter sends a confidential message to each user, say wy € Wy to the kth user,
in addition to a common message, wy € W, which is to be delivered to all users.
All messages are to be kept secret from the eavesdropper. The channel is assumed
to be memoryless with a transition probability p(y1, ye, - . ., yk, z|T).

In this section, we consider a special class of these channels, see Figure 3.2,
where users exhibit a certain degradation order, i.e., their channel outputs satisfy

the following Markov chain

X—=>Yr—...— Y (3.1)

and each user has a less noisy channel with respect to the eavesdropper, i.e., we

have

I(U;Yy) > I(U; 2) (3.2)
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for every U such that U — X — (Y, Z). In fact, since a degradation order exists
among the users, it is sufficient to say that user 1 has a less noisy channel with respect
to the eavesdropper to guarantee that all users do. Hereafter, we call this channel
the degraded multi-receiver wiretap channel with a more noisy eavesdropper. We
note that this channel model contains the degraded multi-receiver wiretap channel

which is defined through the Markov chain

X=>Yxk—...oV1 =7 (3.3)

because the Markov chain in (3.3) implies the less noisiness condition in (3.2).

A (2nfo gnfti - 9nBr p) code for this channel consists of K + 1 message sets,
We = {1,...,2M%} k£ =0,1,...,K, an encoder f: Wy X ... Xx W — X", K de-
coders, one at each legitimate receiver, g, : Vi — WoxW,, k =1,..., K. The prob-

ability of error is defined as P’ = maxj—;

& Prlge(Y) # (Wo, Wi)]. A rate tuple

-----

(Ro, Ry, ..., Rk) is said to be achievable if there exists a code with lim,,_,, P =0
and
.1 ")
Jlim ~H(S(W)|Z") > Y R, VS(W) (3.4)
keS(W

where S(W) denotes any subset of {Wy, Wi,...,Wgk}. Hence, we consider only
perfect secrecy rates. The secrecy capacity region is defined as the closure of all
achievable rate tuples.

The secrecy capacity region of the degraded multi-receiver wiretap channel
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with a more noisy eavesdropper is given by the following theorem whose proof is

provided in Appendix 3.7.1.

Theorem 3.1 The secrecy capacity region of the degraded multi-receiver wiretap

channel with a more noisy eavesdropper is given by the union of the rate tuples

(Ro, Ry, ..., Rk) satisfying

y4 y4
Ry+ > Rp <Y IUsYilUpor) = I(Us Z), £=1,... K (3.5)
k=1

k=1

where Uy = ¢,Ux = X, and the union is over all probability distributions of the

form

p(ur)p(uzfur) . .. plug—1|uk —2)p(z|ur—1) (3.6)

Remark 3.1 Theorem 3.1 implies that a modified version of superposition coding
can achieve the boundary of the capacity region. The difference between the superpo-
sition coding scheme used to achieve (3.5) and the standard one in [22], that is used
to achieve the capacity region of the degraded broadcast channel, is that the former
uses stochastic encoding in each layer of the code to associate each message with
many codewords. This controlled amount of redundancy prevents the eavesdropper

from being able decode the message.

As stated earlier, the degraded multi-receiver wiretap channel with a more
noisy eavesdropper contains the degraded multi-receiver wiretap channel which re-
quires the eavesdropper to be degraded with respect to all users as stated in (3.3).

72



Thus, we can specialize our result in Theorem 3.1 to the degraded multi-receiver

wiretap channel as given in the following corollary.

Corollary 3.1 The secrecy capacity region of the degraded multi-receiver wiretap

channel is given by the union of the rate tuples (Ro, Ry, ..., Ri) satisfying
‘
Ry+ ) R <) IUsYilUho1, 2), £=1,... K (3.7)
1

where Uy = ¢, Ux = X, and the union is over all probability distributions of the

form

p(ur)p(uzlur) ... plug—1|ug —2)p(z|ur—1) (3.8)

The proof of this corollary can be carried out from Theorem 3.1 by noting the

following identity

l
Uy Z2) =Y 1(Ui; Z|Ug—1) (3.9)
k=1

and the following Markov chains

Uiy —w Uy =Y, — Z, k 1,....K (310)

We acknowledge an independent and concurrent work regarding the degraded
multi-receiver wiretap channel. Reference [23] considers the two-user case and es-
tablishes the secrecy capacity region as well.
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So far we have determined the entire secrecy capacity region of the degraded
multi-receiver wiretap channel with a more noisy eavesdropper. This class of chan-
nels requires a certain degradation order among the legitimate receivers which may
be viewed as being too restrictive from a practical point of view. Our goal is to
consider progressively more general channel models. Towards that goal, in the next
section, we consider channel models where the users are not ordered in a degrad-
edness or noisiness order. However, the concepts of degradedness and noisiness are
essential in proving capacity results. In the next section, we will consider multi-
receiver broadcast channels which are composed of independent sub-channels. We
will assume some noisiness properties in these sub-channels in order to derive certain
capacity results. However, even though the sub-channels will have certain noisiness
properties, the overall broadcast channel will not have any degradedness or noisiness

properties.

3.3 Parallel Multi-receiver Wiretap Channels

Here, we investigate the parallel multi-receiver wiretap channel where the transmit-
ter communicates with K legitimate receivers using M independent sub-channels in
the presence of an eavesdropper, see Figure 3.3. The channel transition probability

of a parallel multi-receiver wiretap channel is

M
P ({vme - wiems 2oy Homby) = T Gy zmlon) - (3:1)

m=1
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where x,, € &), is the input in the mth sub-channel where A&, is the corresponding
channel input alphabet, yg, € Vim (resp. z, € Z,,) is the output in the kth user’s
(resp. eavesdropper’s) mth sub-channel where Y, (resp. Z,,) is the kth user’s
(resp. eavesdropper’s) mth sub-channel output alphabet.

We note that the parallel multi-receiver wiretap channel can be regarded as an
extension of the parallel wiretap channel [26, 27| to the case of multiple legitimate
users. Though [26, 27| establish the secrecy capacity of the parallel wiretap channel
for the most general case, for the parallel multi-receiver wiretap channel, obtaining
the secrecy capacity region for the most general case seems to be intractable for now.
Thus, in this section, we investigate special classes of parallel multi-receiver wiretap
channels. These channel models contain the class of channel models studied in [24]
as a special case. Similar to [24], our emphasis will be on the common message

secrecy capacity and the sum secrecy capacity.

3.3.1 The Common Message Secrecy Capacity

We first consider the simplest possible scenario where the transmitter sends a com-
mon confidential message to all users. Despite its simplicity, the secrecy capacity
of a common confidential message (hereafter will be called the common message
secrecy capacity) in a general broadcast channel is unknown.

The common message secrecy capacity for a special class of parallel multi-
receiver wiretap channels was studied in [24]. In this class of parallel multi-receiver

wiretap channels [24], each sub-channel exhibits a certain degradation order which
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is not necessarily the same for all sub-channels, i.e., the following Markov chain is

satisfied

X, — Ym(l) — Ym@) — ... Ym(K-H) (3.12)

in the [th sub-channel, where (Y, 1), Yr(2),-- -, Ym(k+1)) is a permutation of (Y7,
..., Yk, Z;). Hereafter, we call this channel the parallel degraded multi-receiver
wiretap channel'. Although [24] established the common message secrecy capacity
for this class of channels, in fact, their result is valid for the broader class in which

we have either

Xl — Ykl — Zl (313)

or

Xl — Zl — Ykl (314)

valid for every X; and for any (k, ) pair where k € {1,..., K}, 1 € {1,..., M}. Thus,
it is sufficient to have a degradedness order between each user and the eavesdropper
in any sub-channel instead of the long Markov chain between all users and the
eavesdropper as in (3.12).

Here, we focus on a broader class of channels where in each sub-channel, for any

In [24], these channels are called reversely degraded parallel channels. Here, we call them
parallel degraded multi-receiver wiretap channels to be consistent with the terminology used in
the rest of the chapter.
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given user, either the user’s channel is less noisy than the eavesdropper’s channel,

or vice versa. More formally, we have either

I(U:Yw) > 1(U; Z)) (3.15)
or

I(U:Yn) < 1(U; Z)) (3.16)

for all U — X; — (Yjy, Z) and any (k, 1) pair where k € {1,..., K}, 1 €{1,..., M}.
Hereafter, we call this channel the parallel multi-receiver wiretap channel with a
more noisy eavesdropper. Since the Markov chain in (3.12) implies either (3.15) or
(3.16), the parallel multi-receiver wiretap channel with a more noisy eavesdropper
contains the parallel degraded multi-receiver wiretap channel studied in [24].

A (2% n) code for this channel consists of a message set, Wy = {1,...,2"%}
an encoder, f: Wy — X" x ... X X}, K decoders, one at each legitimate receiver
Ik - Vi1 X oo X Vs — Wo,k = 1,..., K. The probability of error is defined as
secrecy of the common message is measured through the equivocation rate which is
defined as £+ H(Wo|Zy, ..., Z};). A common message secrecy rate, R, is said to be
achievable if there exists a code such that lim,,_,,, P = 0, and

1
lim —HW,|27,...,2%) > R (3.17)

n—oo M
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The common message secrecy capacity is the supremum of all achievable secrecy
rates.

The common message secrecy capacity of the parallel multi-receiver wiretap
channel with a more noisy eavesdropper is stated in the following theorem whose

proof is given in Appendix 3.7.2.

Theorem 3.2 The common message secrecy capacity, Co, of the parallel multi-

receiver wiretap channel with a more noisy eavesdropper is given by
Co=max min > [1(X5; Yu) = 1(X; )" (3.18)

where the maximization is over all distributions of the form p(z1, ..., xy) = Hlj\il p(xy).

Remark 3.2 Theorem 3.2 implies that we should not use the sub-channels in which
there is no user that has a less noisy channel than the eavesdropper. Moreover, The-
orem 3.2 shows that the use of independent inputs in each sub-channel is sufficient
to achieve the capacity, i.e., inducing correlation between channel inputs of sub-
channels cannot provide any improvement. This is similar to the results of [28, 29]
in the sense that [28, 29] established the optimality of the use of independent inputs

in each sub-channel for the product of two degraded broadcast channels.

As stated earlier, the parallel multi-receiver wiretap channel with a more noisy
eavesdropper encompasses the parallel degraded multi-receiver wiretap channel stud-
ied in [24]. Hence, we can specialize Theorem 3.2 to recover the common message

secrecy capacity of the parallel degraded multi-receiver wiretap channel established
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in [24]. This is stated in the following corollary whose proof can be carried out from

Theorem 3.2 by noting the Markov chain X; — Yy, — Z;, V(k,1).

Corollary 3.2 The common message secrecy capacity of the parallel degraded multi-

receter wiretap channel is given by

M
Co = max min_ lzl (X0 Yi|Z)) (3.19)
where the mazimization is over all distributions of the form p(x1, ..., xy) = [ [y p(a).

3.3.2 The Sum Secrecy Capacity

We now consider the scenario where the transmitter sends an independent confi-
dential message to each legitimate receiver, and focus on the sum secrecy capacity.
We consider a class of parallel multi-receiver wiretap channels where the legiti-
mate receivers and the eavesdropper exhibit a certain less noisiness order in each
sub-channel. These less noisiness orders are not necessarily the same for all sub-
channels. Therefore, the overall channel does not have a less noisiness order. In the

Ith sub-channel, for all U — X; — (Y3, ..., Yk, Z;), we have

I(U;Ym(l)) > I(U;Ym(g)) >0 > I(UQYm(K—i—l)) (3.20)

where (Yr,1), Yr,2), - - - Yrk+1)) is a permutation of (Yy,..., Yk, Z;). We call this
channel the parallel multi-receiver wiretap channel with a less noisiness order in

each sub-channel. We note that this class of channels is a subset of the paral-
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lel multi-receiver wiretap channel with a more noisy eavesdropper studied in Sec-
tion 3.3.1, because of the additional ordering imposed between users’ sub-channels.
We also note that the class of parallel degraded multi-receiver wiretap channels
with a degradedness order in each sub-channel studied in [24] is not only a subset
of parallel multi-receiver wiretap channels with a more noisy eavesdropper studied
in Section 3.3.1 but also a subset of parallel multi-receiver wiretap channels with a
less noisiness order in each sub-channel studied in this section.

A (27 2nEK p) code for this channel consists of K message sets, Wy, =
{1,...,2M%} bk =1,... K, an encoder, f: W) X ... Xx Wxg — X' x ... x Xy, K
decoders, one at each legitimate receiver gy : Vi1 X ... X Yoy =& W, k=1,..., K.
The probability of error is defined as P' = maxj—; g Pr [Wk #* Wk} where Wk is
the kth user’s decoder output. The secrecy is measured through the equivocation
rate which is defined as %H(Wl, G Wk ZT, o0 Z%). A sum secrecy rate, R, is
said to be achievable if there exists a code such that lim, ., P}’ = 0, and

1
lim —H(Wh,...,Wg|Zl',...,Z%) > R, (3.21)

n—oo M

The sum secrecy capacity is defined to be the supremum of all achievable sum secrecy
rates.

The sum secrecy capacity for the class of parallel multi-receiver wiretap chan-
nels with a less noisiness order in each sub-channel studied in this section is stated

in the following theorem whose proof is given in Appendix 3.7.3.

Theorem 3.3 The sum secrecy capacity of the parallel multi-receiver wiretap chan-
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nel with a less noisiness order in each sub-channel is given by

M
max »  [I(Xy; Yyn) — 1(X: 2)] (3.22)

=1
where the mazimization is over all input distributions of the form p(xy,...,xy) =

Hf\ilp(xl) and p(l) denotes the index of the strongest user in the lth sub-channel in

the sense that

I(U;Y) < I(U; Y,ay) (3.23)

for allU — X; — (Yu, ..., Yk, Z)) and any k € {1,..., K}.

Remark 3.3 Theorem 3.3 implies that the sum secrecy capacity is achieved by send-
ing information only to the strongest user in each sub-channel. As in Theorem 3.2,
here also, the use of independent inputs for each sub-channel is capacity-achieving,
which is again reminiscent of the result in [28, 29] about the optimality of the use
of independent inputs in each sub-channel for the product of two degraded broadcast

channels.

As mentioned earlier, since the class of parallel multi-receiver wiretap channels
with a less noisiness order in each sub-channel contains the class of parallel degraded
multi-receiver wiretap channels studied in [24], Theorem 3.3 can be specialized to
give the sum secrecy capacity of the latter class of channels as well. This result was
originally obtained in [24]. This is stated in the following corollary. Since the proof
of this corollary is similar to the proof of Corollary 3.2, we omit its proof.
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Corollary 3.3 The sum secrecy capacity of the parallel degraded multi-receiver wire-

tap channel is given by

M
max Y 1(X;; YyulZ) (3.24)
1=1
where the mazximization is over all input distributions of the form p(xy,...,xy) =

Hf‘ilp(a:l) and p(l) denotes the index of the strongest user in the lth sub-channel in

the sense that

X1 = Yoau — Y (3.25)

for all input distributions on X; and any k € {1,..., K}.

So far, we have considered special classes of parallel multi-receiver wiretap
channels for specific scenarios and obtained results similar to [24], only for broader
classes of channels. In particular, in Section 3.3.1, we focused on the transmission of
a common message, whereas in Section 3.3.2, we focused on the sum secrecy capacity
when only independent messages are transmitted to all users. In the subsequent
sections, we will specialize our channel model, but we will develop stronger and
more comprehensive results. In particular, we will let the transmitter send both
common and independent messages, and we will characterize the entire secrecy

capacity region.
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3.4 Parallel Degraded Multi-receiver Wiretap Channels

We consider a special class of parallel degraded multi-receiver wiretap channels with
two sub-channels, two users and one eavesdropper. We consider the most general
scenario where each user receives both an independent message and a common
message. All messages are to be kept secret from the eavesdropper.

For the special class of parallel degraded multi-receiver wiretap channels in
consideration, there is a specific degradation order in each sub-channel. In particu-

lar, we have the following Markov chain

X1 =Y —=Ya =2 (3.26)

in the first sub-channel, and the following Markov chain

Xo = Yo = Yo — 25 (327)

in the second sub-channel. Consequently, although in each sub-channel, one user is
degraded with respect to the other one, this does not hold for the overall channel,
and the overall channel is not degraded for any user. The corresponding channel

transition probability is

P(Y11|71)p(Y21y11)p(21[y21)P(y22|72)p(Y12]y22)P(22|Y12) (3.28)

If we ignore the eavesdropper by setting Z; = Z5 = ¢, this channel model reduces
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to the broadcast channel that was studied in [28, 29].
A (2nfio gnfa 9nR2 n) code for this channel consists of three message sets,
={1,...,2M0} W, ={1,...,2"%} j =1,2, one encoder [ : Wy x Wj x Wy —
A" X X', two decoders one at each legitimate receiver g; : Vi x Viy — Wo xW;, j =
1,2. The probability of error is defined as P} = max;_; 2 Pr [g;(Y}1,Y}3) # (Wo, W;)].

A rate tuple (R, Ry, Rs) is said to be achievable if there exists a code such that

lim, o P =0 and

1
lim —H(S(W)|Z}, 23) > Y Ri, VS(W) (3.29)

n—oo N
keS(W)

where S(W) denotes any subset of {Wy, Wy, Wa}. The secrecy capacity region is
the closure of all achievable secrecy rate tuples.

The secrecy capacity region of this parallel degraded multi-receiver wiretap
channel is characterized by the following theorem whose proof is given in Ap-

pendix 3.7.4.

Theorem 3.4 The secrecy capacity region of the parallel degraded multi-receiver

wiretap channel defined by (3.28) is the union of the rate tuples (Ry, R1, Ra) satis-

fying

Ry < I(Uy; Y11|Zy) + 1(Us; Yi2| Z2) (3.30)
Ry < I(Uy; Ya1|Z1) + 1(Us; Yao| Zs) (3.31)
Ry + Ry < I(Xq;Y11|Z41) + 1(Us; Y12| Zs) (3.32)
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R0+R2 S ](XQ;}/Q2|ZQ)+I(U1;}/21|21) (333)
Ro+ Ry + Ry < I(X1; Y11 Z1) + 1(Uz; Y19 Zo) + 1(Xo; Yar|Us, Zs) (3.34)

Ry + Ry + Ry < I(Xa;Yao|Zo) + I(Uy; Y| Z1) + 1(Xy; Y1u|Us, Z4) (3.35)

where the union is over all distributions of the form p(uy, ug, x1, 22) = p(uq, x1)p(ug, T2).

Remark 3.4 If we let the encoder use an arbitrary joint distribution p(uy, 1, us, o)
instead of the ones that satisfy p(uy, x1,us, x2) = p(uy, x1)p(us, x2), this would not
enlarge the region given in Theorem 3.4, because all rate expressions in Theo-
rem 3.4 depend on either p(uy,x1) or p(us,xa) but not on the joint distribution

p<u17u27x17x2>'

Remark 3.5 The capacity achieving scheme uses either superposition coding in both
sub-channels or superposition coding in one of the sub-channels, and a dedicated
transmission in the other one. We again note that this superposition coding is
different from the standard one [22] in the sense that it associates each message
with many codewords by using stochastic encoding at each layer of the code due to

SECTECY COMncerns.

Remark 3.6 Ifwe set Zy = Zy = ¢, we recover the capacity region of the underlying

broadcast channel [29].

Remark 3.7 If we disable one of the sub-channels, say the first one, by setting
Yiin = Yo = Z1 = ¢, the parallel degraded multi-receiver wiretap channel of this
section reduces to the degraded multi-receiver wiretap channel of Section 3.2. The
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corresponding secrecy capacity region is then given by the union of the rate tuples

(R07 R17 RQ) SatZSfyan

Ro + Rl S ](UQ; }/12|ZQ) (336)

R0+R1+R2 S [(XQ;Y22|U2,Z2)+I(U2;}/12|ZQ) (337)

where the union is over all p(ug,xs). This region can be obtained through either
Corollary 3.1 or Theorem 3.4 (by setting Y11 = Yor = Z1 = ¢ and eliminating

redundant bounds) implying the consistency of the results.

Next, we consider the scenario where the transmitter does not send a common

message, and find the secrecy capacity region.

Corollary 3.4 The secrecy capacity region of the parallel degraded multi-receiver
wiretap channel defined through (3.28) with no common message is given by the

union of the rate pairs (Ry, Rs) satisfying

Ry < I(X1;Y11]Zy1) + I(Us; Yi2| Z2) (3.38)
Ry < I(Xo; Yas|Zo) + I(Uy; Ya1| Z1) (3.39)
Ry + Ry < I(X1; Y11|Z1) + 1(Us; Yi2| Zs) + I(Xa; Yoo |Us, Z5) (3.40)

Ry + Ry < I(X9; Y| Zs) + I(Uy; Yor|Z1) + I(Xy; Y11 |Un, Z1) (3.41)

where the union is over all distributions of the form p(uy)p(u2)p(x|ur)p(zalus).

Proof: Since the common message rate can be exchanged with any user’s
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independent message rate, we set Ry = a« + 5, R} = Ry + o, R, = Ry + [ where
a, > 0. Plugging these expressions into the rates in Theorem 3.4 and using

Fourier-Moztkin elimination, we get the region given in the corollary. O

Remark 3.8 If we disable the eavesdropper by setting Z1y = Zss = ¢, we recover
the capacity region of the underlying broadcast channel without a common message,

which was found originally in [28].

At this point, one may ask whether the results of this section can be extended
to arbitrary numbers of users and parallel sub-channels. Once we have Theorem 3.4,
the extension of the results to an arbitrary number of parallel sub-channels is rather
straightforward. Let us consider the parallel degraded multi-receiver wiretap channel
with M sub-channels, and in each sub-channel, we have either the following Markov

chain

X =Yy, > Yy — Z (342)

or this Markov chain

X =Yy > Y, — 7 (343)

for any I € {1,..., M}. We define the set of indices S; (resp. Sy) as those where for
every [ € §; (resp. | € Sy), the Markov chain in (3.42) (resp. in (3.43)) is satisfied.
Then, using Theorem 3.4, we obtain the secrecy capacity region of the channel with
two users and M sub-channels as given in the following theorem which is proved in
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Appendix 3.7.5.

Theorem 3.5 The secrecy capacity region of the parallel degraded multi-receiver
wiretap channel with M sub-channels, where each sub-channel satisfies either (3.42)

or (3.43) is given by the union of the rate tuples (Ry, R1, Ry) satisfying

M
Ry <> I(Uy;YulZ) (3.44)

=1

M
Ry < Z I(Uy; Yol Z)) (3.45)
=1

Ry+ Ry <> I(X;YulZ) + ) I(U; Y| Z) (3.46)
1S leSs

Ry+ Ry <> I(X;;YalZ) + Y I(U; Yol Z) (3.47)

1eS2 leS

Ro+Ri+ Ry <> I(XpYulZ) + ) IUsYulZ) + > I(X; YU, Z)  (3.48)
€Sy €Sy €Sy

Ro+Ri+ Ry <) 1(Xi; Yol Z0) + Y 1(Us Yl Z0) + ) 1(X: YulUs, ) (3.49)

€Sy €Sy €Sy

where the union is over all distributions of the form Hf\ilp(ul,ml).

We are now left with the question whether these results can be generalized to
an arbitrary number of users. If we consider the parallel degraded multi-receiver
wiretap channel with more than two sub-channels and an arbitrary number of users,
the secrecy capacity region for the scenario where each user receives a common mes-
sage in addition to an independent message does not seem to be characterizable.
Our intuition comes from the fact that, as of now, the capacity region of the corre-
sponding broadcast channel without secrecy constraints is unknown [30]. However,
if we consider the scenario where each user receives only an independent message,
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i.e., there is no common message, then the secrecy capacity region may be found,
because the capacity region of the corresponding broadcast channel without secrecy
constraints can be established [30], although there is no explicit expression for it in
the literature. We expect this particular generalization to be rather straightforward,

and do not pursue it here.

3.5 Sum of Degraded Multi-receiver Wiretap Channels

We now consider a different multi-receiver wiretap channel which can be viewed
as a sum of two degraded multi-receiver wiretap channels with two users and one
eavesdropper. In this channel model, the transmitter has two non-intersecting input
alphabets, i.e., X;, Xy with X} N X, = ), and each receiver has two non-intersecting
alphabets, i.e., V;1, Vjo with Y1 N Vs = 0 for the jth user, j = 1,2, and 2, Z, with

Z, N Z5 = () for the eavesdropper. The channel is again memoryless with transition

probability
.
p(yiile)p(yar|yi)p(21lyer) if (2,91,92,2) € X1 X Vi X Yo X 24
P(y1: Y2, 2|7) = P(y22]22)p(Y12]yo2)P(22|y12) if (2,91, 92, 2) € Xo X Vo1 X Vap X 2
0 otherwise

\

(3.50)
where v € X = X1 U, y; € V; = Vi UYje,) = 1,2and 2 € Z2 = Z; U
Z5. Thus, if the transmitter chooses to use its first alphabet, i.e., X, the second
user (resp. eavesdropper) receives a degraded version of user 1’s (resp. user 2’s)

observation. However, if the transmitter uses its second alphabet, i.e.;, X;, the first
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user (resp. eavesdropper) receives a degraded version of user 2’s (resp. user 1’s)
observation. Consequently, the overall channel is not degraded from any user’s
perspective, however it is degraded from the eavesdropper’s perspective.

A (2nfo gnft 9nl2 p) code for this channel consists of three message sets, wy €
Wo ={1,...,2"M0} w; e W, = {1,...,2"%} j = 1,2, one encoder f: Wy x Wy x
Wy — X and two decoders, one at each legitimate receiver, g; : V' = WoxW;, j =
1,2. The probability of error is defined as P" = max;_1 5 Pr [g;(Y]") # (Wo, W;)]. A
rate tuple (Ro, Ry, Ry) is said to be achievable if there exists a code with lim,, ., P =

0 and
1 "
lim —H(S(W)|2") > ; W) (3.51)

where S(W) denotes any subset of {Wy, Wy, Wa}. The secrecy capacity region is
the closure of all achievable secrecy rate tuples.
The secrecy capacity region of this channel is given in the following theorem

which is proved in Appendix 3.7.6.

Theorem 3.6 The secrecy capacity region of the sum of two degraded multi-receiver

wiretap channels is given by the union of the rate tuples (Ro, Ry, Re) satisfying
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Ro + Ry < ol(Xy;Yn|Zy) + al(Us; Yia| Zs) (3.54)
R() + R2 S Oé](Ul, 3/21|Z1) + @I<X27 Y22|Zg> (355)
R() + Rl + RQ S Oé[(Xl, Y11|Zl> + @I(UQ, Y12|ZQ> + O_éI(XQ, }/QQ‘UQ, ZQ) (356)

Ro + Rl + Rg S Oé[(Ul, }/21|Z1) + OéI(Xh }/11|U1, Zl) + O_é[(XQ, }/22|Z2) (357)

where the union is over all o € [0, 1] and distributions of the form p(uy, us, 1, x9) =

p(ul) xl)p(“% xQ)'

Remark 3.9 This channel model is similar to the parallel degraded multi-receiver
wiretap channel of the previous section in the sense that it can be viewed to consist of
two parallel sub-channels, however now the transmitter cannot use both sub-channels
simultaneously. Instead, it should invoke a time-sharing approach between these two
so-called parallel sub-channels (o reflects this concern). Moreover, superposition
coding scheme again achieves the boundary of the secrecy capacity region, however
it differs from the standard one [22] in the sense that it needs to be modified to
incorporate secrecy constraints, i.e., it needs to use stochastic encoding to associate

each message with multiple codewords.

Remark 3.10 An interesting point about the secrecy capacity region is that if we
drop the secrecy constraints by setting Z1 = Zy = ¢, we are unable to recover
the capacity region of the corresponding broadcast channel that was found in [29].
After setting Zy = Zo = ¢, we note that each expression in Theorem 3.6 and its
counterpart describing the capacity region [29] differ by exactly h(«). The reason for
this is as follows. Here, a not only denotes the time-sharing variable but also carries
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an additional information, i.e., the change of the channel that is in use is part of
the information transmission. However, since the eavesdropper can also decode these
messages, the term h(a), which is the amount of information that can be transmitted

via changes of the channel in use, disappears in the secrecy capacity region.

3.6  Conclusions

In this chapter, we study the secure broadcasting problem for degraded multi-
receiver wiretap channels, parallel multi-receiver wiretap channels with a more noisy
eavesdropper, parallel multi-receiver wiretap channels with less noisiness orderings
in each sub-channel, and parallel degraded multi-receiver wiretap channels. Our
motivation to focus on these specific channel models comes from the fact that al-
though the broadcast channel problem is a largely open problem, its solution, i.e.,
the capacity region, is known for the specific cases listed above. Hence, by obtaining
either a partial characterization of the secrecy capacity region or the entire secrecy
capacity region for these specific instances of the secure broadcasting problem, we
bring the literature of the secure broadcasting problem to the level of the literature

on the broadcast channel problem.

3.7 Appendix

3.7.1 Proof of Theorem 3.1

First, we show achievability, then provide the converse.
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3.7.1.1 Achievability

Fix the probability distribution as

p(ur)p(ugluy) . .. plug —1|urx—2)p(x|ug 1) (3.58)

Codebook generation:

Generate 2o+ R1+51) Jength-n sequences u; through p(u;) = [T-, p(u1;) and
index them as uj(wy, wy,w;) where wy € {1,...,2"0} w € {1,... 20"}

and w; € {1,...,2”R1}.

For each u;_;, where j = 2,..., K—1, generate on(R;+R;) length-n sequences u;
through p(u;|u;_1) = [[;; p(u;|uj_1,) and index them as wu;(wo, w1, . .., w;,

Wi, ..., w;) where w; € {1,...,2"%} and w; € {1,...,2"% ),

Finally, for each ux_;, generate on(Ri+Rx) length-n sequences x through

p(xjug_1) = [~ p(xiluk,;) and index them as x(wp, wr, ..., Wk, W1, ..., Wk)

where wy € {1,...,2"% } and wy € {1,...,2”RK}.

Furthermore, we set

where Uy = ¢ and Ug = X.

Encoding:
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Assume the messages to be transmitted are (wg,ws, ..., wk). Then, the en-

coder randomly picks a set (w1, ...,Wx) and sends x(wp, w1, ..., W, Wy, ..., Wk).

Decoding:

It is straightforward to see that if the following conditions are satisfied,

R0+R1+R1 SI(U17Y1) (360)
Ri+R; <I(U;Y;|U;_y), j=2,....,K—1 (3.61)
RK+RK S ](X;YK|UK_1) (362)

then all users can decode both the common message and the independent mes-
sage directed to itself with vanishingly small error probability. Moreover, since the
channel is degraded, each user, say the jth one, can decode all of the independent
messages intended for the users whose channels are degraded with respect to the
jth user’s channel. Thus, these degraded users’ rates can be exploited to increase

the jth user’s rate which leads to the following achievable region

R0+ZR +ZR <ZI YilUi), (=1, K (3.63)

where Uy = ¢ and Ux = X. Moreover, after eliminating {R } (3.63) can be

expressed as

l l
Ry+ ) R; < Z U Yi|\Uisy) = I(Up Z), £=1,...,K (3.64)
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where we used the fact that

¢ )4
> R =D IU; Z|Ujn) = IV, ..., Us Z) = 1(Uy; Z) (3.65)
j=1 j=1

where the second and the third equalities are due to the following Markov chain

U= ..o Uk 12 X—>Z (3.66)

Equivocation computation:

We now calculate the equivocation of the code described above. To that end,
we first introduce the following lemma which states that a code satisfying the sum

rate secrecy constraint fulfills all other secrecy constraints.

Lemma 3.1 If the sum rate secrecy constraint is satisfied, i.e.,

K
1 n
—H(Wo, Wh,..., Wi|Z )= Ri—e, (3.67)

J=0

then all other secrecy constraints are satisfied as well, i.e.,

%H( W)z = > Rj—e (3.68)

JES(W)

where S(W) denotes any subset of {Wy, Wi, ..., Wk}.
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Proof: The proof of this lemma is as follows.

LH(S(W)|2) = S HS(V), 8 (W)|2") ~ ~HS(W)SV), 2" (3.69)
> EK:R]- P %H(SC(W)]S(W), Zm) (3.70)

S R—et+ Y Rj—%H(SC(WﬂS(W),Z”) (3.71)

jes(Ww) JES (W)

= Y Ryt HE (W)~ -HESW)SOW), 2 (372)

> Y Ri-e (3.73)

where (3.70) is due to the fact that we assumed that sum rate secrecy constraint

(3.67) is satisfied and (3.72) follows from

S R= %H(SC(W)) (3.74)
JES (W)

which is a consequence of the fact that message sets are uniformly and independently
distributed. O

Hence, it is sufficient to check whether coding scheme presented satisfies the

96



sum rate secrecy constraint.

H(Wo, Wi, ..., Wx|Z") = HWo, Wr,..., Wi, Z") — H(Z") (3.75)
= HUP,..., UL, X" Wo, Wy, ..., Wk, Z™) — H(Z™)
—HUP,..., Ut X"|Wo, Wy, ... Wk, Z") (3.76)
= HUP,...,Ur_, X"+ HWo, Wy, ... Wi, Z"U?, ... . Ur_|, X™) — H(Z")
— HUP,...,Ur_ |, X" |Wo, W1, ... . Wk, Z") (3.77)
> HUE,...,Ur_ X" = I(UP,... UL, X" 2"

—HU,.. UL X" W, W, ... Wi, Z7) (3.78)

where each term will be treated separately. Since given U;' = wuy, U}, can take

(Rt 1+ Rit1) yalues uniformly, the first term is

K-1

H(UY,...,Up X"y = H{UY) + > HUMNU,) + HX"|U_,) (3.79)
k=2
K

where the first equality follows from the following Markov chain

ur -0y —...>Ug_; - X" (3.81)
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The second term in (3.78) is

HUr,... Ut X" 2" = [(X™ Z") + LU, UD, ... UL Z7X™) (3.82)
= [(X™ Z") (3.83)

<nl(X:Z)+ (3.84)

where (3.83) follows from the Markov chain in (3.81) and (3.84) can be shown by
following the approach devised in [2]. We now bound the third term in (3.78). To
that end, assume that the eavesdropper tries to decode (U{l, o UR_y, X”) using the
side information (Wy, Wy, ..., W) which is equivalent to decoding (Wl, . WK).
Since st are selected to ensure that the eavesdropper can decode them successively,

see (3.59), then using Fano’s lemma, we have
HUP, .. UL X Wo, W, . Wi, Z7) < en (3.85)

Thus, using (3.80), (3.84) and (3.85) in (3.78), we get

K K
H(Wo,Wr,...,Wk|Z") =n Y Rj+n) Rj—nl(X;Z) — e, (3.86)
=0 j=1
K
= nz R; —en— (3.87)
7=0
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where (3.87) follows from the following, see (3.59) and (3.65),
K ~
S -

3.7.1.2 Converse

First let us define the following auxiliary random variables,
Ui = WoWi ... WY1 20, k=1,...,K—1
which satisfy the following Markov chain
Uy,— Uy — ... = Uk = X = (Zi, Yis oo, Y1)

To provide a converse, we will show

4
1
—H(Wo,Wh,...,Wi|Z") <> I(U; VilUpr) = 1(U; Z), L=1,...
n 1

(3.88)

(3.89)

(3.90)

VK (3.91)

where Uy = ¢, Ux = X. We show this in three steps. First, let us write down

¢
H(Wo, Wy,...,\Wi|Z") = H(Wo, Wi|Z") + > | H(Wi|[Wo, Wh, ..., Wiy, Z7)
k=2
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The first term on the right hand side of (3.92) is bounded as follows,

H(Wg, W1|Zn) < [(Wo, Wl, YYL) — [(Wo, Wl, Zn) + € (393)
<Y I(Wo, W Y[V~ Z2,) = T(Wo, Wis Zi Y™, Z2) + e (3.94)
=1

<D T(Wo, Wi Yiu|Yi™ Z7y) = I(Wo, Wa; ZJ\Yi ™, Z7,y)

i=1

I 20 Y — T 2005 Z) + e (3.95)
= ZI Wo, Wi, Y1 Z0 i Ya,) — I(Wo, W0, Yi ™Y Z0 5 Z0) + e (3.96)

=1

S Z I<WO7 W17 Yli_la Zin+1; }/1,7,) - I(W07 W17 Yii_la Z'Z:»l; Zz)

=1

+ 1Yy Y Wo, W, Y1, Z0 ) — LYY ZWo, Wi, Y Z0 ) + e (3.97)

:ZI(WO,Wl,YZ L2 LY TN Y — T(Wo, W, Y 20 YT Z) + en

=1
(3.98)
= Z[(WO,Wl,ZfH,Y’ YY) — I(Wo, W, Z0, Ys ™Y Z)) (3.99)
=1

+ IV Y Wo, Wi, Z7,, Yoo h) = T(Y( 23 Wo, Wi, Z74, Y™ + e (3.100)

= I(Wo, Wi, Z,, Y3 s Yaa) — I(Wo, Wh, 2041, Y3 Z0) + e (3.101)
=1

= IV Y1) = I(U14: Z)) + €n (3.102)
=1

where (3.93) follows from Fano’s lemma, (3.94) is obtained using Csiszar-Korner

identity (see Lemma 7 of [3]), (3.95) is due to the fact that

(Y] 20 i Yaa) — I(Yi Y, 2015 Z) > 0 (3.103)
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which follows from the fact that each user’s channel is less noisy with respect to the

eavesdropper. Similarly, (3.97) follows from the fact that
I(Yy ™5 Y Wo, Wi, Yi~H Z0 ) — T(Yy ™5 Zi)Wo, W, YY1, Z7) >0 (3.104)

which is a consequence of the fact that each user’s channel is less noisy with respect

to the eavesdropper’s channel. Finally, (3.101) is due to the following Markov chain
lei_l — }/éi_l — (Wo, Wl, Z:L_H, 1/171', Zz) (3105)

which is a consequence of the fact that the legitimate receivers exhibit a degradation

order.
We now bound the terms of the summation in (3.92) for 2 < k < K — 1. Let

us use the shorthand notation, Wjy_; = (Wo, W1, ..., Wg_1), then

H(Wi|[Wi_1, Z") < I(Wi; YMWioy) — I(Wi; Z|Wielt) + €, (3.106)
<Y T(Wi Yial Wi, Vi 220 = T(Wis ZiWiet, Vi Z0) + €n (3.107)
=1

< Z I(Wi; Yl Wit i1, Z000) — T(Wi; Zi| Wi, Y2, 20 )

i—1
+ (Y, Vil Wi, i 20, W) — LY ZiWier, Y Z00 W) + €

(3.108)

- Z I<Wk7 Ykl—&illv Yk,i|Wk—17 Ykiilv Zin+1> - I<Wk7 chiﬁill; Zi|Wk—17 Ykiilv Zin+1> + €n

=1

(3.109)

101



n

= Z (Ui YiilUg-1,) = L(Ukys Zi|Ug—1,) + €n (3.110)

=1

where (3.106) follows from Fano’s lemma, (3.107) is obtained through Csiszar-Korner

identity, and (3.108) is a consequence of the fact that

I Y Wi Y 20 W) — T ZigWaen, Y 20 W) > 0 (3.111)

which follows from the fact that each user’s channel is less noisy with respect to the
eavesdropper’s channel. Finally, we bound the following term where we again use

the shorthand notation Wx_; = (Wo, Wi, ..., Wk _1),

H(Wx|Wx_1, Z™) < IWg; Y IWi_1) — I(Wi; Z%|Wi—1) + €n (3.112)
<Y I(Wie YiealWieo1, Yir ' Z0) = I(Wie ZilWr—, Yir ' Z0) + €n (3.113)
i=1

<Y I(Wi YiealWie—1, Y ' Z0) = I(Wies Zil Wi, Vi, Z1)

i—1
+ 1(X5; YK,¢|WK—1, i, Z 1 Wik) — 1(X5; Zi\Wk_1, it Z8 1 Wk) + €,

(3.114)

= I(Wk, X3 Yieal Wi, Y ' Z0) = I(Wie, Xis Zil Wi, Yic ' Z7) + en

=1
(3.115)

= (X5 YialWko1, Vi ' Z0) + T(Wie Yiea Wi, Yir ' 27, X3)

i=1

— I(X3; Zi\Wi 1, Y ' 20 ) — T(Wie Zi Wik 1, Y 20, X)) + e (3.116)

= I(Xi Yial W1, YVic ' Z0) — I(Xa Zi Wi Y ' Z0) + e (3.117)

i=1
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n

= Z ](Xz; YK,i|UK—1,i) — ](Xu Zz'|UK—1,z') + €n (3118)

=1

where (3.112) follows from Fano’s lemma, (3.113) is obtained by using Csiszar-

Korner identity, and (3.114) follows from the fact that
(X5 Yie Wi, Yt Z0 0 W) — (X Zil Wk 1, Yt 20, W) >0 (3.119)

which is due to the fact that each user’s channel is less noisy with respect to the

eavesdropper and (3.117) is due to the Markov chain
Yo Zi) = Xi = (Wo, Wh, ..., Wg, Y1 Z0 ) (3.120)

which follows from the fact that the channel is memoryless. Finally, plugging (3.102),

(3.110) and (3.118) into (3.92), we get
¢

H(Wo, Wi,...,Wi|Z") <n > I(U YlUroa) =l (Us Z), £=1,..., K (3.121)
k=1

where Uy = ¢ and Ug = X, and this concludes the converse.
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3.7.2 Proof of Theorem 3.2

Achievability of these rates follows from Proposition 2 of [24]. We provide the

converse. First let us define the following random variables,

7" =(Z7,....2Z}y)

Vi =, Yi)

zn—&-l = (Z?,Hla ce 7Z]7\L4,’L‘+1>
Vo= (Y

Yi(i) = (Vi (4), - -, Yeu (4))

(3.122)
(3.123)
(3.124)
(3.125)
(3.126)

(3.127)

where Yk?lil = (Ykl(l), c ,Ykl(i - 1)), Zﬁi—&-l = (ZZ<Z + 1), ey Zl(n)) Start with the

definition,

H(WO|ZR) = H(Wo) - I(Wo; Zn)

< I(Wo; Vi) — I(Wo; Z7) + €,

Y AW Ye(DIY ™) = I(Wos Z(0)| Z7) + €
i=1

M-

I(Wo, Z7 s Vi)Y ™) = (27 Ya(@) Y™, W)

=1

— I(Wo, Y™ Z ()| Z7) + 1Yy Z(0)| 274, Wo) + €
=D I(Wo, 5 Ya (DI = IWo, Y71 Z(0)| Z34) + e

i=1
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(3.128)
(3.129)

(3.130)

(3.131)

(3.132)



n

=D W @)Y Z8) + L(Z 0 @)Y

i=1

— I(Wo; Z(D)| 270, Y1) = T H Z()] 270) + e

=D IWe i@V Zi) = I(Wos ()| 270, YY) + e

i=1

where (3.132) and (3.134) are due the following identities

Y HZE Y)Y W) = > 1Y Z(0)] 280, W)
=1 =1

ZI (Z8s V@Y =Y 1Y 2)| 20

=1 =1

(3.133)

(3.134)

(3.135)

(3.136)

respectively, which are due to Lemma 7 of [3]. Now, we will bound each summand

in (3.134) separately. First, define the following variables.

Ui = (241, Y)
Vi) = (Vi (d), -, Yaaon) (@)

Zl]\—{l@) = (Zl-&-l(i)v KR ZM(Z))

Hence, the summand in (3.134) can be written as follows,

I(Wos Ya()[Yy ™ Z1y) — I(Wo; Z(0)| 27, YY)
= IT(Wo; Yi(0)|Uyi) — I(Wo; Z(1)|Ug. ;)

= I(WO;Ykl(i), e 7YkM(Z>|Uk,z> — I(WO; Zl(l), N ZM(Z)|U]€,1)
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(3.137)
(3.138)

(3.139)

(3.140)
(3.141)

(3.142)



i L(Wos Yir(0) | Una, Y (0)) = 1(Woi Zu(0)|Uns 214 (0) (3.143)
= i/[:I(W(MZl]\—l{l(i);Ykl(i)|Uk7i>3~/]fl_l(i)) — I(Z}(0); Y () Uk, Y (1), Wo)

= I(Wo, Y1 (0); Zu(0) Uk, ZE8, (1)) + 1Y 0); Zu() Uk, Zi3 (0), Wo) - (3.144)
= i I(Wo, 21 (0): Yia(D)|Ura, Yi7H(0) — T(Wo, Y7 (0); Zu(0) | Uk, Z2 (0))

(3.145)

— 1Y (0): Zo(D)| Uk, Z1(0) = T(Wo3 Zu(@)|Uni, Z2(0), Y () (3.146)

=D T(Wo; Yia ()| U, Y (0), ZE (0)) — T(Wos Zi(i) Ui, Z1Y, (0), Y74 (0))

=1
(3.147)
where (3.145) and (3.147) follow from the following identities
Mo Mo )
D HZM (0 Y (@) Uras YiH(0), Wo) = Y- IVH(0); Z0(0) | Unas 2243 (6), Wo)
I=1 I=1
(3.148)
M ) Mo
> L2 (0 Ya ()| Uss, Y1 @) = Y 1Y @) Zu(D)|Una, Z1, (7)) (3.149)
I=1 I=1

respectively, which are again due to Lemma 7 of [3]. Now, define the set of sub-
channels, say S(k), in which the kth user is less noisy with respect to the eaves-

dropper. Thus, the summands in (3.147) for [ ¢ S(k) are negative and by dropping
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them, we can bound (3.147) as follows,

I(Wo: Ye(i) Y™ Z84) — I(Wos Z(0)| 274, YY)

< Z (Wo; Yau() [ Uss, Vi (0), Z11(0)) = T(Wo3 Zu(i)|Unss Z21 (0), Y71 (0))
leS(k

(3.150)

Moreover, for [ € S(k), we have

I(Us, Vi1 (1), 285 (0); Y (0)) = IO, Y1 (0), Z263(0); Zu(0)) 2 0

(3.151)

L (0); Y ()| Una, YiH(0), 23 (), W) — 1(Xa(0); Zi(0)|Unis 24 (0), Y1 (6), Wo) 2 0

(3.152)

where both are due to the fact that for [ € S(k), in this sub-channel the kth user is
less noisy with respect to the eavesdropper. Therefore, adding (3.151) and (3.152)

to each summand in (3.150), we get the following bound,

I(Wo i)Yy, Z2%) — I(Wos Z(D)| 270, YY)

<Y IXG(0), Wo, Uns, V@), Y4 (0); Y (0)

leS(k)
= T(X(0), Wo, Unas Y™ (0), Zia(0): Z0(0) (3.153)
= Y 1) Yali) — I(X(i); Zi(0)) (3.154)
1€S(k)
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where the equality follows from the following Markov chain

(Wo U T2, 22 (0) = Xa(D) = (i), Z10)  (3.155)

which is a consequence of the facts that channel is memoryless and sub-channels are

independent. Finally, using (3.154) in (3.134), we get

H(Wo|Z™) < Z Z ); Yi(d)) — I(Xi(0); Zi(0)) + en (3.156)
i=1 leS(k

<n Y I(XpYu) - 1(X;2) + € (3.157)
1eS(k)

. ”Z (X Yi) — 1(X0; Z)] " + en (3.158)

which completes the proof.

3.7.3 Proof of Theorem 3.3

Achievability of Theorem 3.3 is a consequence of the achievability result for wiretap
channels in [3]. We provide the converse proof here. We first define the function
p(1) which denotes the index of the strongest user in the /th subchannel in the sense

that

I(U; Yi) < I(U; Yoay) (3.159)
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foral U — X; — (Yyy,..., Yk, Z;) and any k € {1,..., K}. Moreover, we define

the following shorthand notations

Y :Y,:El)za

Y (T
Y= Vi),
7" = (Z1, ..., Zy)

Y=Y,

Z7h = (27 2y

Yﬁd = (5717}1‘+1a s 7}7]\7}[,2'—1—1)
VI i) = (Y (@), . .-, Yag-a (i),

Zlil(z') = (Zl(’l), ceey Zl,1<l‘>),

Y/;i/ll(z) = (Y2+1<i>7 B 7YM(Z.))7

We first introduce the following lemma.

l=1,...,M
k=1,... K
k=1,... K
l=1,...,M
I=1,...,
I=1,...,

(3.160)
(3.161)
(3.162)
(3.163)
(3.164)
(3.165)
(3.166)
(3.167)
(3.168)

(3.169)

Lemma 3.2 For the parallel multi-recerver wiretap channel with less noisiness or-

der, we have

I(Wie; Y1) < T(Wi; Y™,
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(3.170)



Proof: Consecutive uses of Csiszar-Korner identity [3], as in Appendix 3.7.2,

yield

n M

(Wi Vi) = I V) = 3037 [1(Wi Y)Y Vi, Vi (0), V24 (0)

1=1 I=1

(Wi i)Y YL Y0, Vi (9) (3.171)
where each of the summand is negative, i.e., we have

I(W; Y (0) Y Y (0), YA (0) — I(Wis Vi)Y Vit Vi (0), Vil () < 0

) z+17

(3.172)

because fﬁ(z) is the observation of the strongest user in the /th sub-channel, i.e.,
its channel is less noisy with respect to all other users in the [th sub-channel. This
concludes the proof of the lemma. O

This lemma implies that
H(Wi|Y™) < HW,|[Y") < €, (3.173)
where the second inequality is due to Fano’s lemma. Using (3.173), we get
K
H(Wy, ..., Wg[Y") <> H(W[Y") < Ke, (3.174)
k=1

where the first inequality follows from the fact that conditioning cannot increase

entropy.
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We now start the converse proof.

HWy, ..., Wg|Z™) < I(Wh, ..., Wg; Y™ = I(Wy, ..., Wg; Z") + Ke, (3.175)

:ZZ[J(Wl,.. Wi i) 270 Y, 207 (), VY (0))

—I(Wh, o Wi Zi6)|20 Vi, 27160, VA0 + Kew (3.176)

where (3.175) is a consequence of (3.174) and (3.176) is obtained via consecutive
uses of the Csiszar-Korner identity [3] as we did in Appendix 3.7.2. We define the
set of indices S such that for all [ € S, the strongest user in the [th sub-channel has

a less noisy channel with respect to the eavesdropper, i.e., we have
[(U; V(i) > I(U; Zi(i)) (3.177)

for all U — X;(i) — (Yi(i), Zy(i)) and any [ € S. Thus, we can further bound

(3.176) as follows,

H(Wy,...,Wg|Z™)

<IN I Wi Ti6)| 27 Y, 27 6), V)

i=1 leS

—I(Wh,... Wi Z(0)| 270 Y0 2726, VM (i ))] + Ke, (3.178)

IN

SO [HV W, 2, 27 0, Vi Vi)

=1 leS

—I(Wh, ..., Wi, Z78 Y 2076, VY (6); Zu(a ))] + Ke, (3.179)
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n

<SS, W Wi, 2 Vi, 20, V(1) V()

1=1 leS

LX), W, Wie, 270V, 21700, V0 Z00)) | + Kew (3.180)

= 373 [FXi): i) — I(Xi)s Z4Gi)] + Ke (3.181)

i=1 IS
where (3.178) is obtained by dropping the negative terms, (3.179)-(3.180) are due

to the following inequalities

L2 Y, 2710, VA ) Vi) = 1274 Vi, 207160), VL (0): Z4u(3)) - (3.182)

I(X(@); i) [Wh, .. Wi, Z78 Y0 2070 (6), Y (6) >
(X, (0); (@) | Wy .o, Wi, Z070 Y 2071 (6), VM (4)

(3.183)

which come from the fact that for any [ € S, the strongest user in the [th sub-
channel has a less noisy channel with respect to the eavesdropper. Finally, we get

(3.181) using the following Markov chain
(Wh, oo, Wie, 270, T, Z550G), TEL0) — X)) > (T Z4G0) (3.184)
which is a consequence of the facts that channel is memoryless, and the sub-channels

are independent.
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3.7.4 Proof of Theorem 3.4

We prove Theorem 3.4 in two parts, first achievability and then converse. Through-
out the proof, we use the shorthand notations Y* = (Y},Ys), Y38 = (Y51, Y5h),

Zy = (27, Z3).

3.7.4.1 Achievability

To show the achievability of the region given by (3.30)-(3.35), first we need to note
that the boundary of this region can be decomposed into three surfaces as follows

[29].

e [irst surface:

Ry < I(Uy; Y12|Z>) (3.185)
R2 S I(XQ;}/QQ‘UQ,ZQ) (3186)
Ry + Ry < I(X1;Y11|Z1) + [(Uz; Y12|Zs), Up=¢ (3.187)
e Second surface:
RO S I(Ul;}/é1|Zl) (3188)
Rl S ](Xl;}/11|U1,Zl) (3189)
R0+R2 S](XQ;Y22|ZQ)+](U1;Y21|21), U2:¢ (3190)
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e Third surface:

Ro < I(Ur; Yir| 1) + [(Us; Yia| Z) (3.191)
Ry < I(Uy;Yo1|Zy) + I(Us; Yao| Zs) (3.192)
Ry < I(Xy;Y1|Uy, Z4) (3.193)
Ry < I(Xo; Yoo|Us, Zs) (3.194)

We now show the achievability of these regions separately. Start with the first region.

Proposition 3.1 The region defined by (3.185)-(3.187) is achievable.

Proof: Fix the probability distribution

p(x1)p(uz)p(xs|ug)p(ys, y2, 2|x) (3.195)

Codebook generation:

e Split the private message rate of user 1 as Ry = Ry1 + Ris.

Ri1+R11)

e Generate 2™ length-n sequences x; through p(x;) = [[;_, p(z1,) and

index them as x; (wy1, w11 ) where wy; € {1, cee 2”311} and Wy € {1, ey 2”R11}.

e Cenerate 2"(RotRi+R12) Jength-n sequences uy through p(uy) = 7y p(us)
and index them as uy(wo, w12, W12) where wo € {1,...,2"f0}

Wiz € {1,-.-,2"R12} and Wy € {1,...,2”R12},
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e For each u,, generate 2"(F2TR2) Jength-n sequences x, through p(xslus) =
[Ti, p(@2;lus;) and index them as Xo(ws, Wa, wo, w2, Wi2) Where

wy € {1,..., 2772} iy € {1,...,2"32}.

e Furthermore, set the confusion message rates as follows.

Riy = I(X1; Zy) (3.196)
Rlz = ](Uz; ZQ) (3197)
Ry = I(Xy; Z5|Us) (3.198)

Encoding:

If (wq, w11, w2, ws) is the message to be transmitted, then the receiver ran-
domly picks (11,12, W) and sends the corresponding codewords through each
channel.

Decoding:

It is straightforward to see that if the following conditions are satisfied, then

both users can decode the messages directed to themselves with vanishingly small

115



error probability.

Ry + Rys + Rip < I(Uy; Yio) (3.199)
Ry + Ry < I(Xy;Yh) (3.200)
Ry + Ry < I(Xs; Yao|Us) (3.201)

After eliminating Ry, and Ris and plugging the values of 1:211, ]%127 ]%2, we can reach

the following conditions,

RQ § [(XQ;}/QQIUQ,ZQ) (3203)
R0+R1 § [(Xl;YiﬂZl) +[(U2;Y12|Z2) (3204)

where we used the degradedness of the channel. Thus, we only need to show that

this coding scheme satisfies the secrecy constraints.

Equivocation computation:

As shown previously in Lemma 3.1 of Appendix 3.7.1, checking the sum rate

secrecy condition is sufficient.

H(Wo, W1, Wo|Z™) = H(Wo, W1, W, Z™) — H(Z")
= H<WO7 W17 W27 U;7X5L7X{L7 Zn) - H(U2n7X;L7X1n|W07 Wl’ W27 Zn) - H<Zn)

(3.205)
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— H(UJ, X2, XT) + H(Wo, Wy, Wy, Z°|UZ, X5, XT) — H(Z")
_H(UgﬂngX{l|W07W17W27Zn) (3206)

> H(U3, X3, X{') + H(Z"|U3, X3, XT') — H(Z") — H(Uy', X3, XT'[Wo, Wy, W, Z7)

(3.207)

We treat each term in (3.207) separately. The first term in (3.207) is
H(Uy, X5, X7') = H(U3, X3) + H(XT) (3.208)
= n(R() + R11 + RQ + Rlz + Rn + R12 + Rz) (3209)

where the first equality is due to the independence of (U, XJ') and X7, and the
second equality is due the fact that both messages and confusion codewords are

uniformly distributed. The second and the third terms in (3.207) are

H(Z") — H(Z"|Uy, X3, XT') = H(Z{', Z3) — H(Z"|U3', X3, X{') ~ (3.210)

< H(ZN)+ H(ZY) — H(ZY, Z3|Uy, X3, XT) (3.211)
=H(Z")+ H(ZY) — H(Z7, Z}| X3, XT) (3.212)
= H(Z) + H(Z3) — H(Z7|XT) — H(Z3]X3) (3.213)
=I[(X7 27 + 1(X5; Z3) (3.214)
<nl(X1; Z1) +nl(Xo; Zo) + Yin + Yom (3.215)
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where the equalities in (3.212) and (3.213) are due to the following Markov chains

Uy — X5 — (X7, 27, 73) (3.216)

Zy = Xy = X = 27 (3.217)

respectively, and the last inequality in (3.215) can be shown using the technique
devised in [2]. To bound the last term in (3.207), assume that the eavesdropper tries
to decode (U}, X7, X7') using the side information Wy, W5, W5 and its observation.
Since the rates of the confusion codewords are selected such that the eavesdropper
can decode them given Wy = wo, W1 = wy, Wy = wy (see (3.196)-(3.198)), using

Fano’s lemma, we get

H<U;7X37X?‘WO7W17W27ZH) S €n (3218)

for the third term in (3.207). Plugging (3.209), (3.215) and (3.218) into (3.207), we

get

H(Wo, Wl, Wg’Z”) Z H(Ro + R1 + Rg) — € — VM1n — V2n (3219)

which completes the proof. O
Achievability of the region defined by (3.188)-(3.190) follows due to symmetry.

We now show the achievability of the region defined by (3.191)-(3.194).

Proposition 3.2 The region described by (3.191)-(3.194) is achievable.
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Proof: Fix the probability distribution as follows,

p(u1)p(@1fur)p(uz)p(w2|ua)p(y1, yo, 2[x) (3.220)

Codebook generation:

Generate 2"(FotRo) Jength-n sequences u; through p(u;) = [T, p(u1;) and

index them as u;(wy, Wor) where wy € {1,...,2"%} @y € {1, o Qan}'

e For each uy, generate on(Ri+R) x1 (wo, Wo1, w1, W) length-n sequences x; through

p(x1) = [T, p(z1,i|u1:) where w; € {1, . ,Q"Rl}, Wy € {1, . ,2"R1}.

e Generate 2n(Fo+Fo) length-n sequences uy through p(us) = [[;_; p(us;) and

index them as us(wy, Wo2) where wy € {1,...,2"%} iy, € {1, o an%oz}_

e For each u,, generate on(Ra+Tiz) Xo (W, Woz, We, We ) length-n sequences xs through

p(Xz) = H?:1p<x2,i‘lbg’i) where Wy € {1, . ,QnRQ}, TIJQ € {1, . ,QnRQ}.

e Moreover, set the rates of confusion messages as follows,

Ry, = I(Uy; Zy) (3.221)
Roy = 1(Us; Z5) (3.222)
Ry = I(Xy; Z1|Uy) (3.223)
Ry = I(Xo; Z,|Uy) (3.224)

Encoding:
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Assume that the messages to be transmitted are (wp,w;,ws). Then, after

randomly picking the tuple (wqy, Wos, W1, Ws), corresponding codewords are sent.

Decoding:

Users decode wy using their both observations. If wy is the only message that
satisfies

B = {For : (i (wo, Wor), yi) € A} (3.225)

(2

Eiy® = {Fwoz : (uz(wo, Wo2),yi2) € AL} (3.226)

(2

simultaneously for user i, wy is declared to be transmitted. Assume wy = 1 is

transmitted. The error probability for user ¢ can be bounded as

2nRD

Pr(E;) < Pr((EY, EL)°)+ > Pr(E) E)) (3.227)

=2

using the union bound. Let us consider the following

Pr (Eljl) =Pr (3@01 : (111 (], 21)01)7 Yu) S A?) (3228)
< Z Pr ((u1(j, Wo1), yin) € AY) (3.229)
Vo1
< 2”R01 9—n(I(U1;Yi1)—en) (3230)
_ 2n(R01—I(U1;Y¢1)+En) (3'231)
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Similarly, we have

Pr (Efg) < on(Roz—1(Uz;Yi2)+en) (3.232)

Thus, the probability of declaring that the jth message was transmitted can be

bounded as

Pr (E), EL) = Pr(E%) x Pr (ED) (3.233)
< 2n(R01—I(U1;Yi1)+6n) % 2”(R02_I(U2§Y;;2)+En) (3'234)
— 2”(R01*I(Ul;Y21)+R02*I(U25Yi2)+26n) (3235)

where the first equality is due to the independence of sub-channels and codebooks

used for each channel. Therefore, error probability can be bounded as

2nRO

Pr(E;) < e, + Z Qn(Rm—I(Ul;3@1)+R02—1(U2;1€2)+26n) (3.236)
=2

=¢, + 2n(Ro+R01—I(Ul;3@1)+R02—1(U2;Yiz)+26n) (3237)

which vanishes if the following are satisfied,

Ro+ Ry + Roa < I(Uy; Yi) + I(Uy; Yia), i=1,2 (3.238)
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After decoding the common message, both users decode their private messages if

the rates satisfy

Ry + Ry < I(Xy; Y |Un) (3.239)

Ry + Ry < I(Xo; Yao|Us) (3.240)

After plugging the values of Ry, Roz, Ry, Ry given by (3.221)-(3.224) into (3.238)-
(3.240), one can recover the region described by (3.191)-(3.194) using the degraded-

ness of the channel.

Equivocation calculation:

It is sufficient to check the sum rate constraint,

H(Wy, Wy, Wo|Z") = HWy, Wy, Ws, Z") — H(Z") (3.241)
= H(UT, U, X7, X3, Wo, Wi, W, 27) = H(UY, Uy, X7, X5 |[Wo, Wi, Wy, Z7)
—H(Z") (3.242)
— H(UD, U, X}, XP) + H(Wo, Wi, W, 2007, U3, X7 X2) — H(Z")
- H(U, Uy, X7, X5 [Wo, Wi, Wa, Z7) (3.243)
> HU!, Uy, X1, X3+ H(ZUT, Uy, X7, X3 — H(Z™)

_H(UF7U£L7X{L7X;|WO)W17W27Zn) (3244)
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where each term will be treated separately. The first term is

H(UY, U, X1, Xy) = H(UT, Uy) + H(XT|UT, Uy) + H(XT|UT, Uy) - (3.245)

= n(Ro + Rl + R2 + ROl + ROQ + Rl + Rg) (3246)

where we first use the fact that X7 and X} are independent given (U7, U}) and
secondly, we use the fact that messages are uniformly distributed. The second and

third term of (3.244) are

H(Z") = H(Z"|U}, Uy XY, X3) = H(ZY, Z3) — H(Z{'|XT) — H(Z7|X3) (3.247)
< H(ZY) + H(Zy) — H(Z7|XT) — H(Z7[Xg)  (3.248)
=[(X15 20 + 1(X5; Z3) (3.249)

<nl(X1;Z1) +nl(Xa; Z2) + Y1im + Yo (3.250)

where the first equality is due to the independence of the sub-channels. We now
consider the last term of (3.244) for which assume that eavesdropper tries to decode
(U7, Uy, X7, X3) using the side information (Wy, Wi, W5) and its observation. Since
the rates of the confusion messages are selected to ensure that the eavesdropper can
decode (U, Uy, X7, X3) given (Wy = wo, W1 = wy, Wo = ws) (see (3.221)-(3.224)),

using Fano’s lemma we have

H(UY, Uy, X7, X5 [Wo, Wi, Wa, Z7) < €, (3.251)
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Plugging (3.246), (3.250) and (3.251) into (3.244), we have

H(Wo, Wl, Wg’Zn) Z n(Ro + Rl + RQ) — € — V1n — V2n (3252)

which concludes the proof. O

3.7.4.2 Converse

First let us define the following auxiliary random variables,

Ul,i = WOW21/1%}/1il_lzﬁi+1 (3253)

U2,7Z = W0W13/Qq5/2i{1Z§7i+1 (3254)

which satisfy the following Markov chains

Ui = X1 = (Y, Yor, Z1,) (3.255)

Usi = Xo; = (Yi2,, Yoo, Za) (3.256)

We remark that although U, ; and Us; are correlated, at the end of the proof, it will
turn out that selection of them as independent will yield the same region. We start

with the common message rate,

HWo|Z") = H(Wo) — I(Wo; Z7) (3.257)

< I (Wos Y1) = I(Wo; Z7) + € (3.258)
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= I(Wo; Y71 Z") + o (3.259)
= I(Wo; YBIZ") + T(Wos Y |Yia, Z7) + € (3.260)

< I(Wo, Wi Y| ZM) + I(Wo, W YLV, ZM) + €, (3.261)

where (3.258) is due to Fano’s lemma, equality in (3.259) is due to the fact that
the eavesdropper’s channel is degraded with respect to the first user’s channel. We

bound each term in (3.261) separately. First term is

L(Wo, Wi Y| Z7) = Y T(Wo, Wi Yiou[Yis ', 27, Z5) (3.262)
i=1

= Z H(}/l27i|yli2_1’ 7, Z;l) - H<Y127i|Y1i2_17 1, 2y, W, Wl) (3263)
i=1

<Y H(Yi24Z0s) = H(YVioulVis ' 27, 25, Wo, Wi, Y3, Vs ) (3.264)
=1

= H(Y12iZ2) — H(Y10,|Wo, W1, Y33, Yoy ' 25144 o) (3.265)
i=1

= I(Un; Yi2i] Z2,) (3.266)
i=1

where (3.264) follows from the fact that conditioning cannot increase entropy and

the equality in (3.265) is due to the following Markov chains

27 = Yoy = (Wo, Wi, Yo, Z3, Y13) (3.267)

Vi Z5 = Yot = (Wo, W, Y3}, Yaga, 234, Z7) (3.268)
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both of which are due to the fact that sub-channels are independent, memoryless

and degraded. We now consider the second term in (3.261),

I(Wo, Wy Y3 [Y35, ZM) = > T(Wo, Wa: Yau Vi, 27, 23, Vi)

=1

= T(Wo, Was Vil Vi3, Vi, 231, Z04)

i=1

< Z I(Wo, Wa, Y5, YT, 2005 Yl Zs)

i=1
- ZI(UMS YivilZ14)

i=1

where (3.270) follows from the following Markov chains

Zy = Yiy — (Wo, Wo, Y11, 27, Yi,)

i—1 i—1
Z7 =Y —>(WO>WZa}/lZ>Zﬁi+l>Zl,i7}/11,i)

(3.269)

(3.270)

(3.271)

(3.272)

(3.273)

(3.274)

both of which are due to the fact that sub-channels are independent, memoryless

and degraded. Plugging (3.266) and (3.272) into (3.261), we get the following outer

bound on the common rate.

HWy|Z™) < ZI(Uz,z‘; Y12 Z2s) + Z I(Uy ;Y110 Z1,) + €n

=1 i=1
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Using the same analysis on the second user, we can obtain the following outer bound

on the common rate as well.

n

H(Wo|Z") < Z I(Uai; Y2, Za3) + Z LUy Yo14|Z14) + €n (3.276)

i=1 i=1

We now bound the sum of independent and common message rates for each user,

H(Wo, W1|Zn) S I(Wm Wl; }/171) - ](Wo, Wl; Zn) + €, (3277)
= I(Wy, Wy; Y| Z7) + €, (3.278)
= I(Wo, Wi Y, YBIZ™) + €, (3.279)

= I(Wo, Wy Yi5|27) + I(Wo, Wi Y115, 27) + € (3.280)

where (3.277) is due to Fano’s lemma, (3.278) is due to the fact that the eavesdrop-
per’s channel is degraded with respect to the first user’s channel. Using (3.266), the

first term in (3.280) can be bounded as

I(Wo, Wy Yi5|Z") < Z[(U2,i;Y12,i|Zz,i) (3.281)

=1

Thus, we only need to bound the second term of (3.280),

I(Wo, Wi Y3 |Yis, 27) = H(YR|YS, 27, Z5) — H(YR Y3, 27, 25, Wo, W1 (3.282)
< H(YHIZY) — H(Y Y 27 23, Wo, Wi, X7) (3.283)

= HYh|21) — H(Y |27, XT) (3.284)

127



= I(XT5 Y111 27) (3.285)

<Y HMulZu) — H(Yil 27, X7 Y (3.286)
=1

= Z HY4lZ1:) — H(Y1ilZ1, X14) (3.287)
=1

= I(X1:: Yl Z14) (3.288)
=1

where (3.283) is due to the fact that conditioning cannot increase entropy, (3.284)

is due to the following Markov chain
(Y11, Z7) = X7 — (Y3, Z3, Wo, Wh) (3.289)

and (3.286) follows from the fact that conditioning cannot increase entropy. Finally,
(3.287) is due to the fact that each sub-channel is memoryless. Hence, plugging

(3.281) and (3.288) into (3.280), we get the following outer bound.

H(Wo, Wi|Z") <Y T(X13YinalZua) + > I1(Uss Yinl Zog) +€n (3.290)

i=1 =1
Similarly, for the second user, we can get the following outer bound,

n

H(Wo, Wa|Z") <Y 1(Xou3 YonilZog) + > I(UrisYorilZ1g) +en (3.291)

=1 i=1
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We now bound the sum rates to conclude the converse,

H(Wo, Wy, Wa|Z™) = H(Wo, Wy, Wa) — I(Wo, Wy, Wa; Z7) (3.292)
S [(Wo, Wl, }qn) + [(WQ, Yin’Wo, Wl) — [(Wo, Wl, WQ; Zn) + € (3293)
= I(Wo, Wl; len‘Zn) + I(WQ; YVQH‘W(), Wl, Zn) + €, (3294)

= I(Wo, Wi; Y5 Z7") + I(Wo, Wi YI11Z7, Y15) + T(Was Yoi [Wo, Wh, Z7)

+ (W Yo |[Wo, Wi, Z7, Y51 ) + € (3.295)
= I(Wo, W1, Y515 Y151 2") — 1(Ya1; Yi3[Wo, Wi, Z7) + I(Wo, Wi; Y{{| 27, Y73)

+ I(Wa; Yoi [Wo, Wi, Z%) + T(Wa; Yoo [ Wo, Wi, Z7, Y51) + €n (3.296)

=81 —Sy+S85+S,+Ss (3.297)

where (3.293) follows from Fano’s lemma, (3.294) is due to the fact that the eaves-
dropper’s channel is degraded with respect to both users’ channels, (3.296) is ob-

tained by adding and subtracting S, from the first term of (3.295). Now, we proceed

as follows.
S4 - SQ = I(WQ, Yﬁ‘Wm Wl, Zn) — [(Yéq, leg‘W(), Wl; Zn) (3298)
< L(Wa, Yio: Yoy [Wo, Wi, 27) — I(Ya1: Yiy[Wo, Wi, 27) (3.299)
= I(Wa: Yor [Wo, Wi, 27, Y1) (3.300)
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Adding S3 to (3.300), we get

Sz +S4 — Sy < I(Wo, Wi Y1127, Y15) + T(Wo; Yoy [Wo, Wi, Z7, YY) (3.301)
< I(Wo, Wi YiT| 27, Y15) + T(Was Y11, Yar [Wo, Wa, 27, Y15) - (3.302)
= I(Wo, Wi; YY1 2", Y15) + I(Wa; Y11 [Wo, Wi, 27, Y73)

+ L (Wo; Yo [Wo, Wi, Z7, Y15, Y11) (3.303)
= I(Wo, Wi, Wo; Y1|Z7, Y15) + T(Wa; Yoi [Wo, Wi, Z7, Y15, Y7T)

(3.304)

where the second term is zero as we show next,

I<W2’ Y;HW(), W17 Zn? }/127 Yvﬁ)
— H(WalWo, Wy, 20, 25, Y3, Vi) — H(WalWo, Wa, 20, 23, Vis, Vi V) (3:305)

= H(Wa|Wo, Wy, Y5, Yi7) — H(Ws[Wo, Wh, Y15, Y17) = 0 (3.306)

where we used the following Markov chain

(Wo, Wi, Wa) — (Y11, Yi5) = (Ya1, 21, Z3) (3.307)
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which is a consequence of the degradation orders that sub-channels exhibit. Thus,

(3.304) can be expressed as

S3 + S4 - SQ S ](W[))Wla WQ,}/{HZ’H,}/{%)
- I(W07W17W27YV11}|Z{L7)/1%)
S I<X?7 W07 W17 WQ,}/{HZ{L,}G%)

= I(XT; Y127, i) + L (Wo, Wh, W YYT| 2T, Y5, XT)

where (3.309) follows from the following Markov chain

Zy — Yy = (Wo, Wi, Wa, Y11, Z7")

(3.308)
(3.309)
(3.310)

(3.311)

(3.312)

which is due to the degradedness of the channel. Moreover, the second term in

(3.311) is zero as we show next,

I(WO’ Wla WQ; )/ﬁ’Z{f? }/127 X{Z)
- H(Wo, Wh W2|Z?? }/127 X{L) - H<WO7 W17 W2|Z{L7 }/1%7 X{La }/ﬁ)

= H(Wo, Wy, Wy|Y5, XT') — H(Wo, Wy, WalY{5, XT') = 0

where (3.314) follows from the following Markov chain

(qua Z{L) — X{L - <W07 W17 WQ?KE)

131

(3.313)

(3.314)

(3.315)



Thus, (3.311) turns out to be

Ss + Sy — S < I(XT; V11|27, Y73) (3.316)

which can be further bounded as follows,

S3 + 84— S < H(Y{{[ 27, YY3) — H(Y| 27, Y15, XT) (3.317)
< H(Y{{|Z7) — H(Y\{| 27, Y15, XT') (3.318)
= H(Y1|27) — H(Y{i| 27, X)) (3.319)
< zn:I(Xl,i;Yil,i|Zl,i) (3.320)

=1

where (3.318) is due to the fact that conditioning cannot increase entropy, (3.319)

is due to the following Markov chain

(Y11, 21) = X7 = Y5 (3.321)
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Finally, (3.320) is due to our previous result in (3.288). We keep bounding terms in

(3.297),

S5 = I(Wa; Yoo |Wo, Wi, Y51, 2T, Z3)

= [(Wa; Yoo [Wo, W1, Y1, Z3)

n
i=

T(Wa; Yoo i|Wo, W, Yo, Z2, Yo 1)

=1

= Z T(Wo; Yoo il Wo, Wi, Yo1, 2344, Yyt Zay)

=1

= Z I(WQ, 5/22,i|U2,7;7 Z2,i>

=1

< Z H(Yo2,i|Usiy Zo i) — H(Yaz,i|Usiy Zo 3, Wa, Xo)

i=1

< Z I( X5 Yo, Usjiy Zo)

i=1

where (3.323) and (3.325) are due to the following Markov chains

Z{L — }/;i — (WOJWhWQ?}/ZZ?Z;L)

Z5t =Yt o (W07 Wi, Wa, Yo, ZS,mYQQ,i)

(3.322)
(3.323)

(3.324)

(3.325)

(3.326)

(3.327)

(3.328)

(3.329)

(3.330)

respectively, (3.327) follows from that conditioning cannot increase entropy and

(3.328) is due to the following Markov chain

(Yoo, Zoi) = Xoi — (Wa, Us)
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which is a consequence of the fact that each sub-channel is memoryless. Thus, we

only need to bound S; in (3.297) to reach the outer bound for the sum secrecy rate,

S1 = I(Wo, Wh, Yo1; V5| 2") (3.332)

= > T(Wo, Wi, Y Vil 27, 25, Yiy ) (3.333)
=1

< H(Yi2il Zog) — H(Y12al 27, 23, Yy, Wo, Wi, Y3, Y35 ) (3.334)
=1

=Y H(V12lZa;) — H(V1241 25, Yis ™t Wo, Wa, Y31, Yo t) (3.335)
=1

= ZH(le,i’Zzi) — H (Y10l Wo, W1, Y, Yoy b, 2510, Za ) (3.336)
=1

= Z I(U2,7;; 3/12,1“22,1‘) (3-337)
=1

where (3.334) is due to the fact that conditioning cannot increase entropy, (3.335)

and (3.336) follow from the following Markov chains

Z7 = Yot = (Wo, Wh, Yoy 1, Y5, Z5) (3.338)

(V5 Z57") = Yag ' — (Wo, Wh, Wa, Y31, Z3 5, Vi) (3.339)

respectively. Thus, plugging (3.320), (3.328) and (3.337) into (3.297), we get the

following outer bound on the sum secrecy rate.

H(Wo, Wi, W5|Z") < Z[(Xl,i; YirilZ13) + 1(Xai; Ya2,| Ui Zo,i)

i=1

—f- I(U2,27 Y12,i|22,i) + €n (3340)
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Following similar steps, we can also get the following one

H(Wo, Wi, W|Z") < ZI(XM; Yoo Z23) + 1( X143 Y11, Ui Z14)

i=1

+ I(Ul,zv Yél,i|Zl,i) + €n (3341)

So far, we derived outer bounds, (3.275), (3.276), (3.290), (3.291), (3.340), (3.341),
on the capacity region which match the achievable region provided. The only dif-
ference can be on the joint distribution that they need to satisfy. However, the
outer bounds depend on either p(uy,x1) or p(us, x9) but not on the joint distribu-
tion p(uq,ug, x1,x2). Hence, for the outer bound, it is sufficient to consider the joint
distributions having the form p(uy,us, z1, x2) = p(uy, x1)p(us, 2). Thus, the outer

bounds derived and the achievable region coincide yielding the capacity region.

3.7.5 Proof of Theorem 3.5

3.7.5.1 Achievability

To show the achievability of the region given in Theorem 3.5, we use Theorem 3.4.
First, we group sub-channels into two sets S;,7 = 1,2, where §;,j = 1,2, contains
the sub-channels in which user 5 has the best observation. In other words, we have

the Markov chain

Xi =Yy =Yy — 2 (3.342)
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for [ € 81, and we have this Markov chain

X =Yy > Y, — 7 (3343)

forl € S,.

We replace U; with {Uihes,, X; with {Xi}ies,, Yj1 with {Yji}es,, Yjo with
{Yjities,, and Z; with {Z}ics;,j = 1,2, in Theorem 3.4. Moreover, if we select the
pairs {(U;, X;) 1Y, to be mutually independent, we get the following joint distribu-

tion

M

p ({u 2y o, 2000y) = [ [ o, 20)p(ne, yar, 21l20) (3.344)
=1

which implies that random variable tuples {(u;, 7, Y1, yar, 21) }1%, are mutually inde-

pendent. Using this fact, one can reach the expressions given in Theorem 3.5.

3.7.5.2 Converse

For the converse part, we again use the proof of Theorem 3.4. First, without loss of
generality, we assume &) = {1,..., L1}, and So = {L; + 1,..., M}. We define the

following auxiliary random variables

Uri = WoWaYiip 1 Yfﬁ:lLl] 2l i1 (3.345)

Ui = WOwlYZTl:Ll]Yzi[EH:M] Z[nLlJrl:M} i+l (3.346)
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which satisfy the Markov chains

Ul,z' — Xl,i — (Yu,z’,Ym,i, Zl,i); l=1,...,Ly (3-347)

Usi = Xii = (Y, Yai, Z1), =Li+1,....M (3.348)
Using the analysis carried out for the proof of Theorem 3.4, we get

nliy < Z I(Uvi; Vi)l Zpsen i) + Z I(Usi; YiiLy41:00,| 210+ 1:0)8) + €0 (3.349)

i=1 i=1
where each term will be treated separately. The first term can be bounded as follows

Ly

I(Uv; Y1zl e i) = Z T(Uy 3 Yl Yipa-—1,6 Zp:0,),6) (3.350)

=1

Ly
= Z I(Uv a5 Y| Yipa—1 Zp:0a),0) (3.351)

=1

Ly
< Z I(Uvs, Yipa—,is Zusa:cais Yiil Zig) (3.352)

=1

where (3.351) follows from the Markov chain
Zna-1); = Yipa-1, = (Ui, Y, Zpeaa) (3.353)

which is due to the degradedness of the sub-channels. To this end, we define the

following auxiliary random variables

Vii=Yipa-1iZirrn)iUi, =100, 0 (3.354)
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which satisfy the Markov chains
Vii = Xii = Y, Yo, Z13), 1=1,..., 1y

Thus, using these new auxiliary random variables in (3.352), we get

L

I(Ur s Yl Zneee) < Z[(‘/l,i; YiilZis)

=1

We now bound the second term in (3.349) as follows,

I(Uz,i;K[L1+1:M],i|Z[L1+1;M],i)
M
= Z I<U2,i;lel,i‘Z[L1+1:M],i7YVl[L1+1:l71},i)

I=L1+1
M

- Z I(Usi; Yiii| Zn i Yam,+1:0-10,4)

I=L1+1

M
< Z H(Yi|Z1i) — H(Y | Zpaanis Yam,41:0-10, Ussi)
I=L1+1
M

< > H(YuilZus) = HYwil Ziean i, Yizora-1., Uni, Yoz, +10-11.)
I=L1+1
M

= > HuilZis) — HYuil Zgani Uz, Yoz, +14-11.0)
I=L1+1
M

= Z I(Zysami, Us, Yoro, 410113 Yl Z14)

I=L1+1

where (3.358) follows from the Markov chain

Zin41-1 = Y- — (U, Zpaa e, Y)
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which is a consequence of the degradedness of the sub-channels, (3.359) and (3.360)

follow from the fact that conditioning cannot increase entropy, and (3.361) is due

to the Markov chain

Y +1a-1 — Yo, 410-11 — (Uai, ABYIRE Y1)

(3.364)

which is again a consequence of the degradedness of the sub-channels. To this end,

we define the following auxiliary random variables

Vii= Yo v1a-1:4p 1m0z, =L+ 1,..., M

which satisfy the Markov chains

Vie = X — Y, Yo, Z15), l=Li+1,....M

Thus, using these new auxiliary random variables in (3.362), we get

M

I(Us: Yain,+1:ml 2oy +1:m10) < Z I(Viis Yl Zus)

I=L1+1
Finally, using (3.356) and (3.367) in (3.349), we obtain

n M

niy < Z Z I(Vii: Yl Zii) + €

i=1 [=1
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Due to symmetry, we also have

n M

nRo <Y > IV Yail Zi5) + €n (3.369)

i=1 [=1

We now bound the sum of common and independent message rates. Using the

converse proof of Theorem 3.4, we get

n

n(Ro+ k) < Z H( X000, Yapenaal Zpec)) + Z I(Us; Yiip 410, 2oy +00,0) + €n

=1 i=1

(3.370)

where, for the second term we already obtained an outer bound given in (3.367).

We now bound the first term,

Ly

I( XL Vil 2 i) = Z H(X 000,63 Yl Zpesayas Yipa-1)4) (3.371)
=1
Ly

< Z H(Y1i|Z1:) — H(Ywil Zp:00,00 Yipa—1, Xp:o)

=1

(3.372)
Ly

= Z H(Yui|Z1i) — H(Ywil Zis, X14) (3.373)
=1
Ly

= Z (X6 Yl Z1q) (3.374)
=1

where (3.372) follows from the fact that conditioning cannot increase entropy, and
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(3.373) is due to the following Markov chain
Yiv, Zis) — Xio = (Xppa-1is Xpg1:Laas Yaju-10, 20106 Zji1:L4),4) (3.375)

which follows from the facts that channel is memoryless and sub-channels are inde-

pendent. Thus, plugging (3.367) and (3.374) into (3.370), we obtain

n

n(Ro+ R1) <Y Y I(Xp Yl Zia) + > Y I(Vig Yl Zis) +en (3.376)

i=1 leS i=1 [€Ss

Due to symmetry, we also have

n(Ro+ R1) <Y Y I(Xpa Yol Zia) + > Y I(Vigi Yail Zig) + e (3.377)

i=1 [€Ss i=1 leS

We now bound the sum secrecy rate. We first borrow the following outer

bound from the converse proof of Theorem 3.4,

n(Ro+ R1 + Rs) < Z I(Xp.o Yl Zpec.i) (3.378)
=1
+ Z I(Xqn,41::m1,05 Yo +1:0m0,6 Ugir 211, +1:0m1,6) + Z I(Us; Yain,41:m,il 2oy +1:0m)4)
=1 i—1
(3.379)

where, for the first and third terms we already obtained outer bounds given in
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(3.374) and (3.367), respectively. We now bound the second term as follows,

I<X[L1+1:M],z’§ Yz[L1+1;M],z'|U2,z', Z[L1+1;M],z')
M

= Z I(X(ny1::m1,05 You,ilUzjis Ziny41::,05 Yorna+10-134) - (3.380)
I=L1+1
M

= Z I(X(n 110,05 You,iUzsis Ziaan i Yoo +1:-1)4) (3.381)
I=L1+1
M

= > I(Xi 1. Yail Vi, Z1) (3.382)
I=L1+1
M
= Z H(Yo:|Viis Zii) — H(Ya,ilVig, Ziis Xipy41:m15)  (3.383)
I=L1+1
M

= Y HYuilVii, Z03) — HYailVii, Zii, Xi) (3.384)

I=L1+1

M
= Z I( X035 Yoril Vi, Zii) (3.385)

I=L1+1

where (3.381) follows from the Markov chain
Ziri1-11 = Yoriti-11 — Uiy Ziiani, X(py+1:Mm)65 Youi (3.386)

which is a consequence of the degradedness of the sub-channels, (3.382) is obtained
via using the definition of V5, given in (3.365), and (3.384) follows from the Markov

chain
(Z1is Yori) = Xii = Vi, Xioy+10-10 Xpg1:m1) (3.387)

which is due to the facts that channel is memoryless and sub-channels are indepen-
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dent. Thus, plugging (3.367), (3.374) and (3.385) into (3.379), we get

n

n(Ro+ R1 + Ry) < Z Z (XYl Z:) + Z Z I( X4 Yo1ilVii, Z14)

=1 1e81 i=1 IE€Sy
+ Z Z T(Vig; YuilZii) + en (3.388)
i=1 1eSy

Due to symmetry, we also have

n

n(Ro+ Ry + Ry) <Y Y T(X05 Yaral Zus) + > Y L 1(X15 Yiuil Vi, Z14)

i=1 1€S, i—1 IS,
+ Z Z I(Vig; Yauil Z1i) + € (3.389)
i=1 1eSy

Finally, we note that all outer bounds depend on the distributions

PV, iy Y1y Youa, 21) = DV, ) D(Yanis Youis 21,i|%00) (3.390)

but not on any joint distributions of the tuples (v;;, 214, Y114, Y214, 21,;) implying that

selection of the pairs (v, 2;;) to be mutually independent is optimum.

3.7.6 Proof of Theorem 3.6

We prove Theorem 3.6 in two parts; first, we show achievability, and then we prove

the converse.
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3.7.6.1 Achievability

Similar to what we have done to show the achievability of Theorem 3.4, we first note

that boundary of the capacity region can be decomposed into three surfaces [29].

e First surface:

R2 S @I(XQ;}/Q2|U2,ZQ) (3392)
R0+R1 S oz[(Xl,Yn\Zl)+6AI(U2,Y12\Z2), U1 :(b (3393)

e Second surface:

RO S aI(Ul;YgllZl) (3394)
Rl S OZI(Xl;Yi1|U1,Zl) (3395)
Ro+ Ry < ol (U1 Ya1|Zy) + ad(Xo; Y9l Zs), Uy =9 (3.396)

e Third surface:

Ry < al(Xy; Y11 |Uy, Zy) (3.397)
Ry < &l (Xa; Yoo|Us, Z) (3.398)
Ry < ol (Uy; Y11|21) + @l (Us; Yia| Zo) (3.399)
Ry < al(Uy; Ya1|Z1) + @l (Us; Yao| Zo) (3.400)
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To show the achievability of each surface, we first introduce a codebook structure.

Codebook generation:

Fix the probability distribution as,

p(ur, 21)p(uz, 2)p(y1, Y2, 2|7) (3.401)

e Generate 2"(FortRitEu) Jength-n, sequences u; through p(u;) = T2, p(u,)
and index them as uy(woi, w1, w11) where wo, € {1,...,2"F0} wy € {1,...,

2R} and @y, € {1,..., 2"},

e For each u;, generate on(Riz+Ri2)

length-n; sequences x; through p(x;) =
[T2, p(z1i|ur;) and index them as xi(wor, Wiy, Wii, Wig, Wi2) Where wiy €

{1,...,27B2} @y, € {1,... 2nfi),

o Generate 2nBoetRatRa) Jength-(n — ny) sequences uy through p(us)
= [T'=" p(us;) and index them as us(woz, way, W1 ) where woe € {1, ..., 202},

way € {1,..., 2"} and @y, € {1,...,2nFn},

e For cach uy, generate 2"(722+522) length-(n—ny ) sequences x, through p(xs) =
[T p(z2,|ug;) and index them as Xo(wog, wor, War, Wasz, Wea) Where way €

{1,..., 202} digy € {1,..., 2072},

e We remark that this codebook uses first channel n; times and the other one

145



(n —ny) times. We define

and a =1 — a.

e Furthermore, we set

Ry = al(Uy; Zy)
Riy = ol (Xy; Z1|UY)
Ry = al(Uy; Z)
Roy = al(Xy; Zy|Us)
Ry = Ry + Ry

Ry = Ro1 + Rao

Encoding:

(3.402)

(3.403)
(3.404)
(3.405)
(3.406)
(3.407)

(3.408)

When the transmitted messages are (wo1, Woz, W11, Wia, Way, Waz), we randomly

pick (w11, Wig, Way, Waey) and send corresponding codewords.

Decoding:

Using this codebook structure, we can show that all three surfaces which

determine the boundary of the capacity region are achievable. For example, if we

set U; = ¢ (that implies Ry; = Ry1 = Ry = 0) and Ry; = 0, then we achieve the
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following rates with vanishingly small error probability.

Rl S Oé[(Xl, Y11|Zl) (3409)
R2 S dI(XQ;}/Q2|U2,Z2) (3411)

Exchanging common message rate with user 1’s independent message rate, one can
obtain the first surface. Second surface follows from symmetry. For the third surface,
we first set Rj; = Ry = 0. Moreover, we send common message in its entirety, i.e.,
we do not use a rate splitting for the common message, hence we set Ry; = Rgs = Ry,
w1 = Woe = wy. In this case, each user, say the jth one, decodes the common

message by looking for a unique wy which satisfies

B = {3wor : (wi(wo, Wor), yj1) € A7} (3.412)

E5Y = { oz : (uz(wo, Wo2),yj2) € AT} (3.413)

J

Following the analysis carried out in (3.227)-(3.238), the sufficient conditions for the

common message to be decodable by both users can be found as

RO < OéI(Ul,Y;ﬂZl) + C_Y[(UQ,Y;Q‘ZQ), ] = 1,2 (3414)
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After decoding the common message, each user can decode its independent message

if

R1 S ()éI(Xl;}/i1|U1,Zl) (3415)

R2 S O_CI(XQ;}/Q2|U2,ZQ) (3416)

Thus, the third surface can be achieved with vanishingly small error probability. As
of now, we showed that all rates in the so-called capacity region are achievable with
vanishingly small error probability, however we did not claim anything about the

secrecy conditions which will be considered next.

Equivocation computation:

To complete the achievability part of the proof, we need to show that this
codebook structure also satisfies the secrecy conditions. For that purpose, it is

sufficient to consider the sum rate secrecy condition.

H(Wo, Wi Wal 200, Z3™) = H(Wo, Wy, Wa, Z3", Z5) — H(Z}, Z3~™) (3.417)
= H(Wo, W, W, U U™ XI X377, 20, 237 — H(Z0, 237™)
— HU, Uy™™ X7 X9 Wy, Wy, Wy, Z1 Z3™™) (3.418)
= H(UP, U™ X X5+ H(Wo, Wa, Wo, 200, 23U, U™, X, X5 ~™)
— H(Z", Zy™) — HUM™, U™ X Xo 7" Wy, Wy, Wa, Z7, Z57 ™) (3.419)
> H(UP, U™, X0 X5+ H (2P, 25 U U™, X, X )

— H(ZM, Z57MY — H(UM, UR™, XM XP™ W, Wy, Wa, 2, Z57™)(3.420)
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where each term will be treated separately. The first term is

H(U"™, Uy™™, X7, X5
= H(UP U3~ + H(XP U + H(XG ™ U™
= n(Ro -+ R11 + Rll + R21 + RQ]_) + H(ng + ng) + H(Rzz + Rgg)

= n(R() + R1 + RZ) + nlf(Xl, Zl) + (TL — nl)I(XQ, ZQ)

where the first equality is due to the Markov chain

Xt = U —=U"™ = X3™

The equality in (3.422) is due to the fact that (U, U3~ ™") can take

(3.421)
(3.422)

(3.423)

(3.424)

or(FotButhutRa+Ea) yalues uniformly, and given Ul (resp. Uy~ ™), X" (resp.

XP7™) can take 2n(FiztFiz) (regp. 2n(R22tR2)) values with equal probability. To

reach (3.423), we use the definitions in (3.403)-(3.408). We consider the second and

third terms in (3.420).

H(Zy", 257") = H(27", 27 U U™ X X ™)

< H(A) + H(Z™™) = H(27, 27 U U™ X X ™)
= H(Z") + H(Z;™™) = H(Z"[X77) + H(Z; 7 X))

= I(XTH 20 + 1(X7™5 27™)

<niIl(X1;Z1) + (n —n)I1(Xo; Z2) + Yim + Yom
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where (3.425) is due to the fact that conditioning cannot increase entropy, (3.426)

follows from the Markov chain

2 X Ut = Up™™ = Xp™ s 25 (3.429)

and (3.428) can be shown using the technique devised in [2]. We bound the fourth
term of (3.420). To this end, we assume that, given the side information (W, =

wo, Wi = wy, Wy = wy), the eavesdropper tries to decode

(o, XU X (3.430)

Since the confusion message rates are selected to ensure that (see (3.403)-(3.406)) the
eavesdropper can decode them as long as side information is available. Consequently,

use of Fano’s lemma yields

HUM, U™ X7, Xy (W, Wi, Wa, ZT, Z37™) < e (3.431)

Finally, plugging (3.423),(3.428) and (3.431) into (3.420), we get

H(Wo, Wl, WQ’Z{M, Zg_nl) Z n(Ro + Rl + Rg) —€n — V1in T V2n (3432)

which completes the achievability part of the proof.
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3.7.6.2 Converse

First, let us define the following auxiliary random variables,

o n—nmivyvi—1 r7n1 .
Ui = WoWoYyy YT Z,, i=1,....m

o niyi—1rrn—my .
UQJ‘—LL()LLlYVQl Y,22 ZQ,i-i-l? @—1,...,n—n1

where we assume that first channel is used n; times. We again define

(3.433)

(3.434)

(3.435)

We note that auxiliary random variables, U, ;, Us; satisfy the Markov chains

Ui = X1 = (Y, Yori, Z1,)

Usi — Xoi — (Y21,z‘, Yoo, Z2,z‘)

(3.436)

(3.437)

Similar to the converse of Theorem 3.4, here again, U;; and Us; can be arbitrarily

correlated. However, at the end of converse, it will be clear that selection of them
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as independent would yield the same region. Start with the common message rate,

HWolZ1", Z3™™) (3.438)
< I(Wos AT, Yas ™) = I(Woy 21, Z3 ™) + en (3.439)
= I(Wos Vi1, Y5 ™| 21", Z37™) + en (3.440)
= I(Wo; Yy ™27, Zy™) + I(Wo YT |2, Z3 7™ Y ™) + en (3.441)

S T(Wo, Wi Yi5 ™21, Z37) + T(Wo, W Y277, 257, Y ™) 4 en (3.442)

where (3.439) is due to Fano’s lemma, (3.440) is due to the fact that the eavesdrop-
per’s channel is degraded with respect to the first user’s channel. Once we obtain
(3.442), using the analysis carried out in the proof of Theorem 3.4, we can obtain

the following bounds.

I(Wo, Wis Yi5 ™| 274, Z5 ™) <Y I(Un i Vi) Za) (3.443)
i=1
ni
I(Wo, Wy V{210, 237, V™) <Y 1(Us s Yinal Z1s) (3.444)
i=1

where (3.443) (resp. (3.444)) can be derived following the lines from (3.262) (resp.

(3.269)) to (3.266) (resp. (3.272)). Thus, we have

n—ni

ni
HWo|Zi, 27™) < Z I(Usji; Y12,i| Z2,) + Z I(Uv ;Y111 Z13) + €0 (3.445)

i=1 =1
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and similarly, we can get

n—ni ni

H(Wo|Zi*, ™) < Z I(Usi; Yo2,| Zo3) + Z I(Uyi; YorilZ1i) + € (3.446)

i=1 i=1

We now consider the sum of common and independent message rates,

H(W07 Wl‘ZI“? Z;Linl)
S [(Wo, Wl, }/ﬁl, lez_nl) — [(Wo, Wl, ZILl, Z;_nl) + €, (3447)
= I(Wo, Wi; Y'Yy ™21, Z37™) + € (3.448)

= I(Wo, Wi Yig ™ |21, Z57™) + T(Wo, Wi YT 217, 2377, Yig ™) + en (3.449)

where (3.447) is due to Fano’s lemma, (3.448) follows from the fact that the eaves-
dropper’s channel is degraded with respect to the first user’s channel. The first term

of (3.449) is already bounded in (3.443). The second term can be bounded as

ni
T(Wo, Wi YT 2T, 237", Y ™) < ZI(XLZ‘; Yi1,ilZ14) (3.450)

=1

which can be obtained following the lines from (3.282) to (3.288). Hence, plugging

(3.443) and (3.450) into (3.449), we get

n—ni

H(Wo, Wh| 2", Z5™™) <Y I(Uni Yl Zog) + > 1(X155 Y10l Z14) + € (3.451)

i=1 =1
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Similarly, we can obtain

ni

n—n1
H(Wy,Wy|Z", Zy™™) < Z I( X243 Yoo,i| Zas) + Z I(Us 3 Y14l Z1,;) + €n (3.452)
=1

i=1

Finally, we derive the outer bounds for the sum secrecy rate,

H(Wo, Wi, Wa|Z, 2y < T(Wo, Wi YT, Y ™) + T(Wa; Yo', Yoy ™ [Wo, Wh)
— [(Wy, Wy, Way 20, Z37™) + e, (3.453)
= I(Wo, Wi YT, Yy ™27, 237 ) + T(Wo Yor', Yoy ™ [Wo, W, Z, Zy ™) + ey,
(3.454)
= I(Wo, Wi Y3 ™ |27, Z37™ ) + T(Wo, Wi YT 217, Z5 7, Y5 ™)

+ I(WZ; YQT‘WU: le Z?lv Zg_nl) + [(W2; Yég_nl‘wih le ZIL1> Z2n_n17 YQ?) + €n

(3.455)
= I(Wo, Wi, Yoi's Yiy ™ |23, 237 ) — T(Yors Yoy M 27, 257, W, Wh)
+ I(Wo, Wi YT | 21, 257 Yig ™) + T(Was Yo [Wo, Wh, 27, Z37™)
+ T(Wo; Yoy "™ [Wo, Wh, Z1, Z5 ™™ Yoi') + € (3.456)
= 81— Sy+ S5+ 84+ S5 + € (3.457)

where in (3.453), we used Fano’s lemma and (3.454) follows from the fact that the
eavesdropper’s channel is degraded with respect to both users’ channels. We can

again use the analysis carried out in the converse proof of Theorem 3.4 to bound

154



(3.457). For example, following lines from (3.298) to (3.320), we can obtain
ni
Sy + 53— 955 < Z I(X1; Y14 Z4,) (3.458)
i=1
Similarly, if we follow the analysis from (3.322) to (3.328), we can get
n—mi
S5 < Z I( X5, Y20, |\Us iy Zo;) (3.459)
i=1
and if we follow the lines from (3.332) to (3.337), we can get

n—ni
S1 < Z I(Uszi; Y12, Za,) (3.460)
i=1

Thus, plugging (3.458), (3.459) and (3.460) into (3.457), we get

ni n—mni
H(W07 le W2|Z?17 Zginl) < Z I(X1,27 }ql,i|Zl,i) + Z I<U2727 K?,i|Z2,i)
i=1 i=1
+ Y I(Xog YarilUni, Zo4) + €0 (3.461)
i=1
Similarly, it can be shown that
H(WO7 Wla W2|ZIL1’ Z;L_nl) S Z [([]171'7 }/2171"2277,') + Z ]—()(177/7 }/vll,i’Ul,ia Zl,i)
=1 i=1
+ Z I( X35 Yoz Za ) (3.462)
i=1
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So far, we derived outer bounds on the secrecy capacity region which match the
achievable region. Hence, to claim that this is indeed the capacity region, we
need to show that computing the outer bounds over all distributions of the form
p(u1, x1)p(ug, x2) yields the same region which we would obtain by computing over
all p(uq,us, x1,z5). Since all the expressions involved in the outer bounds depend
on either p(uy,x1) or p(ug, x2) but not on the joint distribution p(uy, ug, 1, x2), this

argument follows, establishing the secrecy capacity region.

156



Chapter 4
Capacity Region of the Gaussian MIMO Broadcast Channel with
Common and Confidential Messages

4.1 Introduction

In this chapter, we consider the two-user Gaussian MIMO broadcast channel with
common and confidential messages, where the transmitter sends a confidential mes-
sage to each user which needs to be kept perfectly secret from the other user in
addition to a common message directed to both users (see Figure 4.1). In other
words, in this channel model, there are three messages Wy, Wy, W5, where Wy de-
notes the common message sent to both users, W; denotes the first user’s confidential
message that needs to be kept hidden from the second user, and W5 denotes the
second user’s confidential message that needs to be kept hidden from the first user.

The Gaussian MIMO broadcast channel with common and confidential mes-
sages subsumes several other channel models as special cases. These special cases can
be obtained from our channel model by disabling some of the messages Wy, W7y, Wj.
The first such channel model is the Gaussian MIMO wiretap channel, where the
transmitter has only one confidential message for one (legitimate) user, which is
kept perfectly secret from the other user (eavesdropper). This channel model can

be obtained from our channel model by setting Wy, = Wy = ¢. The secrecy capacity
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Figure 4.1: Gaussian MIMO broadcast channel with common and confidential mes-
sages.

Wo, W1, Wy Transmitter

F )

of the Gaussian MIMO wiretap channel is obtained in [15, 16] for the general case,
in [17] for the 2-2-1 case. The second such channel model is the Gaussian MIMO
wiretap channel with common message [18], in which the transmitter sends a com-
mon message to both the legitimate user and the eavesdropper, and a confidential
message to the legitimate user that is kept perfectly secret from the eavesdropper.
This channel model can be obtained from our channel model by setting Wy = ¢.
The capacity region of the Gaussian MIMO wiretap channel with common message
is obtained in [18]. The third such channel model is the Gaussian MIMO broadcast
channel with confidential messages [8], where the transmitter sends a confidential
message to each user which is kept perfectly secret from the other user. This channel
model can be obtained from our channel model by setting Wy = ¢. The capacity
region of the Gaussian MIMO broadcast channel with confidential messages is es-
tablished in [8].

Here, we obtain the capacity region of the Gaussian MIMO broadcast channel
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with common and confidential messages!. In particular, we show that a variant of
the secret dirty-paper coding (S-DPC) scheme proposed in [8] is capacity-achieving.
Since the S-DPC scheme proposed in [8] is for the transmission of only two confi-
dential messages, it is modified here to incorporate the transmission of a common
message as well. Similar to [8], we also notice an invariance property of this achiev-
able scheme with respect to the encoding order used in the S-DPC scheme. In other
words, two achievable rate regions arising from two possible encoding orders used
in the S-DPC scheme are identical, and equal to the capacity region. We provide
the proof of this statement as well as the converse proof for the capacity region by
using the channel enhancement technique [4] and an extremal inequality [5].

We also explore the connections between our channel model and its non-
confidential counterpart, i.e., the (two-user) Gaussian MIMO broadcast channel
with common and private messages. In the Gaussian MIMO broadcast channel
with common and private messages, the transmitter again sends a common message
to both users, and a private message to each user, for which there is no secrecy
constraint now, i.e., private message of each user does not need to be kept secret
from the other user. Thus, the channel model we study here can be viewed as a
constrained version of the Gaussian MIMO broadcast channel with common and
private messages, where the constraint comes through forcing the private messages
to be confidential. We note that although there are partial results for the Gaussian

MIMO broadcast channel with common and private messages [9, 10], its capacity

!The same result is obtained independently and concurrently in [31, 32]. The conference ver-
sion [31] and the conference version of the work in this chapter [33] appeared concurrently at the
IEEE ISIT 2010 as well as at [arXiv: 1001.2806] and [arXiv:1001:3297].
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region is not known completely. However, here, we are able to obtain the entire
capacity region for a constrained version of the Gaussian MIMO broadcast channel
with common and private messages. We provide an intuitive explanation of this at-
first-sight surprising point as well as the invariance property of the achievable rate
region with respect to the encoding orders that can be used in the S-DPC scheme,
by using a result from [10]. In particular, we use the following result from [10]: For a
given common message rate, the private message sum rate capacity of the Gaussian
MIMO broadcast channel with common and private messages is achieved by the
dirty-paper coding (DPC) scheme in [34], and any one of the two possible encoding
orders that can be used in DPC gives the private message sum rate capacity. Using
this result, we show that there is a one-to-one correspondence between the points on
the boundary of the achievable rate region of the Gaussian MIMO broadcast channel
with common and confidential messages that are obtained by using a specific en-
coding order in the S-DPC scheme, and those points which are private message sum
rate capacity achieving for the Gaussian MIMO broadcast channel with common
and private messages. This correspondence intuitively explains why the achievable
rate regions arising from the use of different encoding orders in S-DPC are the same,
and also why we can obtain the entire capacity region of the Gaussian MIMO broad-
cast channel with common and confidential messages although the capacity region

of its non-confidential counterpart is not known completely.
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4.2 Channel Model and Main Result

We study the two-user Gaussian MIMO broadcast channel (see Figure 4.1) which is

defined by

Y1 == H1X + N1 (41)

YQ = HQX -+ N2 (42)

where the channel input X is a ¢ x 1 vector, H; is the channel gain matrix of size
r; x t, the channel output of the jth user Y, is a 7; x 1 vector, and the Gaussian
random vector IN; is of size r; x 1 with a covariance matrix 3, which is assumed
to be strictly positive-definite, i.e., 3; >~ 0. We consider a covariance constraint on

the channel input as follows

E[XX'] <8 (4.3)

where S = 0.

We study the following scenario for the Gaussian MIMO broadcast channel:
There are three independent messages (Wy, W1, W5) with rates (Ry, Ry, Ry), respec-
tively, where W} is the common message that needs to be delivered to both users, W,
is the confidential message of the first user which needs to be kept perfectly secret
from the second user, and similarly, W, is the confidential message of the second
user which needs to be kept perfectly secret from the first user. The secrecy of the

confidential messages is measured by the normalized mutual information rates [2, 3],
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i.e, we require
1 1
—I(Wy; W, Wo,Y5) — 0 and —I(Wo; Wy, W1, YY) =0 (4.4)
n n

as n — 0o, where n denotes the number of channel uses. The closure of all achievable
rate triples (Ro, Ry, R2) is defined to be the capacity region, and will be denoted by

C(S). We next define the following shorthand notations

1 H,SH! + X,
ROj(K17K2> = - log d . d

j=1,2 (4.5)

2 7 H; (K, + Ko)H[ + 3]
1 H,(K; + Ko)H] + %] 1 Hy(K; + Ko)Hy + 3|
R(K{,Ky) ==1o ——lo
1K, Ka) = 5 log HK.H] + 5| 2 %% T HK.H] + %
(4.6)
1 HEKH] +3% 1. |[HKH] +3
Ry(Ko) = =1 — 21 A7
2( 2) 9 o ’22| 2 0g |21| ( )

using which, our main result can be stated as follows.

Theorem 4.1 The capacity region of the Gaussian MIMO broadcast channel with

common and confidential messages C(S) is given by

C(S) =R 77(S) = Ry "(S) (4.8)
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where R5;PYC(S) is given by the union of rate triples (Ro, Ry, Ry) satisfying

Ry < min{Roi (K1, K2), Ro2 (K1, K2)} (4.9)
R < Ri(Ky, K) (4.10)
Ry < Ry(Ky) (4.11)

for some positive semi-definite matrices Ky, Ky such that Ki+Ky =<' S, and RS DPC(S)

can be obtained from RS DPC(S) by swapping the subscripts 1 and 2.

Theorem 4.1 states that the common message, for which a covariance matrix
S — K; — K, is allotted, should be encoded by using a standard Gaussian codebook,
and the confidential messages, for which covariance matrices K;, K, are allotted,
need to be encoded by using the S-DPC scheme proposed in [8]. S-DPC is a modified
version of DPC [12] to meet the secrecy requirements. The receivers first decode
the common message by treating the confidential messages as noise, and then each
receiver decodes the confidential message intended to itself. Depending on the en-
coding order used in S-DPC, one of the users gets a clean link for the transmission
of its confidential message, where there is no interference originating from the other
user’s confidential message. Although one might expect that the two achievable
regions arising from two possible encoding orders that can be used in S-DPC could
be different, i.e., R}, PPY(S) # RS PPC(S), and taking a convex closure of these
two regions would yield a larger achievable rate region, Theorem 4.1 states that
R, PPE(S) = R57PPC(S), ie., the achievable rate region is invariant with respect
to the encoding order used in S-DPC. This invariance property of S-DPC was first
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noticed in [8] for the case where there was no common message to be transmitted.

We acknowledge [31, 32], where the authors obtain Theorem 4.1 (capacity
region of the Gaussian MIMO broadcast channel with common and confidential
messages) independently and concurrently. Their proof is identical to the one we

present here.

4.2.1 Aligned Channel

We define a sub-class of Gaussian MIMO broadcast channels called the aligned Gaus-
sian MIMO broadcast channel, which can be obtained from (4.1)-(4.2) by setting

H1 = H2 = I, i.e.,

To distinguish the notation used for the aligned Gaussian MIMO broadcast chan-
nel from the one used for the general model in (4.1)-(4.2), we denote the capac-
ity region of the aligned channel by CA(S), the rate expressions in (4.5)-(4.7)
for the special case Hy = Hy = I by {Ry"(Ky, Ky)}5_,, RM (K1, Ks), Ry (Koy),
and the regions RI;PYC(S), R5PPC(S) for the special case H; = Hy, = I by
RS, DPC-AL(G) RS-DPC-AL(g)

In this work, we first prove Theorem 4.1 for the aligned Gaussian MIMO

broadcast channel. Then, we establish the capacity region for the general channel

model in (4.1)-(4.2) by following the analysis in Section V.B of [4] and Section 7.1
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of [19] in conjunction with the capacity result we obtain for the aligned channel.

4.2.2 Capacity Region under a Power Constraint

We note that the covariance constraint on the channel input in (4.3) is a rather

general constraint that subsumes the power constraint

EX'X]=tr(E[XX"]) <P (4.14)

as a special case, see Lemma 1 and Corollary 1 of [4]. Therefore, using Theorem 4.1,
the capacity region arising from the average power constraint in (4.14), C(P), can

be found as follows.

Corollary 4.1 The capacity region of the Gaussian MIMQO broadcast channel with

common and confidential messages subject to a power constraint P, C(P), is given

by

C(P) =Ry PPE(P) = Ry 74(P) (4.15)

where R5;PYC(P) is given by the union of rate triples (Ro, Ry, Ry) satisfying

Ry < min{Rn (K1, Ko, K.), Ro2 (K1, Ko, K) } (4.16)
Ry < R (K1, K5) (4.17)
Ry < Ry(Ky) (4.18)
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for some positive semi-definite matrices Ky, Ko, K. such that tr(K; + Ko +K,.) < P,

and {Ro;j (K1, K2, K.)}2_, are defined as

J

1 |H](K1 + Ky + KC)HT + EJ|
Roi(Ky, Ky, K,) = =1 - :
o Ko Ke) = 5 dos I e TR+ 3

=1,2 (4.19)

Moreover, R5;PYC(P) can be obtained from R;°YC(P) by swapping the subscripts

1 and 2.

4.3 Proof of Theorem 4.1 for the Aligned Case

4.3.1 Achievability

Here, we prove the achievability of the regions R$; PPCAL(S) and RS PPC-4L(S).
To this end, we consider the two-user discrete memoryless channel with common
and confidential messages. For this case, we have the following achievable rate

region [35].

Lemma 4.1 ([35, Theorem 1]) The rate triples (Ry, Ry, Ra) satisfying

Ry < min{I(U; Y1), [(U;Y2)} (4.20)
Ry < [I(Vi; Y4|U) = 1(Vi; Ya, ValU)]F (4.21)
Ry < [I(Vy; Ya|U) — I(Va; Y1, VA|U) T (4.22)

for some (U, V1, V3) such that (U, Vy,Va) = X — (Y1,Y3)? are achievable.

2In [35], the necessary Markov chain that (U, Vi, Vs, X,Y7,Ys) needs to satisfy is given by
U— (V1,Va) = X — (Y1,Y2). However, their achievable rate region is valid for the looser Markov
chain (U, V1,V2) = X — (Y3,Y2) as well, which we use here.
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We now use Lemma 4.1 to show the achievability of the region RY;PPC4L(S).
We first introduce three independent Gaussian random vectors Ug, Uy, Uy with
covariance matrices S—K; —K,, K1, Ky, respectively. Using these Gaussian random

vectors, we set the auxiliary random variables in Lemma 4.1 as follows

U = U (4.23)
Vi =U; + U, (4.24)
Vo =U, + AU, + U, (4.25)

where A = K, [K; + 22]_1 is the precoding matrix for the second user to suppress
the interference originating from Uj [12]. Furthermore, we set the channel input X

as follows

X=Uy+U; +U, (4.26)

Using the definitions in (4.23)-(4.26) for the common message rate given in Lemma 4.1,

we get

(4.27)

S + 34| 1 S + 3| }

1
Ry =min{ -1 -
0 mm{z P 1K, + 212 P[K, + Ky + 3
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Next, we compute the confidential message rates. To this end, we note the following
identity

1 K, + X
I(Va; Yo|U) = I(Va; B|U) = —1ogM

4.28
2 |32, ( )

which is due to Theorem 1 in [12]. Now, we compute the second user’s confidential

message rate as follows

RQZI(VQ;Y2|U)—[(V2;Y1,V1|U) (4.29)
= I(Vo; Yo U) = I(Vo; ViU ) — 1(Va; Y41 |U, V1) (4.30)
= log P = i) (431)
_ %log —lKT;;‘Zﬂ — %log —|K2’;1’21| (4.32)

where (4.31) is due to (4.28). Next, we compute the first user’s confidential message

rate as follows

Ry = I(Vi; Y1|U) — 1(V1; Yo, V2|U) (4.33)
= I1(Vi; Y1 |U) = I(V1; YU, Vo) — I(V1; V5|U) (4.34)
= I(Vi; Y1 [U) = I(V1, Va; Yo |U) + I(Va; Yo|U) — I(Vi; Vo|U) (4.35)
— IR YAU) = VA Vi Yol + 3 log o= (436)
_ %log |K1|I‘<:Ii2;1|21| _ % Ky +|I;22|~|— 3| %log ’Kzlg;lzz‘ (4.37)
L o o (139
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where (4.36) is due to (4.28). Hence, we show the achievability of the region

RS, PPC=AL(S). Due to the symmetry, achievability of R5; PFC~AL(S) follows.

4.3.2 Converse

Since the capacity region CAF(S) is convex due to time-sharing, it can be character-

ized by the tangent planes to it, i.e., by the solution of

max Ry + 1Ry + s R 130
(Ro, Ry Ryecai(s) 070 T At T L2t (4.39)

for p; € [0,00), j =0,1,2. We already have

(Ro. B ) RSP AL(g) F 0 0+ 1Ry + o 25 o X sy MO 0+ Ry + pa Ry

(4.40)

due to achievability of R3;PPCAE(S) and RS PPAL(S), where R3-PPC-AL(S) is

given by

RSPPE-AL(S) = conv (RE;PIOAN(S) | JREPPOALS))  (441)
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and conv is the convex hull operator. Here, we show that

ma; Ry + iRy + Ry < e B R R
(Ro,Rl,R2)}€(CAL(S)lu0 0 T Midiy T M2 2_(RO,Rl,Rz)GRfDPC*AL(S)’uo o+ iRy + paRo
(4.42)

(RO,R17R2)€’R§;DP07AL(S) Hotro M1l Ji¥a%)

(4.43)

to provide the converse proof. We first characterize the boundary of R3; PFC=4E(8)

by studying the following optimization problem

max Ro+ p1 Ry + o R 4.44
(R07R1,R2)ER§;DP07AL(S)/ILO 0 T H1liy + polis ( )

which can be written as

oilaX o min{ Rj" (K1, K»), Roy (K1, Ka)} + R (K1, Ko) + pa Ry (Ko)
Ki1K;<S

(4.45)

Let K7, K} be the maximizer of (4.45). The necessary KKT conditions that K7, K3

need to satisfy are given in the following lemma.
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Lemma 4.2 K7, K3 need to satisfy

(1 + p2) (K5 + K5+ 31) 7 + My = (o) + p2) (K + K + %) 7!
+ (koA + pn) (KT + K5 + 35) 7! + Mg (4.46)

(1 + p2) (K5 + 20) 7'+ My = (1 + po) (Kb + 21) 7'+ M, (4.47)

for some positive semi-definite matrices My, My, Mg such that

KM, = M;K =0 (4.48)
K;M, = MLK; =0 (4.49)
(S—Ki —K;)Mg=Mg(S— K —K3) =0 (4.50)

and for some A =1 — X such that it satisfies 0 < X\ < 1 and

=0 if  R(K7 Kj) > Roy(Ki, K3)
A = 1 if RHMKG K3 < RY(KT,K3) (4.51)

The proof of Lemma 4.2 is given in Appendix 4.7.1.
We now use channel enhancement [4] to define a new noise covariance matrix

3 as follows

(1 + p2) (K3 4 2) 71 = (1 + p12) (K5 + ) ™ + M, (4.52)
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This new noise covariance matrix 3 has useful properties which are listed in the

following lemma.
Lemma 4.3 We have the following facts.
e 0<X

OEthijzg

o (p+ o) (Kj + K5+ )71 = (g + po) (Kf + K5+ )71+ M,
o (K3+3)718 = (K;+ 5) '8,
o Ki+Ki+3) YK +X) =K +K;+ X)) YK+ X))

The proof of Lemma 4.3 is given in Appendix 4.7.2. We now construct an enhanced

channel using the new covariance matrix 3 as follows

Y, =X+N (4.53)
Y,=X+N (4.54)
Y, =X+N, (4.55)
Y, =X+N, (4.56)

where N is a Gaussian random vector with a covariance matrix . In the en-
hanced channel defined by (4.53)-(4.56), the enhanced first and second users have
the same observation, i.e., PI[YI = Yg] = 1. From now on, we denote the obser-
vations of the enhanced first and second users by a single random vector Y. We
now consider the following scenario for the enhanced channel in (4.53)-(4.56): There
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are three independent messages (Wy, Wi, W) with rates (R, Ry, R2), respectively,
where the common message W, is directed to all users, i.e., the users with obser-
vations Yl,?g,Yl,Yg; Wi is the confidential message of the enhanced first user,
i.e., the one with observation Y, which needs to be kept perfectly secret from the
second user, i.e., the one with observation Y,; and W is the confidential message of
the enhanced second user, i.e., the one with observation Y, which needs to be kept
perfectly secret from the first user, i.e., the one with observation Y;. Here also, we
measure the secrecy of the confidential messages by normalized equivocation rates,
i.e., we require

1 1
lim —I(Wi; Y2, W) =0 and lim —I(Wy; Y™, Wy) =0 (4.57)

n—oo M n—oo 1

We define the capacity region of the enhanced channel in (4.53)-(4.56) arising from

this scenario as the convex closure of all achievable rate pairs (R, R;, R2) and denote

it by C(S).

We note that the process of obtaining a new enhanced channel from the original
one by means of channel enhancement can be visualized as shown in Figure 4.2 and
Figure 4.3. First, we provide an alternative view of the original channel model as
depicted in Figure 4.2. In this alternative view, each user is split into two identical
users where one of them (user 11 for the first user and user 22 for the second user)
gets a confidential message, and the other one (user 10 for the first user and user 20
for the second user) gets the common message and eavesdrops the other confidential

message. Second, we enhance the users who are getting the confidential messages,
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User 11 *Wl
H, N,

User 10 *Wm M

Y,

Wo, W1, Wo—| Transmitter

User 20 +VVO, M

User 22 p WQ

Figure 4.2: An alternative view of the Gaussian MIMO broadcast channel with
common and confidential messages.

i.e., user 11 and user 22, to improve their observations as shown in Figure 4.3.
This idea of splitting users and then enhancing them is also used in [18]. Since in
the enhanced channel, the receivers to which only the common message is sent are
identical to the receivers in the original channel in (4.12)-(4.13), and the receivers
to which confidential messages are sent have better observations with respect to the
receivers in the original channel in (4.12)-(4.13), we have CA*(S) C C(S). We next

introduce an outer bound on C(S) in the following lemma.

Lemma 4.4 The capacity region of the enhanced channel in (4.53)-(4.56), C(S),

is contained in the union of rate triples (Ro, Ry, R2) satisfying

Ro < min{I(U;Y,),1(U;Y5)} (4.58)
Ry < I(X;Y|U) = I(X;Y2|U) (4.59)
Ry < I(X;Y|U) — I(X; Y4|U) (4.60)

for some (U, X) such that U = X =Y — (Y1,Y>) and E [XX'] < S.
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H1 N Wl Nl

Y Y .
"> Enh. User 1 e - Wh, M
Y Y. .
—Q?—(?—Q» Enh. User 2 2 User 20 =Ty, DX
v

H, N W, 2 N,

Wy, Wy, Wo—> Transmitter

Figure 4.3: The new Gaussian MIMO broadcast channel obtained by channel en-
hancement.

The proof of this lemma is given in Appendix 4.7.3. We also introduce the following

extremal inequality from [5]:

Lemma 4.5 ([5, Corollary 4]) Let (U, X) be an arbitrarily correlated random vec-
tor, where X has a covariance constraint F [XXT} < S and S = 0. Let N,N;,N,
be Gaussian random vectors with covariance matrices 3, 1, 3o, respectively. They
are independent of (U, X). Furthermore, 3,34, 3 satisfy X =< ¥, =12 As-

sume that there exists a covariance matrizx K* such that K* < S and

BEK +3)7" =) (K + )" + Mg (4.61)

Jj=1

where > 0,7v; > 0, 7 = 1,2 and Mg is positive semi-definite matriz such that

(S —K*)Mg = 0. Then, for any (U, X), we have

log |(2me)(K* + f])|

DO ™

2
BUX +N|U) = > 3h(X + Ny|U) <
j=1

2
Z 2 log |(2me)(K* + ;)| (4.62)

Jj=1
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We now use this lemma. For that purpose, we note that using the second

statement of Lemma 4.3 in (4.46) yields

(1 + ) (K + K5+ 2) 7 = (o) + ) (K + K3 + 3,) 7"

+ (koA + ) (K7 + K3 + 35) 7" + M (4.63)

using which in conjunction with Lemma 4.5, we get

(111 + p2) (Y |U) = (ptoA + p2)h(Y1|U) = (pr0A + 1) (Y2 |U)

i A+
< L2 o 2me) (K 4+ K+ 5)| = P22 001 (o) (K + K + 50)]
A\
- ’““]Tﬂ“ log | (2e) (K + K + )| (4.64)

which will be used subsequently.

We are now ready to complete the converse proof as follows:

max toRo + pi Ry + pa Ry < max poRo + 1 Ry + o Ry (4.65)
(R07R17R2)ECAL(S) (RQ,R1,R2)€C(S)
< max pomin{I(U; Y1), I(U; Y)Y} + [I(X; Y|U) - I(X; Y2|U)]
U—-X—-Y—Y1,Y2
B[XXT]|=S
+ e [ YUY = I(X; Y4 || (4.66)
< max oM (U3 Y1) + poM (U3 Ys) + [I(X; Y|U) - I(X; Y2|U)}
U—-X—->Y—Y1,Y2
B[XXT]|=S
+ i |16 YIU) = (X3 YA |U)| (4.67)
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= max 1oAR(Y 1) + poA(Ya) + (1 + p2)h(Y|U) = (oA + p2) h(Y1|U)
U—-X—-Y—Y1,Y2
E[XXT]=s
5 p, B |3
— A h(Y — —log — — —~log — 4.

A\ A\
< B log|(2me) (S + 21| + 5= log |(2me)(S + )

+ max (11 + p2)h(Y|U) = (poX + p2) (Y1 |U) = (1o + 1 )h(Y2|U)
U—-X—->Y—Y1,Y2
B[XXT]|=S
O >
— —log — — = log — 4.69
2 9815, T D 8y (4.69)

A A
< B log | (2me) (S + 21)| + 5= log |(2me)(S + )

N . M+
+ w log |(2me)(K] + K5 + X)| — Mlog |(2me) (KT + K3 + %)
X > >
_ (HoA + 1) log |(2me)(K* + K3 + 30)| — fad logu — &logu (4.70)
2 2 |3, 2 130
) S + 3| JioA S + 3|

0 + o)
2 PIKITK;+3 | 2 CTK 4K+

oy K+ KG+ )8 g |(K] 4+ KG + 3)5|

+ g = g = 4.71
2 VK + K3+ X)X 2 (K] + K3+ 3)X) )
= pio min{ ROL(K*, K3), RAF (K K5 + == log =
0 { 01 ( 1 2) 02 ( 1 2>} 2 |<K’{ —|—K; 4+ 22)2|
4 P2 (KT + 2"‘2)2}’ (4.72)
2 |(Kj + Kb + X)X
= pomin{ R (K7, K3), Rgy (K7, K5)} + i By (KT K3) + pa Ry ™ (K3) (4.73)

where (4.65) comes from the fact that CA*(S) C C(S), (4.66) is due to Lemma 4.4,
(4.67) results from the fact that 0 < A =1— X < 1, (4.69) is due to the maximum

entropy theorem, (4.70) comes from (4.64), (4.72) results from
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and (4.73) will be shown next. We first note the following

1 Ki+KE+3 1. |Ki+K;+ 3
RM(K? K3) = = log ——2 — —Jog———2 4.75
_ Ll KK TR 1)K+ K 4 3| (4.76)
2 K; + 3| 2 K5 + 3|
1 K:+K;+ X)X
:_10g|( 1+ 2+ ) ~2| (477)
2 TIKi+ Ky +3,)X|

where (4.76) is due to the fourth statement of Lemma 4.3 and (4.77) comes from

the third statement of Lemma 4.3. We next note the following identity

Ky + 3 1, |K;+ 3

1
RAM(KE) = Zlog —2——=1 _ ] 4.78
1. Ki+3 1. |Ki+ X
_ 1 - ) P e B et 4.79
1 K+ K+ 2%
_ = gK 1+ 2+ ) Nl‘ (480)
2 (Kt + Kb + X)X

where (4.79) is due to the third statement of Lemma 4.3, and (4.80) comes from the
fourth statement of Lemma 4.3. Identities in (4.77) and (4.80) give (4.73).

Thus, in the view of (4.73), we have shown that

R R Ry = R R R
o O L

(4.81)
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Similarly, we can show the following

max Ro+ piRy + pa Ry = max Ro+ Ry + peR
(Ro,Rl,Rz)GCAL(S)/JJO 07 Hrbin T flaf (Ro,R1,R2)ER§fDPC*AL(S)MO 0 T Haliy T falis

(4.82)

completing the converse proof.

4.4 Proof of Theorem 4.1 for the General Case

We now prove Theorem 4.1 for the general channel model in (4.1)-(4.2). Achiev-
ability of Theorem 4.1 for the general channel model in (4.1)-(4.2) can be shown
as we did for the aligned case in the previous section. In particular, the only dif-
ference of the achievability proof for the general channel model in (4.1)-(4.2) from
the achievability proof for the aligned case will be the selection of the precoding
matrix A, which needs to be chosen as A = KyH, (X5 + HyKoHJ ) 'H, in this
general case. Thus, in the rest of this section, we consider the converse proof. For
that purpose, we follow the analysis in Section V.B of [4] and Section 7.1 of [19] in
conjunction with the capacity result obtained for the aligned case in the previous
section. To this end, we first note that, following the approaches in Section V.B
of [4] and Section 7.1 of [19], it can be shown that a new channel can be constructed
from any channel described by (4.1)-(4.2), such that the new channel has the same
capacity region as the original one, and in the new channel, both receivers have the
same number of antennas as the transmitter, i.e., 1y = ro = ¢. Thus, without loss of

generality, we assume that r; = ro = t. We next apply singular-value decomposition
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to the channel gain matrices Hy, Hy as follows

H; =U;A; V), j=1.2 (4.83)

where Uj;, V; are t x t orthogonal matrices, and A; is a diagonal matrix. We now

define a new Gaussian MIMO broadcast channel as follows

Y, =H,X+N,; (4.84)
Y, =H,X + N, (4.85)

where ﬁj is defined as
H; =U;(A; 4+ o)V, (4.86)

for some o > 0. We denote the capacity region of the channel defined in (4.84)-(4.85)
by Co(S), and achievable rate regions for this channel by RS, BPC(S) RS aDPC(S).
Since Hy, H, are invertible, the capacity region of the channel in (4.84)-(4.85) is

equal to the capacity region of the following aligned channel

-1

Y =X+H N, (4.87)

Y,=X+H, 'N, (4.88)
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Thus, using the capacity result for the aligned case, which was proved in the previous

section, we get

Ca(S) = Riza *(S) = R3a < (S) (4.89)

We next show the following inclusion

C(S) C lim Co(S) (4.90)

a—0

To this end, assume that (R, Ry, Rs) is achievable in the channel given by (4.1)-
(4.2), i.e., (Ro, R1, R2) € C(S). To prove the inclusion in (4.90), we need to show

that (Rg, R1, R2) € lim,_,0Cs(S). To this end, we note the following Markov chains

X—-Y; =Y, j=12 (4.91)

which imply that if the message triple (Wy, Wy, W5) with rates (Ry, Ry, Rg) is trans-
mitted with a vanishingly small probability of error in the original channel given
by (4.1)-(4.2), they will be transmitted with a vanishingly small probability of error
in the channel given by (4.84)-(4.85) as well. In other words, each receiver in the
channel given by (4.84)-(4.85) will decode the messages intended to itself. However,

we still need to check the secrecy requirements on the confidential messages Wy, Wj.
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We first check the secrecy of the first user’s confidential message as follows

lim —I(Wl, YQ, Wg, Wg) = lim _I(Wh Y2, Wo, WQ) - —[<W1, YS, W(), WQ)
n

n—oo N n—oo 1
(4.92)
where we used the fact that since (R, R1, Rs) € C(S), we have
o1
lim —I(Wy; Y2, Wo, Ws) = 0 (4.93)

n—oo M,
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We now bound the term on the right hand-side of as follows (4.92)

T(Wy; Yy, W, Wa) — T(Wy; Y5, W, Wa)

= T(Wy; Yo |[Wo, Wa) — T(Wy; Y2 [Wo, W) (4.94)
= I(W; Yo | Wo, Wa, Y3) (4.95)
= ZI Wy Yo |[Wo, Wa, Y2, Yo ) (4.96)
=1
< ST (Yol Yau) — h(Y o Wo, Wa, Y5, Y, ' W1, X,) (4.97)
=3 I(X;; Y2, Y2) (4.98)
=1
= I(X;;Y2) — (X5 Y2,) (4.99)
= Z h(Ya,) — h(Yay,) (4.100)
" LB (XX H, + %,
< 1 4.101
—; % HL,E [XX[ [ H] + 3| (4.101)
‘HQ S LB [XXT])H, + 3,
< 4.102
3, (O, LB XX ] HY 5 )
‘HQSH +22‘
< 1 4.103
=2 °|H,SH] + 3, (4.103)

where (4.95) is due to the Markov chain in (4.91), (4.97) comes from the fact that
conditioning cannot increase entropy, (4.98) is due to the fact that the channel is
memoryless, (4.99) results from the Markov chain in (4.91), and (4.101) can be

shown by using the worst additive noise lemma in [36, 37]. Before showing the steps
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in (4.102) and (4.103), we note that the following function

‘ﬁzKﬁg + 22’
|HKHJ + 3|

log (4.104)

is concave and monotonically increasing in positive semi-definite matrices K, see
Lemma 4 in [38]. Thus, (4.102) follows from the Jensen’s inequality by noting the
concavity of the function in (4.104) and (4.103) comes from the monotonicity of the
function in (4.104) and the covariance constraint on the channel input. Hence, using

(4.103) in (4.92), we have

lim —I(Wy;Y,, Wy, W) < -1 4.105
s Y, Wo. o) < G los i e s | (4105)
where the right hand-side vanishes as o — 0, i.e.,
| [HSH + 3,
lim = log =0 (4.106)

a=02 " |H,SHy + 3|

due to the continuity of log| - | in positive semi-definite matrices and lim,_,o Hy =
H,. Thus, we have shown that if a confidential message W, with rate R; can be

transmitted in perfect secrecy in the original channel given by (4.1)-(4.2), we have

1 —n
lim lim —I(Wy; Yy, W, Wa) =0 (4.107)

a—0n—oo N

184



Similarly, if a confidential message Wy with rate Ry can be transmitted in perfect

secrecy in the original channel given by (4.1)-(4.2), we have

1 —n
lim lim —I(Wa: Y, Wo, W) = 0 (4.108)

a—0n—oo N

These two conditions in (4.107) and (4.108) enable us to conclude that if (Ry, Ry, R2) €

C(S), we also have (R, Ry, R2) € lim,_,0Co(S). Thus, we have shown that

C(S) C lim Cu(8) = lim RY, 77(8S) = lim R3, 7(8) (4.109)
a— ’ ’

=1 =1l
a—0 a—0

where we have

lim R, PPC(S) = R, PPY(S) (4.110)
a—r ’
lim RETPPE(S) = RS PPC(S) (4.111)
a— ’

due to the continuity of the rate expressions in R?{ PPCE(S) and Rgf PPC(S) in a.
Since R, PPC(S) and R5PPC(S) are achievable in the channel defined by (4.1)-

(4.2), we have

C(S) =R 77(S) = Ry "(S) (4.112)

in the view of (4.109)-(4.111); completing the proof.
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4.5 Connections to the Gaussian MIMO Broadcast Channel with

Common and Private Messages

Here, we provide intuitive explanations for the two facts that Theorem 4.1 reveals:
i) The achievable rate region does not depend on the encoding order used in S-
DPC, i.e., R3;PPO(S) = RS PPC(S); and ii) the capacity region of the Gaussian
MIMO broadcast channel with common and confidential messages can be completely
characterized, although the capacity region of the its non-confidential counterpart,
i.e., the Gaussian MIMO broadcast channel with common and private messages, is
not known completely.

In the Gaussian MIMO broadcast channel with common and private messages,
there are again three messages Wy, Wy, W5 with rates Ry, Ry, Rs, respectively, such
that W, is again sent to both users, W; (resp. W) is again directed to only the
first (resp. second) user, however, there are no secrecy constraints on Wi, Ws. The
capacity region of the Gaussian MIMO broadcast channel with common and private
messages will be denoted by CN5(S). The achievable rate region for the Gaussian
MIMO broadcast channel with common and private messages that can be obtained
by using DPC will be denoted by R}y °F¢(8), R3S PPC(S) (depending on the en-

coding order), where RYSPPC(8) is given by the rate triples (R, Ry, Ry) satisfying

Ry < min{RYS (K1, K»), Ry (K1, K»)} (4.113)
Ry < R(K,,Ky) (4.114)
Ry < RY*(K») (4.115)
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for some positive semi-definite matrices K;, K, such that K; + Ky, < S, and
{RP (K1, Ky)}?

=1

RIS(K, Ky), RIS (K, Ky) are defined as

1 S+ 3]

J
1 K + Ko + 34|
RM(K,K,) = -1 4.117
1 ( 1 2) 2 Og |K2—|—21’ ( )
1 K, + 3%
RYS(Ky,K,) = —logM (4.118)
2 N

Moreover, R5>PPY(S) can be obtained from RY,°YY(S) by swapping the sub-
scripts 2 and 1. We now state a result of [10] on the capacity region of the Gaussian
MIMO broadcast channel with common and private messages: For a given common

message rate Ry, the private message sum rate capacity, i.e., Ry + Rp, is achieved

by both RY(S) and RYS(S). This result can also be stated as follows
12 21

max ,R+ ’R+ ’R: max /R+ /R+ /R
(ro.rpeens() OO T T IR T reryspreqe) 0T T AT TR
(4.119)
= max poRo + ph Ry + py Ry

(Ro,R1,R2)eRYS~DPPC(g)

(4.120)

for py = ph, = 1. This result is crucial to understand the aforementioned two points
suggested by Theorem 4.1, which will be explained next using (4.119)-(4.120).
In the proof of Theorem 4.1, first, we characterize the boundary of R};°Y¢(S)

by finding the properties of the covariance matrices that achieve the boundary of
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R3;PPC(S), see Lemma 4.2, According to Lemma 4.2, the boundary of RS, PPC(S)

can be achieved by using the covariance matrices K7, K3 satisfying

(1 4 i) (K + K5+ 30) 7"+ My = (o + p) (K7 + K + 3) 7
+ (o + 1) (K + K + 39) 7 4+ Mg

(4.121)

(1 + p2) (K5 + 29) 7" + Mo = (1 + po) (K5 + 39) 71 + M,y (4.122)

On the other hand, using these covariance matrices, we can also achieve the bound-
ary points of RY>PPY(S), which are actually on the boundary of the capacity region
CN3(S) as well, and are the private message sum rate capacity points for a given

common message rate. To see this point, we define p’ = py + o, g = o + p1 + 2

HoA+12

— _ At " .
PR =1—vy = £ Thus, the conditions in (4.121)-(4.122)

1.6, po+p1+p2

and v =

2l

can be written as

f (K + Kp+30) 7+ My =y (K + K5+ 30) 7+ pgy (K] + Kb+ 30) 7!
+ Mg (4.123)

LL/(K; + 22)_1 + M2 == M/(K; + 21)_1 + M1 (4124)
which are the necessary conditions that the following problem needs to satisfy

/ /
(R07R1,R21)I€1’;a2}1§25*DPC(S) :U’()RO + (Rl + R2) (4125)
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On the other hand, due to (4.119)-(4.120), we know that the solution of (4.125) gives
us the private message sum rate capacity for a given common message rate, i.e., the
points that achieve the maximum in (4.125) are on the boundary of the capacity
region CN5(S). Furthermore, the maximum value in (4.125) can also be achieved by

using the other possible encoding order, i.e.,

max oRo+ 1/ (R + Ry) = max oRo+ /(R +R
(RO’RLR?)ERIIES_DPC(S)MO ’ M( ' 2) (RO,R1,R2)€R51S_DPC(S)MO ’ M( ! 2)
(4.126)

Thus, this discussion reveals that there is a one-to-one correspondence between any
rate triple on the boundary of R, PP€(S) and the private message sum rate capacity
points on CN5(S). Hence, the boundary of R5;PPC(S), similarly R5PFC(S), can
be constructed by considering the private message sum rate capacity points on
CN5(S). This connection between the private message sum rate capacity points
and the boundaries of R}, PC(S), RS PPY(S) intuitively explains the two facts
suggested by Theorem 4.1: i) The achievable rate region for the Gaussian MIMO
broadcast channel with common and confidential messages is invariant with respect
to the encoding order, i.e., R7;°YC(S) = R57°7C(S) because the boundaries of these
two regions correspond to those points on the DPC region for the Gaussian MIMO
broadcast channel with common and private messages, for which encoding order does
not matter either; and ii) we can obtain the entire capacity region of the Gaussian
MIMO broadcast channel with common and confidential messages, although the

capacity region of its non-confidential counterpart is not known completely. The
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reason is that the boundary of the capacity region of the Gaussian MIMO broadcast
channel with common and confidential messages comes from those points on the
boundary of the DPC region of its non-confidential counterpart, which are known
to be tight, i.e., which are known to be on the boundary of the capacity region of

the Gaussian MIMO broadcast channel with common and private messages.

4.6 Conclusions

In this chapter, we study the Gaussian MIMO broadcast channel with common
and confidential messages, and obtain its entire capacity region. We show that
a combination of superposition coding and the S-DPC scheme proposed in [8] is
capacity-achieving. We provide the converse proof by using channel enhancement [4]
and an extremal inequality from [5]. We also uncover the connections between the
Gaussian MIMO broadcast channel with common and confidential messages and
its non-confidential counterpart, i.e., the Gaussian MIMO broadcast channel with
common and private messages, to provide further insight into the capacity result we

obtained.
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4.7 Appendix

4.7.1 Proof of Lemma 4.2

Since the program in (4.45) is not necessarily convex, the KKT conditions are nec-

essary but not sufficient. We first rewrite the program in (4.45) as follows

AL AL
0Bl poa + pi Ry (K, Ko) + pa Ry (Ko)
Ki+Ks=S

s.t. RM(K.,Ky) > a

RYF(K1,Ky) > a (4.127)

where we introduce an additional variable a. Thus, the optimization in (4.127) is

over three variables a, K1, Ks. The Lagrangian of (4.127) is given by

2
L = poa + p R (K1, Ka) + o R5" (Ka) + 10 > Nj(RYF (K1, Ks) — a) + tr(K M)

Jj=1

+tr(KoMs) + tr((S — K — Ka)My) (4.128)

where My, My, Mg are positive semi-definite matrices and A\; > 0, j = 1,2. Let

(a*, K7, K3) be the maximizer for (4.127). The necessary KKT conditions that they
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need to satisfy are given as follows

g_s T (4.129)

Vi, L |k,=x: =0 (4.130)

Vi, L |k,=x; = 0 (4.131)
tr(KiM,;) =0 (4.132)

tr(K3M,) = 0 (4.133)

tr((S — K — K3)Mg) =0 (4.134)
MR (K K3) —a*) =0, j=1,2 (4.135)

The first KKT condition in (4.129) implies A; + Ay = 1. We define A = A; and

consequently A = 1 — XA = Ay. The second KKT condition in (4.130) implies

g (K7 + K5+ 30) 7+ My = oMK + K+ 30) 7 4 (o + ) (K7 + K5+ 2p) 7

+ Mg (4.136)

Adding p2(K; + K35 + X;)7! to both sides yields (4.50). Subtracting (4.130) from
(4.131) yields (4.47). Since tr(AB) = tr(BA) and tr(AB) > 0 for A > 0,B > 0,
(4.132)-(4.134) imply (4.48)-(4.50). Furthermore, (4.135) states the conditions if
RAMK:, K3) > RANKEKS), A = 0, if RAMK] K3) < RAVKS, K3), A = 1, and if

RAL(K:, K3) = RAL(KY, K3), A is arbitrary, ie, 0 < A < 1.
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4.7.2 Proof of Lemma 4.3

We first note the follow

ing identities

(i1 4 p12) (K5 4+ 2) 71 = (1 + p12) (K5 + )™ + My

(1 + 12) (K3 + 5)7 = (1 + 1) (K3 + 5) ™ + M,

(4.137)

(4.138)

where (4.137) is the definition of the new noise covariance matrix in (4.52) and

(4.138) comes from plugging (4.52) in (4.47). Using the fact that for A > 0, B > 0,

if A < B, then A~! = B~! in (4.137)-(4.138) yields the second statement of the

lemma.

Now, we prove the first statement of the lemma as follows

(K + 39) ' +

M

I+
M1+ pi2

1

+ 2
1

M1+ o
1

M1+ pi2
1

M1+ pi2

I+

M1

DI

pIIE

DI

_K;

1

DI
M1+ pi2

-0

1
M1+ o

-1
MQ} — K

-1
(K3 + 22)1\/[2} (K + %) — K;

-1
22M2} (K5 +3,) — K5

-1

M,| ZMK;+X,) - K
1-1 —1
M + {2_1 + M ] YIKE - K
2 2 p1 + e 2 2 2
1-1 —-1
M,| + {221 + MQ} {221 +
i 1+ e 1+ pio
-1
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(4.140)
(4.141)
(4.142)
(4.143)
M, | K

(4.144)

(4.145)

(4.146)



where (4.139) is due to (4.137), and (4.141) and (4.144) follow from (4.49).

We next show the third statement of the lemma as follows

. 1 -1
K +K;+X =K+ [(K; +3)7+ Ml} (4.147)
1+ o
- —1
=Kj+ |[I+ K+ 3, )M K;+X 4.148
A RN BN TS (4.115)
_ 1 —1
— K+ |1+ (K’{+K§+21)M1} (K + %) (4.149)
M1+ o
- -1
=Ki+ (K + K5 +3) '+ Ml} (K + K5+ 3) (K + X))
L 1+ e
(4.150)
-1
:K’{+[(K’{+K§+El)_l+ Ml] (K’{+K§+21)_1
M1+ pi2
x (Ki + K5+ %, — K (4.151)
-1
K+ |[(Ki+K;+3) '+ M
! {( ! 2 ! 1+ o 1}
-1
—[(K’{+K§+21)1+ Mll (K +K;+ %)) 'K} (4.152)
M1+ o
-1
=Ki+ |(Ki+ K5 +3) '+ M
! {( ! ? 2 1+ o 1}
1 -1 1
(K +Ki+3) '+ M} {K*+K*+Z -1y M, | K*
(K)o @B K
(4.153)
1 —1
= (K +K:+32) 4+ M] 4.154
(G4 KG #3074 (4154

where (4.147) is due to (4.138), (4.149) and (4.153) come from (4.48).
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We now show the fourth statement of the lemma as follows

(K +3)'2 =1—(Ki+2)'K; (4.155)
=T [(K;+32) '+ M, | K} 4.156

(G + %) ' oMy | K (4156)

=1-(K;+ %) 'K; (4.157)

= (K + 39) '3, (4.158)

where (4.156) comes from (4.137), and (4.157) is due to (4.49).

We finally show the last, i.e., fifth, statement of the lemma as follows

(Ki+ Ky +2) (K +2)=1— (K} + K} +2)"'K! (4.159)
1

=I- |(Ki+K;+X) '+ M, | Ki (4.160

(KT + K5+ 307+ —— My K] (4160)

=1-(K;+K;+%) 'K} (4.161)

=K+ K, + %) (K +X) (4.162)

where (4.160) comes from the second statement of this lemma, and (4.161) is due

to (4.48).
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4.7.3 Proof of Lemma 4.4

We prove this lemma for a discrete memoryless broadcast channel with a transition

probability p(§1, §2, y1, y2|z) which satisfies p(§1|z) = p(9a|z) = p(ylz) and

X =Y = (V1,Y,)

(4.163)

Consequently, Lemma 4.4 can be concluded from the proof for this discrete memo-

ryless broadcast channel. We note that if (R, Ry, R2) is achievable, we need to have

€n, Yn such that both €, and ~, vanish as n — oo, and

HWy|Y]") < ne,,
H(W,|Y™, W) < ney,
IT(Wh; Y5, W) < nyp

T(Wa; YY", Wo) < nyp

j=12

j=12

(4.164)
(4.165)
(4.166)

(4.167)

where (4.164)-(4.165) are due to Fano’s lemma, and (4.166)-(4.167) comes from

the perfect secrecy conditions in (4.57). We define the following auxiliary random

variables
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which satisfy the following Markov chains for all ¢,

since the channel is memoryless, and degraded, i.e., satisfies the Markov chain in
(4.163).

We first bound the common message rate Ry as follows

< I(Wo; YT") + ne, (4.171)

=) I(Wo; YulY!™h) + ne, (4.172)
=1

< T(Wo, YL YT Ya) + ney, (4.173)
=1

= I(Wo, Y"1 Yy) + ney, (4.174)
=1

= I(U; Ya) + ne, (4.175)
=1

where (4.174) comes from the Markov chain

YVitl 5 Yol - (W, Vi) (4.176)

which is a consequence of the fact that the channel is degraded, i.e., satisfies the
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Markov chain in (4.163). Similarly, we can get

nRy <Y I(Us Vi) + ney, (4.177)

i=1

We next bound the confidential message rate of the enhanced first user, i.e.,

R, as follows

nRy = H(Wy|W,) (4.178)
< I(Wy Y [Wo) — T(W; Y3 [ Wo) + nlen + 7n) (4.179)
< I(Wy; Y™ [Wo, YY) 4 n(en + ) (4.180)
= Y T(W; Y |Wo, Y3, YU 4 nlen + ) (4.181)
i=1
= iI(WnﬁIWa%’iYH) +n(en + ) (4.182)
i=1
< 3 (W, Xes Vil Wi, Vi V) + e+ 70) (1.183)
=1
= if(Xi;%IWmYﬁ,f/i_l) +n(en + ) (4.184)

@
Il
—

H(Yi[Wo, Y31, Y) — H(Yi|Wo, Y51, Y Xo) 4 n(en +70)  (4.185)

I

@
Il
—

H(Yi|Wo, Yoi, ViU — HY;|[Wo, Yo, YU X)) +nle, +7,)  (4.186)

-

@
Il
—

H(ﬁ|W07 }/22'7 ?iil) - H(};;|W07 Y2i7 ?iila XZ) + n(En + ’Yn) (4187>

I

=1

= I(X;Yi|Up, Yai) + n(en + 1) (4.188)
=1

=Y I(XYi|U;) = I(X5; Yail Us) + nlen + ) (4.189)

@
I
—_
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where (4.182) comes from the Markov chain
Wo, Wi, Y3t — Vit 5 vt (4.190)

which is a consequence of the fact that the channel is degraded, i.e., satisfies the

Markov chain in (4.163), (4.184) comes from the Markov chain
Wo, Wi, Y7l Yt ) — Xy = Y, Yo (4.191)

which is due to the fact that the channel is memoryless, (4.186) comes from the fact
that conditioning cannot increase entropy, (4.187) results from the Markov chain in
(4.191), and (4.189) stems from the Markov chain in (4.169). Similarly, we can get
the following bound on the confidential message rate of the enhanced second user

Ry

nRy < Z[(Xi§ Yi|U;) = 1(Xi; Ya|Us) + nen + ) (4.192)

i=1

The bounds in (4.175), (4.177), (4.189) and (4.192) can be single-letterized

yielding the following bounds

Ry < min{I(U;Y1),1(U;Y5)} (4.193)
R, < I(X;Y|U) — I(X;Y>|U) (4.194)
Ry < I(X;Y|U) - I(X;V1|U) (4.195)

199



from which, Lemma 4.4 can be concluded.
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Chapter 5
Secrecy Capacity Region of the Gaussian MIMO Multi-receiver
Wiretap Channel

5.1 Introduction

In this chapter, we study the Gaussian MIMO multi-receiver wiretap channel where
the transmitter wants to have confidential communication with an arbitrary num-
ber of legitimate users in the presence of an external eavesdropper. We obtain
the secrecy capacity region of the Gaussian MIMO multi-receiver wiretap channel
for the most general case. Toward that end, we first consider the Gaussian scalar
multi-receiver wiretap channel, and find its secrecy capacity region. There are two
reasons for the presentation of the scalar case separately. The first one is to show
that, existing converse techniques for the Gaussian scalar broadcast channel, i.e.,
the converse proofs of Bergmans [39] and El Gamal [40], cannot be extended in a
straightforward manner to provide a converse proof for the Gaussian scalar multi-
receiver wiretap channel. We explicitly show that the main ingredient of these two
converses in [39, 40], which is the entropy-power inequality [41-43]!, is insufficient

to conclude a converse for the secrecy capacity region. The second reason for the

I Throughout this chapter, the entropy-power inequality refers to the original form of this in-
equality that was proposed by Shannon [41], but not its subsequent variants such as Costa’s
entropy-power inequality [44]. Indeed, the shortcoming of the entropy-power inequality [41-43]
to prove the secrecy capacity region of the Gaussian scalar multi-receiver wiretap channel can be
alleviated by using Costa’s entropy-power inequality as shown in [45].
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separate presentation is to present the main ingredients of the technique that we
will use to provide a converse proof for the general MIMO channel in an isolated
manner in a simpler context. We provide two converse proofs for the Gaussian
scalar multi-receiver wiretap channel. The first one uses the connection between
the minimum-mean-square-error (MMSE) and the mutual information along with
the properties of the MMSE [46, 47]. In additive Gaussian channels, the Fisher
information, another important quantity in estimation theory, and the MMSE have
a one-to-one relationship in the sense that one of them determines the other one,
and vice versa [48]. Thus, the converse proof relying on the MMSE has a counter-
part which replaces the MMSE with the Fisher information in the corresponding
converse proof. Hence, the second converse uses the connection between the Fisher
information and the differential entropy via the de Bruijn identity [41-43] along
with the properties of the Fisher information. This reveals that the Fisher informa-
tion matrix or equivalently the MMSE matrix should play an important role in the
converse proof of the MIMO case.

Keeping this motivation in mind, we consider the Gaussian MIMO multi-
receiver wiretap channel next. Instead of directly tackling the most general case
in which each receiver has an arbitrary number of antennas and an arbitrary noise
covariance matrix, we first consider two sub-classes of MIMO channels. In the first
sub-class, all receivers have the same number of antennas and the noise covariance
matrices exhibit a positive semi-definite order, which implies the degradedness of
these channels. Hereafter, we call this channel model the degraded Gaussian MIMO

multi-recetver wiretap channel. In the second sub-class, although all receivers still
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have the same number of antennas as in the degraded case, the noise covariance
matrices do not have to satisfy any positive semi-definite order. Hereafter, we call
this channel model the aligned Gaussian MIMO multi-receiver wiretap channel. Our
approach will be to first find the secrecy capacity region of the degraded case,
then to generalize this result to the aligned case by using the channel enhancement
technique [4]. Once we obtain the secrecy capacity region of the aligned case, we
use this result to find the secrecy capacity region of the most general case by some
limiting arguments as in [4, 21].

The main contribution and the novelty of our work in this chapter is the way
we prove the secrecy capacity region of the degraded Gaussian MIMO multi-receiver
wiretap channel, since the remaining steps from then on are mainly adaptations of
the existing proof techniques [4, 21] to an eavesdropper and/or multi-user setting.
Moreover, the technique we use to obtain the secrecy capacity region of the de-
graded Gaussian MIMO multi-receiver wiretap channel can be useful to evaluate
the single-letter descriptions of other (vector) Gaussian models. In particular, using
the same technique, we are able to provide an alternative proof for the capacity
region of the degraded Gaussian MIMO broadcast channel and an outer bound for
the rate-distortion region of the vector Gaussian CEO problem. We provide these
applications of our new proof technique in Appendices 5.9.7 and 5.9.8.

The single-user version of the Gaussian MIMO multi-receiver wiretap channel
we study here, i.e., the Gaussian MIMO wiretap channel, was solved by [15, 16] for
the general case and by [17] for the 2-2-1 case. Their common proof technique was

to derive a Sato-type outer bound on the secrecy capacity, and then to tighten this
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outer bound by searching over all possible correlation structures among the noise
vectors of the legitimate user and the eavesdropper. Later, [21] gave an alternative,

simpler proof by using the channel enhancement technique.

5.2 Degraded Multi-receiver Wiretap Channels

In this section, we revisit the degraded multi-receiver wiretap channel (see Fig-
ure 5.1) that we consider in Chapter 3, since it will be needed in the proof of
the secrecy capacity region for the degraded Gaussian MIMO multi-receiver wiretap
channel. The general multi-receiver wiretap channel consists of one transmitter with
an input alphabet X', K legitimate receivers with output alphabets Vi, k =1,..., K,
and an eavesdropper with output alphabet Z. The transmitter sends a confidential
message to each user, say wy € W to the kth user, and all messages are to be
kept secret from the eavesdropper. The channel is memoryless with a transition
probability p(y1,v2, .- ., Uk, 2|T).

A (27 27K ) code for this channel consists of K message sets, Wy, =
{1,...,2"%} k=1,..., K, an encoder f : W) x ... X Wg — X" K decoders, one
at each legitimate receiver, g, : Vi — Wy, k=1,..., K. The probability of error is
defined as P' = maxy—1__ i Pr{gc(Yy) # Wi|, where W, is a uniformly distributed
random variable in Wy, k = 1,..., K. A rate tuple (Ry,...,Rg) is said to be

achievable if there exists a code with lim,, . P = 0 and

1
lim —H(S(W)|Z") > > Ri, YSW) (5.1)
nee keS(W)
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Wy, We X i Y, 7z
—=| Transmitter =~ p(y1]z) = p(yo|y1) = p(z|ye)

' '

User 1 User 2 Eavesdropper

! ! !
W W, WMo

Figure 5.1: Degraded multi-receiver wiretap channel for K = 2.

where S(IW) denotes any subset of {Wi,...,Wk}. The degraded multi-receiver

wiretap channel exhibits the following Markov chain

X—=YI—. ... =Yy~ 7 (5.2)

for which, we already obtain the secrecy capacity region in Chapter 3.

Theorem 5.1 (Chapter 3, Corollary 3.1) The secrecy capacity region of the
degraded multi-receiver wiretap channel is given by the union of the rate tuples

(Ry, ..., Rx) satisfying®

where Uy = X, Uk, = 0, and the union is over all probability distributions of the

2 Although in Corollary 3.1 of Chapter 3, this secrecy capacity region is expressed in a different
form, the equivalence of the two expressions can be shown.
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form

plur)p(ur—1luk) . . puzlug)p(w|uz) (5:4)

We remark here that since the channel is degraded, i.e., we have the Markov

chain in (5.2), the capacity expressions in (5.3) are equivalent to

Rk S ](Uk,Yk|Uk+1) - ](Uk;Z|Uk+1), k= 1, .. .,K (55)

We will use this equivalent expression frequently hereafter. For the case of two users

and one eavesdropper, i.e., K = 2, the expressions in (5.5) reduce to:

Ry < I(X; lUh) — 1(X; Z|U5) (5.6)

Ry < 1(Uy; Ys) — I(Us; Z) (5.7)

Finding the secrecy capacity region of the two-user degraded multi-receiver wiretap
channel is tantamount to finding the optimal joint distributions of (X, Us,) that
trace the boundary of the secrecy capacity region given in (5.6)-(5.7). For the K-
user degraded multi-receiver wiretap channel, we need to find the optimal joint
distributions of (X, Us,...,Uk) in the form given in (5.4) that trace the boundary

of the region expressed in (5.3).

206



5.3 Gaussian MIMO Multi-receiver Wiretap Channel

5.3.1 Degraded Gaussian MIMO Multi-receiver Wiretap Channel

In this chapter, we first consider the degraded Gaussian MIMO multi-receiver wire-

tap channel, see Figure 5.2, which is defined through

Y, =X+N;,, k=1,... K (5.8)

Z=X+Ny (5.9)

where the channel input X is subject to a covariance constraint

E[XX'] <8 (5.10)

where S = 0, and {N,}X | N, are zero-mean Gaussian random vectors with co-

variance matrices {3, }H | ¥, which satisfy the following ordering

In a multi-receiver wiretap channel, since the capacity-equivocation rate region
depends only on the conditional marginal distributions of the transmitter-receiver
links, but not on the entire joint distribution of the channel, the correlations among
{N}.}< |, Nz have no consequence on the capacity-equivocation rate region. Thus,
without changing the corresponding secrecy capacity region, we can adjust the cor-

relation structure among these noise vectors to ensure that they satisfy the following
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Y

Y

User 1 User 2 Eavesdropper

Figure 5.2: Degraded Gaussian MIMO multi-receiver wiretap channel for K = 2.

Markov chain
X=>Y —...oYx > Z (5.12)

which is always possible because of our assumption regarding the covariance matrices
in (5.11). Moreover, the Markov chain in (5.12) implies that any Gaussian MIMO
multi-receiver wiretap channel satisfying the semi-definite ordering in (5.11) can
be treated as a degraded multi-receiver wiretap channel, hence Theorem 5.1 gives
its capacity region. Hereafter, we will assume that the degraded Gaussian MIMO
wiretap channel satisfies the Markov chain in (5.12).

In Section 5.5, we obtain the secrecy capacity region of the degraded Gaussian

MIMO multi-receiver wiretap channel, which is stated in the following theorem.

Theorem 5.2 The secrecy capacity region of the degraded Gaussian MIMO multi-

receiver wiretap channel is given by the union of the rate tuples Ry, . .., Rx satisfying

’Zle K, + EZ’

. \zﬁ;l K, + zk]
R, < —log = )
Zi:_l Ki + EZ‘

2 ‘Zf:_ll K, + 3

1
’—ilog’ k=1,....K  (5.13)
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where the union is over all positive semi-definite matrices {K;}X| that satisfy

Y K; =S (5.14)

We prove Theorem 5.2 by showing that jointly Gaussian (X, Us,...,Uk) are
sufficient to evaluate the region given in Theorem 5.1 for the degraded Gaussian
MIMO multi-receiver wiretap channel. The details of the proof of Theorem 5.2 are
deferred to Section 5.5. We acknowledge an independent and concurrent work in [45],
where the secrecy capacity region of the degraded Gaussian MIMO multi-receiver
wiretap channel is found for K = 2. Their proof is different than ours in the sense
that it first provides a vector generalization of Costa’s entropy-power inequality [44],
and next uses this generalized inequality to establish the secrecy capacity region of

the two-user degraded Gaussian MIMO multi-receiver wiretap channel.

5.3.2 Aligned Gaussian MIMO Multi-receiver Wiretap Channel

Next, we consider the aligned Gaussian MIMO multi-receiver wiretap channel which
is again defined by (5.8)-(5.9), and the input is again subject to a covariance con-
straint as in (5.10) with S > 0. However, for the aligned Gaussian MIMO multi-
receiver wiretap channel, noise covariance matrices do not have any semi-definite
ordering, as opposed to the degraded case which exhibits the ordering in (5.11).
For the aligned Gaussian MIMO multi-receiver wiretap channel, the only assump-
tion on the noise covariance matrices is that they are strictly positive-definite, i.e.,

;>=0,i=1,...,K and 3, > 0. Since this channel does not have any ordering
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among the noise covariance matrices, it cannot be considered as a degraded channel,
thus there is no single-letter formula for its secrecy capacity region. Moreover, we
do not expect superposition coding with stochastic encoding to be optimal, as it
was optimal for the degraded channel. Indeed, we will show that dirty-paper coding
with stochastic encoding is optimal in this case.

In Section 5.6, we obtain the secrecy capacity region of the aligned Gaussian
MIMO multi-receiver wiretap channel, which will be stated next. To this end, we
introduce some notation which is necessary to express the secrecy capacity region of
the aligned Gaussian MIMO multi-receiver wiretap channel. Given the covariance

matrices {K;}., such that 7 K; < S, let us define the following rates,

‘Zl 1 Koy + X
k—
)Z 1I( —I—E()

‘Z’L 1K +2Z

R (n (KK, {05, 22) = | log

, k=1,... K
(5.15)
where 7(-) is a one-to-one permutation on {1,..., K}. We also note that the sub-

script of RPFC <7r, (KK {ZE EZ) does not denote the kth user, instead it
denotes the (K — k + 1)th user in line to be encoded. Rather, the secrecy rate of

the kth user is given by

R (m KD (20 27) (5.16)
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when dirty-paper coding with stochastic encoding is used with an encoding order of

m. We define the following region:

RDPC (7.‘—7 S7 {Ez}£1 ’ EZ)

Ry < RPPG,) (m AR, (B 22) k=1, K,

= (Ry,..., i) for some {Kz}fil such that K; = 0, i=1,..., K,

and 8 K, <S
Ve
(5.17)

The secrecy capacity region of the aligned Gaussian MIMO broadcast channel is

given by the following theorem.

Theorem 5.3 The secrecy capacity region of the aligned Gaussian MIMO multi-

receiver wiretap channel is given by the convex closure of the following union

U R (7.8, (=), . 37) (5.18)

mell
where 11 is the set of all possible one-to-one permutations on {1,..., K}.

We show the achievability of the region in Theorem 5.3 by using dirty-paper
coding with stochastic encoding. We provide the converse proof of Theorem 5.3
by using our capacity result for the degraded Gaussian MIMO multi-receiver wire-
tap channel given in Theorem 5.2 in conjunction with the channel enhancement

technique [4]. The details of the proof of Theorem 5.3 are deferred to Section 5.6.
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5.3.3 General Gaussian MIMO Multi-receiver Wiretap Channel

Finally, we consider the most general form of the Gaussian MIMO multi-receiver

wiretap channel, see Figure 5.3 which is given by

Y, =H,X+N,, k=1,....K (5.19)

Z —H;X + Ny (5.20)

where the channel input X, which is a ¢ X 1 column vector, is again subject to
a covariance constraint as in (5.10) with S > 0. The channel output for the kth
user is denoted by Y, which is a column vector of size r, x 1, k =1,..., K. The
eavesdropper’s observation Z is of size rz x 1. The covariance matrices of the
Gaussian random vectors {N}r_ Ny are denoted by {Z;};,, 3% which are
assumed to be strictly positive definite. The channel gain matrices {Hy}r |, Hy
are of sizes {ry x t}szl , 7z X t, respectively, and they are known to the transmitter,
all legitimate users and the eavesdropper.

Similar to the aligned Gaussian MIMO multi-receiver wiretap channel, we
obtain the secrecy capacity region of the general Gaussian MIMO multi-receiver
wiretap channel by showing the optimality of the dirty-paper coding with stochastic
encoding. Next, we state the secrecy capacity region of the general Gaussian MIMO
multi-receiver wiretap channel. To this end, we introduce some notation which is

necessary to express the secrecy capacity region of the general Gaussian MIMO

3Although, for the general Gaussian MIMO multi-receiver wiretap channel, there is no loss
of generality to assume that the noise covariance matrices are identity matrices, we let them be
arbitrary for the consistency of our presentation.
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Figure 5.3: General Gaussian MIMO multi-receiver wiretap channel for K = 2.

. . . . . . K
multi-receiver wiretap channel. Given the covariance matrices {Ky},_; such that

Zszl K} = S, we define the following rates

RE™ (= 1S, (21, B2 {HS, HL )

1 ’Hﬂ(k <Zz 1 K )Hl(k) +Ew(k>‘ ‘Hz (Zz 1 K )H} +Ez‘
= ;5 log )
Ho (S0 Ko ) Bl + S| 2 ’HZ (Zh Ke ) HE + 3|
k=1,... . K
(5.21)
where 7(+) is a one-to-one permutation on {1,..., K}. We also note that the sub-

script of RPFC (7T, {K,}fil : {Ei}fil X7, {Hz}fil ,HZ> does not denote the kth

user, instead it denotes the (K — k + 1)th user in line to be encoded. Rather,
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the secrecy rate of the kth user is given by
RYEGy (m AR, S, B2 (B, HY ) (5.22)

when dirty-paper coding with stochastic encoding is used with an encoding order of
.

We define the following region.

r]zDPC (’/T, S’ {El}fil R Ez, {H’L}fil ,HZ>
)
R < B2, (m K, D3, 0 (HE, Hy ).

= ¢ (Ry,..., Ri) k=1,..., K, for some {K,}fil such that K; = 0,

i=1,...,K, and ZfilKijS

\ J

(5.23)

The secrecy capacity region of the general Gaussian MIMO broadcast channel is

given by the following theorem.

Theorem 5.4 The secrecy capacity region of the general Gaussian MIMO multi-

receiver wiretap channel is given by the convex closure of the following union

U RPFC (73 S, {Ei}fil 2z, {Hz}fil 7HZ> (5.24)

mell
where 11 is the set of all possible one-to-one permutations on {1,..., K}.

We prove Theorem 5.4 by using some limiting arguments in conjunction with
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our capacity result for the aligned Gaussian MIMO multi-receiver wiretap channel
given in Theorem 5.3. The details of the proof of Theorem 5.4 are deferred to

Section 5.7.

5.3.4 A Comment on the Covariance Constraint

In the literature, it is more common to define capacity regions under a total power
constraint, i.e., tr (E [XXT]) < P, instead of the covariance constraint that we
imposed, i.e., F [XXT} = S. However, as shown in [4], once the capacity region
is obtained under a covariance constraint, then the capacity region under more
lenient constraints on the channel inputs can be obtained, if these constraints can be
expressed as compact sets defined over the input covariance matrices. For example,
the total power constraint and the per-antenna power constraint can be described

by compact sets of input covariance matrices as follows

Stotal = 1§ = 0 : tr(S) < P} (5.25)

SPITM =S = 0:8; <P, i=1,....t} (5:26)

respectively, where S;; is the ith diagonal entry of S, and ¢ denotes the number of
transmit antennas. Thus, if the secrecy capacity region under a covariance constraint
E [XXT} =< S is found and denoted by C(S), then the secrecy capacity regions under

the total power constraint and the per-antenna power constraint can be expressed
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as

¢ = | c(s) (5.27)
Sestotal

crt = ) e(s) (5.28)
SGSper—ant

respectively.

One other comment about the covariance constraint on the channel input is
regarding the positive definiteness of S. Following Lemma 2 of [4], it can be shown
that, for any degraded (resp. aligned) Gaussian MIMO multi-receiver channel under
a covariance constraint F [XXT} = S where S is a non-invertible positive semi-
definite matrix, i.e., S »= 0 and |S| = 0, we can find another equivalent degraded
(resp. aligned) channel with fewer transmit and receive antennas under a covariance
constraint F [XXT} < S’ such that S’ = 0. Here the equivalence refers to the fact
that both of these channels will have the same secrecy capacity region. Thus, as
long as a degraded or an aligned channel is considered, there is no loss of generality
in imposing a covariance constraint with a strictly positive definite matrix S, and
this is why we assumed that S is strictly positive definite for the degraded and the

aligned channels.

5.4 Gaussian SISO Multi-receiver Wiretap Channel

We first visit the Gaussian SISO multi-receiver wiretap channel. The aims of this

section are to show that a straightforward extension of existing converse techniques
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for the Gaussian scalar broadcast channel fails to provide a converse proof for the
Gaussian SISO multi-receiver wiretap channel, and to provide an alternative proof
technique using either the MMSE or the Fisher information along with their connec-
tions with the differential entropy. To this end, we first define the Gaussian SISO

multi-receiver wiretap channel

Vi=X+ N, k=12 (5.29)

Z=X+N, (5.30)

where we also restrict our attention to the two-user case for simplicity of the pre-
sentation. The channel input X is subject to a power constraint F[X? < P.
The variances of the zero-mean Gaussian random variables Ny, Ny, N are given by

0%, 03, 0%, respectively, and satisfy the following order

o? < o2 <ol (5.31)

Since the correlations among N, No, Nz have no effect on the secrecy capacity re-

gion, we can adjust the correlation structure to ensure the following Markov chain

X=>Y1—->Y2—Z (5.32)

Thus, this channel can be considered as a degraded channel, and its secrecy capacity

region is given by Theorem 5.1, in particular, by (5.6) and (5.7). Hence, to compute
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the secrecy capacity region explicitly, we need to find the optimal joint distributions
of (X,Us) in (5.6) and (5.7). The corresponding secrecy capacity region is given by

the following theorem.

Theorem 5.5 The secrecy capacity region of the two-user Gaussian SISO wiretap

channel is given by the union of the rate pairs (Ry, Rs) satisfying

1 aP 1 aP
R, < =1 1+ — ) — =1 1+ — 5.33
c<glon (157 e (14 5) (533)
1 aP 1 aP
Ry < =1 14— — =1 14+ —- 5.34
2_20g( +04P—|—0§) 20g( +CYP—|—O’%) ( )

where the union is over all o € [0,1], and & denotes 1 — a.

The achievability of this region can be shown by selecting (X, Us) to be jointly

Gaussian in Theorem 5.1. We focus on the converse proof.

5.4.1 Revisiting Converse Proofs for the Gaussian Scalar Broadcast

Channel

As a natural approach, one might try to adopt the converse proofs of the scalar
Gaussian broadcast channel for the converse proof of Theorem 5.5. In the literature,
there are two converses for the Gaussian scalar broadcast channel which share some
main principles. The first converse was given by Bergmans [39] who used Fano’s
lemma in conjunction with the entropy-power inequality [41-43] to find the capacity
region. Later, El Gamal gave a relatively simple proof [40] which does not recourse to

Fano’s lemma. Rather, he started from the single-letter expression for the capacity
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region and used entropy-power inequality [41-43] to evaluate this region. Thus, the
entropy-power inequality [41-43] is the main ingredient of these converses?.

We now attempt to extend these converses to our secrecy context, i.e., to pro-
vide the converse proof of Theorem 5.5, and show where the argument breaks. In
particular, what we will show in the following discussion is that a stand-alone use of
the entropy-power inequality [41-43] falls short of proving the optimality of Gaus-
sian signalling in this secrecy context, as opposed to the Gaussian scalar broadcast
channel. For that purpose, we consider El Gamal’s converse for the Gaussian scalar
broadcast channel. However, since the entropy-power inequality is in a central role
for both El Gamal’s and Bergmans’ converse, the upcoming discussion can be carried
out by using Bergmans’ proof as well.

First, we consider the bound on the second user’s secrecy rate. Using (5.7),

we have

(Uy;Ys) = I(Uxi Z) = [I(X;Ys) — [(X; 2)] — [I(X;Ya|Us) — I(X; Z|Us)] (5.35)

where the right-hand side is obtained by using the chain rule, and the Markov chain

Uy — X — (Y1,Y2, Z). The expression in the first bracket is maximized by Gaussian

4We again note that, in this chapter, the entropy-power inequality refers to the original form
of this inequality which was proposed by Shannon [41], but not the subsequent variants of this
inequality such as Costa’s entropy-power inequality [44]. Indeed, using Costa’s entropy-power
inequality, it is possible to provide a converse proof for the secrecy capacity region of the Gaussian
scalar multi-receiver wiretap channel [45].
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X [49] yielding

1 P 1 P
I(X:Y) = I(X;Z) < Zlog |1+ — ) —slog | 14+ — (5.36)
2 op 2 o7

Moreover, using the Markov chain U, — X — Y5 — Z, we can bound the expression

in the second bracket as

0 < I(X;Ya|Us) — I(X; Z|Uy)

(5.37)
< I(X:Y5) — I(X; Z) (5.38)
1 P 1 P
< =1 1+—= ) —=1 14+ — i
_20g<+a§> 2og( +a§> (5.39)
which implies that for any (X, Us) pair, there exists an a € [0, 1] such that
1 P 1 P
[(X:Ya|Us) — I(X; Z|Us) = = log (1 + O‘—2> ~ log (1 + O‘—2> (5.40)
2 op 2 oy

Combining (5.36) and (5.40) in (5.35) yields the desired bound on R, given in (5.34).

From now on, we focus on obtaining the bound given in (5.33) on the first user’s
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secrecy rate. To this end, one needs to solve the following optimization problem?®

max 1(X;Y|Us) — I(X; Z|Us) (5.41)

1 P\ 1 P
st I(XYa|Uz) = 1(X; Z|Us) = 5 log (1 + ‘2—2) — 5 log (1 + (;‘—2) (5.42)
2 Z

When the term I(X; Z|U,) is absent in both the objective function and the con-
straint, as in the case of the Gaussian scalar broadcast channel, the entropy-power
inequality [41-43] can be used to solve this optimization problem. However, the
presence of this term complicates the situation, and a stand-alone use of the entropy-
power inequality [41-43] does not seem to be sufficient. To substantiate this claim,

let us consider the objective function in (5.41)

1 o?
I(X;1|Uz) — I(X; Z|Uz) = h(Y1|U2) — h(Z|U2) — 510g 0_; (5.43)
z
1 2h(Z|Us) 2 2 1 i
< 5 log (e 2 —2me (0}, — 0}) > — h(Z|Usy) — 5 log — (5.44)
9z

where the inequality is obtained by using the entropy-power inequality [41-43]. Since
the right-hand side of (5.44) is monotonically increasing in h(Z|Us), to show the

optimality of Gaussian signalling, we need

1
h(Z|Uy) < 5108 2me(aP + o%) (5.45)

5Equivalently, one can consider the following optimization problem
max I()(7 Y1|U2) — I(X, YQ‘UQ)

1 aP 1 aP
st I(X;Ys|U2) — I(X; Z|Us) = §log <1—|— 02> — §log (1+U2)
2 A

which, in turn, would yield a similar contradiction.
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which will result in the desired bound on (5.41), i.e., the desired end-result in (5.33).
We now check whether (5.45) holds under the constraint given in (5.42). To

this end, consider the difference of mutual informations in (5.42)

1 o2
I(X;Ys|Uy) — I(X; Z|Usy) = h(Ya|Us) — h(Z|Us) — élog 0—3 (5.46)
Z

o5

1 1
< 5 log (th(Z‘U” — 2me (03, — 03) > — h(Z|Usy) — 5 log (5.47)

%
where the inequality is obtained by using the entropy-power inequality [41-43]. Now,
using the constraint given in (5.42) in (5.47), we get

1 aP + o3 1
5 lOg <r_|_oé> < 5 lOg <62h(Z|U2) — 2me (O’% - 0'%) ) - h(Z‘Ug) (548)

which implies
1 2
3 log 2me(aP 4 07) < h(Z|Us) (5.49)

Thus, as opposed to the inequality that we need to show the optimality of Gaussian
signalling via the entropy-power inequality [41-43], i.e., the bound in (5.45), we have
an opposite inequality. This discussion reveals that if Gaussian signalling is optimal,
then its proof cannot be deduced from a straightforward extension of the converse
proofs for the Gaussian scalar broadcast channel in [39, 40]. Thus, we need a new
technique to provide the converse for Theorem 5.5. We now present two different

proofs. The first proof relies on the relationship between the MMSE and the mutual
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information along with the properties of the MMSE, and the second proof replaces

the MMSE with the Fisher information.

5.4.2 Converse for Theorem 5.5 Using the MMSE

We now provide a converse which uses the connection between the MMSE and
the mutual information established in [46, 47]. In [47], the authors also give an
alternative converse for the scalar Gaussian broadcast channel. Our proof will follow
this converse, and generalize it to the context where there are secrecy constraints.
First, we briefly state the necessary background information. Let N be a zero-
mean unit-variance Gaussian random variable, and (U, X') be a pair of arbitrarily
correlated random variables which are independent of N. The MMSE of X when it

is observed through U and vtX + N is
2
mmse(X, |U) = E [(X "y [XNZX + N, U]) ] (5.50)

As shown in [46, 47|, the MMSE and the conditional mutual information are related

through
1 t
(X5 VIX + N|U) = 5/ mmse( X, 07 dt (5.51)
0

For our converse, we need the following proposition which was proved in [47].

Proposition 5.1 ([47, Proposition 12]) Let U, X, N be as specified above. The
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function

2

ft) = — mmse(X, t|U) (5.52)

ot +1

has at most one zero in [0,00) unless X is Gaussian conditioned on U with variance
o2, in which case the function is identically zero on [0,00). In particular, if ty < oo
is the unique zero, then f(t) is strictly increasing on [0,to], and strictly positive on
(tg,0).

We now give the converse. We use exactly the same steps from (5.35) to (5.40)

to establish the bound on the secrecy rate of the second user given in (5.34). To

bound the secrecy rate of the first user, we first restate (5.40) as

](X;Y2|U2)_I(X§Z|U2>

— I(X;(1/02)X + N|Uy) — I(X; (1/07)X + N|U3) (5.53)
1 aP 1 aP

=1 1+ — ) —=1 14+ — 5.54
gox (1457 ) —grs (145 ) (554
1 (Y72 oP

= — dt 5.55
2 /1/(7% tCYP"‘ 1 ( )

Furthermore, due to (5.51), we also have

1 1/02
I(X;Y3|Us) — I(X; Z|Us) = 5/ mmse(X, t|Usy)dt (5.56)

1/c%
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Comparing (5.55) and (5.56) reveals that either we have

aP
X, t|Uy) = ——— 5.57
mmse(X, t|Us) P 1 (5.57)
for all t € [1/0%,1/03], or there exists a unique tg € (1/0%,1/03) such that
aP
mmse(X, to’Uz) = m (558)
and
aP
X.t R .
mmse(X, t|Us) < P 1 (5.59)

for t > ty, because of Proposition 5.1. The former case occurs if X is Gaussian
conditioned on Us with variance aP, in which case we arrive at the desired bound
on the secrecy rate of the first user given in (5.33). If we assume that the latter

case in (5.58)-(5.59) occurs, then, we can use the following sequence of derivations
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to bound the first user’s secrecy rate

I(X;:Y1|Uz) — I(X; Z|Uy)

=I1(X;(1/\/o1)X + N|Us) — I[(X;(1/\/o7)X + N|U>) (5.60)
1 [Vt
= —/ mmse(X, t|Us)dt (5.61)
2 1/0%
1 (V3 1 [Vt
= —/ mmse (X, t|Us)dt + —/ mmse (X, t|Us)dt (5.62)
2 1/0% 2 1/02
1 aP 1 aP
— g (14+ %) = Zlog (14 25
e (1) =516 (14 )
1 1/03
41 / mmse( X, |t (5.63)
2 103
1 aP 1 aP 1 [V ap
< -1 1+ — | —=1 14+ — - dt 5.64
—zog(+a§) 2Og(+0%)+2/1/05 taP + 1 (5:64)
1 aP 1 aP
=—1 1+— ) —=1 1+ — 5.65
e (1 57) = 5108 (1453 o)

where (5.63) follows from (5.55) and (5.56), and (5.64) is due to (5.59). Since
(5.65) is the desired bound on the secrecy rate of the first user given in (5.33), this

completes the converse proof.

5.4.3 Converse for Theorem 5.5 Using the Fisher Information

We now provide an alternative converse which replaces the MMSE with the Fisher
information in the above proof. We first provide some basic definitions. The un-
conditional versions of the following definition and the upcoming results regarding
the Fisher information can be found in standard detection-estimation texts; to note

one, [50] is a good reference for a detailed treatment of the subject.
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Definition 5.1 Let X, U be arbitrarily correlated random variables with well-defined
densities, and f(x|u) be the corresponding conditional density. The conditional

Fisher information of X is defined by

J(X|U) = E

<3logaj;(x\u))2] (5.66)

where the expectation is over (U, X).

The vector generalization of the following conditional form of the Fisher in-
formation inequality will be given in Lemma 5.15 in Section 5.5.4, thus its proof is

omitted here.

Lemma 5.1 Let U, X,Y be random variables, and let the density for any combina-
tion of them exist. Moreover, let us assume that given U, X andY are independent.

Then, we have
J(X +Y|U) < B*IX|U)+ (1 —=B)*J(Y|U) (5.67)

for any B € [0,1].
Corollary 5.1 Let X,Y,U be as specified above. Then, we have

1 1 1
X 1Y) = I T I

(5.68)
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Proof: Select

J(Y]U)
(X|U) +J(Y|U)

f=+ (5.69)

in the previous lemma. O
Similarly, the vector generalization of the following conditional form of the
Cramer-Rao inequality will be given in Lemma 5.13 in Section 5.5.4, and hence, its

proof is omitted here.

Lemma 5.2 Let X,U be arbitrarily correlated random variables with well-defined

densities. Then, we have

1

T = Gatxio)

(5.70)

with equality if (U, X) is jointly Gaussian.

We now provide the conditional form of the De Bruijn identity [41-43]. The
vector generalization of this lemma will be provided in Lemma 5.17 in Section 5.5.4,

and hence, its proof is omitted here.

Lemma 5.3 Let X,U be arbitrarily correlated random variables with finite second
order moments. Moreover, assume that they are independent of N which is a zero-
mean unit-variance Gaussian random variable. Then, we have

dh(X + VtN|U)
dt

= %J(X +VIN|U) (5.71)
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We now note the following complementary relationship between the MMSE

and the Fisher information [46, 48]

J(WVtX + N)=1—t-mmse(X, 1) (5.72)

which itself suggests the existence of an alternative converse which uses the Fisher
information instead of the MMSE. We now provide the alternative converse based
on the Fisher information. We first bound the secrecy rate of the second user as in
the previous section, by following the exact steps from (5.35) to (5.40). To bound

the secrecy rate of the first user, we first rewrite (5.40) as follows

I(X;Y3|Uz) — I(X; Z|Us)

1 2
= h(X +02N|Uz) = h(X + 0 N|Uy) — 5 log Z—g (5.73)
Z
1 o% 1 2
= ——/ J(X + VIN|Uy)dt — = loga—g (5.74)
2 U% 2 O'Z
1 7z ! 1 1 O-g
=3 J(X +Vt—t*N' +Vt*N"|Uy)dt — 5 log 3 (5.75)
o‘% O'Z

where (5.74) follows from Lemma 5.3, and in (5.75), we used the stability of Gaus-
sian random variables where, N', N” are two independent zero-mean unit-variance

Gaussian random variables. Moreover, t* is selected in the range of (0,03). We now
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use Corollary 5.1 to bound the conditional Fisher information in (5.75) as follows

1 1 1
> + 5.76
J(X +Vt =N +VEN"Uy) — J(X +VEN"|Uy)  J(VE—tN'|Us) (5.76)
1
= + (t —t*) (5.77)

J(X +Vt*N"|Uy)

where the equality follows from Lemma 5.2. The inequality in (5.77) is equivalent

to

J(X + Vt*N"|Uy)

J(X + V=N + Vt*N"|U,) < 5.78
( B < 17 J(X + VEN"|U)(t — t¥) (5.78)
using which in (5.75) yields
I(X;Y,|Uz) — I(X; Z|Uy)
1 [ J(X + VEN"|U. 1, o3
2 Joz 1+ J(X +VEN"|Us)(t — t%) 2 3
1.1 X +Vt*N" 2—t) 1 3
_ g LI VEN'|Us) (0% — 1) L og 22 (5.80)
2 1+J(X+\/FN”‘U2)(O’§—t*) 2 0y
We remind that we had already fixed the left-hand side of this inequality as
1 P 1 P
[(X: Ya|Us) — I(X; Z|Us) = = log (1 + O‘—2> — ~log (1 + O‘—2> (5.81)
2 op 2 oy
in (5.40). Comparison of (5.80) and (5.81) results in
1
X +Vt*N"|Uy) > ———— t* < o3 82
J(X +Vt* \Ug)_aPH*, 0<t*<o? (5.82)
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At this point, we compare the inequalities in (5.59) and (5.82). These two inequal-
ities imply each other through the complementary relationship between the MMSE
and the Fisher information given in (5.72) after appropriate change of variables and

by noting that J(aX) = (1/a*)J(X) [50]. We now find the desired bound on the

secrecy rate of the first user via using the inequality in (5.82)

I(X;n|Uz) — I(X; Z|Us)

oi

1
= h(X + O'1N|U2) — h(X + UzN|U2) — 5 10g0_—2 (583)
z

1/U%J(X+\/¥N|U)dt Liog &1 (5.84)
= —— — — 10g — .

2 /. 2508 52

1 [ 1 (7%
:—5/ J(X+\/¥N|U2)dt—§/ J(X + VEN|Uy)dt

1 o?

— Zlog -L 5.85
3108 (5.85)
1 [ 1 P + 0%

S X + VIN|Uy)dt — = 1log [ 2192
2/0% (X + ViN|Uz)di — 5 Og(aP+a§>
1 o?

— Zlog -L 5.86
3108 (5.86)
1% 1 1 aP+0%2\ 1. o2

< —= dt — =1 —— | — - log — 5.87

- 2/(,% aP+t 2Og(aP—|—U§> QOgU% (587)
1 aP + o3 1 aP + 0% 1. o?

—Clog (AL L (257 L 2 L 5.88
2 %% (czP—l—Uf) 2 Og(ozP+a% 2 Oga% (5.88)
1 aP 1 aP

=1 1+—]—=1 1+ — 0.89
s (157 ) e (14 57) o8

where (5.86) follows from (5.74) and (5.81), and (5.87) is due to (5.82). Since (5.89)
provides the desired bound on the secrecy rate of the first user given in (5.33), this

completes the converse proof.
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5.4.4 Summary of the SISO Case, Outlook for the MIMO Case

In this section, we first revisited the standard converse proofs [39, 40] of the Gaus-
sian scalar broadcast channel, and showed that a straightforward extension of these
proofs will not be able to provide a converse proof for the Gaussian SISO multi-
receiver wiretap channel. Basically, a stand-alone use of the entropy-power inequal-
ity [41-43] falls short of resolving the ambiguity on the auxiliary random variables.
We showed that, in this secrecy context, either the connection between the mutual
information and the MMSE or equivalently the connection between the differential
entropy and the Fisher information can be used, along with their properties, to come
up with a converse.

In the next section, we will generalize this converse proof technique to the
degraded MIMO channel. One way of generalizing this converse technique to the
MIMO case might be to use the channel enhancement technique, which was success-
fully used in extending Bergmans’ converse proof from the Gaussian scalar broad-
cast channel to the degraded vector Gaussian broadcast channel. In the degraded
Gaussian MIMO broadcast channel, the non-trivial part of the converse proof was
to extend Bergmans’ converse to a vector case, and this was accomplished by the
invention of the channel enhancement technique. However, as we have shown in Sec-
tion 5.4.1, even in the Gaussian SISO multi-receiver wiretap channel, a Bergmans
type converse does not work. Thus, we do not expect that the channel enhance-
ment technique will be sufficient to extend our converse proof from the SISO case

to the MIMO case, similar to [5], where the channel enhancement technique alone
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was not sufficient for the extension of a converse proof technique from the scalar
Gaussian case to the vector Gaussian case. Consequently, we will not pursue a
channel enhancement approach to extend our proof from the SISO channel to the
degraded MIMO channel. Instead, we will use the connections between the Fisher
information and the differential entropy, as we did in Section 5.4.3, to come up with
a converse proof for the degraded MIMO channel. We will then use the channel
enhancement technique to extend our converse proof to the aligned MIMO channel
from the degraded MIMO channel. Finally, we will use some limiting arguments, as

in [4, 21], to come up with a converse proof for the most general MIMO channel.

5.5 Degraded Gaussian MIMO Multi-receiver Wiretap Channel

In this section, we establish the secrecy capacity region of the degraded Gaussian
MIMO multi-receiver wiretap channel, which was stated in Theorem 5.2. The
achievability of the rates in Theorem 5.2 follows from Theorem 5.1 by selecting
(X, Us,...,Uk) to be jointly Gaussian. Thus, to prove Theorem 5.2, we only need
to provide a converse. Since the converse proof is rather long and involves techni-
cal digressions, we first present the converse proof for K = 2. In this process, we
will develop all necessary tools which we will use to provide the converse proof for
arbitrary K in Section 5.5.5.

The secrecy capacity region of the two-user degraded MIMO channel, from
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(5.13), is the union of the rate pairs (R;, Rs) satisfying

1 Ky +3] 1. |Ki+Xy
R < Zlogi———1 _ “og — 21 5.90
Lo [S+3 1. [S+3y]
Ry < ~log —— 21 “og —— 21 5.91
225 %K, 13 2 BIK, + 5] (5-91)

where the union is over all selections of K that satisfies 0 < K; < S. We note that
these rates are achievable by choosing X = Uy + V in Theorem 5.1, where U, and
V are independent Gaussian random vectors with covariance matrices S — K; and
K, respectively. Next, we prove that the union of the rate pairs in (5.90) and (5.91)

constitute the secrecy capacity region of the two-user degraded MIMO channel.

5.5.1 Proof of Theorem 5.2 for K = 2

To prove that (5.90) and (5.91) give the secrecy capacity region, we need the results
of some intermediate optimization problems. The first one is the so-called worst

additive noise lemma [36, 37].

Lemma 5.4 ([36, Lemma I1.2]) Let N be a Gaussian random vector with covari-

ance matriz 3, and Kx be a positive semi-definite matriz. Consider the following

optimization problem,

min  I(N;N + X)

p(x)

st. Cov(X) =Kx (5.92)
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where X and N are independent. A Gaussian X is the minimizer of this optimization

problem.

The second optimization problem that will be useful in the upcoming proof is

the conditional version of the following theorem.

Theorem 5.6 Let X, Ny, Ny, Nz be independent random vectors, where N1, No, N4
are zero-mean Gaussian random vectors with covariance matrices 0 < 3 < 3y <

3.z, respectively. Moreover, assume that the second moment of X is constrained as

E[XX'] <8 (5.93)

where S is a positive definite matriz. Then, for any admissible X, there exists a

matriz K* such that 0 < K* < S, and

1. |K*+ 3y
(X +Nyz)—h(X+Ny) =-log—— 5.94
1. K"+ 34|
X+Ngz)—h(X+N;) > =-log —F—= .
WX +Nz) = (X +Ny) 2 7 log K (5.95)

The conditional version of Theorem 5.6 is given as follows.

Theorem 5.7 Let U, X be arbitrarily correlated random vectors which are indepen-
dent of N1, Ng, N, where N1, Ny, N are zero-mean Gaussian random vectors with

covariance matrices 0 < 31 = Yy X X5, respectively. Moreover, assume that the
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second moment of X is constrained as

E[XX'] <8 (5.96)

where S is a positive definite matriz. Then, for any admissible (U, X) pair, there

exists a matriz K* such that 0 < K* < S, and

1 K"+ 3|
h(X+NzU) - h(X+Ny|U) = -log ——=— .
(X + N|U) = (X + NofU) = 5 log 52 (5.97)
1, |K"+ 3y
hM(X+NzU)—-~hA(X+N;|U) > —log 5.98
(X +Nz|U) = h(X + Ni|U) > 5 log e (5.98)

Theorem 5.6 serves as a step towards the proof of Theorem 5.7. Proofs of these two
theorems are deferred to Sections 5.5.3 and 5.5.4.

We are now ready to show that the secrecy capacity region of the two-user
degraded MIMO channel is given by (5.90)-(5.91). We first consider Ry, and bound

it using Theorem 5.1 as follows

= [[(X5Y2) = I(X;Z)] = [I(X; Y2|Us) — I(X; Z[Us))] (5.100)
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where the equality is obtained by using the chain rule and the Markov chain Uy —

X — (Y2,Z). We now consider the expression in the first bracket of (5.100)

1(X:Ya) — [(X:Z) = h(Ys) — h(Ys|X) — h(Z) + h(Z|X) (5.101)
— h(Ya) — h(Z) — %log Ej (5.102)

where the second equality follows from the facts that A(Y|X) = h(Ny) and h(Z|X) =
h(Nz). We now consider the difference of differential entropies in (5.102). To
this end, let us introduce the Gaussian random vector Ny with covariance matrix

3., — 35, which is independent of X, N,. Then, we have

h(Y2) = h(Z) = h(Y3) — h(Ys + Ny) (5.103)
= —I(N; Yy + Ny) (5.104)
1, K+ 5
< — _ .
S %3 8 R Ty (5.105)
1 IS + 2|
=slogo—< 5.106
2 %S5, (5.106)

where (5.103) follows from the fact that the difference of entropies depends only
on the marginal distributions of Y, and Z, and the stability of Gaussian random

vectors®, (5.105) follows from Lemma 5.4, and (5.106) is a consequence of the fact

6Stability of Gaussian random vectors refers to the fact that the sum of two independent
Gaussian random vectors is Gaussian, and the corresponding covariance matrix is the sum of the
covariance matrices of the independent Gaussian random vectors.
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that

B __ BtA
|JA+B| ~ |[A+B+ A|

(5.107)

when A, B, A = 0, and A + B > 0 [4]. Plugging (5.106) into (5.102) yields

LISl 1 |8+ 3y

I(X;Y2) - I(X;Z) <

1
— — —log ———— 5.108
S3le T m T2 s, (5.108)

We now consider the expression in the second bracket of (5.100). For that purpose,
we use Theorem 5.7. According to Theorem 5.7, for any admissible pair (Us, X),

there exists a K* such that

|K* —+ Ez‘

1
(X + Nz|Us) — h(X + Ng|Us) = = log =+ 5.109
(X4 Ny |U2) — h(X + NolU) = 5log (52 (5109
which is equivalent to
1. K"+3z 1, |K"+ 3%

I(X;Z|Uy) — I(X;Y3|Us) = =log ——=——"— — —log——— 5.110
( ) ‘ 2) ( ) 2| 2) 92 0g IEZ‘ 2 0og |22| ( )

Thus, using (5.108) and (5.110) in (5.100), we get

1 IS + X,| 1S + X4

Ry < =1 — 5.111
229 K+ 3, K+ 3y (5.111)
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which is the desired bound on Ry given in (5.91). We now obtain the desired bound

on R; given in (5.90). To this end, we first bound R; using Theorem 5.1

= h(Y1|Uz) — h(Y1|Usz, X) — h(Z|U>) + h(Z|U2, X) (5.113)
1 3

= W(Y1|Us) — h(Z|Uy) — = log 2] (5.114)
2 7|3y

where the second equality follows from the facts that h(Y;|Usz,X) = h(N;) and
h(Z|Uy, X) = h(INz). To bound the difference of conditional differential entropies
in (5.114), we use Theorem 5.7. Theorem 5.7 states that for any admissible pair

(Us, X), there exists a matrix K* such that it satisfies (5.109) and also

1. K+ 2y
hZ|Us) — h(Y1|Us) > = log ———F— 5.115
(2|Us) (Y] 2)_2 g|K*+21| ( )
Thus, using (5.115) in (5.114), we get
1 IK*+3] 1 K"+ 3|
R <Zlog—=—— — zlog——=— 5.116

which is the desired bound on R; given in (5.90), completing the converse proof for
K =2.

As we have seen, the main ingredient in the above proof was Theorem 5.7.
Therefore, to complete the converse proof for the degraded channel for K = 2, from

this point on, we will focus on the proof of Theorem 5.7. We will give the proof
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of Theorem 5.7 in Section 5.5.4. In preparation to that, we will give the proof of
Theorem 5.6, which is the unconditional version of Theorem 5.7, in Section 5.5.3.
The proof of Theorem 5.6 involves the use of properties of the Fisher information,

and its connection to the differential entropy, which are provided next.

5.5.2 The Fisher Information Matrix

We start with the definition [50].

Definition 5.2 Let U be a length-n random vector with differentiable density fy(u).

The Fisher information matriz of U, J(U), is defined as

J(U) = E [p(U)p(U)"] (5.117)

where p(u) is the score function which is given by

dlog frr(u) dlog fy(u) 17

p(u) = Vliog fy(u) = o, . 5

(5.118)

Since we are mainly interested in the additive Gaussian channel, how the Fisher
information matrix behaves under the addition of two independent random vectors

is crucial. Regarding this, we have the following lemma which is due to [51].

Lemma 5.5 ([51, Lemma 3]) Let U be a random vector with differentiable den-
sity, and let Xy = 0 be its covariance matrix. Moreover, let V be another random
vector with differentiable density, and be independent of U. Then, we have the

following facts:
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1. Matrixz form of the Cramer-Rao inequality

JU) =%} (5.119)

which is satisfied with equality if U is Gaussian.

2. For any square matrix A,

JU+V)=AJUAT +I-A)JV)I-A)" (5.120)

We will use the following consequences of this lemma.
Corollary 5.2 Let U,V be as specified before. Then,
1. J(U+V)=J(U)

2. J(U+V) < [JU) +3(v) 1]

Proof: The first part of the corollary is obtained by choosing A = I, and the

second part is obtained by choosing

—Ju)t! (5.121)

and also by noting that J(-) is always a symmetric matrix. O
The following lemma regarding the Fisher information matrix is also useful in

the proof of Theorem 5.6.
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Lemma 5.6 Let U, V1, Vy be random vectors such that U and (V1,Vy) are inde-
pendent. Moreover, let V1, Vg be Gaussian random vectors with covariance matrices

0 < Xy X35, Then, we have

JU+ V) = =JU+V)) '-35 (5.122)

Proof: Without loss of generality, let Vo = V; + V, such that V; is a
Gaussian random vector with covariance matrix 3, — 3, and independent of V.

Due to the second part of Corollary 5.2, we have

JU+Vy)=JU+V, + V) < [JU+V) " +3(V) ] (5.123)
—[JU+V) T+, -] (5.124)

which is equivalent to
JUH V) =JU+V) ! +3, -5 (5.125)

which proves the lemma. O
Moreover, we need the relationship between the Fisher information matrix and

the differential entropy, which is due to [52].

Lemma 5.7 ([52, Theorem 4] Let X and N be independent random wvectors,

where N is zero-mean Gaussian with covariance matriz Xn = 0, and X has a finite
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second order moment. Then, we have

Vs h(X +N) = %J(X LN (5.126)

5.5.3 Proof of Theorem 5.6

To prove Theorem 5.6, we first consider the following expression
(X + Ngz) — h(X 4+ Ny) (5.127)

and show that (5.127) is bounded and finite due to the covariance constraint on X.

In particular, we have

1. |S+ Xy

log A
2 IS + 3|

1
<AMX+Nz) —h(X+Ny) < -
27 |35

(5.128)

where the lower bound can be shown by following the analysis given in (5.103)-
(5.106). To show the upper bound in (5.128), first, we define N which is Gaussian
with covariance matrix 3, — 35, and is independent of Ny and X. Thus, without

loss of generality, we can assume Z = X +N,+N by noting the stability of Gaussian
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random vectors. Then, the right-hand side of (5.128) follows from

(X 4+ Ny) — h(X +Ny) = I(N; X + Ny) (5.129)
= h(N) — h(N|X 4+ Ny) (5.130)

< h(N) — h(N|X + N, X) (5.131)

— h(N) — h(N|Ny) (5.132)

= I(N;Ny) (5.133)

% log Ej || (5.134)

where (5.131) comes from the fact that conditioning cannot increase entropy, and
(5.132) is due to the fact that X and (N, N) are independent. Thus, we can fix the
difference of the differential entropies in (5.128) to an « in this range, i.e., we can

set

h(X +Nyz) — h(X+N,) = a (5.135)

where o € [1og|S + Xz|/[S + s, 1 log|X2]/|s|]. We now would like to under-
stand how the constraint in (5.135) affects the set of admissible random vectors.

For that purpose, we use Lemma 5.7, and express this difference of entropies as an
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integral of the Fisher information matrix”

o = h(X + Ny) — h(X + Ny) = E/EZJ(X+N)d2N (5.136)

2 Js,

Using the stability of Gaussian random vectors, we can express J(X + N) as
JX+N)=JX+N,+N) (5.137)

where N is a zero-mean Gaussian random vector with covariance matrix 3 N— X9 =
0, and is independent of Nj. Using the second part of Corollary 5.2 in (5.137), we

get

-1

JX+N)=J(X+N; +N) < [J(X+Ny) '+ J(N) ] (5.138)

1

= [JX+Ny) '+ 3y — %] (5.139)

where we used the fact that J(N) = (Xy — X5)~! which is a consequence of the
first part of Lemma 5.5 by noting that N is Gaussian. We now bound the integral

in (5.136) by using (5.139). For that purpose, we introduce the following lemma.

Lemma 5.8 Let Ky, K5 be positive semi-definite matrices satisfying 0 < Ky <X Ko,

and f(K) be a matriz-valued function such that £f(K) = 0 for K; = K < Ko.

"The integration in (5.136), i.e., fziz J(-)dX, is a line integral of the vector-valued function

J(-). Moreover, since J(-) is the gradient of a scalar field, the integration expressed in f222z J()dX
is path-free, i.e., it yields the same value for any path from X5 to 3. This remark applies to all
upcoming integrals of J(-).
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Moreover, £(K) is assumed to be the gradient of some scalar field. Then, we have

Ko
/ f(K)dK > 0 (5.140)
K

Proof: Since f(K) is the gradient of some scalar field, the integral in (5.140)

is path-free. Thus, this integral is equivalent to

/K2 f(K)dK = /1 17 (K + (Ko — Ky)) © (Ko — Ky)] 1dt (5.141)

Ky

where ® denotes the Schur (Hadamard) product, and 1 = [1 ... 1]T with appropri-
ate size. Since the Schur product of two positive semi-definite matrices is positive
semi-definite [53], the integrand is non-negative implying the non-negativity of the
integral. O

In light of this lemma, using (5.139) in (5.136), we get

1 [¥2 _
a < 5/ [J(X+Ny) '+ Ey — 5] LSy (5.142)
3
1, [JX+Ny)t+3, -3,
=-1 5.143
98 [J(X + Ny) | (5.143)

where we used the well-known fact that Vs log || = 7" for ¥ = 0. We also note

that the denominator in (5.143) is strictly positive because

JX+N) ' =JNy) ' =3%,>~0 (5.144)

which implies |J(X + Ng)~!| > 0.
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Following similar steps, we can also find a lower bound on a. Again, using the

stability of Gaussian random vectors, we have

J(X+Ny) =J(X+N+N) (5.145)

where N, N are zero-mean Gaussian random vectors with covariance matrices Xy, X, —
3N, respectively, 3y < ¥ <X 3, and they are independent. Using the second part

of Corollary 5.2 in (5.145) yields

-1

JX+Nz)=J(X+N+N) < [J(X+N)™"+J(N)] (5.146)

—[IX+N) T +3, -5y (5.147)

where we used the fact that J(N) = (27 — )~ which follows from the first part

of Lemma 5.5 due to the Gaussianity of N. Then, (5.147) is equivalent to

JX+Ny) ' =IX+N)'+2, -2y (5.148)

and that implies

[(J(X+ Ny '+ 3y - 8,] 7 <I(X+N) (5.149)
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Use of Lemma 5.8 and (5.149) in (5.136) yields

3z
o> / IX Ny Sy - 2, ldSy (5.150)

1 |J(X +Nz)™ Y
— -1 5.151
2 BIX TN, T+ 3, — 5y (5.151)

where we again used Vylog |X| = 7' for ¥ = 0. Here also, the denominator is

strictly positive because

JXAN) ' +3, -2, =INy) '+, -%,=3,~0 (5.152)

which implies |[J(X +Nyz)™! + 35 — 34| > 0. Combining the two bounds on « given
in (5.143) and (5.151) yields
1 [J(X+Nz)™|

—lo
2 B IIX N, '+ 3, — 5y

J(X 4+ Ny) ' + X, — 3|
[J(X + Np) ™

<a<=log (5.153)

1
2
Next, we will discuss the implications of (5.153). First, we have a digression

of technical nature to provide the necessary information for such a discussion. We

present the following lemma from [53].

Lemma 5.9 ([53, Theorem 7.6.4]) Let A,B € M,, where M, is the set of all
square matrices of size n X n over the complex numbers, be two Hermitian matrices
and suppose that there is a real linear combination of A and B that is positive
definite. Then there exists a non-singular matriz C such that both C*AC and

CHBC are diagonal, where (-)* denotes the conjugate transpose.
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Lemma 5.10 Consider the function

1 [A+B+tA|

£ — 0<t<1 5.154
rit) = g loe = AT =ts (5.154)

where A, B, A are real, symmetric matrices, and A = 0, B = 0,A > 0. The

function r(t) is continuous and monotonically decreasing in t.

Proof: We first define the function inside the log(-) as

JA+B+tA]

f(t) = ATiA] 0<t<l1 (5.155)

We first prove the continuity of r(¢). To this end, consider the function
g(t) = |E+tA] 0<t<1 (5.156)

where E > 0 is a real, symmetric matrix. By Lemma 5.9, there exists a non-singular
matrix C such that both CTEC and CTAC are diagonal. Thus, using this fact,

we get

g(t)=|C TC'ECC ' +tC 'CTACC™| (5.157)
=|c~T||cTEC +tCTAC||C7!| (5.158)
_ ﬁ ICTEC ++CTAC| (5.159)
= ﬁ |Dg +tDa| (5.160)
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where (5.158) follows from the fact that |[AB| = |A||B|, (5.159) comes from the
fact that |C~T| = |C™!| = 1/|C]|, and in (5.160), we defined the diagonal matrices
Dp = CTEC, DA = CTAC. Let the diagonal elements of Dg and Da be {dg;}7,

and {da;}", respectively. Then, g(¢) can be expressed as

1

9() = & [Tz + tdas) (5.161)
i=1

which is polynomial in ¢, thus ¢(¢) is continuous in ¢. Being the ratio of two non-
zero continuous functions, f(¢) is continuous as well. Then, continuity of r(¢) follows
from the fact that composition of two continuous functions is also continuous.

We now show the monotonicity of r(¢). To this end, consider the derivative of

r(t)

dr(t) 1 df(t)
. 2f(t) dt (5.162)

where we have f(t) > 0 because of the facts that A > 0, B » 0,A > 0, and
0 <t < 1. Moreover, f(t) is monotonically decreasing in ¢, which can be deduced
from (5.107), implying df (t)/dt < 0. Thus, we have dr(t)/dt < 0, completing the

proof. O
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After this digression, we are ready to investigate the implications of (5.153).

For that purpose, let us select A, B, A in r(¢) in Lemma 5.10 as follows

A=JX+Ny)! (5.163)
B=%,-3%, (5.164)
A=JX+Ny) '+ -3, -JX+Ny)! (5.165)

where clearly A > 0, B > 0, and also A > 0 due to Lemma 5.6. With these

selections, we have

1. [J(X4+Ny) '+ 3, — 3,
0) =21 5.166
O T X N (160

1 |IJ(X 4+ Ny
1)=<-1 5.167
r(1) 2 BIX Ny + 2 — 5y (5.167)
Thus, (5.153) can be expressed as

r(l) <a <r(0) (5.168)

We know from Lemma 5.10 that r(¢) is continuous in ¢. Then, from the intermediate

value theorem, there exists a t* such that r(t*) = a. Thus, we have

1, [A+PA+Z, -

=r(t") =21 5.169

0 =r(t") = log = E Y (5169
1. |K*+ 3y

= —log 5.170
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where K* = A 4+ t*A — 35. Since 0 < t* < 1, K* satisfies the following orderings,

JX+Ny) ' =3 <K' 2 JX+Ny) ' -2, (5.171)

which in turn, by using Lemma 5.5 and Corollary 5.2, imply the following orderings,

K* t J(X + N2)71 - 22 t J(Ng)il - 22 == 22 - 22 = O (5172)

K <J(X+Nz) =%, 2 Cov(X)+ 8, -8, =Cov(X) =S  (5.173)

which can be summarized as follows,

0<K"'=<S (5.174)

In addition, using Lemma 5.6 in (5.171), we get

K'>JX+N)"' -3y (5.175)

for any Gaussian random vector N such that its covariance matrix satisfies Xy < 3.

The inequality in (5.175) is equivalent to

JX+N)= (K +3y)", for Zy=3, (5.176)

where N is a Gaussian random vector with covariance matrix Xy .
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Returning to the proof of Theorem 5.6, we now lower bound

h(X + Ny) — (X +Ny) (5.177)

while keeping

|K* 4+ 34|

h(X+Nz)—(X+Ny)=a= l —_— 5.178
(X +N7) = (X+N2) =0 = 3log 2 (5,179
The lower bound on (5.177) can be obtained as follows
1 (>
(X +Ny) — h(X + Ny) = 5/ I(X + N)dZy (5.179)
1 1 (>
:_/ (X + N)dSy + & / J(X + N)dSy
2 2 s,
(5.180)
1 |K* 4 34|
= — J(X+N)dx +—1 — 5.181
2 / " |K + 3| ( )
1 K* + 3]
- | K'+3Zy)'dz Liog 220 (5189
2/ ) By G los ey (9182
1 K3 K* 4 X4
—log - ——— _— 1
=5 log |K* SN og K5, (5.183)
1 K+ Xy
—log ———— 5.184
T2 K 3y (5.184)

where (5.180) follows from the fact that the integral in (5.179) is path-independent,

and (5.182) is due to Lemma 5.8 and (5.176).
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Thus, we have shown the following: For any admissible random vector X, we

can find a positive semi-definite matrix K* such that 0 < K* < S, and

1. |K*+ 3y
h(X+Nz)— (X+Ny) ==log——F— 5.185
(X 4+ Nyz) = (X4 No) = G log 5 (5.185)
and
1. |K*+4 X4
h(X+Nz) —h(X+N;) > -log — 5.186
(X 4+ Nz) = h(X + N 2 G log 5 (5.186)

which completes the proof of Theorem 5.6.

5.5.4 Proof of Theorem 5.7

We now adapt the proof of Theorem 5.6 to the setting of Theorem 5.7 by providing
the conditional versions of the tools we have used in the proof of Theorem 5.6. Main
ingredients of the proof of Theorem 5.6 are: the relationship between the differential
entropy and the Fisher information matrix given in Lemma 5.7, and the properties
of the Fisher information matrix given in Lemmas 5.5, 5.6 and Corollary 5.2. Thus,
in this section, we basically provide the extensions of Lemmas 5.5, 5.6, 5.7 and
Corollary 5.2 to the conditional setting. From another point of view, the material
that we present in this section can be regarded as extending some well-known results
on the Fisher information matrix [50, 51] to a conditional setting.

We start with the definition of the conditional Fisher information matrix.

Definition 5.3 Let (U, X) be an arbitrarily correlated length-n random vector pair
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with well-defined densities. The conditional Fisher information matriz of X given

U 1is defined as

I(X[U) = E [p(X[U)p(X[U)T] (5.187)

where the expectation is over the joint density f(u,x), and the conditional score
function p(x|u) is

dlog f(x|u) dlog f(x|u) T

o 1
o0xq ox,, (5.188)

p(x[u) = Vlog f(x|u) =
The following lemma extends Stein identity [50, 51] to a conditional setting.
We provide its proof in Appendix 5.9.1.

Lemma 5.11 (Conditional Stein Identity) Let U, X be as specified above. Con-
sider a smooth scalar-valued function of x, g(x), which well-behaves at infinity in

the sense that

lim ¢g(x)f(x/u) =0, i=1,...,n (5.189)

x;—+oo

For such a g(x), we have

Elg(X)pX|U)] = —E[Vy(X)] (5.190)

The following implications of this lemma are important for the upcoming
proofs.
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Corollary 5.3 Let U, X be as specified above.
1. E[p(X|U)] =0
2. K [Xp(X|U)T] =-1
Proof: The first and the second parts of the corollary follow from the previous
lemma by selecting g(x) = 1 and g(x) = x;, respectively. O

We also need the following variation of this corollary whose proof is given in

Appendix 5.9.2.
Lemma 5.12 Let U, X be as specified above. Then, we have
1. E[p(X|U)|U] = 0.

2. Let g(u) be a finite, scalar-valued function of u. For such a g(u), we have

Efg(U)p(X|U)] =0 (5.191)

3. Let E[X]|U] be finite, then we have

E[EX[U]p(X|U)'| =0 (5.192)

We are now ready to prove the conditional version of the Cramer-Rao inequal-

ity, i.e., the generalization of the first part of Lemma 5.5 to a conditional setting.

Lemma 5.13 (Conditional Cramer-Rao Inequality) Let U, X be arbitrarily cor-
related random wvectors with well-defined densities. Let the conditional covariance
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matriz of X be Cov(X|U) > 0, then we have
J(X|U) = Cov(X|U) ™ (5.193)

which is satisfied with equality if (U, X) is jointly Gaussian with conditional covari-

ance matriz Cov(X|U).

Proof: We first prove the inequality in (5.193), and next show that jointly
Gaussian (U, X) with conditional covariance matrix Cov(X|U) satisfies the inequal-

ity in (5.193) with equality. To this end, we consider

0<E [<p(X|U) + Cov(X|U) (X — E[X|U] ))
(P(XIU) + Cov(X|U) "} (X — E[X[U] ))T} (5.194)
~ E[p(X[U)p(X|U)"] + E [p(X|U)(X - EX|U]) | Cov(X|U) "
+ Cov(X|U)'E [(X — E [X|U] ) p(X|U) "]
+ Cov(X|U)'E [(X ~ EX|U])(X - E[X|U] )T} Cov(X[U)™!  (5.195)
= J(X[U) + E [p(X|U) (X ~ E[X[U])"] Cov(X|U)"!

+ Cov(X|U)'E [(X — E[X|U])p(X|U) "] + Cov(X|U) ™ (5.196)

where for the second equality, we used the definition of the conditional Fisher infor-
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mation matrix, and the conditional covariance matrix. We note that

(E[(X - EX[U)pXU)]) =E [p(X|U) (X — E[X|U] )T] (5.197)

= E[p(X|0)X"] - E [p(X[U)E [X[U]"]

(5.198)
= E [p(X[U)X"] (5.199)
— 1 (5.200)

where (5.199) is due to the third part of Lemma 5.12, and (5.200) is a result of the

second part of Corollary 5.3. Using (5.200) in (5.196) gives
0 < J(X|U) — Cov(X|U)™! — Cov(X|U) ™" + Cov(X|U)* (5.201)

which concludes the proof.

For the equality case, consider the conditional Gaussian distribution

F(xu) = Cexp (—%(X ~EX[U =u]) Cov(X|U) " (x — E[X[U = u] ))

(5.202)

where C' is the normalizing factor. The conditional score function is
p(xju) = —Cov(X|U) ' (x — E[X|U =u] ) (5.203)

which implies J(X|U) = Cov(X|U)~!. O
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We now present the conditional convolution identity which is crucial to extend

the second part of Lemma 5.5 to a conditional setting.

Lemma 5.14 (Conditional Convolution Identity) Let X,Y, U be length-n ran-
dom vectors and let the density for any combination of these random vectors exist.
Moreover, let X and Y be conditionally independent given U, and let W be defined

as W =X +Y. Then, we have
pwiu) =E[p(X|[U=u)]lW=w,U=u|=F[p(Y|U=u)W=w,U =u]
(5.204)

The proof of this lemma is given in Appendix 5.9.3. We will use this lemma to
prove the conditional Fisher information matrix inequality, i.e., the generalization

of the second part of Lemma 5.5.

Lemma 5.15 (Conditional Fisher Information Matrix Inequality) Let X,

Y, U be as specified in the previous lemma. For any square matrix A, we have

JX+Y[U) = AJX|U)AT + (I-A)J(Y|U)(I-A)" (5.205)

The proof of this lemma is given in Appendix 5.9.4. The following implications

of Lemma 5.15 correspond to the conditional version of Corollary 5.2.

Corollary 5.4 Let X, Y, U be as specified in the previous lemma. Then, we have
1. J(X+Y|U) < J(X|U)
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2. J(X +Y[U) < [J(X|U) + I(Y[U)

Proof: The first part of the corollary can be obtained by setting A =1 in

the previous lemma. For the second part, the selection

A= [IXU) +I(Y[U) T Iy (5.206)

yields the desired result. O
Using this corollary, one can prove the conditional version of Lemma 5.6 as

well:

Lemma 5.16 Let T,U,V,Vy be random wvectors such that (T,U) and
(V1,Vy) are independent. Moreover, let V1, Vy be Gaussian random vectors with

covariance matrices 3y, 3o such that 0 < 3y < Xy. Then, we have

JH U+ V,T) -3 =T H U+ V,|T) - 5, (5.207)

So far, we have proved the conditional versions of the inequalities related to the
Fisher information matrix, that were used in the proof of Theorem 5.6. To claim
that the proof of Theorem 5.6 can be adapted for Theorem 5.7, we only need the

conditional version of Lemma 5.7. In [52], the following result is implicity present.

Lemma 5.17 Let (U, X) be an arbitrarily correlated random vector pair with finite

second order moments, and be independent of the random vector N which is zero-
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mean Gaussian with covariance matriz Xy = 0. Then, we have

1
Vs, h(X +N|U) = ZJ(X + N|U) (5.208)

Proof: Let Fy(u) be the cumulative distribution function of U, and f(x +
n|U = u) be the conditional density of X + N which is guaranteed to exist because

N is Gaussian. We have

Vs, h(X + N|U)
=Vs, /h(X + N|U = u)dFy(u) (5.209)
= /VgNh(X + N|U = u)dFy(u) (5.210)

- %/E [Viog f(X + N[U =u)Vlog f(X + N|U =u)' | dFyy(u) (5.211)

= %E [Vlog f(X + N|U)Vlog f(X + N|U) '] (5.212)
_ %J(X + N|U) (5.213)

where in (5.210), we changed the order of integration and differentiation, which can
be done due to the finiteness of the conditional differential entropy, which in turn
is ensured by the finite second-order moments of (U, X), (5.211) is a consequence
of Lemma 5.7, and (5.213) follows from the definition of the conditional Fisher
information matrix. O

Since we have derived all necessary tools, namely conditional counterparts of

Lemmas 5.5, 5.6, 5.7 and Corollary 5.2, the proof Theorem 5.6 can be adapted to
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prove Theorem 5.7.

5.5.5 Proof of Theorem 5.2 for Arbitrary K

We now prove Theorem 5.2 for arbitrary K. To this end, we will mainly use the
intuition gained in the proof of Theorem 5.6 and the tools developed in the previous
section. The only new ingredient that is needed is the following lemma whose proof

is given in Appendix 5.9.5.

Lemma 5.18 Let (V, U, X) be length-n random vectors with well-defined densities.
Moreover, assume that the partial derivatives of f(u|v,x) with respect to z;, i =

1,...,n, exist and satisfy

< g(u) (5.214)

for some integrable function g(u). Then, if (V,U,X) satisfy the Markov chain

V - U — X, we have

J(X|U) = J(X|V) (5.215)
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We now start the proof of Theorem 5.2 for arbitrary K. First, we rewrite the

bound given in Theorem 5.1 for the Kth user’s secrecy rate as follows

(X Y) — I(X:2) — [I(X: YelUk) — I(X: ZJU)] (5.216)
1 1S4S. 1. |S43

< LiogBEERl Ly S ERA ey ) - I ZiUk)] (5.217)
2 |2 k| 2 124

where in (5.216), we used the Markov chain Uy — X — (Yk,Z), and obtained
(5.217) using the worst additive noise lemma given in Lemma 5.4. Moreover, using
the Markov chain Ux — X — Y — Z, the other difference term in (5.217) can be

bounded as follows.

0<I(X;Yk|Uk) - I(X;Z[Uk) < I(X;Yk) — I[(X;Z) (5.218)
1. |S+3k] 1, [S+3]
<-log———— — =-log———— 5.219

The proofs of Theorems 5.6 and 5.7 reveal that for any value of I(X;Yg|Uk) —
I(X;Z|Uk) in the range given in (5.219), there exists positive semi-definite matrix

K Kk such that

JX +NglUg) ' -2 <Kg <S (5.220)
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and

1. |Kg+X 1. |[Kg+X
I(X; Y |Uk) — I(X; Z|Uk) = = log Ky £3] 1 log K + 2] (5.221)
2 X k| 2 P
1., K+ 1, |[Kg+X
I(X:Yg_1|Ug) — I(X; Z|Uk) < =log Ky 2] 1 log K +%7] (5.222)
2 1Sk 1| 2 14

Using (5.221) in (5.217) yields the desired bound on the Kth user’s secrecy rate as

follows

1 S+3k| 1 1S + 3]
~log = — ~log =

Ry <

0 = 5.223
2P R+ 2k 2 Kk + 3 (5.223)

We now bound the (K — 1)th user’s secrecy rate. To this end, first note that

RK,1 S ](UKfl;YKfl‘UK) - [(UKfl; Z|UK) (5224)

I(X; Y1 |Ux) — I(X ZUx) — [[(X; Yion|Ug—1) — I(X; Z|Ux_1)] (5.225)

Kk +Zx1] 1. |[Kg+Xy
log————zlog—=—7— —

pIyray 2 1Xz]

IN

1
3 (X Yr-1|Uk-1) — I(X; Z|Uk—1)]

(5.226)

where in order to obtain (5.225), we used the Markov chain Uy — Ug_; — X —

(Yi-1,Z), and (5.226) comes from (5.222). Using the Markov chain Ux — Ug_1 —
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X — Y1 — Z, the mutual information difference in (5.226) is bounded as

0 S [(X;YK,1|UK,1) - [(X, Z|UK,1) (5227)

< I(X: Yx1|Ug) — I(X; Z|Ug) (5.228)
1, | Kx+2k1] 1. |Kg+Xy

<-log—g—— —zlog——— 5.229

Using the analysis carried out in the proof of Theorem 5.6, we can get a more refined

lower bound as follows

I(X; Yk a|Uk 1) = I(X; Z|Uk 1)

1 ‘J(X+NK_1’UK_1)_1| 1 |J(X+NK_1|UK_1)_1+EZ—EK_1|
> —log — 5 log
2 Xk 1| 2 1X7]
(5.230)
Combining (5.229) and (5.230) yields
L og [(JX + Nga[Uk-1) ™'
2 J(X +Ng_1|Ug-1) P+ 27 — g4
1 Y
< I(X; Yk |Uk 1) = [(X; Z|Uk 1) + = log [Z]
2 7 |2z
1. |Kg+Zx
< Lyog B £ Bic] (5.231)
2 Kk + 32|
Now, using the lower bound on Ky given in (5.220), we get
KK EJ(X+NK|UK)_1 — YK (5232)
= J(X +Ng 1 |Ug) ™ =2k (5.233)
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where (5.233) is obtained using Lemma 5.6. Moreover, since we have Ux — Ug_1 —

X + Ng_1, the following order exists

J(X +Ng 1|Ug-1) = (X + Ng_1|Uk)

due to Lemma 5.18. Equation (5.234) is equivalent to

JX +Ng_1|Ug1) P 2 I(X 4+ Ng_1|Ug) !

using which in (5.233), we get
Ky > JX+Ng 1|Ug 1) =2k

We now consider the function

1. |[A+B+tA]
t = — _— <
rit)=gloe = A 0 VS

with the following parameters

A =J(X+Ng|Ug1)™?

B=%; %k

A=Kg+3x 1 —JX+Ng_1|Ug_y)?
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where A > 0 due to (5.236). Using this function, we can paraphrase the bound in

(5.231) as

1

As shown in Lemma 5.10, r(¢) is continuous and monotonically decreasing in t.

Thus, there exists a t* such that

1 Yk
1 og 2Rl

Cr (%) = I1(X: Y 1| Uk 1) — I(X: Z|Usc1) + = log
2 137

(5.242)

due to the intermediate value theorem. Let K Kk-1=A+t*"A—Xg_ 4, then we get

1 Kyg 1+ Xk 1 Kr + 3
s 1020 = o BB

(5.243)

We note that using (5.243) in (5.226) yields the desired bound on the (K — 1)th

user’s secrecy rate as follows

1 Kr+ Sk 1 Kr+ X
Ry < Liog et 2kl 1) Kt 3]

= = (5.244)
2 K1 +Zx1| 2 Kx-1+ Xz

Moreover, since A > 0 and 0 < t < 1, KK_l = A + t*A — Y _ satisfies the

following orderings
J(X 4+ Ng|Ug1) ' =2k = Kg_ < Kg (5.245)
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Furthermore, the lower bound in (5.245) implies the following order

Kg 1 = IJX+N|Ug_1) ' =2y (5.246)

for any Gaussian random vector N such that Xy < ¥k 1, and is independent of
Uk_1,X, which is a consequence of Lemma 5.6. Using (5.246), and following the

proof of Theorem 5.6, we can show that

1. |Kg1+Zk 1 Kx +32
[(X;YK72‘UK71) - I<X) Z‘UKfl) § —10g ’ K-l t K 2| — _]ng
2 Xk 2 =/
(5.247)

Thus, as a recap, we have showed that there exists K such that

JX + Ny |Ug 1) ' = 2g g = Ky 1 < Kg (5.248)
and
1 Kg 1 +Zx | 1 Kg 1+ 2y
I(X:Yx_ ) —I(X:Z|Up—1) = =1 — —log —m————
( y LK 1|UK 1) ( ) | K 1) 92 og |2K—1| 9 og |EZ|
(5.249)
1. Kk + Sk 1. Kg,+X
I(X: Yol Uk 1) — I(X: 2T 1) < S tog Bt T 8mcal 1y (Ko + 3]
2 Xk o 2 12|
(5.250)

which are analogous to (5.220), (5.221), (5.222). Thus, proceeding in the same

manner, for any selection of the joint distribution p(ug)p(ug_1|ug) ... p(x|ug), we
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can show the existence of matrices {Kk}kK:ll such that

0=K, <Ky=< ... <Kg=<Kg =8 (5.251)

and

|Kk+23k| 1 |I~{k+§lz|

IX:Y X;Z Log Bl Ly et 2zl g K
(K Y4{U) = 11 V) = 2% |2 2 8 13z e
(5.252)
Ki+ X
XY |U) — T Z|T) < L 1og Kt ]
2 |2k
1. |Kp,+X
LT ki N (5.253)
2 22|

where Ug1 = ¢. We now define K = I~{k+1 ~ K, k=1,.. ., K, which yields
Ky = Zle K;, and in particular, S = Zfil K;. Using these new variables in

conjunction with (5.252) and (5.253) results in

Rk S ](Uk;Yk|Uk+1) — ](Uk, Z|Uk+1) (5254)

< 110 ‘Kk+1+2k’ 1 ‘Kk+1+22‘
=2 T 2 =2
Rersi] 1 (Kt
_ llogM Ly, K + 3] (5.257)
2 ’Kk+2k| 2 ‘Kk+EZ|

\Z K+Ek} T2 {Z K+zz|
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for k = 2,...,K. For k = 1, the bound in (5.253), by setting & = 2 in the

corresponding expression, yields the desired bound on the first user’s secrecy rate

Ry < I(X;Y1|Us) — 1(X; Z|Us) (5.259)
1 Ky +3] 1 K + X,|
< -log—— — —log —— = 5.260

Since for any selection of the joint distribution p(ug)p(uk—1|uk) ... p(x|us), we can
establish the bounds in (5.258) and (5.260) with positive semi-definite matrices
(K}, such that S = Y.X K;, the union of these bounds over such matrices
would be an outer bound for the secrecy capacity region, completing the converse

proof of Theorem 5.2 for an arbitrary K.

5.6 Aligned Gaussian MIMO Multi-receiver Wiretap Channel

We now consider the aligned Gaussian MIMO multi-receiver wiretap channel, and
obtain its secrecy capacity region given in Theorem 5.3. First, we will show the
achievability of the secrecy rates in Theorem 5.3 by extending Marton’s achievable
scheme for broadcast channels [11] to multi-receiver wiretap channels. For that
purpose, we will use Theorem 1 of [12], where the authors provided an achievable
rate region for Gaussian vector broadcast channels using Marton’s achievable scheme
in [11]. While using this result, we will combine it with a stochastic encoding scheme
for secrecy purposes.

Next, we will provide a converse proof for Theorem 5.3 by using our capacity
result for the degraded Gaussian MIMO multi-receiver wiretap channel in Section 5.5
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in conjunction with the channel enhancement technique [4]. In particular, to provide
a converse proof for Theorem 5.3, we will show that for any point on the boundary
of the secrecy capacity region, there exists a degraded channel such that its secrecy
capacity region includes the secrecy capacity region of the original channel, and
furthermore, the boundaries of these two regions intersect at this specific point.
The channel enhancement technique comes into the picture to show the existence
of such a degraded channel by explicitly constructing it, and our capacity result for
the degraded case is used to obtain the secrecy capacity region of this constructed

degraded channel.

5.6.1 Achievability

To show the achievability of the secrecy rates in Theorem 5.3, we mostly rely on
the derivation of the dirty-paper coding region for the Gaussian MIMO broadcast
channel in [12, Theorem 1]. We employ the achievable scheme in [12] in conjunc-
tion with a stochastic encoding scheme due to secrecy concerns. Without loss of
generality, we consider the identity permutation, i.e., (k) =k, k=1,..., K. Let

(V1,...,Vg) be arbitrarily correlated random vectors such that
(Vl,...,VK)—>X—)(Y1,...,YK,Z) (5261)

Using these correlated random vectors, we can construct codebooks

{V?,l(Wk, Wk)}; (5.262)
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where W), € {1,...,2”Rk}, Wi € {1,...,2”Rk}, k = 1,..., K, such that each

legitimate receiver can decode the following rates

‘Zf:l K; + Ek‘
Zf;l K+ Ek‘

lﬁ+Rk:%bg’ k=1,....K (5.263)
for some positive semi-definite matrices {K;}/, such that >_r  K; < S [12]. The
messages {Wk}le do not carry any information, and their sole purpose is to confuse
the eavesdropper. In other words, the purpose of these messages is to make the
eavesdropper spend its decoding capability on them, preventing the eavesdropper
to decode the confidential messages {Wk}le. Thus, we need to select the rates of

these dummy messages {]:Zk}szl as follows

~ 1 ‘Zf:lKi‘{'EZ’
Rk:_log 1 )
2 ‘ZZ:_1 Ki‘f’ZZ’

k=1,... K (5.264)

To achieve the rates given in (5.263), {Vk}szl should be taken as jointly Gaussian
with appropriate covariance matrices. Moreover, it is sufficient to choose X as a
deterministic function of {Vj}r_,, and the resulting unconditional distribution of
X is also Gaussian with covariance matrix Z,le Ky [12].

To complete the proof, we need to show that the above codebook structure

fulfills all of the secrecy constraints in (5.1). To this end, we take a shortcut, by
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using the fact that, if a codebook satisfies

K
1
lim —H(Wy,...,Wg|Z") > > Ry (5.265)

n—oo M el

then it also satisfies all of the remaining secrecy constraints in (5.1) [54]. Thus, we

only check (5.265)

1 1 1
~H(Wi....,WilZ") = ~H(W,..., Wi, Z") = ~H(Z") (5.266)
1 1
:EH(V?717"‘7V?(’17W17"‘7WK7ZTL)_HH(V?,17‘"7VT[L(’1|W1)"'7WK7Z”>
1
— ZH(Z") (5.267)
n

1 n n ]' n n n
= —H(Viy, - Vi) + —H(W, . Wi 20V Vi)

3

1 1
— H(Viy o Vi Wi Wi, ) — —H(Z") (5.268)

1 n n 1 n n n
> _H(Vma cee aVK,l) - E](Vl’l’ ce 7VK,13Z )

S

1
——H(Viy. o, Vig Wi Wi, 27 (5.269)

We will treat each of the three terms in (5.269) separately. Since (V{,,..., Vi)

can take 2" Zk=1 (rict i) values uniformly, for the first term in (5.269), we have

1

K
~H(Viy. Vi) =) Rt > Ry (5.270)
k=1

11
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The second term in (5.269) can be bounded as

1
E[(V?’l, e ,V%J; Zn) S I(Vl,h e ;VK,l; Z) + €n (5271)
< I(X;Z)+e¢, (5.272)
L Y Ki+ 2z (5.273)
=—-lo + €, 5.273
28R

where ¢, — 0 as n — oo. The first inequality can be shown following [2, Lemma
8], the second inequality follows from the Markov chain in (5.261), and the equality
in (5.273) comes from our choice of X, which is Gaussian with covariance ma-
trix S0 Kz We now consider the third term in (5.269). First, we note that
given (Wi = wy,...,Wg = wk), (Vi,..., Vi) can take 2n i1 Br values, where

Zszl Ry, is given by

(5.274)

using our selection in (5.264). Thus, (5.274) implies that given (W) = wy, ..., Wk =
wg ), the eavesdropper can decode (Vil, e ,V"Kl) with vanishingly small proba-

bility of error. Hence, using Fano’s lemma, we get

1
—H(VT VW, W, Z0) < (5.275)
n b b

1+, (i Rk>

k=1

S|

where v, — 0 as n — oo. Thus, plugging (5.270), (5.273) and (5.275) into (5.269)
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yields

K
1
lim —H(Wy,...,Wg|Z") > > Ry (5.276)

n—oo M el

which ensures that the rates

1 Zf:l K; + X 1 Zle K;,+ 3,
Ry = 5 logy— = —5log T L k=1,...,K (5.277)
Yol Ki + 3 Yo Ki+3y

can be transmitted in perfect secrecy.

5.6.2 Converse

To show the converse, we consider the maximization of the following expression

K
> R (5.278)
k=1

where pp > 0, k= 1,..., K. We note that the maximum value of (5.278) traces

the boundary of the secrecy capacity region, i.e., its maximum value for any non-

negative vector [y ... pux] will give us a point on the boundary of the secrecy
capacity region. Let us define 7(-) to be a one-to-one permutation on {1,..., K}
such that

0 < piry < oo < (i) (5.279)
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Furthermore, let 0 < m < K of {Nk}kK=1 be strictly positive, i.e., prq) = ... =
Pr(k—m) = 0, and fir(k—m+1) > 0. We now define another permutation 7’(-) on the
strictly positive elements of {yu}r_, such that 7/(]) = 7(K —m +1), [=1,...,m.

Then, (5.278) can be expressed as

K K m
D kR =Y ey Rty = > (i R (5.280)
k=1 k=1 k=1
We will show that
K m
maxz Ry = maxz Lo (i) R (1 (5.281)
k=1 k=1

k

‘Zi—lK /(i) +Ew'(k>’
k—1

‘Z Krp + 2 ,(k)‘

< maxz ™' (k) log

" ‘Zl 1 Kx '(l>+22‘
_Z“ﬂ ®) Jog — (5.282)
k=1 ‘Z K )+22’

where the last maximization is over all positive semi-definite matrices {le(k)} b1
such that " | Kr ) =< S. Since the right hand side of (5.282) is achievable,
if we can show that (5.282) holds for any non-negative vector [u; ... pg|, this
will complete the proof of Theorem 5.3. To simplify the notation, without loss of
generality, we assume that 7/(k) =k, k= 1,...,m. This assumption is equivalent
to the assumption that 0 < p; < ... <y, and pur =0, k=m+1,..., K.

We now investigate the maximization in (5.282). The objective function in

(5.282) is generally non-convex in the covariance matrices {K,r/(k)};nzl implying

that the KKT conditions for this problem are necessary, but not sufficient. Let us
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construct the Lagrangian for this optimization problem

k=1 k=1

(5.283)

where the Lagrange multipliers {M,}.;", , My are positive semi-definite matrices,

and we defined {R,?}Zl:l as follows,

The gradient of L ({M;}.;",,My) with respect to K; for any j = 1,...,m — 1, is

given by

m -1 m k—1 -1

k=j =1 k=j+1 i=1
m " k -1 m " k—1 -1
k k
(T 3 (T
k=j i=1 k=j+1 i=1
+M,; — My (5.285)

and the gradient of L ({M;}]", , M) with respect to K,, is given by

. —1 . 1
Vi, L({M;}2, . My) = %ﬂ <Z K, + Em) — %ﬂ (Z K, + Ez)

i=1

+M,, — My (5.286)
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The KKT conditions are given by

Vi, L({MJ}", , My) =0, j=1,....,m (5.287)

tr(K;M;) =0, j=1,...,m (5.288)

We note that since tr(K;M;) = tr(M,K;), and M, > 0,K; > 0, we have M;K; =

K,;M; = 0. Thus, the KKT conditions in (5.288) are equivalent to
MjKj = Kij = 0, j = 1, .., M (5290)
Similarly, we also have

M (s - i Kk> = (s — i Kk> M, =0 (5.291)

Subtracting the gradient of the Lagrangian with respect to K from the one with

respect to K, for j =1,...,m — 1, we get

VKjL ({M'L}Zl ,MZ) - ij+1L ({Ml}:r;l ’MZ)

j —1 j —1
My My
3 (em) g (e

i=1

Thus, using (5.290), (5.291), (5.292), we can express the KKT conditions in (5.287),
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(5.288), (5.289) as follows

-1

j -1 j
11 (Z K, + 2]) + (41 — Hy) (Z K, + Ez) +M,
i=1 i=1

. -1
J
= /,Lj+1 (Z Kz + Zj-i—l) + Mj+1, ] = 1, N 1 (5293)

=1

and

m -1 m -1
[im (Z K, + z:m> + M, = fm (Z K, + EZ> + My (5.294)

Kij = MjKj = O, j = ]., .., (5295)
M, (s - ZKk> = (s — ZKk> M, =0 (5.296)
k=1 k=1

where we also embed the multiplications by 2 into the Lagrange multipliers.

We now present a lemma which will be instrumental in constructing a degraded
Gaussian MIMO multi-receiver wiretap channel, such that the secrecy capacity re-
gion of the constructed channel includes the secrecy capacity region of the original
channel, and the boundary of the secrecy capacity region of this constructed channel
coincides with the boundary of the secrecy capacity region of the original channel

at a certain point for a given non-negative vector [y ... px].

Lemma 5.19 Given the covariance matrices {K;}7., satisfying the KKT condi-
tions given in (5.293)-(5.296), there exist noise covariance matrices {f]j };n: such

1

that

1. Eijj, ]:1,,m
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1

. -1 . -
3. (Zle K + 2]') + (41 — 11j) (Zle Ki+ 22)
. B 1
= i1 (Zgzl Ki+2j+1> , forj=1,....m—1,
and

po (20 K4 B) = (2 Ko+ 22) 7 My
p(SLKE) (DHK+E) = (SL K+ %) (SE K+ %)
forg=1,....m
5 (34 80) (ST Ki+5) = (S+3) (T8 K+ )"

The proof of this lemma is given in Appendix 5.9.6.

Without loss of generality, we have already fixed [p; ... pk| such that 0 <
< ... <y, and up, =0, k=m+1,..., K for some 0 < m < K. For this fixed
(1 ... pxl, assume that {Kj}7, achieves the maximum of (5.282). Since these
covariance matrices need to satisfy the KKT conditions given in (5.293)-(5.296),
Lemma 5.19 ensures the existence of the covariance matrices {Ej};nzl that have the
properties listed in Lemma 5.19. Thus, we can define a degraded Gaussian MIMO

multi-receiver wiretap channel that has the following noise covariance matrices
3 = B (5.297)

where 0 < aj_,, < 1 are chosen to satisfy ak,mil <Y fork=m+1,... . K,

where the existence of such {ag_m}j,, .1 are ensured by the positive definiteness
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of {Ek}le. The noise covariance matrix of the eavesdropper is the same as in the
original channel, i.e., 3. Since this channel is degraded, its secrecy capacity region
is given by Theorem 5.2. Moreover, since 3 < Y, k=1,..., K, and the noise
covariance matrices in the constructed degraded channel and the original channel
are the same, the secrecy capacity region of this degraded channel outer bounds
that of the original channel. Next, we show that for the so-far fixed [p1 ... pg], the
boundaries of these two regions intersect at this point. For this purpose, reconsider

the maximization problem in (5.278)

K m
max Z Ry = max Z pig Ry (5.298)

k=1 k=1

k K <
N ’Zi:l Ki+> i Ki"‘zk‘
SK->—Om'§i}§ KZ7 log
CX Rl e ‘Z K + 320 i K +2k‘
‘Zz 1K +Zz m+1K +2Z‘
‘Z K+Zz m+1K+EZ‘

(5.299)
i ‘Zfﬂ KZJVik‘ ‘Zz 1Ki "’EZ‘
max Z log
Kg“ T = ‘Z K; +Ek‘ ‘Z K; +EZ’
(5.300)

where (5.298) is implied by the fact that for the fixed [p; ... pxl, we assumed
that up, =0, k=m+1,..., K and 0 < p; < ... < Uy, (5.299) follows from the
facts that the constructed degraded channel includes the secrecy capacity region
of the original channel, and the secrecy capacity region of the degraded channel

is given by Theorem 5.2. The last equation, i.e., (5.300), comes from the fact
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that, since up = 0, k = m + 1,..., K, there is no loss of optimality in choosing
Ky=0, k=m+1,..., K. We now claim that the maximum in (5.300) is achieved

by {K;}ix,. To prove this claim, we first define

1 ‘ZflK:"'ik’ 1 ‘Zz 1Kf+22‘

R = S log1—— - — . k=1,...,m (5.301)
‘z K*+Ek‘ ‘Z K*+ZZ)
and
N ’Zle""Ek’ ‘Zle""EZ‘
R——lg — —1 — k=1,....m (5.302)
‘Zle—‘r—Ek‘ ‘Zz 1K+2Z‘

for some arbitrary positive semi-definite matrices {K;}7; such that > " | K; < S.

To prove that the maximum in (5.300) is achieved by {Kj}7,, we will show that

> mBy =Yl >0 (5.303)
k=1 k=1
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To this end, consider the first summation in (5.303)

m m k k
* Mk * .- *
Z,ukRk = 27 <log ZKZ + k| — log ZKZ +3z )
k=1 k=1 i=1 i=1
m k—1 ~ k—1
_Z’% <log ZK;+E’€ —log ZKf+Ez>
k=2 i=1 i=1
o[ 3
— —log = 5.304
m [ k ~ k
:27]“ <log ZK;‘—i—Ek — log ZKZ+EZ >
k=1 =1 i=1
m—1 k k
-y “’“2“ (log > K+ S| —log > Ki+ 3y )
k=1 i=1 i=1
po |3
——1lo 5.305
#ml ‘ZZlK;k_‘_im)
= 5 1og m *
2 |Zi:1 Kz’ + EZ|
m—1 [ k k
k * N *
+ 7<1og ZKZ-—i—Ek — log ZKZ.JFEZ)
k=1 =1 i=1
m—1 " k ~ k
_ k;l <log ZK:—{—EkH — log ZK;‘—I—EZ)
k=1 =1 i=1
H1 ‘21‘
——1lo 5.306
™K 43 m—1 k
m, ‘Zz—l ) m) juys " ~
=—1lo i + —lo K+ X
ST R e T 2 | ‘
m—1 " " k -1 I k
k+1 — Mk « k1 F <
+Z+Tlog ZK +3z - Y 2* log ZK + 5
k=1 =1 k=1 =1
>
i 2l (5.307)

2 %z,
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Similarly, we have

m X ’Zz L K, + 2 ’ m— 1k k R
R, = —log —lo K, +X
;Nh k DR Z 5 g; k
m—1 " [ k -1 [ k
k+1 — Mk k41 S
-1-2—2 log ZKH—EZ —Z 5 log ZKi+Ek+1
k=1 i=1 k=1 i=1
w3
— "o 5.308
We define the following matrices
k k
Ar=) K-> K;, k=1..m (5.309)
i=1 i=1

Using (5.307), (5.308) and (5.309), the difference in (5.303) can be expressed as

_ = — Og ) " — o —
. Hor L1y, £ Hr Ltk 2 > K+ 3y 5 08 57K 15y

k —1
/‘Lk * <

—1 k -1
Hik+1 — Mk *
— " log|I K +% A
7 og |1+ <; 1 + Z) k

-1

3

g

3

g

3

_1 —1
+ Mk;llog I+<;K +2k+1> Axl  (5.310)

1

>
Il

We first note that

™ = = o 5.311
SR S, St S S K 15y (5.311)
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where the equality is due to the fifth part of Lemma 5.19, and the inequality follows

from the fact that the function

|A+3,,

S — 5.312
|A + X 4| ( )

is monotonically increasing in the positive semi-definite matrix A as can be deduced

from (5.107), and that Y )", K; < S. Furthermore, we have

A -1 i -1
B 1og I+<ZK:+2k> Ay | B T ey, 1+<ZK;+EZ> A,

Hr+1 =1 k41 Py
k -1 k -1
<log|T+ 2 (SR 42, ] A+ BB IS ke w, ) A,
Hr+1 \ 7 Hk+1 Py

(5.313)

E -1
= log |+ (Z K: +2k+1) Ay (5.314)

=1

where the inequality in (5.313) follows from the concavity of log |- | in positive semi-
definite matrices, and (5.314) follows from the third part of Lemma 5.19. Using

(5.311) and (5.314) in (5.310) yields

> By =Y R >0 (5.315)
k=1 k=1

which implies that the maximum in (5.300) is achieved by {Kj}}* ;. Thus, using
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this fact in (5.300), we get

K i i Z§:1 Ki + N Zle Ki+ Xz ]
maXZ e Ry, < Z il log — — log (5.316)
k=1 2 S K+ Y K+ 3y,
N [ Z?:l K7 + X Zf:l Ki+ 3y ]
= Z 5 log T—— —log —— (5.317)
=t i K 2imy K+ 3z

where the equality follows from the fourth part of Lemma 5.19. Since the right
hand side of (5.317) is achievable, and we can get a similar outer bound for any
non-negative vector [y ... ug|, this completes the converse proof for the aligned

Gaussian MIMO channel.

5.7 General Gaussian MIMO Multi-receiver Wiretap Channel

In this final part of the chapter, we consider the general Gaussian multi-receiver
wiretap channel and obtain its secrecy capacity region given in Theorem 5.4. The
main idea in this section is to construct an aligned channel that is indexed by
a scalar variable, and then show that this aligned channel has the same secrecy
capacity region as the original channel in the limit of this indexing parameter on
the constructed aligned channel. This argument was previously used in [4, 21]. The
way we use this argument here is different from [4] because there are no secrecy
constraints in [4], and it is different from [21] because there are multiple legitimate
receivers here.

Achievability of the region given in Theorem 5.4 can be shown by following the

achievability proof of Theorem 5.3 given in Section 5.6.1, hence it is omitted. For
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the converse, we basically use the ideas presented in [4, 21]. Following Section V-B
of [4], we can construct an equivalent channel which has the same secrecy capacity
region as the original channel defined in (5.19)-(5.20). In this constructed equivalent
channel, all receivers, including the eavesdropper, and the transmitter have the same

number of antennas, which is t,

Y, =H,X+N,, k=1,....K (5.318)

Z=H,X+Ny (5.319)

where ﬂk = Aka, V. is a t x t orthonormal matrix, and Ak is a t x t diagonal
matrix whose first (¢ — 7;) diagonal entries are zero, and the rest of the diagonal
entries are strictly positive. Here, 7 is the rank of the original channel gain matrix,
H,.. The noise covariance matrix of the Gaussian random vector Nk is given by f]k

which has the following block diagonal form

240

I8
Il

(5.320)
0 =P
where 31 is of size (t — 7;) x (t — 74), and 3P is of size 7y, X 7.

Similar notations hold for the eavesdropper’s observation 7 as well. In partic-
ular, ﬂZ = AZVZ where Vz is a t Xt orthonormal matrix, and AZ is a t x t diagonal
matrix whose first (¢t — 7z) diagonal entries are zero, and the rest of the diagonal
entries are strictly positive. Here, 77 is the rank of the original channel gain matrix

of the eavesdropper, H;. The covariance matrix of the Gaussian random vector N
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is given by 31, which has the following block diagonal form
3, = (5.321)

where 34 is of size (t — 7z) x (t — z) and 38 is of size 75 X #4. Since this new
channel in (5.318)-(5.319) can be constructed from the original channel in (5.19)-
(5.20) through invertible transformations [4], both have the same secrecy capacity
region. Moreover, these transformations preserve the dirty-paper coding region as

well, i.e.,

RQPC (77, {Kz}fil ) {Ei}fil 27, {Hz}fil 7HZ)

L H ) (Zle )HT()JFEU L Hz(ZleK(o)H}vLEz
e (T o] ()

Z Z (%) Z+EZ

L w<k< ) oy T L Hy (ZLKM) H), + 3

"2 g _5Ogﬂ UKo ) L+ S

(k) Z Zi*l (i) 7zt 2z

k=1,... . K

(5.322)

We now define another channel which does not have the same secrecy capacity

region or the dirty paper coding region as the original channel:

Y, =HX+N,, k=1,....K (5.323)

Z =H,X + Ny (5.324)
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where H;, = (Ak + aik> V. and a > 0, and ik is a t x t diagonal matrix whose
first (t — 74) diagonal entries are 1, and the rest of the diagonal entries are zero.
Similarly, H; = (Az + aiz> V;, where iZ is a t X t diagonal matrix whose first
(t — 7) diagonal entries are 1, and the rest are zero. We note that {H,}X , Hy
are invertible, hence the channel defined by (5.323)-(5.324) can be considered as an
aligned Gaussian MIMO multi-receiver wiretap channel. Thus, since it is an aligned
Gaussian MIMO multi-receiver wiretap channel, its secrecy capacity region is given
by Theorem 5.3.

We now show that as a — 0, the secrecy capacity region of the channel
described by (5.323)-(5.324) converges to a region that includes the secrecy capacity
region of the original channel in (5.19)-(5.20). Since the original channel in (5.19)-
(5.20) and the channel in (5.318)-(5.319) have the same secrecy capacity region
and the dirty-paper coding region, checking that the secrecy capacity region of the
channel described by (5.323)-(5.324) converges, as a — 0, to a region that includes
the secrecy capacity region of the channel described by (5.318)-(5.319), is sufficient.
To this end, consider an arbitrary (27%1 ... 2"x n) code which can be transmitted
with vanishingly small probability of error and in perfect secrecy when it is used in
the channel given in (5.318)-(5.319). We will show that the same code can also be
transmitted with vanishingly small probability of error and in perfect secrecy when
it is used in the channel given in (5.323)-(5.324) as a — 0. This will imply that the
secrecy capacity region of the channel given in (5.323)-(5.324) converges to a region

that includes the secrecy capacity region of the channel given in (5.318)-(5.319). We
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first note that

oIV, X N
+
APV.X NB
Y
: k=1,... K
Yy

(5.325)

(5.326)

(5.327)

where i;;‘ contains the first (¢ — 7) rows of ik, and AkB contains the last 7, rows

of Ay. Nf is a Gaussian random vector that contains the first (¢ — 74) entries of

N, and N7 is a vector that contains the last 74 entries. The covariance matrices

of Ni' NP are 3¢, B8 respectively, and Ni!' and NZ are independent as can be

observed through (5.320).

Similarly, we can write

Y, = A, V. X + N,

We note that Y7 = Y7,

0 Ny
+
APV, X NP
Y
: k=1,... K
Yy

k=1,..., K, thus we have

X—)Yk—)?k, k?zl,,K
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(5.329)

(5.330)

(5.331)



which ensures the any message rate that is decodable by the kth user of the channel
given in (5.318)-(5.319) is also decodable by the kth user of the channel given in
(5.323)-(5.324). Thus, any (2% ... 2"Ex pn) code which can be transmitted with
vanishingly small probability of error in the channel defined by (5.318)-(5.319) can
be transmitted with vanishingly small probability of error in the channel defined by
(5.323)-(5.324) as well.

We now check the secrecy constraints. To this end, we note that

7 = <AZ n aiz) V,X + Ny, (5.332)
oI4V,X N4
= + (5.333)
ABV,X N2
ZA
- (5.334)
ZB

where ié contains the first (¢ — 7z) rows of I, and Ag contains the last 7, rows
of Ay. N% is a Gaussian random vector that contains the first ¢ — 7, entries of
N, and NZ is a vector that contains the last 75 entries. The covariance matrices

of N4,NZ are 32,32 respectively, and N4 and NZ are independent as can be
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observed through (5.321). Similarly, we can write

Z=A,V;X+N, (5.335)
0 N4
- T (5.336)
AZV,X N2
ZA
= (5.337)
ZB

We note that Z2 = ZB, and thus we have

X 77 (5.338)

We now show that any (2", ... 2"%x) code that achieves the perfect secrecy rates
(Ry, ...,
Rk) in the channel given in (5.318)-(5.319) also achieves the same perfect secrecy

rates in the channel given in (5.323)-(5.324) when o — 0. To this end, let S be a

non-empty subset of {1,..., K}. We consider the following equivocation
H(Ws|Z") = H(Ws) — [(Ws; Z") (5.339)
= H(Ws|Z") + I(Ws; Z") — I(Ws; Z") (5.340)

= H(Ws|ZA", Z5™) + [(Ws; 247, Z5™) — I(Ws; Z4™, ZP™)  (5.341)
= H(Ws|Z4™, 25" + I(Ws; ZP™) — [(Ws; 24", ZP™) (5.342)

= H(Ws|Z4™, 25" — [(Ws; ZA"|ZP™) (5.343)
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where (5.342) follows from the facts that Ws and Z4" = N4 are independent, and

ZB" = 7B We now bound the mutual information term in (5.343)

I(Ws; Z47|ZP7) < 1(X 274|297
= h(Z*"|ZP") — W24 257 X
= h(Z*"ZP") = h(ZA"X")
< h(ZA™) — h(ZA4"X™)
= I[(X"; Z"")
Sz
=1

< Z max  1(X;; Z2)

XXT <S

‘a 14V,SVIAHT + zg‘

gi%lo - ‘
i=1 VA

Q2IAV,SV(I4)T + zgl‘

= Elog

VA
22‘

(5.344)
(5.345)
(5.346)
(5.347)
(5.348)

(5.349)

(5.350)

(5.351)

(5.352)

where (5.344) follows from the Markov chain Ws — X" — (Z4", Z5™), (5.346) is

due to the Markov chain Z4" — X" — ZBn (5.347) comes from the fact that con-

ditioning cannot increase entropy, (5.349) is a consequence of the fact that channel

is memoryless, (5.351) is due to the fact that subject to a covariance constraint,

Gaussian distribution maximizes the differential entropy. Thus, plugging (5.352)
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into (5.343) yields

| T4V SVL(I4)T + 34

n

1 _ .
~H(Ws|Z") 2 ~H(Ws|Z") — 5 log (5.353)

54 (
which implies that

‘aZi/Z*VZSV}(ig)T + zg)

1 = 1 .
lim —H(Ws|Z") > lim —H(Ws|Z") — lim = log
n—oo N, a—0 2

n—oo 1 2?’
(5.354)
= 1i 1H(W |Z™) (5.355)
= o R H(s -
> Ry (5.356)
keS

where (5.355) follows from the fact that log|a?A + B| is continuous in « for posi-
tive definite matrices A, B, and (5.356) comes from our assumption that the code-
book under consideration achieves perfect secrecy in the channel given in (5.318)-
(5.319). Thus, we have shown that if a codebook achieves the perfect secrecy rates
(Ry,..., Rk) in the channel defined by (5.318)-(5.319), then it also achieves the same
perfect secrecy rates in the channel defined by (5.323)-(5.324) as @ — 0. Thus, the
secrecy capacity region of the latter channel converges to a region that includes
the secrecy capacity region of the channel in (5.318)-(5.319), and also the secrecy
capacity region of the original channel in (5.19)-(5.20). Since the channel in (5.323)-
(5.324) is an aligned channel, its secrecy capacity region is given by Theorem 5.3,

and it is equal to the dirty-paper coding region. Thus, to find the region that the
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secrecy capacity region of the channel in (5.323)-(5.324) converges to as a — 0, it
is sufficient to consider the region which the dirty-paper coding region converges to
as a — 0. For that purpose, pick the kth user, and the identity encoding order, i.e.,

w(k) =k, k=1,..., K. The corresponding secrecy rate is

‘ (ﬂz + aizvz) (Zle Kﬂ(i)> <HZ taivy) 45,

1
_ 2
508

<I:IZ + OziZVZ> <Zf;11 Kﬂ-(i)> <HZ + aIZVZ> + SZ

which converges to

’Hﬂ(k <Zz 1 Ko )ﬂT()JFﬁ] (k )‘ 1
Ho( (Zk 1Kw<>> H ) + 5 k)‘ ‘ﬂz (Zf;f Kw(z‘)) :

as . — 0 due to the continuity of log || in positive semi-definite matrices. Moreover,

(5.358) is equal to

L ‘Hw(m (Zle er(z*)) H] )+ Ew(ko‘ ‘Hz (Zz 1 Ko ) Hj + EZ‘
2 ’Hw(m (Zf;f Kw(i)) Hl )+ Eﬂ(k)‘ ‘Hz (Zk Ko ) Hj + Ez‘
(5.359)

which implies that the secrecy capacity region of the general Gaussian MIMO multi-
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receiver wiretap channel is given by the dirty-paper coding region, completing the

proof.

5.8 Conclusions

In this chapter, we study the Gaussian MIMO multi-receiver wiretap channel and
obtain its secrecy capacity region. We show that the secrecy capacity region of
the Gaussian MIMO multi-receiver wiretap channel can be attained by a variant
of dirty-paper coding with Gaussian signals. To able to prove this, we develop a
new methodology to evaluate certain single-letter capacity expressions for (vector)
Gaussian models, which we use to obtain the secrecy capacity region of the degraded
case, which admits a single-letter description for its secrecy capacity region. Once
we obtain the secrecy capacity region of the degraded MIMO channel, we generalize
it to arbitrary, not necessarily degraded, channels by using the channel enhancement
technique and some limiting arguments as in [4, 21].

Furthermore, we note that our new methodology to evaluate the single-letter
descriptions for vector Gaussian models can be used in other network information
theory problems. In particular, using this new methodology, we provide an alterna-
tive proof for the capacity region of the degraded Gaussian MIMO broadcast channel
and an outer bound for rate-distortion region of the vector Gaussian CEO problem.
A summary of how our new methodology can be applied to these problems can be

found in Appendices 5.9.7 and 5.9.8.
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5.9 Appendix

5.9.1 Proof of Lemma 5.11

Let p;(x|u) = %ﬁ"m, i.e., the ith component of p(x|u). Then, we have

9f(x[u)

o ox;
BlaX)p(XI0)] = [ o) 525w dx du (5.360)
= /g(x)%};!)f(u) dx du (5.361)
:/ [/+°O g(x)%dwi f(u) dx™ du (5.362)
where dx~ = dxy...dx;_1dz;y, ...dx,. The inner integral can be evaluated using
integration by parts as
Feo 0 00 Feo 0
/_ g(x)fa(—zlu)dxi = [g(x) £ (x|w)] ;:Oo_ /_ f(x\u)g—(;:)dq:i (5.363)
Y T ag:(:) dz; (5.364)

where (5.364) comes from the assumption in (5.189). Plugging (5.364) into (5.362)

yields

BloX)p(X[0)] = — [ 2 i) i (5.365)
_— _E {agiﬂ (5.366)

which concludes the proof.
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5.9.2 Proof of Lemma 5.12

Let p;(x|u) = M , 1.e., the ith component of p(x|u). Then, we have

117

9f (xu)

X = Or; .
E [p(X|U)|U = u] / i) f(x|u)dx (5.367)
+o0
= / [/_oo %ﬂu)d@} dx~ (5.368)
where dx~ = dxy ...dx;_1dzr;yq...dx,. The inner integral is
0 0f(x|u) oo
. dr; = f(x[u)] =0 (5.369)

since f(x|u) is a valid probability density function. This completes the proof of the

first part. For the second part, we have

B [g(U)p(X[U)] = E [¢(U)E[p(X[U)|U = u]] = 0 (5.370)

where the second equality follows from the fact that the inner expectation is zero as
the first part of this lemma states. The last part of the lemma follows by selecting

g(U) = E [X]|U] in the second part of this lemma.

5.9.3 Proof of Lemma 5.14

Throughout this proof, the subscript of f will denote the random vector for which f

is the density. For example, fx(x|u) is the conditional density of X. We first note
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that

wwiw) = [ Frarlxwhwdx = [ ()i (w - xlujdx

(5.371)

where the second equality is due to the conditional independence of X and Y given

U. Differentiating both sides of (5.371), we get

8 v (w|u) i x!u)
A / fx (x]u)

/f (x|u) 8fY X|11)

= [—fx(X|u)fY(W—X|u>]‘j:Oo+/fy<w_x|u) Oz;
/f 3fX(X|u) dx
ox;

where (5.373) is due to

Ofy(w —xu)  Ify(w —xu)d(w; — ;)

_3fy(w —x|u) O(w; — ;)

dfx(x/u) Ix

Ofy(w — x|u)
8:62-
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and (5.374) follows from the fact that fx(x|u), fy (w — x|u) vanish at infinity since

they are probability density functions. Using (5.375), we get

B fwy (wlu)
. T awm [ fr(w—x|u) 0fx(x[u)
pi(wlu) = T (wi) For (W) o, dx (5.379)
[x(x[u) fy (w — x|u) %ﬁu)
For (wl) Fe () dx (5.380)
Bf)g(X\u)
/fX x|u, W)fx(>£|u)dx (5.381)
_E fX(iC|U-) af};ﬁ"“) W=w,U-= u] (5.382)

where (5.381) follows from the fact that

fxw(x wia)  fx(x|u) fy(w = x[u)

fx(xlu,w) = o) T (wla) (5.383)
Equation (5.382) implies
p(wlu) = F[p(X|U =u)|W =w,U = u] (5.384)
and due to symmetry, we also have
p(wju) = E[p(Y|U =u)|W =w,U = u] (5.385)

which completes the proof.
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5.9.4 Proof of Lemma 5.15

Let W =X +7Y. We have

0= E|(Ap(X|U) + (I A)p(Y|U) — p(W|U))
(Ap(X]U) + (1= A)p(Y]O) - WD) | (5.350)
= AE [p(X|U)p(X|U)T] AT + AE [p(X[U)p(Y[U)] (1 - A)"
~ AE [p(X[U)p(WIU)T] + (1~ A)E [p(Y|U)p(X|U) "] AT
(I AE [p(YU)p(¥[U)T] (1 A)T ~ (- A)E [p(Y[U)p(W]U)]
— B [p(W[U)p(X[U)"] AT = E [p(W]U)p(Y[U)"] (1= A)"

+ E [p(W|U)p(W|U)"] (5.387)

We note that, from the definition of the conditional Fisher information matrix, we

have

E [p(X|U)p(X|U)T] = J(X|U) (5.388)
E [p(Y|U)p(Y|U)T] = 3(Y|U) (5.38)
E [p(W[U)p(W[U)T] = J(WU) (5.300)
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Moreover, we have

E [p(X|0)p(Y[U)T] = (E [p(Y|U)p(X|U)"])" (5.391)
= (E[E [p(X|U)|U =u] E [p(Y[U)[U =u]])"  (5.392)

—0 (5.393)

where (5.392) comes from the fact that given U = u, X and Y are conditionally

independent, and (5.393) follows from the first part of Lemma 5.12, namely

E[pX|U)|[U=u] =E [p(Y|U)[U=u] =0 (5.394)

Furthermore, we have

E[pX|U)p(WIU)'| = E [E [p(X|U=u)[W =w,U=u] p(W|U)"| (5.395)
= E [p(W[U)p(W[U)'] (5.396)

— J(W|U) (5.397)

where (5.396) follows from Lemma 5.14, and (5.397) comes from the definition of

the conditional Fisher information matrix. Similarly, we also have

E [p(Y|U)p(W|U)T] = E [p(W]U)p(X[U)T] = E [po(W[U)p(Y[U)T] = J(W|U)

(5.398)
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Thus, using (5.388)-(5.390), (5.393), (5.397)-(5.398) in (5.387), we get

0<AJXUAT —AJW|U)+ (I-A)JY|U)I-A)" —(I-A)J(W|U)
—JWIU)AT —J(W|U)I-A)" +J(W|U) (5.399)

= AJXUAT + (1-A)J(Y|U)I-A)" —J(W|U) (5.400)

which completes the proof.

5.9.5 Proof of Lemma 5.18

Consider J(X|U)

J(X|U) = J(X|U,V) (5.401)
= E [Vxlog f(X|U,V)Vylog f(X|U, V)] (5.402)
= E [Vxlog f(X,U, V)Vylog f(X,U, V)] (5.403)

= E[(Vxlog f(X, V) + Vi log f(UX, V))
(Vilog f(X, V) + V,log f(U|X, V))T] (5.404)
— E[Vylog f(X, V)V, log f(X, V)]
+ E [Vylog f(X, V) Vylog f(U|X, V)]
+ E [Vxlog f(U|X, V)Vylog f(X, V)]

+ E [Vxlog f(U|X, V)Vylog f(UX, V)] (5.405)
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where (5.401) is due to the Markov chain V. — U — X, (5.403) comes from the fact

that

Vi log f(x|u,v) = Vi (log f(x,u,v) — log f(u,v)) (5.406)

= Vxlog f(x,u,v) (5.407)

and (5.404) is due to the fact that f(x,u,v) = f(x,v)f(u|x,v). We note that

J(X|V) = E [Vylog f(X, V)V, log f(X, V)] (5.408)

and

E [Vilog f(U|X, V)Vylog f(UIX, V)] = 0 (5.409)

Using (5.408) and (5.409) in (5.405), we get

J(X|U) = J(X|V) + E [Vilog f(X, V)Vylog f(UX, V)]

+ E [Vxlog f(U|X, V)Vylog f(X, V)] (5.410)
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We now show that the cross-terms in (5.410) vanish. To this end, consider the

(7, 7)th entry of the first cross-term

B[Vilog f(X, V)V log f(UX, V)]

v

| 9log f(X,V)dlog f(U|X,V)

=F [ or. or, } (5.411)
of(x,v) 8f([;1|x V)

/f O u; v f(x,u,v) du dv dx (5.412)

0 0

_ / fg;") / gf? Y) g dv dx (5.413)

[ Of(x,v) Of (ulx,v)

—/ oz, {/ oz, du] dv dx (5.414)

where the inner integral can be evaluated as

/%ﬁ;"v) du = a% U f(ulx, v) du] = %(;) —0 (5.415)

where the interchange of the differentiation and the integration is justified by the

assumption given in (5.214). Thus, using (5.415) in (5.414) implies that
E|Vylog f(X,V)Vylog f(UX,V)'| =0 (5.416)
Thus, using (5.416) in (5.410), we get
J(X|U) = J(X]V) (5.417)

which completes the proof.
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5.9.6 Proof of Lemma 5.19

Since we assumed p; >0, j =1,...,m, we can select

. —1
j

- 1

Y= (Z K;+ Ej+1> + p
i=1

which is equivalent to

1

j+1

- j
M| —> Ki j=01...
=1

. -1 , -1
j j
pita (Z K; + 2j+1> = Iy (Z K, + Ej+1) + My, j=01...,m—1
i=1 =1
(5.419)
and that implies 0 < flj =< 3;, j=1,...,m. Furthermore, for j = 0,...,m — 1,
we have
j+1 i j )
Y Ki+3 =K+ (Z K; + zjﬂ) (5.420)
i=1 =1
=Kji + <Z K; + E]‘+1> +—M; (5.421)
i1 Hj+1
I j 17t/
— K+ |1+ > Ki+ T | My > K+ (5.422)
| M D A i=1
r j+1 17ty
=K+ |I+ ; (Z K, + EjH) M, (Z K; + sz) (5.423)
i I+ \i=1 | i=1
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=Kjn

j+1 -1
+ (ZKH-E]'H) +

=1

,Uj—i-l i=1 =1

j+1 -1 1 i -1
=K+ (ZKZ»JFEJ-H) T M, (ZKZ»JFEJ-H)

i=1 AR i=1
J+1
X (Z Kz + Ej—l—l — Kj+1>
=1

j+1 -1 1
=K+ (Z K; + Ej+1> + M1
im1 Hj+1

-1

-1

j+1 -1 1 j+1 -1
- (Z K; + 2j+1> + \Y P ( K; + Zj+1> K
=1

i1 Hj41 7

j+1 -1 1 !
= Kjpi + (Z K, + Ej+1> +—M;n

i—1 Hj+1
—1

j+1 -1 1
- (ZKi+Ej+1> + —M;n

i1 Hj+1

M| Kjn

j+1 -1
X <Z Kz —+ Ej+1> +

i1 Hj+1

-1

Mj| —Kjn

j+1 -1 1
=Kjn + (Z K+ Ej+1> o
=1

j+1

-1

j+1 -1 1
= (Z K, + 2j+1> + M; 1
i1 Hj+1
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(5.425)

(5.426)

(5.427)
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where (5.421) follows from (5.419), (5.423) and (5.427) are consequences of the KKT

conditions M;K; = K;M; =0, j =1,...,m. Finally, (5.429) is equivalent to

j+1 -t j+1 -1
Hj+1 (Z K; + ZJj+1> = Hj+1 (Z K, + Ej+1> +M;, j=0,....m—1

i=1 i=1

(5.430)

Plugging (5.419) and (5.430) into the KKT conditions in (5.293) and (5.294) yields
the third part of the lemma.
We now prove the second part of the lemma. To this end, consider the second

equation of the third part of the lemma, i.e.; the following

m -1 m -1
L (Z K, + z:m) = [im (Z K, + EZ> + M, (5.431)

which implies ,, < ;. Now, consider the first equation of the third part of the

lemma for j = m — 1, i.e., the following

m—1 -1 m—1 -1 m—1 -1
Hm—1 <Z K; + 2m—1> — Hm—1 (Z K; + Ez) = HUm (Z K; + 2771)
i=1 =1 z:;_l B
=1

(5.432)

Since the matrix on the right hand side of the equation is positive semi-definite due
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to the fact that im = Xz, and we assume that p,, > p,_1, (5.432) implies

(nlz_:l K; + 2m1> 7 >~ <mz_:1 K; + 2m> 7 (5.433)

which in turn implies DRI S 3P Similarly, if one keeps checking the first

equation of the third part of the lemma in the reverse order, one can get

228,25y, (5.434)
Moreover, the definition of X, i.e., (5.419) for j =0,
. 1 -1
> = [2;1 + —Ml} (5.435)
M1

implies that 31 = 0 completing the proof of the second part of the lemma.
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We now show the fourth part of the lemma

i=1

j+1 ) bt i
= (Z K; + z:j+1> <Z K+ 3, — KH) (5.436)
=1

j+1 i Ly )
(Z K; + 2j+1> (Z K; + 2j+1>
=1

=1
j+1 -1
=1- () K+ 2j+1> K1 (5.437)
=1
[ /41 -1
—1- (Z K; + EM> +—M, | K (5.438)
i1 Hj+1
j+1 -1
== I - Z Kl + Ej—l-l) Kj+1 (5439)
=1
j+1 BEVE RS j+1 -1
— (Z K; + sz) <Z K, + sz) — (Z K; + sz) K;y1  (5.440)
=1 =1 =1
j+1 BV
= (Z K; + sz) <Z K; + EjH) . j=0,....m—1 (5.441)
=1 1=1

where (5.438) follows from (5.430) and (5.439) is a consequence of the KKT condi-

tions KJM] = M]Kj = 0, j: 1,...,m.
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The proof of the fifth part of the lemma follows similarly

m m -1
=[S-> K| > Ki+ f:m> +1 (5.442)
;n m -1
=[(s-> Kk (Z K, + EZ> + %MZ +1 (5.443)
—1
=[S-D Ki| D Ki+ EZ> +1 (5.444)

(i K; + ZZ> (i K + zz> 7 (5.445)

=(8+3%z) (i K, + Ez) _ (5.446)

where (5.443) follows from the second equation of the third part of the lemma, and

(5.444) is a consequence of the KKT condition in (5.291), completing the proof.

5.9.7 An Alternative Proof for the Capacity Region of the Degraded

Gaussian MIMO Broadcast Channel

In this appendix®, we provide an alternative proof for the capacity region of the
degraded Gaussian MIMO broadcast channel. Our aim is to demonstrate how our

technique, developed in this chapter to evaluate the single-letter description for

8This appendix provides a short summary of the work published in [55].
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the secrecy capacity region of the degraded Gaussian MIMO multi-receiver wiretap
channel, can be used for other problems involving vector Gaussian models.

The Gaussian MIMO broadcast channel consists of one transmitter and an
arbitrary number of receivers, where the transmitter and receivers are equipped
with multiple antennas. In general, the Gaussian MIMO broadcast channel is non-
degraded, thus, we do not have a single-letter description of the capacity region.
Despite this lack of a single-letter description, the capacity region of the Gaussian
MIMO broadcast channel is successfully obtained in [4]. Subsequently, an alternative
proof is given in [51]. In both proofs, the channel enhancement technique [4] is the
main tool. We note that although both of these previous proofs are for general, not
necessarily degraded, channels, when they are adapted to the degraded case, they
still need channel enhancement.

In this appendix, we revisit the degraded Gaussian MIMO broadcast channel
and provide an alternative proof for the capacity region of this degraded channel,
without using the channel enhancement technique. Though channel enhancement is
an elegant technique that finds itself diverse applications, we believe that our proof
is more direct. On the other hand, our proof is limited to the degraded case and
does not seem to be extendable for the general case. In other words, to obtain the
capacity region for the general case after finding the capacity region for the degraded
case through our proof, one needs to use the channel enhancement technique [4].

Our proof starts with the single-letter description of the capacity region of the
degraded broadcast channel, and by using it, obtains a tight (i.e., achievable) outer

bound for the capacity region of the degraded Gaussian MIMO broadcast channel.
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In this proof, we use the tools that we already introduced in this chapter to obtain
the secrecy capacity region of the degraded Gaussian MIMO multi-receiver wiretap
channel. The only new tool is an inequality due to [56, 57] that gives a lower bound

for the differential entropy in terms of the Fisher information matrix.

5.9.7.1 Channel Model and Main Result

The (aligned) degraded K-user Gaussian MIMO broadcast channel is defined by

Y, =X+Ny, k=1,... K (5.447)

where Ny is Gaussian with covariance matrix ¥;, k = 1,..., K, and the channel

input X and outputs { Y}, satisfy the Markov chain

X=>Y —...—>Yg (5.448)

which is equivalent to the covariance matrices {3}, satisfying the following order

The channel input is subject to a covariance constraint

E[XX'] <8 (5.450)
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where we assume S > 0. The covariance constraint in (5.450) is more general than
many other constraints including the trace constraint, in the sense that, once the
capacity region is found for the constraint in (5.450), capacity regions arising from
the use of other constraints subsumed by (5.450) can be obtained by using this
capacity region [4].

We next note that the definition of degradedness can be generalized to the

case where receivers get arbitrary linear combinations of the channel inputs, i.e.,

Y, =H,X+N,, k=1,... K (5.451)

The broadcast channel defined in (5.451) is said to be degraded, i.e., satisfies the
Markov chain in (5.448), if there exist matrices {Dk}fz_ll such that D H, = Hy
and DyD;} =< I [5]. However, once the capacity region of the aligned degraded
Gaussian MIMO broadcast channel defined by (5.447) is obtained, the capacity
region of the general degraded Gaussian MIMO broadcast channel defined by (5.451)
can be obtained by following the analysis given in Section 5 of [5], which essentially
relies on some limiting arguments. Since the key step to obtain the capacity region
of the general degraded Gaussian MIMO broadcast channel defined by (5.451) is
to establish the capacity region of the aligned degraded Gaussian MIMO broadcast
channel defined by (5.447), here we consider only the latter channel model.

The capacity region of the Gaussian MIMO broadcast channel is established

in [4] for the most general case. For the degraded case, it is given as follows.

Theorem 5.8 ([4, Theorem 2] The capacity region of the K-user degraded Gaus-
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sian MIMO broadcast channel is given by the union of rate tuples (Ry, ..., Rg)

satisfying

1 F K+ X
Rk; S —10g |Zz:1 + k‘|

5.452
2 | ?:_11 K;+ 2k| ( )

where the union is over all positive semi-definite matrices {K;}I<, such that 5% | K; =

S.

In the next section, we provide an alternative proof for this theorem for K = 2.
The proof for an arbitrary case can be found in [55]. In our proof, we use the capacity
region of the degraded broadcast channel which is stated in the following theorem,

for the Gaussian MIMO channel at hand.

Theorem 5.9 ([22, Theorem 15.6.2] The capacity region of the degraded broad-

cast channel is given by the union of rate tuples (Ry, ..., Rx) satisfying
Ry < I(Uk; YilUpt1), k=1,....K (5.453)
where U1 = ¢, Uy = X, and the union is over all {Uy},, X such that

Uk —=...2U—=X—=>Y1— ... > Yk (5.454)

5.9.7.2 Proof of Theorem 5.8 for K = 2

The following lemma is due to [56, 57] which lower bounds the differential entropy
in terms of the Fisher information matrix.
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Lemma 5.20 ([56, 57]) Let (U, X) be an (n+1)-dimensional random vector, where
the conditional Fisher information matriz of X, conditioned on U, exists. Then, we

have
1
r(X|U) > 3 log(2me)™| I~ (X|U)| (5.455)

In [56, 57], the unconditional version of this lemma, i.e., U = ¢, is provided. A

proof for its generalization to this conditional form is given in Appendix 5.9.9.

5.9.7.3 Proof for K =2

We first rewrite the capacity region of the degraded broadcast channel given in

Theorem 5.9 for two users as a union of rate pairs (Ry, Rq) satisfying

R < I(X;YA|U) (5.456)

Ry < I(U;Ys) (5.457)

where we dropped the subscript of the auxiliary random variable Us; and denoted it
simply as U. The involved random variables satisfy the Markov chain U — X —
Y} — Y;. To obtain the capacity region of the degraded Gaussian MIMO broadcast
channel, we need to evaluate this region. In particular, we will show that the optimal

random vector (U, X) that exhausts this region is Gaussian, and the corresponding
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capacity region is given by the union of rate pairs (R, Rs) satisfying

1. |K+3
R < =log —— 5.458
1= 2 0g ’21’ ( )
1 1S + 3|
Ry < —log ———— 5.459
2 2 Og ’K“‘EQ’ ( )

where the union is over all K such that 0 < K < S. We note that the region
described by (5.458)-(5.459) comes from Theorem 5.8 by dropping the subscript of
K, and denoting it simply as K.

We begin with the bound on R,. Starting from (5.457), we get

— h(Ya) — h(Y,|U) (5.461)
< %log(27re)”|S + 3] — WY |U) (5.462)

where the inequality in (5.462) comes from the maximum entropy theorem [22]. We

now bound h(Y;|U) in (5.462). We first get an upper bound as
1
h(Y2|U) < h(Y2) < §log(27re)”]S + 3| (5.463)

where the first inequality comes from the fact that conditioning cannot increase

entropy, and the second inequality is due to the maximum entropy theorem [22].
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Furthermore, using Lemma 5.20, we can get the following lower bound for h(Y,|U)

h(Y|U) > =log(2me)"|J (X + Ny|U)| (5.464)

N |

We next define the following function
1
r(t) = 5 log(2me)"|A(t) + Bg|, 0<t<1 (5.465)

where A(t) is given as

Ay =1-t) [THX+No|U) — 5] + 1S (5.466)
We first note that
= Cov(X|U) (5.468)
= Cov(X) (5.469)
=S (5.470)

where (5.467) is a consequence of Lemma 5.13, and (5.469) comes from the fact
that the conditional covariance matrix is smaller than the unconditional one in the

positive semi-definite ordering sense. This implies that for any 0 < ¢ < 1, A(¢)
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satisfies
JIX+NuJU) -2, <A(t) =S (5.471)
Using r(t), bounds in (5.463) and (5.464) can be rewritten as
r(0) < h(Y2|U) < r(1) (5.472)

As shown in Lemma 5.10, r(t) is continuous in t. Hence, due to the intermediate

value theorem, there exists a t* such that
1
r(t) = h(Y2|U) = 5 log(2me)"|A(I7) + 3| (5.473)

where A(t*) satisfies (5.471). Plugging (5.473) into (5.462) yields

1 1S + 3|

Ry < —-lopg ——MM=
2= 9 B TA®E) + 2|

(5.474)

which is the desired bound on Ry given in (5.459).
We now obtain the desired bound on R;. To this end, using (5.471) and

Lemma 5.16, we get

At) = T HX +Ny|U) — 2, (5.475)

= JN(X +N|U) — Sy (5.476)
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for any Gaussian random vector N with covariance matrix 3y where ¥y =< 3.

The order in (5.476) is equivalent to

(A(t") +Zy) "' =2 J(X 4+ N|U) (5.477)

Next, we consider the bound on R; given by (5.456). To this end, we first find an
upper bound for the differential entropy term h(Y;|U) which will be subsequently

used to obtain the desired bound on Rj.

WY1 |U) = h(Y1|U) = h(Y2|U) + h(Y2|U) (5.478)
1
L[> 1 i
b}
1> 1
< / (A(E") + S) 1Sy + 5 log(2me)"|A(F) + S| (5.481)
3
1 At + X 1
= —log JAL) + %4 + = log(2me)" |A(t") + 24| (5.482)

2 TIA(t)+ 3, 2

1
=3 log(2me)"|A(t") + 4] (5.483)

where (5.479) is due to (5.473), (5.480) is obtained by using Lemma 5.17, and (5.481)

is due to (5.477) and Lemma 5.8. Using (5.483) in (5.456), we get

Ri < I(X;Y4|U) (5.484)
1
= h(Y.1|U) — 5 log(2me)™| 3] (5.485)
1 JA@) + 3
< -log——F—F— 5.486
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which is the desired bound on R; given in (5.458); completing the proof. The proof

for an arbitrary K can be found in [55].

5.9.8 An Outer Bound for the Vector Gaussian CEO Problem

Similar to the previous appendix, here also’, we want to demonstrate how our
technique, developed in this chapter to evaluate the single-letter description for
the secrecy capacity region of the degraded Gaussian MIMO multi-receiver wiretap
channel, can be used for other problems involving vector Gaussian models. To this
end, we consider the vector Gaussian CEO problem and obtain an outer bound for

its rate-distortion region.

5.9.8.1 Problem Statement and the Main Result

In the CEO problem, there are L sensors, each of which getting a noisy observation
of a source. The goal of the sensors is to describe their observations to the CEO such
that it can reconstruct the source within a given distortion. In the vector Gaussian
CEO problem (see Figure 5.4), there is an i.i.d. vector Gaussian source {X;}; with
zero-mean and covariance Kx. Each sensor gets a noisy version of this Gaussian

source

Ygﬂ' — Xi+Nﬁ,ia g: 1,...,L (5487)

9This appendix provides a short summary of the work reported in [58].
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Agent 1
N,
X ‘ Y Ry X
—=  Source @—[> Agent /¢ > CEO —
Ng
Y, Ry
Agent L

Figure 5.4: The vector Gaussian CEQO problem.

where {IN,;}", is an i.i.d. sequence of Gaussian random vectors with zero-mean
and covariance 3,. Moreover, {NM}[L are independent Vi. The distortion of the

reconstructed vector is measured by its mean square error matrix
1 5 ST

D, = — E[X—X X, — X, ] 5.488
LS [ - X)X - X) (5.459)

where X" denotes the reconstructed vector.

An (n, Ry, ..., Rp) code for the CEO problem consists of an encoding function
at each sensor fr : RM*n — B = {1 ... 2"} je, By = fr(Y}) where B} €
B}, ¢=1,...,L, and a decoding function at the CEO g™ : B} x ... x B} — RMxn,
ie., Xn = g"(BY, ..., B}), where M denotes the size of the vector Gaussian source
X.

Since the MMSE estimator, which is the conditional mean, minimizes the

mean square error, the decoding function ¢” can be chosen as the MMSE estimator.
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Hence, we have X; = E [X;|{Bp}t,] using which in (5.488), we get

. 1 <&
D, = - X;|B", ..., B" 5.489
=S mmse(Xi{BY, ..., BY) (5.489)

i=1
Hence, a rate tuple (Ry,..., Ry) is said to achieve the distortion D if there exists
an (n, Ry,..., Rr) code such that

1 n
lim — > mmse(X;|BY,...,B}) XD (5.490)
i=1

n—oo 1 4

where D is a strictly positive definite matrix. Throughout the paper, we assume

that the distortion matrix D satisfies

I -1
(K;(l +) 2;1> <D =<Kx (5.491)
/=1

where the lower bound on the distortion constraint D corresponds to the MMSE
matrix obtained when the CEO has direct access to the observations of the agents
{Y,},. In [58, Appendix A.2], we show that imposing the lower bound on D in
(5.491) does not incur any loss of generality, while imposing the upper bound on D
in (5.491) might incur some loss of generality.

The rate-distortion region R(D) of the vector Gaussian CEO problem is de-
fined as the closure of all rate tuples (Ry,..., Ry) that can achieve the distortion
D.

We note that the rate-distortion region of the scalar Gaussian CEO problem

is obtained in [59, 60]. However, the rate-distortion region of the vector case is a
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largely open problem.
The main result we present in this Appendix is the following outer bound on

the rate-distortion region R(D):

Theorem 5.10 The rate-distortion region of the Gaussian CEO problem R(D) is

contained in the region R°(D) which is given by the union of rate tuples (Ry, ..., Ry)

satisfying
-1 -1 —-1\—1
1 )(KX + 2 eac B (B —Dy) ) ‘ 1 | 3]
Ry > ~log" —log — (5.492
2 i gles D] T2 3lelp (49
for all A C {1,..., L}, where the union is over all positive semi-definite matrices

{D/}l, € D, and D contains all {D,}L, matrices satisfying the following con-

straints

I —1
(K}l +) % (2 - Dy) 2;1> <D (5.493)

0D, <%, W/ (5.494)

and log™ z = max(log z,0).

We obtain this outer bound by evaluating the outer bound given in [61]. This
evaluation is carried out by using the technique we devised in this chapter to obtain
the secrecy capacity region of the degraded Gaussian MIMO multi-receiver wiretap
channel.

Next, we provide the following inner bound for the rate-distortion region R(D).
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Theorem 5.11 An inner bound for the rate-distortion region of the vector Gaussian
CEO problem is given by the region RY(D) which is described by the union of rate

tuples (Ry, ..., Rr) satisfying

(K5 + e 7 (50— Do) 57|

Z Ry > log

-1

le A ‘ K + Zé 1 (2@ — Dg) Ez_l)
13|
+ Z — ] (5.495)
fen 2 |D€‘
for all A C {1,..., L}, where the union is over all positive semi-definite matrices

This inner bound is obtained by evaluating the Berger-Tung inner bound [62]
by jointly Gaussian auxiliary random variables.

We note that for both the outer bound in Theorem 5.10 and the inner bound
in Theorem 5.11, the feasible sets to which {D,}!, belong are identical and given
by D. On the other hand, rate bounds differ as seen through (5.492) and (5.495).
Despite this difference, there are cases where the outer and inner bounds match,
providing a complete characterization of the rate-distortion region. Here, we note a
general sufficient condition under which the outer and inner bounds coincide. If the
boundary of the outer bound in Theorem 5.10 can be attained by {Dj }/.; matrices
which achieve the distortion constraint in (5.493) with equality, then the outer and
inner bounds match, giving the rate-distortion region. For example, the outer and

inner bounds match for the scalar Gaussian model [58].
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5.9.8.2 Proof of Theorem 5.10

Here, we provide a sketch of the proof of Theorem 5.10 for L. = 2. The proof of
Theorem 5.10 for an arbitrary L can be found in [58]. We first state the following

outer bound for the rate-distortion region of the CEO problem.

Theorem 5.12 ([61, Theorem 1]) The rate-distortion region of the CEO problem

R(D) is contained in the union of rate tuples (Ry, Rs) satisfying

Ry > I(X; Uh|Us) + I(Y1; U | X, W) (5.496)
2 2
> Ry > I(X; Uy, Up) + Y I(Y 5 U X, W) (5.498)
/=1 =1

where the union is over all joint distributions

P {ye, wetioy, w) = p)p(w) [ [ p(yel<)p(uelye, w) (5.499)

2
satisfying

mmse(X|Uy, Uz) <= D (5.500)

We evaluate this outer bound to obtain the outer bound in Theorem 5.10 for

L =2
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First, we consider the following mutual information terms

I(Y ;U X, W) = h(Y | X, W) — h(Y X, W, Uy) (5.501)
1
= 5 log |(2re) S| — h(Y(|X, W, Uy) (5.502)

Using Lemma 5.20 and the fact that jointly Gaussian (X, W, U,, Y,) maximizes

h(Y (X, W,U,), we have the following bounds for the second term in (5.502)

1 1
5 IOg |(27T6)J_1<Y4|X, W, UZ)| S h(Y[|X, W, Ug) S 5 10g |(27T6)mmS€<Yg|X, VV, Ug)|

(5.503)
where J(:|-) denotes the conditional Fisher information matrix.
Since log| - | is continuous in positive semi-definite matrices, there exists a
matrix Dy in the following form
D, = o J (Y| X, W, Up) 4+ agmmse(Y | X, W, Uy) (5.504)
with ay = 1 — ay € [0, 1], which satisfies
1
h(Y | X, W, Uy) = 5 log |(2me)Dy| (5.505)
Hence, using (5.505) in (5.502), we have
1 P
I(Y;; Ul X, W) = = log M, (=1,2 (5.506)
27Dyl
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Moreover, using Lemma 5.13 and the fact that conditioning reduces MMSE, the

following bounds on D, can be obtained

0 < D, < mmse(Y,|X, W, Uy)

<3

which is the desired order on D, stated in Theorem 5.10.

Next, we consider the following mutual information term

I(X; U1|Uz) = h(X|Usz) — MX|Uy, Us)
> h(X|U) ~ 3 log |(2me)mmse(X|U1, Uy)
> h(X|U1) ~ 3 log | (2m¢)D|
> W(X|Us, V) — %log (27¢)D)

1
> —log|(2me) I (X|Usy, W)| — §log |(2me)D|

(5.507)

(5.508)

(5.509)
(5.510)
(5.511)
(5.512)

(5.513)

where (5.510) comes from the fact that h(X|U;, Us) is maximized by jointly Gaussian

(X, Uy, Us), (5.511) follows from the monotonicity of log |-| function in positive semi-

definite matrices in conjunction with the distortion constraint in (5.500), (5.512)

comes from the fact that conditioning cannot increase entropy, and (5.513) is due

to Lemma 5.20.

Next, we obtain a lower bound for J=(X]|Uy, W), which, in turn, will yield a

lower bound for h(X|Uy, W). To obtain a lower bound for h(X|Us, W), we will use

an identity between the Fisher information matrix and the MMSE matrix, which
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holds for additive Gaussian models as we have here. This identity is stated in the

following lemma.

Lemma 5.21 ([52]) Let (V4,Va) be an arbitrary random vector with finite sec-
ond moments, and N be a zero-mean Gaussian random vector with covariance Xy .

Assume (V1,Vy) and N are independent. We have
mmse(V2|V1,V2 -+ N) = EN - ENJ(VQ + N|V1)2N (5514)

Before using this lemma to get a lower bound for J=(X|Us, W), we also need

to rewrite X as follows
X =AY, +N, (5.515)

where Ay = Kx(Kx + 35)7!, and N, is a zero-mean Gaussian random vector
with covariance matrix (K)_(1 + 35 1)_1, and is independent of Y,. We note that
(5.515) follows from the fact that (X,Y,) are jointly Gaussian. In view of (5.515),

Lemma 5.21 implies

mmse(Y2|X, W, Us) = Ay 'mmse(AsY5|AsY, + Ny, W, Up) AT (5.516)

= Ay’ (22 — S, J(X|Us, W)ilz) AT (5.517)
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using the definition of Ay and 22 in which, we get
INX|Us, W) = (Kx' + 351 — 35 mmse(Yo X, W, Up) S5 1) ™ (5.518)
Using the order in (5.507) in (5.518), we get
I XUy, W) = (K + %50 — 25 Dp3 )7 (5.519)

Moreover, in view of the monotonicity of log| - | in positive semi-definite matrices,

using (5.519) in (5.513), we can get

(K + %5 - 5Dy )

DI

1
I(X; Uy|Us) > Elog+ (5.520)
where the positivity operator comes from the non-negativity of the mutual informa-
tion. Using (5.506) and (5.520) in (5.496), we can get

(K43 - Demy) ! sy

1
Ry > —log™ —log —— 5.521

which is the desired bound on R; given in Theorem 5.10. Similarly one can get the
desired bound on Ry as well.

Next, we consider the sum-rate Ry + Ry. To this end, we note that using the
maximum entropy theorem and the distortion constraint in (5.500), one can get

1 K x|
I1(X; > —1 .522
( 7U17U2) =9 0og ‘D‘ (5 5 )
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using which, and the identities in (5.506) for the sum-rate bound in (5.498), we have

2

1Ky 1%
Ry + Ry > —log + > —log— (5.523)
21 b + 23 p,

which is the desired bound on the sum-rate given in Theorem 5.10.
Finally, we establish a connection between D and (Dy, D), which will com-
plete the proof of Theorem 5.10. To this end, we note that similar to (5.519), one

can obtain the following lower bound for J=Y(X|Uy, Us, W)

2 2 -1
(le +y B =) zle@l)
(=1 /=1

=< J Y X|Uy, Uy, W) (5.524)
=< mmse(X|Uy, Uy, W) (5.525)
= mmse(X|Uy, Us) (5.526)
<D (5.527)

where (5.525) is due to Lemma 5.13, (5.526) comes from the fact that conditioning
reduces MMSE, and (5.527) follows from the distortion constraint in (5.500). The
order in (5.527) gives us the desired order among D, and D; completing the proof.

The proof for an arbitrary L can be found in [58].
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5.9.9 Proof of Lemma 5.20

We define the function f(e) as follows

fle) = h(X + eN|U) — %log |(2me) (J7N(X|U) + eX)|, €>0 (5.528)

We need to prove that f(0) > 0. We will show that f(¢) is monotonically decreasing
in €, and that lim._, f(€) = 0. This will prove f(0) > 0.
Fix €1, €5 such that 0 < ¢; < €y. Using Lemma 5.17, we have

1 X
A(X + VENID) ~ h(X + y&aN[U) = ¢ / IX 4+ TSy (5.529)
€1

where T is a Gaussian random vector with covariance matrix Y7 such that ¢ <
37 = €3, and independent of (U, X). Using Corollary 5.4 in conjunction with

Lemma 5.13, we get
IX+TIU) = [37(X|U) + 2] (5.530)

Plugging (5.530) into (5.529) and invoking Lemma 5.8, we get

|(2me) (I (X|U) + 2 %))

AR ERIET A

1
MX + VENIU) — (X + VaN|U) <  log
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Rearranging (5.531) yields

fle2) < fler), e <e (5.532)

which proves that f(€) is monotonically decreasing in e.
We now consider upper and lower bounds on f(e). We have the following

upper bound on f(e)

£() = h(X + VEN|D) — S log]|(2n¢) (37 (X[U) + €2)| (5.533)
= %log ‘ Jl‘g(;]ﬁ = (5.534)
B %log |§3—|1§2JJ1_/12(I§(2‘3U)1§$/ZIL eI (5.535)
- %logﬁ i - (5.536)

=1

where (5.534) comes from the maximum entropy theorem [22] and K denotes the
covariance matrix of X. In (5.536), we denote the eigenvalues of L~1/2KX~1/2
with {\;}7_,, and of X~V2J-1(X|U)X~"/? with {\;}",. Furthermore, we have the

following lower bound on f(e)

F(e) = h(X + VeN|U) — %log (2re) (31 (X|U) + )| (5.537)
> %log ‘J1<X“E§)‘ s (5.538)
- %log |2—1/2J—1(X€\:])2—1/2 ] (5.539)
_ %logilj : €+ E (5.540)
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where (5.538) comes from the fact that conditioning cannot increase entropy, and
in (5.540), we denote the eigenvalues of X~1/2J-}(X|U)X /2 with {\;}7,. Com-

parison of (5.536) and (5.540) yields

1 e 1 =\
-1 < < -1 041
QOgEAi—Fe_f(e)_QOgH)\i—i—e (5.541)

Taking the limit as € — oo yields lim., f(¢) = 0. Combining this with the fact

that f(e) decreases monotonically in € yields f(0) > 0, and consequently,

h(X|U) > = log(2me)"| I H(X|U)| (5.542)

N[ —

completing the proof.
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Chapter 6
Multi-receiver Wiretap Channel with Public and Confidential
Messages

6.1 Introduction

In this chapter, we study the multi-receiver wiretap channel (see Figure 6.1) with
public and confidential messages which generalizes the scenario we study in Chap-
ters 3 and 5 by incorporating public messages in addition to confidential messages.
In this model, confidential messages should be transmitted in perfect secrecy, while
there are no secrecy constraints on the public messages.

First, we consider the degraded discrete memoryless multi-receiver wiretap
channel (see Figure 6.2), and propose inner and outer bounds for its capacity region.
Although these inner and outer bounds do not match in general, there are cases
where they match, and hence, provide the capacity region. In particular, these inner
and outer bounds match when: the public message rate of the second legitimate
user (weak user) is zero, the confidential message rate of the first legitimate user
(strong user) is zero, and the rates of both of the public messages are zero. We note
that the last case corresponds to the secrecy capacity region of the degraded discrete
memoryless multi-receiver wiretap channel which was already obtained in Chapter 3.

Second, we consider the general, not necessarily degraded, discrete memoryless
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Y;
p(y1]x) User 1
X Y,
Transmitter p(y2|7) User 2
A
p(z|z) Eavesdropper

Figure 6.1: Multi-receiver wiretap channel.

W917 pr W927 Wp2 . X )/1 }/2 Z
—=| Transmitter p(y]x) Py2ly) p(zly2)
User 1 User 2 Eavesdropper
Wsh Wpl Ws2> Wp? %17){92

Figure 6.2: Degraded multi-receiver wiretap channel.

multi-receiver wiretap channel, and propose an inner bound for its capacity region by
using Marton’s inner bound [11], superposition coding, rate-splitting and binning.
This inner bound generalizes the inner bound we proposed for the degraded case by
using Marton’s coding.

Third, we consider the degraded Gaussian MIMO instance of this channel
model, and evaluate the inner and outer bounds we proposed for the degraded dis-
crete memoryless case. In particular, we show the sufficiency of jointly Gaussian
auxiliary random variables and channel input to exhaust the inner and outer bounds,
by using our methodology proposed in Chapter 5 to evaluate the single-letter ex-
pressions for vector Gaussian models. Similar to the degraded discrete memoryless
case, under the conditions listed for the degraded discrete memoryless case, these
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inner and outer bounds match for the degraded MIMO channel as well, providing
the capacity region.

Finally, we consider the general, not necessarily degraded, Gaussian MIMO
multi-receiver wiretap channel. We evaluate the achievable scheme we proposed for
the general discrete memoryless channel by using dirty-paper coding [12], and obtain

an inner bound for the capacity region of the general Gaussian MIMO channel.

6.2 Discrete Memoryless Multi-receiver Wiretap Channels

Discrete memoryless multi-receiver wiretap channels consist of a transmitter, two
legitimate users, and an eavesdropper. The channel is memoryless with a transition
probability p(y1,ys, z|z), where X € X is the channel input, and Y} € ),Y; €
Vo, Z € Z denote the channel outputs of the first legitimate user, the second legit-
imate user, and the eavesdropper, respectively. We consider the scenario in which,
the transmitter sends a pair of public and confidential messages to each legitimate
user. While there are no secrecy constraints on the public messages, the confidential
messages need to be transmitted in perfect secrecy. We call the channel model aris-
ing from this scenario the multi-receiver wiretap channel with public and confidential
messages.

An (n, 20t onRa 9nfye 9nlis2) code for this channel consists of four message
sets, Wy1 = {1,...,2"%1} Wy = {1,...,2"} W = {1,...,2"2} W,y =
{1,...,2"%2} one encoder at the transmitter f : W,1 X Wy x Wya X We — X7,

and one decoder at each legitimate user g; : V' — Wy; x Wy, for j = 1,2. The
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probability of error is defined as P;' = max{ P}, P}',}, where P, = Pr[g;(Y]") #
(Wi, W), for j = 1,2, and Wy, Wiy, Wie, Wi are uniformly distributed random
variables in Wy, Wa1, Wha, Wio, respectively. A rate tuple (R, Rg1, Ry2, Rs2) is said
to be achievable if there exists an (n,2nfn 2nfta gnftpz 9nlis2) code which satisfies

lim,, o P =0 and!

1
lim —[(Wsl, WSQ; Zn) =0 (61)

n—oo N,

The capacity region of the multi-receiver wiretap channel with public and
confidential messages, C, is defined as the convex closure of all achievable rate tuples

(Rp17 R517 Rp27 RSQ)-

6.2.1 Degraded Channels

The degraded multi-receiver wiretap channel satisfies the following Markov chain
X=>YT=>Y,—>Z (6.2)

We first present an inner bound for C in the following theorem.

Theorem 6.1 An achievable rate region, denoted by R™, for the multi-receiver

wiretap channel with public and confidential messages is given by the union of rate

'We note that (6.1) implies lim, o0 (1/n)[(Wy;; Z™) =0, j = 1,2.
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tuples (Rp1, Rs1, Rpa, Rs2) satisfying

Ry < I(U;Y) = 1(U; 2) (6.3)
R + Ry < I(U; Ya) + I(X; VA |U) — (X Z) (6.4)

Ry + R < I(U; Ys) (6.5)

Ra + Ry + R < I(U; Ya) + I(X;Y1|U) — I(X; Z|U) (6.6)

Ryy + Rot + Rys + Ry < I(U; Ys) + I(X; Y1 |U) (6.7)

where (U, X) satisfy the following Markov chain

U—-X—-Y =Y, —~Z (6.8)

The achievable rate region given by Theorem 6.1 can be obtained from The-
orem 6.3, which will be introduced in the next section. The achievable rate region
in Theorem 6.1 can be shown by using superposition coding and binning. Superpo-
sition coding enables us to transmit messages of each user at a different layer, and
binning enables us to ensure the protection of the confidential messages from the
eavesdropper.

Now, we introduce the following outer bound for the capacity region of the
degraded discrete memoryless multi-receiver wiretap channel with public and confi-

dential messages.

Theorem 6.2 The capacity region of the degraded multi-receiver wiretap channel
with public and confidential messages is contained in R°™ that is composed of rate
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tuples (Rp1, Rs1, Rpa, Rs2) satisfying

Ry < I(U;Yy) — I(U: 2)
Ra 4 Ry, < I(U;Y2) + I(X; Y1|U) — I(X; Z)
RpZ +Rs2 S [(U,Yé)

Ryt + Ry + Rpp + Ry < I(U: Ya) + I(X; V4 |U)

for some (U, X) such that U, X exhibit the following Markov chain

U—->X—->YT—->Y,— 7

The proof of Theorem 6.2 is given in Appendix 6.5.1.

(6.9)
(6.10)
(6.11)

(6.12)

(6.13)

We note that the inner bound in Theorem 6.1 and the outer bound in Theo-

rem 6.2 do not match in general. In fact, in Section 6.3.1, we provide an example

where the outer bound strictly includes the inner bound, i.e., there are rate tuples

which are included in R°%, but not in R™. However, there are cases for which the

exact capacity region can be obtained. First, we note that the inner bound in The-

orem 6.1 and the outer bound in Theorem 6.2 match when the confidential message

rate of the first legitimate user is zero, i.e., Ry = 0.

Corollary 6.1 The capacity region of the degraded multi-receiver wiretap channel

without the first legitimate user’s confidential message is given by the union of rate
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triples (Rp1, Ry2, Rs2) satisfying

Ry < I(U;Ys) — I(U; 2) (6.14)
R+ Ry < I(U: Y5) (6.15)
Ry + Ryp + R < I(U:; Ya) + I(X; Y1 |U) (6.16)

where U, X exhibit the following Markov chain

U—-X—->Y I —>Y,— 7 (6.17)

Corollary 6.1 can be proved by setting Ry, = 0 in both Theorem 6.1 and
Theorem 6.2 and eliminating the redundant bounds.

Next, we note that the inner bound in Theorem 6.1 and the outer bound in
Theorem 6.2 match when the public message rate of the second legitimate user is

zero, i.e., Ry = 0.

Corollary 6.2 The capacity region of the degraded multi-receiver wiretap channel
without the second legitimate user’s public message is given by the union of rate

triples (Rp1, Rs1, Rs2) satisfying

Ry < I(U3Ys) — I(U; Z) (6.18)
R+ R < I(U:Y3) + I(X; Y1 |U) — I(X; Z) (6.19)
Ryt + Roy + Ry < I(U; Ya) + I(X; YA|U) (6.20)
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where U, X exhibit the following Markov chain

U—-X—-Y —-Y—~Z7 (6.21)

Corollary 6.2 can be proved by setting R, = 0 in both Theorem 6.1 and
Theorem 6.2 and eliminating the redundant bounds.

Corollary 6.2 also implies that the inner bound in Theorem 6.1 and the outer
bound in Theorem 6.2 match on the secrecy capacity region of the degraded multi-
receiver wiretap channel (that was obtained in Corollary 3.1 of Chapter 3, and in

23]), i.e., when the rates of both public messages R, R» are set to zero:

Corollary 6.3 The secrecy capacity region of the degraded multi-receiver wiretap

channel is given by the union of rate pairs (Rs1, Rs2) satisfying

Ry < I(U:Ys) — I(U; Z) (6.22)

Ry + R < I(U; Y2) + I(X; Vi|U) — I(X; Z) (6.23)

where U, X exhibit the following Markov chain

U—-X—-Y  —-Y,— 7 (6.24)

So far, we provided examples where the inner and outer bounds match when
one of the rates is zero. Next, we provide an example where the inner and outer

bounds match when none of the rates is zero. To this end, we express the inner and
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the outer bounds by using hyperplanes that are tangent to them:

» = max Ry + i1 Rey + o Rys + 1640 Ry 6.25
(Bt Ror B BRI Hp1Lipl T Hs1dis] T Up2dfip2 T Hs2dls2 ( )

Low = (Rpr Ron gl?}}(% JeRout ,ulepl + ,Uissl + MpQRp2 + ,U52R32 (626)
pl,itsl,f1p2,L1s2

Assume that the following condition holds:

Hs2 > max(ﬂslaﬂp2> Z min(usb/JJpZ) > Mp1 (627>

fhs2 + [p1 > Hst + Hp2 (6.28)

Under these conditions, we have
Iout — R Ra+ R R, 51 — Ry + R,
(RplvRslagi?§%52)€Rout pp1 (Bp1 + Ry + Rpp + Ra) + (1 — pip1) (R + Re2)
+ (ptp2 — f1p1) (Rp2 4+ R2) + (ps2 + fip1 — fs1 — pp2) Rs2 (6.29)

:((}?;(%}eif upl[I(U;YQ)-FI(X;Yl’U)]

+ (a1 — ) [L(U; Ya) + I(X;V1|U) — 1(X; Z)]

+ (pp2 = p1) 1(U3 Y2) + (pts2 + o1 — prs1 — i) [I(U3Ya) — I(U; Z)]

(6.30)

= guax_ up (X5 2|0) + pa [IXGVU) = 1XG ZIU)] + 41521 (U 2)
+ e [I(U3Ya) — I(U; Z)] (6.31)
=" (6.32)
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where the set F is given by the union of (U, X) pairs that satisfy the Markov chain

in (6.13), and (6.31) follows from the fact (R’

pl

R:, Ry, RY,) € R™ attains (6.32),

and (R;l, R, R

o> Ilsp) is given by

(Rey RSy = (10X Z|U), 1(X Y|U) — I(X: 2|U)) (6.33)
(Rig, RYy) = (I(U; 2), I(U: Ys) — [(U; 2)) (6.34)

Hence, this example shows that there are parts of the capacity region where none
of the rates is zero, and the inner and outer bounds match.

Next, we provide an example where the inner bound is strictly contained in
the outer bound, i.e., there are rate tuples that are inside the outer bound, but
outside the inner bound. To provide such an example, we again use the alternative
descriptions of the inner and outer bounds by means of tangent hyperplanes as given

by (6.25) and (6.26), respectively. We assume that the following condition holds

fis1 > [ip2 > Hpl > fLsd (6.35)

Under this condition, we have

Lot > (JI.%%; pp1 [1(X; Z) — min(I(U; Ya), I(X; Z))] + ppe min(I(U; Y2), 1(X; 2))

+ o [1(U; Ya) + I(X; Y1 |U) = I1(X; Z))] (6.36)
L = max_ pupnI(X; Z|U) + el (U; Z) + pa [I(U; Y2) + [(X;1|U) = [(X; Z))]

(U,X)eF

(6.37)
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which can be shown by following the analysis in (6.29)-(6.32). The set F contains
(U, X) pairs that satisfy the Markov chain in (6.13). Using (6.36) and (6.37), we

have

Lo — L™ > (o — pyn) min(1(U; Y2|2), I(X; Z|U)) (6.38)

where the right hand-side of (6.38) can be strictly positive for certain channel models.
In particular, for the degraded Gaussian model we consider in Section 6.3.1, one
can find (U, X) such that the right hand-side of (6.38) is strictly positive. This

observation implies that the outer bound strictly contains the inner bound.

6.2.2 General Channels

We now consider the general, not necessarily degraded, discrete memoryless multi-
receiver wiretap channel with public and confidential messages. We propose an
inner bound for the capacity region of the general discrete memoryless multi-receiver

wiretap channel as follows.

Theorem 6.3 An achievable rate region for the discrete memoryless multi-receiver
wiretap channel with public and confidential messages is given by the union of rate

tuples (Rp1, Rs1, Rpa, Rs2) satisfying

R < min I(U;Y;|Q) + I(Vi; 1|U) = I(U, V1; Z|Q) (6.39)

<
Il
=

R < min I(U:Y;Q) + I(Va: YalU) — I(U. Vi ZQ) (6.40)
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Ra + Ry < min I(U; Y;|Q) + I(Vi; Y1|U) + I(Va; Ya|U) — I(Vy; Vo|U)

j=1,2

— (U, V1, Va; Z|Q) (6.41)

Rg+ Ry < mil%I(U;Yj)+I(V1;Y1!U) (6.42)
=1,

Ro+ Ry < mig](U;Yﬁ%—](Vﬁ;YﬂU) (6.43)
J=1,

R + Ry + R < min I(U; ;) + I(Vi; Y|U) + I(V Ya|U) — (Vi Z|U)

=12
(6.44)
Ra 4+ Ry + Ryp < jnzlilgf(U;Yj) +2I(Vi; YA|U) + 1(Va; Ya|U) — I(Vi; Vo|U)
— I(V1,Va; Z|U) (6.45)
Ra+ Rep + Ry < min I(U3Y5) + 1(Vi; Y|U) + 1(Va; Ya|U)
— I(Vi; Z|U) (6.46)
Ra + Rsa + Rpp < ]H:ﬁlgf(U;Yj) + I(Vi; Vi|U) + 21(Va; Yo |U)
— I(Vi; V2|U) = I(V1, Va; Z|U) (6.47)
R + Ry + R + Ry ijlzlilg](U§Yj)+](V1;Y1|U)+](V2;Y2|U)
—I(Vi; ValU) (6.48)
0 < min I(U; ;@) — I(U; Z|Q) (6.49)
0 <I(Vi;YalU) — I(Vi; Z|U) (6.50)
0 < I(Va; Ya|U) — I(Va; Z|U) (6.51)

0 < I(Vis i|U) + I(Vis Ya|U) — I(Vi; Va|U)

— I(V4, Va; Z|U) (6.52)
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for some Q,U,Vy,Vy such that

p(Qv u,v1,V2,T, Y1, Y2, ’Z) = p(Qa U)p(Ul, Vg, ‘rlu)p(yh Y2, Z|Jf) (653)

The proof of Theorem 6.3 is given in Appendix 6.5.2. We note that if one sets
Q = ¢,Vo =U,V; = X in Theorem 6.3, the achievable rate region in Theorem 6.3
reduces to the one provided in Theorem 6.1. Thus, the achievable scheme in The-
orem 6.3 can be seen as a generalization of the achievable scheme in Theorem 6.1,
where we achieve this generalization by using Marton’s coding and rate-splitting
in addition to the superposition coding and binning that were already used for the
achievable scheme in Theorem 6.1.

Next, we provide an outline of the achievable scheme in Theorem 6.3. In
this achievable scheme, we first divide each public message W), into three parts as
Wplj, WPQJ-, W;'j where the rates of the messages Wplj, Wij, ng are given by R}Jj sz jo
respectively, and R,; = Rzl,j + Rf)j + sz. Similarly, we divide each confidential mes-

sage Wy; into two parts as WL W2, where the rates of the messages W

2
W2, 50 Wy are

given by Rl;, R%;, respectively, and Ry; = RL; + RZ;. The first parts of the public

537 sy

: 1 1
messages, i.e., W, and W,

2, are sent through the sequences generated by Q. The

second parts of the public messages, i.e., szl and Wﬁm and the first parts of the
confidential messages, i.e., W) and W}, are sent through the sequences generated
by U. Both legitimate receivers decode these sequences, and hence, each legitimate

receiver decodes the parts of the other legitimate user’s public and confidential mes-

sages. The last parts of each public message and each confidential message, i.e.,
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W;} and W2

oj» are encoded by the sequences generated through V;. This encoding

is performed by using Marton’s coding [11]. Each legitimate receiver, after decod-
ing Q" and U", decodes the sequences V;". The details of the proof is given in

Appendix 6.5.2.

6.3 Gaussian MIMO Multi-receiver Wiretap Channels

Here, we consider the Gaussian MIMO multi-receiver wiretap channel which is de-

fined by

Y, =X+N,, j=12 (6.54)

Z=X+Ny (6.55)

where the channel input X is subject to a covariance constraint

E[XX'] =S (6.56)

where S = 0 and Ny, Ny, Nz are zero-mean Gaussian random vectors with covari-
ance matrices 2y, 3y, 21, respectively.

In Section 6.3.1, we consider degraded Gaussian MIMO multi-receiver wiretap
channels for which the noise covariance matrices 31, 35, ¥, satisfy the following

order
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In a multi-receiver wiretap channel, since the capacity region depends only on the
conditional marginal distributions of the transmitter-receiver links, but not on the
entire joint distribution of the channel, the correlations among Ny, Ny, Nz do not
affect the capacity region. Thus, without changing the corresponding capacity re-
gion, we can adjust the correlation structure among these noise vectors to ensure

that they satisfy the Markov chain

X—=>Y —-Y,—Z (6.58)

which is always possible because of our assumption about the covariance matrices

in (6.57).

6.3.1 Degraded Channels

We first provide an inner bound for the capacity region of the degraded Gaussian
MIMO multi-receiver wiretap channel with public and confidential messages by using
Theorem 6.1. The corresponding achievable rate region is stated in the following

theorem.

Theorem 6.4 An achievable rate region for the degraded Gaussian MIMO multi-
recewer wiretap channel with public and confidential messages is given by the union

of rate tuples (Rp1, Rs1, Rpo, Rsa) satisfying

[S+3,] 1. [S+3y

6.59
STK+ 3, 2 PlK+3 (6.59)
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1. S+ 1, [K+%| 1, [S+3Xy
Rg+ Ro < -log — 2L 4 “Jog i —— 1 — Zgg —— 21
R R A 7N S R SN 2 %%,
(6.60)
1 1S + 33|
R+ Ry < = log ——2L 6.61
1, S+ 1. |[K+%] 1, |K+ 3
Rq+Ro+Rp<—-log——"—+4+-log—c— — —log ———
P e S s S TR T 2% Ty
(6.62)
1o S+3 1, K43
Ry + R+ Ryy + Ryp < —log 2L 4 “Jog =~ =1 6.63

where K is a positive semi-definite matriz satisfying K <'S.

This achievable rate region given in Theorem 6.4 can be obtained by evaluating
the achievable rate region in Theorem 6.1 for the degraded Gaussian MIMO multi-
receiver wiretap channel by using the following selection for U, X: i) U is a zero-mean
Gaussian random vector with covariance matrix S — K, ii) X = U+ U’ where U’ is a
zero-mean Gaussian random vector with covariance matrix K, and is independent of
U. We note that besides this jointly Gaussian (U, X) selection, there might be other
possible (U, X) selections which may yield a larger region than the one obtained
by using jointly Gaussian (U, X). However, we show that jointly Gaussian (U, X)
selection is sufficient to evaluate the achievable rate region in Theorem 6.1 for the
degraded Gaussian MIMO multi-receiver wiretap channel. In other words, jointly
Gaussian (U, X) selection exhausts the achievable rate region in Theorem 6.1 for the
degraded Gaussian MIMO multi-receiver wiretap channel. This sufficiency result is

stated in the following theorem.
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Theorem 6.5 For the degraded Gaussian MIMO multi-receiver wiretap channel,
the achievable rate region in Theorem 6.1 is exhausted by jointly Gaussian (U, X).
In particular, for any non-Gaussian (U, X), there exists a Gaussian (UY, X) which

yields a larger region than the one obtained by using the non-Gaussian (U, X).

Next, we provide an outer bound for the capacity region of the degraded
Gaussian MIMO multi-receiver wiretap channel. This outer bound can be obtained
by evaluating the outer bound given in Theorem 6.2 for the degraded Gaussian
MIMO multi-receiver wiretap channel. This evaluation is tantamount to finding the
optimal (U, X) which exhausts the outer bound in Theorem 6.2 for the degraded
Gaussian MIMO multi-receiver wiretap channel. We show that jointly Gaussian
(U,X) is sufficient to exhaust the outer bound in Theorem 6.2 for the degraded
Gaussian MIMO channel. The corresponding outer bound is stated in the following

theorem.

Theorem 6.6 The capacity region of the degraded Gaussian MIMO multi-receiver

wiretap channel is contained in the union of rate tuples (Ry1, Rs1, Ry2, Rs2) satisfying

Ry < % og % — % g % (6.64)
Rg + Ry < %log%jté og%
_ %log % (6.65)
R+ Ryy < %log % (6.66)
Rg+ R+ Ry1 + Ry < %log % + % log % (6.67)
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where K is a positive semi-definite matriz satisfying K <'S.

The proofs of Theorem 6.5 and Theorem 6.6 are given in Appendix 6.5.4. We
prove Theorem 6.5 and Theorem 6.6 by using our methodology that was proposed
in Chapter 5 to evaluate single-letter expressions for vector Gaussian models. In
particular, to prove Theorem 6.5, we consider the region in Theorem 6.1, and show
that for any non-Gaussian (U, X), there exists a Gaussian (U%, X¢) which yields a
larger region than the one that is obtained by evaluating the region in Theorem 6.1
with the non-Gaussian (U, X). We note that this proof of Theorem 6.5 implies
the proof of Theorem 6.6. In particular, since the region in Theorem 6.1 includes
all the constraints involved in the outer bound given in Theorem 6.2, the proof
of Theorem 6.5 reveals that for any non-Gaussian (U, X), there exists a Gaussian
(UY, X%) which yields a larger region than the one that is obtained by evaluating
the region in Theorem 6.2 with the non-Gaussian (U, X).

The inner bound in Theorem 6.4 and the outer bound in Theorem 6.6 do not
match in general. However, similar to the discrete memoryless case in Section 6.2.1,
here also we can specialize the inner and outer bounds for the cases i) Ry = 0, ii)
R,, = 0, and iii) R, = R,2 = 0, where they match; yielding the capacity region.
These three cases correspond to the extension of Corollaries 6.1, 6.2, 6.3 to the
degraded Gaussian MIMO model. Finally, we note that the case Ry = Ry = 0
gives us the secrecy capacity region of the degraded Gaussian MIMO model, and in
fact, the secrecy capacity region of the general, not necessarily degraded, Gaussian

MIMO model was already obtained in Chapter 5.
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6.3.2 General Channels

Here we consider the general, i.e., not necessarily degraded, Gaussian MIMO multi-

receiver wiretap channel with public and confidential messages, and propose an inner

bound for the capacity region of the general Gaussian MIMO multi-receiver wiretap

channel as follows.

Theorem 6.7 An achievable rate region for the general Gaussian MIMO multi-

receiver wiretap channel with public and confidential messages is given by

conv (R12(Ko, K1, Ko) URa (Ko, K1, Ks))

(6.68)

where Ra1 (Ko, K1, Ks) is given by the union of rate tuples (Rp1, Rs1, Rpa, Rs2) sat-

1sfying
1 K K K 3. 1 K »
—llog Ko+ K; + Ko + 24| —llogw
2 K + Ky + 35| 2 =
Rup < min Llog Kot K T Ko+ 35 1) [Ky + Ky + 35
el K1+ K + 5 2 K + |
_llog |K0+K1+K2+EZ|
2 K + X/
1 Ko+ K +Ko+5 1, [K +Ky+ %
Bt fan = j=i1g§10g | TI_('—1 —I—ll—{: +2;_j| j| * élog | 1|I_(‘_1 +2;2| :
—i—llogM_llOg Ko + Ki + Ko + 5y|
2 % 2 37|
biog—1SEE1 1) K+ %

Ry + R,y < min =lo —lo
! vl T j=122 g|K1+K2+2J| 2 & |21|
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1S + 35| 110 K + Ko + 3|
Ki + Ko+ 35 2 & Ky + 3|

1
Ry + Ry < min 3 log

7j=1,2
(6.73)
1 S+ 1 K+
Ry + Ry + Ry < min = 1 J 25T
TR = R K K s, 2 B
1 K+ Ko+ 35 1 K + Ky + 3|
+ = log — 5108
2 Ky + 35| 2 Ky + 3]
(6.74)
1 IS+ 3| 1 K+ Ky + X
Ry + Ry + Ry < min = lo ; 510
1 S = ) g|K1+K2+ZJ| 2% LS X]
1o K +3%5] 1, K+ 3y
L KT 1K+ By 6.75
2 TE T2 T o
1 S+ 3 1 K+ Ky + 3y
R + Ryy + Rez + Ryy < min -1 ] 2
1 pl 2 P2 —g{ligZ o8 K + Ko+ 3%, 2 o8 K + 3
1 ’K1‘|‘El‘
g K 2] 6.76
2 %8 12 o

for some positive semi-definite matrices Ko, Ky, Ko satisfying Ko + K; + Ky < S.
R12(Ko, K1, Ks) can be obtained from Ra (Ko, K1, Ks) by swapping the subscripts

1 and 2.

The proof of Theorem 6.7 is given in Appendix 6.5.5. We obtain Theorem 6.7
by evaluating the achievable rate region given in Theorem 6.3 with jointly Gaus-
sian (Q, U, Vi, Va, X) having a specific correlation structure. In particular, @, U are
selected in accordance with superposition coding, and Vj, V5 are encoded by using
dirty-paper encoding [12].

We note that the achievable rate region in Theorem 6.4 can be obtained from
Theorem 6.7 by considering the region R (Ko, K, Kso) with Ko = ¢, Ky = K, S =

Ky + K, and eliminating the redundant bounds from the corresponding region.
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6.4 Conclusions

In this chapter, we study the multi-receiver wiretap channel with public and confi-
dential messages. First, we consider the degraded discrete memoryless case as well as
its MIMO instance. For the degraded case, we obtain inner and outer bounds which
match under certain conditions providing the capacity region. Second, we study the
general, not necessarily degraded, channels (both discrete memoryless channel and

its MIMO instance), and obtain an inner bound for their capacity region.

6.5 Appendix

6.5.1 Proof of Theorem 6.2

We define the following auxiliary random variables

Uy =WaoWpY/ ' Z,, i=1,...,n (6.77)

which satisfy the Markov chains U; — X; — Yi; — Y5, — Z;, Vi, since the channel is
degraded and memoryless. For any (n,2nfet 2nfs onfe onks2) code achieving the

rate tuple (R,1, Rs1, Ry, Rs2), we have

I(Wsl, ng; Zn) S nyn (679)
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where €, — 0,7, — 0 as n — oco. Equation (6.78) is due to Fano’s lemma, and
(6.79) is due to the perfect secrecy requirement in (6.1). We note that (6.79) implies

the following
H(Wsla WSQ) S H(st W52> th WpQIZn) + Nn (680)

We introduce the following lemma which follows from Csiszar-Korner sum iden-

tity [3, Lemma 7).

Lemma 6.1

(W TP Q) — (W5 T371Q)

= Z I(W;Ty|Q, T1i717T27fi+1> — I(W; T|Q, Tf71>T£i+1) (6.81)

i=1

First, we obtain an outer bound for R, as follows

nRsQ S Z I<Ws2§ Yin‘Yinila Z?L+1> - I<W32; Zi|Yv2i717 Z?Jrl) + n(En + ’yn) (682>

i=1

S Z I(Ws27 Wp2a Yg_la Zzn+17 Yf_l; YQz) - I(W527 Wp27 }/;_17 Zz‘n+17 lei_l; ZZ)
i=1

+ 1(en + ) (6.83)
= Z (U Yai) = 1(Us; Zi) + 1y + €n) (6.84)
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where (6.82) comes from the converse proof for the secrecy capacity of wiretap

channels in [3], and (6.83)-(6.84) come from the following Markov chains

Waa, Wia, Yo = 201, Y71 = Yoy =2 (6.85)

W827 Wp27 Z:L7 )/21 — }/17;_1 _>}/27:_1 (686)

respectively, which follow from the fact that the channel is degraded and memoryless.

Next, we obtain an outer bound for R, + R, as follows

n(Rs + Rsa) < HWg, Wyi, Wa, Wi Z™) + nys, (6.87)
ST (W, Wors Y{' [Waa, W) = I(Wer, Wpis Z" W, W) + 1 (Wia, Wia; Y5')

— I(Wea, Wia; Z) 4+ n(yn + 2€5,) (6.88)
< T(War, Wi Y{" Wz, Wia) = I(Wiet, Wii; Z" W, Wip2)

+ Zn: I(Ui; Yoi) — I(Uy; Z;i) + n(vn + 2€,) (6.89)

i=1

= ZI(Wsh Wi Yii|Ui) = LW, Wia; Zi|Us) + 1(Us; Yai) — 1(Uss Z;)

i=1
+ n(yn + 2€,) (6.90)

< Z I(X3; YulUs) + I(Us; Yai) — I(X3; Zi) + n(yn + 26,) (6.91)
i=1

where (6.87) comes from (6.80), (6.89) is due to (6.84), (6.90) comes from Lemma 6.1,

(6.91) is a consequence of the fact that the channel is memoryless and degraded.
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Next, we obtain an outer bound for R, + R, as follows

n(Rps + Ryp) < I(Wia, Wyo; Y3') + ne, (6.92)
= I(Waa, Wya; Yail Y3 71) + me, (6.93)
=1

=3 T(Wag, Wi, Y™, Z0 3 Yarl Y3 ™1) = TV, 27,35 Vail W, Wi, V5

=1

S Z I(W527 Wp27 }/11'—1’ }/22'_1’ Z';n—‘rl; 1/21) - I(}/li_:L? ZZL+1; }/Qi’WSQa Wp27 Y'Qi_l)

=1

= I(Us Yai) = I(Y7 ™, 2733 Yail Wi, Wi, Y571) + e, (6.96)
=1

<Y " I(U; Yai) + nes (6.97)
=1

where (6.96) comes from the Markov chain in (6.86).
Finally, we obtain an outer bound for the sum rate R, + Rs1 + Ry2 + Rs2. To

this end, we consider the following

TL(Rpl + Rsl) S I(Wpl, Wsl; Y1n|Wp2, WSQ) —+ ney, (698)
- I(th Wsl; 3/1i|Wp27 Ws27 Yf_l) + ney (699>

=1
< T(Wor, War, Z04 4 Yii Wi, Wea, Vi1 + ney, (6.100)

=1

= Z I(Zzn+1u }/1i|Wp27 W327 }qi_l) + I(Wpla Wsl; }/11|Uz) + ne, (6101>

<Y (2] Yl We, Waa, Y1) + 1(X3; Yis|Us) + ney (6.102)
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using which and (6.96), we have

n(RPl + Rsl + Rp2 + RSQ)

< iI(UiS Yoi) = (Y71, 27 4 Yail Yo~ Wi, W)

=1

+ 1(Z] 15 YiilWoe, Wea, Vi) + 1(X;; Y3 | U;) + 2ney, (6.103)
= i I(Ui; Yai) = I(Z] 43 Yail Yo ™' W, Wio) — T(Y7 ™1 Yail Yo =, Wao, Wi, Z744)

=1

+ 1(Z] 3 Yii|Woo, Wea, YiTH) + I(X;; Y| U;) + 2ney, (6.104)
= Xn:f(Uz‘é Yoi) = I(Y3 ™Y Zi|\Waa, Wi, Z7% 1) — TV ™Y Yo Yy ™1 Wag, Wia, Z711)

=1

+ I(Y{™Y Zii W, Waa, Z2 1) + 1(Xy; YiilUs) + 2ne, (6.105)
= i[(Uié Yoi) = 1Yy ™ ZilWea, Wia, Z1' 1) — T(Y{ ™Y Yau Y371, Waa, Wia, Z7% 1)

=1

+ 1Y LYY Zi Woe, Waa, Z08 1) + (X35 Yi|Us) + 2ne, (6.106)
S (U Vo) — IO YV W, Wy, Z2,4)

=1

+ I(Y{™ Y Z\ Wi, Wea, Z2 1, Yo ) + 1(Xy; YiilU) + 2ne, (6.107)

= (U Ya) = I(Y7 Y Yoy, ZilYs ™' Waa, Wi, Z745)
=1

+ (Y™ Zi|Woa, Waa, Z21, Yoo 1) + I(Xi; Yis|Us) + 2ne,, (6.108)

= (Ui Yai) = I(Y7 5 Yol Y5~ Waa, W, Z7%, Z3) + (X5 Yisl Uy) + 2ne,
=1

(6.109)

where (6.105) comes from Csiszar-Korner sum identity [3, Lemma 7], (6.106) is due

to the Markov chain in (6.86), and (6.108) is a consequence of the Markov chain in
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(6.85). Equation (6.109) implies

n(Ryp1 + Ry + Rpp + Ria) < I(Us; Yag) + 1(X5; Y44|Us) + 2ne, (6.110)

i=1

Using (6.84), (6.91), (6.97) and (6.110), Theorem 6.2 can be concluded.

6.5.2 Proof of Theorem 6.3

We first consider a more general scenario than the scenario introduced in Sec-
tion 6.2.2, where the transmitter sends a pair of common public and confidential
messages to the legitimate users in addition to a pair of public and confidential mes-
sages intended to each legitimate user. Thus, in this case, the transmitter has the
message tuple (Wpo, Wso, Wp1, We1, Wiye, Wse), where the common public message
Wy and the common confidential message Wy, are sent to both legitimate users,

and a pair of public and confidential messages (V;,

Wy;) are sent to the jth legiti-
mate user, j = 1,22. There is no secrecy concern on the public messages {ij}?:o
while the confidential messages {Wj; }?:0 need to be transmitted in perfect secrecy:

1
lim —I<W50, Wsh WSQ; Zn) =0 (6111)

n—oo M,

Next, we prove an achievable rate region for the more general scenario we just

introduced.

*The inner bound in Theorem 6.3 can also be obtained by using rate-splitting for {W,;, Wy;}3_,
as mentioned in Section 6.2.2. Here, we introduce a pair of common messages {W,0, W0}, because
the corresponding scenario results in an achievable scheme that encompasses the one obtained by
using rate-splitting.
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We fix the joint distribution

(g, u, v1,v2, T, Y1, Y2, 2) = p(q, w)p(v1, v, T|w)p(Y1, Yo, 2|T) (6.112)

Next, we divide the common public message W, into two parts as Wy = (W, Wiyo),
where the rate of Wpo is Rpo, and the rate of V%/po is }:%po. We use rate-splitting for
the common public message because due to [3], we know that rate-splitting might
enhance the achievable public and confidential message rate pairs even for the single

legitimate user case.

Codebook generation:

e Generate 2nfiw length-n sequences ¢" through p(¢™) =[], p(¢:;), and index

them as ¢" (i), where 1wy € {1,..., 20},

e For each ¢"(w,0) sequence, generate 9n(Rpo-+Rso+20) length-n sequences u" through
p(u”|q™) = [T, p(uilg:), and index them as u” (W0, Wyo, Wso, do), where 1wy €

{1,..., 27"} g € {1,..., 20} dy e {1,..., 2700},

pitRsj+A;+L;

e For each u" (W, ﬁ)po, w0, do) sequence, generate on(R ) length-n se-

quences v} through p(v}|u™) = [T}, p(vji|u;), and index them as

U;L<U~jp07U:}p()ywsmeaijawsjadjglj) (6.113)

where wy; € {1,...,2"%i} wy; € {1,...,2"%} d; € {1,...,2"%}1; €

{1,..., 275},
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Encoding:

Assume (wyo, Wso, Wp1, Ws1, Wy, Ws2) is the message to be transmitted. Ran-
domly pick dy,dy,dy. Next, we find an (l1,l3) pair such that the corresponding
sequence tuple (¢, u™, v}, vY) is jointly typical. Due to mutual covering lemma [63],

if Ly, Lo satisfy

Ly + Ly > I(Vi; Va|U) (6.114)

with high probability, there will be at least one such [y, 5 pair.
Decoding:

The jth legitimate user decodes (wyo, wso, do, Wyj, Ws;, d;) in two steps. In the
first step, it decodes (w0, Wy, dp) by looking for the unique (¢", ™) pair such that
(¢",u™,y}) is jointly typical. In the second step, given that (wy, w0, do) is decoded
correctly in the first step, the jth legitimate user decodes (ws;, w,;,d;) by looking
for the unique (¢",u",v}) tuple such that (¢",u",v},y}) is jointly typical. If the

following conditions are satisfied,

Ry + Rso + A < ]n:l%% I(U;Y;) (6.115)
Ryo + Ruo + Do < I(U;Yi]Q) (6.116)
Rop + Ry + Ay + Ly < I(Vi; Yi|U) (6.117)
Ry + Ry + Ao < I(U; Y2]Q) (6.118)
Ryo + Reo + Ao+ Ly < I(Va; Y2|U) (6.119)
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both legitimate users decode their messages with vanishingly small probability of
error.

Equivocation computation:

We now show that the proposed coding scheme satisfies the perfect secrecy

requirement on the confidential messages given by (6.111). We start as follows.

H(Wso, W, Wea| Z™) > H(Wo, W1, Wea| Z™, Q")
= H(Wio, Wa1, Wiz, Wyo, Wi, Wya, Do, Dy, Do| 27, Q")

— H(Wyo, Wy, Wy3, Do, Dy, D) Z",Q", Weo, Way, Wiz) (6.120)
= H(Wy, W1, Weo, ﬁ/p(b W1, Wa, Do, Dy, D,|Q")

— [(Ws[h Wi, Wsa, VZVpO» W1, Wya, Do, D1, Dy; Zn‘Qn)

— H(W,9, Wy1, Wi, Do, Dy, Do| 27, Q", Wio, War, Wip) (6.121)
— H(Wao, Wa, We) + H(Woo, Wy1, Wya, Do, Dy, D)

— ](WSU,Wsl,WSQ,VT/po,Wpl,ng,Do,Dl,Dz; Z"Q")

— H(Wyo, Wy, Wy3, Do, Dy, D) Z", Q" Wio, Wey, Wiz) (6.122)
= H(Wy, W1, W) + n(}:%po + Ry1 + Rpo + Ao + Ay + Ay)

— [(W507 Wi, Wsa, M:/;DOv W1, Wa, Do, D1, Dy; Zn‘Qn)

- H(V:me Wi, Wiz, Do, Dy, Da|Z™, Q™ Weo, Wi, W) (6.123)
> H(Wso, Wa1, Wea) + n(épo + Ry1 + Rpo + Ao + Ay + Ay)

- ](Ws[b st W527 WpOy Wp17 Wp27 D07 D17 D27 Un7 ‘/1717 ‘/271’ Zn|Qn)

— H(W,0, W1, Wya, Do, D1, Do| 2", Q" W, War, Wea) (6.124)
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= H(Wyo, Wa1, We2) + n(Rpo + RBpn + Rpa + Ao + A1 + Ay)

- I<Un) ‘/1”7 ‘/‘2774’ Zn|Qn) - H(Wp(b th Wan -D07 -Dl) D2|Zn7 Qn7 W807 W517 WSQ)

(6.125)
> H(WSQ, Wsl, WSQ) + n(épo + Rpl + Rp2 + Ao + Al + Az)
—n(I(U, V1, Va; Z|Q) + Y1n)
— H(Wp07 Wi, Wy, Do, D1, Do|Z™, Q" , Weo, Wea, Wia) (6.126)
where (6.122)-(6.123) follow from the facts that the messages
WSU)W517W827WPO7thWpQ)DU)DhDQ (6127)

are independent among themselves, uniformly distributed, and also are indepen-
dent of Q", (6.125) stems from the fact that given the codewords (Q™, U™, V]", V),
(Wso,Wsl,ng,WZ/po,Wpl,WPQ,DO,Dl,D2) and Z" are independent, (6.126) comes

from the fact that

o, v vy, Q") < nl(U, Vi, Va; Z1Q) + nyip (6.128)

where v1, — 0 as n — oo. The bound in (6.128) can be shown by following the
analysis in [64]. Next, we consider the conditional entropy term in (6.126). To this

end, we introduce the following lemma.
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Lemma 6.2 We have

H(Wp1, Wpa, D1, Do|Z", Q" , Wo, W1, Wia, Wp(bDO) < ny2n (6.129)

where yo, — 0 as n — o0, if the following conditions are satisfied.

Ry + A1+ Ly + Ryo + Do+ Ly < I(Vy,Va; Z|U) + I(Vy; Va|U) (6.130)
Rpy 4+ Dy + Ly < I(Vo; Z, V4 |U) (6.132)

The proof of Lemma 6.2 is given in Appendix 6.5.3. This lemma implies the follow-

ing.

Corollary 6.4 We have
H(Wy0, DolZ", Q" Weo, Wya, Wea) < 33 (6.133)
where v3, — 0 as n — oo, if the following condition is satisfied.
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Now, we set the rates }N%po, Ao, Rp1, Ay, Ly, Ry, Ag, Ly as follows.

Ry + Ao = I(U; Z|Q) — ¢ (6.135)
L1+L2:](V1;V2|U)+§ (6.136)

Ry + Ay + Ry + Ao = I(Vi, Vi Z|U) — ¢ (6.137)
R+ Ay + Ly < 1(Vi; Z,Va|U) (6.138)

Ryo + Ay + Ly < 1(Va; Z, i |U) (6.139)

In view of Lemma 6.2 and Corollary 6.4, the selections of ﬁipo, Ao, Rp1, Av, Ly, Ry,

Ag, Ly in (6.135)-(6.139) imply that
H(Wyo, Wy, Wy, Do, D1, Do| 2", Q™ Weo, War, W) < nyay, (6.140)

using which and (6.135)-(6.137) in (6.126), we get

H(W307 W817 WsZ‘Zn) Z H(W307 Wsl; WSQ) + n(Rp() + Rpl -+ RP2 -+ AO + AI —+ A2)

3e
= H(Wy, War, Wa) — 715 — n(Yin + Yon + V3n) (6.142)

which implies that the proposed coding scheme satisfies the perfect secrecy require-

ment on the confidential messages; completing the equivocation computation.
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Hence, we show that rate tuples (R0, Rs0, Rp1, Rs1, Rp2, Rs2) satisfying

Ly + Ly = I(Vi; Va|U) (6.143)

Ry + Rso + A < ]Hzli% I(U;Y;) (6.144)
Ryo+ Ro + Ay < min 1(U:Y;]Q) (6.145)

Ry + R + Ay + Ly < I(Vi; A|U) (6.146)
Rys + Ryo + Ao + Ly < I(Va; Ya|U) (6.147)
Ry + Ao = I(U; Z|Q) (6.148)

Ryt + Ay + Ry + Ay = I(Vi, Va; Z|U) (6.149)
R+ Ay + Ly < I(Vi; Z,Va|U) (6.150)

Ry + Ag + Ly < I(Va; Z,Vi|U) (6.151)

are achievable. Next, one can obtain the achievable rate region in Theorem 6.3
by using Fourier-Motzkin elimination in conjunction with the fact that since the
common public and confidential messages Wy, Wy are decoded by both users, they
can be converted into public and confidential messages (W1, W1, Wye, Wis) of the

legitimate users.

6.5.3 Proof of Lemma 6.2

Assume that, given (Wyy = wyo, We1 = we, Wea = ws, Wy = wy), the eavesdrop-
per tries to decode Wy, Dy, Ly, Wy, Dy, Ly by looking for the unique (V}*, V3?) such

that (¢™, u™, v}, v, 2™) is jointly typical. There are four possible error events:
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o & = {(¢", u™, v}, v, z") is not jointly typical for the transmitted (¢", u", v}, v3)},

o & = {(Wp1, Dy, Ly) = (1,1,1),(Wya, Do, Lo) # (1,1,1), and the correspond-
ing tuple (¢", u", v}, vy, 2") is jointly typical},

o & = {(Wp,D1, L) # (1,1,1),(Wya, Do, Ly) = (1,1,1), and the correspond-

ing tuple (¢", u", v}, vy, 2") is jointly typical},

e
° &

= {(Wp1, D1, Ly) # (1,1,1),(W,e, Dy, Ly) # (1,1,1), and the correspond-

ing tuple (¢", u", v}, vy, 2") is jointly typical},

Thus, the probability of decoding error at the eavesdropper is given by

Pr[&¢] < Pr[&§] + Pr[&f] + Pr[Ef] + Pr[&f,] (6.152)
< e1, + Pr[&] + Pr[&;] + Pr[&f] (6.153)

where we first use the union bound, and next the fact that Pr|E§] < €, for some
€1, satisfying e, — 0 as n — oo, which follows from the properties of the jointly

typical sequences [22]. Next, we consider Pr[&f] as follows

Pri&f] < Z Prl(¢", u", v}, V5", Z") € A7 (6.154)
(wp27d27l2)7é(17171)
< > pglum)p("u,vp) (6.155)
(wp27d2,l2)7é(1,1,1) (vg,z”)E.A'g
< Z Z 9—n(H(Va|U)=ve) 9—n(H (Z|U,Vi)—7e) (6.156)
(’wpg,dg,lg);ﬁ(l,l,l) (vg,z")E.A'g
— Z |An|2—n(H(V2IU)—%)Q—TZ(H(ZIU,VH—%) (6.157)

(wp27d2712)¢(17171)

368



< Z on(H (Va,Z|U V1) +7e) g —n(H (Va|U)—=7e) o —n(H (Z|U, V1) =) (6.158)

(wp27d27l2)#(17171)

< 9(Rp2t-DatLa) g —n(l(VaiZ,Vi[U)=37e) (6.159)

where A” denotes the typical set, 7, is a constant that is a function of €, and satisfies
Y — 0 as € — 0, (6.155) is due to the joint distribution of (¢", u™, v}, v}), (6.156)
is due to the properties of the typical sequences [22], and (6.158) comes from the
bounds on the size of A? [22]. Equation (6.159) implies that Pr[€f] — 0 as n — oo

if the following condition is satisfied.

Rpp + Do + Ly < I(Va; Z,V1|U) — 3. (6.160)

Similarly, we can show that Pr[€5] — 0 as n — oo if the following condition is

satisfied.

Rop + Ay + Ly < 1(Vi; Z,V3|U) — 37, (6.161)

Next, we consider Pr[Ef,] as follows

1773

Pr[&s] < > Pr[(¢", v, V', V', Z") € A"] (6.162)

(wp1,d1,l1)#(1,1,1)
(wp2,d2,l2)#(1,1,1)

< ) Y plor oy up(="|u") (6.163)
(wphdl’ll)#(l)lvl) (”?:U&Z")EAQ
(wp2,d2,l2)#(1,1,1)
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< Z Z 9=n(H(V1|U)=ve) 9—n(H(Va|U)—=ve) 9 —n(H (Z|U) =) (6.164)

(wp1,d1,l1)7#(1,1,1) (v 05 ,2™)EAL
(wp27d27l2)7£(17171)

= > | AP |2 (HOAIU)+H (VU)+H(Z|U)=37c) (6.165)

(U]pl,dl,ll)f(l,l,l)
(wP27d2’l2)#(17171)

S Z 2n(H(Vl7V27Z‘U)+fyﬁ)27n(H(V1|U)+H(V2‘U)+H(Z‘U)73’Ye) (6166)

(wp1,d1,l1)#(1,1,1)
(wp2,d2,l2)#(1,1,1)

< 9n(Rp1+A1+Li+Rpa+As+La) o—n(I(V1,Va; Z|U)+I (Va;Vi|U) —47e) (6.167)

where (6.163) is due to the joint distribution of (¢",u", v}, v%), (6.164) stems from
the properties of the typical sequences [22], and (6.166) comes from the bounds on
the size of A? [22]. Equation (6.167) implies that Pr[E,] vanishes as n — oo if the

following condition is satisfied.

Ryt + Ay 4 Ly + Rpp + Ao + Ryp < I(V1, Va; Z|U) + (Vo Vi[U) — 47 (6.168)

Thus, we show that if the rates (R, Ay, L1, Ry2, Ao, Lo) satisfy (6.160), (6.161),(6.168),
the eavesdropper can decode Wi, Dy, L1, Wy, Da, Ly by using its knowledge of
(Wso, Wer, Wiz, Wyo), i.e., Pr[€€] vanishes as n — oo. In view of this fact, using

Fano’s lemma, we get

H(Wpy1, D1, L1, Wpa, Do, Lo| Z", Q" , Wo, Wer, Wea, Wpo, Do) < niyay, (6.169)

where vy, — 0 as n — o0o; completing the proof.
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6.5.4 Proofs of Theorems 6.5 and 6.6

First, we prove Theorem 6.5 by showing that for any (U, V, X), there exists a Gaus-
sian (U%, VY X%) which provides a larger region. Essentially, this proof will also
yield a proof for Theorem 6.6 because the outer bound in Theorem 6.2 is defined
by the same inequalities that define the inner bound given in Theorem 6.1 except
for the inequality in (6.6). Thus, we only provide the proof of Theorem 6.5. We
also note that in this proof, we will use the methodology we devised in Chapter 5

to evaluate single-letter expressions for vector Gaussian models.

First step: We consider the bound on R given in (6.3) as follows

R < I{U:Ys) — I(U: Z) (6.170)
= [h(Y2) = M(Z)] + [M(Z|U) — h(Y|U)] (6.171)
< %log % + [W(ZIU) — h(Y|U)] (6.172)

where (6.172) follows from the worst additive noise lemma [36, Lemma I1.2]. Next,

we consider the remaining terms in (6.172) as follows

WZ|U) — h(Ys|U) = %/: I(X + N|U)dSy (6.173)

which follows from Lemma 5.17, and N is a Gaussian random vector with covariance

matrix Xy satisfying 3y < Xy <X X, Using Lemma 5.16, we have

JIUX+NU) =2 < T YX +N|U) - Sy KT X+NzU)-X; (6.174)
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for any Xy satisfying ¥y < 3y < ¥z, which imply

1 1

[T X+ NzU) =224+ 2y 2 IX+N|U) 2 [THX+NoJU) — Sy + Ey]

(6.175)
Using these inequalities in (6.173) in conjunction with Lemma 5.8, we get
1 |[J7HX + Ngz|U)
| < h(Z|U) — h(Y.|U
1, [JHX +Nu|U) — By + 3y
< -1 1
S glos TX N (6.176)
which can be expressed as
£(0) < W(Z|U) — h(Ya|U) < f(1) (6.177)
where f(t) is defined as
1 K (t)+X
flt) == 1ogM 0<t<1 (6.178)

2 7 K+ %0 T

and K (t) is given by

Ki(t)=(1—t) [JTHX+Nz[U) = 7] +t [T (X +No|U) — 5] (6.179)

Since f(t) is continuous in ¢, due to the intermediate value theorem, there exists a

372



t7 such that 0 < ¢7 <1, and

|K1 + Zz|

1
t7) = h(Z|U) — h(Y:|U) = =1 6.180
FE) = WZIV) = hYXaIU) = log R (6.180)

where Ky = K, (#). Since 0 < ¢} < 1, K satisfies
JIUX+NLU) -3 =K I ' (X +NgU) -2y (6.181)

in view of (6.179). Moreover, we have

K, <J'(X+NyU) -3, (6.182)
jCOV(X+N2’U>—2Z (6183)
< Cov(X + Nyz) — % (6.184)
<S (6.185)

where (6.183) comes from Lemma 5.13 and (6.184) is due to the fact that condi-
tioning reduces the MMSE matrix in a positive semi-definite ordering sense. Thus,

in view of (6.181) and (6.185), K; satisfies

' X+ NoU) -2, <K; < S (6.186)
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Now, using (6.180) in (6.172), we get the following bound on R,

S+X 1 S+X%X
IS+%y 1 log IS+ 34| (6.187)

Ry <
229 BIK, 135 2 PIK, + 3]

1
510

which completes the first step of the proof.

Second step: We consider the bound on Ry + R given in (6.4) as follows

R + R < I(U;Ys) + I(X; Y4 |U) — (X Z) (6.188)
_ 1 1334
= [h(YQ) — h(Z)] + [h(Yl‘U) — h(Y2|U)} ~3 log |EZ| (6.189)
1 IS + Xy 1 |3
— log ———— Y — h(Y — =1 1
<3 Og\SJrEZ] + [A(Y1|U) — h(Y2|U)] 5 l0g = (6.190)

where (6.190) comes from the worst additive noise lemma [36, Lemma II.2]. Next,

we consider the remaining term in (6.190) as follows

W(YalU) = h(Y:|U) = = /22 I(X + N|U)dSy (6.191)

2 Js,

which follows from Lemma 5.17, and N is a Gaussian random vector with covariance
matrix Xy satisfying 3, < 3y <X 3,. For any Gaussian random vector N with

Yy =X 35, we have

JIUX+N|U) -2y I "X+ Ny |U) - %, (6.192)

=K (6.193)
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where (6.192) is due to Lemma 5.16, and (6.193) comes from (6.186). Equation

(6.193) implies

JX+N|U) = (Ki+3Zy), Iy, (6.194)

Using (6.194) in (6.191) in conjunction with Lemma 5.8, we have

1 [
AOYalU) = BOYAI0) 2 5 [0+ Z) B (6.195)
3
1 K + 3|
=—-log ————— 6.196
Using (6.196) in (6.190), we get
1 IS+ 3, 1 Ki+3 1 1S + 34|
Ry +Rp<-log———+-log—— — —log———— 6.197
TR =K s 2 2 e (6.197)
which completes the second step of the proof.
Third step: We consider the bound on Ry + R, given in (6.5) as follows
Ry + Ry < I(U;Y3) (6.198)
1
< 5 log[(2me)(S + 3n)| — h(Y2|U) (6.199)

where (6.199) comes from the maximum entropy theorem [22]. Next, we consider
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the remaining term in (6.199). Using (6.180), we have

K; + X4
YU—hZU——l _— 6.200
YalU) = B(EID) — §log LD (6:200)
1 K + X7|
> —1 2 X+ N ——1 —_— 201
> 5108 (20003 (X 4 NAJU) - log 2 (6200)
1 K + X/
> -1 2 K, +X l _— 6.202
> Jlog(2r6) (K + 2] — Jlog 2 (6:202)
1
=3 log |(2me)(K; + X5)| (6.203)

where (6.201) is due to Lemma 5.20, and (6.202) comes from (6.182) and mono-

tonicity of | - | in positive semi-definite matrices. Using (6.203) in (6.199), we get

IS + X,

Ry + Rey < = 1 DTS2l 6.204
P2 + 2 0g ‘Kl + 22| ( )
which completes the third step of the proof.
Fourth step: We consider the bound in (6.6) as follows
Rt + Ryp + Rep < I(U; Y) + I(X; Y1 |U) — I(X; Z|U) (6.205)
3
= h(Ya) = (YalU) + [B(Y1JU) = h(ZIU)] - 5log 12 (6.200)
1 1 13|
< 5 log|(2me)(S + %s)| = A(Y|U) + [R(Y1|U) = M(Z|U)] - 5 log 815, (6.207)
1 1
< 2 log | (2re)(S + 25)| — £ log |(27¢) (Ko + 5|+ [A(Y1[U) — h(Z|D)
1 1%
N 6.208
2 * 1=y ( )
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_11 IS + X,

= 5108 [+ HOYAIU) = A(OY|U)] + [M(Ya|U) ~ h(ZI0)]
_ %log E;H (6.209)
108 2 [HYAIU) — WYl + 5 1o 22— g (50
(6.210)
< %lo &?iﬁ;g % % + % log% - %log% (6.211)
%log |E1—:-2222|| %log % — %log % (6.212)

where (6.207) comes from the maximum entropy theorem [22], (6.208) comes from

(6.203), (6.210) is due to (6.180), and (6.211) comes from (6.196).

Fifth step: We consider the bound in (6.7) as follows

Ry +Ra+ R+ R <I(U;Ys) + 1[(X;Y1]U) (6.213)
= h(Ya) + [W(YA|U) — h(Y|U)] — %log (27¢)S] (6.214)
< %log (27¢)(S + 5o)| + [B(Y4|U) — h(Y|U)] %log (2r)S|  (6.215)
< %log (27€)(S + %) + %log % _ %log (27¢)S] (6.216)
= %log —||I§1tf§2|| - %1 —|K1|;1|21| (6.217)

where (6.215) comes from the maximum entropy theorem [22], and (6.216) comes
from (6.196).
Hence, we have shown that for any feasible (U, X), there exists a Gaussian

(UY, X%) which yields a larger rate region. This completes the proof.
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6.5.5 Proof of Theorem 6.7

We now obtain an alternative rate region by using the one given in Theorem 6.3,
which is more amenable for evaluation for the Gaussian MIMO channel. We note

that the following region is included in the one given by Theorem 6.3

Ry < min 1(U:Y}|Q) + I(Vi Vi|U) ~ I(U; ZIQ) — 1(V: Z, Vo|U)

(6.218)
Ry < min 1(UY;]Q) + 1(Va; Ya|U) — 1(U, Va; Z|Q) (6.219)
J=1
2 2
> Ry S min [(U3Y51Q) + 3 1(Vis Y;|U) = 1(Vi; ValU)
j=1 ' j=1
— I(U, VA, V3; Z|Q) (6.220)
Ry + Ryn < min I(U;Y)) + 1(Vis Yi|U) = 1(Vi; Va|U) (6.221)
J=4
Re + Ryp < min I(U;Y;) + 1(Va; Ya|U) (6.222)
J=4

2

2
Y Ry + Ry < min [(U;Y)) + Y 1(Vis Y3|U) = I(Vi; ValU) = I(Va; Z|U) (6.223)
J=4
j=1

j=1
2 2
Y Ry+Rp< min 1(U;;) + > 1V Y4|U)
j=1 j=1
— I(Vi; Vo|U) — 1(Vi; Z|U, Vs) (6.224)

2
Y Ryt Ry < min [(U3Y)) + I(Vis Yi|U) + 1(Va: Ya|U) = I(Vi; ValU) - (6.225)
J=4
7=1
0 < min 1(U;Y;|Q) — I(U; Z|Q) (6.226)
J=4
0 < min{I(Vi; V1|U) = I(V1; Z,V2|U), I(Va; Y2|U) = 1(Va; Z|U) }

(6.227)
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where we can remove the constraints given by (6.226)-(6.227) without enlarging the
region given by (6.218)-(6.225). We denote the region defined by (6.218)-(6.225) by
Rs21. Ri2 can be obtained by swapping the subscripts 1 and 2 in R15. Hence, we

obtain the achievable rate region R:

R = conv (ng U Rgl) (6228)

We note that for the achievable rate region Ro;, the transmitter first encodes V3,
and then, next using the non-causal knowledge of V., encodes V}", i.e., uses Gelfand-
Pinsker encoding for V3.

Next, we obtain an achievable rate region for the Gaussian MIMO multi-
receiver wiretap channel with public and confidential messages. We provide this
achievable rate region by evaluating the regions R15 and Ry with a specific choice

of Q,U, V1, V5, X. In particular, to evaluate Ro;, we use the following selection for

Q.U Vi, Vs, X:

e () is a zero-mean Gaussian random vector with covariance matrix S — Kq —
K; — K, where K, K1, K, are positive semi-definite matrices satisfying Kq+

K; +K; <S5,

e U=0Q+Q, where ()’ is a zero-mean Gaussian random vector with covariance

matrix Ky, and is independent of @,

o Vo, = U+U,, where Us is a zero-mean Gaussian random vector with covariance

matrix Ky, and is independent of @), Q)’,
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o Vi =U; + AU, + U, where U; is a zero-mean Gaussian random vector with

covariance matrix Kj, is independent of Q, @', Us, and A = K; [K; + 21]_1,
e X=0Q+Q +U;+Us.

We note that we use dirty-paper coding [12] to encode Vi, which leads to the fol-
lowing.

1 K +X
[V YAU) = I(Vi: VaJU) = L 10 B2

6.229

The other mutual information terms in the region Ry can be computed straight-
forwardly, which leads to the achievable rate region R (Ko, K1, Ks) given in The-
orem 6.7. Moreover, Ri2(Kyp, Ki,K5) can be obtained from Rq (Ko, Ky, Ks) by

swapping the subscripts 1 and 2.
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Chapter 7
On the Secrecy of Multiple Access Wiretap Channel

7.1 Introduction

The multiple access wiretap channel (MAC-WT), which is introduced in [65, 66],
consists of an eavesdropper in addition to the ordinary MAC (see Figure 7.1), where
the users would like to send confidential messages to the legitimate receiver in the
presence of an external eavesdropper. For this channel, an achievable scheme is
proposed in [65], where also the sum secrecy capacity of the degraded Gaussian
channel is found. In [66], a general, not necessarily degraded, Gaussian MAC-WT
is considered, and achievable sum secrecy rate maximization problems are studied.

In this chapter, we consider a class of MAC-W'T where each user’s link to
the legitimate receiver is stronger than its link to the eavesdropper. We call this
class of MAC-WT the weak eavesdropper class. We develop an n-letter outer bound
for this class, which partially matches the achievable rate region. Even though the
matching achievable region and the outer bound give us the capacity, unfortunately,
the capacity expressions are in n-letter form, and are not amenable for an efficient
computation. Despite this, we show that a loosened version of our outer bound can
be evaluated for the weak eavesdropper Gaussian MAC-WT to yield close approx-
imations to the capacity region along the individual rate axes. In particular, we

show that the gap between our inner and outer bounds is independent of the chan-
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Figure 7.1: The multiple access wiretap channel (MAC-WT).

nel parameters, and is less than 0.5 bits/channel use. Moreover, the entire secrecy
capacity region can be obtained to within 0.5 bits/channel use if the users’ links to
the legitimate user are orthogonal to each other.

In the final part of this chapter, we discuss the implications of our results
on the degraded MAC-WT which, by definition, belongs to the weak eavesdropper
class studied in this paper. Moreover, we consider the IC-W'T which consists of an
ordinary IC and an eavesdropper listening to the ongoing communication in the IC.
The similarity between the IC-W'T with very strong interference among the users
and the weak eavesdropper Gaussian MAC-W'T with orthogonal components is also

discussed.

7.2 Channel Model

The MAC-WT (Figure 7.1) consists of two input alphabets, X, X3, and two output
alphabets, )V, Z. The channel is assumed to be memoryless with conditional distribu-
tion p(y, z|z1, x2). The inputs can be selected from product distributions on A; x X.
A (2”R1,2"R2,n) code for this channel consists of two independent message sets
Wy ={1,....2"} W, = {1,..., 2"} two encoders f;: W; — X, i = 1,2, and
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a decoder g : Y* — Wy x W,. The error probability is P = Pr (g(Y™) # (W1, W3)).

The secrecy of the users is measured by the equivocation rates at the eavesdropper

which are TH(Wy|Z"), tH(W,|Z") and +H (W, Wa|Z™).

A rate pair, (R, Ry),

is said to be achievable with perfect secrecy if there exists a (Z”Rl, 2”R2,n) code

satisfying lim,,_,., P’ = 0 and

1
lim —H(Wh|Z"™) > R,

n—oo N,

1
lim —H(W5|Z") > Ry

n—oo N

1
lim —H(Wl,W2|Zn) Z Rl + R2

n—oo M

Thus, we only consider perfect secrecy in this chapter.

The Gaussian MAC-WT is given by

Y =X, +Xo+ N,

Z = /X1 + Vho X + N,

(7.1)
(7.2)

(7.3)

where IV, and N, are i.i.d. Gaussian random variables with zero-mean and unit-

variance. We have average power constraints on the channel inputs: FE [X ]2] <

P, j=12
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7.3 MAC-WT with Weak Eavesdropper

We define the weak eavesdropper MAC-WT channels as those that satisfy

I(X1:Y|Xp) > (X35 Z|Xs) (7.6)

I(X2; Y[X1) > I(Xy; Z]X4) (7.7)

for all joint input distributions of the form p(x,22) = p(z1)p(x2). This condition
can be interpreted as requiring each user to have a more capable channel to its
legitimate receiver in the absence of the other user.

We first state an achievable region for the general MAC-W'T in the following

theorem.

Theorem 7.1 The rate pairs (Ry, Re) satisfying

1
Ry < lim — [I(X];Y"|Xy) — (X7 27)]F (7.8)
n—oo M
1
Ry < lim — [1(X3;Y"|X]) — I(X3: 2] (7.9)
n—oo N,
1
Ry + Ry < lim — [[(X, X3, Y™) — I(X?, X5 Z™)]* (7.10)
n—oo N,

are achievable with perfect secrecy for any distribution of the form p(z7,xy) =

pa})p(xy).

In Theorem 7.1, (-)™ denotes the positivity operator, i.e., ()™ = max(0,x).
This theorem is an extension of the achievable region provided in [65], hence its

proof is omitted.
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For a MAC-WT channel satisfying (7.6)-(7.7), the rates in (7.8)-(7.9) are al-
ways positive [67]. Thus, as long as we consider channels that satisfy (7.6)-(7.7),
we do not need the positivity operators in (7.8)-(7.9). However, we note that the
conditions in (7.6)-(7.7) do not imply the positivity of the achievable sum secrecy
rate in (7.10). Therefore, even in the weak eavesdropper MAC-WT, we do need
the positivity operator in (7.10). The following corollary states these observations

formally.

Corollary 7.1 For weak eavesdropper MAC-WT, the rate pairs (Ry, Ry) satisfying

1
Ry < lim — [[(X];Y"|Xy) — [(X} Z™)) (7.11)
n—oo N
1
Ry < lim — [[(X3;Y"|X?) — (X3 Z™)] (7.12)
n—oo N
1
Ry + Ry < lim — [[(X?, X2 Y™ — (X7, X5, Z™)]*F (7.13)
n—oo N,

are achievable with perfect secrecy for any distribution of the form p(a},xl) =

p(a})p(eh).

Next, we provide our outer bound on the secrecy capacity of the weak eaves-

dropper MAC-WT.

Theorem 7.2 The secrecy capacity region of a weak eavesdropper MAC-W'T lies in

385



the union of the rates satisfying

1

Ry < lim = [[(X2Y"|XD) — [(X™; Z")] (7.14)
n—oo M,
1

Ry < lim ~ [[(X2;Y"|XT) — [(X2; Z")] (7.15)
n—oo 1N

1
Ry+ R < lim = [1(X]3Y"1X5) + H(X35Y7IXT) = I(XT, X33 27)] (7.16)

where the union is taken over all p(xy, %) = p(a})p(zh).

This theorem is proved in Appendix 7.8.1. The difference between our inner
and outer bounds for the weak eavesdropper MAC-WT is in the sum secrecy rate
expressions in (7.13) and (7.16). Apart from these, the individual achievable secrecy
rate terms in (7.11)-(7.12) and the individual secrecy rate upper bounds in (7.14)-
(7.15) match, yielding a partial characterization of the secrecy capacity region in an

n-letter form.

7.4 Gaussian MAC-WT with Weak Eavesdropper

Gaussian MAC-WT channels that satisfy the weak eavesdropper conditions in (7.6)-
(7.7) have hy,hy < 1; see Appendix 7.8.2 for a proof. For the weak eavesdropper
Gaussian MAC-WT (as for any weak eavesdropper MAC-W'T), the identical inequal-
ities in (7.11)-(7.12) and (7.14)-(7.15) give the secrecy capacity along the individual
rate axes. However, the difficulty is, even for Gaussian channels, finding the optimal
input distributions p(z7), p(z%) and evaluating the boundary of (7.11)-(7.12) and

(7.14)-(7.15) seems to be intractable for now. Consequently, we loosen our outer
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bound to obtain computable expressions. We show however that even the loosened
outer bound is within 0.5 bits/channel use of the achievable region along the indi-
vidual rate dimensions. We give our loosened outer bound in the following theorem,

which we prove in Appendix 7.8.2.

Theorem 7.3 The secrecy capacity region of Gaussian MAC-WT with hy,hy < 1

15 contained in the following region.

1 1 2+ h Py + hy Py
< Zlog(l+P)— -1 1
Rl_QOg( + 1) 20g( 2(1—{—h2P2) ) (7 7)
1 1 2+ h Py + hy Py
< Zlog(1+DP) — =1 1
Ry < jlog(l+ ) — 5 Og( 21+ i P) ) (7.18)

Next, we compare our outer bound in Theorem 7.3 with our achievable rates
in Corollary 7.1. The optimum set of achievable rates that Corollary 7.1 gives is
not known. However, we can always obtain potentially sub-optimal achievable rates
by using i.i.d. (in time) Gaussian signalling. We note that the ultimate achievable
rates thus calculated may yield either a pentagon, a triangle or a trapezoid, as the
sum rate expression in (7.13) may dominate the individual rates in (7.11) and (7.12).
Since our aim is to investigate how far our outer bound is from the achievable region
along the individual rate axes, we will choose our parameters to guarantee that we

do not have a triangle as an achievable region. Thus, let us assume that hy, ho, Py, P
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are such that at least one of the inequalities

(7.19)

is satisfied so that we have either a trapezoid or a pentagon as an achievable region;
see Figure 7.2. Then, we have the following achievable rates expressed in four

different possible cases.

Corollary 7.2 Without loss of generality, we assume hy < hy < 1. The following

secrecy regions are achievable.

o Case I: hy < —— hy < L

1 1 hy Py
R <=log(1+ P)— =1 14— 7.20
1S glog(1+ 7)) 20g(+1+h2P2> (7.20)
1 1 ho Py
<-=log(l+ P)— =1 14— 21
R2_20g( + Py) 20g( +1+h1p1> (7.21)
1 1
° CCLS@ 1I: hlgﬁ,ﬁghggl—fﬁ}jﬁl
1 1 ho Py
< -log(1+F)—=1 1+ —— 2
R2_20g( + Py) 2og( +1+h1p1> (7.23)
1 1
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< 0. its/us
Ry #‘ 0.5 bits/use Ry ¢ < 0.5 bits/use
< 0.5 bits/use
R1 Rl
Case | Cases 11, 111

Ry

< 0.5 bits/use

— - -

Case IV F

Figure 7.2: Hlustration of outer and inner bounds for different hq, hy values.

1 1+h1 P,
e Case III: hl S 1Py’ ;r+—}311 S h2

1 1 ho Py
< =1 14+ P) — =1 1+ ——
Ry < 5 log (1+ P) 20g<+1+h1p1)

1 1
R1+R2§§log(1+P1)—§log(1+h1P1)

e Case IV: ﬁ < hi, hy < Tlpl

1 1 I P,
< -log(1+P) — =log [ 14+ —= 1
B<glog(1+h) =3 Og( +1+h2P2)

1 1
R1+R2§§log(1—|—P1+P2)—§log(1+h1P1+h2P2)

389

(7.25)

(7.26)

(7.27)

(7.28)



The achievable regions in Corollary 7.2 are obtained by using i.i.d. (in time)
Gaussian signalling in Corollary 7.1. We now check the gap between our inner and
outer bounds on the individual rates. Here, as an example, we evaluate the difference
between the achievable rate and the outer bound for user 1, i.e., the difference of
(7.20) and (7.27) with (7.17); such difference for the rate of user 2 can be calculated

similarly. For user 1, this difference is:

1 hy Py 1 2+ h P+ ho Py 1 2(1+ hy Py + hoPs)
1+ — —log = —log

| et -
2 0% 1+ hoPy) 2 21+ hoPy) 2+ Py + hoPs

(7.29)

which is always less than 0.5 bits/channel use. Thus, if the first (resp. second)
inequality in (7.19) is satisfied, then the secrecy rate achievable for the second (resp.
first) user via i.i.d. Gaussian signalling and without pre-processing is within half bit
of the maximum possible secrecy rate for that user. A graphical illustration of our

inner and outer bounds is given in Figure 7.2.

7.5 A Special Class: Orthogonal Components

We now consider a special sub-class of weak eavesdropper Gaussian MAC-W'T class

where each user has an orthogonal link to the legitimate receiver while the links
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from the users to the eavesdropper form a general Gaussian MAC:

Yi =X+ N, (7.30)
Y = Xo 4 Ny (7.31)
Z =X, + VhaXs + N, (7.32)

where Ny, Ny and N, arei.i.d. zero-mean unit-variance Gaussian random variables.

Here again we have hq, hy < 1. We have the following achievable region.

Corollary 7.3 The following region is achievable for the orthogonal-component weak

eavesdropper Gaussian MAC-WT

1 1 hy Py
< Zlog(1+P)—=log 1+ 11 |
R1_2 og(1+ P) 5 og( +1+h2P2) (7.33)
1 1 hs P,
< Zlog(l+Py) —=log 1+ —22 34
Ro < glog (4 R jlog (14 2 (7.34)

1 1 1
R1+R2 S §log(1+P1)+§log(1+P2)—élog(l—l—hlPl—l—thg) (735)

This achievable region is obtained by using i.i.d. (in time) Gaussian signalling
in Corollary 7.1. We have the following outer bound on the secrecy capacity region

of this channel.

Theorem 7.4 The secrecy capacity region of the orthogonal-component weak eaves-
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dropper Gaussian MAC-WT is contained in the following region.

1 1 2+h1P1+h2P2
Ry < =log(1+ P)— =1 7.36
1= glog(1+ 1) 2°g< 21 + haPy) > (7.36)
1 1 24 hi P+ ho Py
< Zlog(1+P) — =1 .
R2_20g( + P) 20g< Ty ) (7.37)

1 1 1
Ri+ Ry < = log(1l+ Pi) + = log(1 + P,) — = log

24+ P+ ho P
2 2 2

5 ) (7.38)

This theorem is proved in Appendix 7.8.3. Thus, for this special class of
channels, using a calculation similar to that in (7.29), we can show that the difference
between the sum secrecy rate expressions on the right hand sides of (7.35) and (7.38)
is less than 0.5 bits/channel use. The situation in this special weak eavesdropper
Gaussian MAC-WT is illustrated in Figure 7.3.

Moreover, if we restrict the channel gains to h;+hy < 1, then we can determine
the sum secrecy capacity of this channel as stated in the next theorem, which we

prove in Appendix 7.8.4.

Theorem 7.5 If hy+hy < 1, then the sum secrecy capacity of this channel is given

by

1 1 1
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< 0.5 bits/use
< 0.5 bits/use

Ry

< 0.5 bits/use

Ry

Figure 7.3: TIllustration of outer and inner bounds for MAC-WT with orthogonal
components.

7.6 Further Remarks

We now discuss the implications of our results on the secrecy capacity of the de-

graded MAC-WT. Degraded MAC-WT satisfies the Markov chain

(X1, X2) =Y = Z (7.40)

and consequently, satisfies the conditions given in (7.6)-(7.7). Thus, our outer bound
in Theorem 7.2 holds for these channels as well. Indeed, our Theorem 7.2 can be
improved to give the entire capacity region in an n-letter form as given in the

following theorem.

Theorem 7.6 The secrecy capacity region of a degraded MAC-W'T is given by the

union of the following rates

1
Ry < lim = [[(X Y™ X3) — (X} Z2™) (7.41)
n—oo N,
1
Ry < lim = [[(X}: Y™ XD — [(X3: Z™)] (7.42)
n—oo 1N
1
Ri+ Ry < lim = [[(X], X3 Y™ — I(X", X2: Z™)] (7.43)
n—oo N
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where the union is taken over all p(xy,x) = p(a])p(zh).

The proof of Theorem 7.6 is given in Appendix 7.8.5. We further remark that
the sum secrecy capacity of the degraded MAC-W'T can be put into a single-letter
form as I(Xy, Xo; Y |Z).

As a result of Theorem 7.6, we establish the secrecy capacity region of the
degraded MAC-WT in n-letter form. Prior to our result here, only the sum secrecy
capacity of the degraded Gaussian MAC-WT was known due to [65], where the
degraded Gaussian MAC-WT is defined by (7.4)-(7.5) with hy = hy = h < 1.
Hence, using our outer bound in Theorem 7.3, and with the sum rate capacity

result of [65], we have the following corollary for the degraded Gaussian MAC-WT.

Corollary 7.4 The achievable region described by (7.20)-(7.22) coincides with the
sum secrecy rate points of the degraded Gaussian MAC-W'T. Moreover, this region
s within half bit of the straight lines of the pentagon corresponding to the capacity

region if h <min (1/(14+ P),1/(1 + P)).

In Corollary 7.4, the claim regarding the sum secrecy capacity is due to [65].
The other claim can be proved by simply setting h; = hy = h in Theorem 7.3 and
in Corollary 7.2, and checking the gap between these rates as it is done in (7.29).

A further remark is about IC-WT when the interference among the users is
very strong. We now show that the results obtained for the Gaussian MAC-W'T with

orthogonal components in Section 7.5 hold for IC-W'T with very strong interference
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as well. The Gaussian IC-W'T is defined by

5/1 = X1 + \/an + Nyl (744)
Yo = Xy + /X1 + Ny (7.45)
Z = \hiXi + Vho Xy + N, (7.46)

where Y7, Y, and Z denote the users’ and the eavesdropper’s observation, respec-
tively. We have power constraints on the channel inputs as F [XJQ} <P, j=12
and the channel inputs should be independent. All of the definitions in Section 7.2
regarding the codes and the achievability hold for IC-WT with appropriate modifica-
tions. Since there are now two receivers, we have two decoders, each one associated
with one receiver. Consequently, each decoder has its own probability of error that
needs to decay to zero. Similar to MAC-W'T, each transmitter uses a codebook that
is independent of the other user’s codebook and the secrecy is measured through
LH(WA|Z7), LH(Wal Z7), L (W, Wal 27).

If a and [ satisfy

interference at each terminal becomes very strong which can be eliminated entirely
leaving each user a clean, single-user channel [68]. Consequently, the resulting chan-
nel becomes equivalent to the channel in (7.30)-(7.32). Thus, in light of the results

obtained in Section 7.5, we find the secrecy capacity region of this channel to within
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half bit. This is stated in the next theorem which is proved in Appendix 7.8.6.

Theorem 7.7 The achievable secrecy region given in Corollary 7.3 is within half bit
of the secrecy capacity region of the IC-WT if « and 8 satisfy (7.47) and hy, hy < 1.

Moreover, if hy + hy < 1, then the sum secrecy capacity is given by (7.39).

7.7 Conclusions

In this chapter, we focus on a special class of MAC-W'T which we call the weak
eavesdropper MAC-W'T for which we provide an n-letter outer bound. Evaluation
of this outer bound for the weak eavesdropper Gaussian MAC-W'T provides us with
close approximations of the secrecy capacity region. In particular, the results of
this chapter imply that plain i.i.d. Gaussian signaling is close to optimal in the low
power regime for the weak eavesdropper Gaussian MAC-WT.

However, in general, it has been shown that plain i.i.d. Gaussian signaling is
not optimal for Gaussian MAC-W'T channel. In particular, for the Gaussian MAC-
WT, [69, 70] use structured coding (by means of lattice codes [69] and interference
alignment [70]) instead of plain i.i.d. Gaussian signalling, and show that secrecy
rates attainable by structured coding scale with the available power, i.e., they attain
non-zero secure degrees of freedom, while plain i.i.d. Gaussian signalling cannot

provide any non-zero secure degrees of freedom [65, 66, 71].
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7.8 Appendix

7.8.1 Proof of Theorem 7.2

First, we note that for channels satisfying (7.6)-(7.7), we also have

I(X7Y"X3,U) 2 I(XT5 27| X5, U) (7.48)

(X3 Y"|X7,U) > 1(Xg: 2" Xy, U) (7.49)

for all p(z7, %) = p(2})p(2%) and any random variable U such that U — (X7, X7') —

(Y™, Z"), X{ - U — X [67]. Thus, using this result, we can obtain

(X7 Y XS, Wh) > I(XT5 27| X5, Wh) (7.50)

> [(X7; 27| Wh) (7.51)

where in the second inequality, we use the fact that (X7, W;) and X7 are indepen-

dent, and that conditioning decreases entropy. Similarly, we have

I(X3,Y™XT, W) > 1( Xy 2™ XT, W) (7.52)

> (X3 Z"[Ws) (7.53)
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Furthermore, starting with (7.48), we get

(XY™ X3, W) > (X7 27 X5, Wh) (7.54)
= I(XT; 27| X3, Wy, Wa) (7.55)
> I(Xy; 27| Wi, We) (7.56)

where the equality is due to the fact that given XJ, W5 is independent of everything
else and the last inequality follows from the fact that (X', W;) and (X7, Ws) are

independent and that conditioning decreases entropy. If we combine (7.56) with

I(X3; Y| XT, Wa) > 1(X5; 2| X, Wa, Wh) (7.57)

which follows from (7.55) due to symmetry, we get

I(XT; Y XG, W) + I( XS YT XT, W) > I(XT, X5 27 W, Wa) (7.58)

which will be used in the derivation of our outer bound on the sum secrecy rate.
Hence, we have all the necessary inequalities, i.e., (7.51), (7.53), (7.58), for the

remaining part of the proof.
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We start with the derivation of our outer bound on Ry,

nRy < HW1|Z") < I(Wh;Y™) = I(Wh: Z") + e
< I(Wi;Y"XT) — [(Wi; Z27) + e
< I(Wi YT'XY) — I(Whs Z27) + T(XT Y| X, Wh)
— I(X1; Z"[Wh) + en
— (W, XI5 YXD) — T(W, XT3 20 + e

= I(XT5; Y"[X3) — I(XT5 27) + en

(7.59)

(7.60)

(7.61)
(7.62)

(7.63)

where (7.59) is due to Fano’s lemma [22], (7.60) is due to the fact that W) and

X3 are independent and that conditioning decreases entropy, (7.61) is obtained by

using (7.51), and (7.63) follows from the fact that given X7, W; is independent of

everything else. This gives us (7.14). Similarly, one can get (7.15).

We next prove our outer bound on the sum secrecy rate.

n(Rl + Rz) S H(Wl, W2|Zn)
< I(Wh, W, Y™) = I(Wy, Woy; Z") + €,

< T(Wy Y IXD) 4+ I(Wo Y7 |IXT) — I(Wy, Wa Z7) + €,

< I(Wy Y™XT) + T(Was Y XT) — T(Wy, Was Z7) + T(XT5 Y| XD,

F X YXT W) — (X, XD 20 W, Wa) + e,

= IXT5Y7XY) + I(XS YU |XT) = I(XT, X35 27) + en
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Wh)

(7.67)
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where (7.65) is due to Fano’s lemma [22], (7.66) follows from the fact that W; (resp.
Wy) and X (resp. X}') are independent and that conditioning decreases entropy,
(7.67) follows by using (7.58) and (7.68) comes from the fact that given X7 (resp.

X)), Wy (resp. Wh) is independent of everything else. This gives us (7.16).

7.8.2 Proof of Theorem 7.3

First, we show that Gaussian MAC-WT with hq, hy < 1 satisfies (7.6)-(7.7), hence

Theorem 7.2 is applicable. To this end, define the following random variables

Vi=Y - Xo=X,+N, (7.69)

7y = /(X1 + N,) + /1=y N (7.70)

where N ~ N(0,1) and is independent of everything else. Note that ¥; and Z;

satisfy

(X3 Xy) = 1(X; Y1) = (XY, Zh) (7.71)

I[(X1; 2| Xs) = 1(Xy; Z1) (7.72)
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where the second equality of (7.71) is due to the Markov chain X; — Y, = Z,.

Thus, we have

[(X1:Y|Xo) — (X1 Z|X,) = (X3 Y, Z1) — I(Xy; Zy) (7.73)
= I(X;; 1| Zy) (7.74)
>0 (7.75)

proving that Gaussian MAC-WT with hy, hy < 1 satisfies (7.6)-(7.7).

We now bound the following term

I(XT;YXY) — I(X73 27) = H(X? + NJ) + H(\/ha X5 + NT)

— H(V X} + VhoXJ + NI — H(ND)  (7.76)

where we use H (-) to denote the differential entropy of a continuous random variable.
We will use a variant of the entropy-power inequality given in [72]. Let {U{L}fil be
independent length-n random vectors. If C denotes an arbitrary collection of subsets

of {1,..., N}, then we have

exp (%H <§; U{‘)) > %Zexp (%H(Z U”)) (7.77)

SeC 1€S

where r denotes the maximum number of subsets in C in which any one index, 1,

appears, and S denotes a subset of {1,...,n} that is in the collection C.
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Before using this inequality, first decompose N as follows

NI'= /I N? + /1= b N" (7.78)

where N ~ N (0,I) and is independent of everything else. Furthermore, let us

define
ty = H(X} + N} (7.79)
n
= H(VM X} + VN - 5 log() (7.80)
and
ty = H(VhyXy + N7 (7.81)
= H(Vho X3 + VMN) + /1= iy N") (7.82)

Using the inequality in (7.77), we have the following lower bound

h 2t 1 2t 1—nh
H(V X+ Vhe X3+ NT') > glog (—1 exp (—1) + —exp <—2> + 27e 1)
n n

2 2 2
(7.83)
Using (7.76) and (7.83), we obtain the following upper bound
I( X7 Y™MXY) — I(XT; Z") < max f(ty, t2) (7.84)

t1,t2
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where f(t1,t5) is

h 2t 1 2t 1—-~h
f(tl,tz):tl—i-tg—glog (Elexp <71)+§exp (72>+27re 5 1)

- glog(27re) (7.85)

Note that f(t1,%2) is monotonically increasing in both t; and t,. Since ¢; and t;

are maximized when X' ~ N(0, P,I) and X3 ~ N(0, PI), the maximum value of

f(tl, t2> is

1 (2 +h P+ h2P2>

1
Slog(1+Py) — =1
og (1 +P1) = 3 log 21 + haly)

5 > (7.86)

This completes the proof of the upper bound on R; given in (7.17). The upper

bound on Ry given in (7.18) follows from symmetry.

7.8.3 Proof of Theorem 7.4

We define Y = (Y]",Y5"). Using the facts that X7 (resp. X7') and Y3* (resp. X7)

are independent, we get

I(XT;Y"XG) = I(XT5 YY) (7.87)
I(X3 YUXT) = 1(X355Y5") (7.88)
IXT, X5 V™) = I(XT5 V) + 1(X3: YY) (7.89)
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Moreover, following the analysis carried out in the proof of Theorem 7.3 in Ap-
pendix 7.8.2, we can show that this channel satisfies (7.6)-(7.7). Thus, our outer
bound in Theorem 7.2 can be applied to this channel as well. Hence, plugging the
expressions in (7.87)-(7.89) into Corollary 7.1 and Theorem 7.2, we get the secrecy

capacity region of this channel as follows.

1

Ry < Jim — [I(XT5Y]) — (X7 27) (7.90)
n—oo
1
Ry < lim — [1(X3;Y5") = 1(X5: 2") (7.91)
n—oo
1
Ry + Ry < lim — [I(X]5 YY) + 1(X35Yy") — (X7, X33 27)] (7.92)

As opposed to the general weak eavesdropper MAC-W'T class, for this sub-
class, we are able to obtain the entire secrecy capacity region in an n-letter form,
because the expression in (7.13) is guaranteed to be positive, and the expressions
in (7.13) and (7.16) become identical, due to (7.87)-(7.89). The two bounds on
the individual secrecy rate terms are identical to those in the proof of Theorem 7.3
given in Appendix 7.8.2, and hence the bounds in Theorem 7.3 directly apply for
this channel as well. Hence, we only need to consider the sum secrecy rate term

which is

(XT3 YY) + 1(X55Y5) — I(XY, X35 27)
— H(X] + N") + H(X} + N) — H(V/mX] + /7o X7+ N) — glog(zm)
(7.93)
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We decompose the noise of the eavesdropper as

N = /B NI + \/hy — yNJ + /1 — hy N

(7.94)

where NJ', N3', N3 are independent Gaussian random vectors with zero-mean and

identity covariance matrices. We also define

ty = H(XT{ + Nyy)

= H(/h X"+ Vh NI — glog hy
and

ty = H(Xy + Nypy)

= H(/ha X2 + /hy — W N? + Vh NP — glog hy

Using the entropy power inequality of [72] given in (7.77), we get

2
EH<V ha X7+ Vhe X5 + NI > g(ty, ta)

where g(ty,t5) is

h 2t h 2t 2—hy—h
log -1 exp )= exp 2 pomes——2
2 n 2 n 2
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Thus, the sum secrecy rate can be upper bounded as

I(XT Y+ IXS Y9 — I(XT, X3 Z™) < max f(ty,ts) (7.101)

t1,t2

where f(t1,t5) is

%f(tl, ta) = %(tl + t2) + log(2me) — g(t1, t2) (7.102)

which is monotonically increasing in both #; and 5. Since t; and t, are maximized

when X7 ~ N (0, PI) and X5 ~ N (0, PI), the maximum value of f(¢,1s) is

(7.103)

1 1 1 2+ hy Py + hyP:
510g(1+P1)+§10g(1+P2)—§log( ! ; 2 2)

This completes the proof of the upper bound on the sum secrecy rate given in (7.38).

7.8.4 Proof of Theorem 7.5

The proof of Theorem 7.5 is similar to the proof of the sum rate secrecy bound
in Theorem 7.4. The differences are in the way we decompose the eavesdropper
noise and apply the entropy power inequality. Here, the classical entropy power
inequality [41, 43] is sufficient to get the result, i.e, we do not make use of the

additional properties of the one in (7.77) [72]. Instead of decomposing the noise as
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in (7.94), we will use

N? = \/h N} + \/ha N}, + N™ (7.104)

where N" isi.i.d. Gaussian noise sequence with zero-mean and variance of 1—hy —ho.

Consequently, using entropy power inequality, we get

2 2
EI(X{L,XS; ") = EH(\/th{l + V he X3 4+ N') — log(2me) (7.105)

> g(t1,t2) (7.106)

where g(ty,t5) is

h 2t h 2t
log <—1 exp <—1) + —exp (—2> +1—"hy— h2) (7.107)
2me n 2me n
and 1,1y are
ty=H (X' + N}}) (7.108)
ty = H (X3 + N,) (7.109)

Therefore, the sum secrecy rate can be upper bounded as

I(XY Y+ 1(X3, YY) — (X7, X3 Z") < max f(t1,ts) (7.110)

t1,t2
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where f(t1,t5) is

2
ﬁ(tl -+ t2) — 210g(2ﬂ'€) — g(tl, t2> (7111)

%f(tl? t2) =

which is monotonically increasing in both #; and 5. Since t; and t, are maximized
when X7, X7 are selected as Gaussian with zero-mean and covariance matrices of

PI, PI, we get

n n
HOXE YT + TOXS V) = TOXT, X35 2%) < Slog(1+ Py) + 5 log(1+ F)

which completes the proof.

7.8.5 Proof of Theorem 7.6

Since degraded channels already satisfy the conditions in (7.6)-(7.7), the outer bound
in Theorem 7.2 is valid for them. Thus, to prove Theorem 7.6, we only need to

consider the sum secrecy rate. First, note that for degraded channels

I(X{Lng; Yn\Wh Wz) - I(X?7X§L§ Zn|W1; W2)

= I(XP X2 Y™, 20 Wy, Wa) — I(XT, X5 27 |\Wy, Wa) (7.113)
= (X7, X35 Y [Wh, W, Z7) (7.114)
>0 (7.115)
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where the first equality is due to the degradedness. We now bound sum secrecy rate

of the degraded channels.

H(Wh W2|Zn) S [(Wl, WQ,Y”) — ](Wl, WQ, Zn) + €n (7116)
ST(Wy, Wo YY) = I(Wy, Wo Z7) + €,
(XD, XY W, W) — [(XT, XD 20 Wh, Wa)  (7.117)

= I(XT, XY™ — I(XP, X5 Z7) + e, (7.118)

where (7.116) is due to Fano’s lemma [22], (7.117) is obtained by using (7.115), and
(7.118) is a consequence of the fact that given (X7, X7), (Wi, W3) is independent

of the channel outputs.

7.8.6 Proof of Theorem 7.7

We prove Theorem 7.7 in two parts, starting with achievability. Useri (i = 1,2) gen-
erates 2n(Rit1) length-n codewords X; through A/ (0, P,I) and labels them X;(w;, w;)
where w; € {1,...,2"%} W, € {1,...,2”Ri}. Here, R; denotes the rate of the
information-carrying messages and R; is the rate sacrificed to confuse the eaves-
dropper to achieve secrecy for user ¢ = 1, 2. For example, if w; is the message to be

transmitted, user i selects a W, randomly and transmits x;(w;, w;). Furthermore,
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these rates satisfy

~ 1

Ri+R; < §log(1+Pi), i=1,2 (7.119)
~ 1

~ ~ 1

Rl + RQ = 5 log(l + hlpl + hgpg) (7121)

Since interference gains, «, 3, satisfy (7.47), each user can decode both other user’s
messages and its own message with vanishingly small probability of error [68]. Hence,
we only need to show that this scheme yields perfect secrecy. To this end, we consider
joint secrecy condition which is sufficient to ensure that secrecy constraints on the

individual messages are satisfied [65]. We have,

H(Wy, Wa|Z™) = H(Wy, Wy, Z™) — H(Z"™) (7.122)
= H(Wy, Wa, X7, XJ, Z™) — H(XT, XJ|Wy, Wa, Z7)
— H(Z") (7.123)
= H(W,, Wa) + H(XT, XJ|Wy, Wa) + H(Z"|XT, X3)
— H(X", X2 Wy, W, Z™) — H(Z") (7.124)
= H(Wy, Wa) + H(XT, XJ|Wy, Wa) — I(XT', X2 Z™)

where (7.124) is obtained by using the chain rule and the fact that given (X7, X7}'),

(W1, Ws) and Z™ are independent. We now consider each term of (7.125) separately.
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Since given (W1, Wa), (X7, X#) can take 2"(F1+52) different values uniformly, we have

H(X™ X |Wy, W) = n(R; + Ry) (7.126)

= glog(l + h1 Py + ho P) (7.127)
The third term of (7.125) is bounded as
I(XT, X3, 2") < glog(l + hi P+ hyPy) (7.128)

due to the fact that i.i.d. Gaussian signalling achieves the capacity of a memory-
less Gaussian channel. Finally, we bound the last term of (7.125). To this end,
assume that eavesdropper is decoding (X7, X) given (Wy, Ws). Since R; and R,
are selected to lie in the capacity region of the MAC between the users and the

eavesdropper, the error probability of this decoding is vanishingly small, implying
H(XT, X3 [Wy, Wa, Z") < €, (7.129)
due to Fano’s lemma. Plugging (7.127), (7.128), (7.129) into (7.125), we get
H(Wy,Wo|Z"™) > HWy,Ws) — €, (7.130)

Thus, this scheme yields perfect secrecy. After eliminating Ry and R, from (7.119),
(7.120) and (7.121), one can get the achievable region of Corollary 7.3. Hence, we

complete the achievability part.
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For the outer bound, we note that this channel satisfies the conditions in (7.6)-
(7.7) and consequently, following similar lines as in the proof of Theorem 7.4, one
can get the outer bound given in this theorem. Moreover, we can show the sum
secrecy capacity for the case h; + hy < 1 by using the proof technique developed for

Theorem 7.5 in Appendix 7.8.4.
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Chapter 8
Cooperative Secrecy in Relay Broadcast Channels

8.1 Introduction

In this chapter, we study the effects of cooperation on the secrecy of multiple users
where secrecy refers to simultaneous individual confidentiality of all users against
each other. For that purpose, we consider the cooperative relay broadcast channel
(CRBC), where there is a single transmitter and two receivers, and each receiver
wants to keep its message secret from the other user; see Figures 8.1 and 8.2. In this
model, in order to incorporate the effects of cooperation, there is either a single-
sided (Figure 8.1) or double-sided (Figure 8.2) cooperative link between the users.
We note that the CRBC is the simplest model (except perhaps for the “dual” model
of cooperating transmitters in a MAC with per-user secrecy constraints that will be
considered in the next chapter) that allows us to study the effects of user cooperation
on secrecy.

Although, in the literature, there have been some work focusing on the effects
of cooperation on secrecy [73-79], none of these works consider the effects of coop-
eration on the simultaneous secrecy of multiple users. In particular, [73-79] consider
secrecy in relay channels, where in [73-76], the relay is the eavesdropper, while in
[77, 78] there is an external eavesdropper. In [79], the relay helps the transmitter to

improve its rate while it receives confidential messages that should be kept hidden
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User 1 —

CRBC

(Wy, Wy) X"

2
—{ Encoder

(Y1, y2|w, 1)

User 2 —= 5

Figure 8.1: Cooperative relay broadcast channel (CRBC) with single-sided cooper-
ation link.

X7 )
User 1 —
YTL
"2+ Encoder
) x7 x b x
p(y1 y2| 1 2) Xy
User 2 — W5
}/277,

Figure 8.2: Cooperative relay broadcast channel (CRBC) with a two-sided cooper-
ation link.

from the main receiver. Hence, our model is the first to consider the interactions
between user cooperation and simultaneous secrecy of multiple users.

We note that, in the CRBC, each user eavesdrops as well as helps the other
user. That is, the users are untrusted but non-malicious. There can be such com-
munication scenarios. For instance, there can be military or other organizational
networks, where even though multiple users are valid members of a network (hence
are non-malicious), they may have different clearance levels with respect to the
transmitted information. In this scenario also, users would want to (or be required
to) help each other, but would not be allowed to decode each other’s message.

In this chapter, we first propose an achievable scheme that combines Marton’s
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coding scheme for broadcast channels [11] and Cover and El Gamal’s CAF scheme
for relay channels [80]. A similar achievable scheme appeared in [74-76], where CAF
is applied to a relay channel to provide improved secrecy for the main transmitter.
A relay channel can be considered as a special case of the single-sided CRBC where
the rate of the first user is set to zero.

To visualize the effects of cooperation on secrecy, we consider a Gaussian
CRBC and show that both users can have positive secrecy rates through user co-
operation. To obtain positive secrecy rates for both users, we provide different
assignments for the auxiliary random variables appearing in the achievable rates.
These auxiliary random variable assignments have dirty paper coding (DPC) inter-
pretations [81]. In addition, we combine jamming and relaying to provide secrecy
for both users when the relaying user is weak. Finally, we consider the CRBC with
a two-sided cooperation link and provide an achievable scheme for this channel.

The aforementioned Gaussian CRBC example demonstrates that by means
of cooperation, both users can have simultaneous secure communication with the
transmitter, although this is not possible without cooperation. Hence, this example
shows that, in fact, there can be synergy between cooperation and secrecy, and this

synergy can be created by using CAF as the cooperative strategy.

8.2 Channel Model and Definitions

From here until the beginning of Section 8.8, we will focus on a single-sided CRBC,

and refer to it simply as CRBC. The CRBC can be viewed as a relay channel
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where the transmitter sends messages both to the relay node and the destination.
Therefore, one of the users, user 1 in our case, in a CRBC both decodes its own
message and also helps the other user. A CRBC consists of two message sets w; €
Wi, wy € Wh, two input alphabets, one at the transmitter x € X and one at user
1 1 € &A1, and two output alphabets y; € Vi, y2 € Vo, where the former is for user
1 and the latter is for user 2. The channel is assumed to be memoryless and its
transition probability distribution is p(y1, y2|x, 7).

A (2”R1, onkz n) code for this channel consists of two message sets as W; =
{1, e ,2"R1} and Wy = {1, e ,2”R2}, an encoder at the transmitter with mapping
Wi x Wy — X", a set of relay functions at user 1, 1, = fi(y11,...,91,-1) for
1 < ¢ < n, two decoders, one at each user with the mappings ¢; : Vi — W,
and go : V¥ — W,. The probability of error is defined as P = max{PgthQ}
where PPy = Pr(g1(Y]") # W1), P}y = Pr(ga(Y3") # W2). The secrecy of the users
is measured by the equivocation rates which are + H(W;|Y3") and £ H(Ws|Y", XT).
Since user 1 has its own channel input, we condition the entropy rate of user 2’s
messages on this channel input.

A rate tuple (Ry, Rg, Re 1, R.2) is said to be achievable if there exists a (2% 22
n) code with lim,, ., P! = 0 and

1 1
lim —H(Wi|YJ") > Ry,  lim —H(Wa|Y{", X1') > Res (8.1)
n—oo M,

n—oo N
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8.3 An Achievable Scheme

We now provide an achievable scheme which combines Marton’s coding scheme for
broadcast channels [11], the random binning scheme of [2, 3| for wiretap channels,
and Cover and El Gamal’s CAF scheme for relay channels [80]. The corresponding

achievable rate-equivocation region is given by the following theorem.

Theorem 8.1 The rate tuples (Ry, R, Re 1, Re2) satisfying

Ry < I(Vi;Yh]Xy) (82)
Ry < I(Va;Ya,Yi|Xy) (8.3)
Ri+ Ry < I(Vi;Yi|Xy) + [(Vi; Yo, V1| Xy) — 1(V4; V) (8:4)
R.i. < Ry (8.5)
R < [10AvIx) — 104 Ve x) — 10i:e)] T (86)
Reo < Ry (8.7)

Reo < [105:%, X)) — 10, x0) — 1) (89)
are achievable for any distribution of the form
p(v, v2)p(alvr, v2)p(x1)p(G:1 |21, v1, y1)p(Y1, Yol @, 1) (8.9)
subject to the constraint

I(Y1; Y1) X0, Vi) < I(Y3, X35 Ya) (8.10)
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This theorem is a special case of Theorem 8.4 and obtained from the latter by setting
U = X,. Therefore, we will omit the proof of Theorem 8.1 here and will provide the
proof of Theorem 8.4 in Appendix 8.11.4. In (8.6) and (8.8), (z)™ is the positivity
operator, i.e., (x)" = max(0, z).

In the achievable scheme given in Theorem 8.1, the transmitter uses a coding
scheme that blends Marton’s coding scheme and the random binning scheme of
[2, 3]. Intuitively, the transmitter divides each user’s message into two parts as
the confidential and non-confidential parts, where the confidential part needs to be
transmitted in perfect secrecy whereas there is no secrecy constraint on the non-
confidential part. The division of each message into two parts forms the basis of the
random binning scheme used in [2, 3] to provide confidentiality. In particular, the
non-confidential message can be viewed as the necessary randomness to protect the
confidential message. The transmitter encodes all these messages by using Marton’s
coding scheme, where the messages of one user, say user 1, are first encoded by using
a standard single-user codebook, and the messages of the other user, say user 2, are
encoded by using Gelfand-Pinsker’s scheme [82]. While using Gelfand-Pinsker’s
scheme [82] for user 2’s messages, the knowledge of user 1’s codeword is exploited
to improve the rate of user 2. Furthermore, to enlarge the achievable region, the
transmitter can reverse the order of encoding, i.e., first encode user 2’s messages,
next encode user 1’s messages by using the knowledge of user 2’s codeword, and
also use time-sharing between the two possible encoding orders. In the achievable
scheme given in Theorem 8.1, user 1 first decodes its own message, and next uses the

CAF scheme to help user 2, i.e., forms a compressed version of its own observation
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and sends it to user 2. However, there are slight differences between the CAF used
in the achievable scheme given in Theorem 8.1 and the original form of the CAF
scheme in [80]. These differences originate from the secrecy concerns in our model,

and are outlined in the following remark.

Remark 8.1 We note that both the form of the probability distribution in (8.9) and
the constraint in (8.10) in Theorem 8.1 are somewhat different than those of the clas-
sical CAF scheme in [80]. First, we condition the distribution of Y1 on Vi to prevent
the compressed version of Y, to leak any additional information regarding user 1’s
message on top of what user 2 already has through its own observation. The con-
straint in (8.10) also reflects this concern. Similar constraints on the distribution of
Y1 and on the compression rate have appeared in [83], where these modifications are
not due to secrecy constraints contrary to here. In [83], these are imposed to obtain
higher rates for user 2 by removing user 1’s private message from the compressed
signal, whereas here, they are imposed not to let Yy leak any additional information
regarding user 1’s message. Moreover, if we let user 1 compress its observation with-
out erasing its own message from the observation, i.e., if we change the conditional

distribution of Yy to p(in|z1,y1), we can recover the constraint in [80] (see equations

(29)-(31) in [83]).

Remark 8.2 If we disable the assistance of user 1 to user 2 by setting X, = Vi = 0,

the channel model reduces to the broadcast channel with secrecy constraints, and the
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achievable equivocation region becomes

REY < I(Vi; Y1) — I(Vi; Ya|Va) — I(Vi;Vh) (8.11)

RIS < I(Vi;Ya) — I(Vas Yi|V) — 1(V4;V2) (8.12)

where we require the Markov chain (V1,Va) — X — (Y1,Y5). This result was derived

in [64).

Remark 8.3 If we disable both cooperation between receivers by setting X, = Vi =
¢, and also the confidential messages sent to user 1 by setting Vi = ¢, the channel
model reduces to the single-user eavesdropper channel, and the achievable equivoca-

tion rate for the second user becomes

Reo < I(Va;Ys) — I(Va; Y1) (8.13)

and the Markov chain Vo — X — (Y1,Y2) is required by the probability distribution
in (8.9). This is exactly the secrecy capacity of the single-user eavesdropper channel

given in [3].

Remark 8.4 If we disable the confidential messages sent to user 1 by setting V, =
¢, the channel model reduces to a relay channel with secrecy constraints, and the

achievable equivocation rate for the second user becomes

Reo < I1(Va; Yo, V1| X1) — I(Va; V1| X1) (8.14)
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subject to

[(Y; Y| X)) < 1(Yi, X013 Ya) (8.15)

and the corresponding joint distribution reduces to

p(v2, 2)p(21)p(91|71, y1)P (Y1, Y2, 1) (8.16)

Further, if we make the potentially suboptimal selection of Vo = X, the corresponding

achievable secrecy rate and the constraint coincide with their counterparts found in

[74, 76] for the relay channel.

Remark 8.5 By comparing the equivocation rates of the users in (8.6) and (8.8)
and the equivocation rates of the users in the corresponding broadcast channel given
in (8.11) and (8.12), we observe that the equivocation rate of user 1 may decrease
depending on the information contained in Yi and the equivocation rate of user 2

may increase depending on the channel conditions.

Remark 8.6 We will show in the next section, where we develop outer bounds for
the rate-equivocation region, that if the channel of user 2 is degraded with respect to
the channel of user 1 then R.o =0 (see Remark 8.8), where degradedness is defined
through the Markov chain X — (X1,Y1) — Ya. Here, we show, as an interesting

evaluation, that this achievable scheme cannot yield any positive secrecy rates in this
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case, as expected.

I(Va; Yo, V1| X1) — I(Va; Yi|VA, X1) — I(V1; Va)
< I(Va; Ya, Y1, VA X3) — T(Vas Y|V, X1) — T(Va; V) (8.17)
= I(Va; Y, Y[V, X1) + T(Vas VA X1) — T(Vas Vi |Vi, X)) — T(Vi; Vo) (8.18)
= I(Vy; Yo, Vi |Vi, X1) = I(Va; V1| VA, Xy) (8.19)
< I(Va; Ya, Y1, V1|V, X1) — I1(Va; Y|4, X)) (8.20)

= [(Va; Yo, 1|Vi, X0) + T(Vos V1 |Vi, X1, Y2, Ya) — T (Vs Yi[VA, X)) (8.21)

=0 (8.24)

where in (8.19), we used the fact that Xy and (V1,V3) are independent in (8.22), we

used the Markov chain (V3,Ys) — (V1, X1,Y1) — Yy which implies

I(Vas V1| V1, X1, Y1, Y2) = 0 (8.25)

and in (8.24), we used the Markov chain (V1,V2) = X — (X1,Y1) — Yo which is

due to the assumed degradedness.
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8.4 An Outer Bound

We now provide an outer bound for the rate-equivocation region. Our first outer
bound in Theorem 8.2 uses auxiliary random variables. Next, in Theorem 8.3, we
provide a simpler outer bound for user 2 using only the channel inputs and outputs,

without employing any auxiliary random variables.

Theorem 8.2 The rate-equivocation region of the CRBC' lies in the union of the

following rate tuples

Ry < I(Vi;i]Xy) (8.26)
Ry < I(V2:Y3) (8.27)
Re,1 S miH{Re’hRe’l,Rl} (828)
Re’Q S min{Re’Q,RQQ,RQ} (829)
where
Rey = I(VyYi|U) = I(Va; YalU) (8.30)
Rey = I(V;Ya|U) — I(Va; V1|U) (8.31)
Rey = I(Vi;Yi|Va) — I(Vi;Ya[Vh) (8.32)
Ry = I(Vo;Ya|Vi) — I(Vo; V1| VA) (8.33)
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where the union is taken over all joint distributions satisfying the Markov chain

U— (V1,V2) = (X, X1, Y1) = 13 (8.34)

The proof of this theorem is given in Appendix 8.11.1.

The outer bounds on the equivocation rates given in Theorem 8.2 are reminis-
cent of the outer bound for the secrecy capacity of the discrete memoryless wiretap
channel obtained in [3]. While the outer bound in [3] is tight for the wiretap channel,
the outer bounds here for the CRBC are generally not tight. However, our outer
bounds can be interpreted by referring to the outer bound in [3]. For example, user
1’s equivocation rate is bounded by the minimum of three terms, see (8.28), where
the first term, see (8.30), can be viewed as an outer bound for the secrecy capacity
of the wiretap channel between the transmitter, user 1 (main receiver) and user 2
(eavesdropper), when one ignores the message sent to user 2, because this outer
bound does not involve V5. The second term, see (8.32), can be viewed similarly.
This outer bound now considers the message sent to user 2, however, eliminates it

by conditioning both mutual information terms in (8.32) on V5.

Remark 8.7 The bounds on the equivocation rates in Theorem 8.2 and those in
[64], where the outer bounds are for the equivocation rates in a two-user broadcast
channel with per-user secrecy constraints as in here, have the same expressions. The

only difference between the two outer bounds is in the Markov chain over which the
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union is taken. The Markov chain in (8.34) contains the one in [64], which is

U— (Vi,Vs) - X — (Y1,Y2) (8.35)

which means that our outer bound here evaluates to a larger region than the one in
[64]. This should be expected since the achievable rate-equivocation region here in

our CRBC contains the achievable region in the broadcast channel.

We also provide a simpler outer bound for the equivocation rate of user 2

which does not involve any auxiliary random variables.

Theorem 8.3 The equivocation rate of user 2 is bounded as follows

Res < max I(X;Y3] Xy, Y1) (8.36)

p(z,71)

The proof of this theorem is given in Appendix 8.11.2.

This outer bound is obtained by providing extra (i.e., side) information to
user 2. In particular, to obtain the outer bound in Theorem 8.3, we consider a new
channel where user 2 has access to user 1’s observation. Thus, in this new channel,
user 2’s observation is improved as compared to the original channel. Consequently,
an outer bound for the new channel also serves as an outer bound for the original

channel.

Remark 8.8 If the channel is degraded, then the equivocation rate of user 2 is zero,
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since

I(X; Y] Xy, Y1) =0 (8.37)

which follows from the Markov chain X — (X1,Y1) — Y, which is a consequence of

the degradedness.

Remark 8.9 We generally expect the outer bound in Theorem 8.3 to be loose be-
cause it essentially assumes that user 2 has a complete access to user 1’s observation!
whereas, in reality, user 2 has only limited information about user 1’s observation,
which it obtains through the cooperative link. However, if the link from user 1 to user
2 1is strong enough, user 1 may be able to convey its observation to user 2 precisely
in which case the outer bound in Theorem 8.3 can be close to the achievable rate
obtained via the CAF scheme. For example, such a situation arises if the channel

satisfies the following Markov chain

X = (X, -1 (8.38)

For such channels, by selecting Vo = X, V) = Vi = ¢ in the achievable scheme, we

n fact, this Sato-type [84] upper-bounding technique is used as a first step (before introducing
noise correlation to tighten the upper bound) in finding the secrecy capacity of the MIMO wiretap
channel [15-17, 21].
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get the following equivocation rate for user 2

I(X:Yo| Xh) = I(Xs Y1 X0) = 1(X; Yo, Vi | Xa) — I(XG Vi | X ) = I(X; Ya Xy, Y7)

(8.39)

where the first equality is due to the Markov chain in (8.38). Hence, the outer bound

in (8.36) gives the secrecy capacity for channels satisfying (8.38).

Remark 8.10 Although we are able to provide a simple outer bound for the equiv-
ocation rate of user 2, that depends only on the channel inputs and outputs, finding
such a simple outer bound for the equivocation rate of user 1 does not seem to be
possible. One reason for this is that, user 1 can use its observation, i.e., Yy, for
encoding its input, i.e., Xy, and create correlation between its channel inputs and
outputs across time. Consequently, this correlation cannot be accounted for without

using auziliary random variables. Another reason will be discussed in Remark 8.13.

8.5 An Example: Gaussian CRBC

We now provide an example to show how the proposed achievable scheme can enlarge
the secrecy region for a Gaussian broadcast channel. The channel outputs of a

Gaussian CRBC are

Vi=X+2 (8.40)

Yo=X+ X, + 72, (8.41)

427



where Z; ~ N(0,Ny), Zy ~ N(0, Ny) and are independent, £ [X?] < P, F[X?] <
aP. In this section, we assume that Ny > Ny, i.e., user 1 has a stronger channel in
the corresponding broadcast channel. Note that, in this case, if user 1 does not help
user 2, e.g., in the corresponding broadcast channel, R, » = 0. We present two differ-
ent achievable schemes for this channel where each one corresponds to a particular
selection of the underlying random variables in Theorem 8.1 satisfying the proba-
bility distribution condition in (8.9). Proposition 8.1 assigns independent channel
inputs for each user, whereas Proposition 8.2 uses a DPC scheme. For simplicity,

we provide only the achievable equivocation region in the following propositions.

Proposition 8.1 The following equivocation rates are achievable for all a € [0, 1]

1 P 1 P
Ry < 5log (1 + O‘—) — ~log (1 + O‘—) (8.42)

1 1 1 1 ap
Ry < Ylog(1+aP = hoe (14 Y8 (843
25 zog( ta (aP+N2+N1+NC>> 2°g< +N1)( )

where & =1 — a and N, is subject to

N, > Ny(aP + Ny) +PP(aaP + Ny)
a

(8.44)

Proof: This achievable region can be obtained by selecting Vi ~ N (0, aP), Vo ~
N(0,aP), X = Vi + Vo, X1 ~ N(0,aP), Y1 =Y1 - Vi + Z. = Vo + Z1 + Z, and
Z, ~ N(0,N,.), where V1, V5, X; and Z, are independent. The rates are found by
direct calculation of the expressions in Theorem 8.1 using the above selection of
random variables. O
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This achievable region can be enlarged by introducing correlation between
Vi, Va. Since a joint encoding is performed at the transmitter, one of the users’
signals can be treated as a non-causally known interference, and DPC [81] can be

used. In the following proposition, the transmitter treats user 2’s signal as a non-

causally known interference.

Proposition 8.2 The following equivocation rates are achievable for any v and all

a € [0,1]

1 (ay + a)?P 1 aP
R.i<=log|1 —=log |14+ —
1=5008 ( * (a +~y2a)Ny + (v — 1)2aaP 2 %8 * Ny
1 a
— 5 log (1+922) 8.45
5log (1+77~ (8.45)

log (1 N aP(N; + N.) + a(l —)*P(aP + Nz))

(P 4+ N3)(Ny + N,)

1 aa(y —1)*P 1 e
— =1 14+ ———— ] — =1 1 — 8.46
o8 ( * (a+~y2a) Ny 2 og( T a) (8.46)

where & =1 — a and N, is subject to

_ 2
N, > n+ \/27; + 40w (8.47)
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where

0 = a(a+ ay*)P (8.48)
n= (a+~%a) PlaN, + (1 —v)’aP(a+ a)]

— (P4 Ny) [Ni(a +7*a) + aa(y — 1)*P] (8.49)
w={(P+Ny)[(1—)?%aP + N,] — (1 —7)%a*P?}

x {Ny (@ +~°@) + Paa(y - 1)%} (8.50)

Proof: These equivocation rates are obtained by applying DPC for user 1.
Let the channel input of the transmitter be X = U, +U, where U; ~ N (0, aP), Uy ~
N(0,aP) and are independent. The auxiliary random variables are selected as
Vo = Uy, Vi = Uy + yU,, where for user 1, the signal of user 2 is treated as non-
casually known interference at the transmitter. The channel output of user 1 is
compressed as Y, =Y, — Vi + Z. = (1—~)Uy+ Zy + Z. where Z. ~ N (0, N,) is the
compression noise. The channel input of user 1 is selected as X; ~ N (0,aP). Here,
again, Uy, Us, Z. and X, are all independent. The rates are then found by direct
calculation of the expressions in Theorem 8.1 using the above selection of random
variables. O

We note that, in both of the propositions above, R, s is a monotonically de-
creasing function of V.. Consequently, achievable R, » depends on the quality of the
cooperative link between the users. If this link gets better allowing user 1 to convey

its observation in a finer form, user 2’s secrecy increases. For illustrative purposes,
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the rate regions given by Propositions 8.1 and 8.2 are evaluated for the parameters
P =8 Ny =1,Ny = 2, and the corresponding plots are given in Figures 8.3 and
8.4. Note that since Ny > Ny, if there was no cooperation between the users, user 2
could not have a positive secrecy rate. We observe from these figures that, thanks
to the cooperation of the users, both users enjoy positive secrecy rates. However,
we observe that a positive secrecy for user 2 comes at the expense of a decrease in
the secrecy of user 1. In particular, for both propositions, maximum secrecy rate for
user 2 is achieved when user 1 does not have any message itself and acts as a pure
relay for user 2. Similarly, user 1 achieves the maximum secrecy rate when user 2
does not have any message.

We also note that the achievable secrecy rate regions for both Proposition 8.1
and Proposition 8.2 are monotonically increasing in a, i.e., the available power at
user 1. In fact, for any given (P, N1, Ny), there exist threshold values for a, denoted
by ai(P, N1, No) and a3(P, N1, Ny), for Propositions 8.1 and 8.2, respectively, such
that if @ < aj(P, N1, Ny) (resp. a < a5(P, N1, Ns)), Proposition 8.1 (resp. Proposi-
tion 8.2) cannot provide any positive secrecy rate for user 2, and if a > aj(P, Ny, N»)
(resp. a > a3(P, N1, N3)), Proposition 8.1 (resp. Proposition 8.2) can provide a
positive secrecy rate for user 2. Since the rate expressions involved in Proposi-
tions 8.1 and 8.2 are rather complicated, it does not seem that aj(P, Ny, Ny) admits
a simple closed form expression. However, we numerically evaluated the thresh-
old values for (P = 8, N; = 1, Ny = 2) (which is the parameter set that we use
to obtain Figures 8.3 and 8.4) as a}(8,1,2) ~ 3.25 and a%(8,1,2) ~ 1.25. Thus,
for (P = 8 N; = 1, Ny = 2), the minimum power required at user 1 to provide a
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Figure 8.3: Achievable equivocation rate region for single-sided CRBC using Propo-
sition 8.1 where Vi and V5 are independent. P = 8, Ny = 1, Ny = 2, i.e, user 2 has
no secrecy rate in the underlying broadcast channel.
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Figure 8.4: Achievable equivocation region for single-sided CRBC using Proposi-
tion 8.2 where Vi, V, are correlated, admitting a DPC interpretation. P = 8 N; =
1, Ny = 2, i.e., user 2 has no secrecy rate in the underlying broadcast channel.
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positive secrecy rate for user 2 by Proposition 8.2 is less than the minimum power
required by Proposition 8.1. In fact, since Proposition 8.1 corresponds to a special
case of Proposition 8.2, i.e., Proposition 8.1 can be recovered from Proposition 8.2
by setting v = 0, in general, we have a(P, N1, N2) < a}(P, N1, Ny).

Next, we note that, for both achievable schemes, as a — oo, the equivocation
rate of user 2 approaches a limit. This is due to the fact that, as a — oo, the
achievable equivocation rates are limited by the link between the transmitter and
user 1. Moreover, as a — oo, user 1 can send its observation to user 2 perfectly.
Thus, in this case, user 2 can be assumed to have a channel output of (Y7,Y3),
which makes the channel of user 1 degraded with respect to the channel of user
2. Consequently, following the analysis carried out in Remark 8.9, we expect the
outer bound in Theorem 8.3 to become tight as a — co, which is stated in the next

corollary:.

Corollary 8.1 As a — oo, the mazimum achievable equivocation rate for user 2

becomes

1 11 1 P
Ro=-log(14+P(—+—))—=1og 1+ -— 851
275 Og( + <N1+N2)> 2 Og( +N1> (8.51)

The proof of this corollary is given in Appendix 8.11.3.
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8.6 Joint Jamming and Relaying

The proposed achievability scheme and its application to Gaussian CRBC show us
that user cooperation can enlarge the secrecy region. However, this achievability
scheme and the Gaussian example provide us with only a limited picture of what
can be achieved. In particular, the achievability scheme proposed in Section 8.3
is designed with the cooperating user (user 1) being the stronger of the two users
in mind. Next, we want to explore what can be done when the cooperating user
(user 1) is the weaker of the two users. In this case, without the cooperative link,
user 1 cannot have a positive secrecy rate. Therefore, the first question to ask is,
whether user 1 can have a positive secrecy rate by utilizing the cooperative link.
The answer to this question is positive if user 1 uses the cooperative link to send
a jamming signal to user 2. However, a more interesting question is whether both
users can achieve positive secrecy simultaneously. The following theorem provides
an achievable scheme, where user 1 performs a combination of jamming and relaying,

to provide both users with positive secrecy rates.
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Theorem 8.4 The rate quadruples (Ry, Ro, Re 1, Re2) satisfying

Ry < I(Vi;Ya]Xh)
Ry < I(Va;Ya,Y1|U)
Ri+ Ry < I(Vi; Vi Xy) + 1(Va; Y, Va|U) — 1(V4; Va)
R, < Ry
Rev < [IVViIXD) — IV Yo Vi1, 0) — 10 1)
Ry < Ry

Reo < [TV Valt) = 10V ValVa, Xa) = TV a)|
are achievable for any distribution of the form
p(vr, v2)p(x(vy, v2)p(u)p(@s[w)p(Gi|uw, vi, y1)p(y, yo|z, 1)
subject to the following constraint
[(Vi:Y1]X,, V1,U) < I(V1,U; Y)

The proof of this theorem is given in Appendix 8.11.4.

(8.52)
(8.53)
(8.54)
(8.55)
(8.56)
(8.57)

(8.58)

(8.59)

(8.60)

We note that the achievable scheme given in Theorem 8.4 corresponds to the

generalization of the achievable scheme given in Theorem 8.1 by using channel pre-

fizing [3] at user 1. Channel pre-fixing refers to the construction of a hypothetical

channel between the encoding scheme used at user 1 and the channel input of user
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1. By means of this hypothetical channel, additional randomness can be introduced,
and this randomness might be useful to improve the equivocation rates [3]. Besides
channel pre-fixing, both achievable schemes use the same techniques, namely Mar-
ton’s achievable scheme and random binning at the transmitter, and CAF scheme

at user 1.

Remark 8.11 In Theorem 8.4, U denotes the actual help signal, while the channel
mput Xy, which s correlated with U, may include an additional jamming attack.
The intuition behind this achievable scheme is that, although user 2 should be able
to decode U, it cannot decode the entire Xi. Therefore, since user 2 cannot decode
and eliminate X, from Ys, its channel becomes an attacked one, where decoding Vi
may be impossible. Therefore, in this scheme, user 1 first attacks user 2 to make
its channel worse by associating U with many Xis (hence, it confuses user 2), and

then helps it to improve its secrecy rate.

Remark 8.12 We note that this achievable scheme is reminiscent of “cooperative
jamming” [65]. In [65], the focus is on a two user MAC with an external eavesdrop-
per, where one of the users attacks both the legitimate receiver and the eavesdropper,
with the hope that it hurts the eavesdropper more than it hurts the legitimate re-
cewer, and improves the secrecy of the legitimate receiver. In contrast, in our work,

the relay (user 1) attacks user 2 to improve its own secrecy.
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8.7 Gaussian Example Revisited

Consider again the Gaussian CRBC, now with N; > N,. The scheme proposed in
Theorem 8.4 works as follows: user 1 divides X; into two parts. The first part carries
the noise and the second part carries the bin index of V1. Although Theorem 8.4 is
valid for all cases, assume here that user 1 has large enough power. Then, the first
part makes user 2’s channel noisier than user 1’s channel. This brings the situation
to the case studied in Section 8.5. Consequently, we can now have a positive secrecy
rate for user 1, and also provide a positive secrecy rate to user 2, by sending a

compressed version of Y] to it, as in Section 8.5.

Proposition 8.3 The following equivocation rates are achievable for all (a, 5) €

[0,1] x [0, 1]

1 aP 1 aP

< =log (1 ~Zlog (1 61

RJ—Q%(+@P+M) 2%(_%6P+M> (8.61)
1 1 1

Roo < -log(1+aP _

2—20g<+“ (Nﬁdw aP+A&+MW))
| ap
g (14 & 62
2og( +N1) (8.62)

where a =1—o,8=1— 3, and N, is subject to

N>mmm+m+wm+Mw+M+wm

> IE (8.63)

Proof: This achievable region is obtained by selecting the random variables

in Theorem 8.4 as X = Vi + V4, where V; ~ N (0,aP), Vo ~ N(0,aP), X1 =U+ Z;
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where U ~ N(0,a8P), Z; ~ N(0,a8P), Yi=Y, —Vi+ Z. = Vo + Z; + Z. where
Z. ~ N(0,N.). Moreover, V1,V5,U, Z;, Z. are all independent. Here, Z; serves as
the jamming signal, and U serves as the helper signal. User 1 first jams user 2 and
makes its channel noisier than its own by using Z; and then helps user 2 through
sending a compressed version of its observation by using U. The rates are then found
by direct calculation of the expressions in Theorem 8.4 using the above selection of
random variables. O

Moreover, as in Section 8.5, we can use DPC based schemes in this case also.

The following proposition characterizes the DPC scheme for Theorem 8.4.

Proposition 8.4 The following equivocation rates are achievable for any ~v and for

all (o, B) € [0, 1] x [0, 1]

1 (ay + a)?P 1 aP
R < -log(1 ——log (14 —=———
125708 ( N (o +v2a)Ny + (v — 1)2aaP 2 oe\ 1T (aBP + N3)
1 a
~ (1 2—) 8.64
5log (1+77~ (8.64)

_ o, i
Ry < tlog (1 L GP(Ni + No) +a(1 =) P(aP +afP + NQ))
2 (aP + aBP + No)(N; + N.)

1 aa(y —1)2P 1 a
S P I M N | (1 2—) 8.65
2°g< TarraN ) 2Ty (8.65)

where @ =1— o, 8 =1— 8 and N, is subject to

_ 2
N, > n+ \/27; + 40w (5.66)
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where

0 = aB(a+ ay*)P (8.67)
n = (a+7%a) P[aBN, + (1 —~)*aP(af + a)]

— (P4 aBP + Ns) [Ni(a +7*a) + aa(y — 1)*P] (8.68)
w=[(P+af+Ny) [(1=7)*aP+N] - (1 —7)°a’P?]

x [Ni (e +~%a@) + Paa(y — 1)?] (8.69)

Proof: All random variable selections are the same as in Proposition 8.2 ex-
cept for X;,U. Here, we choose X; = Z;+U and U ~ N(0,a8P), Z; ~ N(0,a3P).
U, Z; are independent. O

We first note that Propositions 8.3, 8.4 reduce to Propositions 8.1, 8.2, respec-
tively, by simply selecting 5 = 0, i.e., no jamming. We provide a numerical example
in Figures 8.5 and 8.6 for P =8, Ny = 2, Ny = 1. Since N; > Ns, a positive secrecy
rate for user 1 would not be possible if the cooperative link did not exist. However,
if user 1 has enough power to make user 2’s channel noisier by injecting Gaussian
noise to it, user 1 can provide secrecy for itself. For user 1 to have positive secrecy,

we need

N, — N.
o>t "2 (8.70)

Otherwise, user 1 cannot have positive secrecy by using strategies employed in

Propositions 8.3, 8.4. In addition, contrary to Section 8.5, we observe from Fig-
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ures 8.5 and 8.6 that here DPC based schemes do not provide any gain with respect
to the independent selection of Vi, V5. Furthermore, we also apply Propositions 8.3
and 8.4 to the case where user 1 is stronger than user 2 by selecting the noise vari-
ances as N; = 1, N = 2 as in Section 8.5 to show that propositions presented in
this section cover the ones in Section 8.5.

We provide the corresponding graphs in Figures 8.7 and 8.8. Comparing Fig-
ures 8.3 (resp. 8.4) and 8.7 (resp. 8.8), we observe that even though the maximum
secrecy rate of user 2 remains the same, the maximum secrecy rate of user 1 is
improved significantly. This improvement comes, because through Propositions 8.3
and 8.4, user 1 jams the receiver of user 2.

Next, we examine Figures 8.3 and 8.7 in more detail. In Figure 8.3, for instance
when a = 100, the largest R. 2, which is about 0.25 bits/channel use, is obtained
when R.; = 0. This corresponds to the case where user 1’s rate and secrecy rate are
set to zero. In this case, user 1 serves as a pure relay for user 2. The secrecy rate
we obtain at this extreme is the same as [74-76]. At the other extreme, the largest
R, 1, which is about 0.42 bits/channel use, is obtained when R, 5 = 0. In this case,
user 2 is just an eavesdropper in a single-user channel from the transmitter to user
1. The secrecy rate we obtain at this extreme is the same as [2, 3, 49]. Moreover,
as we see from Figure 8.3, whenever user 1 helps user 2 to have positive secrecy,
it needs to deviate from this extreme point. Thus, user 2’s positive secrecy rates
come at the expense of a decrease in user 1’s secrecy rate. If we consider Figure 8.7,
the largest R.o is the same as that in Figure 8.3, which is again achieved when
R.1 = 0, i.e., when user 1 acts as a pure relay for user 2. However, in Figure 8.7,
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Figure 8.5: Achievable equivocation rate region using Proposition 8.3 where user 1
jams and relays, and Vi, V5 are independent. P = 8 Ny = 2, N, = 1, i.e., user 1
cannot have any positive secrecy in the underlying broadcast channel.
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Figure 8.6: Achievable equivocation rate region using Proposition 8.4 where user 1
jams and relays, and Vi, V, are correlated, admitting a DPC interpretation. P =
8 N1 = 2,Ny, =1, i.e., user 1 cannot have any positive secrecy in the underlying
broadcast channel.
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Figure 8.7: Achievable equivocation rate region using Proposition 8.3 where user 1
jams and relays, and Vi, V5 are independent. P = 8 Ny = 1, N, = 2, i.e., user 1’s
channel is stronger than user 2.
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Figure 8.8: Achievable equivocation rate region using Proposition 8.4 where user 1
jams and relays, and Vi, V5 are correlated, admitting a DPC interpretation. P =
8, Ny =1, Ny =2, i.e., user 1’s channel is stronger than user 2.
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user 1’s maximum secrecy rate increases dramatically due to its jamming capabilities
in Proposition 8.3. In Figure 8.7, user 1 achieves its maximum secrecy rate, which
is about 1.58 bits/channel use, when it uses all of its power for jamming user 2’s
receiver and when the rate of user 2 is set to zero. We note that this rate is
larger than that is achievable in the corresponding single-user eavesdropper channel
from the transmitter to user 1, while user 2 is an eavesdropper. We observe from
Figure 8.7 that when user 1 is able to jam and relay jointly, it can provide secrecy
for user 2 while its own secrecy rate is still larger than that of the corresponding
single-user eavesdropper channel. Thus, as opposed to the case where it can only
relay, i.e., Proposition 8.1, both users enjoy secrecy in Proposition 8.3, while user
1 does not have to compromise from its own secrecy rate that is achievable in the
underlying eavesdropper channel.

At first sight, this result may seem counterintuitive, because although user 1
spends some of its available power to jam user 2, user 2 still gets the same equivo-
cation rate as if user 1 helps user 2 by using all its available power. However, this
surprising result can be better understood by noting the fact that jamming and
helping do not occur simultaneously, i.e., user 1 does not jam and help at the same
time, instead, it uses time-sharing between jamming and relaying. In particular,
Figure 8.7 clearly demonstrates the fact that user 1 uses time-sharing between two
extreme operating points of Proposition 8.3 in order to provide a larger achievable
secrecy rate region than the one in Figure 8.3. At one extreme operating point,
user 1, to which no message is sent, acts as a pure relay for user 2, and at the

other extreme operating point, user 1 acts as a pure jammer for user 2, to which no
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message is sent. The same conclusion holds for Figure 8.8, i.e., Proposition 8.4, as
well. However, in this case, at the extreme point where the maximum equivocation
rate of user 2 is obtained, the equivocation rate of user 1 is not always zero, see
the cases a = 5,10 in Figures 8.4 and 8.8. In particular, Figure 8.9 shows the fact
that user 1 employs time-sharing between two extreme operating points, where two

extreme points, points A and B, are also noted.

Remark 8.13 We are now ready to discuss why we could not find an outer bound
for the equivocation rate of user 1 that relies only on the channel inputs and outputs.
To understand this, we first examine the outer bound we found on the equivocation
rate of user 2 in Theorem 8.3. This outer bound is obtained by giving the entire
observation of user 1 to user 2 (i.e., N. = 0). Hence, this is the best possible
scenario as far as the channel of user 2 is concerned, and thus, it yields an outer
bound. However, a similar approach cannot work for user 1, because although user
1 can have access to the observation of user 2, user 1 still has additional freedom
(and opportunities) to increase its own secrecy rate by sending jamming signals over
the cooperative link, as shown in this section. This is the main reason why we
could not find a simple outer bound for user 1’s secrecy rate using only the channel

inputs/outputs.

8.8 Two-sided Cooperation

In this section, we provide an achievable scheme for the CRBC with two-sided
cooperation. In this case, each user can act as a relay for the other one; see Fig-

444



0.14

— — — Proposition 4
Proposition 2| A

Point A
02—

0.1

R, o0.08f
(bits/channel uge)
0.06

0.04

0.02}

0 L L 1 1 L L 1
0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6

R1 (bits/channel use)

Figure 8.9: Achievable equivocation rate regions using Propositions 8.2 and 8.4
where user 1 jams and relays, and V, V5 are correlated, admitting a DPC interpre-
tation. a = 5, P = 8 Ny = 1, Ny = 2, i.e., user 1’s channel is stronger than user
2.

ure 8.2. The corresponding channel consists of two message sets w; € Wy, wy € W,
three input alphabets, one at the transmitter x € X', one at user 1 z; € X} and
one at user 2 o € Xy. The channel consists of two output alphabets denoted by
y1 € W1,y € Vs at the two users. The channel is assumed to be memoryless and its
transition probability distribution is p(y1, yo|z, 1, T2).

A (2”R1, onit2 n) code for this channel consists of two message sets as W, =
{1, e ,Q"Rl} and Wy = {1, ce Q”RQ}, an encoder at the transmitter which maps
each pair (wy,ws) € W x Wh) to a codeword 2 € X", a set of relay functions at
user 1, L1, = fl,i(yl,h cee ,y1,i—1),

1 < i < n, and a set of relay functions at user 2, xo; = f2;(Y21,..-,¥2i-1), 1 <
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1 < n, two decoders, one at user 1 and one at user 2 with the mappings ¢, : Vi' —
Wi, g2+ V3 — Wi, Definitions for the error probability for this two-sided case are
the same as in the single-sided case. The secrecy of the users is again measured
by the equivocation rates which are L H(W,|Y3*, X7) and L H(W,|Yy", X7). In this
case, since user 2 has a channel input also, we condition the entropy rate of user 1’s
messages on this channel input.
A rate tuple (Ry, Ry, Re 1, R.2) is said to be achievable if there exists a (271 2nf2

n) code with lim,,_,., P?* = 0, and

1 1
lim —H (W1 Y5, X3) > Req,  lm —H(WL|Y]", XT') > Reo (8.71)
n—oo N,

n—oo N,

The following theorem characterizes an achievable region for this channel

model.

Theorem 8.5 The rate tuples (Ry, Ro, Re 1, Re2) satisfying

Ry < I(Vi; Y1, Ya| X1, Us) (8.72)

Ry < I(Va;Ya, 1| X2, Uy) (8.73)

Ry + Ry < I(Vi; Y1, Ya | X1, Us) + I(Va; Yo, V1| Xo, Ur) — I(Vi; Va) (8.74)
Re1 <Ry (8.75)

~ ~ +
Rey < [10A5Y1, Vol X0, U) = 10V Y3, ViV, X5, Uy) = 1(Vis Vo) (8.76)
R < Ry (8.77)

~ ~ +
Rep < [1(Vai Yo, Vil X, U)) = I(Vas Vi, ValVe, X0, U) = 1(Vis Vo) (8.78)
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are achievable for any distribution of the form

p(Ul,Uz)p(m\UbUz)])(ul,561)?(3?1!“17191)29@2;xz)p@ﬂlﬂz,3/2)17(1/1,192\5571717xz) (8~79)

subject to the following constraints

I(ﬁ;YlWhXbUﬁ < [(Yl,Ul;Y2|X2) (8.80)
I(%;Y2|U27X2,U1) < [(Yz,U%Yl‘Xl) (8.81)

The proof of this theorem is given in Appendix 8.11.5.

Similar to the achievable schemes given in Theorems 8.1 and 8.4, the achiev-
able scheme in Theorem 8.5 also blends Marton’s achievable scheme for broadcast
channels [11], the random binning scheme of [3] to provide confidentiality, and the
CAF scheme [80]. In particular, the transmitter uses Marton’s achievable scheme
and random binning, and each user employs a CAF-based cooperation scheme to
help the other user. Similar to Theorem 8.4, in Theorem 8.5, channel pre-fixing
is used as well. The main difference between the previous achievable schemes in
Theorems 8.1, 8.4 and the achievable scheme in Theorem 8.5 comes from how CAF
is performed as a cooperation strategy, and in particular, how compression is per-
formed. Contrary to the previous achievable schemes given in Theorem 8.1 and 8.4,
here users do not compress their observations after erasing their codewords from the
observations; this is why we did not condition Y; (resp. Y3) on V; (resp. V3) in (8.79).

In fact, they cannot remove their own codewords from their observations because
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each user employs a sliding-window type decoding scheme, i.e., they should wait
until the next block to decode their own codewords, whereas compression should be
performed right after the reception of the previous block, at which time they have
not yet decoded their own messages. However, we note that this achievable scheme
also provides opportunities for jamming as did the achievable scheme provided in

Section &.6.

8.9 Gaussian Example for Two-sided Cooperation

The channel outputs of a Gaussian CRBC with two-sided cooperation are

Yi=X+Xo+ 7y (8.82)

Yo=X+ X, + Zs (8.83)

where Z; ~ N(0, Ny), Zo ~ N(0, Ny) and are independent, E [X?] < P, F[X?] <
(llp, E[XQQ] S GQP.
We present the following proposition which characterizes an achievable equiv-

ocation region.

Proposition 8.5 The following equivocation rates are achievable for all (o, By, B2) €
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1 OéP(Nl —+ CLQBQP + Ny + Nc?2>
Re1 < =log |1+ — - -
2 aP(Ny + asfBeP + Ny + Neo) + (Ny + a252P)(Ny + N.2)
1 1 1
— -1 1 P — 8.84
2 Og( T (a151P+N2+N1+Nc,1>> ( )
1 aP(N- 3P + Ny + N,
Re,2§—10g<1+ @ (No +a161 P + Ny + ,}) )
2 &P(Ng—f—(llﬁlp‘i‘Nl+Nc71>+(N2+CL161P)(N1+N071)
1 1 1
— =1 1+aP = + 8.85
2 Og( ) (a2ﬁ2P+N1 N2+Nc,2)) (885)

where @ =1—a, B =1—p1,B, =1~ B, and N1, N, are subject to

—by1 + /b3 + 4arien
N, 8.86
(2 (880

—bag + /b3y + dagacan
N, 8.87
2 iR (857

and

[N (Ilﬂlp (888)

bin = P(P+ aii(P+ N1)) — (P + N1 + asB2P)(P + Ny + a1 1 P) (8.89)
ci1 = (P + Ni + a2 P) (PNy + (P + Ni)(N2 + a1 31 P)) (8.90)
a9y = a2 P (8.91)
by = P(P + azf2(P + Na)) — (P + Ny + a2 P)(P + Na + a1 5, P) (8.92)

22 = (P + Ny + a1 1 P)(PNy + (P + No)(Ni + a5, P)) (8.93)

Proof: This achievable region is obtained by selecting X = V; 4+ V5 where
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Vi ~ N(0,aP), Vo ~ N(0,aP) and are independent, X; = U; + Z; where U; ~
N(0,a;6;P), Zi ~ N(0,a;5;P),i = 1,2 and independent, and Y, =Y + Z.; where
Zei~N(0,N.;),i=1,2 and are independent of all other random variables. Direct
calculation of rates in Theorem 8.5 with these random variable selections yields the
achievable region. O

A numerical example is given in Figure 8.10 for the case P = 8, N; = 1, Ny, = 2.
Comparing Figure 8.10 with Figures 8.7 and 8.8, we observe that user 2’s secrecy
rate improves significantly because now user 2 can jam user 1 to improve its own
secrecy rate. We also observe that user 1’s secrecy rate improves as well, compared
to Section 8.7. The increase in user 1’s secrecy in this two-sided case is due to the
fact that user 2 now acts as a relay for user 1. However, when user 1 jams user 2
using all of its power, it limits the help that comes from user 2, hence Theorem 8.5
provides only a modest secrecy rate increase for user 1 on top of what Theorem 8.4

already provides.

8.10 Conclusions

In this chapter, we study the effects of cooperation on secrecy by considering the
CRBC. We propose an achievable scheme relying on the CAF scheme and evaluate it
for the Gaussian CRBC. This evaluation reveals that there is a synergy between user
cooperation and secrecy, since both users can have secrecy in a Gaussian CRBC,
although this is not possible when we remove the links between the receivers, i.e.,

without cooperation. It is worth noting that the synergy between user cooperation
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Figure 8.10: Achievable equivocation rate region using Proposition 8.5 where each
user can jointly jam and relay. P =8, Ny = 1, N, = 2, i.e., user 2 cannot have any
positive secrecy in the underlying broadcast channel.

and secrecy depends on the cooperative strategy used.

8.11 Appendix

8.11.1 Proof of Theorem 8.2

Here we prove the outer bound on the capacity-equivocation region of the CRBC

given in Theorem 8.2 which closely follows the converse given in [3] and the outer
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bound in [64]. First, define the following random variables

Ui = Yf;le?,lz’H (8.94)
Vo = WAU; (8.96)

which satisfy the following Markov chain

Ui — (Vl,i, VQz) — (XiaXl,i>Y17i) — Yz,z’ (8-97)

but do not satisfy the following one

U, — (Vl,i, VQz) — (XiaXl,i) — (Yl,i,Yz,i) (8-98)

because of the encoding function employed at user 1 which can generate correlation
between Y, and (Ylnl 415 Yoy +1) through Xj ;1 that cannot be resolved by condi-

tioning on (X;, X; ;). For a similar discussion, the reader can refer to [85].
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We start with the achievable rate of user 1.

nky = HWy)=I(WyY") + H(Wi|YY")
= D IWs Yy ) + e
=1

= Y HWY{ ™) — HWi Yy, Y1) + e,

=1

= Y HWY{ ™ Xy,) — HW Y, Vi) + e

=1
SCHWAYT X15) = HWAY! ™ Y1, X1) + €n

i=1

= D I(Wy Yy X)) + e

i=1

IN

Z H(m7l|X1,l) - H(}/l,il}/li_la Xl,ia Wl) + €n

i=1

IN

IN

> HY X 0) — HY Y7 X, Wi, Yaly) + €
=1

= > I(VigVilX1) + e

=1

(8.99)
(8.100)

(8.101)

(8.102)

(8.103)

(8.104)

(8.105)

(8.106)

(8.107)

(8.108)

where (8.100) is due to Fano’s lemma, (8.103) follows from the Markov chain W; —

Y™t = Xy, (8.104), (8.106) and (8.107) are due to the fact that conditioning

cannot increase entropy, and (8.108) follows from the definition of Vi, in (8.95).
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Similarly, for the achievable rate of user 2, we have

HRQ

IN

= Z IT(Wa: YaulY5s 1) + €n
i—1

= D HMulYd) — HYail Y3, Wa) + €n

=1

IN

ZH YVQZ %Z|YQZ+17W2aYZ 1)+€n

IN

Z I(Va; Yas) + €

i=1

(8.109)

(8.110)

(8.111)

(8.112)

(8.113)

where (8.109) is due to Fano’s lemma, (8.112) is due to the fact that conditioning

cannot increase entropy, and (8.113) follows from the definition of V5 ; given in (8.96).

We now derive the outer bounds on the equivocation rates starting with user

nRey = HWh|Yy") = HWy) — I(W1;Yy)
= I(Wy;Y") — I(W Y5") + H(W YY)
ST(W3 YY) — T(WY5') + €

=Z (Wi YY) = T(Wh; Yol Yli) + e

= I, Y3 s Vi Yt = T(Y3Y o Yaal Yy W)

=1

— I(Wy, Yy Yo, 2z+1)+I<Y1FI§Y2,Z"Y271'+1:W1)+%
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(8.115)
(8.116)

(8.117)

(8.118)



where (8.116) is due to Fano’s lemma. Using [3]

Z I(Y s Yy wh) = Z (Y Ya,ulY5ly, Wh)

i=1 i=1

in (8.118), we obtain

nRey <3 T(W, Ve s Yial Yimh) — IW3, Y8 Yl Vaiy) + €

i=1

= I(Wy Y Yi ' Y5 ) + 1Y Vi Yy

1=1

— I(Wy; Y2,i|Y27,Li+1a =Y1i71) - [(Yf;l; Y21|anz+1) T €n
Now, using [3]
i=1

Z I(Yy; Y|y = Z I(y7 Y2l Ya'ii1)
i1

in (8.121), we obtain

(8.119)

(8.120)

(8.121)

(8.122)

nRey < Y T(Wy Yy Y5l ) — TWis Yau Yy, Y1) + 6 (8.123)

=1

= D I(Wy Yaa|Uy) — I(Wi; Yau|Us) + €n

i=1

= > I(W1, U YalUs) = I(Wh, Uy Ya,u|Uy) + €n

=1

= ZI(VM; Y1lUs) = I(Vig; YaulUs) + €5

=1

(8.124)

(8.125)

(8.126)

where (8.124) and (8.126) follow from the definitions of U; and V;; given in (8.94)
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and (8.95), respectively. Similarly, we can use the preceding technique for user 2’s

equivocation rate as well after noting that

nRep < H(WalY{", X7) < H(Wa|Yy") (8.127)
which leads to
nRey < > T(Vay YaulUs) = I(Vas; YislUi) + €n (8.128)
=1
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The other bounds on the equivocation rates can be derived as follows.

nRey = HWLYS) < H(W1, Wa|Y7) (8.129)
— H(WAWa, V) + H(Wa[YS) (8.130)
< H(Wi|Wa, ') + €n (8.131)
= T(Wy; Y [Wa) — T(W1; YS! [Wa) + H(Wh|[Wa, YT) + €, (8.132)
< I(Wy; Y |[Wa) — I(W; Y3' (W) + €, (8.133)
= y T(Wy; Yia|Wa, Yi70) = T(Wh; Yo, |[Wa, Yo' ) + €, (8.134)
=1

IV

s
Il
—

TW1, Y3 s Yaal W, Vi) — LW, Y75 Yo [ Wa, Yily) + €l (8.135)

I

s
Il
—

(W Y| Wa, YY1 Y5 ) — T(Whs Yau W, Yy YY) + €, (8.136)

= I(Wi; Y1 Wa, U;) — T(Wy; Yo | Wa, U) + €, (8.137)
=1

= I(Wy, Ui Y1,:|Wa, Us) — I(Wy, Uy Yo, |[Wa, Us) + €, (8.138)
=1

= > IV YialVa) — I(Vis; Yo, Vi) + €, (8.139)

s
I
—

where (8.131) and (8.133) are due to Fano’s lemma, and (8.135) and (8.136) are due

to the following identities [3]

D 0% VW, W, YY) = D (Y Yau W, W, Yily,) - (8.140)
=1 =1
D I YW, Vi) = T Yo W, Vi) (8.141)
=1 =1

respectively. Finally, (8.137) and (8.139) follow from the definitions of U;, V4 ; and Vs,
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given in (8.94), (8.95) and (8.96), respectively. Similarly, we can use this technique
to bound user 2’s equivocation rate after noting that H(Ws|Y]", X7') < H(W,|Y}"),

which leads to

nRey < HWo|YT, X7) < HWa|Y]") <> I(Vay; Yai[Vis) — 1(Vas; YaulVai) + ),

i=1

(8.142)

To express the outer bounds obtained above in a single-letter form, we define
U=JU,;,Vi = Vl,J>V2 = V2,J,X =X, X1 = Xl,J,Yl = YLJ,YZ = Y2,J where J is
a random variable which is uniformly distributed over {1,...,n}. Using these new
definitions, we can reach the single-letter expressions given in Theorem 8.2, hence

completing the proof.
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8.11.2 Proof of Theorem 8.3

The proof is as follows.

Reo < HWa[YT", XT) (8.143)
< T(Wo Y XT) — T(Was Y [XT) + H(Wa|YS', XT) (8.144)
< I(Was Y3'|XT) — I(Was YT XT) + €n (8.145)
< T(Wo 5! XT, YY) + e (8.146)
< (X", Wo V3! [ XT, YY) + en (8.147)
— I(X™ YPIXT, YY) + en (8.148)
S I X YR Y e (3.149)
i—1

< Z H (Yol X1, Y1) — H(Yau| X7, Y Y571 X) + e (8.150)
=1

= z”: H (Y| X1, Y1) — H(Y2,| X1, Y14, Xi) + €, (8.151)
i—1

= i (X35 Y| X146, Y1) + € (8.152)
i—1

where (8.145) is due to Fano’s lemma, (8.148) follows from the fact that given X",
W3 is independent of all other random variables, (8.150) is due to the fact that

conditioning cannot increase entropy, and (8.151) follows from the Markov chains

(}/1,1# }/2,2) — (Xla Xl,i) — (}/11'717 }/22'717 Xiila Xiil) (8153)

Yo — (X, Xui,Y1a) = (Vi X XTa) (8.154)
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Thus, after defining an independent random variable J, that is uniformly distributed
over {1,...,n}, and X = X;,X; = X;,,Y1 =Y, ,, Y, = Y5, we can obtain the

single-letter expression in Theorem 8.3, completing the proof.

8.11.3 Proof of Corollary 8.1

In Propositions 8.1 and 8.2, if we take a — oo, then the secrecy rate in (8.51) can
be shown to be achievable. As a notational remark, H(-) denotes the differential

entropy in this section. We now compute an outer bound for R, » using Theorem 8.3,

Reo < I(X; Y] X4, 1) (8.155)
= H(Y2| X1, Y1) — H(Z,|Zy) (8.156)
< H(X + Zo|Yy) — H(Zs) (8.157)
< H(X + 7 — aY;) % log(27e ) (8.158)
< %log(Qwe)E (X + Zo — aY7)?] — %log(QﬂeNQ) (8.159)
< %log (1—a)’P+a’Ny + Ny) — %log(Ng) (8.160)

where in (8.157), we used the fact that conditioning cannot increase entropy and
that H(Zs|Z1) = H(Z5) due to the independence of Z; and Z,. Equation (8.158) is
again due to the fact that conditioning cannot increase entropy, (8.159) comes from
the fact that Gaussian distribution maximizes entropy subject to a power constraint,

and (8.160) is obtained by using the power constraint on X. Finally, we note that
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(8.160) is a valid outer bound for every a and if we select o as

Q
I

8.161
P+ N ( )

we get (8.51), completing the proof.

8.11.4 Proof of Theorem 8.4

The transmitter uses the joint encoding scheme of Marton [11] and user 1 uses
a CAF scheme [80]. User 2 employs list decoding to find which ¥ is sent. Let
A™(Vy) and A?(V3) denote the sets of strongly typical i.i.d. length-n sequences of
vy and vy, respectively. Let A" (Vi|vq) (resp. A (Va|vy)) denote the set of length-
n sequences Vi (resp. V3) that are jointly typical with vo (resp. vq). Further-
more, let S”(vy) (resp. SI(vy)) denote the set of vy (resp. va) sequences for which

A (V| vy) (resp. A” (Vi|vq)) are non-empty. Fix the probability distribution as

p(v1, v2)p(xfvr, v2)p(u, 1)p(Gr|u, v1, Y1) (8.162)

Codebook generation:

1. Select 2"(V4) v, sequences through

e, if v € S (vy)
[[S2(vi)ll €
p(vi) = (8.163)
0, otherwise
in an i.i.d. manner and index them as v;(wj;, w;, ;) where w; € {1, - ,Q”Ri},
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w; € {1,...,2" ) and [; € {1,...,2"} for i = 1,2. Ry, Ry, L; and R(V;) are

related through

R(V;)=R;+ R+ L;, i=1,2 (8.164)

Furthermore, we set

Li+ Lo =I(Vi; Vi) + ¢ (8.165)

to ensure that for given pairs (wy, w;) and (ws, Ws), we can find a jointly typical

pair (vy(wy, Wy, ly), va(wa, Ws, ls)) for some Iy, ls.

. For each (wy,ws), the transmitter randomly picks (w;,ws) and finds a pair
(V1<w17w17l1)7

vo(we, We, l3)) that is jointly typical. Such a pair exists with high probability
due to (8.165). Then, given this pair of (v, vy), the transmitter generates its

channel inputs through [T, p(x:|vi, v24).

. User 1 generates 2" length-n sequences u through p(u) = [['_, p(u;) and

labels them as u(s;) where s; € {1,...,2f0},

. For each u(s;), user 1 generates onk length-n sequences y; through p(y:|u) =

[T, p(91:|u;) and indexes them as y;(z]|s;) where z; € {1,... ,Z"R}.

. For each u(s;), user 1 generates 2"%o length-n sequences x; through p(x; |[u) =

[T, p(x1.4]u;) and indexes them as x;(;]s;) where t; € {1,...,2"%o}.
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Partitioning:

e Partition 2"% into cells S,, where s; € {1,..., 20},

Encoding:

The transmitter sends x corresponding to the pair (w;,wy). User 1 (relay)
sends x;(t;|s;) if the estimate of yi(i — 1), i.e., Z;_1, falls into Ss, and ¢; is chosen
randomly from {1,... 2"}, The use of many x;(t;]s;) for actual help signal u(s;)

aims to confuse user 2 and to decrease its decoding capability.

Decoding:

a. Decoding at user 1:

1. User 1 seeks a unique typical pair of (yi(i), vi(wy, W14, 1), %x1(ti]s;)) which

can be achieved with vanishingly small error probability if

R(Vi) < I(Vi;Y1|X5) (8.166)

2. User 1 decides that z; is received if there exists a jointly typical pair (y1(z]s;),

v1(i), vi(wy 4, W14, 1), %1(t;]s;)) which can be guaranteed to occur if

R > I(Y;;1|U, X1, 1) (8.167)

b. Decoding at user 2:

1. User 2 seeks a unique jointly typical pair of (y2(i), u(s;)) which can be found
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with vanishingly small error probability if

Ry < I(U;Yy) (8.168)

2. User 2 employs list decoding to decode §1(z;_1|s;—1). It first calculates its

ambiguity set as

L(y1(zi—118i-1)) = {¥1(zi=1]8i—1) * (F1(2i=1]|8i=1), y2(i — 1)) is jointly typical}

(8.169)
and takes its intersection with S;, which results in a unique and correct inter-
section point if

R<I(Yi;Ya|U) + Ro < I(V1,U; Ya) (8.170)
Equations (8.167) and (8.170) lead to the compression constraint in (8.60).

3. User 2 decides that vo(ws,;—1,Ws,—1,l2,-1) is received if there exists a unique
jointly typical pair (vo(wa 1, Wa,—1,l2,-1),y2(¢ — 1), ¥1(Zi—1|8;—1)), which can

be found with vanishingly small error probability if

R(Va) < I(Vy; Yo, Y1|U) (8.171)

Equivocation computation:

We now show that R.; and R, satisfying (8.55)-(8.56) and (8.57)-(8.58) are

achievable with the coding scheme presented. To this end, we treat several possible
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cases separately. First, assume that

Ry > I(Vi; Y| X,) — I(Vi; Yo, Va|Va, U) — I(Vi; V) (8.172)

Ry > I(Vy; Y, Vi|U) — I(Vas Y| Vi, X1) — 1(Vi; V) (8.173)

For this case, we select the total number of codewords, i.e., R(V;),i = 1,2, as

R(V}) = I(V1; V1] Xy) (8.174)
R(Va) = I(Vy; Yo, Y1|U) (8.175)
With this selection, we have
R+ Ly < I(Vy; Ya, Y1 |Va, U) + 1(Vi; Va) (8.176)
Ry + Ly < I(Va; Y1|[Vi, X1) + (Vi3 Va) (8.177)
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We start with user 1’s equivocation rate,

HW|Y3") = H(Wh|Yy', V3!, U™, 1) (8.178)
= H<W1>}3n’%n71>1n‘Un) _H<Y2n7v2n’}>1n’Un) (8.179)

= H(Vy", W, Y5 Vi Y| U™) — H(VP WA, Y5, Ve Y, U™

— H(Yy, V3, Y |u™) (8.180)
= H(VU™) + H(Wq, Y3, Vi YR U™ Vi) = H(VR W, Y Ve Y U™)

— H(Y3, V3", Y |U™) (8.181)

> H(Vln’Un) - [(‘/{L? Y?? V2n> }>1n|Un> - H(‘/ln‘wh }/énv ‘/va }Aflnv Un) (8182>

where each term will be treated separately. First term is

HV'|U") = H(V") = nR(V1) = nl(V1; V1] X3) (8.183)

where the first equality is due to the independence of U™ and Vj*. The second

2nR(V1

equality follows from the fact that V}* can take ) values with equal probability.

The third equality comes from our selection in (8.174). The second term of (8.182)

can be bounded as

IV YR, VR YUY < nd(Vi; Ya, Vo, YVi|U) + ney, (8.184)

using the approach devised in Lemma 3 of [64]. To bound the last term in (8.182), we

assume that user 2 is trying to decode V}* given the side information W; = w;. Since
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V" can take less than 200 (VieVilUVe)+1(ViiVa)) values (see (8.176)) given Wy = wy,
user 2 can decode V" with vanishingly small error probability as long as W = wy

is given. Consequently, the use of Fano’s lemma yields

H(V W, Yy Ve Y7, U™ < e, (8.185)

Plugging (8.183), (8.184) and (8.185) into (8.182), we get

HWL|YSY) > nl(Vi; V1| X)) — nI(Vi; Ya, Y, Va|U) — ne,, (8.186)

= nl(Vi; Y1|X1) — nl(Vi; Y, Y4 |Va, U) = nl (Vi; Vo) — ne,  (8.187)

where (8.187) follows from the independence of (Vi,V3) and U, i.e., I(Vi;WL|U) =

I(V1; Va). Similarly, we can bound equivocation of user 2 as follows,

H(W,|Y", XT) > H(Wo|Y)", X7, V") (8.188)
= H(Wo, V", V"|XT) = H(Y", V{"|XT) (8.189)
= H(Wa, V', V", VM| XT) — H(Vy' [Wao, Y, V', XT) — H(Y{, V' |XT) (8.190)
= H(Vy"|XT) + HWa, Y1", VI'|XT, V5") — H(V3' (W, Y, VI, XT')
— H(Y{", V"|XT) (8.191)

> H(V3'|XT) = T(Va" Y VX)) — H (V' W, Y, Vi, XT) (8.192)
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where the first term is

H(V3'|X]) = H(V3") = nR(Ve) = nl(Va; Yo, i|U) (8.193)

where the first equality is due to the independence of V" and X7, the second equality

27E(V2) yalues with equal probability and the

comes from the fact that V' can take
last equality is a consequence of our choice in (8.175). The second term of (8.192)

can be bounded as

I35 Y VX)) < nd (Vas Ya, VAL X)) + ey, (8.194)

following the approach of Lemma 3 of [64]. To bound the last term of (8.192),

we assume that user 1 is trying to decode V' given the side information Wy = wj.

(I(Va;Y1|V1,X1)+1(Va;V1))

Since V3" can take at most 2" values (see (8.177)) given Wy = ws,

user 1 can decode V' with vanishingly small error probability as long as this side

information is available. Consequently, the use of Fano’s lemma yields

H(V[Wo, Y, V", XT) < & (8.195)

Plugging (8.193), (8.194) and (8.195) into (8.192), we get

H(W,|Y, XT) > nl(Va; Ya, V1|U) — nd(Va; Y1, V1| X1) — ney (8.196)

= nl(Va; Yo, V1|U) — nI(Va; Y1|Va, X1) — nI(Vi; Vi) — ne,  (8.197)
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where (8.197) follows from the independence of (Vi, V5) and Xy, i.e., I(V3; V5| Xq) =
1(Vi; V).

We have completed the equivocation calculation for the case described by
(8.172)-(8.173). The proofs of other cases involve no different arguments besides

decreasing the total number codewords in (8.174)-(8.175). For example, if

Ry < I(Vi;Ya|Xy) — I(Va; Yo, Ya| Vo, U) — I(V4; Va) (8.198)

then we select the total number of codewords for user 1 as

R(Vi) = Ry + I(Vi; Yo, 1|Vo, U) + I(V1; V2) (8.199)

which is equivalent to saying that

R+ Ly = I(Vi; Yo, Y |Va, U) + I(Vi; V3) (8.200)

In this case, following the steps from (8.178) to (8.182), we can bound the equivo-

cation of user 1 as follows,

H(Wh|Yy) = H(VPU™) = TV Y3 Ve VU™ = H(V WAL Y3, Vst Y U

(8.201)
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where the first term is now

H(V'U™) = H(V{") = nR(Vi) = n(Ry + 1(Vi; Y2, Yi|Va, U) + [(Vi; 15)) - (8.202)

where the first equality is due to the independence of V}* and U™, the second equality
is due to the fact that V}* can take at most 2"*"1) values with equal probability and
the last equality is a consequence of our choice in (8.199). An upper bound on the
second term was already obtained in (8.184). The third term can also be shown to
decay to zero as n goes to infinity considering the case that user 2 is decoding V}*

Vi3Y2, Y1 Vo, U)+1(Vi;V2))

using side information W; = w;. Since V}" can take on(I( values

given W = wy, user 2 can decode V' with vanishingly small error probability as

long as this side information is available. Therefore, the use of Fano’s lemma implies

H(VP W, Y3 Vi Y U™ < e (8.203)

Plugging (8.184),(8.202), (8.203) into (8.201), we get

H(WL[Y3Y) > n(Ry + [(Vi; Ya, Va|Va, U) + I(Vi; Vi) — I(Vi; Ya, Vo, Vi|U)
— ne, (8.204)

=nR, — ne, (8.205)

where we used the fact that U and (V3,V3) are independent, i.e., I(Vi;V5|U) =

I(Vi;V3). The other cases leading to different equivocation rates can be proved
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similarly, hence omitted.

8.11.5 Proof of Theorem 8.5

Fix the probability distribution as

p(Ul, Uz)P(ﬂf|Ul, UQ)p(Ul, 351)17(??1 \Ub yl)p(u2> 332)]9(332 |U2a yz) (8-206)

Codebook generation:

1. Select 2"(V4) v, sequences through

e, if v € SP(vy)
1Sz (vi)ll €
p(vi) = (8.207)
0, otherwise
in an i.i.d. manner and index them as v;(w;, w;, ;) where w; € {1, - ,Q”Ri},

w; € {1,...,2"% ) and [; € {1,...,2""} for i = 1,2. Ry, Ry, L; and R(V}) are

related through

Furthermore, we set

Li+ Ly =I(Vy; V) + e (8.209)

to ensure that for given pairs (wy, @) and (ws, W;), we can find a jointly typical
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pair (vy(wy, W1, 1), va(ws, Ws, ls)) for some Iy, ls.

. For each (wy,ws), the transmitter randomly picks (w;,w9) and finds a pair
(vy(wy, w1, 11), vo(we, e, l3)) that is jointly typical. Such a pair exists with
high probability due to (8.209). Then, given this pair of (vy,vs), the trans-

mitter generates its channel inputs through [, p(z:|vii, v2,)-

. User j generates 2" length-n sequences u; through p(u;) = [, p(u;,;) and

labels them as u;(s;;) where s;; € {1,...,2"%.} where j = 1,2.

. For each u,(s;;), user j generates 2" Jength-n sequences y; through p(y;|u;)
= [, p(y;:|u;;) and indexes them as y;(z;;|s;;) where z;;, € {1,... ,2”Rf},

j=12.

. For each u;(s;,), user j generates 2"%0.j length-n sequences x; through p(x;|u;)
=TT, p(xj4]u;;) and indexes them as x;(t;,|s;:) where t;, € {1,...,2"%.i},

j=1,2

Partitioning:

o Partition 2% into cells S;,, where s, € {1,...,2"R0i}, j =1,2.

Encoding:

The transmitter sends x corresponding to the pair (wy,ws). User j sends

X;(tjils5:) if the estimate of y;(i — 1), i.e., 2;, 1, falls into S, and ¢;; is chosen

randomly from {1,..

., 2"} The use of many x;(t;4]s;:) for actual help signal

u;(s;,) aims to confuse the other user and to decrease its decoding capability.
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Decoding:

We only consider decoding at user 1. Final expressions regarding user 2 will

follow due to symmetry.

1. User 1 seeks a unique jointly typical pair of (y1(7), ua(s2,)) which can be found

with vanishingly small error probability if

RO’Q S I(U27Y1|X1) (8210)

2. User 1 decides on §1(z1,]s1.;) by looking for a jointly typical pair (§1(z1,|s1.),

y1(i),u2(s2,),x1(t14|514)) which can be ensured to exist if

Ry > I(Yi;Y4|UL, U, X7) (8.211)

3. User 1 employs list decoding to decode §2(22,;-1|52:-1). It first calculates its

ambiguity set as

L (5’2(22,i—1 |'§27i—1))

= {5’2(22,i—1|§2,z'—1) : (5’2(22,2'—1|§2,i—1)7YI<i - 1)) is jointly typical} (8-212)

and then takes its intersection with S, ; which results in a unique and correct

intersection point if

Ry < I(Yy; Y1|Us, X1) + Roo < I(Ya, Us; V1| X)) (8.213)
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4. User 1 decides that vy (wy 1, W -1,l1,4-1) is received if there exists a unique
jointly typical pair (vi(wii—1,®1,i-1,l,-1),y1(¢ —1),¥2(%22,-1|52,;-1)) which

can be found with vanishingly small error probability if

R(V4) < I(Vy; Y4, Ya| Xy, Up) (8.214)

Equivocation computation:

Similar to the previous proofs, we treat each case separately. Due to symmetry,

we only consider user 1. If the rate of user 1 is such that

Ry > I(Vi; Y1, Y| X0, Us) — I(Vh; Yo, V1| Xo, Vo, Uy) — I(Vi; Va) (8.215)

then we select the total number of codewords as

R(V1) = I(Vi; Y1, Y5 X1, Us) (8.216)
which implies that
Ry + Ly < I(Vi; Yo, V1| X5, Vo, Uy) + 1(Vi; Va) (8.217)
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The equivocation rate can be bounded as follows,

H(WA Yy, X3) > H(Wh|Yy, X5, Y, Vi, UL (8.218)
= H(Wy, Y3, Y7, VR X3, U) — H(Y;, Y, Vi | X3, U7) (8.:219)
= H(Wy, V", Y3, Y, VX5 UY) — H(VR WA, Y3 Y Vs X3, U
— H(Yy", Y, V3| X3, U7) (8.220)
= H(V]| X3, U7) + HW,, Y3, Y7, Vi | X3, U, V)
— H(V W, Y3 Y, Ve, X3 U — HYS Y Ve X, U7 (8.221)
> H(V'| X5, Up) — IV Y Y, Vi | X5, U7

— H(V W, Y3, Y7, Ve, X3, UT) (8.222)

We treat each term in (8.222) separately. The first term is

H(V'|X3,U7) = H(V") = nR(Vi) = nl(Vi; Y1, Ya| X1, Uy) (8.223)

where the first equality is due to the independence of V" and (X7, U), the second

2nR(V1

equality follows from the fact that V;" can take ) values with equal probability

and the last equality is due to our choice in (8.216). The second term of (8.222) can

be bounded as

TV YR YR VXS, U < nl(Vy; Ya, Yi, Val Xo, Uy) + ney, (8.224)

following Lemma 3 of [64]. To bound the last term of (8.222), we consider the case
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that user 2 is trying to decode V" given the side information W; = w;. Since V"
can take 2n((ViY2¥ilXa Va.Un+1(ViiV2) values at most, user 2 can decode V" with
vanishingly small error probability as long as this side information is available.

Hence, the use of Fano’s lemma yields

H (VI W, Y3 Y Ve X5 UT) < e (8.225)

Plugging (8.223), (8.224), (8.225) into (8.222), we get

H(W4|Y3', X3) > nl(Vi; Yi, Yol X1, Uz) — nd (Vi; Yo, Y1, Va| X, Ur) — ne, (8.226)

= nl(Vi; Y1, Ya| Xy, Us) — nl(Vi; Yo, V1| Xo, Vo, Uy) — nI(Vi; Vi) — ne,  (8.227)

where (8.227) follows from the independence of (X», Uy) and (Vi, Va).

For the other case, i.e., if the rate of user 1 is such that

Ry < I(Vis Y4, Ya| Xy, Us) — I(Vi; Ya, V1| Xo, Va, Uy) — I(Vi; Va) (8.228)

we select the total number of codewords as

R(Vy) = Ry + I(Vy; Yo, V1| X2, Vo, Un) + I(V1; Va) (8.229)

and following the same lines of computation, we can show that

H(Wh|Y3, X2) > nRy — ne, (8.230)
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completing the proof.
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Chapter 9
Cooperative Secrecy in Multiple Access Channels with Generalized
Feedback

9.1 Introduction

In this chapter, we consider the effects of user cooperation on the simultaneous
secrecy of multiple users against each other, in a multiple access channel with gen-
eralized feedback (MAC-GF), where users can cooperate via the feedback signals
(see Figure 9.1). Similar to the CRBC, in the MAC-GF also, users cooperate, al-
though, they do not trust each other and consider each other as an eavesdropper.
Our goal is to understand how cooperation and secrecy interact within this channel
model.

We note that MAC-GF has been studied from a secrecy perspective in [86,
87], however, our work differs significantly from these previous works. In [86, 87|
feedback signals, which are available at the transmitters, are not used in the encoding
functions, i.e., the users are not allowed to cooperate. In this work, we allow users to
utilize their overheard information in their encoding functions, and study the effects
of this cooperation on secrecy.

In this chapter, we present two achievable schemes which are based on the

CAF strategy [80]. CAF has been used before in the context of increasing rates
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Figure 9.1: The MAC-GF channel model.

in MAC-GF [88, 89]; here we use CAF to provide secrecy to cooperating users,
and determine achievable equivocation rates. We also present outer bounds on the
achievable equivocation rates. The outer bounds we derive depend only on the
channel inputs and outputs, and hence are easily computable. Finally, we present

numerical results for Gaussian MAC-GF.

9.2 Channel Model and Definitions

The two-user MAC-GF (see Figure 9.1) consists of two input alphabets A, X5 and

three output alphabets ), );,)s. The channel is memoryless and is characterized

by p(y, y1, yo|21, 22).

A (2nf 2nF2 p) code for this channel consists of two message sets W, =

{1, e ,Q"Rl} o = {1, e ,2”R2}, two encoder functions

xl,i:fl (wl,yu,...,yl,i_l), izl,...,n

.Z‘Q’Z‘:fQ (w27y2717...,y272‘_1), 7::]_,...,71

and a decoder function g : Y — W; x W,. The probability of error is defined as
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Pl =Pr(g(Y") # (Wi, Wa)).
The secrecy of each user is measured by the normalized entropy of its message
conditioned on the random variables available at the other user, the other user’s

observation, channel input and message, i.e.,
1 n n 1 n n
EH<WI|Y2 , X3, Ws)  and EH(WQW1 , X1, W)

which will hereafter be called equivocation rates. A rate tuple (Ry, Ry, Re 1, Re2) is

said to be achievable if there exists a (Q”Rl, onftz n) code with lim,_,., P = 0 and

1
lim —H (W |YJ, X5 Wa) > R, (9.1)
n—oo N,

1
lim —H(Wa|Y", X' W1) > Res (9.2)
n—oo N,

Remark 9.1 We note that our coding scheme is different than those in previous
works [86, 87], which also considered secrecy in MAC-GF. In [86, 87], the encoding

functions are restricted to be of the form

fie W, &Y, i=1,2

i.e., the feedback signals that are available at the transmitters are not utilized in the

encoding functions.
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9.3 Achievable Schemes

We present our first achievable scheme in the following theorem. In this achievable

scheme, even though both users receive feedback signals in the MAC-GF, only one

of them, user 1, utilizes the feedback signal in its encoding function and sends a

compressed version of its observation to the main receiver. This achievable scheme

is based on CAF strategy [80].
Theorem 9.1 Rate tuples (Ry, Ro, Re 1, Re2) satisfying
Ry < I(X1; Y, 1|U, X>)

Ry < I(Xo; Y, Y4 |U, X3)

Ry + Ry < I(Xy, X, Y, V1|U)

Rey < min { B = 1(X,: Y2, Yi|U, Xa), Ru }

R&Q S min {Ré — [(XQ,Yl‘U, X1)7 Rg}

where the pairs (R}, Ry) belong to

[ mo<on

R, < R,
Ci (R, Ry) = Ry < I(X;Y N|U, X,)
R, < I(XyY,Y1|U X))
| BRIt Ry < I(X0, Xy Y N|U)
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are achievable for any distribution of the form

p(u)p(@1|w)p(Gi|u, 1, y1)p(x2)p(Y, Y1, y2|71, 2) (9.9)

subject to the constraint

I(Yi:|U, X,) < I(U,Y1;Y) (9.10)

The achievable scheme in Theorem 9.1 corresponds to a special case of the

achievable scheme given in Theorem 9.2.

Remark 9.2 The achievable region given in Theorem 9.1 can be enlarged by using
the channel prefizing technique introduced in [3]. In Theorem 9.1, we did not use
channel prefizing for the clarity of presentation. If we want to use it, we need to

replace all occurrences of X1 (resp. Xo) with Vi (resp. Vi), and change the joint dis-

tribution in (9.9) to p(u)p(vi|u)p(ziv)p(Fi|u, vi, y1)p(v2)p(z2|ve) P(Y, Y1, Y2|T1, T2).

Remark 9.3 In (9.9), we condition Y, on X; because user 1’s feedback signal can be
correlated with X,. The conditioning on X, in (9.10) is for the same reason as well.
By these conditionings, we implicitly assume that, if the feedback signal of user 1 has
a self-interference term, user 1 cancels it out. If user 1 does not want to cancel it
out hoping that this may increase the achievable region, then the pdf in (9.9) and the
constraint in (9.10) should be replaced with p(j|u, ) and I(Yy;Y1|U) < I(U,Y1;Y),
respectively. Both choices are optional, and neither of them provides an achievable
region that includes the one provided by the other. For a similar discussion, please
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see Remark 2 of [83].

Remark 9.4 If we disable user cooperation via setting U = Vi = @, the achievable

rate region for the pairs (Ry, Ry) reduce to the capacity region of the MAC [22].
Remark 9.5 If we set U = X; = Vi=Y, = ¢, then the channel becomes a wire-tap

channel, and the achievable rate region reduces to

Reo <min{I(Xy;Y) — I(Xy; Y1), Ra} (9.12)

which, after channel prefizing, becomes the same as the one in [3].

Remark 9.6 If we disable the assistance of user 1 by setting U = Vi = @, then we

have the following achievable region

R < I(X1:Y]Xy) (9.13)

Ry < I(X2:Y]X)) (9.14)
Ri+ Ry < I(X1, X Y) (9.15)
R.1 < min{R, — I(X;Ys|X2), Ry} (9.16)
Res < min{R) — I(Xs;Y1|X1), R} (9.17)
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where the pairs (R}, Ry) belong to

R < R
Ry < R,
Ry < I(Xa:Y]X))
R+ Ry, < I(Xy,XpY)
for any distribution of the form
p(z1)p(z2)p(Y, Y1, Yo |21, 22) (9.19)

which, after channel prefizing, becomes the same as the one in [86], where feedback

signals are not utilized in the encoding functions.

Remark 9.7 If we disable the confidential messages of user 1 by setting U = Xy, the
channel model becomes a relay channel with secrecy constraints, and the achievable

region reduces to

Ry < I(X:Y, V1] X4) (9.20)

Rea < min { 1(X5; Y, V1| X1) = 1(Xa: Vi| X1), Ra | (9:21)
for any distribution

P(iUl)p(Ql |l’1, yl)p(x2>p(y7 Y1, Y2 ’951, 332) (9-22)
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subject to the constraint

[(Y1§Y1|Xl) < [<X17}>1;Y) (9.23)

which was proposed in [74].

We state our second achievable scheme in the following theorem. In this achiev-
able scheme, both users utilize the feedback signals they receive in their encoding

functions, and send compressed versions of their observations to the main receiver.

Theorem 9.2 Rate tuples (Ry, Ro, Re 1, Re2) satisfying

Ry < I(X1; Y, Y1, V3| Uy, Uy, X3) (9.24)

Ry < I(Xy; Y, Y1, Ya Uy, Uz, X)) (9.25)

Ry + Ry < I(X1, X2:Y, Y1, Ya|Up, Us) (9.26)
Re, < min {R’l (X0 Yo, Vi|UL UQ,XQ),Rl} (9.27)
R. < min {Rg (X Ya, Va|UL UQ,Xl),RQ} (9.28)

where the pairs (R}, Ry) belong to

( 3
R < R,
Ry < Ry
CQ (Rl,RQ) - Rll S ](XI;K}A/IJ}A/Z‘UhUQ?XQ) <929)

=
IA

](XQaK}A/laY/ﬂUh U27X1)

=R
+
=R
IA

I(X17X2; Y7}A/17Y/2|U17 U2) ]
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are achievable for any distribution of the form

p(u1)p(ey[ur)p(91|ur, 1, y1)p(ue)p(z2|ug)p(Ga|ug, T2, Y2)p(Y, Y1, Yol21, 2)  (9.30)

subject to the constraints

[(YIEYI|U1>X1> < I(U17Y1§Y‘U2) (931)
I(%;YQ‘Uzaxz) < [(UZ,YQ;Y‘Ul) (9.32)
(V3 ViU, X3) + I(Ya; YalUs, Xo) < I(Uy, Us; YY) + I(Y3; Y |Uy, Us)

+[(3A/2;Y|U1,U2) (9.33)

The proof of Theorem 9.2 is given in Appendix 9.7.1.

Remark 9.8 Remarks 9.2 and 9.3 apply to Theorem 9.2, as well. As in Remark 9.3,
if users do not want to cancel their own signals out from their observations while
compressing, the conditioning of Y1 (resp. 372) on Xy (resp. Xo) and conditionings
on the left hand sides of inequalities (9.31), (9.32), (9.33) on X1, Xs should be

removed.

Remark 9.9 In Theorem 9.2, the receiver jointly decodes Uy, U, which, as seen in
(9.83), results in a sum constraint on the qualities of the observations sent to the

recelver.

Remark 9.10 If we set Uy = Yy = ¢ i Theorem 9.2, we recover Theorem 9.1.
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9.4 Outer Bound

We now present an outer bound on the equivocation rates. This outer bound de-

pends only on the channel inputs and outputs, and hence is computable.

Theorem 9.3 The equivocation rate pairs (Re, Re2) are contained in the union of

Re,l S -[(X17}/1aY|X27}/2) (934)

Re,2 S I(X27)/2;Y|X17}/1> (935)

where the union is over all p(x1,xs).

This bound is obtained by considering the best possible scenario for each user, e.g.,
the bound for user 1 assumes that user 2’s observation is made available to the main

receiver. The proof of Theorem 9.3 is given in Appendix 9.7.2.

9.5 Gaussian Channels

A Gaussian MAC-GF may be described by [86]:

Yii=X,,+ X0+ 21, (9.36)
Yo, =X+ Xo; + 2y (9.37)
Yi=X1:+Xo,+ 2 (9.38)
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where Zy; ~ N (0, N1),Zs; ~ N (0,N2),Z; ~ N (0,N) and are all i.i.d. In addi-

tion, we have the following power constraints

1 n
Y EX},) <P (9.39)
n b

=1
1 & )
— E E[X2 Z] <P (9.40)
n b

=1

In Section 9.5.1, we present results on degraded channels. This section is
designed to identify cases where the use of feedback signals in the encoding, i.e., co-
operation, is needed for positive secrecy rates. In Section 9.5.2, we present achievable
regions for Gaussian channels with some particular selections for random variables

involved in Theorems 9.1, 9.2.

9.5.1 Degraded Channels and Implications

We first note that, for a given channel p(y, y1, y2|z1, ¥2), depending on whether the
feedback signals are used in the encoding or not, we obtain different n-letter joint
distributions p(wy, ws, 7, x5, yt, y5, y™), and observe different characteristics. In
this section, we focus on MAC-GF's where the feedback signals are not used in the
encoding functions, e.g., [86, 87]. For such channels, we have the following outer

bound.

Theorem 9.4 The equivocation rate pairs (Re1, Re2) of MAC-GFs where feedback
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signals are not used in the encoding functions, are contained in the union of

Ret < I(X1;Y|X,, Y2) (9.41)

Re,2 S [(XQ,Y|X1,1/1) (942)

where the union is over all p(x1,x2) = p(x1)p(z2).

The proof of this theorem is similar to the proof of Theorem 9.3, and hence, is

omitted. Motivated with this outer bound, we define degradedness.

Definition 9.1 If the channel satisfies the Markov chain X; — (Xs,Y3) — Y

(resp. Xo — (X1,Y1) = Y), then it is said to be type-I (resp. type-11) degraded.

Theorem 9.4 together with Definition 9.1 implies the following.

Corollary 9.1 If the channel is type-I (resp. type-1I) degraded, then we have R, ; =

0 (resp. Re2=0).

Corollary 9.1 can be specialized to degraded Gaussian channels.

Corollary 9.2 For Gaussian channels with Z = Zy + Z' (resp. Z = Zy+ Z'), we

have R.o =0 (resp. Re1 =0) where Z' ~ N (0, N') and independent of Z1, Zs.

The following lemma is from [86].

Lemma 9.1 All channels having the same marginal distributions

p(yil71, 22), (2|21, T2), P(Y|T1, T2) (9.43)
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as the original channel have the same capacity-equivocation regions.
We are now ready to consider the broader class of stochastically degraded channels.

Definition 9.2 A channel is said to be stochastically type-I degraded, if its con-
ditional marginal distribution p(y|x1,x2) is the same as that of a type-I degraded

channel, i.e., there exists a distribution p'(y|ys, x2) which satisfies

p(y|z1, 22) ZP Yol w1, 22)p' (Yly2, 2) (9.44)

Stochastically type-II degradedness is defined similarly.
Using Lemma 9.1, we have the following corollary.

Corollary 9.3 If a channel is stochastically type-I (resp. type-1I) degraded, then

we have R.1 =0 (resp. R.o =10).

In Gaussian MAC-GFs, stochastically degradedness is characterized by receiver

noise variances, as stated next.

Corollary 9.4 For Gaussian channels, if Ny < N (resp. No < N), then R.y =0

(resp. Re1=0).

This corollary follows from Lemma 9.1 and Theorem 9.4.

To sum up, in this section we showed that, for Gaussian MAC-GF, if the
feedback signals are not utilized in the encoding functions and if Ny < N (resp.
Ny < N), then R.; = 0 (resp. R.2 = 0). However, if the feedback signals are
utilized in the encoding functions, then we may have positive secrecy rates for both
users as will be shown next.
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9.5.2 Achievable Schemes for Gaussian Channels

We now provide achievable regions for Gaussian MAC-GF. The following proposi-

tions characterize achievable regions using Theorems 9.1, 9.2 with certain selections

1

for the involved random variables. We define C(z) = 35 log(1 + z).

Proposition 9.1 For any a =1—« € [0,1], rate tuples (R, Re, Re1, Re2) satisfy-

mg

P
R <R, < C(aﬁl)

Ry < R, < C(P2N+N1+NC)

N (Ny + N,)

_Pl N+N1+Nc 07P1P2
R+ R, <C(arl+P
R (O‘N+ 2N(N1+Nc)+N(N1+NC))

are achievable, subject to the constraint

N> —B + /% + 40y
= 20

where

QZOépl
ﬁ:PQ[(QOé—l)Pl—N—Nl]—Nl[(]_—QOZ)Pl—f—N]

’}/:(P2+N1)[N1(0_5P1+P2+N)+P2(5[P1+N)]
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Proof: This region is obtained via direct calculation of the rates in Theo-
rem 9.1 with the following selection of the random variables: Xy ~ N(0, P,),U ~
N(0,aP,), U ~ N(0,aP;) and X; =U + U'. Vi=Yi—-X\+2Z.=Xo+ Z, + Z.
where Z,. is the compression noise with distribution Z, ~ N (0, N.). X5, U’, Z. are

all independent. O

Proposition 9.2 For any (o‘z =1l-a,f=1- B) € [0,1]x[0, 1], rate tuples (Ry, Ry,

Rei, Re2) satisfying

N+ Ny+ N
<R < P 9.51
Rl_Rl_C(‘)‘l N2+Nc2> (95D
- N+ N+ N,
Ry < R, < (J(ﬁp2 Tt 1) (9.52)
N+ No+Neo 5 N+ N+ Ney
R+ R, < C|aP = + 3P ’
1R (O‘ YN + Noo) PN, + Noy)
_ > N+ N1+ Negp+ N+ Neo
+ P, P. . : 9.53
Oéﬁ 142 N(N1+N071)(N2+N572> ) ( )
. P1
Rey <min< R} - C , Ry (9.54)
“N
. / 7P2
Reo <mins R, — C( — |, Ry (9.55)
1
are achievable, subject to the constraints
_ 244
260, ’
— Vi 46
Ba + /B3 + 4037, < N, (9.57)
20,
P2—|—N1 P1—|—N2) ( OéPl—f—BPQ )
1+ 1+ <1+ 14+ws) | 1+ =
( Nea ) ( Neo < ) 2) aP + B8P+ N
(9.58)
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where

0, = aPy
0, = P,

By = aPy(BPy+ Ni) + (BP5)? — (Py+ Ny )(BP, + aPy + N)
By = BPy(aPy + Ny) + (aPy)? — (P, 4+ Na)(aPy + BP, + N)
Y1 = (Py+ Ny) ((@P + N)(BP, + Ny) + BPoNy)

Yo = (Pl +N2) ((BPQ —|—N)(O_ép1 +N2) +O_KP1N2>

B (aPy)”
e @P1(6P2 + N+ Ny + Neo) + (BPQ + N)(Ny + N)
. (37’

" BPy(aP+ N+ Ny + Noy) + (aPr + N)(N; + Ney)

Proof: This region is obtained via direct calculation of the rates in Theo-
rem 9.2 with the following selection of the random variables: Xy = Uy+U;, where Uy ~
N(0, BP), Uy ~ N(0, BP,); X1 = Uy + Uy where Uy ~ N(0,aP;), Uy ~ N(0,aP);
171 =Y - X1+ 2.1 = Xo+ Zy + Z.) where Z.; is the compression noise with
distribution Z,; ~ N(0, Nuy) Yo = Yo — Xy + Zey = X1 + Zo + Zey where Z, is the
compression noise with distribution Z.» ~ N (0, N.2); and Uy, Uy, Uz, U}, Ze1, Ze
are all independent. O

Graphical illustrations of Propositions 9.1, 9.2 are given in Figures 9.2, 9.3,
9.4. In all these figures, we use P, = P, = 50. In Figure 9.2, equivocation regions
are plotted for Ny = 0.75, N, = 1.25, N = 1. Since N; < N, if cooperation is not

allowed for this channel, we have R.o = 0. Due to user cooperation, we have a
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Figure 9.2: The equivocation regions given in Propositions 9.1,9.2.
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Figure 9.3: The equivocation region given in Proposition 9.2.
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positive secrecy rate for user 2. If Proposition 9.1 (i.e., one-sided cooperation) is
used, then we provide a positive secrecy rate for user 2 at the expense of the secrecy
of user 1. However, if Proposition 9.2 (i.e., two-sided cooperation) is used, then
user 2 can have positive secrecy without any cost, i.e., without any decrease in the
secrecy of user 1. For both propositions, maximum secrecy rate for user 2 is achieved
if user 1 does not transmit any confidential messages and acts as a relay for user 2.
In Proposition 9.1, the maximum secrecy for user 1 is achieved when user 1 does
not help user 2, and in Proposition 9.2, the maximum secrecy for user 1 is achieved
when user 2 does not transmit any confidential messages and acts as a relay for user
1.

Secondly, we consider a case where neither user can achieve positive secrecy
rates without cooperation, i.e., Ny < N, Ny, < N. We select the parameters as
N1 =0.75,Ny = 0.75, N = 1. As we see in Figure 9.3, both users are able to have
positive secrecy rates through cooperation. Again, in this case as well, the maximum
secrecy rate for each user is obtained when the other user acts as a pure relay.

Finally, we consider a system with Ny = 1.25, Ny = 1.25, N = 1, where we can
have positive secrecy rates for both users without cooperation. We observe from

Figure 9.4 that user cooperation increases the achievable secrecy rates.

9.6 Conclusions

In this chapter, we consider MAC-GF to study the effects of cooperation on secrecy.

In particular, we provide an achievable secrecy rate region by using a CAF-scheme
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Figure 9.4: Comparison of equivocation regions with and without cooperation.

and evaluate this achievable scheme for some Gaussian channels. Through numerical
illustrations, we show that, thanks to cooperation, both users can have secure com-
munication with the receiver, although this is not possible if users are not allowed to
cooperate. Hence, similar to the broadcast setting we study in the previous chapter,
for the multiple access setting also, there is a synergy between user cooperation and
secrecy in the sense that user cooperation can improve secrecy. We finally note that

this synergy can be created only by using an appropriate cooperation strategy.

9.7 Appendix

9.7.1 Proof of Theorem 9.2

We now prove Theorem 9.2. We again show the achievability in two parts. First, we

show that any rate pair (R, Ry) satisfying (9.24)-(9.26) subject to the constraints in
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(9.31)-(9.33) are achievable. Then we show that for any rate pair (Ry, R2), equivo-

cation rates (R}, Ry) in (9.27)-(9.28) are achievable. Fix the probability distribution

p(u1)p(@1 [ur)p(91|ur, 21, y1)p(ug)p(z2|ug) p(Ga|ug, T2, Y2)D(Y, Y1, Yol21, 2)  (9.59)

Codebook generation:

User 1:

e Generate 2"1 u; through p(u;) = [[;_; p(u1,) and index them as u;(s1;)

where 51, € {1, ..., 2nHoa }

e For each u;(s1;), generate 2" x; through p(xi|w) = [, p(x1,|ui,) and

index them as x;(wy ;]$1,;) where wy; € {1, . ,2"31}.
e For each u;(sy;), generate ont y1 through p(yi|wi) = [, p(91,i|u1,) and

index them as y1(214|s1;) where z;; € {17 o 727LR1}.

User 2:

User 2 generates its own codebook through the same steps wasuser 1, only

difference is that all of the subscripts 1 should be replaced with 2.

Partitioning:

User 1 partitions ok into 2070 cells and user 2 partitions onfz into ko

cells.

Encoding:
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e User 1, upon receiving y;(i — 1), decides on which 2 ;_; is received by looking
for a jointly typical pair (§1(21,-1]51,i-1), ¥1(¢ — 1), X1 (w1,-1]51,i-1), w1 (51,i-1))

which is ensured to occur if the constraint

(Y V| X0, Uy) < By (9.60)

is satisfied. Assume 2 ,;_; falls into S, ,, then user 1 sends x;(wy ;|s1,)-

e User 2, upon receiving ys(i — 1), decides on which z,,;_; is received by looking

for a JOll’ltly typlcal pair (5’2(22,1'71\82,171), Yo (’l — 1), X9 (U)Q’ifl‘SQ’i,l), 112(8272',1))

which is ensured to occur if the constraint

](Y2;Y2|X2, Uy) < Ry (9.61)

is satisfied. Assume 25,1 falls into S, ,, then user 2 sends xo(ws;|S2,)-

Decoding:

e Receiver first decodes (uy(s1,), u2(s2;)) jointly which can be done with van-

ishingly small error probability if

R(),l S ](Ul; Y’UQ) (962)
RO,Q S [(UQ, Y’Ul) (963)
R071 -+ R072 S [(Ul, UQ; Y) (964)

498



e Receiver list decodes y1(z1,-1) and ya(z2,-1), separately. It first forms its

ambiguity set for z; ;-1 as

5(21,1'—1)

= {211 (V1(21i-1]516-1), ¥(1), wi(s1,i-1), ua(s2,-1)) is jointly typical}

(9.65)

and intersects with S, ; which has the correct and unique intersection point if

Rl S RO,l + I(Yl;Y|U1, Ug) (966)

Similarly, to decode 25,1 reliably, we need the following condition

RQ S Ro’g -+ I(}A/Q, Y|U1, Ug) (967)

e Receiver finally decodes w; ;_1 and wq,;_; jointly which can be done with van-

ishingly small error probability if

Rl S ](Xl;}/J}A/la}A/Q|U17U27X2> (968)
Ry < I(X2; Y, Y1, Yo|Uy, U, X1) (9.69)
Ry + Ry < I(Xy, X2, Y, Y1, Ya|Uy, Uy) (9.70)

Compression constraints:
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As of now, we described encoding and decoding procedures. Before starting
the equivocation calculations, we derive the compression constraints given in (9.31),

(9.32) and (9.33). First, using (9.60) (resp. (9.61)) in (9.66) (resp. 9.67), we get

(Y3 Y1) X1, Uy) < Roy + I(Yy; YU Us) (9.71)
[(572;3/2|X2,U2) < Ro,2+[(3>2;Y|U1,U2) (9.72)

Next, using (9.62) and (9.63) in the equations above, we get

I(Y1;Y1|X1,U1) < I(Ul,Yl;Y|U2) (9.73)
1(Yy: Ya| Xy, Up) < I(Us, Yo: Y |UY) (9.74)

Finally, the last constraint in (9.33) can be obtained as follows

](?1;Y1|X1,U1)+I(Y/2;Y2|X2,U2)

< Roy + Roa + I(Yy; Y |UL, Us) + I(Ye; Y|UL, Un) (9.75)
< I(Uy, Uy Y) + I(Y3; Y| UL, Us) + I(Ya; Y| UL, Us) (9.76)

where we used (9.64).

Equivocation computation:

We now compute the equivocation rates. Since the computation of user 2’s

equivocation rate follows from the symmetry, we only present the computation for
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user 1. We assume that the following

R, — I(X1: Y5, Y1|Uy, Uy, X3) > 0 (9.77)

otherwise the equivocation rate is zero. The cases

R, — I(X1:Ya, Vi|Uy,Up, X5) < Ry and R, — I(X1:Ya, Vi|Uy, Uz, X3) > R,

(9.78)
will be treated separately. First assume that
Ry — I(X1; Yy, Yi|U1, U, X5) < Ry (9.79)

is satisfied for any admissible R}. In this case, we expand the codebook as follows:

/ . ~
Generate 2™ x; for each u;(s;;) and index them as x; (W ;|s1;) where
b 7/1’ b

wl,i = (wl,i7 lz) (980)
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and wi; € {1,...,270} 0 e {1,...,2"(Fi-R)L Start with the definition

nR.1 > H(Wh|Yy, X5, W) (9.81)
= H(W|Yy", X3) (9.82)
> H(Wi|Ys', Uy, Uy, X3, Y7 (9.83)
= H(Wy, Yy, YUY, Uy, X3) — H(Y], YT\ UY, Uy, X7) (9.84)

= H(X], W0, Y3, YUY, Uy, X3) — H(XT W, Y3, Yy U, Uy, X3

— H(Yy", V' |UT, Uy, X3) (9.85)
= H(X7|UP, Uy, X3) + H(Wy, Y, Y |UT, Ug, X5, XT)

— H(X7 Wy, Y3, Y, U U X3) — H(Y; YR U, U, X3) (9.86)
> H(XT|UY, Uy, X35) — I(XT; Y3, Y7 UL, Uy, X3)

_H(melv}én?}}lnv[]l?l’(]gv)(g) (987)

where (9.82) is due to the Markov chain Wy — (X7,Y5") — W; and (9.83) follows
from the fact that conditioning cannot increase entropy. Each term in (9.87) will be

treated separately. The first term in (9.87) can be expressed as

H(XTP|UY, Uy, X3) = H(XT|UT) = nR) (9.88)

where the first equality is due to the fact that X} and (X7, U}) are independent,

and the second one follows from the fact that given UP = u;, X7 can take 2"
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values with equal probability. The second term in (9.87) can be bounded as

I(XT Y YR\ Ur, U, XY < nd(Xy; Ya, Yi|Uy, Us, Xo) + €, (9.89)

because of the fact that the channel is memoryless and the codewords are generated
in an i.i.d. manner. To bound the last term in (9.87), assume that user 2 is trying
to decode X7 using Y5, }A/l”, W, as side information. Since given Wy = wy, X7’ can
take 2n(R1—R1) < onl(X1Y2¥1lUnU2.X2) yalyes, user 1 can reliably decode X™, hence we

have

H(X7 Wy, Y3, Y7, U, Uy, X3) < ey (9.90)

due to Fano’s lemma. Therefore, we have

Rey < Ry — I(X1; Y, V|Uy, Uy, X)) (9.91)

as an achievable equivocation rate if (9.79) is satisfied.

Now assume that there exists at least one R} in the achievable region such

that

Ry — I(Xy; Yo, Y1|UL, Uz, Xo) > Ry (9.92)

2TL<R1+I(X1;Y27Y1‘Ul,UQ,XQ))

is satisfied. In this case, generate x; for each uy(s;;) and
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index them as x; (0 ]$1,;) where

Wy, = (w4, 1) (9.93)

and wy; € {1,...,2"f} [, € {1,... 2nU(X¥elUnU2X2) 1 - Uging previous analysis,

we have

nRe.y > H(XMUP, U, X3) — [(X Y9, Y UR, UR, X3)

— H(X}7|Wh, Y3, Y, U, Uy, X3 (9.94)

where the first term is

H(XM U, UR, X3 = H(X|UP) = nRy + nl(Xy; Ya, Y1|Ur, Us, Xo) (9.95)

where the first equality is due to the fact that X} is independent of (U}, X})

and the second equality is due to the fact that given U] = wu;, X7 can take

or(Ri+1(X1¥2 V11U0U2.X2)) yalues with equal probability. Moreover, the last term in

(9.94) can be bounded as

H(X7 Wy, Y3, Y9, U, Uy, X3) < ey (9.96)

because user 2 can decode X7 using its observation and side information W; due to

the fact that given Wy = wy, X7 can take 2™ (X13¥2,1|U1,U2,X2) yalyes. Therefore, we
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have

Req < Ry + I(X1; Yo, Vi|Uy, Uy, Xo) — I(X1; Yo, Vi |UL, Us, X5) = Ry

as an achievable equivocation rate if (9.92) is satisfied.

9.7.2 Proof of Theorem 9.3

We now prove Theorem 9.3. We start with the first user as follows

nR.1 = H(Wh|Yy', X5, W)
= H(W|Y;', X3)
— H(VAIXD) — 1073 YP1X3)
= I(W; Y"|X3) — I(Wy Y3' | X3) + H(WA[YS, X3)
< T(Wi YU XE) = T(Ws Y| XS) + en
< I(Wi Y'Yy, X3) + en
< I(XT, Wi YUYS, X9 + en
= I(XT;Y')Y5', X3) + I(W YU |YS', X5, XT) + en
= I(XT5 YY), X3) + en

= (Y XYL XP YY) e,

=1

- Z H(Y;‘Y;a X2nv Yi_l) - H(Y;|Y2n’ XS’X?> Yi_l) + €n

i=1

<Y H(Yi|Ya, Xp5) — HY;|YS, X3, X7 Y7 Y1) + €

i=1
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where (9.98) is due to the Markov chain Wy — (X7,Yy") — Wy, (9.102) is due
to Fano’s lemma, (9.106) is due to the fact that given X7, W; is independent of
all other terms, and (9.109) follows from the fact that conditioning cannot increase

entropy. Now, consider the following Markov chains

(Yi_la X;_17 Xi_l) — (Xl,ia XZ,iJ }/1,1'7 nﬂ) — }/; (9110)

(Y, X5, XTi) = (X1, Xo4, V1, Ya,) = Y) (9.111)

where the first one is due to the memoryless property of the channel and the second
one is due to the fact that correlation induced between current output, i.e., Y;, and
future inputs, i.e., (X;Hl,X{le) can be resolved by conditioning on (Y3, Y2,).

Hence, using these two Markov chains, we have

nRey < ZH<Yz‘|Y2,v;7X2,z') — H(Y;|Y2;, Xo4, X1, Y1) + €n (9.112)
i=1

= ZI(XM, Y1 Yil Yo, Xog) + €n (9.113)
i=1

Similarly, we can obtain the following bound for the second user

nlRey < ZI(Xz,uYQ,ﬁ Yz"Yu,Xl,i) + €n (9.114)

i=1

These bounds can be single-letterized to obtain the bounds in Theorem 9.3; com-

pleting the proof.
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Chapter 10
On Compound Wiretap Channels

10.1 Introduction

In this chapter, we study the compound wiretap channel. The compound wire-
tap channel can be defined in two alternative yet equivalent forms: The compound
wiretap channel consists of a user and an eavesdropper, where there are a finite
number of channel states determining the channel transition probability distribu-
tion, see Figure 10.1. The channel state is fixed during the entire transmission and
known at the receivers, but not at the transmitter. The goal of the transmitter
is to ensure a perfect secrecy rate irrespective of the channel state realization. In
the second equivalent description, see Figure 10.2, the compound wiretap channel
consists of a group of users and a group of eavesdroppers, where the transmitter
sends a common confidential message to the users while keeping all eavesdroppers
ignorant of this message. Regarding each channel state as a user and eavesdropper
pair, the equivalence of two definitions is clear. In this chapter, we adopt the second
interpretation.

The compound wiretap channel is first studied in [90, 91], which consider the
parallel wiretap channel with two sub-channels where each sub-channel is wiretapped
by a different eavesdropper. Recent works on compound wiretap channels are [24,

25, 38, 54, 92-94]. Reference [92] studies the fading wiretap channel with many
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Figure 10.1: The compound wiretap channel defined in terms of channel uncertainty.

Legitimate users

Eavesdroppers

Figure 10.2: The compound wiretap channel defined in terms multicasting a common
confidential message.

receivers, [24, 25, 54] consider the transmission of a common confidential message
to many legitimate receivers in the presence of a single eavesdropper. Reference [38]
considers the general discrete memoryless compound wiretap channel and provides
inner and outer bounds for the secrecy capacity. Moreover, [38] establishes the
secrecy capacity of the degraded compound wiretap channel as well as its degraded
Gaussian MIMO instance. Another work on the compound wiretap channel is [94]
where the secrecy capacity of a class of non-degraded Gaussian parallel compound
wiretap channels is established.

A recent work [93] studies the two-user one-eavesdropper compound wiretap

channel, and obtains a lower bound for its secrecy capacity. The achievable scheme
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in [93] uses indirect decoding [13] and Marton’s inner bound for discrete memoryless
broadcast channels [11]. This lower bound is the best achievable secrecy rate for the
two-user one-eavesdropper case. In particular, it provides a strictly better achievable
secrecy rate than the previous achievable secrecy rate in [38], which corresponds to
an extension of the Csiszar-Korner achievable scheme in [3] to a compound setting.

Here, we first provide a new achievable scheme which is potentially better than
this best known lower bound in [93], i.e., the secrecy rate our scheme can provide is
always as large as the secrecy rate that the achievable scheme in [93] can provide.
Similar to [93], our achievable scheme also uses indirect decoding [13] and Marton’s
inner bound [11]. However, the difference between our achievable scheme and the
one in [93] comes from the equivocation computation. In particular, at a certain step
of the equivocation computation in [93], joint conditional entropy of two random
variables is upper bounded by conditional individual entropies, and the proof is
concluded. Here, we compute the equivocation rate without using this potentially
loose outer bound, which gives us a potentially better achievable scheme than the
one in [93].

We next consider the two-user one-eavesdropper Gaussian MIMO compound
wiretap channel and obtain an achievable secrecy rate for it by using DPC [12] in the
achievable scheme we already provided. We address the tightness of the resulting
achievable secrecy rate by showing that it can achieve at least half of the secrecy
capacity. We also consider a special class of two-user one-eavesdropper Gaussian
MIMO compound wiretap channels, where the eavesdropper is degraded with respect

to one of the two users. We obtain the secrecy capacity of these channels.
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10.2 Channel Model and Definitions

We study the two-user one-eavesdropper discrete memoryless compound wiretap
channel, see Figure 10.3, with a transition probability p(y1,y2, z|z) where z € X
is the channel input, y; € Y; is the jth user’s observation, and z € Z is the
eavesdropper’s observation. We consider the scenario where the transmitter sends a
common confidential message to both users, which needs to be kept perfectly secret
from the eavesdropper.

An (n, 2"%) code for this channel consists of one message set W = {1,..., 2"}
one encoder at the transmitter f, : WW — X", and one decoder at each user g;,, :

Vi — W, j =1,2. The probability of error is defined as

Pe,n = ]Hzl%)é: Pr [g]m(fn(W)) 7£ W] (101)

)

where W is a uniformly distributed random variable in . We measure the secrecy
of the message W by its equivocation rate at the eavesdropper (1/n)H(W|Z") [2, 3].

A perfect secrecy rate R is said to be achievable if there exists an (n, 2"%) code
which has lim,,_,o P, = 0, and

lim l[(W; Z") =0 (10.2)

n—oo M

The secrecy capacity Cg is defined to be the supremum of all achievable perfect

secrecy rates.
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p(yalz)

p(z|x)

Figure 10.3: The compound wiretap channel with two legitimate users and a single
eavesdropper.

10.3  An Achievable Secrecy Rate

Here, we revisit the existing achievability results for two-user one-eavesdropper dis-
crete memoryless compound wiretap channels, and provide a potentially higher
achievable secrecy rate than the best known achievable secrecy rate given in [93].
The first achievable scheme for discrete memoryless compound wiretap channels is
proposed in [38]. This achievable scheme can be viewed as an extension of the
Csiszar-Korner achievable scheme for discrete memoryless wiretap channels [3] to
compound wiretap channels. The achievable secrecy rate in [38] is stated in the

following theorem.

Theorem 10.1 ([38, Theorem 1)) The secrecy capacity of the two-user one-
eavesdropper discrete memoryless compound wiretap channel is lower bounded as

follows

Cs > max min [(U;Y;) — I(U; Z) (10.3)

T U=X—(1,Y2,2) j=1,2
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This inner bound is strictly improved in [93], where a new achievable scheme is
proposed by using indirect decoding [13] and Marton’s achievable scheme for discrete
memoryless broadcast channels [11]. This achievable secrecy rate is stated in the

following theorem.

Theorem 10.2 ([93, Theorem 1)) The secrecy capacity of the two-user one-
eavesdropper discrete memoryless compound wiretap channel is lower bounded by

the maxzimum of R satisfying

R < I(Vo, Vi: Ya) — I(Vi, Vi; 2) (10.4)

R < I(Vo,Va; Ya) = I(Vo, Va3 Z) (10.5)

for some (Viy, V1, Vo) such that (Vy, V1, Vo) = X — (Y1,Y52, Z), and

I(V1,Va; Z|Vo) + 1(Vi; Va|Vo) < I(Vi; ZIVo) + 1(Va; 2] Vo) (10.6)

We now provide a new achievable secrecy rate for two-user one-eavesdropper
discrete memoryless compound wiretap channels. This new achievable scheme is
similar to the achievable scheme given in Theorem 10.2 in terms of the techniques
used. In particular, this new achievable scheme also uses indirect decoding [13]
and Marton’s inner bound for discrete memoryless broadcast channels [11]. The
only new ingredient in the achievable scheme we provide here as compared to the
achievable scheme in Theorem 10.2 is the way we compute the equivocation rate.

In particular, while computing the equivocation rate in the proof of Theorem 10.2,
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one needs to show the following

1
lim —H (V" VW, Vi, Z") = 0 (10.7)

n—,oo 1,
To this end, [93] first considers the following bound

1

1 1
CHOP VWG, 20 £ S HOPIW VL 20+ HOG WV, 27 (108)

and shows that each term on the right hand side of (10.8) vanishes as n — oc.
The upper bound in (10.8) might result in potential suboptimality in the achievable
secrecy rate given in Theorem 10.2 as compared to the achievable secrecy rate that
can be obtained by directly showing (10.7) without any recourse to the bound in
(10.8). The corresponding new achievable secrecy rate, obtained by showing (10.7)

without using the bound in (10.8), is given in the following theorem.

Theorem 10.3 The secrecy capacity of the two-user one-eavesdropper discrete mem-

oryless compound wiretap channel is lower bounded by the maximum of R satisfying

R < I(Vo,Vi; Y1) = I(Vo, Vi; Z) (10.9)
2R < I(Vo, Vis Y1) + 1(Vo, Va; Ya) — 21(Viy; Z) — I(V4, Va; Z| Vo)

— I(Vi; V2| Vo) (10.11)

for some (Vo, V1, V3) such that (Vo, V1, Vo) = X — (Y1, Y5, Z).
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The proof of this theorem is given in Appendix 10.6.1. We note that the achievable
secrecy rate given in Theorem 10.3 has one more rate constraint than the achievable
secrecy rate given in Theorem 10.2, while both achievable secrecy rates have two rate
constraints (10.9)-(10.10) in common. On the other hand, the new achievable secrecy
rate in Theorem 10.3 does not have the constraint in (10.6) that Theorem 10.2
has. We next obtain a potentially looser version of the achievable secrecy rate
in Theorem 10.3, which will be useful to compare the achievable secrecy rates in
Theorems 10.2 and 10.3. This potentially looser version of the achievable secrecy
rate given in Theorem 10.3 is stated in the following corollary.

Corollary 10.1 The secrecy capacity of the two-user one-eavesdropper compound

wiretap channel is lower bounded as follows

Cs > max { R, Rg'} (10.12)

fO'F some (‘/07‘/17‘/2) SUCh that (‘/07‘/17‘/2> — X — (}/1,}/2,Z), and R‘]évQ,Rgl are

given by

RY = min{I(Vy, Vi; Y1) — I(Vo, Va; 2), 1 (Voy, Vas Ya) — I(Vi; Z) — 1(Va; Z,VA| Vo) }
(10.13)
RE = min{I(Vo, Vi; Y1) — I (Vs Z) — 1(Vi; Z, Va| Vi), 1(Vo, Va; Ya) — 1(Vo, Va; Z)}

(10.14)

The proof of Corollary 10.1 is given in Appendix 10.6.2. We now compare the
potentially looser version of Theorem 10.3 given in Corollary 10.1 with Theorem 10.2
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to show that the achievable secrecy rate in Theorem 10.3 is potentially higher than

the one in Theorem 10.2. We note that the constraint in (10.6) implies

0 < I(Vi; Z|Vo) + 1(Va; Z|Vo) — I (Vi; Va|Vo) — I (V1, Vas; Z| V) (10.15)
= 1(Va; Z| Vo) — 1(Vi; Va| Vo) — 1(Va; Z| Vo, V1) (10.16)
= 1(Vy; Z|Vo) = 1(Va; 2, [ Vo) (10.17)
= —I(Vo; i[Vo, Z) (10.18)

which is equivalent to

I(Vys ilVe, Z) = 0 (10.19)

Consider a random variable triple (Vp, Vi, Va) such that it satisfies (Vp, Vi, V2) —

X — (Y1,Ys,Z) and (10.6). Due to (10.19), we have

which is the achievable secrecy rate in Theorem 10.2. Thus, for any random variable
triple (Vp, V1, V) satisfying (10.6), both the new achievable secrecy rate in Corol-
lary 10.1, hence in Theorem 10.3, and the achievable secrecy rate in Theorem 10.2
are equal. However, since the new achievable secrecy rate in Theorem 10.3 does
not have the constraint, i.e., restriction, in (10.6), it is potentially higher than the

achievable secrecy rate in Theorem 10.2.
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10.4 Gaussian MIMO Compound Wiretap Channel

We consider the two-user one-eavesdropper Gaussian MIMO compound wiretap

channel which is defined by

Y, =X+N; (10.21)
Y, =X+N, (10.22)
Z=X+Ny (10.23)

where the channel input X, a ¢ X 1 vector, is subject to a covariance constraint as

E[XX'] <8 (10.24)

and S is a positive semi-definite matrix, i.e., S > 0. The noise covariance ma-
trices of the Gaussian random vectors N1, Ng, N, ¢ X 1 vectors, are denoted by
31, 20, Xy, respectively, where we assume Xy = 0,35 = 0,3, = 0. We remark
that the Gaussian MIMO compound wiretap channel defined in (10.21)-(10.23) ac-
tually corresponds to a special case of the more general form of the Gaussian MIMO

compound wiretap channel given by

Z=H;X + Ny (10.26)
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However, using the rather straightforward analysis given in Section 7.1 of [19], the
results we obtain for the channel model in (10.21)-(10.23) can be extended to the
most general form of the Gaussian MIMO compound wiretap channel in (10.25)-
(10.26). Thus, here, we restrict our attention to the channel model in (10.21)-(10.23).
Another remark about the channel model is the way we impose the power constraint
on the channel input X. We note that the covariance constraint in (10.24) subsumes
the more common total power constraint F [XTX} < P, in that both inner and
outer bounds proved for the covariance constraint in (10.24) can be extended to
the case where the channel input X is subject to a total power constraint; see
Lemma 1 and Corollary 1 in [4]. Thus, without loss of generality, we consider only
the covariance constraint in (10.24).

We now present an achievable secrecy rate for the two-user one-eavesdropper
Gaussian MIMO compound wiretap channel in (10.21)-(10.23) given in the following

theorem.

Theorem 10.4 The secrecy capacity of the two-user one-eavesdropper Gaussian
MIMO compound wiretap channel Cs(S) is lower bounded by the mazimum of R

satisfying

R =max { R (Ko, K1, K»), RZ (Ko, K1, K>) } (10.27)

for some positive semi-definite matrices Ko, K1, Ko such that Ko + K; + Ky <'S,
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and R¥ (Ko, K1, Ky) is given by
R}S?(Ko, K17 KQ) = mlH{R‘lg% (Ko, K17 :[{2)7 R}S’ZQ (Ko, Kl; KQ)} (1028)

where R (Ko, K1, Ka), Ri3 (Ko, K1, Ky) are

Ko+ Ki + Ko+ 3] 1 Ko+ K; + Ko + 3]

1
Rﬁ(Ko, K, K2) = —log

—lo
2 Ko + ] 2 %% Ky + 2]
(10.29)
1 Ko+ K; + Ko+ 3] 1 Ko+ K; + Ko + 3]
R2(Ky K, Ky) = =1 — 1
s2(Ko, K1, Ko) = 5 log K, + Ko + ] 2 % TK, 1 Ky + 3]
1. | Ke+3 1, |Ko+ 34|
4+ Zlog 2 T2l 2 g 122 T 2] 10.30

Moreover, R (Ko, K1,Ks) can be obtained from R (Ko, K1, Ky) by swapping the

indices 1 and 2.

Theorem 10.4 can be obtained from Corollary 10.1 by choosing (Vp, V1, V2) to be
jointly Gaussian with a specific correlation structure. Vj, to which the covariance
matrix Ky is allotted, can be viewed as the common part, and is decoded by both
users. Vi (resp. V,) can be thought of as a private message that is directed to only
the first (resp. second) user, the second (resp. first) user does not bother to decode.
V1, Vo are encoded using DPC [12]. Thus, depending on the encoding order used
in DPC, we get a different achievable secrecy rate. For example, R (Ko, K1, K»)
comes from encoding V; first, then using DPC for V5,. The details of the proof of
Theorem 10.4 can be found in Appendix 10.6.3.
We next note the following special case of Theorem 10.4.
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Corollary 10.2 The secrecy capacity of the two-user one-eavesdropper Gaussian
MIMO compound wiretap channel Cg(S) is lower bounded by the mazimum of R

satisfying

R =max {R{ (K1, K»), R (K1, K») } (10.31)

for some positive semi-definite matrices K1, Ko such that

K, +K><S (10.32)
and R$ (K1, Ky) is given by
R}S?(Kl, KQ) = mln{Ré?l (Kb KQ), R‘15«22(K1, KQ)} (1033)

where R (K1, Ka), R (K1, Ka) are

1 Ky +Ke+3%3 1. |Ki+Ky+ 3y

R2 (K, Ky)==1o ——lo 10.34

s1(K1, Ko) = 5 log Ko + ] 2 %K, + 3y (10-34)
1 Ko+ 3, 1 Ky + X7

R2(K{ Ky) = —log m———==1 _ " Jog —_——2 10.35

Moreover, R%(K;,Ky) can be obtained from R$(Ky,Ks) by swapping the indices 1

and 2.

This corollary can be obtained by setting Ky = ¢ in Theorem 10.4. We next assess
the tightness of the inner bound in Corollary 10.2. To this end, we introduce the fol-
lowing simple outer bound on the secrecy capacity of the two-user one-eavesdropper
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Gaussian MIMO compound wiretap channel.

Lemma 10.1 The secrecy capacity of the two-user one-eavesdropper Gaussian MIMO

compound wiretap channel is upper bounded as follows

where Cg;(S), j=1,2, is given by

B 1, K+ 1, |[K+3%y

We note that Cg;(S) is the secrecy capacity of the Gaussian MIMO wiretap channel
between the jth user and the eavesdropper. If one wants to multicast a common
confidential message to both users, one cannot transmit at a higher rate than the
secrecy capacity of the wiretap channel between the jth user and the eavesdropper
for j = 1,2. This observation proves Lemma 10.1. We now provide the following
theorem which assesses the tightness of the achievable secrecy rate in Corollary 10.2

in terms of the outer bound in Lemma 10.1.

Theorem 10.5 The secrecy capacity Cs(S) of the two-user one-eavesdropper Gaus-

sian MIMO compound wiretap channel satisfies

%min{CSl(S), Os2(S)} < Cs(S) < min{Cs(S), Csa(S)} (10.38)

The proof of Theorem 10.5 is given in Appendix 10.6.4. In the proof of this theorem,

520



we use the achievable secrecy rate in Corollary 10.2 and the channel enhancement
technique [4]. Hence, Theorem 10.5 states that using Corollary 10.2, one can get an

achievable secrecy rate R such that

min{Cs(S), Cs2(S)} < 2R (10.39)

which, in turn, implies that Cs(S) < 2R using Lemma 10.1. Thus, the achievable
secrecy rate given in Corollary 10.2 achieves at least half of the secrecy capacity. We
note that there are two possible directions that might improve this result. The first
one is to consider the more general form of Corollary 10.2 given in Theorem 10.4.
This might lead to higher achievable secrecy rates. The second possible improve-
ment is to find better outer bounds for the secrecy capacity of the Gaussian MIMO
compound wiretap channel. The outer bound in Lemma 10.1 seems to be loose. In
general, we do not expect the secrecy capacity of a Gaussian MIMO compound wire-
tap channel to be the minimum of the secrecy capacities of the underlying wiretap
channels. However, still, there might be cases that the outer bound in Lemma 10.1
is tight. To give an example, assume that the eavesdropper is degraded with respect

to the second user, i.e., we have X — Yy — Z, which is equivalent to

PO P (10.40)

The secrecy capacity of a Gaussian MIMO compound wiretap channel satisfying

(10.40) is given by the following theorem.
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Theorem 10.6 The secrecy capacity region of the two-user one-eavesdropper Gaus-

sian MIMO compound wiretap channel satisfying (10.40) is given by

Cs(S) = mln{051(8)7 OSQ(S)} (1041)

The proof of Theorem 10.6 is given in Appendix 10.7. Theorem 10.6 states that if the
eavesdropper is degraded with respect to one of the two users, the secrecy capacity of
the two-user one-eavesdropper Gaussian MIMO compound wiretap channel is equal
to the minimum of the secrecy capacities of the underlying two Gaussian MIMO

wiretap channels.

10.5 Conclusions

In this chapter, we study two-user one-eavesdropper compound wiretap channels
and obtain a lower bound for their secrecy capacity. We show that this lower bound
is potentially better than all existing lower bounds. We also study the two-user
one-eavesdropper Gaussian MIMO compound wiretap channel by providing a DPC-
based achievable secrecy rate. Finally, we discuss the tightness of this achievable

rate for the Gaussian MIMO channel.
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10.6  Appendix

10.6.1 Proof of Theorem 10.3

We fix a random variable tuple (Vp, Vi, V5, X) such that

p(UO,U1,U2,$7y1,y2,Z) = p(U07U17U2)p($|U0,01,U2)P(y1,y272’|$) (10-42)

Codebook generation:

e Generate 2"(B+R0) Jength-n vq sequences through p(vy) = IT-, p(vo;). Index

them as vo(w,wy) where W € {1,...,2"%} and W, € {,..., in?o}_

e For each v( sequence and j € {1, 2}, generate on(R;+Lj) length-n v; sequences
through p(v;|vo) = [, p(vjilve;). Index them as v;(w,wo,w;,1;) where
W, e{1,...,2"%} L e {1,..., 2"},
Encoding:

If W = w is to be transmitted, randomly pick (g, w;,ws). Then, find an (Iy,ls)

pair such that

(‘/E)n(wa TI][)), ‘/‘{L(w’ ’LDO) /lI]la ll)7 ‘/2n<wa 1[]0, U~)2, l?)) (1043)

is jointly typical. Finally, generate the channel input X™ through [[7_, p(z;|v1, v2,;).

Selection of Ry, Ry, Rz, Ly, Lo:

923



We select the rates Ry, Ry, R, Ly as follows

Ro=1Vy; Z) — ¢ (10.44)
Ry + Ry = I(Vy, Va: Z|Vyy) — 2 (10.45)
Ly + Ly = I(Vi; Vo[ Vg) + € (10.46)
Ry + Ly < I(Vi: Z, Va|Vp) (10.47)
Ro+ Ly < I(Va: Z, Vi |Vp) (10.48)

Probability of error analysis:

e Since we have Ly + Ly > I(Vi;V5]|V), encoding, i.e., to find an (Iy,[3) pair
such that (10.43) is jointly typical, can be accomplished with vanishingly small

probability of error.

e The jth user decodes W through (V, V;"), which can be accomplished with

vanishingly small probability of error if we have

R+RO+R]+LJ<[(‘/O7V77Y])7 J=12 (1049)

Equivocation computation:

We now show that this coding scheme satisfies the perfect secrecy requirement in
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(10.2). To this end, consider the following

H(W|Z") = H(W, Wy, Wy, Wa|Z™) — H(Wy, Wy, Wo|Z™, W) (10.50)
= H(VV, WO: Wb W2) - I(W, WO, Wl, Wzs Zn)

— H(Wy, Wy, Wa|Z™, W) (10.51)

The first term in (10.51) is

H(W, Wo, Wi, Wa) =n(R+ Ry + Ry + Ry) (10.52)

where we used the fact that (W, Wo, Wi, Wg) are independent and uniformly dis-

tributed random variables. The second term in (10.51) is

T(W, Wo, Wy, Wa; Z) < I(VE, Vi, Vs Z) (10.53)

<nl(Vo,V1,Va; Z) + nyin (10.54)

where 7y, — 0 as n — oo. Equation (10.53) is due to the Markov chain

(W, Wo, Wi, Wa) — (V& VP, V) — 20 (10.55)

and (10.54) can be proved by following Lemma 8 [2]. We next consider the third
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term in (10.51)

H(Wy, Wy, Wo|Z" W) = H(Wo|Z", W) + H(Wy, Wa| Z", W, W) (10.56)

= H(Wo|Z™, W) + HWy, Wo|Z™, W, W, V) (10.57)

Since Ry < I (Vo; Z), given W = w, the eavesdropper can decode W through V.

Thus, for the first term in (10.57), we have

H(Wo|Z™, W) < s (10.58)

due to Fano’s lemma, where 75, — 0 as n — 0o. Since }?1, RQ, L1, Ly are selected to

satisfy (see (10.45)-(10.48))

Ry + Ly < I(Vi; Z,Va|Vs) (10.59)
R2 + Ly < I(Va; Z, V1| Vp) (10.60)
Ry+ Ry + Ly + Ly < I(Vi, Vi Z|Vi) + 1(Vi; Va| Vi) (10.61)

the eavesdropper can decode (Wl, Wg) by looking for the unique jointly typical tuple

(Vo' (wo, o), Vi (wo, Wo, W1, 11), Vy' (wo, Wo, Wa, l2), Z™) (10.62)
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Thus, for the second term in (10.57), we have
H(Wla WZ‘Znu W7 WO? ‘/(]n) S nY3n (1063)

due to Fano’s lemma, where 73, — 0 as n — oo. Using (10.52), (10.54), (10.57)-

(10.63) in (10.51), we get

H(W|Z") > nR+n(Ry + Ry + Ry) — nI(Vy, Vi, Va: Z)
— n(Y1n + Yon + V3n) (10.64)

=nR —n3e — n(y1n + Y2n + V3n) (10.65)
where (10.65) follows from (10.44)-(10.45). Hence, taking € — 0, and n — oo yields

1
lim —I(W;Z") =0 (10.66)

n—oo 1N

which completes the equivocation computation.

Thus, we have shown that for a given (Vg, V1, Vs, X) such that the Markov
chain (Vp, V1, Va) — X — (Y1, Ys, Z) holds, the perfect secrecy rate R is achievable
if the conditions in (10.44)-(10.49) are satisfied for some Ry, Ry, Ly, Ly. Finally,
Fourier-Motzkin elimination can be used to remove the terms Ry, Rs, Ly, Ly from
the inequalities in (10.44)-(10.49), which results in the inequalities given in Theo-

rem 10.3.
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10.6.2 Proof of Corollary 10.1

We first show the achivability of R}gQ for a given random variable triple (Vp, V1, V3)

satisfying (Vo, Vi, Vo) — X — (Y1,Y2, Z). Let us define a,b as follows

a=1Ve,Vi; Y1) — I(Vy, Vi; 2) (10.67)

b=1(Vo,Va;Ya) — I(Vp, Va: Z) (10.68)

Using (10.67)-(10.68) in (10.9)-(10.11), we have that

R:min{a,b,a+b_j(‘g1;v2‘v0’z)} (10.69)
is an achievable secrecy rate. Since we have
R > min{a,b— I(V}; V5|V, Z)} (10.70)
and
b—1(Vi;ValVo, Z) = 1(Vo, Va3 Z) — 1(Vo; Z) — 1(Va; Z, V1| Vo) (10.71)

the achievability of RE follows. Using the symmetry, the achievability of R%' for
the same given random variable triple (Vg, V4, V3) can be shown as well; completing

the proof.
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10.6.3 Proof of Theorem 10.4

We first prove the achievability of the secrecy rate R§* (Ko, K1, K3) in Theorem 10.4
by computing the achievable secrecy rate Ry given in Corollary 10.1 for a particular
selection of Vg, Vi, V5. As it will be clear soon, this specific selection corresponds
to the dirty-paper coding scheme proposed in [12]. We first define the independent
Gaussian random vectors Ug, Uy, Uy with covariance matrices Ko, K;, Ko, where

Ko+ K; + Ky < S. We set Vg, Vi, V5 as follows

Vo = U, (10.72)
Vi =U, + U, (10.73)
Vo = U, + AU, + U, (10.74)

where A = K, [K; + 22]_1 is the precoding matrix for the second user to suppress
the interference originating from U; [12]. Furthermore, we set the channel input

X = Uy + U; + Uy. We first compute the first term in (10.13) as follows

R (Ko, K1, Ks) = 1(Vo, Vi; Y1) — I(Vo, Vi; Z) (10.75)

= [(Uo, Ul; Uo + Ul + U2 -+ Nl) - I(Uo, Ul, UO -+ U1 -+ U2 + Nz> (1076)

11 Ko+ K; + Ko + 34| B 1l Ko+ K; + Ko + 24|

0 —lo 10.77
908 Ko + 5| 9 08 Ko + 5] (10.77)
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where we used the definitions of Uy, Uy, Uy given in (10.72)-(10.74). We next com-

pute the second term in (10.13). To this end, we note the following identity

I(Va; Yo| Vo) — 1(Va; Z, V1| Vo)
= ](UQ + AUl; U1 + U2 + NQ) — ](UQ + AUl;Ul + UQ + Nz,Ul) (1078)

1Ky + 3|

1

= —log — I(Uy; Uy + Ny) (10.80)
2 | 32|

1 Kt 1. [Ky+ 3y

=—log———— — —log ——— 10.81
28 T 2 sy (1081)

where (10.80) is due to Theorem 1 of [12]. We now compute the second term in

(10.13)
Ry (Ko, K1, Ko) = I(Vo, Va; Ya) — I(Vo; Z) — I(Va; Z, V1| Vp) (10.82)
= [I(Vo; Ya) — I(Vo; Z)] + [1(Va; Y2|Vo) — I(Va; Z, V1| Vh)] (10.83)
1 Ko+ 3| 1 Ko + 34|
=(I(Vy:Ys) = I[(Vy,Z —log———— — —Jog ————— 10.84
_110 |K0+K1+K2+22|_110 |K0—|—K1—|—K2—|—EZ|
2 %% K, + Ko 1 2 2 %K, + Ky + 3y
1 Kot S| 1. Ko+ 5y
+—Jlog———= — —lJog ————— 10.85
2% TE 2y (10-85)

where (10.84) comes from (10.81). Thus, we have shown the achievability of
R (Ko, Ki,Ky) for a given covariance matrix triple (Ko, K, K3). Following the
same analysis, we can show the achievability of R (Ko, K;, Ky) for the same co-

variance matrices Ky, K, Ky as well. This completes the proof.
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10.6.4 Proof of Theorem 10.5

The upper bound in (10.38) comes from the upper bound in Theorem 10.1. Thus,
we need to prove the lower bound. For that purpose, we use Corollary 10.2. We

first consider the following maximization

L R (K, Ky) = 0 dBX min{ R§: (K1, Ks), Ri(Ki1, Ks)}  (10.86)
Ki+K>=<S K1 +K2=<S

This maximization can be put into the following alternative form

max a
s.t. R,15‘21(K17 Kg) Z a

R&(K,Ky) > a (10.87)

where the maximization should be taken with respect to a, K, Ky, and Ky, Ky are
positive semi-definite matrices such that K; + Ky, < S. The Lagrangian for the

maximization in (10.87) is given by

E(Kh KQ) =a -+ )\(Ré%(Kh Kg) — a) =+ /.L(Ré%(Kl, Kg) — a) + tr(KlMl)

+ tr(KoM,) + tr((S — Ky — Ky)Msg) (10.88)

where A > 0, u > 0, My, My, Mg are positive semi-definite matrices. Let the max-

imizer of this optimization problem be a*, K7, Kj. The necessary KKT conditions
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are given by

3'5(1;:; K») =0 (10.89)

Vi, L(Kj, KQ)]KFK,{ =0 (10.90)
Vi LKL Ko g =0 (10.91)
MRE(KKS) —a*) =0 (10.92)
(R (K7, K3) —a*) =0 (10.93)
tr(KiM;) = 0 (10.94)

tr(K;My) = 0 (10.95)

tr((S — Ki — K3)Mg) = 0 (10.96)

The first condition in (10.89) implies A+ p = 1. From now on, we set =\ =1—\.

The second and third KKT conditions in (10.90) and (10.91) yield

MK+ K+ 3) 7+ M = MK+ K5 +3,)7 + Mg (10.97)

MK +2) 7 = AMK 4+ 3) P+ My = MK+ 2) 7 - MK+ 22) 7+ M,

(10.98)

The KKT conditions in (10.94), (10.95), (10.96) yield
K:M, = M\K} =0 (10.99)
K;M, = MoK} = 0 (10.100)
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(S — Ki — K%)Ms = Mg(S — K —K3) = 0 (10.101)

We treat cases A = 0, A = 1,0 < A < 1 separately.

A = 0: In this case, the conditions in (10.97) and (10.98) reduce to

M, = Mg (10.102)
(K5 +3) '+ My = (K5 +3,) 4+ M,y (10.103)
Furthermore, achievable secrecy rate is given by
R (K: K3) = %log% — %1 g% (10.104)
We now enhance the second user’s channel as
(10.105)

(K5 +30) ' = (Ki + 29) ' + M,

This new noise covariance matrix 3y has some important properties which are given
in the following lemma.

Lemma 10.2 We have the following facts.

° (S + 22)(K2 + 22)_1 = (S + Ez)(Kg + Ez)_l
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[ ] (K2 —|— 22)_122 = (KQ + 22)_122

The proof of this lemma is given in Appendix 10.6.5. We are now ready to complete
the part of the proof for A = 0. To this end, we consider the following Gaussian

MIMO wiretap channel

Y,=X+N, (10.106)

Z=X+Ny (10.107)

where the covariance matrix of the Gaussian noise vector Ny is 35, We have Xy <

Y4, i.e., this wiretap channel is degraded, and its secrecy capacity Cga(S) is [21]

- 1. S+, 1, [S+%y

Cgo = = log —=" — —log——= 10.108
Furthermore, we have
min{Cys:(S), Cs2(S)} < Css(S) (10.109)
< Csa(S) (10.110)
1. [S+3 1. [S+3Xy

= —log ———% — Zlog ———= 10.111
5 108 =) 218 5] ( )

1. Ko+ 1, |Ko+ 3y
= _logt—=——"2 — _log———= 10.112

1 Ko+3 1. |Ke+ Xy
= —logi———2 — —Jog———= 10.113
218 5, 218 5] ( )
= R$(K: K3) (10.114)
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where (10.112) is due to the third part of Lemma 10.2, and (10.113) comes from the

fourth part of Lemma 10.2.

A = 1: In this case, the conditions in (10.97) and (10.98) reduce to

Ki+Ki+2) '+ M, = (K; + K5+ 22) ' + Mg
(K3 +3) 7'+ M = (K +322) 7 + M,
Furthermore, the achievable secrecy rate is given by

1 Ki+Kj+ X 1 Ki+Kj+ X
R?(K’{,K;):—log| 1+ By + 1‘——10g| 1t R+ Z|

2 K35+ X4 2 K5 + 3]

We now enhance the first user’s channel as follows

(K5 + Z~31)_1 =(K5+3) '+ M,

(10.115)

(10.116)

(10.117)

(10.118)

This new noise covariance matrix 3; has some important properties which are given

in the following lemma.

Lemma 10.3 We have the following facts.

K+ Ki+3) ' = (Ki+ K+ 3) '+ M,

e SH+E)KI+K;+2) ' =(S+I)(K+ K+ X,)!
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o (Ki+3) %, =(K5+X,)7'2,
o (Ki+Ki+3) (Ki+3)= (K +K5+%) (Kj+3).

The proof of this lemma is given in Appendix 10.6.6. We are now ready to complete
the part of the proof for the case A = 1. To this end, we consider the following

Gaussian MIMO wiretap channel

Y, =X+N,; (10.119)

Z =X+ Ny (10.120)

where the covariance matrix of the Gaussian random vector Nj is 3;. We have

3, < X, ie., the channel is degraded, and its secrecy capacity égl(S) is [21]

- L IS+ 1, |S+3Xy

Ce1(S)==1o - — —log ——= 10.121
We have
min{Cys;(S), Cs2(S)} < Cs1(S) (10.122)
< Cs1(S) (10.123)
1, [S+3] 1, [S+3y
= —log =T Do Z — Z21 10.124
5 108 = 5 108 5, ( )
1 K+ K:+3 1 K+ K:+ X
:_10 ’ 1+~2+ 1|__ ’ 1+ 2+ Zl (10125>
1 Kf +K:+ Y 1 K* + K*
_ L KK B 1y 1Lt 2 £ 2] (10.126)
2 K5 + X 2 K35 + 3|
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1 K+ Ki+%| 1, |[Ki+Ki+3y
—lo ——lo 10.127
2% TK 3 2% K+ 3 (10.127)

= R (K}, K3) (10.128)

where (10.125), (10.126) and (10.127) are due to the fourth, fifth and sixth parts of
Lemma 10.3, respectively.
0 < A < 1: In this case, the KKT conditions in (10.97) and (10.98) remain to be the

same. The achievable secrecy rate in this case is given by

Rg' (K1, K3) = Rg1 (K], K;) = R (K], K3) (10.129)

We enhance both legitimate users’ channels as follows

AKS +30) 7 = MK+ X0) 7 + M, (10.130)

MEKS 4+ 35) 7 = MK+ 25) 7+ M, (10.131)
We now present the following lemma which lists the important properties of these
new noise covariance matrices f]l, 22.
Lemma 10.4 We have the following facts.
* X <X, %, <5,
e MK+ K5 +3) ' = MK+ K3+ X2) T+ M,

° 21522,22522
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<3, ifA<05
i =35, ifA=05
=3, ifA>05

\

e S+INKI+K;+3) ' =S+ 3)(Ki+ K +3,) !

o Ki+Ki+3) ' (Ki+3) =K +K;+ ) (K + X))

o (Ki+3,)71%, = (Kb + X)) '3,

The proof of this lemma is given in Appendix 10.6.7. We are now ready to complete
the part of the proof for 0 < A < 1. We first consider 0 < A < 0.5. We introduce

the following Gaussian MIMO wiretap channel

Y, =X+N, (10.132)

Z =X+ Ny (10.133)

where the covariance matrix of the Gaussian random vector Ny is Xy, Since Xy <

3z, i.e., the channel is degraded, its secrecy capacity OSQ(S) is given by

L \S+22|_11 S + 2y

Csa(S) = .
52( ) 2 Y |E2| 9 0g |ZZ|

(10.134)
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We have

min{Cs:1(S), Csa(S)} < Csa(S) (10.135)
< Cs:(S) (10.136)
1. S+ 1. [S+3y
= —log =2 — Jlog — =4 10.137
1 S+X 1. Ks+3%, 1. [S+X
= - log|+—~2| _1ng _ 1, 8+ (10.138)
2 UK+ X, 2 p 2 |3z]
1. IS+3y 1. K43 1. |S+32y
< Zlog ——— 4 Zlog 22 Jjog 241 10.139
NS N R SN R 10159
1, Ki+Ki+3 1. Ki+3) 1. Ki+K;+X
:—log‘ ki s 1’—1——10 M——log’ i+ K+ By (10.140)
2 K3 + 3| 2 |35, 2 1X7]
1. K +Ki+3] 1, [Ki+3%] 1. |Ki+Kj+Xy
~lo “log 22 _ "o 10.141
2 S TR+ 3 2% 3y 2% = (10.141)
[1 Ky + K5+ 3 1 ]K’{+K§+EZ]]
—log — —log
2 K5 + X4 2 K5 + X4
1. KE+3] 1. |K; +EZ|}
+ | log 22 Cpg 12240 10.142
Sl g s g (10142
= Rg(K1, K3) + R (K7, K3) (10.143)
= 2R¢ (K}, K3) (10.144)
where (10.139) comes from the fact that
A+B| _|[A+B+A
[A+B| [A+B+A| (10.145)

Al T [A+A]

for A= 0B > 0,A >0, and ¥; < 3, (10.140) comes from the fifth part of
Lemma 10.4, (10.141) is due to the sixth and seventh parts of Lemma 10.4.

We now consider the case 0.5 > A. To this end, we first introduce the following
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Gaussian MIMO wiretap channel

Y, =X +N,; (10.146)

Z-=X+N, (10.147)

where the covariance matrix of the Gaussian random vector Ny is ¥;. Since ¥; <

Y4, i.e., the channel is degraded, its secrecy capacity Cg1(S) is given by [21]

- 1 IS+X 1., |S+Xy

Cs1(S) = = log ==L “jpg = — =41 10.148
We have
min{Cs;(S), Cs2(S)} < Cs1(S) (10.149)
< Csi(8S) (10.150)
1, [S+3%] 1. [S+Xy
~ 1 T _ Zlog 2T =21 10.151
2 S0 2% ( )
1. Ki+Ki+3%] 1, |Ki+K;+3
~ 10 : ~ 10.152
2 %8 = 2 = ( )
1 K +K:+3 1 K:+ 3 1 K+ K:+ 2
1 K7 + g:f“ 1 1o | 2~+ 1|__10g| 1+ K5+ 3y (10.153)
2 K5+ %] 2 |32 2 12z
1 K+ K:+ 3 1 K:+ 3% 1 K +K:+ 3
L KK S 1 K+ T 1) KK B
2 K5 + 3 2 32| 2 A
1. Ki+Ki+3] 1, |[Ki+3] 1. |Ki+Kj+3y
— Z]og 1 2 “log 2 2 Zpg L 2 10.155
2 BTG s 20 m 2 3y (10-155)
[1 Ky + K5 +3] 1 Ki + K5 + 34|
= |z log — —log
2 K3 + 3| 2 K3 + 34|
1, Kb+ 1 |K;+EZ|]
+ |=log T2 =21 “jpg 22 =21 10.156
[2 s | 3| 2 % 12z ( )
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= R (K}, K3) + R (K}, K3) (10.157)

= 2R (K3, K3) (10.158)

where (10.152) comes from the fifth part of Lemma 10.4, (10.154) comes from
(10.145) and the fact that 3 < 3, and (10.155) is due to the sixth and sev-
enth parts of Lemma 10.4. Thus, in view of (10.114), (10.128), (10.144), (10.158),

we showed that

min{Cs;(S), Cs2(S)} < 2R (K3, K3) (10.159)

which completes the proof of this theorem.

10.6.5 Proof of Lemma 10.2

The first two statements of Lemma 10.2 are rather straightforward to show. We

now show the third statement. For that purpose, we note that

(S — Ko)M; = (S — Ky — Ko)M; (10.160)
= (S — K; — Ky)Mg (10.161)
=0 (10.162)
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where (10.160) is due to (10.99), (10.161) comes from (10.102), and (10.162) is due

to (10.101). Furthermore, we note that the new noise covariance matrix satisfies

(Ky + 22)_1 = (Ko +32) '+ M,

(10.163)

which is a consequence of (10.103) and (10.105). Equations (10.162) and (10.163)

imply

(S—Kj)(Ky+35) ' = (S —Ko)(Ky + 2,) 7!

which implies which is the desired identity, i.e.,

(S+2)(Ky+3) =S +Z)(Ky+32,)7 !

We now consider the fourth item in the lemma as follows

(KQ —|— 22)7122 - I — (KQ + 22)71K2
=1- [(Ky+ %) + M| Ky
=1-(Ky+3Zy) 'K,

= (Ks + 22)_122

where (10.167) is due to (10.105), (10.168) comes from (10.100).
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10.6.6 Proof of Lemma 10.3

The first two statements of this lemma are rather straightforward to show. We

consider the third statement as follows

K+ K +3 =K+ [(Ky+3) 7 + M, (10.170)
=Kj+ I+ (Kj + )M (K} + 24) (10.171)
=Kj+ I+ (Kj + K5+ 2)My] ' (K + Zy) (10.172)

=K+ [(K+ K5+ 2) P+ M (K K+ 20) UK+ ) (10.173)

K+ (K + K+ )7 + M (K + K+ 3) (K + K + 2 — KY)

(10.174)
K+ (K + Ky +3) 7+ M
(K + K+ 3) 7 My (K + K+ 3) 7K (10.175)
K+ (K + Ky +3) 7 + M)
(K 4K+ )7+ My (K K+ 30) 7+ M K (10.176)
= (K + K +3) 7+ M) (10.177)

where (10.170) is due to (10.118), (10.172) and (10.176) comes from (10.99). We
now show the fourth statement of the lemma. To this end, we note that (10.115)

and the third part of the lemma implies

(K} + K5+ 3) 7' = (K; + Kb+ 32) 7' + Mg (10.178)
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which, in turn, implies

S—K —K)K +K;+ X)) '=S—K' —K)K! +K; + X)) (10.179)

due to (10.101). Equation (10.179) implies the desired identity

S+E)K+Ki+3) ' =S +2)(K; +K; +3,)7! (10.180)

We now show the fifth statement of the lemma as follows

(K +3) 7', =1 — (Kb 4+ 3) 'K, (10.181)
=I-[(K;+2,) "+ M K, (10.182)
=1-(K;+X,) 'K, (10.183)
= (K5 +37)7'%y (10.184)

where (10.182) comes from (10.116) and (10.118), and (10.183) is due to (10.100).

We now show the last statement of the lemma as follows

(Ki+ K+ 3) YK +3) =T— (K + K +3) 'K} (10.185)
=I- [(Ki+K;+%)""+M;] K]  (10.186)
=1-(K;+K;+3%) 'K} (10.187)

=K+ K5+ %) HK + 5) (10.188)
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where (10.186) comes from the third part of the lemma, and (10.187) is due to

(10.99).

10.6.7 Proof of Lemma 10.4

The first statement is straightforward to show. The proof of the second statement

goes as follows

—1

K +K;+ 3 =K + [(K; + )7+ %Ml} (10.189)
- .

=Ki+ I+ (K + 21)1\/11} (K5 +3) (10.190)
- L g0

=Ki+ |[(Kf + K5 +3) 7 + XMl} K+ K+ 2) "KL+ %) (10.191)
r -1

=Ki+ [(Ki +K;+ %) + %Ml} (K + K+ %) YK + K 4+ 2, — K?)

(10.192)
1 —1
- K + {(K{ + K+ 3) 7+ XMl}
1 —1
— [(K{ +K5+3) 7+ XMl] (K +K;+ %) 'K} (10.193)

1 -1
=K + {(K’{ + Ky +3) 7+ XMI}

1. 1! 1
- {(K’{ + Kb +3) XMl} {(K’{ + K+ 3) !+ ™M K (10.194)

1 —1
= [(K{ + K+ %)+ XMl] (10.195)

where (10.189) comes from (10.130), and (10.191) and (10.194) are due to (10.99).

We now prove the third statement of the lemma. To this end, we note that using
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(10.130), (10.131) and the second part of this lemma in (10.97) and (10.98) yield

MK+ K5+ 3) " = MK+ K+ Z2) 7' 4+ Mg (10.196)

MK 4+3) = MK +32) = MK+ 3) T - MK+ 2,)7 (10.197)

Equation (10.196) implies ¥; < 3. Since 3; < X, the right hand-side of (10.197)
is positive semi-definite. This implies the positive semi-definiteness of the left hand-
side of (10.197), which, in turn, implies 35 < %,. We now show the fourth statement
of this lemma. If A = 0.5, i.e., A = A = 0.5, we have ¥; = % due to (10.197). If

A< 0.5, ie,A>05> A\ (10.197) yields

MK +3:) 7 = AK; +32) 7 MK +35) T MK+ 2,)7 (10.198)

which implies f]l = f]g. The other case A > 0.5, i.e., A > 0.5 > A yields flg < f}l,
and this can be shown similarly. We now show the fifth statement of the lemma.

Multiplying (10.196) with S — K} — K3 yields

AMS—Ki—KHKI+Ki+3) ' = S —K —K})(K: + K+ X,)*

(10.199)

due to (10.101). Equation (10.199) implies the desired identity

S+E)K+K:+3) ' =S+Z)K +K;+3,)7! (10.200)
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We now prove the sixth statement of this lemma as follows

Ki+ Ky +3) YK, +3) =1— (K} +K; + %) 'K} (10.201)
1

=I- |(Ki+K,+X) ' + M KD (10.202)

=I-(K;+K;+3) 'K (10.203)

= (K;+ K5 +3) (K + %) (10.204)

where (10.202) is due to the second part of this lemma, and (10.203) comes from

(10.99). We now show the last statement of this lemma as follows

(KE+35)7 13, =1 — (K} + 35)'K3 (10.205)
=1- |(Kj+3) "' + %Mz K; (10.206)
=1 (K} + X)) 'K; (10.207)
= (K; + %) 'K; (10.208)

where (10.206) is due to (10.131), and (10.207) comes from (10.100).

10.7 Proof of Theorem 10.6

We first note that since the eavesdropper is degraded with respect to the second user,

the secrecy capacity of the Gaussian MIMO wiretap channel between the second user
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and the eavesdropper is given by [21]

Le 52l 1 |S+ 3y

Cso(S) = —_— — 10.209
We next note that we can get the following achievable secrecy rate
R = min{I(Vey Y1) — 1(Vey Z), 1(X; Y) — I(X; Z)} (10.210)

by setting Vi = ¢, Vo, = X in Corollary 10.1. Let V; be a Gaussian random vector
with covariance matrix S—K, and X = V,+V[ where V| is a Gaussian random vector
with covariance matrix K, is independent of V. Computation of the achievable

secrecy rate in (10.210) for this particular choice of (Vp, X) yields

S+ 1., [S+Xy

1
R(K) = min{ = log o~ =1 2 jge 2T =21
(K) mm{2 BIKTx| 2 BlK1z,

CSQ<S>} (10.211)

We now consider the maximization of (10.211) over all positive semi-definite matrices
K such that 0 < K < S. Since K is involved only in the first term of (10.211),

maximizing (10.211) over K is equivalent to the following maximization

1. |S+3 1, [S+3y
max

—log ———— — = —_— 10.212
0%K=s 2 K+ 2 o8 K+ X4 ( )
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Using Theorem 2 in [8], we have

B 1. K+3] 1, |K+Xg
1. IS+3 1. [S+%4
= —log - ——— — = —_— 10.214
02Kis52 CIK+ 3] 2 PIK+ %] (10-214)
Thus, using (10.214), we get
max R(K) = min{Cs;(S), Cs2(S)} (10.215)

0=<K=S

as an achievable secrecy rate. Since (10.215) is equal to the upper bound on the
secrecy capacity of the Gaussian MIMO compound wiretap channel given in Theo-

rem 10.1, this completes the proof.
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Chapter 11
Degraded Compound Multi-receiver Wiretap Channels

11.1 Introduction

In this chapter, we generalize the compound wiretap channel we study in Chapter 10
to a multi-user setting by incorporating more than one group of legitimate users (and
hence, more than one confidential message) to the channel model.

In particular, we study the degraded compound multi-receiver wiretap channel
(DCMRWC) that consists of two groups of users and a group of eavesdroppers, as
shown in Figure 11.1. The degradedness of these channels is defined with respect to
two fictitious users (see Figure 11.1). In particular, we assume that the first fictitious
user is degraded with respect to any user from the first group, and any user from
the second group is degraded with respect to the first fictitious user. Similarly, we
also assume that the second fictitious user is degraded with respect to any user from
the second group, and any eavesdropper is degraded with respect to it. Without
eavesdroppers, this channel model reduces to the degraded compound broadcast
channel studied in [5].

The presence of these fictitious users brings a conditional independence struc-
ture to the channel model, which enables us to define appropriate auxiliary random
variables. In turn, these auxiliary random variables involving the fictitious users

enable us to obtain single-letter descriptions for the secrecy capacity regions.
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X g Q

Figure 11.1: The degraded compound multi-receiver wiretap channel.

We study two communication scenarios for the DCMRWC. In the first sce-
nario, which is illustrated in Figure 11.2, the transmitter sends a confidential mes-
sage to each group of users where these messages should be kept hidden from the
eavesdropper. For this scenario, we assume that there exists only one eavesdrop-
per and obtain the secrecy capacity region in a single-letter form for the discrete
memoryless setting. Next, we specialize this result to the parallel DCMRWC as well
as its Gaussian instance. For the parallel Gaussian case, we use Costa’s entropy
power inequality [44] to evaluate the secrecy capacity region. Finally, we consider
the Gaussian MIMO DCMRWC and obtain its secrecy capacity region when there
is only one user in the second group. To obtain the secrecy capacity region for
the Gaussian MIMO case, we use our technique that we developed in Chapter 5 to
evaluate single-letter descriptions for vector Gaussian models.

In the second scenario illustrated in Figure 11.3, the transmitter sends a con-
fidential message to the users in the first group which needs to be kept confidential
from the users in the second group and the eavesdroppers. Moreover, the transmit-
ter sends a different confidential message to the users in the second group, which
needs to be kept confidential from the eavesdroppers. If there were only one user in

each group and one eavesdropper, this channel model would reduce to the channel
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Figure 11.2: The first scenario for the degraded compound multi-receiver wiretap
channel.

model that was studied in [45]. Hence, our model can be viewed as a generalization
of [45] to a compound setting. Adapting their terminology, we call this channel
model the degraded compound multi-receiver wiretap channel with layered messages
(DCMRWC with layered messages). For this scenario also, we obtain the secrecy
capacity region in a single-letter form for a general discrete memoryless setting.
Next, we specialize this result to the parallel DCMRWC with layered messages as
well as its Gaussian MIMO instance. For the parallel Gaussian case, we again use
Costa’s entropy power inequality [44] to obtain the secrecy capacity region. Finally,
we consider the Gaussian MIMO DCMRWC with layered messages, and evaluate
its secrecy capacity region when there is only one user in the second group. For the

Gaussian MIMO case, we again use our technique that we developed in Chapter 5.

11.2  System Model

In this chapter, we consider DCMRWC, see Figure 11.1, which consists of two groups
of users and a group of eavesdroppers. There are K; users in the first group, K,

users in the second group, and K, eavesdroppers. The channel is assumed to be
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Figure 11.3: The second scenario for the degraded compound multi-receiver wiretap
channel.

memoryless with a transition probability

p(yi,. .. ,y}(l,yf, o ,yfﬁ, 2y 2K ,|T) (11.1)
where X € X is the channel input, le € y; is the channel output of the jth user
in the first group, j = 1,...,K;, Y;> € Y? is the channel output of the kth user
in the second group, k = 1,..., Ky, and Z; € Z; is the channel output of the ¢th
eavesdropper, t =1,..., K.

We assume that there exist two fictitious users with observations Y* € Y*, Z7* €

Z* such that they satisfy the Markov chain
XV Y =Y = 2" = 2, V(jkt) (11.2)

This Markov chain is the reason why we call the compound multi-receiver wiretap
channel we study the degraded compound multi-receiver wiretap channel. Actually,

there is a slight inexactness in the terminology here because the Markov chain in
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(11.2) is more restrictive than the Markov chain

X =Y =Y? = Z, Y(jkt) (11.3)

and it might be more natural to define the degradedness of the compound multi-
receiver wiretap channel by the Markov chain in (11.3). However, in this work, we
adapt the terminology of the previous work on compound broadcast channels [5],
and call the channel satisfying (11.2) the degraded compound multi-receiver wiretap
channel. Finally, we note that when there are no eavesdroppers, this channel reduces

to the degraded compound broadcast channel that was studied in [5].

11.2.1 Parallel DCMRWC

The parallel DCMRWC, where each user’s and each eavesdropper’s channel consists

of L independent sub-channels, i.e.,

V=, Y, j=1...,K (11.4)
Yk’2 - (Ykzl, e 7Yk2L)7 k - 1, N ,KQ (11.5)
Zt:(Ztl7"'7ZtL)7 tzl,...,KZ (116)
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has the following overall transition probability

p(yi s 73/}(173/%, s 73/%{27217 s 7ZKZ|37)
L
_ 1 1 2 2
- Hp(ylb cee 7yK1€7y1K7 s 7?/1{2[7 1y - ZKZ€|$Z) (117)
=1

where X,, £ =1,..., L, is the fth sub-channel’s input. We define the degradedness
of the parallel compound multi-receiver wiretap channel in a similar fashion. In
particular, we call a parallel compound multi-receiver wiretap channel degraded, if

there exist two sequences of random variables

Y*=(Y,...,Y]) (11.8)
7t =(Z],...,Z7) (11.9)

which satisfy Markov chains
Xe =Yy =Y = Y4 = Z) — Zy, (j,k.t.0) (11.10)
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11.2.2 Gaussian Parallel DCMRWC

The Gaussian parallel DCMRWC is defined by

Y, =X+N}, j=1,...,K (11.11)
Y =X+N2, k=1,....K, (11.12)
Z,=X+NZ, t=1,...,Ky (11.13)

where all column vectors {Y 1} {Y1}2 {Z,}4, X, {NI}H2 N7 12 (N7}
are of dimensions L x 1. {Nl}] L ANZHE INZYEZ are Gaussian random vec-
tors with diagonal covariance matrices {A1}12 {AZ}12 {AZ}[ 4, respectively. The

channel input X is subject to a trace constraint as

EX'X]=tr (E[XXT]) <P (11.14)

In this Chapter, we will be interested in Gaussian parallel degraded compound
multi-receiver wiretap channels which means that the covariance matrices satisfy

the following order

Af =AY =AYk t) (11.15)

Since noise covariance matrices are diagonal, the order in (11.15) implies

Ao S Ay < Ay, V(K t,0) (11.16)
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where AJ 5, A7 45, A7y denote the (th diagonal element of Aj, Af, A7, respectively.
The diagonality of noise covariance matrices also ensures the existence of di-

agonal matrices Aj, and A7 such that

Aj =AY <AL <AL XA Yk jit) (11.17)

.....

=l1l,..., A1 X9 00 — *HAER=1L.

Similarly, we can select A%. Thus, for Gaussian parallel compound multi-receiver
channels, the two possible ways of defining degradedness, i.e., (11.2) and (11.3), are

equivalent due to the equivalence of (11.15) and (11.17).

11.2.3 Gaussian MIMO DCMRWC

The Gaussian MIMO DCMRWC is defined by

Y, =X+Nj, j=1,...,K (11.18)
Y;=X+N;, k=1,....K, (11.19)
Zi=X+NZ t=1,...,Ky (11.20)

where all column vectors {Y 1} (Y2152 {Z,}/4, X, {NI}2 N7}, {N7 34
are of dimensions M x 1. {N1 pusy (N?}22, {N7}7% are Gaussian random vectors

with covariance matrices {21 {z21 2 ImZVK2 respectively.  Unlike in the

Jl’

case of Gaussian parallel channels, these covariance matrices are not necessarily
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diagonal. The channel input X is subject to a covariance constraint

E[XX'] <8 (11.21)

where S > 0.
In this Chapter, we study Gaussian MIMO degraded compound multi-receiver

wiretap channels for which there exist covariance matrices X3 and X7, such that

DHES IR D HAD R (C N N) (11.22)

We note that the order in (11.22), by which we define the degradedness, is more
restrictive than the other possible order that can be used to define the degradedness,

ie.,

DIZE 7, V(L ki) (11.23)

In [5], a specific numerical example is provided to show that the order in (11.23)

strictly subsumes the one in (11.22).

11.2.4 Comments on Gaussian MIMO DCMRWC

We provide some comments about the way we define the Gaussian MIMO DCM-
RWC. The first one is about the covariance constraint in (11.21). Though it

is more common to define capacity regions under a total power constraint, i.e.,
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tr (E [XXT]) < P, the covariance constraint in (11.21) is more general and it sub-
sumes the total power constraint as a special case [4]. In particular, if we denote the
secrecy capacity region under the constraint in (11.21) by C(S), then the secrecy

capacity region under the trace constraint, tr (E [XXTD < P, can be written as [4]

crepy= | J c(s) (11.24)

S:tr(S)<P

The second comment is about our assumption that S is strictly positive def-
inite. This assumption does not lead to any loss of generality because for any
Gaussian MIMO compound multi-receiver wiretap channel with a positive semi-
definite covariance constraint, i.e., S > 0 and |S| = 0, we can always construct an
equivalent channel with the constraint £ [XX '] < 8" where 8’ > 0 (see Lemma 2
of [4]), which has the same secrecy capacity region.

The last comment is about the assumption that the transmitter and all re-
ceivers have the same number of antennas. This assumption is implicit in the chan-
nel definition, see (11.18)-(11.20), and also in the definition of degradedness, see
(11.22). However, we can extend the definition of the Gaussian MIMO DCMRWC
to include the cases where the number of transmit antennas and the number of re-

ceive antennas at each receiver are not necessarily the same. To this end, we first
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introduce the following channel model

Y, =HX+Nj, j=1,... K (11.25)
Y;=H;X+N;, k=1,....K, (11.26)
Z;=H/X+N? t=1,....Ky (11.27)

where Hjl-, H?,HZ are the channel matrices of sizes 7‘]1- xt,r2 x t, rZ x t, respectively,
and X is of size £ x 1. The channel outputs Y}, Y7, Z; are of sizes 7§ x 1,73 x 1,77 x 1,
respectively. The Gaussian noise vectors le-, N?,NZ are assumed to have identity
covariance matrices.

To define degradedness for the channel model given in (11.25)-(11.27), we need
the following definition from [5]: A receive vector Y, = H,X + N, of size r, x 1 is
said to be degraded with respect to Y, = H, X 4+ N, of size 7, x 1, if there exists a
matrix D of size r, x r, such that DH, = H, and DD" < I. Using this equivalent
definition of degradedness, we now give the equivalent definition of degradedness for
the channel model in (11.25)-(11.27). To this end, we first introduce two fictitious

users with observations Y* and Z*, which are given by

Y*=H,X + N} (11.28)

7" = H,X + N, (11.29)

The Gaussian MIMO compound multi-receiver wiretap channel in (11.25)-(11.27)

is said to be degraded if the following two conditions hold: i) Y* is degraded with
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respect to any user from the first group, and any user from the second group is
degraded with respect to Y*, and ii) Z* is degraded with respect to any user from
the second group, and any eavesdropper is degraded with respect to Z*, where
degradedness here is with respect to the definition given above.

In the rest of this chapter, we consider the channel model given in (11.18)-
(11.20) instead of the channel model given in (11.25)-(11.27), which is more general.
However, if we establish the secrecy capacity region for the Gaussian MIMO DCM-
RWC defined by (11.18)-(11.20), we can also obtain the secrecy capacity region for
the general Gaussian MIMO DCMRWC defined by (11.25)-(11.27) using the anal-
ysis carried out in Section V of [5] and in Chapter 5.7. Since this analysis is quite
standard and can be found in other works cited above, whenever we have a capacity
result for the Gaussian MIMO DCMRWC defined by (11.18)-(11.20), we provide the
extension of this capacity result to the general Gaussian MIMO DCMRWC defined

by (11.25)-(11.27) without a proof.

11.3 Problem Statement and Main Results

In this chapter, we consider two different communication scenarios for the DCM-

RWC.

11.3.1 The First Scenario: External Eavesdroppers

In the first scenario, the transmitter wants to send a confidential message to users

in the first group and a different confidential message to users in the second group,
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where both messages need to be kept confidential from the eavesdroppers. In this
case, we assume that there is only one eavesdropper, i.e., Kz = 1. The graphical
illustration of the first scenario is given in Figure 11.2.

An (n, 2" 2n82) code for the first scenario consists of two message sets W, =
{1,..., 2" Wy, = {1,...,2"%2} an encoder f : W) x W, — X™, one decoder
for each legitimate user in the first group gjl- : y;’" — Wy, 7 =1,..., Ky, and one
decoder for each legitimate user in the second group g : y,f’" —Wh, k=1,..., K.
The probability of error is defined as P = max {P}", P>"} where PM" and P%"

are given by

B = s Prle (47) # ) (11.30)
M= max Pr[gi(VET) # W) (11.31)

A secrecy rate pair (Ry, Ry) is said to be achievable if there exists an (n, 2" 2nf2)

code which has lim,,_,., P’ = 0 and

1
lim —I(Wy, Wy Z7) = 0 (11.32)

n—oo 1

where we dropped the subscript of Z; since Kz = 1. We note that (11.32) implies

1 1
lim —I(Wy;Z2") =0 and lim —I(Wy;Z") =0 (11.33)

n—oo N n—oo N

From these definitions, it is clear that we are only interested in perfect secrecy rates
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of the channel. The secrecy capacity region is defined as the closure of all achievable
secrecy rate pairs. A single-letter characterization of the secrecy capacity region is

given as follows.

Theorem 11.1 The secrecy capacity region of the DCMRWC' is given by the union

of rate pairs (Ry, Rs) satisfying

Ry < min I(X;Y}|U,Z) (11.34)
j=1,...,. K1
Ry < k:T;?KQ I(U; Y Z) (11.35)

where the union is over all (U, X) such that

U—-X—=Y 5Y -y =2 (11.36)

for any (4, k) pair.

Showing the achievability of this region is rather standard, thus is omitted here. We
provide the converse proof in Appendix 11.5.1. The presence of the fictitious user
with observation Y proves to be crucial in the converse proof. Essentially, it brings
a conditional independence structure to the channel, which enables us to define the
auxiliary random variable U, which, in turn, provides the converse proof.

As a side note, if we disable the eavesdropper by setting Z = ¢, the region in
Theorem 11.1 reduces to the capacity region of the underlying degraded compound

broadcast channel which was established in [5].
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11.3.1.1 Parallel DCMRWC

In the upcoming section, we will consider the Gaussian parallel DCMRWC. For that
purpose, here, we provide the secrecy capacity region of the parallel DCMRWC in

a single-letter form.

Theorem 11.2 The secrecy capacity region of the parallel DCMRWC' is given by

the union of rate pairs (Ry, Rs) satisfying

L
Ry< min 3 1(X5Y[Us, Z0) (11.37)
o Y=t
L
. . 2
Ros pin > 1UsYiZ) (1139

where the union is over all distributions of the form Hle p(ug, xp) such that

U— X =Y, =Y =Y, - 7, (11.39)

for any (j,k, ) triple.

Though Theorem 11.1 provides the secrecy capacity region for a rather general
channel model including the parallel DCMRWC as a special case, we still need
a converse proof to show that the region in Theorem 11.1 reduces to the region
in Theorem 11.2 for parallel channels. In other words, we still need to show the
optimality of independent signalling on each sub-channel. This proof is provided in

Appendix 11.5.2.
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11.3.1.2 Gaussian Parallel DCMRWC

We now obtain the secrecy capacity region of the Gaussian parallel DCMRWC. To
that end, we need to evaluate the region given in Theorem 11.2, i.e., we need to
find the optimal joint distribution [];_, p(us, z¢). We first introduce the following
theorem which will be instrumental in evaluating the region in Theorem 11.2 for

Gaussian parallel channels.

Theorem 11.3 Let Ny, N*, Ny, Ny be zero-mean Gaussian random variables with

variances 03,02, 03, 0%, respectively, where

o} <o?< o5 <oy (11.40)

Let (U, X)) be an arbitrarily dependent random variable pair, which is independent of
(N1, N*, Ny, Ny), and the second-moment of X be constrained as E [X?] < P. Then,

for any feasible (U, X), we can find a P* < P such that

wirm L P*+ 0%
and
1. P +o0}
X+ N —h(X + N > —log ————% 11.42
(X + No|U) = (X + NlU) > 5 log 22 (11.42)
1, P +o%
h(X 4+ Nz|U) — h(X + No|U) < =log ————= 11.43
(X 4 NolU) = h(X + Noll) < 5 log 25 (11.43)

for any (0?,03) satisfying the order in (11.40).
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The proof of this theorem is provided in Appendix 11.5.3. In this proof, Costa’s
entropy power inequality [44] plays a key role.
We now establish the secrecy capacity region of the Gaussian parallel DCM-

RWC.

Theorem 11.4 The secrecy capacity region of the Gaussian parallel DCMRWC' s

given by the union of rate pairs (R, Ry) satisfying

L
. 1 BePy 1 ( 5@Pz)
R; < min —log |14+ —=— | —=log |1+ 11.44
b= J:1 9999 Kl ; 2 g ( A;,Z@) 2 g AZ7£€ ( )
L —_ —
) 1 BePe 1 BeFy
R, < E —1 1+ —] —=1 1+ —— 11.45
e = 2 " ( TPt Ai,ee) 2% ( BePr+ Az (11.45)

where the union is over all {P}k_, such that v Py = P and f; = 1 — f; €

0,1], ¢=1,...,L.

The proof of this theorem is provided in Appendix 11.5.4. Here, P, denotes the part
of the total available power P which is devoted to the transmission in the /th sub-
channel. Furthermore, 3, denotes the fraction of the power P, of the ¢th sub-channel

spent for the transmission to users in the first group.

11.3.1.3 Gaussian MIMO DCMRWC

In this section, we first obtain the secrecy capacity region of the Gaussian MIMO
DCMRWC when K; = 1. To that end, we need to evaluate the region given in
Theorem 11.1. In other words, we need to find the optimal random variable pair

(U,X). We are able to do this when there is only one user in the second group, i.e.,
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Ky = 1. For this, we need the following theorem.

Theorem 11.5 ([Chapter 5, Theorem 5.7]) Let (N;,IN*,N) be zero-mean

Gaussian random vectors with covariance matrices 3y, 3%, X5, respectively, where

IR I 3 (11.46)

Let (U, X) be arbitrarily dependent random vector, which is independent of (N1, N*,
Ny2), and let the second moment of X be constrained as E [XXT] =< S. Then, for
any feasible (U, X), we can find a positive semi-definite matriz K* such that K* <'S,

and it satisfies

1 |IK* + X 4|
h(X+NZ|U) - h(X+NU) ==log ————= 11.47
(X4 N |U) ~ h(X+ NJU) = Glog e 52 (11.47
and
1 |K* 4+ 34|
h(X+NZ|U)—h(X+N{|U) > =log ———= 11.48
(X4 N|U) ~ h(X + NoJU) 2 Glog 15 (11.48)

for any Xy satisfying the order in (11.46).

Using this theorem, we can establish the secrecy capacity region of the Gaussian

MIMO DCMRWC when Ky =1 as follows.

Theorem 11.6 The secrecy capacity region of the Gaussian MIMO DCMRWC
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when Ky =1 is given by the union of rate pairs (Ry, Rs) satisfying

1. K+3Z| 1, |K+Xy

R, < 1 -1 11.49

Ak 2 BTE 2% Ty (11.49)
S+ 1. S+

Ry < =1 — —log ——— 11.50

2—2Og|K+232| 2 %K + 34| (11:50)

where we dropped the subscript of ¥ since Ko = 1, and the union is over all positive

semi-definite matrices K such that K < S.

The proof of this theorem is given in Appendix 11.5.5. Now, we would like to com-
ment about why we can obtain the secrecy capacity region of the Gaussian MIMO
DCMRWC only when K5 = 1. The reason is that we can extend Theorem 11.3,
which was used to obtain the secrecy capacity region of the Gaussian parallel DCM-
RWC, to vector case in Theorem 11.5 partially, i.e., not completely. In particular,

we could not show that the matrix K* in Theorem 11.5 also satisfies

1 K+ X%
h(X+ Nz|U) — (X +Ny|U) < - log K"+ 3]

11.51
2 8K+ 3 (11.51)

for any Gaussian random vector Ny with covariance matrix satisfying 3* < 35 <
3. If (11.51) can be shown, the secrecy capacity region of the Gaussian MIMO

DCMRWC can be obtained as the union of rate pairs (R, Ry) satisfying

1, [K+3l| 1. |K+3y
Ri < Slog a2l Z g 1T 221 11.52
Pk 2 PR 2 = (11.52)
1. S+32| 1, [S+Xy
R, < 1 ~ Clog 2221 11.53
2=k 20g|K+E| 2 S K+ 5y (11.53)
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where the union is over all positive semi-definite matrices K such that K < S.
Finally we note that using the analysis carried out in Section V of [5] and
Chapter 5.7, the capacity result given in Theorem 11.6 can be extended to the

general Gaussian MIMO DCMRWC defined by (11.25)-(11.27) as follows.

Corollary 11.1 The secrecy capacity region of the general Gaussian MIMO DCM-
RWC, which is defined by (11.25)-(11.27), when Ky = 1, is given by the union of

rate pairs (Ry, Re) satisfying

1 HKMH)" +3| 1 | H,KH) + X |

Ry < min -1 _= 11.54

e S R =] 5 8 =] (11.54)
1 [HSH?)T +3%? 1. [H,SH] + 3

Ry < ~1 2 11.55

2=5 KT + 32| 2 °|H,KH] + 3] (11.55)

where we dropped the subscripts of X2, H2 since Ky = 1, and the union is over all

positive semi-definite matrices K such that K < S.

11.3.2 The Second Scenario: Layered Confidential Messages

In the second scenario, the transmitter wants to send a confidential message to
users in the first group which needs to be kept confidential from the second group of
users and eavesdroppers. The transmitter also wants to send a different confidential
message to users in the second group, which needs to be kept confidential from the
eavesdroppers. As opposed to the first scenario, in this case, we do not put any
restriction on the number of eavesdroppers. The graphical illustration of the second

scenario is given in Figure 11.3. The situation where there is only one user in each
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group and one eavesdropper was investigated in [45]. Hence, this second scenario
can be seen as a generalization of the model in [45] to a compound channel setting.
Following the terminology of [45], we call this channel model DCMRWC with layered
messages.

An (n, 2% 272) code for DCMRWC with layered messages consists of two
message sets Wi = {1,..., 2"} W, = {1,...,2"%2} and an encoder f : W) x W, —
X", one decoder for each legitimate user in the first group gjl» : y} TS W, g =
1,..., Ky, and one decoder for each legitimate user in the second group g3 : y,f’” —
W, k = 1,...,K,y. The probability of error is defined as P" = max{P}" P>"}

where P™ and P?" are given by

pln = Pr (gt (YE™) £ W 11.56
e r[gi(Y;") # W] (11.56)
p2n — Pr [g2(Y2") £ W- 11.57
"= e r[gi(Y, ") # Wa (11.57)

A secrecy rate pair is said to be achievable if there exists an (n, 2"%, 2"%2) code

which has lim,,_,. P' =0,

1
lim —I(Wy; ZM) =0, t=1,...,Ky, (11.58)
n—oo M,
and
1
lim —I(Wy; Y2 W) =0, k=1,...,K, (11.59)
n—oo M,
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We note that these two secrecy conditions imply

1
lim —I(Wy, Wy Z0) =0, t=1,...,K, (11.60)

n—oo 1N

Furthermore, it is clear that we are only interested in perfect secrecy rates of the
channel. The secrecy capacity region is defined as the closure of all achievable
secrecy rate pairs. A single-letter characterization of the secrecy capacity region is

given as follows.

Theorem 11.7 The secrecy capacity region of the DCMRWC with layered messages
is given by the union of rate pairs (Ry, Ry) satisfying
Ry < min I(X;Y}'|U, YY) (11.61)
J

i=1,...K1
k

1. Ko

Ry < min L(U; Y2\ Zy) (11.62)
=1, K7

S

zZ

where the union is over all random variable pairs (U, X) such that

U—-X—=Y Y Y= 2" Z (11.63)

for any triple (j, k,t).

The proof of this theorem is given in Appendix 11.5.6. Similar to the converse
proof of Theorem 11.1, the presence of the fictitious users Y* and Z* plays an
important role here as well. In particular, these two random variables introduce
a conditional independence structure to the channel which enables us to define
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the auxiliary random variable U that yields a tight outer bound. Despite this
similarity in the role of fictitious users in converse proofs, there is a significant
difference between Theorems 11.1 and 11.7; in particular, it does not seem to be
possible to extend Theorem 11.1 to an arbitrary number of eavesdroppers, while
Theorem 11.7 holds for any number of eavesdroppers. This is due to the difference
of two communication scenarios. In the second scenario, since we assume that users
in the second group as well as the eavesdroppers wiretap users in the first group, we
are able to provide a converse proof for the general situation of arbitrary number of
eavesdroppers.

As an aside, if we set K1 = K3 = Kz = 1, then DCMRWC with layered mes-
sages reduces to the degraded multi-receiver wiretap channel with layered messages
of [45], the secrecy capacity region in Theorem 11.7 reduces to the secrecy capacity

region of the channel model in [45].

11.3.2.1 Parallel DCMRWC with Layered Messages

In the next section, we investigate the Gaussian parallel DCMRWC with layered
messages. To that end, here we obtain the secrecy capacity region of the parallel

DCMRWC with layered messages in a single-letter form as follows.

Theorem 11.8 The secrecy capacity region of the parallel DCMRWC with layered
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messages is given by the union of rate pairs (Ry, Ry) satisfying

L

: vl 2
Ry < min > (X YU, YY) (11.64)
k=1,....Ko £=1
L
Ry < min > (Ui Y| Zu) (11.65)

where the union is over all [[1_, p(ue, z¢) such that

U =X, =Y, =Y =Y — Z, = Zu (11.66)

fO’f’ any (gajvkat)

Since the parallel DCMRWC with layered messages is a special case of the
DCMRWC with layered messages, Theorem 11.7 implicitly gives the secrecy capacity
region of the parallel DCMRWC with layered messages. However, we still need to
show that the region in Theorem 11.7 is equivalent to the region in Theorem 11.8.
That is, we need to prove the optimality of independent signalling in each sub-

channel. The proof of Theorem 11.8 is provided in Appendix 11.5.7.

11.3.2.2 Gaussian Parallel DCMRWC with Layered Messages

We now obtain the secrecy capacity region of the Gaussian parallel DCMRWC with
layered messages. To that end, we need to evaluate the region given in Theorem 11.8,
i.e., we need to find the optimal distribution Hle p(ug, x¢). We first introduce the

following theorem, which is an extension of Theorem 11.3.
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Theorem 11.9 Let N1, N*, No, N, Ny be zero-mean Gaussian random variables with

variances 03,02, 05,02, 0%, respectively, where

=N

<ol <05 <5 <oy (11.67)

Let (U, X) be an arbitrarily dependent random variable pair, which is independent of
(Nl,N*,NQ,N,Nz), and the second moment of X be constrained as F[X?| < P.

Then, for any feasible (U, X), we can find a P* < P such that

_ 1 P* ~2
MY + N|U) = h(X + N*JU) = 5 log P*i; (11.68)
and
1 P* + o2
h(X 4+ Nz|U) — h(X + No|U) < = log ——2 (11.69)
2 2 P* + o2
1 P* 4 o2
h(X + No|U) — h(X + N, |U) > = log 2 (11.70)
2 ! 2 ° P 4o}

for any (0%,03,0%) satisfying the order in (11.67).

The proof of this theorem is given in Appendix 11.5.8. The proof of this theorem
basically relies on Theorem 11.3 and Costa’s entropy power inequality [44].
Using this theorem, we can establish the secrecy capacity region of the Gaus-

sian parallel DCMRWC with layered messages as follows.

Theorem 11.10 The secrecy capacity region of the Gaussian parallel DCMRWC
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with layered messages is given by the union of rate pairs (Ry, Ry) satisfying

L
, 1 BePy 1 BePy
R, < —1 14— —=1 14+ —— 11.71
V< min D g los ( " A}ﬂ> 2% < Az, (1L71)

L — -
. 1 Be Py 1 BePy
Rs < min —log|l+———+—| —=log|1+—7——— 11.72
o h=1,....K2 2 28 ( BePy + Ai,ee) 2% ( BePe+ Ay 1.7)

where g =1— 3, € [0,1], £=1,..., L, and the union is over all {P;}t_, such that

St P =P.

The proof of this theorem is given in Appendix 11.5.9. Similar to Theorem 11.4,
here also, P, denotes the amount of power P devoted to the transmission in the
(th sub-channel. Similarly, S, is the fraction of the power P, of the ¢th sub-channel

spent for the transmission to users in the first group.

11.3.2.3 Gaussian MIMO DCMRWC with Layered Messages

We now obtain the secrecy capacity region of the Gaussian MIMO DCMRWC with
layered messages. To that end, we need to evaluate the region given in Theorem 11.7,
i.e., find the optimal random vector pair (U, X). We are able to find the optimal
random vector pair (U, X) when there is only one user in the second group, i.e., Ky =

1. To obtain that result, we first need the following generalization of Theorem 11.5.

Theorem 11.11 Let (Ny, Ny, N* Nyz) be Gaussian random vectors with covariance

matrices Xy, g, 32°, 35, respectively, where
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Let (U,X) be an arbitrarily dependent random vector pair, which is independent of

(N1,Ny,N* Ny), and the second moment of X be constrained as E [XXT} < S.

Then, for any feasible (U, X), there exists a positive semi-definite matric K* such

that K* <'S, and it satisfies

1 K* + X
BX 4 NJU) — h(X + No|U) = - 1og T2

2 K+ =

and

1 IK* + 3|

h(X+Nz|U) — h(X+N,|U) < =1
1, |K*+ X,

X+ N —h(X+N > —1
h(X + No|U) — WX + 1‘U)_20g]K*+2]

for any (X1,X7) satisfying the order in (11.73).

(11.74)

(11.75)

(11.76)

The proof of this theorem is given in Appendix 11.5.10. Using this theorem, we

can find the secrecy capacity region of the Gaussian MIMO DCMRWC with layered

messages when Ky = 1 as follows.

Theorem 11.12 The secrecy capacity region of the Gaussian MIMO DCMRWC

with layered messages when Ko = 1 is given by the union of rate pairs (R, Rs)

satisfying

1, K+3 1. |K+X?

R, < Zlog i Tl Zge i T =1
ek 2 BT T 2 R

1. [S+X% 1. [S+XZ

R, < “log——— 1 _ = = =l

2=k, 2 B K 22 2 BK + 27
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where the union is over all positive semi-definite matrices K such that K < S.

The proof of this theorem is given in Appendix 11.5.11. As an aside, if we set
K, = Kz = 1 in this theorem, we can recover the secrecy capacity region of the
degraded multi-receiver wiretap channel with layered messages that was established
in [45].

Finally we note that using the analysis carried out in Section V of [5] and
Chapter 5.7, the capacity result given in Theorem 11.12 can be extended to the

general Gaussian MIMO DCMRWC defined by (11.25)-(11.27) as follows.

Corollary 11.2 The secrecy capacity region of the general Gaussian MIMO DCM-
RWC, defined by (11.25)-(11.27), with layered messages when Ky = 1 is given by

the union of rate pairs (Ry, Rs) satisfying

1 EKE)T+3] 1 [HK(HY)T 4+ 3
e 1 [HIK(H] HE 11.79
1 < j:rlr,l}flKl 5 og lzjll 7 0og ’22’ ( )
1 [HSH?)T+3° 1. [HISHY)' + 37|
o 1 1 11.80
S S8 R 3 2 P EAREs) T+ x7 Y

where the union is over all positive semi-definite matrices K such that K < S.

11.4 Conclusions

In this chapter, we consider the DCMRWC for different communication scenarios,
and obtain the corresponding secrecy capacity regions for the discrete memoryless
case as well as its parallel and Gaussian parallel instances. We also consider MIMO

channels, and obtain the secrecy capacity region under certain conditions.
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11.5 Appendix

11.5.1 Proof of Theorem 11.1

Achievability is clear. We provide the converse proof. For an arbitrary code achiev-
ing the secrecy rates (R, Ry), there exist (e;,, €2,,) and 7, which vanish as n — oo

such that

HWAY)™) S nern, j=1,..., K (11.81)
HW,|[YV2™) < negpy, k=1,..., K, (11.82)

where (11.81) and (11.82) are due to Fano’s lemma, and (11.83) is due to the perfect
secrecy requirement stated in (11.32).

We define the following auxiliary random variables

Uy =WoY™'Z0  i=1,...,n (11.84)

which satisfy the following Markov chain

U= Xi=Y, =Y =Y = Z, i=1....n (11.85)

for any (j, k) pair. The Markov chain in (11.85) is a consequence of the fact that

the channel is memoryless and degraded.
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We first bound the rate of the second message:

nlty = H(W) (11.86)
< I(Wor Vi) + neay (11.87)
< I(Wy; YkQ’n) — I(Wy; Z") + n(eam + Vn) (11.88)
= I(Wy Y| Z") + nlean +a) (11.89)
= i L(Was Y[V 27 4 nlean + ) (11.90)
=1

= i L(Wes Y|V, 280, Zi) + ez + ) (11.91)
=1

< zn: ]<Yk27i_17 Zz‘n+1v Wa; Yk21|Zz) + ”(62,71 + ’Yn) (11.92)
=1

< i I<Y*7i717 YkQ’Fl’ 2, Wa; }/’CQZ’ZZ) + n(€zn + Tn) (11.93)
i=1

= En: I(Y™N 27, W Y| Z:) + ez + ) (11.94)
i=1

= i I(Us Yl Zi) + n(exn + ) (11.95)
=1

where (11.87) is due to (11.82), (11.88) is a consequence of (11.83), (11.89) comes

from the Markov chain

Wy =Y = 2" k=1,..., K, (11.96)

which is a consequence of the fact that the channel is degraded, (11.91) comes from
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the Markov chain

Ziil — Y]f’iil — (Yk%m Zzna W2)7 k = 17 T ’K2 (1197>

which is due to the fact that the channel is degraded and memoryless, and (11.94)

is a consequence of the Markov chain

YT o v o (W, 200V, k=1, Ky (11.98)

which is due to the Markov chain in (11.2) and the fact that the channel is memo-
ryless.

Next we bound the rate of the first message:

nR, = H(W,) (11.99)
— H(W,|[Wh) (11.100)
< I(Wi Y [Wa) + nery (11.101)
< I(Wy; le’n|W2) — I(Wh; Z"[Wa) + n(ern + ) (11.102)
= I(Wy; Y, |Wa, Z") + n(€rn + V) (11.103)
= Z LW Y5 IWa, Z% Y0 - n(enn + ) (11.104)
=1

— i I(W Y Wa, Z20, Y5 Z0) 4 nlenn + ) (11.105)
i=1

= 2": LWy YW, Z2 YL YN Z) + e + m) (11.106)
=1
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sﬁimxgwanMWaZﬁpn“*J“thy+mﬁm+%J (11.107)
=1

= i L(X3 YW, Z8, YL Y0 Z) 4 e + ) (11.108)
=1

_ zn:H(Y;lZ|WQ, Z?H»le’i_l,Y*’i_la Z) — H(}/‘;‘}AWQ, ZZL+17}/}1,1'—1’Y*,Z‘—1’ Z:, X;)
=1
+n(ern + ) (11.109)

<Y CHYAIWa, Z2,, Y Z) — H(Y [ Wa, 20, Y Y 2, X))
=1

+n(ern + Yn) (11.110)

- Z H(Yj}l’W27 Zin+17 Y*?i_la ZZ) - H(Y;AWQ, Z@'n+17 Y*ﬂ._l? Zi7 XZ)
i=1

+n(€1n + ) (11.111)
= (XY |Wa, Z10, Y Z0) 4 n(ern + ) (11.112)
=1
= I(X;Y},|Ui Z)) + n(ern + 7n) (11.113)
=1

where (11.101) is due to (11.81), (11.102) is a consequence of (11.83), (11.103) comes

from the Markov chain

(Wo, W) = Y = 27, j=1,...,K (11.114)

which is due to the fact that the channel is degraded, (11.105) comes from the

Markov chain

Zi1 le,i—l o (W, Wa,YE, ZM), j=1,....K (11.115)

Je
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which is a consequence of the fact that the channel is degraded and memoryless,

(11.106) follows from the Markov chain

Y*,i—l N Y}Li_l - (W17 WQ,Y'l Zln)7 ] = ]_7 ceey Kl (11116)

Jye?

which results from the Markov chain in (11.2) and the fact that the channel is

memoryless, (11.108) is a consequence of the Markov chain

Y}, Z) = Xy — (YL YL Ze oW, We), =1, K (11.117)

Je)

which is due to the fact that the channel is memoryless, (11.110) comes from the fact
that conditioning cannot increase entropy, and (11.111) is again due to the Markov
chain in (11.117).

Next, we define a uniformly distributed random variable @ € {1,...,n}, and
U=(Q,Uqg), X =XqY} =Y/, Y? =Y and Z = Zg. Using these definitions

in (11.95) and (11.113), we obtain the single-letter expressions in Theorem 11.1.

11.5.2 Proof of Theorem 11.2

The achievability of this region follows from Theorem 11.1 by selecting (U, X) =
(Uy, Xy,...,Ur, X) with a joint distribution of the product form p(u,z) =

H£:1 p(ug, x¢). We next provide the converse proof. To that end, we define the
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following auxiliary random variables

Ug: U}/ﬁ:@fl]z[z"rl:[/]? g: 1,...,L (11118)

which satisfy the Markov chain

Up— Xy — (Y, Y5, Zy) (11.119)

for any (j, k, ¢) triple because of the facts that the channel is memoryless and sub-
channels are independent.

We bound the rate of the second message as follows

<  mi Y . :
Ry < min I(U;Yi|Znn) (11.120)
L
— : LV2 2
= k:rfl,.l..l,lm 421 I(U; Yk€|Yk[1:£71]7 Z:1)) (11.121)
L
= min > IU Y Y . Zieny) (11.122)
""" =1
L
< k:flninK I(U, Yk2[1:5—1]a Z[4+1:L};Yk2€‘zf) (11.123)
""" 2 =1
L
< k:rlninK I(U, [T:eq]a Ykz[lzéfl]v Zs:1); Yk2e|Z€) (11.124)
""" =1
L
= nin ; I(U, Yiioor)y Ziesren; Yiol Ze) (11.125)
L
— : .vV2
= Jnin 2 LUy Y5\ Z0) (11.126)
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where (11.122) follows from the Markov chain

Zi—1) = Vit = UV Ziew)

(11.127)

which is a consequence of the facts that the channel is degraded and memoryless,

and sub-channels are independent, and (11.125) is due to the Markov chain

YkQ[I:Z—I] - }/[T:Z—l} — U7 Ylf[? Z[E:L]

(11.128)

which is a consequence of the Markov chain in (11.10) and the facts that the channel

is memoryless and sub-channels are independent.

We next bound the rate of the first message as follows

R, <

<

min
j=1,...,K1

min

j=1,...K1

min
.7:1 »»»» K

min
j=1,...K1

n
]:1 7777 Ky
min

]:1 »»»» K1

min
.7:1 """ K

I(X[lL% }/jl[l:L] |U7 Z[I:L])

L
Z I(Xpp); leg|U, }/jl[l:ﬁfl}u Z[l:L])
(=1

L
> I Xy YU, Yy, Zieny)
/=1

L
Z I(X[I:L]S YJ‘IAU’ Y}l[u_ua H:e—ua Z[Z:L})
=1

L

L
S HYU Yy Ze) — HY U Y. Ze, Xjny)
/=1

L
Z H (YU, Zo) = H(Y;|Us, Yit1.0-1)s Zos X 1)
=1

584

(11.129)

(11.130)

(11.131)

(11.132)

(11.133)

(11.134)

(11.135)



L

= min_ H(Y;|Up, Zo) — H(Y;y|Us, Zo, Xo) (11.136)
I Y=
L

= min I(Xo; Y| Us, Zy) (11.137)
7j=1,...,K1 —

where (11.131) and (11.132) follow from the Markov chain

Zns) = Yiuo) = Yieny = (U, Yy, Zier), Xpony) (11.138)

which is due to the facts that the channel is degraded and memoryless, sub-channels
are independent, and the Markov chain in (11.10), (11.135) results from the fact that

conditioning cannot increase entropy, (11.136) comes from the Markov chain

(Y;lh Zf) — X@ — (Ug, le[l:éfl}a X[l:f—l}a X[K—‘rl:L]) (11139)

which is a consequence of the facts that the channel is memoryless, and sub-channels
are independent.

In view of (11.126) and (11.137), we obtain the single-letter expressions in The-
orem 11.2. Finally, we note that each expression in the bounds given by (11.126) and
(11.137) depend on the the joint distribution p(up.r), zp.r)) through its marginals
p(ug, x¢). Thus, there is no loss of optimality to choose p(up.}, 2p.r)) = HZL:1 (e, p).

This completes the converse proof.
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11.5.3 Proof of Theorem 11.3

We first note that

1 2 1
“log = < h(X + N*|U) — h(X + Nz|U) < = log
2 oy 2

P+ o?
P+ 0%

(11.140)

where the right-hand side can be shown via the entropy power inequality [42, 43]. To
show the left-hand side, let us define a Gaussian random variable N with variance
0% — o2, and independent of (U, X, N*). Thus, we can write down the difference of

differential entropy terms in (11.140) as

h(X + N*|U) = h(X 4+ Ng|U) = h(X + N*|U) — h(X + N* + N|U)  (11.141)
= —I(N; X + N* + N|U) (11.142)
— —h(N|U) 4+ h(N|U, X + N* + N) (11.143)

> —h(N|U) +h(N|U, X + N*+ N, X) (11.144)

= —h(N)+ h(N|N* + N) (11.145)
1 o?
= —log —= 11.146

where (11.144) is due to the fact that conditioning cannot increase entropy and
(11.145) is a consequence of the fact that (U, X) and (N*, N) are independent.
Equation (11.140) implies that there exists P* such that P* < P and

1
h(X + N*|U) — h(X + N |U) = = log ——2*
g

11.14
; (11.147)
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which will be used frequently hereafter.
We now state Costa’s entropy power inequality [44] which will be used in the

upcoming proof?.

Lemma 11.1 ([44, Theorem 1)) Let (U, X) be an arbitrarily dependent random
variable pair, which is independent of N, where N is a Gaussian random variable.

Then, we have

th(X+\/£N|U) > (1 B t)€2h(X|U) + Le2MX+NU)

L 0<t<1 (11.148)
We now consider (11.42). We first note that we can write N* as

N* =N, + vVt N, (11.149)

where N is a Gaussian random variable with variance 0% — %, which is independent,

of (U, X, Ny). t; in (11.149) is given by

o2 — o2
t; = — "% 11.150
! 0% — o} ( )

where it is clear that ¢; € [0, 1]. Using (11.149) and Costa’s entropy power inequal-

L Although, Theorem 1 of [44] states the inequality for a constant U, using Jensen’s inequality,
the current form of the inequality for an arbitrary U can be shown.
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ity [44], we get

GPHXAN*|U) _ 2h(X+N1+VE N |U) (11.151)
> (1 — t;)e2hXTMIU) 4 ¢ 2h(X+NZ|U) (11.152)

which is equivalent to

(1 o t1)€2[h(X+N1‘U)*h(X#’NZ‘U)} + tl S e?[h(X+N*|U)7h(X+NZ|U)] (11153)
P* + o2

= * 11.154

P* + 0%, ( )

where (11.154) is obtained by using (11.147). Equation (11.154) is equivalent to

1 1 P* + o2
(X + N|U) — h(X + N4 |U) < =1 * ¢ 11.155
(X + N0~ X+ NefO) < Jlog - (i 1) (11.155)
1 P* 1 o2 —to2
-1 * Z 11.156
20g<P*—|—0%+1—t1 P*+a%) ( )
1 P+ o?
=_—log—L 11.1
2OgP*+U% ( 57)

where we used the definition of ¢; given in (11.150) to obtain (11.157). Equation
(11.157) proves (11.42).

We now consider (11.43). First, we note that we can write Ny

Ny = N* 4+ /12N, (11.158)

where N is a Gaussian random variable with variance 0% — o2, which is independent
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of (U, X, N*). ty in (11.158) is given by

2 2
b= (11.159)

where it is clear that t5 € [0, 1]. Using (11.158) and Costa’s entropy power inequal-

ity [44], we get

62h(X+N2|U) — 62h(X+N*+\/t72Nle) (11160)
Z (1 _t2)€2h(X+N*|U) +t262h(X+NZ\U) (11161)
which is equivalent to
62[h(X+N2|U)—h(X+Nz|U)] 2 (1 _ t2>€2[h(X+N*‘U)—h(X-‘erlU)] _|_ t2 (11162)
P* +0.2

=1 —ty)—= +t 11.163
( 2)P*+0% 1 ( )

P*+ o3
= — 11.164
P* + 0%, ( )

where (11.164) is obtained by using the definition of ¢ given in (11.159). Equation

(11.164) is equivalent to

P* + 0%

1
h(X + N, — h(X + N < =1
(X NoJU) = (X + M) < Glog 2

(11.165)

which is (11.43). This completes the proof of Theorem 11.3.
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11.5.4 Proof of Theorem 11.4

Achievability is clear. We provide the converse proof. To this end, let us fix the

distribution []i_, p(ug, x;) such that

E[X{]=F, (=1,...,L (11.166)

and Zle P, < P. We first establish the bound on Ry given in (11.45). To this end,

we start with (11.38). Using the Markov chain U, — Y}5, — Z;, we have

L
Ry = min ; (Ui Yiy) = 1(Us; Zo) (11.167)
L
= min_ [0(Y35) — h(Z0)] + [(ZU) — h(Y|U)] (11.168)
""" 2 =1
L 2
P+ A
< min = LR L W Z|U) — h(YVEIU)] (11.169)

—log ————
T kLK 98 Py+ Az

where (11.169) comes from the fact that Gaussian X, maximizes
h(Yy) — h(Z) (11.170)

which can be shown via the entropy power inequality [42, 43]. We now use Theo-
rem 11.3. For that purpose, we introduce the diagonal covariance matrix A* which

satisfies

A=A = A (11.171)
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for any (j, k) pair, and in particular, for the diagonal elements of these matrices, we

have

1 2
Aj,M < Ay < A

(11.172)

for any triple (4, k, £). Thus, due to Theorem 11.3, for any selection of {(Uy, X)},,

there exists a P, such that

Pg* S PK

1. P4+ Azu

1 14
h(Ze|Up) — h(Y;|Up) > 510g T

J

1. Pf+Azu

W Z,\Up) — h(Y2|U,)) < = log =&
(Zo|Ue) — W(Yige|Up) < 5108 Pt Az,

for any triple (j, k,¢). Using (11.175) in (11.169), we get

L Pr+ Ay, 1 1 P+ Az

Ry < min —log——— — —1lo
2= Ky 2 gP;%—Ai,M 2 ng*—i-Az,ee

(11.173)

(11.174)

(11.175)

(11.176)

We define P} = ;P and By = 1— 3, £ =1,..., L, where 3, € [0, 1] due to (11.173).

Thus, we have established the desired bound on Rs given in (11.45). We now bound
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R,. We start with (11.37). Using the Markov chain (U, X;) — Y — Z,, we have
yIa

L

< mi -yl _ . _
Ris min ;I(X‘” YilUe) — 1(Xy; Z,|Uy) (11.177)

= min h(YA|UL) — h(Zd|Up) — 5 log 25 (11.178)

7j=1,..., K — 2 AZJ[
L * 1 1
1 Pr+A, 1 Ao
< 1 ~log ———2= — Zog L= 11.179
B jZIlr,l}?KH Z:: 2 8 PZ* + Azjg 2 8 Azygg ( )

where (11.179) comes from (11.174). Since we defined P; = 5,FP, (11.179) is the

desired bound on R; given in (11.44), completing the proof.

11.5.5 Proof of Theorem 11.6

The main tools for the proof of Theorem 11.6 are Theorem 11.5, and the following

so-called worst additive noise lemma [36, 37].

Lemma 11.2 ([36, 37]) Let N be a Gaussian random vector with covariance ma-
triz 32, and Kx be a positive semi-definite matriz. Consider the following optimiza-

tion problem,

min  I(IN; N + X)) s.t. Cov(X) =Ky (11.180)

p(x)

where X and N are independent. A Gaussian X is the minimizer of this optimization

problem.
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We first bound R,. Assume we fixed the distribution of (U, X) such that

Cov(X) = Kx. Then, we have

Ry < I(U;Y?) — I(U;Z) (11.181)
= h(Y?) — h(Z) + [h(Z|U) — h(Y?|U)] (11.182)
< %log EI—;ZH + [MZIU) = h(Y2|U)] (11.183)

To show (11.183), consider N which is a Gaussian random vector with covariance

matrix X7 — 32, and is independent of (U, X, N?). Thus, we can write

h(Y?) — h(Z) = h(Z|N) — h(Z) (11.184)
= —I(N;X +N? +N) (11.185)
1. |Kx+3X?
Slog X T 11.186
=2 %Ky + 3 ( )
1. [S+ 32
Sl P e el 11.187
—20%S+Ed ( )

where (11.186) is due to Lemma 11.2; and (11.187) follows from the fact that

Al _ A+
IA+B] ~ [A+B+A]

(11.188)

for A>0,B>0,A>0[4,19].
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For the rest of the proof, we need Theorem 11.5. According to Theorem 11.5,

for any (U, X), there exists a 0 < K < Cov(X|U) such that

1. |K+3Xyg
h(Z R(Y?U) = ~log o—csr

1. K+
h(Z|U Y |U —log ———— =1,....K
(BI0) ~ ROV 2 g (g =L K

because 37 < X%, j=1,...

R 1 IS + 32| IS + 3|
, < =log o= 1 DT &z)

1
=2 ®IK 32 2 %K+ 5y

which is the desired bound on Rs.

The desired bound on R; can be obtained as follows

R1< ‘ mln ](X Y |U) - I(X;Z]U)

=1,...,

WYIU) W)~ Ltog 22

= mln — — 10

j=Lies 2 %1,
1, K+ X !531

< Iin, log

=1, K+ X, | |EZ|

= min —log———" —

=1, K1 2 1% 13 4]

,Ky. Using (11.189) in (11.183) yields

1
2

1 [ K+3j 1. K43y
2

(11.189)

(11.190)

(11.191)

(11.192)
(11.193)
(11.194)

(11.195)

where (11.194) is due to (11.190). This completes the proof of Theorem 11.6.

11.5.6 Proof of Theorem 11.7

We first show the achievability of the region given in Theorem 11.7, then provide

the converse proof.
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11.5.6.1 Achievability

First, we present the following lemma which simplifies the achievability proof.

Lemma 11.3 ([38, Lemma A.1]) Let U, X, Zy, Zy, Y2 Y3 be random wvariables

such that they satisfy the following Markov chains

U—=X— 71,7, (11.196)

U— X = Y2YS (11.197)

If I(U: Z,) < I(U; Z,), there exists a random variable Z such that I(U; Zy,Z) =

I(U: Zy) and Z satisfies the following Markov chain

U—=X—(Z21,%) = Z (11.198)

Similarly, if I(X;Y2|U) < I(X;Y2|U), there exists a random variable Y? such that

I(X; Y2, Y2U) = I(X; Y2|U) and Y? satisfies the following Markov chain

U— X — (Y2 Y} —=Y? (11.199)

We now show the achievability of the region given in Theorem 11.7. First, we

fix the distribution p(u, ).

Codebook generation:

2n(R2+R2

o Generate ) length-n u sequences through p(u) = ], p(u;) where
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Ry = max;—. x,I(U;Z;). We index u sequences as u(ws, Ws) where wy €

{1,...,27R2} and @, € {1,..., 2772}

e For each u, generate 2"F17R1) length-n x sequences through p(x[u) =
[T, p(wi|u;) where R, = maxg—1__r, [(X;Y2|U). We index x sequences as

X(wlywl‘WZ) where wy = (w27w2)7 wy € {17 - .’2nR1}7 and w, € {17 - ’2711721}.

Encoding:

If (wq,ws) is the message to be transmitted, we pick wy, Wy independently and

uniformly, and send the corresponding x.

Decoding:

The legitimate users can decode the messages with vanishingly small proba-

bility of error, if the rates satisfy

Ry < min I(X;Y}'|U) - I(X;Y2|U) (11.200)

1. K}

Ry < min I(U;Y?) - 1(U; Zy) (11.201)
gy 182
t=1,....Kz

which is the same as the region given in Theorem 11.7 because of the degradedness

of the channel.

Equivocation computation:

We now show that this coding scheme satisfies the secrecy requirements given

in (11.58) and (11.59). To this end, we will take a shortcut by using Lemma 11.3, as
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it is done in [38]. To show (11.58), we consider the enhanced eavesdroppers with ob-
of the random variable Z, is ensured by Lemma 11.3. Following the equivocation
computation in Appendix A of [45], one can get

1 _
lim —I(Wa; 21, Z7) = 0 (11.202)

n—oo M

which implies that the secrecy requirement in (11.58) is satisfied.

Next we show that the proposed encoding scheme satisfies the secrecy require-
ment in (11.59) as well. Similar to what we did to show (11.58), we take a shortcut
by using Lemma 11.3. In particular, we consider the enhanced second group of users
where the existence of the random variable 37,3 is ensured by Lemma 11.3. Following
the equivocation computation in Appendix A of [45], one can get

1 ~
lim —I(Wy; V2", Y2 Wa) =0 (11.203)

n—oo N,

which implies that the secrecy requirement in (11.59) is satisfied. This completes

the achievability proof of Theorem 11.7.
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11.5.6.2 Converse

First, we note that for an arbitrary code achieving the secrecy rate pairs (Ry, Rs),

there exist (€1, €2,) and (714, 72.,) Which vanish as n — oo such that

HWAY)™) S nern, j=1,..., K (11.204)
HW,|Y?™) < negpy, k=1,..., K, (11.205)
I(Wy, Z) <nryap, t=1,...,Ky (11.206)
TWG Y W) < nyrp, k=1,..., K, (11.207)

where (11.204) and (11.205) are due to Fano’s lemma, and (11.206) and (11.207)
come from perfect secrecy requirements in (11.58) and (11.59).

We now define the following auxiliary random variables
Uy =WoY™ 1 Z:0 i=1,...,n (11.208)
which satisfy the Markov chains

U= Xi =Y, =Y =Y =2 - Z,;, i=1,....n (11.209)

for any (7, k,t) triple. The Markov chain in (11.209) is a consequence of the fact

that the channel is memoryless and degraded.
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We first establish the desired bound on Rs as follows

nRy < I(Wo; Y| 21, YO Zu) + nleam + 72m)

<N N2 YT Was YA Z) + lean + 2.0)
=1

<N HZ Y 20 YT W YR Zei) + nlean + Vo)
=1

<N HZE YT Wai Y Zea) + nlean + Vo)
=1

= Z 1(U;; Yk2,i|Zt,i) + n(e2n + Y2,n)

i=1

(11.210)

(11.211)

(11.212)

(11.213)

(11.214)

where (11.210) can be obtained by following the steps similar to (11.86)-(11.91) in

Appendix 11.5.1 and (11.213) is due to the Markov chain
(Ziagn, YO) = (ZZRY0) = (W, Vi, Z4)

which is a consequence of the Markov chain in (11.2).

We now establish the bound on R; as follows

nky < i I(Wr; Y317,|W27 Y/jﬁp Y}Mil? YkQZ) +n(ern +71n)
=1
- zn: LW Y5 We, Yl Y ZE0, YL Y + nlern + i)
=1
S W VAU YR YL YR+ e+ )
i=1
S I W VAU YA, Y Y2) 4 e + 1)

=1
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(11.216)

(11.217)

(11.218)
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X YU VI LYY + nlenn +vim) (11.220)

(2 7,2

kyi+12 kya+1

=2 1
=1
:ZH(Y |U Y2’n Yll 1 YkZZ) (Yj |U Y2TL Yl’L 1 Y]EﬁX)
=1
+n(ern +7n) (11.221)

— Z H(Y UL YR YL Y2 — HYLUL Y2, Xa) + nlern +710)  (11.222)
< Z H(Y}}i’U’b Yk?z) - H(Y;}i’Uia Yk2,i7 Xi) +nlern +71n) (11.223)

= (XY ULYZ) + nlern + ) (11.224)

where (11.216) can be obtained by following the steps similar to (11.99)-(11.105) in

Appendix 11.5.1, (11.217) is a consequence of the Markov chain

(Z5 Y7 = (VR YT = (Wa, W, YY) (11.225)

kyi+10 7,80

which results from the Markov chain in (11.2), (11.220) comes from the Markov

chain
(Y2, Y} = X — (W, Wa, Uy, Y0 YT (11.226)

which is due to the fact that the channel is memoryless, (11.222) is also due to
the Markov chain in (11.226), and (11.223) comes from the fact that conditioning
cannot increase entropy.

Single-letterization can be accomplished as outlined in the proof of Theo-

rem 11.1, completing the converse proof.
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11.5.7 Proof of Theorem 11.8

The achievability of the region given in Theorem 11.8 can be shown by select-
ing (U, X) = (U, Xy,...,Ur, X1) with a joint distribution of the form p(u,x) =
Hle p(ug, z¢). We next provide an outline of the converse proof. To that end, we

define the following auxiliary random variables
U =UY5-1Z[ps10), £=1,-..,L (11.227)
which satisfy the Markov chains
U =X =Yy =Y =Y, =2, = Zy, (=1,...,L (11.228)

for any (j, k,t) triple. These Markov chains are a consequence of the facts that the
channel is memoryless and degraded, and sub-channels are independent. Once the
auxiliary random variables {U,}£_, in (11.227) are identified, the rest of the converse
proof is similar to the converse proof of Theorem 11.2 given in Appendix 11.5.2. In
particular, to obtain the desired bound on R, we start with

Ry < k:%;?KQ I(U; Y| Zeniny) (11.229)
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which is a direct consequence of Theorem 11.7. Next, following the steps similar to

(11.121)-(11.126) in Appendix 11.5.2, one can reach the desired bound:

Ry < min Y I(Uy Y| Zu) (11.230)

Similarly, to obtain the desired bound on R;, we start with

. vl 2
Ry < j:fll?}flKl ](X[l:L]a Yj[1;L]|U7 Yk[l:L]) (11.231)
k=1,..., K>

which is also a direct consequence of Theorem 11.7. Next, following the steps similar

to (11.130)-(11.137) in Appendix 11.5.2, one can each the desired bound:

L
R < inKlzI(Xg;Yj;yUe,Yki) (11.232)

To complete the converse proof, we note that each expression in the bounds given by
(11.230) and (11.232) depend on the the joint distribution p(uf.z), 21.1)) through its
marginals p(ue, x¢). Thus, there is no loss of optimality to choose p(uji.r), Zj1:0)) =

HZL:1 p(ug, z¢). This completes the converse proof.
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11.5.8 Proof of Theorem 11.9

According to Theorem 11.3, there exists a P* < P such that

~ 1 P*_,_a.Q
h(X + N|U) — h(X + N* =1 11.2
(X + NJU) = X+ N°J0) = Jlog Pt (11233
- 1. P*+5?
h(X 4+ N|U)—h(X + N|U) < =1 11.234
(X NU) = X+ Nall) < Jlog 0 (11.230
h(X + N|U)—h(X + N > -1 11.2
(X NU) = X+ NJU) 2 Jlog T (11.235)
for any (07, 02) as long as they satisfy
o} <02 <03 <5 (11.236)

We first show (11.70). To this end, we note that (11.233) and (11.234) imply

1 P* 2
WX + No|U) — h(X + N*|U) > ilogp*—::_—zg (11.237)
Furthermore, (11.233) and (11.235) imply
1 P* + o2
h(X + N*|U) — h(X + N,|U) > = log - (11.238)
2 ° P40}
Combining (11.237) and (11.238) yields
1 P* 2
AX + NafU) = h(X + N|U) >  log P*i? (11.239)
1

which is the desired result in (11.70).
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We now show (11.69). We first note that we can write N as

where Nz is a zero-mean Gaussian random variable with variance 0% — o3,

N = N, +VtNy

(11.240)

independent of (U, X, Ny). t € [0,1] in (11.240) is given by

We now use Costa’s entropy power inequality [44] to arrive at (11.69)

62h(X+N\U) _ €2h(X+N2+\/iNZ|U) > (1 . t)62h(X+N2|U) + 12X +Nz|U)

which is equivalent to

2 [M(XHNU)=h(X+N2|U)] > (1—t)+ te2lM(X+Nz|U)=h(X+N2|U)]

which can be written as

WX + Nz|U) = h(X + No|U)

1
2

1
2

— log

2 and
~9 o 2
f 02 022 (11.241)
(11.242)
(11.243)
_%eg[h(XJrNU)h(XJerlU)] _ ﬁ:| (11.244)
(1P +5> 1—t
1, 1 . 11.245
og _t P* + O’% t :| ( )
P+ 16%—(1—t)o3
| 4 11.246
I R | |
P* + 0%
log L 192 11.247

1
2
1
2
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where (11.245) is due to (11.234) and (11.247) comes from (11.241). Since (11.247)

is the desired result in (11.69), this completes the proof.

11.5.9 Proof of Theorem 11.10

Achievability is clear. We provide the converse proof. We fix the distribution

Hngl p(ug, z¢) such that

E[X;]=P, (=1,...,L (11.248)

and Zle P, = P. We first establish the bound on Ry given in (11.72). To this end,

we start with (11.65). Using the Markov chain U, — Y% — Zy, we have

L
Ry < min_ LUy YY) — LUy Zye) (11.249)
=1, Ky =1
L
= min_ hYy) — hM(Zw) + [M(Zu|Up) — h(Yi5|UL)] (11.250)
=1, Ky t=1
L 2
. 1, Pt Ay 2
< _ S A — .
< f:?}?§2 > 5 108 BT A7, + [(Zu|Up) — h(Y,3|Up)] (11.251)
=1,..., z = ”

where (11.251) comes from the fact that

h(Yie) = M Zu) (11.252)

is maximized by Gaussian distribution which can be shown by using the entropy

power inequality [42, 43]. We now use Theorem 11.9. For that purpose, we introduce
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A3 and A}, which satisfy

Al <A} = Al <Ay = A? (11.253)

for any (j, k,t) triple, and in particular, for the diagonal, elements of these matrices,

we have

Njoo < Mgy < Moo < Aggp < Al (11.254)

for any (4, k,t,¢). Thus, due to Theorem 11.9, for any selection of {(Uy, X;)},, we

have

Py <P, (11.255)
h(Zu|Us) — h(Y3|UL) < %log g j_sz Z (11.256)
ORI ~ AU > g (11.257
for any (k,j,t,¢). Using (11.256) in (11.251) yields
Ry, < k:Ingg XL: % log Zi—?éi — % 0g g;:—//\éz (11.258)

By defining P; = P and By = 1 — 8, £ = 1,..., L, where 3, € [0,1] due to
(11.255), we get the desired bound on Ry given in (11.72).

We now bound R;. We start with (11.64). Using the Markov chain U, —
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X = Y}, = Y3, we have

L
Ry < min 3 T(Xy YilUe) — I(Xe; Vi3 Ur) (11.259)
k:ll'.'.'.’,K; =1
1 1, Ay
= min_ Zh Yi|Ue) — hY;3|Us) — 5 log 15 (11.260)
21k = it
R

L1 Pf4+ A, 1 AS o

< min 5 log 5 ——5— — 5 log (11.261)
el S 2O P AL, 20 ARy
L
1 P\ 1 P
= min “log |1+ —5"1 ) —Zlog |1+ —6"2 : (11.262)
A o 2 Ajue 2 A e

where (11.261) is due to (11.257). Since (11.262) is the desired bound on R; given

n (11.71), this completes the proof.

11.5.10 Proof of Theorem 11.11

According to Theorem 11.5, for any selection of (U, X), there exists a K* < S such

that

|K* + 3%

1
h(X + N* —h(X+ N —log 0—— 11.263
(X +NJU) = h(X +NafU) = 5108 e (11263
1. |K*+ 3%
(X +N*U) - h(X+N,|U) > = log ———=— 11.264
(X N~ HOC4 NU) 2 G log o (11.264)
for any 3; such that ¥; < 3,. Furthermore, K* satisfies [19]
K*<J (X +NU) - = (11.265)
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Equations (11.263) and (11.264) already imply

|K* + 3]

h(X + No|U) — h(X + N |U) > = log SN
1

1
> 5 lo (11.266)

for any 3; such that ¥; < 3, which is the desired inequality in (11.76).

We now prove (11.75). For that purpose, we note that (11.265) implies
K*<J YX+N|U) - Xy (11.267)

for any Gaussian random vector N, independent of (U, X), with covariance matrix
3.y such that ¥y > ¥* because of Lemma 5.16. The order in (11.267) is equivalent

to
JX+N|U) =2 (K*+Zy)!, <3y (11.268)
Now, we can obtain (11.75) as follows

h(X 4+ Nz|U) = h(X + N,|U)

= h(X 4+ Nz|U) = h(X + N*|U) + h(X + N*|U) — h(X + No|U)  (11.269)
K" + 37|

1

= (X + NZU) = h(X +N*|U) + =1 11.270
(X +N|U) - h( U) + 3 Vo8 e (11.270)
1 [> 1. |K* 4 X

== J(X + N|U) dX —log o — 11.271
5 IXENID) ay + o e (11.271)
L[>z 1K+ X

< Z K+ Xy) 'de Zlogt———— 11.272

—2/*( +2w) NS R ( )
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(11.273)

where (11.270) is due to (11.263), (11.271) is obtained by using Lemma 5.17, and
(11.272) comes from Lemma 5.8 by noting (11.268). Since (11.273) is the desired

inequality in (11.75), this completes the proof.

11.5.11 Proof of Theorem 11.12

We first establish the desired bound on Ry given in (11.78) as follows

Ry < min I(U;Y?) - I(U; Zy) (11.274)
t=1,.., Kz
= min_ h(Y?) = h(Z) + [R(Z:|U) — h(Y?|U)] (11.275)
=Ly zZ
1 (S 432 2
< LA — —
<, min > log ST 37 + [W(Z:|U) — h(Y?|U)] (11.276)

where (11.274) comes from Theorem 11.7 by noting the Markov chain U — Y? —
Z,, and (11.276) can be obtained by using the worst additive noise lemma, i.e.,
Lemma 11.2, as it is done in the proof of Theorem 11.6. We now use Theorem 11.11.
According to Theorem 11.11, for any selection of (U, X), there exists a positive semi-

definite matrix K such that K < S and

1
2
— < — .
WZi|U) = h(Y?|U) < 5 1o K5 (11.277)
1. |JK+3X?
WMY?|\U) — h(YHU) > =1 11.2
(Y*|U) = h(Y;10) = 3 log eom (11.278)
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for any (j,t) pair. Using (11.277) in (11.276) yields

IS + X2

1 S + X7
Ry < min §log—— S+ i

which is the desired bound on R, given in (11.78).

We now obtain the desired bound on R; given in (11.77) as follows

Ry < min I(X;Y;|U) - I(X;Y?U)
J:

1,...K1
1. 1=y
_ : 1 o 2 = J
=, min, A(Y}|U) = h(Y*|U) = 5 log 1,
R 11\K+$\]_ K + 32|
mm —-108 ——(—— — -I10g ——————
= i 208 1 2 %8 |32

1
K+32] 2 °|K+%7

(11.279)

(11.280)
(11.281)

(11.282)

where (11.280) comes from Theorem 11.7 by noting the Markov chain U — X —

Y; — Y? and (11.282) is obtained by using (11.278). Since (11.282) is the desired

bound on R; given in (11.77), this completes the proof.
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Chapter 12
Ergodic Secrecy Capacity Region of the Fading Broadcast Channel

12.1 Introduction

In this chapter, we study the two-user fading broadcast channel from a secrecy
point of view. Previous works on this subject are reported in [24, 26, 27, 95-98].
References [26, 27, 95] obtain the ergodic secrecy capacity for the fading wiretap
channel when the channel state information (CSI) of both the legitimate receiver
and the eavesdropper are available at all terminals. The ergodic secrecy capacity
gives the amount of confidential information that the transmitter can send to the
receiver, when the receiver can afford arbitrarily long delays, hence can average
its secrecy rate over all channel realizations. The case where the transmitter has
the CSI of only the legitimate receiver (but not the eavesdropper) is studied in
[24, 95, 96] from the ergodic secrecy perspective. Reference [95] obtains the ergodic
secrecy capacity for a slow-fading channel, and [24, 96] provide achievable rates for
a fast fading channel.

When the receiver is delay-intolerant, the related information theoretic mea-
sure for fading channels is the outage capacity (delay-limited capacity), which is
the amount of information that can be transmitted within a certain time [99]. The
outage probability, and hence, the outage capacity, of the fading wiretap channel is

derived in [26, 97, 98]. The outage probability denotes the fraction of time that the
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legitimate receiver cannot get a pre-specified target secrecy rate.

In this chapter, we study the two-user fading broadcast channel with confi-
dential messages, where the transmitter sends a confidential message to each user
that needs to be kept hidden from the other user. Hence, our work generalizes
[26, 27, 95], where only one of the receivers requires confidential communication, to
a symmetric setting, where both receivers want to have confidential communication
with the transmitter. Similar to [26, 27], we assume that the CSI is available to all
parties perfectly and instantaneously.

We first consider the parallel less noisy broadcast channel with confidential
messages, where, in each sub-channel, one user’s channel is less noisy than the other
user’s channel. We note that, in each sub-channel, the less noisiness order might
be different, hence, the overall channel is not less noisy. The parallel Gaussian
broadcast channel is inherently a parallel less noisy channel, and hence, using the
secrecy capacity region we find, we explicitly evaluate the secrecy capacity region of
the parallel Gaussian broadcast channel by finding the optimal input distribution.

We then consider the ergodic secrecy capacity region of the fading broadcast
channel by assuming that there are no delay constraints, i.e., each receiver can
wait arbitrarily long to decode its message enabling the codeword to experience all
possible channel realizations. Consequently, the achievable rate becomes an average
of the rates achievable at all channel states. Moreover, under this scenario, the entire
fading broadcast channel can be viewed as a parallel Gaussian broadcast channel;
each sub-channel corresponding to a particular realization of the channel state. This

observation enables us to obtain the secrecy capacity region of the fading broadcast
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channel by using the capacity results we obtain for parallel Gaussian broadcast
channels. We finally present some numerical results which demonstrate that fading
enables both users to have positive secrecy rates which is impossible for scalar non-

fading Gaussian broadcast channels.

12.2  Parallel Less Noisy Broadcast Channels with Confidential Mes-

sages

We consider the parallel less noisy broadcast channel, where in each sub-channel,
one user’s channel is less noisy with respect to the other user. However, the overall
channel is not less noisy for any one of the users, as discussed earlier. The transmitter
sends an individual confidential message to each user that needs to be kept hidden
from the other user, in addition to a common message that needs to be delivered to
both users.

This channel consists of one input alphabet x = (z1,...,27) € X = A X ... X
AXp, and two output alphabets y; = (y;1,...,yjr) € V; = Vi X ... x Vi, j = 1,2,
where x4, ¢ = 1,...,L, is the input to the fth sub-channel and y;,,7 = 1,2,¢ €
{1,..., L}, is the output of the jth user’s fth sub-channel. The channel transition

probability is given by

L n

P v utslats o 2t) = [ T pwies voeilwes) (12.1)
(=1 i=1

which implies that the sub-channels are all independent and each sub-channel is
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memoryless. Furthermore, in each sub-channel, one user’s channel is less noisy with
respect to the other user, i.e., for any random variable U satisfying the Markov chain

U— Xg — (Yig, ngg), we have [3]

[(U, Y'lg) > I(U;Yég), (eSS (12.2)

](U, Yég) > I(U;Yig), JASEY (12.3)

where S;, j = 1,2, is the set of the sub-channel indices in which user j’s channel is
less noisy. We remark that as long as S; # {1,..., L}, j = 1,2, the overall channel
is not less noisy for any one of the users.

An (n,2nfo onfi 9nk2) code for this channel consists of three message sets
Wo = {1,...,2¢%0} W, = {1,...,2"%} j = 1,2, one encoder f : Wy x W, x
Wo — AT x ... x AT and two decoders, one at each receiver, g; : Vi X ...V —
Wo X Wy, 5 = 1,2. The probability of error for the jth user is defined as P, =
Pr (WO, ij) # (Wh, WJ)] ,j = 1,2, where (WO, W]) is the output of the jth user’s
decoder. The secrecy of the code is measured through equivocation rates which are
T H(WAYE), LH (Wa[ YY),

A rate tuple (Ro, Ry, Rs) is said to be achievable if there exist codes such that

lim, .o, P'.=0,7=1,2, and

N

1 1
lim —H(WA|YJ) > Ry, lim —H(W,|Y{") > R, (12.4)
n—oo M

n—oo N

Thus, our focus will be on the perfect secrecy rates.
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The secrecy capacity region of this channel is given by the following theorem.

Theorem 12.1 The secrecy capacity region of the parallel less noisy broadcast chan-

nel is given by the union of the rate tuples (Ry, Ry, Rs) satisfying

L L
Ry < min [Z LU Yae), Y 1(Us; Ya) (12.5)
=1 (=1
Ry < 3 [ 1(Xe6 YaelUe) = 1(Xes YarlU2)| (12.6)
LES
Ry < [I(Xz; You|Up) — 1(Xy; Y1£|U(Z)] (12.7)

where the union is over all distributions of the form [y, p(ug, ).

The proof of this theorem is given in Appendix 12.7.1.

Remark 12.1 The capacity achieving scheme uses all of the sub-channels to trans-
mit the common message on which, of course, no secrecy constraint is imposed. The
confidential messages of user j are sent over the sub-channels where user j has a

less noisy observation with respect to the other user, i.e., over sub-channels in S;.

Remark 12.2 The region given in Theorem 12.1 remains unchanged if we let ar-
bitrary correlation among {uy, xg}le because all of the expressions in Theorem 12.1
depend on one of the distributions {p(w,xg,ylg,ygg)}le, but not on any joint dis-
tributions across sub-channels. Thus, the use of independent inputs for each sub-

channel is capacity achieving.

We now consider a special instance of this channel, where in each sub-channel,
one of the users’ channel is degraded with respect to the other user. For this so-called
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parallel degraded broadcast channel, we have,

Xg — Yig — Yég, IS 81 (128)

Xy —> Yy — Yie, (e S, (12.9)

We note that the channels satisfying (12.8)-(12.9) satisfy (12.2)-(12.3). We also note
that since the user which has degraded channel can be different in each sub-channel,
the overall channel is not degraded for any one of the users. In other words, as
long as S; # {1,...,L},j = 1,2, the overall channel is not degraded. The secrecy

capacity region of the parallel degraded broadcast channel is given as follows.

Corollary 12.1 The secrecy capacity region of the parallel degraded broadcast chan-

nel is given by the union of the rate tuples (Ry, Ry, Rs) satisfying

L L
Ry < min | Y I(UgYie), > 1(Us; Yar) (12.10)
/=1 /=1
Ry <) I(Xy; Yul Uy, Yar) (12.11)
LES,
Ry < Z](Xe;YQAUZ,Yw) (12.12)
LeS2

where the union is over all distributions of the form [y, p(ug, x¢).

We now specialize the result in Corollary 12.1 to the case where there is no

common message to be transmitted.

Corollary 12.2 The secrecy capacity region of the parallel degraded broadcast chan-
nel without a common message is given by the union of the rate pairs (Ry, Rs) sat-
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isfying

R, < Z I( X5 Y1e|Ya0) (12.13)
eST

Ry <Y I(Xy; Yl Var) (12.14)
LESs

where the union is over all distributions of the form [y, p(xs).

12.3 Parallel Gaussian Broadcast Channels

We now consider the two-user parallel Gaussian broadcast channel with L indepen-

dent sub-channels. The ¢th, ¢ € {1,..., L}, sub-channel is described by

Yiei = h1eXo; + Nigg (12.15)

Yori = hoeXe; + Nogi (12.16)

where for any given ¢ € {1,...,L} and j = 1,2, the noise process {N,,;}7, has
components which are i.i.d. Gaussian with zero-mean and unit-variance. Moreover,
the noise processes of different sub-channels are independent implying the indepen-
dence of the sub-channels. We have an average power constraint on the input signal

as

IS a<r (12.17)

We want to obtain the secrecy capacity region of this channel. To this end, we
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first show that the parallel Gaussian broadcast channel is an instance of the parallel
degraded broadcast channel described in the previous section in Corollaries 12.1
and 12.2. To see this point, we argue that the secrecy capacity region of the parallel
Gaussian broadcast channel is invariant with respect to the correlation between
Ni¢; and Ny ;. Since each user decodes its own message and gets information about
the other user’s message only through its own observation, the only probability
distribution that matters is the marginal distribution of the channel, i.e., p(y1¢:|Te;)
and p(yae|2s,:), but not the joint distribution p(yis, yoei|2s:). Hence, the correlation
between Ni,; and Ny ; for any given ¢ has no effect on the secrecy capacity region
of the parallel Gaussian broadcast channel [26]. Therefore, we can introduce an

equivalent Gaussian channel which is defined for ¢ € S; by

hae

Yiei = h1eXo; + Nigg, 3725,1’ = h—MYM,i + N%,i (12.18)
and for £ € S, by
Yori = hoeXo; + Nogji Y/lf,i = Z_;Z}/QM + Nw,z’ (12.19)
where the sets §; and S are given by
Sy ={l:hy>hay}, Sy={l:hy>hy} (12.20)

- - ) . ) 2
and Nyg;, Nag; are Gaussian with zero-mean and variances 1 — (hys/hge)”, 1 —

(hae/ h1z)27 respectively, and they are independent of each other and the rest of
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the random variables. Since the channel described by (12.18)-(12.19) satisfies the
degradedness conditions in (12.8)-(12.9), it is a parallel degraded broadcast chan-
nel. Thus, the secrecy capacity region of the parallel Gaussian broadcast channel
is given by Corollaries 12.1 and 12.2. Moreover, since the channels described by
(12.15)-(12.16) and (12.18)-(12.19) have the same marginal distributions, they have

the same secrecy capacity region.

Theorem 12.2 The secrecy capacity region of the parallel Gaussian broadcast chan-

nel is given by the union of the rate pairs (Ry, Rs) satisfying

1
R, < 5 Z [log(l + ayeh?,) — log(1 + alghgz)} (12.21)
LeS:
1
Ry < 3 Z [log(l + ageh3,) — log(1 + Oégghfg)} (12.22)
eSS

where the union is over all § € [0,1], and {ajg}%sj .J = 1,2, are defined by

- 1+

1(1 ., 1)+1\/(1 1)2+2P(1 1) (1223
2\hi, h3,) 2\ \hi h3 Mo\D3, R, '

- 1+

1(1+1)+1\/(1_1)2+2P(1_1) (12.24)
2 h%e h%z 2 h%e hge )‘2 h%z h%z '

Q= [—

Qg = | —

where (x)* = max(0,z), and Ai, \y are selected to satisfy

o =p8P, ) ay=(1-p)P (12.25)

LesS LeS2

Remark 12.3 If we set one of the users’ secrecy rate to zero, we can recover the
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secrecy capacity of the parallel Gaussian wiretap channel found in [26, 27].

The proof of this theorem is given in Appendix 12.7.2. The proof consists of
two steps. In the first step, we identify the input distribution maximizing the terms
in Corollary 12.2, which is Gaussian [49]. Secondly, we compute the optimal power
allocation to obtain the boundary of the capacity region. The resulting optimal
power allocation scheme is reminiscent of the water-filling solution, however, here
we use the difference of the noise levels in each sub-channel, as the “base of the tank”
on which we water-fill. More precisely, the water-filling solution here considers the

difference

‘ L (12.26)

72 T2
hlé h2€

which can be viewed as the difference between the effective noise levels of the two
users in sub-channel ¢, because hjzg is the signal-to-noise ratio of the jth user in
the fth sub-channel. Consequently, if this difference is sufficiently large, then the

corresponding sub-channel is used, otherwise it is not used.
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12.4  Ergodic Secrecy Capacity Region of the Fading Broadcast Chan-

nel

We now consider the fading broadcast channel which is given by

Yii=hi;X;+ Ny, (12.27)

Yo, = ho i Xi+ Noj (12.28)

where {N;;}7,, j = 1,2, is an ii.d. Gaussian random sequence with zero-mean
and unit-variance. We assume that the fading processes {h;;},, j = 1,2, are
ergodic and stationary. We have the power constraint on the channel input as
(1/n) > 22 < P. The joint cumulative probability distribution of (hy;, ha;) is
denoted by F(h).

We want to obtain the secrecy capacity region of this fading broadcast chan-
nel. We assume that CSI of both users h; = (hy;, he;) is instantaneously known by
all parties. We further assume that none of the users has a delay constraint on the
transmission, thus the notion of ergodic capacity can be used. To find the corre-
sponding secrecy capacity region, we invoke the equivalence of the fading broadcast
channel channel with the parallel Gaussian broadcast channel which was studied
in Section 12.3. Thus, we use the secrecy capacity region of the parallel Gaussian

broadcast channel given in Theorem 12.2 to obtain the ergodic secrecy capacity of

the fading broadcast channel.

Corollary 12.3 The ergodic secrecy capacity region of the fading broadcast channel
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is given by the union of the rate pairs (Ry, Rs) satisfying

R, < / [log (1+ ai(h)h?) —log (1 + al(h)hg)] dF (h) (12.29)

Ry <

NI~ N

/ [log (1 + az(h)h2) —log (1 + a2(h)h§)] dF (h) (12.30)
Ha

where the union is over all § € [0,1], and the regions Hi, Hs are defined by

Hy = {h : h1 > hg}, Ho = {h : hg > hl} (1231)

Here, {a;(h)}3_, are also given by (12.23)-(12.24) and A1, Ay are selected to satisfy

j=1

/ a1 (h)dF(h) = P, / as(h)dF(h) = (1 — )P (12.32)
Hi

Ha

Remark 12.4 If we set one of the users’ secrecy rate to zero, we can recover the

ergodic secrecy capacity of the fading wiretap channel found in [26, 27].

Remark 12.5 We only assumed that the fading processes {h;;};, j = 1,2, are
ergodic and stationary, and did not impose any restrictions on the correlation struc-
ture. Consequently, Corollary 12.3 gives the secrecy capacity region for any ergodic

and stationary fading process.

This corollary is a direct consequence of Theorem 12.2. To adopt the corre-
sponding result, we need to identify the channel states which are equivalent to the
sub-channels of a parallel Gaussian broadcast channel. Thus, we define the sets
H;,j = 1,2, which are similar to S;,j = 1,2. Consequently, when the first (resp.
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second) user has a stronger channel in the sense that hy > hy (resp. hy > hq), first
(resp. second) user’s confidential message is transmitted. Moreover, using Theo-
rem 12.2, we also obtain the optimal power allocations a;(h) and as(h) that give

the boundary of the secrecy capacity region.

12.5 Numerical Results

We now present some numerical illustrations for the ergodic secrecy capacity region.
We select hq, hs to be independent Rayleigh random variables. Consequently, the
powers of the channel gains, i.e., h? and h, are exponential random variables with
mean values o7 and o5, respectively. The difference between these mean values can
be viewed as a measure of the relative strengths of the users’ channels on average.
Thus, we expect that the user that has a larger mean value would have larger secrecy
rates. In Figure 12.1, ergodic secrecy capacity region is given for two different sets
of {o1,09}. For the first set, we have 0 = 05 = 1 which results in a symmetric
ergodic secrecy capacity region. For the second set, we select o1 = 1,05 = 0.5. Since
user 2’s average signal-to-noise ratio is lower in this case, the maximum secrecy rate
of user 1 is larger while the maximum secrecy rate of user 2 is lower.

To observe the effect of optimal power allocation, we compute the achievable
secrecy region obtained by using a uniform power allocation, i.e., o (h) (resp. as(h))
is selected to be constant over H; (resp. Hy). The corresponding plot is given in
Figure 12.2. We note that the optimal power allocation offers a significant advantage

over the suboptimal uniform power allocation. This also implies that the availability
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Figure 12.1: Ergodic secrecy capacity region for different mean values of the fading
distribution. The average power, P, is 5 dB.
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Figure 12.2: Comparison of the ergodic secrecy capacity region and an achievable

secrecy region obtained by using a uniform power allocation. The average power,
P, is 5 dB.
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of the CSI at the transmitter results in a noticeable secrecy rate gain.

12.6  Conclusions

In this chapter, we study the two-user fading broadcast channel with confidential
messages. We first obtain the secrecy capacity region of the parallel less noisy
broadcast channel, where, in each sub-channel, one of the users is less noisy with
respect to the other user. This model subsumes the parallel Gaussian broadcast
channel, enabling us to obtain the secrecy capacity region of the parallel Gaussian
channel. Finally, using the equivalence between the parallel Gaussian broadcast
channel and the fading broadcast channel, we establish the ergodic secrecy capacity

region of the fading broadcast channel.

12.7  Appendix

12.7.1 Proof of Theorem 12.1

12.7.1.1 Achievability

We prove the achievability of the region given Theorem 12.1. We use an encoding
scheme where the common message is sent through all subchannels and the jth
user’s confidential messages is sent through the subchannels in S;, j = 1,2. Our
achievable scheme uses a stochastic encoder for each user’s confidential message.

This stochastic encoder associates each confidential message with many codewords
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in order to confuse the other user. Fix the probability distribution

L

HP(W, 20)p(Y1e, Yar|Te) (12.33)
=1

Codebook generation:

Generate 2" length-n sequences u, through p(u,) = [, p(us;) and index

them as u,(wg) where wqy € {1, o ,Q"RO} fort=1,...,L.

e For each ¢ € &1 and corresponding uy, generate on(Ri+Rur) length-n sequences
x, through p(xeJug) = [[;, p(zei|ue;) and index them as xy(wy, i) where

wy € {1,..., 27"} iy, € {1,...,2”R1e}.

e For each ¢ € S, and corresponding uy, generate on(Re+Rar) length-n sequences
x, through p(xeJug) = [[;; p(zei|ue;) and index them as x(wsq, wor) where

wy € {1,..., 272} iy, € {1,...,27“?2[}.

e Furthermore, we set the rates of dummy codewords as

Ry = I(Xo;Ya|Up), (€S (12.34)

Roy = I(Xy; Yy|U)), (€8, (12.35)

Encoding:

If (wo, w1, ws) is the message tuple to be sent, then randomly pick the dummy
message indices {Wir},cs,, {Warkes, and transmit xq(wo, wr, Wig), X¢(wo, wa, War)
through the subchannels in §; and Ss, respectively.
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Decoding:

e Each user decodes the common message using all its channel outputs and

employs joint typical decoding. Consider user 1. If wy is the unique message

for which we have (u,(wo),y1) € AP for all £ € {1,..., L} ,where A? is the

set of typical sequences, then it is decoded as wy. For the error analysis, we

define the events

Ewot = {(ug(wp), y1o) € AL}, Vlel,... L

gl = ﬂ

te{1,...,.L}

Assuming wy = 1 is transmitted, error probability is given by

pe” = Pr [Sll’c U 5% Uu...U 521nR0]
2o
Pre;] + > Pr[g]]
7
onRo [,

516 ZHPI‘

7j=1 (=1
J#1

(12.36)

(12.37)

(12.38)

(12.39)

(12.40)

where (12.39) comes from the union bound and (12.40) is a consequence of

the independence of subchannels and the codebooks. Since wy = 1, we have

Pr[(u(1),y1) ¢ A7] < ¢ for all £ € {1,..., L} which implies

L
Pr[£°] = Pr [(Ni21&1,) ] < ZPI‘ [Ellﬂ < €,
=1
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Furthermore, using (12.41) and the following bound

Pr [gjl,ﬁ} < 9—nlI(Ue;Y1e)—€y,] (12.42)

in (12.40), we conclude that the rates satisfying

Ro < ) I(Us; Ya) (12.43)

Mh

~
I

1

can be decoded by user 1 with vanishingly small error probability. Similarly,

we can show that the common message rate needs to satisfy

L
Ry <> I(Up; Ya) (12.44)

User 1 decodes w; using the subchannels in &;. Assume that it has decoded

wq correctly. Then, if w; is the unique message for which we have
{3y (x1e(wo, wy,W1), y10) € A7} (12.45)
for all £ € &1, then it is decoded as w;. We define the events
Eur o = {301+ (x1e(wo, wy, 1), y10) € AL}, L€ S (12.46)

and &,, = ﬂge S Ewy - Assume w; = 1 is transmitted. The error probability
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is given by

2nR1

<Pri&f]+ ) Pr(&,] (12.48)

w1=2

2nR1

=Pri&f] + > [ Pri€u (12.49)

w1=2leS;

where (12.48) is obtained by using the union bound, (12.49) is due to the

independence of subchannels and the codebooks. Since w; = 1, we have

Pr [3@1 : (Xu(wo, 1,’[2)1),}’15) € A?] < — (12.50)

where |S;| denotes the cardinality of the set S;, and consequently, we have

Pr[&f] <e, (12.51)

We now consider an arbitrary term in (12.49):

Pr [gwl,d = Pr [3’[211 : (Xlg(’wo, wl,wl),ylg) € A?] (1252)
2nR1e
S Z Pr [(Xlg(wo, w1y, 12)1), ylg) € A?] (1253)
w1=1
271}%12
< Z 9—nlI(Xe:Y1e|Up) —en] (12.54)
wi1=1
— Qn[Ru—I(Xe;Yw\Ue)Jren] (12.55)

629



Therefore, using (12.51) and (12.55) in (12.49), we get

P < €, + 2nR1 on Zeesl [RIZ—I(XZ§Y1€|U£)+En] (1256)

from which we need the following condition for reliable communication,

Ri+> Ru<> I(XeYil|Uy) (12.57)

eSS LES

which, after using Ry, s given in (12.34), is equivalent to

R, < Z I(Xe; Y10|Up) — Z I(X¢; Yar|Up) (12.58)
LES, LES

Similarly, we can show that

Ry < Z I(Xe; Yor|Up) — Z I(X; Y10|Up) (12.59)
LES2 LESy

is required for reliable communication of user 2.

Equivocation computation:

We now show that the coding scheme described above ensures that the mes-

sages are transmitted in perfect secrecy. We compute the equivocation rate for user
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H(W|Y3") = HWA[Y3, U") (12.60)
= H (Wi {Y2;, Ui }ses,) (12.61)
=H (le {Yar}pes, |{Uen}6esl) - H ({Yzﬂzesl |{U[‘}Eesl) (12.62)

=H (Wi AX0 e, {Yaibees, [H{Ur b ees,) = H ({(Yaities, Ul ees,)

- ({X?}zesl |W1’ {}/272}€631 ) {Uen}eesl) (12-63)
=H ({XL?}ZE& | {Uzn}eesl) +H (Wb {Yaities, [ {U }ees, 7{in}eesl)

= H ({Y5i}ies, [{Ur b ies,) = H ({X0 s, W Yo} ies, AUl bes,)  (12.64)
> H ({X;}zesl | {Uﬁn}eesl) —1 ({X?}msl AY30 b es, | {Uf}eesl)

— H ({X7 }es, W1, ¥} es, AU ies,) (12.65)

where (12.61) follows from the fact that W; is transmitted through the subchan-
nels in &y, i.e., it is independent of {Yy;, U'},cs . We treat each term of (12.65)

separately. For the first term, we have

H ({X}'}yes, [ {Ulbes,) =nRi+n> Ry (12.66)
LeS

nRi+n3 s, Ry,

because given {Uj'},cs s { X[ }jes, can take 2 values with equal prob-
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ability. The second term of (12.65) can be bounded as

({XE }eesl { 4}2681 | {Ué }6681)

< Z H (Yy|U) = H ({Yai}ges, H{Ur b oes, - AX0 Hies,) (12.67)
eSS

=Y HY3Uy) — H(Y3|Up, X7) (12.68)
eSy

=Y T(X}:Y5|Up) (12.69)
LeS

where (12.67) is due to the fact that conditioning cannot increase entropy and (12.68)
is due to the independence of the subchannels. More precisely, the latter follows

from the Markov chain

.....

(Ohe, 0 by Xibeg ) 5 X =¥ (120)
We can further bound each summand in (12.69) as
I(XP: YylUp) < nd(Xe; YalUr) + €n (12.71)
using the approach in [2]. Consequently, (12.69) is bounded as

XD s, ihies, | (Ul hies) S n ST (XaYalU) 40 (1272
eST

We now bound the last term in (12.65). To this end, assume user 2 wants to decode

{X0'}yes, using its observation over all subchannels in & and its side information
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(X,

;. Since given Wy = wy, X, can take at most 2/ (X6YelUs) yalues, user 2 can decode

them with vanishingly small error probability. Thus, using Fano’s lemma, we get

H ({X7} s, Wi A5 es, AU b es,) < €n (12.73)

Plugging (12.66), (12.72) and (12.73) into (12.65), we get

H(W1|YVZH) Z TLRl +n Z Rl,f —n Z I (Xg; Yég|Ug) — €p (1274)
1eSy leSy

= nR; — €, (12.75)

where in the last step we use (12.34). Hence, the proposed encoding scheme can
achieve perfect secrecy for user 1. Following similar lines, we can prove that the

same holds for user 2 as well, completing the proof.

12.7.1.2 Converse

We now provide the converse part of the proof. We first introduce some notation:

vitt=1 LYY (12.76)
YQZ'H = (Y£,i+1> S 7Y2nL,i+1) (12~77)
Vigeots = (Y- Yiee1),) (12.78)
Yausrryi = (Ya@s)is - - Yor,) (12.79)
(12.80)
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We define the following auxiliary random variables

U&i = WO}/l[115_1]72-}/'2[4_,'_1:L}’i}/v1i71y’2@+1, {= 1, Ce ,L 1= 1, oo, (1281)

which satisfy the Markov chain

Ui = Xoi = Yiei, Yor,i) (12.82)

We start with the common message rate

nly = H(Wo) (12.83)
<IWy; Y") + e (12.84)
=D I(Wo Y, [Yi™h) + e (12.85)
i=1
n L
=3 W Ve Vi~ Vi) + €n (12.86)
i=1 (=1
n L
< Z Z I(Wo, Y™, V-1, Yieq) + €n (12.87)
i=1 (=1

Mb«

@
Il
i
o~
Il

]<W07 }/1i_17 }/l[l:ﬁ—l},ia YQZ’-}-D }/Q[E-i-l:L],i; }qf,i) + €n (1288)
1

Il
NE
™) =

I(Up;;Y1e4) + €n (12.89)

.
Il
—
~
Il

1

where (12.84) follows from Fano’s lemma, (12.85) and (12.86) are due to the chain
rule, (12.87) comes from the inequality I(A; B|C) < I(A, C; B), (12.88) follows from

the inequality I(A; B) < I(A,C; B) and (12.89) comes from the definition of Uy; in
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(12.82). Similarly, we can obtain

™~

n

nRy < Z Z I(Upz; Yori) + €n

i=1 (=1

We now consider the secrecy rate of the first user as follows

nRy < H(W.|YJ)

< HWy, Wo|Y3")

= H(WL|YS, W) + H(W,|Yy)

< H(WL|YS', Wh) + e,

= H(W;|Wo) — I(Wy; Y'|Wo) + €,

< I(Wy Y [Wo) — T(Wh; Yo' [(Wh) + €,

I(W5 Yy, [Wo, Y1) — Z T(Wh; Yo, [Wo, Y3l 1) + €0

1 i=1

= T(W, Yy Yig W, Y1) = > T(W0, Y7 Yo Wo, Y3l ) + €

i=1 =1

= T(W; Yial Wo, Y, Y5 ) = D T(Wa; Yo Wo, Y3, YiH) + s

i=1 i=1

(12.90)

(12.91)
(12.92)
(12.93)
(12.94)
(12.95)
(12.96)

(12.97)

(12.98)

(12.99)

where (12.94) and (12.96) follow from Fano’s lemma, (12.97) is due to the chain rule

and (12.98) and (12.99) come from the following inequalities:

n

Z ](Y27,lz‘+1§ Yl,z‘|W0a Wi, Yf_l) = Z ](}Gi_1§ Y2,i|WOv Wi, }/271'4-1)

i=1 =1
Z I<Y27,Ii+1; Y1, Wo, YiTh = Z Iy Yo, Wo, Y21?i+1)
i=1 =1
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respectively [3]. We now consider an arbitrary summand in (12.99)

I(Wh; YM-|W0, Yffl? YZT,LiJrl) — I(Wy; Y2,i‘WO7 YZT,LHD Y1i71>

Il
M) =

T(Wi; Yig:|[Wo, Y71, Yo'ii1s Yije-1)4)

=1
L
- Z T(Wh; Yo |Wo, Yoy, YY ™, Yopgnn) i)
=1

I
M) =

T(Wh, Yopsr.1y,6; Yied| Wo, Y, Yo, Yije-114)

~
Il

1
L

=Y T(Wh, Yipueoay; Yaeil Wo, Y3l Yo Yooy )
/=1

L
= Z T(Wy; Yig:|Wo, Y1, Yo'ii1s Yije— 1), Yope41:0),6)

/=1
L
- Z I<Wlu }/2€,Z'|W07 }/QT,LiJrlJ }/11717 }/Q[Z—i—l:L],iv }/1[114—1},1')
/=1
L L
= I(Wy;YagilUsa) = > I(Wh; Yari|Us)
=1 =1

< Z I(W1;Y10,|Uss) — Z IT(W1; Ya0,:|Usy)
LES, JASH

< I(Wy YigalUsi) = > (W Yol Uss)
leSy leSy

+ 3 [F(Keis YiealUeis 1) = 1(Xi5 Yaril Ui, W)
LeS

= 3 |1 YiealUs) = 1(Xis YarlUe,) |
LeS
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where (12.102) is due to the chain rule, (12.103) and (12.104) come from the iden-

tities

L
> T(Yopearng; Yiea Wo, Wi, Vi~ Y3y Vi) =
=1
L
Z [(}/1[1:571},1'; }/2(,1'|W07 Wla }/27?1‘4—17 Yil_lv }/2[€+1:L],’i) (12109)
=1
L
Z[(YQ[ZH:L]@; Ylé,i’Wm Yf*l, YQZH, Y1[1;z-1],¢) =
=1
L
> IV Yaril Wo, Ya' o1, it Yopniny) (12.110)
=1

respectively [3], and in (12.105), we use the definition of U, ; which is given in (12.82).

Since we have

I(Wl;}/ig7i|Ug7i) — [(Wl;}/é&”U&i) < 0, VY e 82 (12111)

due to the Markov chain Wy — X;; — (Y14, Yar;) and the fact that subchannels of
user 2 in Sy are less noisy than those of user 1 (see (12.3)), dropping these negative
terms from the summation in (12.105) results in the loosened bound in (12.106).

Similarly, we have

I( X103 Y10: Wi, Usy) — I X104 Yori| Wi, Upi) >0, YL ES (12.112)

due to the less noisiness condition given in (12.2). Thus, adding positive terms to

(12.106) results in the loosened bound in (12.107). Finally, in (12.108), we use the
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Markov chain Wy — X,; — (Yie, Yor:). Plugging (12.108) into (12.99), we get

niy < Z Z [I(Xé,i§ Yi0i|Uei) — 1( X5 Youi|Usi) (12.113)

i=1 £eS

Similarly, we can show

nity < Z Z [I(X&ﬁ YoeilUei) — (X5 Yaui|Urs) (12.114)

i=1 LeSs

We define a uniformly distributed random variable J over {1,...,n} and U, = JUy,,;,

X=Xy 5, Yie = Yy, Yor = Yo 5 for which we have the Markov chain
Ug — Xg — (3/1[,}/25) (12115)

Using these new definitions, the bounds in (12.89), (12.90), (12.113), (12.114) can

be expressed as

L L
Ry <> I(Ups;Yies|J) + €0 <> I(Up; Yap) + s (12.116)
=1 =1
L L
ROSZ[(UZ7J;}/*2£,J’J)+€YL§Z[(U[;%[)+€n (12117)
/=1 /=1
Ry < 3 (X6 YaelU) = 1(Xe YarlU)| + (12.118)
LeS
Ry < 3 | 1(Xe: YaelUs) = 1(Xe5 YarlU7)| (12.119)
eSS

taking the union of which over all p(upi.z), (1), Ya1:0), Y2p1:0)) gives the outer bound

on the capacity region. However, since each mutual information in these terms
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depends only on p(uy, z¢, y1e, Yy2¢) but not on the entire distribution

p(upL), Ty Ya(1:L), Y2[1:1)) (12.120)

there is no loss in considering the distributions of the form

L

p(upL), Ter), Yiper), Yo[:r)) = H (e, Te, Y1e, Yor) (12.121)
=1

This concludes the converse part of the proof.

12.7.2 Proof of Theorem 12.2

We now prove Theorem 12.2. Since the Gaussian channel is an instance of degraded

channels, its capacity region is given by

Ry < I(Xy; Yae|Yar) (12.122)
eST

Ry < I(Xy: Yl Vir) (12.123)
LESs

which is due to Corollary 12.2. Maximizing these mutual information terms is
equivalent to maximizing H (Y1,|Yas) or H(Y5]Y1¢) which happens when (Y3, Ya/) are
jointly Gaussian. Consequently, the optimum input distribution is Gaussian. Hence,
we select Xy ~ N (0, P) for £ € S; (j = 1,2) where 25:1 Zeesj ajr < 1. Using

the equivalent description of the Gaussian channel in (12.18)-(12.19) in conjunction
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with this choice ofinput distributions for the rates (12.122)-(12.123), we get

1
Ri<3y, [log(1 + ay b3, P) — log(1 + aych, P)] (12.124)
JASS
1 2 o 2
R < g > |log(1 + ashs,P) — log(1+ ashi,P) (12.125)
LESy

Finally, we need to find the optimal values of {ajs}es; (j = 1,2)to charac-
terize the boundary of the region. To this end, assume 8 (8 € [0, 1]) of the total
power is dedicated to user 1 and the rest of the power is dedicated to user 2. To find
the optimal power allocation, we can use the Lagrangian technique. Since the rate
expressions are concave and we have affine constraints, KK'T conditions provide nec-
essary and sufficient conditions for the optimal power allocation. Moreover, we note
that since rate functions are monotonically increasing in {o s}, power constraints

should be met with equality, i.e.,

d ay=p and > ay=4p (12.126)

eST LES2

The corresponding Lagrangian function for user 1 is given by

1
3 Z [log (1 + Ozwhf@P) — log (1 + auhgep) } -\ Z oy + Z v (12.127)
eSSy eSSy eSSy

where v, > 0. Inspection of KKT conditions reveals that for any non-zero gy,
we have v, = 0 and the derivative of the Lagrangian with respect to ay is zero.

Otherwise, we have v, > 0 and the derivative of the Lagrangian is negative. Thus,
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any non-zero «y, satisfies

1 |: hlgP h2ZP
2

— — A =0 12.128
1+ Oélzhlgp 1+ OélthgP:| ! ( )

which implies

+

1 /1 1 1 1 1\> 2P/ 1 1
o= |—— [+ — )+ — [ — =) +° (= - — 12.129
v=175p (h%g h> 2P\/ (h h> ¥ (h h@) (12.129)

Moreover, A\; can be found through

d =48 (12.130)

eSy

The optimum power allocation for user 2 can be found by symmetry.
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Chapter 13
Secure Lossy Transmission of Vector Gaussian Sources

13.1 Introduction

In this chapter, we study the secure lossy source coding problem for a vector Gaus-
sian model, see Figure 13.1. Secure source coding problem has been studied for
both lossless and lossy reconstruction cases in [14, 100-112]. Secure [ossless source
coding problem is studied in [100-106], where the common theme is that the le-
gitimate receiver wants to reconstruct the source in a lossless fashion by using the
information it gets from the transmitter in conjunction with its side information,
while keeping the eavesdropper ignorant of the source as much as possible. Secure
lossy source coding problem is studied in [14, 107-112], which differ from the works
on lossless case by letting the legitimate receiver reconstruct the source not perfectly,
but within a distortion level.

The most relevant works to our work here are [14, 112]. Reference [112] studies
the secure lossy transmission of a source over a degraded wiretap channel when both
the legitimate receiver and the eavesdropper have side information about the source.
In [112], in addition to the degradedness of the eavesdropper’s channel output with
respect to the legitimate user’s channel output, the eavesdropper’s side information
is also degraded with respect to the legitimate user’s side information. For this

setting, [112] provides a single-letter characterization of the distortion and equivo-

642



~3

= Y7
D !

X’!L
| Legitimate User [—*

M= fn(Xn)

X" = Transmitter

—|  Eavesdropper —*

M .
7z

N7

Figure 13.1: Secure lossy source coding problem for a vector Gaussian model.

cation region, where the separation principle (between source coding and channel
coding) holds. In [14], the setting of [112] is partially generalized by assuming that
there is no degradedness order between the side information of the legitimate user
and the eavesdropper. On the other hand, as opposed to the noisy wiretap channel
of [112], in [14], the channel between the transmitter and the receivers is assumed
to be noiseless. For this setting, [14] provides a single-letter characterization of the
rate, equivocation, and distortion region.

Here, we study the setting of [14] for jointly Gaussian source and side informa-
tion, where the transmitter has a vector Gaussian source which is jointly Gaussian
with the vector Gaussian side information of both the legitimate receiver and the
eavesdropper. As mentioned earlier, a single-letter characterization of the rate,
equivocation, and distortion region for this setting is given in [14]. By individu-

ally optimizing the rate and equivocation constraints of this single-letter description
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for the vector Gaussian model at hand, we obtain an outer bound for the rate-
equivocation region. On the other hand, we note that a joint optimization would
yield the exact rate-equivocation region. As a consequence of these individual op-
timizations, we obtain the maximum achievable equivocation at the eavesdropper
when there is no constraint on the transmission rate. We show that even hough there
is no rate constraint, the maximum equivocation cannot be attained by an uncoded
scheme. Moreover, using this maximum equivocation result, we show that, in gen-
eral, Wyner-Ziv coding is not optimal for the secure lossy source coding problem,

although it would be optimal in the absence of an eavesdropper.

13.2  Secure Lossy Source Coding

Here, we describe the secure lossy source coding problem and state the existing
results. Let {(X;,Y;, Z;)}?, denote i.i.d. tuples drawn from a distribution p(z, y, z).
The transmitter, the legitimate user and the eavesdropper observe X" € X" Y" €
V" and Z" € Z", respectively. The transmitter wants to convey information to the
legitimate user in a way that the legitimate user can reconstruct the source X™ within
a certain distortion, and meanwhile the eavesdropper is kept ignorant of the source
X" as much as possible as measured by the equivocation. We note that if there
was no eavesdropper, this setting would reduce to the Wyner-Ziv problem [113],
for which a single-letter characterization for the minimum transmission rate of the
transmitter for each distortion level exists.

The distortion of the reconstructed sequence at the legitimate user is mea-
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sured by the function d"(X n X ") where X" € X" denotes the legitimate user’s
reconstruction of the source X”. We consider the function d™ (X", X ") that has the

following form
. 1
d'(X" X" == d(X;, X)) (13.1)

where d(a,b) is a non-negative finite-valued function. The confusion of the eaves-

dropper is measured by the following equivocation term
1
—H(X"™Z", M) (13.2)
n

where M € M, which is a function of the source X", denotes the signal sent by the
transmitter.

An (n, R) code for secure lossy source coding consists of an encoding function
fo X" = M = {1,...,2"} at the transmitter and a decoding function at the
legitimate user ¢, : M x Y" — X" A rate, equivocation and distortion tuple

(R, R., D) is achievable if there exists an (n, R) code satisfying

1
lim —H(X"|Z",M) > R, (13.3)
n—oo N
lim E[d(X",X™)] <D (13.4)
n—o0

The set of all achievable (R, R., D) tuples is denoted by R* which is given by the

following theorem.
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Theorem 13.1 ([14, Theorem 1)) (R, R., D) € R* iff

R>I(V; X]Y) (13.5)
R. < H(X|V,Y)+ I(X;Y|U) - I(X; Z|U) (13.6)
D > E[d(X,X(V,Y))] (13.7)

for some U,V satisfying the Markov chain U — V — X — Y, Z, and a function

A

X(V)Y).

The achievable scheme that attains the region R* has the same spirit as the
Wyner-Ziv scheme [113] in the sense that both achievable schemes use binning to
exploit the side information at the legitimate user, and consequently, to reduce the
rate requirement. The difference of the achievable scheme that attains R* comes
from the additional binning necessitated by the presence of an eavesdropper. In
particular, the transmitter generates sequences (U™, V") and bins both sequences.
The transmitter sends these two bin indices. Using these bin indices, the legitimate
user identifies the right (U™, V") sequences, and reconstructs X" within the required
distortion. On the other hand, using the bin indices of (U™, V"), the eavesdropper
identifies only the right U™ sequence, and consequently, U does not contribute to
the equivocation, see (13.6)'. Indeed, this achievable scheme can be viewed as if it is
using a rate-splitting technique to send the message M, since M has two coordinates,

one for the bin index of U", and one for the bin index of V". This perspective reveals

!The fact that the eavesdropper can decode U™ sequence can be obtained by observing that for
a (U, V) selection, if I(U;Y) > I(U; Z), there is no loss of optimality of setting U = ¢ which will
yield a larger region.
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the similarity of the achievable scheme that attains R* and the one that attains the
capacity-equivocation region of the wiretap channel [3] where also rate-splitting is
used. In particular, in the latter case, the message W is divided into two parts
Wie, We such that W, is sent by the sequence U™ and W, is sent by the sequence
V™. The eavesdropper decodes W,,. whereas the other message W, contributes to
the secrecy.

We note that Theorem 13.1 holds for continuous (X", Y™, Z™) by replacing
the discrete entropy term H(X|V,Y') with the differential entropy term A(X|V,Y).
To avoid the negative equivocation that might arise because of the use of differen-
tial entropy, we replace equivocation with the mutual information leakage to the
eavesdropper I, defined by

1
lim —I(X"; 2", M) (13.8)

n—oo M

Once we are interested in the mutual information leakage to the eavesdropper, a rate,
mutual information leakage, and distortion (R, I, D) tuple is said to be achievable

if there exists an (n, R) code such that

1
lim —I(X™ 2", M) <1, (13.9)
n—oo N,
lim E[d(X",X™)] < D (13.10)
n—0oo

The set of all achievable (R, I, D) tuples is denoted by R. Using Theorem 13.1, the

region R can be stated as follows.
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Theorem 13.2 ([14]) (R, ., D) € R iff

R>I(V; X|Y) (13.11)
IL>1(V;X) = I(V;Y|U) + I(X; Z|U) (13.12)
D > E[d(X,X(V,Y))] (13.13)

for some U,V satisfying the following Markov chain

U=V XY 7 (13.14)

and a function X(V, Y).

13.3  Vector Gaussian Sources

Now we study the secure lossy source coding problem for jointly Gaussian {(X;, Y},
Z;)}", where the tuples {(X;,Y;,Z;)}!; are independent across time, i.e., across
the index i, and each tuple is drawn from the same jointly Gaussian distribution
p(X,Y,Z). In other words, we consider the case where X; is a zero-mean Gaussian
random vector with covariance matrix Kx > 0, and the side information at the
legitimate user Y; and the eavesdropper Z; are jointly Gaussian with the source X;.

In particular, we assume that Y;, Z; have the following form

Y; = X; + Ny; (13.15)
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where Ny,; and Ny, are independent zero-mean Gaussian random vectors with
covariance matrices 3y > 0 and 3z > 0, respectively, and (Ny;, Ny;) and X; are
independent. We note that the side information given by (13.15)-(13.16) are not in

the most general form. In the most general case, we have

Y, =HyX, + Ny,i (1317)

for some Hy, H; matrices. However, until Section 13.5, we consider the form of
side information given by (13.15)-(13.16), and obtain our results for this model. In
Section 13.5, we generalize our results to the most general case given by (13.17)-
(13.18). We note that since the rate, information leakage and distortion region
is invariant with respect to the correlation between Ny; and Ny ;, the correlation
between Ny; and Ny, is immaterial.

The distortion of the reconstructed sequence {X;}™, is measured by the mean

square error matrix:
B (X = X) (X - X)) | (13.19)

Hence, the distortion constraint is represented by a positive semi-definite matrix D,

which is achievable if there is an (n, R) code such that
_YE|(Xi-X)(Xi-X) | =D (13.20)
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Throughout this chapter, we assume that 0 < D =< Kxy. Since the mean square
error is minimized by the minimum mean square error (MMSE) estimator which
is given by the conditional mean, we assume that the legitimate user applies this
optimal estimator, i.e., the legitimate user selects its reconstruction function {Xi}?zl

as

X = E[XiY", f,(X")] (13.21)

Once the estimator of the legitimate user is set as (13.21), using Theorem 13.2, a
single-letter description of the region R for a vector Gaussian source can be given

as follows.

Theorem 13.3 (R,I.,D) € R iff

R > I(V;X[Y) (13.22)
1> I(V;X) = I(V;Y|U) + I(X; Z|U) (13.23)
D = Ky (13.24)

for some U,V satisfying the following Markov chain

U—=-V-X->Y,Z (13.25)

We also define the region R(D) as the union of the (R, I..) pairs that are achievable

when the distortion constraint matrix is set to D. Our main result is an outer bound
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for the region R(D), hence for the region R.

Theorem 13.4 When D =X Kx |y, we have

R(D) C R°(D) (13.26)

where R°(D) is given by the union of (R, I.) that satisfy

LKyl 1 Ky 1 K+ Sy

R>-1lo =—-1lo —log —————7— 13.27
=518 T p) =25 Ry 2 E [F(D) 1 3y (18.27)
s _ 1 K x| 1 Kxu +3y| 1 Kxj + X7
. > min —log —slogm—— gt slog——cg—
0=Kyy=Kxu=Kx 2  |Kxyv| 2 = |Kxyv+3y| 2 p371
Kx|v=F(D)
(13.28)

and F(D) = Zy<2y — D>_1Ey — Xy

We will prove Theorem 13.4 in Section 13.4. In the remainder of this section, we
provide interpretations and discuss some implications of Theorem 13.4.

The outer bound in Theorem 13.4 is obtained by minimizing the constraints on
R and I, individually, i.e., the rate lower bound in (13.27) is obtained by minimizing
the rate constraint in (13.22) and the mutual information leakage lower bound in
(13.28) is obtained by minimizing the mutual information leakage constraint in
(13.23) separately. However, to characterize the rate and mutual information leakage
region R(D), one needs to minimize the rate constraint in (13.22) and the mutual
leakage information constraint in (13.23) jointly, not separately. In particular, since
the region R(D) is convex in the pairs (R, I..) as per a time-sharing argument, joint
optimization of the rate constraint in (13.22) and the mutual information leakage
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constraint in (13.23) can be carried out by considering the tangent lines to the region
R (D), i.e., by solving the following optimization problem
L(pi,pe) = min R+ pole (13.29)

(R,I.)eR(D)

= omin g [I(V;X) = I(V;Y)] + po [I(V; X) = IV Y|U) + 1(X; Z]U)]
U—-V—->X->Y,Z
Kxvy=D

(13.30)

for all values of py, pa, where p1; € [0,00), j =1,2. As of now, we have been unable
to solve the optimization problem L(uq, p) for all values of (p1, o). However, as
stated in Theorem 13.4, we solve the optimization problems L(0, o) and L(u4,0) by
showing the optimality of jointly Gaussian (U, V,X) to evaluate the corresponding
cost functions. In other words, our outer bound in Theorem 13.4 can be written as

follows:

R > L(1,0) (13.31)

1. > L(0,1) (13.32)

We note that the constraint in (13.27), and hence L(1,0), gives us the Wyner-Ziv
rate distortion function [113] for the vector Gaussian sources. Moreover, we note
that L(0,1) gives us the minimum mutual information leakage to the eavesdropper
when the legitimate user wants to reconstruct the source within a fixed distortion
constraint D while there is no concern on the transmission rate R. Denoting the

minimum mutual information leakage to the eavesdropper when the legitimate user
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needs to reconstruct the source within a fixed distortion constraint D by [™"(D),

the corresponding result can be stated as follows.

Theorem 13.5 When D X Kx |y, we have

- 1 K 1 K b 1 K b
r"D) = min = Kl 1 log —| xw + 2y + — log —‘ xw + 2z
0=K x|y <Kxy=Kx 2 |KX|V| 2 |KX\V + Ey| 2 |EZ|
Kx|v=F(D)
(13.33)

where F(D) = Ey(zy — D)ilzy — Yy

Theorem 13.5 implies that if the transmitter’s aim is to minimize the mutual
information leakage to the eavesdropper without concerning itself with the rate it
costs as long as the legitimate receiver is able to reconstruct the source within a
distortion constraint D, the use of jointly Gaussian (U, V,X) is optimal. Since in
Theorem 13.5, there is no rate constraint, one natural question to ask is whether
I™n(D) can be achieved by an uncoded transmission scheme. Now, we address
this question in a broader context by letting the encoder use any instantaneous
encoding function in the form of g;(X;) where g¢;(-) can be a deterministic or a
stochastic mapping. When g;(-) is chosen to be stochastic, we assume it to be in-
dependent across time. We note that the uncoded transmission can be obtained
from instantaneous encoding by selecting g¢;(-) to be a linear function. Similarly,
uncoded transmission with artificial noise can be obtained from instantaneous en-
coding by selecting g;(z) = ax + N, where N denotes the noise. Hence, if the

encoder uses an instantaneous encoding scheme, the transmitted signal is given by
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M = [ g(Xy),...,9.(X,) ]. Let I'"(D) be the minimum information leakage to
the eavesdropper when the legitimate user is able to reconstruct the source with
a distortion constraint D while the encoder uses an instantaneous encoding. The
following example demonstrates that, in general, I™"(D) cannot be achieved by

instantaneous encoding.

Example 13.1 Consider the scalar case, where the side information at the legiti-

mate user and the eavesdropper are given as follows

Y; = X; + N, (13.34)

Zi=Xi+ N.; (13.35)

where X;, N,; and N; are zero-mean Gaussian random variables with variances

0,0, and o3, respectively. {X;}7,,{Nyi}iy and {N.;}i_, are independent. We

x?

assume that 02 < o2, which implies that we can assume X — Y — Z since the

scalar model in (13.34)-(13.35) is statistically degraded, or in other words, the cor-
relation between Ny ; and N,; does not affect the achievable (R, 1., D) region. Using
Theorem 15.3, I™"(D) for the scalar Gaussian channel under consideration can be

found as follows

[D) =, min IV X) = H(ViY|U) + 1(X; Z|U) (13.36)
Uz\vySD
= V%n%;z I(V;X)=I(V;Y)+ I(X; Z) (13.37)
Uach;y—
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where in (13.37), we used the Markov chain U -V — X =Y — Z.
As shown in Appendix 13.7.1, the information leakage to the eavesdropper

when the encoder uses an instantaneous mapping is given by

I"™(D)= min I(X;V,2) (13.38)
€ VoXoY oz

z|vy =

:V%)I(n%gzl(v;x)—l(v; 2)+1(X;2) (13.39)

z|vy =

where (18.39) is obtained by using the Markov chain V- — X — Z.

Using (13.37) and (13.39), we have

1™(D) = 1™(D) = V%)Igl{;;ZI(V;X) —1(V:2)+1(X; Z)

g
z|vy =

— V—’)I(H—I*E/;Z IV, X)=I(V;Y)+ (X 2) (13.40)

g
z|vy —

Y

Vﬁglfnﬁl%gz IVyYy)-1(V;Z2) (13.41)

z|vy —

= min I(V;Y|Z) (13.42)
V—>2X—>Y—>Z

o <D
z|lvy =

where (13.42) comes from the Markov chain V- — Y — Z. Next, we note the

following lemma.

Lemma 13.1 For jointly Gaussian (X,Y,Z) satisfying the Markov chain X —
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Y = Z and Pr[Y = Z] # 1, if D < 02, we have

min  I(V;Y]Z) >0 (13.43)
V;>X—>E/D—>Z

z|vy —

The proof of Lemma 13.1 can be found in Appendiz 13.7.2. The proof of Lemma 13.1
starts with the observation that (13.43) is zero iff we have the Markov chain V —
Z — Y. On the other hand, since we already have the Markov chainV— X —Y —
Z,andY and Z are not identical, we show in Appendix 15.7.2 that the Markov chain
V= Z =Y is possible iff V and X are independent. However, if D < ai‘y, any V
that is independent of X is not feasible. Hence, Lemma 13.1 follows. Lemma 13.1

implies that in general, we have I'™(D) # I™1(D), i.e., I™™(D) cannot be achieved

by instantaneous encoding.

This example shows that an uncoded transmission is not optimal even when there
is no rate constraint. This is due to the presence of an eavesdropper; the presence
of an eavesdropper necessitates the use of a coded scheme.

Another question that Theorem 13.5 brings about is whether the minimum in
(13.33) is achieved by a non-trivial Kx|y. By a trivial selection for Ky we mean
either Ky = Kx or Kxjy = Kx|y. The former corresponds to the selection U = ¢
and the latter corresponds to the selection U = V. We note that although (13.33)
is monotonically decreasing in Ky in the positive semi-definite sense, (13.33) is
neither monotonically increasing nor monotonically decreasing in Ky in the posi-
tive semi-definite sense. Hence, due to this lack of monotonicity of (13.33) in Ky,
in general, we expect that both U # ¢ and U # V may be necessary to attain the
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minimum in (13.33). The following example demonstrates that in general U # ¢

and U # V may be necessary.

Example 13.2 Consider the Gaussian source X = [ X7 Xo ]T where X, and X, are
independent. The side information at the legitimate receiver and the eavesdropper

are given by

Y, = Xo4 Nyy, (=12 (13.44)

Zy :Xg—i—NZ,g, (=12 (1345)

where Ny, and Nz, are zero-mean Gaussian random variables with variances 032,4
and 0%’0 respectively. Moreover, Ny, and Nyg are independent, and also so are

Nz1 and Nzo. We assume that noise variances satisfy

0y1 < 0%y (13.46)

079 < 0% (13.47)

which, in view of the fact that correlation between the noise at the legitimate receiver
and the noise at the eavesdropper does not affect the rate, distortion and information

leakage region, lets us assume the following Markov chains

X1 =Y =24 (13.48)

Xo = Zy = Ys (13.49)
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Moreover, we assume that the distortion constraint D is a diagonal matrix with

diagonal entries Dy and Dy. In this case, the minimum information leakage is

given by
I (Dy, Do) = S e O I(Vi; X0) = I(Vis ) + 1(Xy; Z4)
Uiﬁl‘/lYlSD1
+ min I(Va; Xo) + 1(Xo; Z5|V53) (13.50)
Voo Xo—Zo—Yo

2
o <D
Xo|VaYy =12

whose proof can be found in Appendiz 13.7.3. The minimum information leakage in
(13.50) corresponds the selections U = (¢, V) and V = (V4, Va), where (Uy, V1) and
(Us, Vi) are independent. This selection of (U, V') corresponds to neither U = ¢ nor
U=V.

Next, we obtain the minimum information leakage that arises when we set
either U = ¢ or U =V, and show that the minimum information leakage arising
from these selections are strictly larger than the minimum information leakage in
(18.50), which will imply the suboptimality of U = ¢ and U = V. When we set
U = ¢, the minimum information leakage is given by

I =%(Dy, Dy) = min I(Vi; Xa) — I(Vi; Y1) + 1(Xy; Zh)

V1—>X1—>Y1—>Z1

2
o <D
X1y =1

+ L I(Vo; Xo) — I(Va; Ya) + 1(Xo; Zs) (13.51)

2
o <D
Xo|VpYy =72

whose proof is given in Appendix 13.7.4. When we set U =V, the minimum infor-
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mation leakage is given by

IéninfS(DhDﬁ — min I(Vi; X0) + 1(Xy; Z1|W)
—=X1-Y1—21

2
o <D
Xqviyp =1

v omin I(Vas Xo) + I(Xo; Zo|Va) (13.52)
Vo—Xo—Z2—Yo

2
o <D
Xo|VaYy =12

whose proof can be found in Appendix 15.7.4.
Now, we compare the minimum information leakage in (13.50) with (15.51)
and (13.52) to show that the selections U = ¢ and U =V are sub-optimal in general.

Using (13.50) and (13.51), we get

1P"=9(Dy, Dy) — I (Dy, D)

=, I(Va; Xo) — I(Va; Ya) + 1(Xy; Zs)

2
o <D
Xo|VoYy =72

- min I(Va; Xo) + 1(Xs; Zo| V) (13.53)
Voo Xo—Zo—Yo

2
o <D
Xo| VoY =2

Vo—=Xo—Z2—Y2

2
o <D
Xo|VaYy =12

B V2—>X12n—i>%2—>y2 I(Vy; 2) — I(Va; Y2) (13.55)

2
e <D
Xo| VoY =2

= min I(Vy; Z5]Ys) (13.56)
VQ‘)XQ*)ZQ‘)YQ

2
e <D
Xo|VaYy =2

>0 (13.57)
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where (13.55)-(13.56) follow from the Markov chain

Vo — Xy — 7y = Y5 (13.58)

and (13.57) comes from Lemma 15.1. Thus, in general, we have I™"=?(Dy, Dy) #
I™(Dy . Dy), or in other words, in general, U = ¢ is sub-optimal.

Next, we consider the selection U = V. Using (13.50) and (13.52), we have

[275(Dy, Dy) — IP™(Dy, Do)

RIS o U I(Vi; X4) + 1(X1: 24 [W1)

2
o <D
X1V v =1

~ e I(Vi; Xq) — I(Vis ) + 1( Xy Z4) (13.59)

2
o <D
X1y =1

> i I ZV) IV~ I(Xi 2 (13.60)
Vi—=X1—-Y1—>21

2
o <D
X1viyp =1

- V1—>X11n—1>151’1—>Z1 I(Vl; Yl) N [(Vl; Zl) (13'61)

2
o <D
Xqlviyp =1

= min I(Vi; 1| Zy) (13.62)
Vi—=-X1—-Y1—>21
Ug{ %8% <D1
11ViYy

>0 (13.63)

where (13.61)-(13.62) follow from the Markov chain

Vi=Xi =Y =2 (13.64)
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and (13.63) comes from Lemma 15.1. Thus, in general, we have I™S(Dy, Dy) #

I™(Dy . Dy), or in other words, in general, U =V is sub-optimal.

Example 13.2 shows that, in general, we might need two covariance matrices,
and hence two different auxiliary random variables, to attain the minimum infor-
mation leakage. Indeed, if we have either U = V or U = ¢, the corresponding
achievable scheme is identical to the Wyner-Ziv scheme [113]. Hence, the neces-
sity of two different auxiliary random variables implies that, in general, Wyner-Ziv

scheme [113] is suboptimal.

13.4 Proof of Theorem 13.4

We now provide the proof of Theorem 13.4. As mentioned in the previous section,
this outer bound is obtained by minimizing the rate constraint in (13.22) and the
mutual information leakage constraint in (13.23) separately. We first consider the

rate constraint in (13.22) as follows

R > L(l, 0) = v I)I(linY ’ ](V; X|Y) (13.65)
XY,
Kxvy=D

= min _ AX|Y) - h(X|V,Y) (13.66)
VX->Y,Z
Kxvy=D

) 1
=, g 5 log |(2me)Kxy| — h(X|V,Y) (13.67)
Kxvy=D

= min 1log—|KX|Y|
Kxjvy=D 2 |KX|VY‘

:110 Ky |
2 * ||

(13.68)

(13.69)
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where (13.68) comes from the fact that h(X]|V,Y) is maximized by jointly Gaussian
(V,X,Y), and (13.69) comes from the monotonicity of | - | in positive semi-definite

matrices. Now we introduce the following lemma.

Lemma 13.2

L [Kxiyv| _ L og K| Lo Kx + Xy
2 D 2 7[FD) 2 7 [FD)+ Xy

(13.70)

The proof of Lemma 13.2 is given in Appendix 13.7.5. Lemma 13.2 and (13.69)
imply (13.27).
Next, we consider the mutual information leakage constraint in (13.23) as

follows

I. > L(0,1) = min _ [(V;X) - I(V;Y|U)+ [(X;Z]U) (13.71)
U—-»V—->X->Y,Z
Kxvy=D

We note that the cost function of L(0,1) can be rewritten as follows

C(L) = I(V:X) = I(V:Y) + I(U:Y) + I(X; Z|U) (13.72)

= I(V:X|Y) + [[(U;Y) + [(X; Z|U)] (13.73)

where (13.72) comes from the Markov chain U — V' — Y and (13.73) comes from
the Markov chain V' — X — Y. We note that the first term in (13.73) is minimized
by a jointly Gaussian (V,X) as we already showed in obtaining the lower bound

for the rate given by (13.27) above in (13.65)-(13.69). On the other hand, the
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remaining term of (13.73) in the bracket is maximized by a jointly Gaussian (U, X)
as shown in [51]. Thus, a tension between these two terms arises if (U,V,X) is
selected to be jointly Gaussian. In spite of this tension, we will still show that a
jointly Gaussian (U, V,X) is the minimizer of L(0,1). Instead of directly showing
this, we first characterize the minimum mutual information leakage when (U, V, X)
is restricted to be jointly Gaussian, and show that this cannot be attained by any
other distribution for (U, V, X). We note that any jointly Gaussian (U, V, X) can be

written as

V=AyX+Ny (13.74)

U=AyX+Ny (13.75)

where Ny, Ny are zero-mean Gaussian random vectors with covariance matrices
Yy, Xy, respectively. Moreover, Ny, Ny are independent of X,Y,Z, but can be
dependent on each other. Before characterizing the minimum mutual information
leakage when (U, V, X) is restricted to be jointly Gaussian, we introduce the following

lemma.

Lemma 13.3 When D <X Kxy and V is Gaussian, we have the following facts.

e Xy —D >0, iec., Xy — D is positive definite, and hence, non-singular.

e We have the following equivalence:
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The proof of Lemma 13.3 is given in Appendix 13.7.6. Using Lemma 13.3, the min-
imum mutual information leakage to the eavesdropper when (U, V,X) is restricted
to be jointly Gaussian can be written as follows:
LY = min I(V;X) - I(V;Y|U) + [(X;Z]U) (13.77)
U—-V—->X—->Y,Z

(U,V,X) is jointly Gaussian
Kx|v2F(D)

We note that the minimization in (13.77) can be written as a minimization of the
cost function in (13.77) over all possible Ay, Ay, 3y, 3y matrices by expressing
Kxy and Kxy in terms of Ay, Ay, Xy, Xy, Instead of considering this tedious

optimization problem, we consider the following one:

FG - 1 Kyl 1, |Kxp+23y| 1, |Kxp+ 2z
L~ = min = ——log—Fm—/—"——+-log—————
0=Kx v 2Ky y=Kx 2 |KX\V| 2 |KX|V + 2y| 2 |EZ|
Kx v =F(D)
(13.78)

We note that due to the Markov chain U — V' — X, we always have Kxy = Kxp.
A proof of this fact is given in Appendix 13.7.7. Besides this inequality, Kx/y
and Kx|y might have further interdependencies which are not considered in the
optimization problem in (13.78). Since neglecting these further interdependencies
among Ky and Ky enlarges the feasible set of the optimization problem in

(13.77), we have, in general,

L¢ > L% (13.79)
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On the other hand, it can be shown that the value of L% can be obtained by some
jointly Gaussian (U, V, X) satisfying the Markov chain U — V — X, as stated in

the following lemma.

Lemma 13.4

L¢ =L°¢ (13.80)
The proof of Lemma 13.4 is given in Appendix 13.7.8.
Now we study the optimization problem L¢ in (13.78) in more detail. Let

K}\V and K}‘U be the minimizers for the optimization problem L®. They need to

satisfy the following KKT conditions.

Lemma 13.5 If K}\V and K}‘U are the minimizers for the optimization problem

LY, they need to satisfy

(K;(\V +3y) "+ My +M)p = (Kﬁqv)*l (13.81)
(Kxjp+22) + My = (Kxpy +Zy) ' + My (13.82)

My ( §(|U - }\v) = ( §(|U - }\V)MU =0 (13.83)
Mp(F(D) - Kk ) = (F(D) — KX, )Mp =0 (13.84)

Mx(Kx — Ky ) = (Kx — Ky )Mx =0 (13.85)

for some positive semi-definite matrices My, Mp, M x.

The proof of Lemma 13.5 is given in Appendix 13.7.9.
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Next, we use channel enhancement [4]. In particular, we enhance the legitimate

user’s side information as follows.

Ky +3y) ' = (Kip +Zy) '+ My (13.86)

This new covariance matrix Xy has some useful properties which are listed in the

following lemma.

Lemma 13.6 We have the following facts.

o (Kyyy+3y)" =Ky +3y) +My

o (Kyjp+3y) (K +3y) = (Kyp +Zy) (K + Zy)
o Ky +3v) 7 (Kx + 3y) = (K + 32) 7 (Kx + 37)

o (K +Zy) H(F(D) +Zy) = (Ky,)'F(D)

The proof of Lemma 13.6 is given in Appendix 13.7.10. Using this new covariance

3y, we define the enhanced side information at the legitimate user Y as follows

Y =X+ Ny (13.87)

where Ny is a zero-mean Gaussian random vector with covariance matrix 531/. Since
we have iy =< ¥y and iy < X, as stated in the second statement of Lemma 13.6,
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without loss of generality, we can assume that the following Markov chain exists.

X—>Y Y, Z (13.88)

Assuming that the Markov chain in (13.88) exists does not incur any loss of gener-
ality because the rate, mutual information leakage and distortion region R depends
only on the conditional marginal distributions p(Y|X), p(Z|X) but not on the con-
ditional joint distribution p(Y,Z|X). Now, we define the following optimization

problem:

L= min I(V:X) = I(V:Y|U) + I(X; Z|U) (13.89)
U—-V—->X->Y—->Y,Z
Kxvy=D

We note that we have I(V;Y|U) < I(V;Y|U) due to the Markov chain in (13.88),

which leads to the following fact:

LY =1%>1(0,1)> L (13.90)

Moreover, unlike the original optimization problem L(0, 1) in (13.71), we can find the

minimizer of the new optimization problem L explicitly, as stated in the following

lemma.
Lemma 13.7
;1 Kx| 1 Kx+3y|[ 1. |Kx+ 3
L=-log — log X TV 4 C g X T 22 13.91
2 TIFD) 2 T FD)+Zy| 2 P ( )
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We note that Lemma 13.7 implies that U = ¢ and a Gaussian V' leading to Kx |y =
F(D) is the minimizer of the optimization problem L. The proof of Lemma 13.7 is
given in Appendix 13.7.11.

Next, we show that indeed LY = L% = L which, in view of (13.90), will imply

L(0,1) = L = LY = LY. To this end, using Lemma 13.7, we have

\KX| Kx + Sy

Pl 1 1
L= — Zlog X TV 4 (13.92)
2 %FD) 2 P FD) 5, 2 Bl
1 K 1 Ky+X2 1. |[Kx+X
_Log Bl (B By L K+ B (13.93)
2 %K, vl 27 Ky + 3y 2 1]
1 Kx| 1 |KX|U+2Y| 1, Ky + 3z
= —log Slog— 4 Zlog——o % (13.94)
2 Kyl 20T Ky +3y| 2 2z]
Kx| 1 Ky +2v[ 1 K% |U+EZ|
log — Zlog 1 ——— 4 Clog — (13.95)
’K |v‘ 2 ‘KX\V—i_EY’ 2 P74
=L¢=1° (13.96)

where (13.93) comes from the last statement of Lemma 13.6, (13.94) follows from
the fifth statement of Lemma 13.6, and (13.95) comes from the fourth statement of
Lemma 13.6. In view of (13.90), (13.96) implies that L(0,1) = L%; completing the
proof of Theorem 13.4 as well as the proof of Theorem 13.5 due to the fact that

™ = 1,0, 1).
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13.5 General Case

We now consider the general case where the side information are given by

Y = Hy X + Ny (13.97)

Z=H;X+Ny (13.98)

where without loss of generality, we can assume that the covariance matrices of
Gaussian vectors Ny and Ny are given by identity matrices. We denote the singu-
lar value decomposition of Hy and Hz by Hy = QyAyR{ and H; = QzAzR),
respectively. Since any invertible transformation applied to the side information
does not change the rate, information leakage, and distortion region, the side infor-
mation given by (13.97)-(13.98) and the side information obtained by multiplying
(13.97)-(13.98) by Qy., QJ, respectively, yield the same rate, information leakage
and distortion region. In other words, the side information given by (13.97)-(13.98)

and the side information given by

Y = AyR/X + Ny (13.99)

Z=A;R,X+Ny (13.100)

yield the same rate, information leakage and distortion region, where the covariance
matrices of Ny, N are given by identity matrices. Next, we claim that there is no
loss of generality to assume that the side information Y and Z have the same length

as the source X. To this end, assume that the length of Y is smaller than the length
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of X. In this case, simply, we can concatenate Y with some zero vector to ensure that
both Y and X have the same length. Next, assume that the length of Y is larger than
the length of X. In this case, Ay will definitely have at least length(Y) —length(X)
diagonal elements which are zero, and hence the corresponding entries in Y will
come from only the noise. Since noise components are independent, dropping these
elements of Y does not change the rate, information leakage and distortion region.
Thus, without loss of generality, we can assume that length(Y) = length(X), and
hence without loss of generality, we can assume that Ay is a square matrix. The
same argument applies to the eavesdropper’s side information, and hence, without

loss of generality, we can also assume that Az is a square matrix. Next, we define

the following side information

Y, = (Ay + al)Ry X + Ny (13.101)

Zo = (Az +aD)R,X + Ny (13.102)

where ae > 0. We note that (Ay + alI) and (Ay + al) are invertible matrices. Since
multiplying the side information in (13.101)-(13.98) by some invertible matrices does
not change the rate, information leakage and distortion region, the side information

in (13.101)-(13.102) and the following side information

Y., =X+ Ny, (13.103)

Zo =X+ Ny, (13.104)
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have the same rate, information leakage and distortion region, where the covariance

matrices of Ny, and N, are given by

Yyva = Ry(Ay +al) ?Ry (13.105)

Y0 =Ryz(Az +al)?R}, (13.106)

respectively. For a given distortion constraint D, we denote the rate and information
leakage region for the side information model given in (13.97)-(13.98) by R,(D),
where the subscript o stands for the “original system”, and for the side information
model given in (13.103)-(13.104) by R,(D). We have the following relationship

between R,(D) and R, (D).

Lemma 13.8

Ro(D) C lim Ry (D) (13.107)

a—0

The proof of Lemma 13.8 is given in Appendix 13.7.12. Next, using Theorem 13.4,
we obtain an outer bound for the region lim, .o R,(D), where this outer bound
also serves as an outer bound for the region R,(D) due to Lemma 13.8. The

corresponding result is stated in the following theorem.
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Theorem 13.6 IfD < Kxy, any (R, 1.) € R,(D) satisfies

1 |Kxy| 1 Kx| 1 HyKxH, +1]

R>-lo = —1lo ——lo 13.108
=2 D] "2 ®F,D)| 2 °HyF,(D)H] +]] ( )

1 K 1. |HyKxyH] +1

I, > min —log Kx| — =1 Hy Ko 1T/+ |

0=Kxv<Kyy=Kx 2 |KX|V’ 2 ‘HYKX|VHY + I‘

Kx v =F.(D)
1

+ 5 log |HyKxpHy + 1 (13.109)

where F,(D) = (D~! — H{Hy ).

The proof of Theorem 13.6 is given in Appendix 13.7.13. We prove Theorem 13.6
in two steps. In the first step, by using Theorem 13.4, we obtain an outer bound for
the region R, (D), and in the second step, we obtain the limit of this outer bound as
a — 0. As the outer bound in Theorem 13.6 basically comes from the outer bound in
Theorem 13.4, all our previous comments and remarks about Theorem 13.4 are also
valid for the outer bound in Theorem 13.6. Similar to Theorem 13.4, Theorem 13.6
also provides the minimum information leakage to the eavesdropper when the rate
constraint on the transmitter is removed. Denoting the corresponding minimum

information leakage by I™"(D), we have the following theorem.

Theorem 13.7 If D =X Kx\y, we have

; 1 K 1. |HyKxgH) +1
" (D) > min = Kl _ =1 Hy B z |

0=Kx v 3Ky y=Kx 2 |KX\V| 2 |HYKX|VHY + I‘
Kxv=F,(D)

1
+ 5 log HyKxpHy + 1 (13.110)
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where F,(D) = (D! — H{ Hy) L.

As Theorem 13.7 basically comes from Theorem 13.5, all our previous comments

and remarks about Theorem 13.5 are also valid for Theorem 13.7.

13.6 Conclusions

In this chapter, we study secure lossy source coding for vector Gaussian sources,
where the transmitter sends information about the source in a way that the le-
gitimate user can reconstruct the source within a distortion level by using its side
information. Meanwhile, the transmitter wants to keep the mutual information
leakage to the eavesdropper to a minimum, where the eavesdropper also has a side
information about the source. We obtain an outer bound for the achievable rate,
mutual information leakage, and distortion region. We obtain the minimum mutual
information leakage to the eavesdropper when the legitimate user needs to recon-
struct the source within a certain distortion while there is no constraint on the

transmission rate.

13.7 Appendix

13.7.1 Proof of (13.38)

We first define the following function

R(D) = min  I(X;V.Z) (13.111)

2
X vy <D
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which is monotonically decreasing, continuous and convex in D. Next, we note that
when an instantaneous encoding scheme is used, the minimum-mean-square-error

estimator is given by

— E[Xi|g:(X,), Vi (13.113)

where (13.113) comes from the independence of (X;, g;(X;),Y;) across time. Con-
sequently, when an instantaneous encoding scheme is used, the minimum-mean-

square-error is given by
O-g(i|gi(Xi)Yi =E [(X, — E[Xi]g:(X3), Yi])z} (13.114)

Assume that there exists an instantaneous encoding scheme that achieves the dis-

tortion level D:

o1&,
Jim n Zaxmxm <D (13.115)

=1

We now obtain a lower bound for the minimum information leakage for this instan-

taneous encoding scheme as follows

Jim —I(X™ M, 2") = lim —I(X™g1(X0), - gal(Xn), 27) (13.116)
1 Z”
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1 n
— lim =S I(Xi:V,, Z; 13.118
s 5 2 (X Vi 2 (13.118)

1 n
> | _ 2
2 n Zl R (0%,vv:) (13.119)
1 n
> lim R( =) o3 13.120
SIRIES or 130
1 n
=R| lim =5 o3 13.121
(&an> (13.121)

> R(D) (13.122)

where (13.117) comes from the independence of (X, g;(X;), Z;) across time, (13.118)
follows by setting V; = ¢;(X;), (13.119) comes from the definition of R(D), (13.120)
is due to the convexity of R(D) in D, (13.121) follows from the fact that R(D)
is continuous in D, and (13.122) comes from (13.115) and the fact that R(D) is

monotonically decreasing in D.

13.7.2 Proof of Lemma 13.1

We first introduce two lemmas that will be used in the proof of Lemma 13.1.
Throughout this appendix, we use notation A 1l B to denote “A and B are in-

dependent” to shorten the presentation.

Lemma 13.9 Let Q,T,W be arbitrary random variables. If we have Q — T —

T+ W and T 1L W. Then, we have (Q,T) 1L W.

Proof: Since a set of random variables is independent iff their joint charac-

teristic function is the product of their individual characteristic functions, to prove
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Lemma 13.9, it is sufficient to show the following.

E [eleJrszTJrssW} — F [681Q+82T} E [GSSW} , V(Sl, S9, 33) (13.123)
We can show this as follows

E [€S1Q+52T+83W} — B [E [681Q+52T+33W|T}} (13124)

= B [el2s)T [ [en@tss(THW) 7] (13.125)

- E [6(32—53)T E [ele}T} B [ess(T—i-W)}TH (13.126)

= B [ B [e79|T) B [ 7] (13.127

- B [652T B [ele’T] E [683WH (13.128)

=E [e*" E [e*?|T]] E [e*"] (13.129)

= E [en¢t=T] B [e%W] (13.130)

where (13.126) comes from the Markov chain Q — T — T+ W and (13.128) follows
from the fact that 7" 1L W. Equation (13.130) implies the independence between

(Q,T) and W; completing the proof of Lemma 13.9. O

Lemma 13.10 Let Q,T, W be random variables satisfying (T,Q) 1L W and @ 1L

T+ W. Then, we have () 1L T.

Proof: Similar to the proof of Lemma 13.9, here also we use the fact that a
set of random variables is independent iff their joint characteristic function is the
product of their individual characteristic functions. To this end, since (7, Q) 1L W,

676



we have

E [631W+32T+53Q} — F [es1W} E [632T+83Q:| , V(Sl, So, 33) (13131)

If we set s1 = s9 in (13.131), we get

E [e2WHT+5Q] = B [e=2W] E [e2T459] | V(sy, 53) (13.132)

On the other hand, since () 1. T + W, we have

B [652W+82T+53Q} - F [682(W+T)} E [GSSQ] (13133)

=E [e*"] E [e®"] E [¢*9] (13.134)

where (13.134) comes from the fact that 7" 1L . In view of (13.132) and (13.134),

we have

E [e2T7%¢] = E [T E [e%9] (13.135)

which implies that T" 1L @Q); completing the proof of Lemma 13.10. O
We now prove Lemma 13.1. We note that we have I(V;Y|Z) = 0 iff the
Markov chain V' — Z — Y holds. We prove by contradiction that when D < aiw,

the Markov chain V' — Z — Y is not possible. To this end, we note that the side
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information at the eavesdropper can be written as

Z=X+N,+N, (13.136)

or in other words, we have N, = N, + N, where N, is a Gaussian random variable

independent of (X, N,)) with variance o2 O'Z > 0. Next, we note that the Markov

chain V — X — Y — Z implies (V, X) L (N,, N.) in view of Lemma 13.9. Since

Y, Z are jointly Gaussian, Y can be written as

Y=aZ+ (Y —aZ) (13.137)

where o = E[Y Z]/E[Z?%, and as a consequence of this « choice, we have Z 1L

Y — aZ. Hence, if we have the Markov chain

Vo ZsY=aZ+ (Y —aZ) (13.138)

then, Lemma 13.9 implies that V 1L Y — aZ, where Y — aZ is

Y-aZ=(1-a)X+(1-a)N, - N, (13.139)
Since (V, X) 1L (N,, N,), we have (V, X) 1L (1 — a)N, — N, and also V 1L (1 —
a)X + (1 —a)N, — N, due to the assumption that the Markov chain V — Z — Y
holds. Hence, in view of Lemma 13.10, we have V' 1L X. Moreover, since we have

the Markov chain V- — X — Y, V 1L X implies that V 1 (X,Y). Hence, if
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V 1 (X,Y), we have iny = 02, . However, if D < Ui‘ly’ V 1 X is not feasible,

2
zly”
and this implies that the Markov chain V' — Z — Y is not possible; completing the

proof of Lemma 13.1.

13.7.3  Proof of (13.50)

Here, we provide the proof of (13.50). To this end, we consider a slightly more
general case where the joint distribution of the source and side information is given

by

L
p(xy,2) = [ [ (i, yi, ) (13.140)

=1

and the distortion constraint is imposed with a diagonal matrix D whose diagonal
entries are denoted by Dy, ..., Dy. From Theorem 13.3, the minimum information

leakage is given by

i — min I(V;X) = I(V;Y|U) + I(X; Z|U) (13.141)

U—-V—->X—->Y,Z

We first introduce the following auxiliary random variables

U, =0Y"'Zl,, i=1,...,L (13.142)

Vi=VY"IXE, o di=1,...,L (13.143)
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which satisfy the Markov chain

which follows from (13.140) and the Markov chain U -V — X —» Y, Z.

Next, we introduce the following two lemmas.

Lemma 13.11 ([3, Lemma 7]) Let S™,T" be length-n random vectors, and W be

an arbitrary random variable. We have

S NI SIW ST =Y ISR TIWT) (13.145)

i=1 i=1
Using Lemma 13.11, the following lemma can be proved.

Lemma 13.12

I(W;8") = I(W;T") =Y I(W; S| T0y) — I(W; TS TE,) (13.146)

i=1

Now, we proceed with (13.141) as follows

e = min I(V;X) = I(V;YU) + [(X;Z|U) (13.147)
U—-V—->X->Y,Z
Uii\vyLSD"’ i=1,...,L
= min I(V;X)—=1(V;Y)+ 1(U;Y) — I(U; Z) + [(X;Z) (13.148)
U—-V—->X-Y,Z
o2 <Dy, i=1,...,L
X; VY
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L

_ ; YL vi-l YLy (v vivicl vl
= e zuv,xzw Xh) - IV Yy XE)
i\vyLSD i=1,...L =
L
+ Y UYL ZE) - U 2y 2) + 1(X Z)
=1
(13.149)
L
o : i— 1 i— 1
- U—>VI—I>1%?—>YZ Z (V X |Y z—l—l) (V7K|Y z—l—l)
i\vyL<D i=1,..,L =1
L
+ Y UYL ZE ) = HUs ZiY'T 25 ) + 1(Xi Z)
=1
(13.150)
L
_ : i—1 L . N i—1 L Ve
= i Z[(Y X Vi X)) — 1Y XL VYD)
XWYL<D i=1,..,L =1
L
+Y I ZE L UYL = I 25, U Z) + 1(XG; Z)
=1
(13.151)
L
= i D IV X)) = IV Ya) + H(Us i) = 1(Us Zi) + 1(X Zy)
0% L <Di, =1L i=1
VY
(13.152)
L
= ZI(Vi;Xi)—I(V;;E|Ui)+](Xi;Z,~|Ui) (13.153)
o2 L <Dy, i=1,.,L =1
X;|lVY
>
> min ZI Vi Xo) — IV, Yi|U) + (X4 Zs|US) (13.154)
0% 1v,v,<Dis i=1,.,L =1

where (13.148) comes from the Markov chain U — V — X — Y, Z, (13.149) follows
from Lemma 13.12, (13.150) and (13.151) are due to (13.140), (13.152) follows from

the definitions of U;, V; in (13.142) and (13.143), respectively, (13.153) comes from
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(13.144), and (13.154) follows from

= OxvYixE, (13.156)
= oX iy, (13.157)

where (13.155) follows from the fact that conditioning reduces MMSE (which will

be shown in Appendix 13.7.7), (13.156) comes from the following Markov chain
X, VY= XE - Y (13.158)

which is a consequence of (13.140) and the Markov chain U -V — X — Y, Z, and
(13.157) is obtained by using the definition of V; given in (13.143). Hence, (13.154)
implies that when the joint distribution of the source and side information can be
factorized as in (13.140), the minimum information leakage is given by
L
M = min Z I(Vi; X3) — I(Vi; Y3\|Us) + 1( X35 Z|Us) (13.159)

U,L*)V:LHXZA)YVZ,ZZ
<D;, i=1,.,L[ =1

-----

2
o
XilV;iYq

We now specialize (13.159) for the case given in Example 13.2, where L = 2 and we

have the following Markov chains

X, =Y = 2y (13.160)
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Under these conditions, the minimum information leakage is given by

= min IV X)) — IV Vil UL + T(X0; Z0|Uh)

U1—Vi—X1—Y1—21
2
0%, vy v, SD1

+ min I(Va; Xs) — I(Va: Ya|Us) + I(Xs; Zo|Us)
Us—Vo—Xo—Z2—Ys

2
o <D
Xo|VpYy =12

= min I(Vi; Xq) = I(Vi; Yh) + I(Xy; Zh)
V1~>X14>Y14)Zl
o% vy, SD1
11viri

UQ‘)VQ*}XQ*}ZQ*)YQ

2
o <D
Xo|VaYy =2

= min I(Vi; Xq) = I(Vi; ) + 1(Xy; Z4)
Vi—=X1—-Y1—2Z;

2
o <D
X1y =71

Tl Ly, [V 0 1 (Xa Z0lV2)

2
o <D
Xo|VoYp =2

where (13.163)-(13.164) come from the following Markov chains

U,—-Vi—-Xi—-Y1— 2,

Uy = Vo= X9 = 72y =2 Y,

respectively; completing the proof.
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13.7.4  Proofs of (13.51) and (13.52)

We first prove (13.51). To this end, we note that when the joint distribution of the

source and side information is given by

L
p(x,y,z) = HP(%;&@%) (13.167)

i=1

and the distortion constraint is imposed by a diagonal matrix D with diagonal

entries Dy, ..., Dy, the minimum information leakage is given by

L
S IV Xo) = I(Vi Yi|Us) + I(X5; Zi|U;) - (13.168)

= min
U,L*)VZ%XZA)YZ,ZZ

as shown in Appendix 13.7.3 (in particular, see (13.159)). When we set U = ¢, in

other words, when we set Uy = ¢,..., U = ¢, (13.168) reduces to

L
= wmin NIV X) - I(ViY) + I(XiZ)  (13.169)
Ug(i\v:yigbi, o1, =1

which is the desired result in (13.51).
Next, we prove (13.52) by using (13.168). When we set U = V, in other words,

when we set Uy = Vi,..., U, =V, in (13.168), we get

L
e = min _ ZI(V;; Xi) + 1(Xi; Zi| Vi) (13.170)

which is the desired result in (13.52).
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13.7.5 Proof of Lemma 13.2

We note that since X, Y are jointly Gaussian, we have [114, page 155]

Kxy = Kx - Kyv Ky 'Ky x (13.171)
=Ky - Kx(Kx +3y) 'Ky (13.172)
=Kx(Kx +Xy) '2y (13.173)

where (13.172) comes from the fact that Y = X 4+ Ny. Next, we have the following

chain of equalities

|KX(KX + EY)—1| B |KX(KX + Ey)_lzy]
IF(D)(FD)+2y) | [FD)FD)+=y) oy (13.174)
- M| (13.175)
|(Ey(Ey — D) 13y — Ey)E;l(EY —D)| :
- Pl (13.176)
D]

where (13.175) follows from the definition of F(D), i.e., F(D) = Xy (Xy—D) 13Xy —

Yy. Equation (13.176) implies (13.70); completing the proof of Lemma 13.2.
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13.7.6 Proof of Lemma 13.3

We first prove the first statement of the lemma. To this end, using (13.173), we

have

Kyy = Kx(Kx +Zy) 'Sy (13.177)

=3y - Sy (Kx + Zy) 'Sy (13.178)

Hence, using (13.178), the constraint D < Kxy can be expressed as

D=3y — 5y (Kx +3y) 'Sy (13.179)

which is

Sy(Kxy +3y) '8y <2y - D (13.180)

where ¥y (Kx + Ey)_lEy > 0 implying 3y — D > 0. Hence, 3y — D is non-

I exists.

singular, and (Xy — D)~
Next, we prove the second statement of the lemma. To this end, we note that

since (V,X,Y) are jointly Gaussian, Y = X + Ny, and V is independent of Ny,

Kx vy is given by [114, page 155]

Kxvy =Kx —[Kxy Kx | M7 [Kxy Kx |’ (13.181)
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where M is given by

KV KVX
M = (13.182)

KXV KY

1

Using block matrix inversion lemma [115, page 45|, M~! can be obtained as

X K"+ K/ ' Kyx A, KxvKy! K Kyx Ay}
M = (13.183)

—AKxy K AL

where A, is given by

Ay =Ky — KyvK,'Kyy (13.184)
= Kx - KxvK'Kyx + 3y (13.185)
=Kxy +Zy (13.186)

where the last equality follows from the fact that Kxy = Kx — KXVK‘_/IKVX.

Using (13.183) and (13.186), we get

[Kxy Kx |1 M7= [ ZyA/ KKy T-SvAj ] (13.187)

using this in conjunction with (13.186), we obtain

[Kyy Kx | M [Kxy Ky ] ' =Kx -2y +2yA Sy (13.188)
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Using (13.188) in (13.181), we have

Kxyy =2y — SyA/ Sy (13.189)

=3y — Sy (Kxpy + Zy) 'Sy (13.190)

where (13.190) follows from (13.186). Thus, using (13.190), the constraint Ky =

D can be expressed as follows

Sy — Sy (Kxpy +2y) 'Sy <D (13.191)

from which, since 3y — D > 0, the following order can be obtained

Ky < Zy(Zy — D) 'Ey — 3y = F(D) (13.192)

which completes the proof of Lemma 13.3.

13.7.7 Conditioning Reduces MMSE

Here, we prove that conditioning reduces MMSE. To this end, we introduce the

following lemma.

Lemma 13.13 Let U and V be any two n-dimensional random vectors and g :

R™ — R™. Then,

E[g(V)g' (V)[U=u] = E[g(V)[U=u]E[¢"(V)|U = u] (13.193)
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Proof: The proof of this lemma comes from the following fact

0= E |(g(V) = E[g(V)[U = u]) (9(V) = E[g(V)[U =u])" [U=u| (13.194)

=E[g(V)g'(V)[U=u] —E[g(V)[U=u]E[¢g'(V)|U =u] (13.195)

We now prove the fact that conditioning reduces MMSE.

Lemma 13.14 [fU -V = X, then KX|V = KX|U-

Proof: We have

Kyy =E[XX'| - E[EX|V]E[X'|V]] (13.196)
= FE[XX"] - E[E[EX|V]E[XT|V]|U]] (13.197)
< FE[XX'] - E[E[EX|V]|UJE [E[XT|V]|U]] (13.198)
= F[XX'] - E[E[X|U] E [X'|U]] (13.199)

where (13.198) comes from Lemma 13.13 and (13.199) comes from the following fact

E[E[X|V]|U] = E [X|U] (13.200)

which is a consequence of the Markov chain U — V — X. O
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13.7.8 Proof of Lemma 13.4

We now prove Lemma 13.4. Since any jointly Gaussian (U, V,X) triple satisfying
the Markov chain U — V' — X also satisfies Kxy < Kx|y due to Lemma 13.14,
the feasible set of L¢ already contains all jointly Gaussian (U, V) pairs satisfying
the Markov chain U — V — X. Hence, we have L > L% Next, we show that
LE > LC to complete the proof of Lemma 13.4. To do so, we need to show that for
any jointly Gaussian (U, V, X) with conditional covariance matrices Ky and Kxy
satisfying 0 < Kxv < Kxjy = Kx and Kx |y < F(D), there exists another jointly

Gaussian (UY, V%) pair such that this pair has the following properties
o Kyjyo =Kxy
e Kyjye = Kx
e UY 5 VG 5 X

To this end, we note that (U®, V%) can be represented as

V¢ =AyX + Ny (13.201)

U = AyX + Ny (13.202)

where (N, Ny) and X are independent, Ny, Ny are zero-mean Gaussian random
vectors with identity covariance matrices. The cross covariance of Ny and Ny is
given by Xyy = FE [NUNH, which needs to be selected accordingly to ensure that

U¢ - V¢ 5 X,
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The conditional covariance Kxyc is given by [114, page 155]

KleG — KX - KX‘/GK;%;K‘/GX (13203)

Since we are secking a V¢ such that Kxye = Kxyy, we set Kxjye = Kxjy in

(13.203) yielding

Ky =Ky — KyyeK, tKyox (13.204)

=Ky - KxAJ(AyKxA] +1)'A Ky (13.205)

which is equivalent to

K (Kx —Kxp)Ky = Al (AvKyA] + 1) TAy (13.206)

Next, we note the Woodbury matrix identity [53].

Lemma 13.15 ([53, page 17])

(A+CBCT) ' =A'—A'C(B'+CTA'C) ' CTA! (13.207)

Using Woodbury matrix identity, we get

(AvKxAL +1) 7 =T— Ap(Ky' + AJA,) AT (13.208)
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using which in (13.206), we get

KKy —Kxpv) Ky =A) [I-Av(K{ +AJAy) "AV] Ay (13.209)

=AVAy - AJAY (K +ALAY) AL Ay (13.210)
=AVAy —AJAy (K +AJAY) T (K +AVAY — KV (13.211)
= AVAVKY +AVAY) KL (13.212)
= (Ky' +AJAy — K (K + AV Ay) 'Ky (13.213)
=K' - K{ (K +AVAy) 'K (13.214)

which implies

Kyy = (Ky' +ATAy) (13.215)

which, in turn, implies

AvAy =K, - Ky (13.216)

Hence, if we select Ay as satisfying (13.216), we get Kyyo = Kx|y. Similarly, if

we select Ay to satisfy

AjAy =K, - Ky (13.217)

then, we also have Kxjye = Kxu.
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Next, we will explicitly construct Ay and Ay matrices to satisfy (13.216) and
(13.217), respectively. To this end, we introduce the following lemma, which will be

used subsequently.

Lemma 13.16 ([116]) Let A, B be two real symmetric positive semi-definite ma-

trices. Then, there exists a non-singular matric W such that

A=W'A,W (13.218)
B=W' AW (13.219)
(13.220)

where Ay and A are diagonal matrices.

Lemma 13.16 states that two real symmetric positive semi-definite matrices can be

diagonalized simultaneously. Using this fact in (13.216)-(13.217), we get

Ky, — Ky = WIALW (13.221)

Ky, -~ K =WAjW (13.222)

for some non-singular matrix W, and diagonal matrices Ay, Ay. Since Ky =

K x|, we have K)_(Tv - K)_(l‘U, which, in view of (13.221)-(13.222) imply

W' (A} —A)W =0 (13.223)

693



Since W is non-singular, (13.223) implies that

Ay = Ay (13.224)

Finally, we choose
Ay =AyW (13.225)
Ay =AW (13.226)

which, in view of (13.216)-(13.217) and (13.221)-(13.222), imply K yjyc = Kx|y and
Kxjve = Kx.

Next, we show that a proper selection the cross-covariance matrix gy would
yield the desired Markov chain U — V¢ — X. To this end, we introduce the

following matrix

Apy = AyAl, (13.227)

where the diagonal matrix AI/ is defined as follows:

1 .
_AV,ii7 if AV,ii 7£ 0

Ay = (13.228)

0, otherwise
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Since Ay < Ay, we have AUAI/AV = Ay. Hence, we have

AuvAy = Ay (13.229)

We also note the following

ApvAly = Ay(AL)’ Ay <1 (13.230)

since AU = Av.
Now, we are ready to show that U% and V¢ satisfy the Markov chain U% —

V& — X by specifying . We set Ny as follows

Ny = ApyNy + N (13.231)

where N is a zero-mean Gaussian random vector with covariance matrix I—AUVAEV,

and is independent of Ny . In view of (13.231), we have

UY = AyX + Ny (13.232)
= AyvAyX + Ay Ny + N (13.233)
= Ay Ve +N (13.234)

which implies that (U, V) satisfy the Markov chain UY — V¢ — X completing

the proof.
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13.7.9 Proof of Lemma 13.5

The Lagrangian for the optimization problem L% is given as follows

_ 1 ’KX‘ 1 ‘KX\U+2Y| 1 |KX‘U+EZ’
L(LY) ==1lo ——log———=—+ zlog———=—F——— — tr(MyK
() = o e T ™ 28 Ky 3| T2 |5y (MoKaxiv)
— tI‘(MU(KX‘U — Kx‘v)) - tI'(Mx<KX - KX|U))
~ tr(Mp(F(D) ~ Kx) (13.235)

where the positive semi-definite matrices My, My, Mp, M x are the Lagrange mul-

tipliers for the following constraints

Kxjy =0 (13.236)

Kxjp —Kxpy =0 (13.237)
FD)-Kyy =0 (13.238)
Kx —Kxu =0 (13.239)

respectively. Let K}‘qv and K}IU be the minimizers of the optimization problem

LE. Using (13.235), the KKT conditions can be found as follows.

Vit £(L) iy =ks,, = 0 (13.240)
Ve £LY) [k x =53, = 0 (13.241)
tr(MoKypy) = 0 (13.242)
tr(My(Kxy — Kk ) =0 (13.243)
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tr(Mp(F(D) — Ky pp)) = 0 (13.244)

tl"(MX(KX - K?(\U)) =0 (13245)

We first note that we have K*X\v >~ 0, otherwise L — oo. Hence, using the fact
that if A = 0,B = 0, tr(AB) > 0, and (13.242), we get My = 0. Next, using
the fact that My = 0 in (13.240), we get the KKT condition given in (13.81).
Equation (13.241) implies (13.82). Finally, using the fact that A > 0,B > 0,
tr(AB) = tr(BA) > 0 in (13.243)-(13.245), we can get the KKT conditions given

in (13.83)-(13.85), respectively.

13.7.10 Proof of Lemma 13.6

We start with the second statement of the lemma. To this end, we note that (13.82)

and (13.86) imply the following.

Ky +2y) "' = (Kyp +Zy) ' + My (13.246)

= (Kyjy +22)7 + My (13.247)

Next, using the fact that if A = 0,B = 0 and A = B, we have A~! < B!
in conjunction with the fact that My = 0,Myx > 0, we can obtain the second

statement of the lemma from (13.246)-(13.247).
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Next, we consider the third statement of the lemma as follows

Ky + y = Ky + [(Kyp +Sv) '+ My] ' — K (13.248)
= Ky + [I+ (Kiyp + Zv)My] (K + 2y) - K (13.249)
=Ky + [T+ (Kyjp — Ky + Ky + Zy)My] - Ky +2y) — Ky
(13.250)
= Ky + [I+ (Kiyp + Sv)My] (K + Sy) - K (13.251)
= Ky + [(Kxp + 2v) ' +My] ™ (K + ) (Kip + Zv) — Ky
(13.252)
=Kxy + [(K}W +3y) "+ My o (K + 2Y)_l(K;QU - KXxyv)
+ (K +2y) ™+ My] ' =Ky (13.253)

* * — -1 * — * *
=Kxy + [(KX|V +3y) "+ My [(KX|V +3y) " 4+ My | (K — Kxv)

+ (K +2v) ™+ My] ' =Ky (13.254)

* * k * — -1 *
= Ky + (Kxp — Kxpp) + [(Kxpy +2y) '+ My] =K (13.255)
= [(Kyy +2y) ' + MUrl (13.256)

where (13.248) comes from (13.246), (13.251) and (13.254) follow from (13.83).

Now, we consider the fourth statement of the lemma as follows

(K +Zv) (K + By) =T+ (K + 3y) ' (Kxy — Kip)  (13.257)
=I+ [(K;QU + EY)_l + MU} ( ﬁqv - E(|U)

(13.258)
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=T+ (Kyp + zy)—l(K§(|V - Kx ) (13.259)

= (K +Zy) (K + Zy) (13.260)

where (13.258) follows from (13.246), and (13.259) comes from (13.83).

Next, we consider the fifth statement of the lemma as follows

(K + 3y) " (Kx + 3y) =T+ Ky + Zy) 7 (Kx — Kip) (13.261)
=1+ [(Kyp +22) 7" + Mx] (Kx — Kyy) (13.262)
=TI+ (K +22)7 (Kx — Kip) (13.263)

= (Kyip +22) ' (Kx + 22) (13.264)

where (13.262) comes from (13.247), and (13.263) is due to (13.85).
Now, we prove the last statement of the lemma. To this end, we note that the

third statement of this lemma and (13.81) imply the following

(K +Zy) ™ +Mp = (Kiy) ™ (13.265)

which will be used in the sequel. Now, the last statement of this lemma follows from

(Kxjv +Zy) (F(D) + Zy) = I+ (Kk;y + Zy) ' (F(D) — K y) (13.266)
=TI+ [(Kyy)' —Mp] (F(D) — K¥y,) (13.267)

=1+ (Ky) '(F(D) — Kky) (13.268)
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= (Kxy) 'F(D)

where (13.267) comes from (13.265), and (13.268) is due to (13.84).

(13.269)

Finally, we note that (13.265) also implies the first statement of the lemma;

completing the proof.

13.7.11 Proof of Lemma 13.7

We first consider the cost function of the optimization problem L

C(L) = I(V;X) = I(V;Y|U) + I(X; Z|U)
= I(V;X) = I(V:Y)+ I(U;Y) + I(X;Z) — [(U;Z)
=I(V;X)—I(V:Y)+ I(U;Y,Z)+ I(X;Z) — I(U;Z)
=I(V;X) = I(V:Y) + I(U;Y|Z) + [(X; Z)

> 1(V;X) = I(V;Y) + I(X; Z)

where (13.271)-(13.272) come from the following Markov chain

UV -o3X>Y—Y,Z
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and (13.274) comes from the non-negativity of the mutual information. On the

other hand, (13.274) can be obtained from (13.89) by choosing U = ¢, i.e., we have

L<  min I(V:X) = I(V;Y) + I(X; Z) (13.276)
VX—->Y—->Y,Z
Kx|jvy=D

Hence, (13.274) and (13.276) imply the following

L= min I(V;X) = I(V;Y) + I(X;Z) (13.277)
VoX->Y->Y,Z
Kxyyy=D

—  min I(V;X|Y) + I(X; Z) (13.278)
VoX->Y->Y,Z
Kxyyy=D

where (13.278) comes from the Markov chain V' — X — Y. We note that the
optimization problem in (13.278) is similar to the one we already studied in (13.65)-
(13.69). Indeed, if the constraint Kxjyy = D in (13.278) was Ky v < D, both
optimization problems would be identical, and using the analysis in (13.65)-(13.69),
we could conclude that (13.278) is minimized by a Gaussian V' satisfying K y;y =
D. However, the difference between these two constraints necessitates a new proof,
and indeed, showing the optimality of Gaussian V' for the optimization problem in
(13.278) is not as straightforward as showing the optimality of Gaussian V for the
optimization problem in (13.65).

We find the minimizer for the optimization problem L in two steps. In the
first step, for a given feasible V', we explicitly construct a feasible Gaussian V' which

provides the same value for the cost function of L as the original V' does. Thus, this
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first step implies that restricting V' to be Gaussian does not change the optimum
value of the optimization problem L. Consequently, in the second step of the proof,
we minimize L over all feasible Gaussian V. To this end, we note that the cost

function of the optimization problem L can be written as

C(L) = MY|V) — h(X|V) + ¢ (13.279)

for some constant ¢, which is independent of V. From now on, we focus on the
difference of the two differential entropy terms in (13.279). Next, we note that using

Lemma 5.17, we have

hY|V) = h(X|V) = % /OEY J(X +N|V)dEy (13.280)

where N is zero-mean Gaussian random vector with covariance matrix Xy satis-
fying 0 < 5. Next, we find upper and lower bounds for (13.280). We note that

Lemma 5.16 implies the following upper bound for J(X + N|V)
JX+N|V) < [T7YX|V) + 25] (13.281)

Using (13.281) in (13.280) in conjunction with Lemma 5.8, we get

[JHX]V) + By |
I XV

hY|V) — h(X|V) < Zlog (13.282)

1
2
We note that due to Lemma 5.13, we have J(X|V) = K}Tv = 0, i.e, (13.282) is
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well-defined. Similarly, using Lemma 5.16, we have
JUX4+Ny|V) =2y =T ' (X +N|V) -2y, Zy=<3y (13.283)
which implies
. . -1
X+ N|V) = [I71(X + Ny V) — 2y+2N] (13.284)

Using (13.284) in (13.280) in conjunction with Lemma 5.8, we get

1T (X 4 Ny V)|
|IJ-1(X 4+ Ny|V) — Zy|

hMY|V) = h(X|V) > = log (13.285)

1
2

Now, we rewrite the bounds in (13.282) and (13.285). To this end, we define the

following function

LK) + Sy

Ft)=>log —2 "=V g<i <1 (13.286)
2 K@)
where the matrix K(¢) is given as follows
K{t)=tI'X|V)+ (1 —-1t) [IYX+Ny|V) -2y (13.287)

Hence, using f(¢) in (13.286), the bounds in (13.282) and (13.285) can be rewritten
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as follows:

1(0) < h(Y|V) = h(X|V) < f(1) (13.288)

Since f(t) is continuous in ¢, there exists t* such that

() = h(Y|V) — h(X]|V) (13.289)
1 K@)+ Ey

where K(t*) is bounded as follows

JUX|V) = K{t) = T HX +Ny|[V) - =y (13.291)

< J (X +Ny|V) -y (13.292)

where we used the fact that 0 < ¢* < 1 and Lemma 5.16. Thus, (13.290) implies
that if we pick a Gaussian V satisfying Ky = K(t*), it provides the same value
for the cost function of L as the original V does.

Next, we check whether this Gaussian V is feasible, i.e., whether it satisfies

Ky = D. To this end, using Lemma 5.21, we get

Kypy =y — SyJ(Y|V)Sy (13.293)
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Since V is Gaussian, Lemma 5.13 implies that

JY|V) = K;Il‘-/ (13.294)
= (KXH_/ + Ey)il (13295)

where (13.295) follows from the fact that (V/, X) and Ny are independent. Moreover,
due to (13.292), we have Ky < J7'(Y|V) — Xy, which together with (13.295)

imply the following

JY|V) = J(Y|V) (13.296)

Using (13.296) in (13.293), we get

Koy < Sy — SyJ(Y|V)Sy (13.297)
— Kxpy (13.298)
<D (13.299)

where (13.298) follows from Lemma 5.21 and (13.299) is due to the assumption that
V' is feasible, ie., Kxjyy = D. Equation (13.299) implies that the constructed
Gaussian random vector V is feasible, i.e., for each feasible V', there exists a feasible
Gaussian V' which provides the same value for the cost function of L; completing
the first step of the proof.

Hence, in view of this first step of the proof, we can restrict V' to be Gaussian
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which leads to the following form for L:

L= min I(V:X) = I1(V;Y) + I(X; Z) (13.300)
V-X-2Y—-Y,Z

V_is Gaussian
Kxvy=D

min I(V:X) = I(V;Y) + I(X; Z) (13.301)
Vi Caustinn

Kx|v2F(D)
1 K 1 Ky+3X 1, Kyx+X
~omin Lrog SBxL Ly B3] L IR EA g
Kxy=FD) 2 ’KX|V‘ 2 |KX\V + 2y| 2 ‘EZ’
1 Kx| 1 Kx+3y| 1. |Kx+Xy
— Zlog _ D log X T VI | 2, X T &) 13.303
2 FD) 2 °|FD)+y| 2 =, (13.303)

where (13.301) follows from Lemma 13.3, and (13.303) comes from the fact that

Kxv + 2Y|

13.304
K| ( )

is monotonically decreasing in the positive semi-definite matrices Kxy; completing

the proof of Lemma 13.7.

13.7.12 Proof of Lemma 13.8

We note that due to Theorem 13.3, we already have single-letter descriptions for
the regions R,(D) and R,(D). Thus, to prove Lemma 13.8, it suffices to show
that for any given feasible (U, V'), these two regions satisfy the relationship given in

Lemma 13.8. We first note the following Markov chains

UV 3X>Y,—Y (13.305)
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U=V o>X—>Z,—7Z (13.306)

Next, we show that any feasible (U, V') for the region R,(D) is also feasible for the

region lim,_,0 R4(D). To this end, we note that

D = Ky (13.307)
= Ky, (13.308)
o (13.309)

where (13.308) is due to the fact that conditioning reduces MMSE and (13.309)
follows from the Markov chain in (13.305). It can be shown that lima o Ky 5,
exists and is equal to Kxyy. Hence, this observation and (13.309) imply that
(U, V) is also feasible for the region lim, 0 R (D).

Next, we show that for a given (U, V'), any rate inside the region R,(D) is
also inside lim,—,0 R4(D). To this end, for a given (U,V'), we denote the mini-
mum achievable rates in R,(D) and R,(D) by R, and R,, respectively. Due to

Theorem 13.3, we have

R, — R, = [I(V;X) — I(V;Y)] — [[(V;X) - I(V; Y.)] (13.310)
=I1(V;Y.) - I(V)Y) (13.311)
= I(V;Y.]Y) (13.312)
>0 (13.313)
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where (13.312) comes from the Markov chain in (13.305). Equation (13.312) implies
that any achievable rate within the region R,(D) is also included in the region
litg_y0 Ra (D).

Finally, we show that for a given (U,V'), any achievable information leakage
inside the region R, (D) is also inside lim,_,o R (D). To this end, for a given (U, V),
we denote the minimum information leakage in R,(D) and R, (D) by I., and I, 4,

respectively. Due to Theorem 13.3, we have

]e,o - Ie,a

= [1(V;X) = L(V; Y|U) + L(X5 ZIU)] = [1(ViX) = 1(V3 YalU) + 1(X5 Za|U)]

(13.314)
= [I(V; Yo |U) = I(V;Y|U)] + [I(X; Z|U) — I(X; Zo|U)] (13.315)
= I(V; Yo |U,Y) + [I(X; Z|U) = [(X; Zo|U)] (13.316)
> [(X:Z|U) — 1(X;Za|U) (13.317)
> [(X:Z) — 1(X;Zy) (13.318)
_ %log H,KH] +1) - %log |K)|<I:Z&ZZ(]}FZ;)?‘§£;R;| (13.319)
= %log H,KxH, +1
-3l |ngz?fz(ﬁza;fggi?fjizagc—ylli;;}’ (12.320)

1 1
=5 log H;KxH, + 1| — 3 log |Qz(Az + oD)RJKxRz(Az +al)Q) + 1]

(13.321)
where (13.316) comes from the Markov chain in (13.305) and (13.318) follows from
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the Markov chain in (13.306). Equation (13.321) implies that

lim /I, , — I.,
a—0 ’

1 1
> ; log H,KxH), +1| — lim - log [Qz (A7 + oD)R,KxRz(Az +al)Q) +1

(13.322)
= %log H,KxH) +1| — %log 1QzAZR;KxR,ZA,Q) +1] (13.323)
= %log H;KxH, +1| - %log H;KxH) +1 (13.324)
=0 (13.325)

where (13.323) comes from the continuity of the determinant in positive semi-definite
matrices. Equation (13.325) implies that any achievable information leakage in
the region R,(D) is also inside the region lim, ,o R,(D); completing the proof of

Lemma 13.8.

13.7.13 Proof of Theorem 13.6

We start the proof of Theorem 13.6 by first expressing Theorem 13.4 for the side
information model given by (13.103)-(13.104). In other words, we first provide an
outer bound for the region R,(D) by using Theorem 13.4. To this end, to be
able to use Theorem 13.4, we need D < K X|Ta- However, since we originally have
D <X Kx)y and K X|Ta = Kx\y, where the latter one follows from the Markov chain
X — Y, — Y and the fact that conditioning reduces MMSE, K X[F — D might be

indefinite. However, the only place we use the condition D < Kxy is to be able
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to show the equivalence between Kxyy = D and Kxy = F(D) for Gaussian V
in Lemma 13.3. In particular, we only need the fact that 3y — D is non-singular
to show this equivalence, and which is implied by D < Kx|y. However, still there
might be distortion matrices D for which although we have non-singular 3y — D,

the condition D = Kx)y is not satisfied. Hence, if we can find an o* such that

Sya—-D=0, 0O<a<a* (13.326)

we can still use Theorem 13.4 to obtain an outer bound for the region R, (D). Now,

we establish the existence of such an o*. Using the assumption D = Kx/y, we have

D < Kxy = (Ky' + HyHy) ™! (13.327)

where the equality follows from (13.215). Equation (13.327) implies that

0<D'-H,Hy (13.328)

=D -~ RyA}Ry (13.329)

where we use the singular value decomposition of Hy. Thus, since D' — Ry AZ Ry

is strictly positive definite, there exists 0 <  such that

D! —~RyA}R; = B’ (13.330)

= °RyRy (13.331)
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which implies

D' = Ry (A} + 5%)Ry (13.332)

which, in turn, implies the existence of an o* such that

D!~ Ry(Ay +a)’Ry, 0<a<a’ (13.333)

Hence, using the definition of ¥y, in (13.333), we get

D'>-%y,, 0<a<a (13.334)

which is equivalent to the desired condition in (13.326) which is needed to use
Theorem 13.4 to obtain an outer bound for the region R,(D). Hence, assuming
that 0 < o < a*, an outer bound for the region R, (D) can be written as the union

of rate and information leakage (R, I.) pairs satisfying

1 |KX|}:/ |1 IKx| 1 Kx + Xy,
R>Z1lo 2 = _log—=————1o : 13.335
5% T p) T2 E D) T 2B FD) + Byl (13.335)
: 1 Kx| 1. [Kyu+3Zyval 1, [Kxp+ Iz,
1. > min — log — — log
0=K x|y =Kxy=Kx 2 |KX|V| 2 |Kx|v + 2y7a| 2 |ZZVQ|
Kxv=Fa(D)
(13.336)

where Fo (D) = Xy (Zy. — D) '8y, — Xy,. We now find the limiting region

that comes from the one described by (13.335)-(13.336) as a — 0. To this end,we
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introduce the following lemma that will be used subsequently.

Lemma 13.17

clyii% Ky, =Kxy (13.337)

lim Fo (D) = (D' —HyHy) ™ (13.338)

a—

The proof of Lemma 13.17 is given in Appendix 13.7.14.
We first consider the rate bound in (13.335) as follows
1 Kyrl 1 Kx)y|

lim =1 CAp— 13.339
w02 2Dl 2 ® 7D ( )

which follows from the continuity of the determinant in positive semi-definite matri-

ces and (13.337). Similarly, for the second expression in the rate bound in (13.335),

we have
lim — log |KX| — 1 0og |KX + Ey’a|
a—0 2 |Fa(D)’ 2 |Fa<D) + Ey@‘
1 K x| ) IKx + 2y,
=1 — lim =1 : 13.340
2 8D —H Hy) | 02 °[F.(D)+ Syl ( )
1 |Kx| . |Kx+Ry(Ay+OéI)72R3T/|
= —1lo — lim = lo 13.341
2O D E 1] A2 (D) + Ry (Ay £ al)2R;| )
_ llog K x|
2 7 |(D! -~ HyHy) |
K Ry (A D lQ, A 'R/}

1
~ lim -1
002 " [Fo(D) + Ry (Ay + al)'QLQy (Ay + al)- R/
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Kx|
|(D~! — HyHy)™!|

1
~
9 08

1 Ay + aD)RIK xRy (Ay +aD)Q) +1
~lim L 1og Ay Ha )TY xBy(Ay +a )QY;L | (13.343)
=02 7 |Qy(Ay + al)R{F,(D)Ry (Ay + al)Qy + 1|
1y K] R |Qr AyRyKxRy AyQy +1]
2 %D -HJHy) 1 2 P[QuAVRI (D - HyHy) Ry Ay Q) £ 1]
(13.344)
1 Ky 1 HyKH] + 1]
=1 — 1 13.345
2 DT _HJHy)!| 2 °[Hy(D'_ HJHy)'H} +]] ( )

where (13.340) is due to the continuity of the determinant in positive semi-definite
matrices and (13.338), (13.341) comes from the definition of ¥y, (13.344) comes
from the continuity of the determinant in positive semi-definite matrices and (13.338),
and (13.345) is obtained by using the singular value decomposition of Hy. Hence,

(13.339) and (13.345) imply that any rate R inside the region lim,_,o R, (D) satisfies

1 |Kx‘y|
R>_1 13.346
1 K| 1 HyKyH{ + 1|
~ 0 _ o1 13.347
2 DT _HJHy)!| 2 °[Hy(D'_ HJHy)'HJ +]] ( )

Following a similar analysis, the limit of the information leakage in (13.336) can be

found as

1 |le 1 o |HyKX‘UH}T/ + I|

min —
0=Kx v=Kxu=Kx 2 ‘KX\V’ 2 |HyKX|VH; +I|
Ky y=3(D'—H}Hy)!

1
+ 5 log HyKxpHy +1 (13.348)
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which implies that any information leakage I, inside the region lim,_,o R, (D) should

be larger than (13.348); completing the proof of Theorem 13.6.

13.7.14 Proof of Lemma 13.17

We first prove the following lemma which will be used subsequently.

Lemma 13.18 Let K(a) = (A + f(a)B)™, 0 < a < af, where A = f(a)B =

0, 0 <a<a* and f(a) is continuous in «. Then, we have

lim K(a) = (A + f(0)B) ™! (13.349)

a—0

Proof: 1In the proof of this lemma, we use the fact that if lim, .., C" = 0,

we have

o0

(I+C)'=) (-yC” (13.350)

n=0

where C° =TI [115, page 19]. Now, we consider

K(a) = (A + f(a)B) ™ (13.351)

= A1+ f(a)AT/PBA /2T AL2 (13.352)

where due to A = f(a)B = 0, we have I = f(a)A~Y/?BA~Y/2 = 0 which implies

lim (f(a)A"Y/?2BA~Y2)" =0 (13.353)

n—oo
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Hence, we can use (13.350) in (13.352) to get

K(Oé) — A1/2 [i(—l)nfn(a)(A1/2BA1/2)”] AL/

n=0

which implies

- i A-1/2 _qyn g ~1/2p A —1/2\n| A —1/2
ilg})K(Oz) ilL%A [_0( D" f"(a)(A™/*BA™7) ]A

_ A71/2 [Z(_1>nfn(0)(A1/2BA1/2)n] A71/2

n=0

= ATV [L+ f(0)A™2BAV2] T ATV

=(A+f(0)B)™

(13.354)

(13.355)

(13.356)

(13.357)

(13.358)

where (13.357) comes from (13.350); completing the proof of Lemma 13.18. O

We now consider (13.337) in Lemma 13.17 as follows

Ky, = Kx(Kx + Yva)  ya
= (Kx' + 3,7
— [K5' + Ry (Ay + al)’Ry]

— [K5' + RyAZR] + Ry (2aAy + *HRY]

(13.359)
(13.360)
(13.361)

(13.362)

where 0 < o < a*. Equation (13.359) comes from (13.173), (13.361) is due to the

definition of Xy,. We note that K;' + Ry AZRy. = 0, and thus, o* can be selected
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to ensure that

K"+ RyAL Ry = Ry (20Ay + o’ T)Ry (13.363)

for all 0 < o < o*. Hence, we can use Lemma 13.18 in (13.362) to get

limKyg, = [Ky' + RyAIR)] (13.364)
= [K¥' + RyAyQyQyAyRY] (13.365)
= (Ky' +HyHy)™' (13.366)
= Kxpy (13.367)

where (13.366) comes from the singular value decomposition of Hy and (13.367) is
due to (13.215); completing the proof of (13.337).

Next, we consider (13.338) in Lemma 13.17 as follows

F.(D) = %ya(Bya — D) 'Bya — Zya (13.368)
= 3y o(Zya —D)7'D (13.369)
=D -3y, (13.370)
= (D' =Ry (Ay + oI)’Ry) ™" (13.371)
= [D7' — RyA}R] — Ry (20Ay + o®)R]] (13.372)
= [D7' ~ RyAyQ{QyAyR] — Ry (20Ay +o®DR)] T (13.373)
= [D™' — H{Hy — Ry(20Ay + o’D)R}] (13.374)
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where 0 < a < o*. Equation (13.371) comes from the definition of Xy, and
(13.374) is obtained by using the singular value decomposition of Hy. We note that
D~! — H}Hy is strictly positive definite as (13.328) indicates, and hence, there

exists an o* such that

D! — HyHy > Ry(2aAy + o’ )Ry (13.375)

for all 0 < a < o*. Consequently, we can use Lemma 13.18 in (13.374) to get

lim F(D) = (D™ — HyHy)™* (13.376)

a—0

which completes the proof of Lemma 13.17.
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Chapter 14
Secure Lossy Source Coding under Relative Equivocation

14.1 Introduction

In this chapter, we revisit the problem of secure lossy source coding with side infor-
mation that we considered in the previous chapter. In this problem, the transmitter
wants to describe the source to the legitimate user within a distortion level while
keeping the source hidden from the eavesdropper as much as possible, where both
the legitimate user and the eavesdropper have some side information. In all previ-
ous works studying the secure lossy source coding problem, the secrecy is measured
by either the equivocation of the source at the eavesdropper (see [14, 112] and our
work in Chapter 13) or the equivocation of the legitimate user’s reconstruction of
the source at the eavesdropper (see [117]).

In this chapter, first, we argue that both of these secrecy measures have draw-
backs, especially if one wants to quantify the relative confusion of the eavesdropper
about the source with respect to the legitimate user. In secure channel coding prob-
lems (resp. secure lossless source coding problems), due to the perfect recovery of the
message (resp. the source) at the legitimate user, the equivocation of the message
(resp. the source) accurately measures the relative equivocation of the eavesdropper.
However, in the context of secure lossy source coding, since the legitimate user does

not reconstruct the source perfectly, but only within a distortion, the equivocation
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of the source at the eavesdropper cannot accurately measure the relative confusion
of the eavesdropper with respect to the legitimate user. Consequently, we argue that
the relative equivocation is a better measure of secrecy for the secure lossy source
coding problem.

Once we adopt the relative equivocation as the secrecy measure, we obtain
the single-letter description of the rate, relative equivocation and distortion region
for the secure lossy source coding problem. To this end, we show that the coding
scheme proposed in [14], where the same problem is studied when the equivocation
of the source at the eavesdropper is used as the secrecy measure, attains the rate,
relative equivocation and distortion region.

Next, we specialize the single-letter description we obtain to the degraded and
reversely degraded cases. Although the single-letter description of the rate, relative
equivocation and distortion region involves two auxiliary random variables, when
it is specialized to either degraded or reversely degraded cases, a single auxiliary
random variable is sufficient for the single-letter description. The latter fact implies
that Wyner-Ziv scheme [113] is optimal for both degraded and reversely degraded
cases, though it might not be optimal for the general case. In the final part of the
chapter, we address this issue, and provide a model for which two auxiliary random

variables are needed; implying that Wyner-Ziv scheme is not optimal in general.
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14.2  The Secrecy Measure

Let {(X;,Y;, Z;)}, denote i.i.d. tuples drawn from a distribution p(z,y,z). The
transmitter, legitimate user and the eavesdropper observe X" € X" Y" € V"
and Z" € Z", respectively. The transmitter wants to convey information to the
legitimate user in a way that the legitimate user can reconstruct the source X"
within a certain distortion while keeping the source from the eavesdropper as secret
as possible (see Figure 14.1). We note that if there was no eavesdropper, this setting
would reduce to the Wyner-Ziv problem [113].

The distortion of the reconstructed sequence at the legitimate user is mea-
sured by the function d"(X n X ") where X" € X" denotes the legitimate user’s
reconstruction of the source X”. We consider functions d”(X", X") that have the

following form
A 1 A
(X" X" == d(X;, X;) (14.1)

where d(a, b) is a non-negative finite-valued function.

In the previous works [14, 112] on secure lossy source coding with side in-
formation (as well as our work in Chapter 13), the objective was to maximize the
uncertainty of the eavesdropper about the source X™, and consequently, the equiv-

ocation of the source at the eavesdropper was chosen as the measure of secrecy:

1
S H(X"|M, Z") (14.2)
n
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— Legitimate User —

M = fn(Xn)

X" —  Transmitter

—  Eavesdropper [—

f

Z’ﬂ

Figure 14.1: Secure lossy source coding with side information.

where M € M, which is a function of the source X™, denotes the signal sent by the
transmitter. In this paper, we propose to use relative equivocation of the source at

the eavesdropper with respect to the legitimate user

[H(X"|M,Z") — H(X"|M,Y™)] (14.3)

S|

To measure secrecy by using the equivocation of the source at the eavesdropper
given by (14.2) is indeed inspired by the secure transmission of uniformly distributed
messages over a wiretap channel (see Figure 14.2), where secrecy is measured by the

equivocation of the message at the eavesdropper
1
—H(W|Z™) (14.4)
n

We note that in the wiretap channel, the legitimate user correctly decodes the
message W, and hence due to Fano’s lemma, we have lim,,_,..(1/n)H(W|Y™) = 0.

Thus, the equivocation of the message at the eavesdropper for the wiretap channel
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Y

LegitimateUser —=
w . Xn
—| Transmitter = (y, z|z)
SHW|Zm)
W ~ Unif{1,...,2"%} B > Eavesdropper [—
Figure 14.2: Wiretap channel.
given by (14.4) is equivalent to
1 n n
- [HW|Z"™) — HW|Y™)] (14.5)

as n — o0o. In other words, as n — oo, the equivocation of the message at the
eavesdropper given by (14.4) is equivalent to the relative equivocation of the message
at the eavesdropper with respect to the legitimate user given by (14.5).

In our case, since the legitimate user does not reconstruct the source in a
lossless manner, the legitimate user will have some confusion about the source. In
other words, as long as the distortion between the source and its reconstruction at the
legitimate user is non-zero, the legitimate user will have a non-zero equivocation,
i.e., we have lim, ,.(1/n)H(X"|M,Y™) # 0. Hence, as opposed to the wiretap
channel, in our case, if we use the equivocation of the source at the eavesdropper
given by (14.2) as the secrecy measure, we do not have an equivalence between (14.2)
and the relative equivocation of the source at the eavesdropper with respect to the
legitimate user given by (14.3). In other words, although in the wiretap channel,

the equivocation at the eavesdropper tells us not only how much the eavesdropper
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is confused about the message but also the relative confusion of the eavesdropper
with respect to the legitimate user, in the secure lossy source coding problem, the
equivocation at the eavesdropper tells us just how much the eavesdropper is confused
about the source, but not the relative confusion of the eavesdropper with respect to
the legitimate user.

Moreover, although the equivocation of the source at the eavesdropper given
by (14.2) cannot indicate whether the eavesdropper has a better reconstruction of
the source or not, for some models of source and side information, the relative
equivocation of the source at the eavesdropper with respect to the legitimate user
given by (14.3) would indicate whether the eavesdropper has a better reconstruction
of the source than the legitimate user. The following example identifies some models

of source and side information where this claim holds.

Example 14.1 In this example, we consider the degraded and reversely degraded

models. For the degraded model, we have the following Markov chain

and for the reversely degraded model, we have the following Markov chain

We assume that in both models, both the legitimate user and the eavesdropper have

the same reconstruction alphabet X™ and use the same distortion metric d"(z™, 2") =
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(1/n) > d(x;, ;). We denote the minimum achievable distortion by the legitimate
user and the eavesdropper by dy and dy, respectively. We have the following order

between dy and dz for the models under consideration in this example.

Lemma 14.1 When both the legitimate user and the eavesdropper use the same

reconstruction alphabet and the same distortion metric, the following orders hold.
o If X, =Y, — Z;,, i=1,...,n, we have dy < dg.
o If X, —Z;, =Y, i=1,...,n, we have dy > d.

The proof of Lemma 14.1 is given in Appendiz 14.8.1.

Now, we consider the degraded model. For the degraded model, as Lemma 14.1
states, the minimum achievable distortion by the legitimate user is less than the
minimum achievable distortion by the eavesdropper, i.e., dy < dz. Consequently,
we expect that the eavesdropper is more confused about the source than the legitimate
user, i.e., the relative equivocation of the source at the eavesdropper with respect to

the legitimate user is positive. Indeed, this expectation is right as seen through

H(X"|M,Z") — H(X"|M,Y") = H(X"|M, Z") — H(X"|M,Y",Z")  (14.8)
= I(X™Y"|M, Z") (14.9)

>0 (14.10)

where (14.8) is due to the Markov chain M — X™ — Y™ — Z".
Similarly, for the reversely degraded model, as Lemma 14.1 states, the mini-
mum achievable distortion by the eavesdropper is less than the minimum achievable
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distortion by the legitimate user, i.e., dy < dy, and consequently, the legitimate
user is more confused about the source than the legitimate user, i.e., the relative

equivocation at the eavesdropper with respect to the legitimate user is negative:

H(X"|M,Z") — H(X"|M,Y") = H(X"|M,Z",Y") — H(X"|M,Y")  (14.11)
= (X" Z"|M,Y™) (14.12)

<0 (14.13)

where (14.11) is due to the Markov chain M — X™ — Z" — Y™,

We note that although this example shows that for some models of source and
side information, the relative equivocation of the source at the eavesdropper with
respect to the legitimate user given by (14.3) indicates whether the eavesdropper
will have a better reconstruction of the source than the legitimate user, we do not
expect it to hold for all source and side information models. For example, if there is a
model with vector source and side information, and the model is neither degraded nor
reversely degraded, then using the relative equivocation, we might not understand
whether the legitimate user or the eavesdropper is able to reconstruct a specific
component of the source in a better way. Indeed, to understand the relative qualities
of the reconstructions of the source at the legitimate user and the eavesdropper, the
most appropriate secrecy metric to use is the minimum attainable distortion of the
eavesdropper’s reconstruction of the source. However, this formulation does not
seem to be tractable for now, especially, if one considers the fact that even for the
degraded case, this problem is still open [110].
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Before adopting the relative equivocation given by (14.3) as the secrecy metric
to formulate the problem of secure lossy source coding with side information, we
discuss another possible secrecy metric [117] which considers the equivocation of the

reconstructed sequence at the eavesdropper:
1 A
—H(X"|M,Z") (14.14)
n

Although this secrecy measure is useful in the sense that it can tell us how much
information the eavesdropper has about the legitimate user’s reconstruction, and
hence to what extent, the eavesdropper can reproduce the legitimate user’s recon-
struction, this secrecy measure also has some shortcomings. First, we note that
although the equivocation of the reconstructed source at the eavesdropper measures
the capability of the eavesdropper to reproduce the legitimate user’s reconstruction,
it does not measure the capability of the eavesdropper to reproduce the source it-
self. Hence, the use of the equivocation of the legitimate user’s reconstruction as
the measure of secrecy might be misleading, because the equivocation of the re-
constructed source might have a non-zero value indicating that the eavesdropper
cannot duplicate the legitimate user’s reconstruction, while the eavesdropper has a
better reconstruction of the source than the legitimate user. The following example

demonstrates this observation.

Example 14.2 In this example, we consider the reversely degraded model introduced
in Fxample 14.1. In the reversely degraded model, the eavesdropper has a better

side information than the legitimate user, and consequently, is less confused than
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the legitimate user. Moreover, as Lemma 14.1 states, for the reversely degraded
model, we have dy < dy, i.e., the eavesdropper has a better reconstruction of the
source than the legitimate user. On the other hand, due to the non-negativity of the
entropy, we have H(X"|M, Z™) > 0 indicating that the eavesdropper might not be
able to reproduce the legitimate user’s reconstruction of the source. This results from
the fact that the reconstructed sequence Xn depends on Y™, where this dependence
cannot be resolved by conditioning on Z™. Hence, the use of equivocation of legitimate

user’s reconstruction might be misleading.

Another point about the equivocation of the reconstructed sequence at the
eavesdropper given by (14.14) is that it depends on the entire joint distribution of the
source X™ and side information Y™ and Z", i.e., p(z",y", z"). It is well-known that
the minimum achievable distortions by the legitimate user and the eavesdropper, i.e.,
dy and dz, depend only on the distributions p(z™, y™) and p(x™, z™), respectively, but
not on the joint distribution p(z", y", 2™). Hence, by using the equivocation of the
reconstructed sequence at the eavesdropper given by (14.14), we might get different
equivocations for models that have identical distortion pairs (dy,dz). In partic-
ular, consider two models with joint distributions p;(z™,y™, 2") and po(x”,y", 2"),
for which although the joint distributions p;(z", 3", z") and po(x™,y™, 2") are not
identical, we have pi(x™, y") = pa(2™,y™) and pi(2", 2") = po(z",2"). Let di be
the minimum achievable distortion by the legitimate user in the model described
by pi(a™, y", z"), and similarly, let d, be the minimum achievable distortion by

the eavesdropper in the model described by p;(z™,y™, z"). Due to the equalities
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pr(x™ y") = pa(a™,y™) and py(z™, 2") = pa(2™, 2"), we have d}, = d3 and d}, = d%.
On the other hand, in general, we have Hy(X"|M, Z") # Hy(X"|M, Z")" because
the equivocation of the reconstructed sequence at the eavesdropper given by (14.14)
depends on the joint distribution, and the joint distributions for these models are
not identical, i.e., pi(z™, y", 2") # po(a™,y™, z"). Hence, the equivocation of the
reconstructed sequence at the eavesdropper might be regarded as an inconsistent
measure of secrecy because although the relative qualities of the reconstructions of
the legitimate user and the eavesdropper do not change from one model to the other,

the equivocation of the reconstructed sequence at the eavesdropper might change.

14.3  Single-letter Characterization

Now, we formulate the secure lossy source coding problem when the relative equivo-
cation of the source at the eavesdropper with respect to the legitimate user given by
(14.3) is used as the merit of secrecy. An (n, R) code for secure lossy source coding
consists of an encoding function f, : X" — M = {1,...,2"%} at the transmitter
and a decoding function at the legitimate user g, : M x Y" — X", A rate, relative
equivocation and distortion tuple (R, A, D) is achievable if there exists an (n, R)

code satisfying

1
lim —[H(X"|M,Z") — HX"|M,Y")] > A (14.15)
n—oo N,
lim E[d"(X",X™)] < D (14.16)
n—oo

LH, (X" M, Z™) denotes the conditional entropy term that is computed according to the distri-
bution p;(m,x™, y", 2", &").
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where M = f,(X™) € M. The set of all achievable (R, A, D) tuples is denoted
by R*. We obtain a single-letter characterization of the region R* as stated in the

following theorem.

Theorem 14.1 (R, A, D) € R* iff

R>I1(V;X)—I(V;Y) (14.17)
A<I(X;Y|U)-I(X;Z|U) (14.18)
D> E[d(X,X(V,Y))] (14.19)

for some U,V satisfying the following Markov chain

U=V XY Z (14.20)

and a function X (V,Y).

The proof of Theorem 14.1 is given in Appendix 14.8.2. We show the achiev-
ability of the region R* by using the coding scheme proposed in [14], where the
problem of secure lossy source coding with side information was studied when the
secrecy of the source is measured by its equivocation at the eavesdropper given in
(14.2). We note that the two problems, the one that we consider by using the rel-
ative equivocation of the source at the eavesdropper with respect to the legitimate
user given by (14.3) as the secrecy measure and the other one studied in [14] that
uses the equivocation of the source at the eavesdropper given by (14.2) as the se-
crecy measure, are not identical, and hence, having the optimum coding scheme
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for the latter problem does not imply that it will be an optimum solution for our
problem that uses the relative equivocation given by (14.3) as the secrecy measure.
Since here we show that the coding scheme in [14] can also achieve the region R*,
our result implies that maximizing the equivocation at the eavesdropper given by
(14.2) is equivalent to maximizing the difference between the equivocations of the
legitimate user and the eavesdropper given by (14.3).

The coding scheme achieving the region R* is similar to the Wyner-Ziv scheme
[113] in the sense that both schemes, by means of binning, make use of the side
information at the legitimate user to reduce the transmission rate. The difference
between these two schemes is that although the Wyner-Ziv scheme uses a single-
binning, the coding scheme achieving the region R* uses a double-binning, where
the additional binning is necessary due to the secrecy consideration in our problem.
In particular, in our problem, the transmitter generates sequences (U™, V") and
bins both sequences. The bin indices of these two sequences are delivered to the
legitimate user. Using these bin indices, the legitimate user identifies the right
(U™, V™) sequences, and reconstructs X™ within the required distortion. On the
other hand, using the bin indices of (U™, V™), the eavesdropper identifies only the
right U™ sequence, and consequently, U does not contribute to the equivocation, see

(14.18)2.

2The fact that the eavesdropper can decode U™ sequence can be obtained by observing that for
a (U, V) selection, if I(U;Y) > I(U; Z), there is no loss of optimality of setting U = ¢ which will
yield a larger region.
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14.4 Degraded and Reversely Degraded Cases

We now consider the degraded and reversely degraded cases. In the degraded case,
the source and side information satisfy the Markov chain in (14.6) and in the re-
versely degraded case, they satisfy the Markov chain in (14.7).

For the degraded case, Theorem 14.1 can be specialized into the following

form.

Corollary 14.1 In the degraded case, (R, A, D) € R* iff

R>I1(V;X)—I(V;Y) (14.21)
A<I(X;Y)-1(X;2) (14.22)
D> E[d(X,X(V,Y))] (14.23)

for some V' satisfying the following Markov chainV-— X —Y — Z and a function

A

X(V,Y).

This corollary can be obtained from Theorem 14.1 by noting the fact that
I(X;Y|U)-1(X;Z|U) < I(X;Y) — I(X; Z) in view of the Markov chain in (14.6),
where the equality can be attained by setting U = ¢. Corollary 14.1 implies that in
the degraded case, the relative equivocation is not affected by the choice of V', and
hence, there is no tension between the achievable rate and the achievable relative
equivocation originating from the choice of V. This also implies that the use of
optimal compression rate for the given distortion level is optimal. In other words,

the use of Wyner-Ziv coding [113] is optimal, and the region R* for a fixed distortion
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D can be expressed as the union of rate and relative equivocation pairs (R, A)

R > Ryz(D) (14.24)

A<I(X;Y)—I(X;2) (14.25)

where Ry z(D) is the Wyner-Ziv rate distortion function given by

Rwz(D) = vin)}r—lw I(V; X)—I1(V;Y) (14.26)
Bld(X, X (V,Y))|<D

The following example obtains the rate and relative equivocation region for the

degraded scalar Gaussian model.

Example 14.3 In this example, we consider the degraded scalar Gaussian model.
In this model, there is an i.i.d. Gaussian source { X;}I | with zero-mean and variance

0%. The side information are given by

Yi =X+ Ny, (14.27)

Zi=X;+ Nz, (14.28)

where { Ny}, and {Nz,;}", are i.i.d. Gaussian random variables with zero-mean
and variance oy and 0%, respectively. X; and (Ny;, Nz;) are independent for each

i. We assume that o3 < o%. Thus, without loss of generality, we can assume that
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the Markov chain

X, =Y, = 7, (14.29)

holds, since the correlation between Ny,; and Ny, does not change the rate, relative
equivocation and distortion region. Hence, in view of the Markov chain in (14.29),
the rate, relative equivocation and distortion region of this model follows from Corol-
lary 14.1.

Before evaluating the region in Corollary 14.1 for the degraded scalar Gaus-
sian model, we specify the distortion metric. For this model, the distortion of the
reconstructed sequence is measured by its mean square error, i.e., d(x, %) = (v — )2,
Since the mean square error is minimized by the conditional mean, the legitimate

user selects its reconstruction function as

A~

Xi = E[Xi]Y", fu(X")] (14.30)

which implies that the distortion constraint in Corollary 14.1 can be expressed as

oxpy <D (14.31)

Hence, we can obtain the rate and relative equivocation region of the degraded scalar
Gaussian model by evaluating the region defined by (14.21)-(14.22) and (14.51),

which results in the region stated in the following corollary.
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Corollary 14.2 In the degraded scalar Gaussian model, (R, A) € R*(D) iff

R> Rws(D) = ~1 o0y (14.32)
= =10 ——————5— .
w2 2% D (0% +02)
1 2 2 1 2 2
A<logZX I 1o TX 12 (14.33)
Y 2 Z

We note that in Corollary 14.2, the relative equivocation is constant, i.e., does not
interact with the rate. This also implies that we can always transmit at the Wyner-

20 rate.

Next, we specialize Theorem 14.1 for the reversely degraded model as follows.

Corollary 14.3 In the reversely degraded case, (R, A, D) € R* iff

R>I1(V;X)—I(V;Y) (14.34)
A<I(X;Y|V)-I(X;Z|V) (14.35)
D> E[d(X,X(V,Y))] (14.36)

for some V' satisfying the following Markov chainV-— X — Z —'Y and a function

A

X(V,Y).

This corollary can be obtained from Theorem 14.1 by noting the fact that
I(X;YIU) - I(X;Z|)U) < I(X;Y|V) = I[(X;Z]V) in view of the Markov chain
in (14.7), where the equality can be attained by setting U = V. Corollary 14.3
implies that unlike the degraded case, in the reversely degraded case, there might

be a tension between the achievable rate and the achievable relative equivocation
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originating from the choice of V', since both the achievable rate and the achievable
relative equivocation depend on the choice of V. However, similar to the degraded
case, in the reversely degraded case also, we need only one auxiliary random variable
to attain the rate, relative equivocation and distortion region R*. Thus, similar to
the degraded case, in the reversely degraded case also, Wyner-Ziv coding [113] is
sufficient to attain the entire region R*. The difference between the degraded and
the reversely degraded cases is that in the degraded case, we can always transmit at
the minimum rate determined by the Wyner-Ziv rate distortion function in (14.24),
however, in the reversely degraded case, we might need to transmit at higher rates
to obtain a higher relative equivocation, since in this case, both the achievable
rate and the achievable relative equivocation depend on the choice of the auxiliary
random variable V. In other words, the choice of V' that minimizes the rate, i.e.,
the minimizer for the optimization problem in (14.24), might not be the maximizer
of the relative equivocation term in (14.35). The following example demonstrates

this point.

Example 14.4 In this example, we consider the reversely degraded scalar Gaussian
model which is identical to the degraded scalar Gaussian model in Example 14.3 with
2

the only exception that here, we have 02 < o%. Thus, without loss of generality, we

can assume that the Markov chain

holds, since the correlation between Ny, and Nz, does not change the rate, relative
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equivocation and distortion region. Hence, in view of the Markov chain in (14.37),
the rate, relative equivocation and distortion region of this model follows from Corol-
lary 14.3.

Before evaluating the region in Corollary 14.3, we specify the distortion metric.
Similar to Example 14.3, here also, we use the mean square error as the distortion
metric, i.e., d(z,%) = (z — 2)?. Hence, the optimal reconstruction function for the
legitimate user is given by the conditional mean in (14.30), which implies that the

distortion constraint in Corollary 14.3 can be expressed as

oxwy <D (14.38)

Hence, we can obtain the rate, relative equivocation and distortion region of the
reversely degraded scalar Gaussian model by evaluating the region defined by (14.34)-

(14.35) and (14.38), which results in the region stated in the following corollary.

Corollary 14.4 In the reversely degraded scalar Gaussian model, (R,A) € R*(D)

if

— —log XY (14.39)

A< =1 —log ————— 14.40
<gle— s —">5 (14.40)
for some quv satisfying
2
D

O-Y_
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We note that both rate and relative equivocation constraints in (14.39) and (14.40),
respectively, are monotonically decreasing in O'g(‘v. Hence, there is a tension between
the rate and the relative equivocation, i.e., there is a trade-off between the achievable

rate and the relative equivocation controlled by quw and equivalently by the choice

of V.

14.5 Maximum Relative Equivocation

In the previous section, we consider the degraded and reversely degraded cases where
it turned out that either (U = ¢, V) or (U = V,V) is optimal for the evaluation
of the region given in Theorem 14.1. Here, we address the question whether one
of these two choices (U = ¢,V) and (U = V,V) is always optimal. To this end,
we consider the maximum relative equivocation that is achievable when there is
no rate constraint on the transmitter. In other words, we are interested in the
maximum relative equivocation that we can obtain when the legitimate user needs
to reconstruct the source within a distortion D while there is no concern on the
transmission rate R. We denote the maximum relative equivocation by Ap.x(D)

which is given in the following theorem.

Theorem 14.2 The mazimum relative equivocation Anax(D) at the eavesdropper
with respect to the legitimate user when the legitimate user needs to reconstruct the

source within a distortion D while there is no concern on the transmission rate R
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15 given by

Apac(D) = max [(X;Y|U) — I(X; Z|U) (14.42)

U—-V—->X—-Y,Z
E [d(X,X(V,Y))] <D

We note that in Theorem 14.2, there are two auxiliary random variables U
and V over which optimization needs to be carried out. In the previous section,
we observe that when the model is either degraded or reversely degraded, a single
auxiliary random variable is sufficient. Now, we provide the following example
which shows that there are models for which two auxiliary random variables are
necessary, in other words, neither (U = ¢, V) nor (U = V, V) is sufficient to attain
the maximum relative equivocation, and hence the entire rate, relative equivocation

and distortion region.

Example 14.5 Consider the parallel Gaussian source X; = [X; XQJ‘]T where
{X1:}7, and { X9}, are i.i.d. zero-mean Gaussian random variables with vari-
ances 03(’1 and 03(72, respectively. The side information at the legitimate receiver

and the eavesdropper are given by

Yii=Xpi+Nyyi, (=12 (14.43)

Zii=Xpi+Ngpi, =12 (14.44)

where {Ny,;}?, and {Nze;}—, are zero-mean Gaussian random variables with
variances 0%, and 0% ,, respectively, which are independent of {X,,;}",. Moreover,
we assume that Ny, ,; and Nys; are independent, and also so are Nyz1,; and Nzs,;.
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We assume that noise variances satisfy

oy, <0y, (14.45)

0y9 < 0% (14.46)
Hence, without loss of generality, we can assume the following Markov chains

X\ =Y =7 (14.47)

We impose a separate distortion constraint on each component of the source as

follows
1 N
lim ~ S F [(XM ~ X2 <D =12 (14.49)

Using Theorem 1.2, the mazimum relative equivocation Ayax(D1, Da) can be ob-

tained as follows.

Corollary 14.5
Amax(DlyDZ) = I(Xl,Yi) —I(Xl,Zl) (1450)

iof there exists Vy satisfying Vi — X1 — Y1 — Z; and Jgﬁwlyl < D;.

We note that the mazimum relative equivocation given in (14.50) corresponds
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to the choice U = (¢, X3),V = (V4, X3) with independent Vi and Xy for the relative
equivocation bound given in Theorem 14.2. It is clear that this optimal choice does
not correspond to either (U = ¢, V') or (U =V,V).

Next, we obtain the maximum relative equivocation arising from the choices
(U=0¢,V)and (U=V,V). When (U = ¢,V), the corresponding mazximum relative

equivocation A? . (D, D) is stated in the following lemma.

Lemma 14.2

2

AD (D1, D) =Y T I(Xy3Yy) — 1(X3; Z) (14.51)

max
i=1

if there exist (V1,Va) satisfying V; — X; — Y, Z; and Ug(im_yi < D,.

Next, we obtain the maximum relative equivocation arising from the choice

U=V, denoted by AS (D1, Ds), as stated in the following lemma.

max

Lemma 14.3
A5 (Dy,D,) = max (X Yi|V) — I(X1; Z1|Wh) (14.52)
Vi=»X1—-Y1—>2,
o% vy, <01
11v1it1

We note that (14.52) corresponds to the choice U =V = (Vi, Xy) where V3
and Xy are independent.

Now, we compare the maximum relative equivocation with the ones arising

from the choices (U = ¢,V) and U = V. First, we compare Apax(D1, D2) and
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A?  (Dy, Dy) as follows

max

A® (D1, D) — Apmax(D1, Do) = [(X2;Ys) — [(Xy; Zy) (14.53)
<0 (14.55)

which implies that (U = ¢,V) is, in general, a sub-optimal choice for the non-
degraded parallel Gaussian model.
Next, we compare Amax (D1, Dy) and AS . (Dy, Ds). To this end, we introduce

max

the following lemma which will be used in the sequel.

Lemma 14.4 ([Chapter 13, Lemma 13.1]) For jointly Gaussian (X,Y, Z) sat-
isfying the Markov chain X — Y — Z and Pr[Y = Z] # 1, if D < agqy, we

have

min  I(V;Y]Z) >0 (14.56)
VoaX-Y—Z

5
UX|VYSD

Now, we are ready to compare Apax (D1, D2) and AS (D1, Dy) as follows

max

AiaX(Dh Ds) — Apax(D1, D) = V%Xmii}; L I(Xy; Y |Vi) — I(Xy; Z1|V1)
Ugfl\lelSDl
= [[(X1; Y1) — 1(X3; Z1))] (14.57)

= max IV Zy) — I(Vi; Yh) (14.58)

V14)X1~)Y1~)Z1
2
IX11vivy <D1
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= max —I(Vi;Y1|Z1) (14.59)

V14)X1~>Y1~)Z1
Ui{l‘VIYlSDl
[ min I(Vi;Y1|Zy) (14.60)
V1~>X1~>Y1~>Z1
0§(1|V1Y1SD1
<0 (14.61)

where (14.59) is due to the Markov chain Vi — X1 — Y1 — Z1 and (14.61) comes
from Lemma 14.4. Hence, (14.61) implies that U =V is, in general, a sub-optimal

choice for the non-degraded parallel Gaussian model.

This example shows that in general, we might need two different auxiliary
random variables to evaluate the region R* in Theorem 14.1 for non-degraded mod-
els. Hence, we conclude that, in general, the Wyner-Ziv coding scheme [113] is not

sufficient to attain the region R* for general non-degraded models.

14.6 Uncoded Transmission

We note that in Theorem 14.2, there is no concern about the transmission rate
R. Hence, the encoder can use any uncoded scheme that requires an infinite rate.
We would like to understand whether the maximum relative equivocation A (D)
can be attained by an uncoded scheme. To this end, we consider a slightly more
general scenario, where the encoder is allowed to use any instantaneous encoding
function in the form of g¢;(X;) where g;(-) can be a deterministic or a stochastic
mapping. When g;(-) is chosen to be a stochastic function, we assume that it is
independent across time. We note that since any uncoded scheme can be obtained
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from an instantaneous encoding scheme by choosing g;(+) to be a linear function, the
instantaneous encoding scheme encompasses any uncoded scheme. Moreover, un-
coded transmission with artificial noise can also be obtained from an instantaneous
encoding scheme by selecting g;(z) = ax + N, where N denotes the noise. When
the encoder uses an instantaneous encoding scheme, the transmitted signal is given
by M = [g1(X1),...,9.(X,)]. We denote the maximum relative equivocation when
the encoder uses an instantaneous scheme by A;,s(D), where, as usual, D denotes
the distortion level within which the legitimate user needs to reconstruct the source.
The following example shows that, in general, Ap.x(D) cannot be achieved by an
instantaneous encoding scheme, i.e., there are models where the maximum relative

equivocation Apay(D) is strictly larger than Ays(D), i.e., Apax(D) > Ains(D).

Example 14.6 In this ezample, we consider the degraded scalar Gaussian source
and side information model which is defined in Example 14.3. Consequently, here,

we have the Markov chain

Using Theorem 14.2 and Corollary 14.1, the mazimum relative equivocation

Anax(D) for the degraded scalar Gaussian model can be written as

Apax(D) = I(X;Y) — [(X; 2Z) (14.63)

as long as there is a V' satisfying agqu <D
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Next, we obtain Ays(D) for the degraded scalar Gaussian source and side

information model.

Lemma 14.5

Ais(D) = max  I(X;Y|V) = I(X; Z|V) (14.64)
—+X—=Y—
g§(|VYSD

We now compare Apax(D) and Aps(D) as follows

Ais(D) = Dpax(D) = max  I(X;Y|V) = I(X; Z|V) = [[(X;Y) = [(X; Z)]

VoX—-Y—>Z

UX\VYSD
(14.65)
=, max I(\V;2)-1(V;Y) (14.66)
Xy <D
=  max —I(V;Y|2) (14.67)
VoX—=Y—=Z
X vy <D
=— min I(V;Y|Z) (14.68)
VoX—=Y—=Z
O?(\VYSD
<0 (14.69)

where (14.67) follows from the Markov chain V. —'Y — Z and (14.69) is due to
Lemma 14.4. Hence, (14.69) implies that for the degraded scalar Gaussian source
and side information model, the maximum relative equivocation cannot be achieved

by an uncoded scheme, i.e., Apax(D) > Ajps(D).

Example 14.6 shows that in general, the maximum relative equivocation cannot
be achieved by an uncoded scheme. In other words, even when there is no concern
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on the transmission rate R that encoder uses, we still need to use a coded scheme

to achieve the maximum relative equivocation at the eavesdropper.

14.7 Conclusions

In this chapter, we study the problem of secure lossy source coding with side in-
formation. Unlike the earlier works in [14, 112], and also our work in Chapter 13,
which use the equivocation of the source at the eavesdropper as the secrecy mea-
sure, we formulate this problem under a new secrecy measure, namely the relative
equivocation of the source at the eavesdropper with respect to the legitimate user.
We argue that this new secrecy measure corresponds to the natural generalization of
the equivocation in a wiretap channel to the context of secure lossy source coding.
We obtain a single-letter description of the rate, relative equivocation and distor-
tion region for the problem of secure lossy source coding with side information under
this new secrecy measure. We specialize this single-letter expression to the degraded
and reversely degraded cases. We also discuss the relationships between the optimal

scheme attaining this region and the Wyner-Ziv scheme.

14.8 Appendix

14.8.1 Proof of Lemma 14.1

Let dy and d7, denote the minimum achievable distortion by the legitimate user and

the eavesdropper, respectively, for block-length n. First, we identify dy. and d7%. To
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this end, we note that

E (X", X" (M, Y™)) } ZE[ (X, X(M,Y™) (14.70)

- _Z Z l‘“m y ("Eui'z(mayn)) (1471)

=1 x;,m,y"

from which dy can be identified as

dy = % Z Z [Flil} ZP(%‘, m,y")d(z;, iz)] (14.72)

dy, = %Z Z [glir; Zp(xi, m, 2")d(x;, :i:z)] (14.73)

Next, we show that if X; — Y, = Z;, dy < d% which implies that dy < dz. Using

(14.73), we have

dy = %Z Z mln Zp(aci, m, 2")d(x;, :?:'Z)] (14.74)

i=1 m,z™ | T;

= %Z Z mir; Z p(z;,m,y", Zn)d(%@z)] (14.75)

i=1 m,z"
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=— Z Z min Zp xiym, y")d(z;, ;) (14.79)

—dy (14.80)

where (14.76) comes from the Markov chain X; — Y; — Z;. The second statement

of the lemma follows from the symmetry; completing the proof of Lemma 14.1.

14.8.2 Proof of Theorem 14.1

Here, we prove Theorem 14.1 in two steps. First, in the next section, we prove the
achievability of the region R* in Theorem 14.1 and in Section 14.8.2.2, we provide

the converse proof.

14.8.2.1 Achievability

To show the achievability of the region R* in Theorem 14.1, we use the coding
scheme proposed in [14]. We fix the joint distribution p(u,v|z) = p(v|z)p(u|v) and

the reconstruction function Z (v, y) such that E[d(X, X(V, Y)] <D/(1+e).

Codebook generation:

e Generate 2"(ButFu) yn gequences through p(u”) = [T, p(w;), and index them

as u™(w,, W, ), where w, € {1,...,2"%} and @, € {1,..., 2"},

e For cach u"(w,,w,), generate 2"(Fvtf) yn gequences through p(v|u™) =
[T, p(vilu;), and index them as v™(wy, Wy, wy, W,), where w, € {1,...,2"%}

and w, € {1,.. .,Q"R”}.
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Encoding:
If 2™ is the source sequence to be transmitted, find a u" sequence such that

(u™, z™) is jointly typical®>. Due to the mutual covering lemma [118], if we have

Ry + R, > I(U; X) (14.81)

then there exists at least one such u™ sequence. Once such a u" sequence is found,
we find a v™ sequence such that (v",u",z") is jointly typical. Again, due to the

mutual covering lemma [118], if we have

R, + R, > I(V; X|U) (14.82)

then there exists at least one such v™ sequence. After finding these typical u™,v"
sequences, the transmitter sends their first indices, i.e., w,,w,. Hence, the total

transmission rate R is given by R = R, + R,.

Decoding and distortion:

After receiving w,,w,, the legitimate user decodes w,,w, by using its side
information. In particular, the legitimate user looks for the unique w,, w, such that

(u™, v™, y™) is jointy typical. If the following constraints are satisfied

R, < I(U;Y) (14.83)

R, < I(V;Y|U) (14.84)

3Throughout the proof, we use the strong typicality as defined in [118].

748



the legitimate user can identify the (u",v™) sequences with vanishingly small prob-
ability of error.
Once the legitimate user decodes the v™ sequence, it computes the reconstruc-

tion of the source 2™ via " (v™,y™). The corresponding distortion can be computed

as follows
E [d”(X”,X")] < Pr[€]dyas + Pr[E]E [d"(X", X”)|gc] (14.85)
— Pr[€]d ey + Pr[E]] ( Z E [ |5CD (14.86)
< Pr[€]dmas + Pr[E](1 + ) E [d(x, f()] (14.87)
< Pr[€]dmas + Pr[E°]D (14.88)

where dpq; = maX(gn gnycanxxn d* (2", 2"), € denotes the event that there is an error
in either encoding or decoding. Equation (14.87) follows from the typical average
lemma [118] in conjunction with the fact that if there is no error in encoding or
decoding, then (z™,2™) is jointly typical, and (14.88) follows from the assumption
that E[d(X, )A()} < D/(1 + ¢). Equation (14.88) implies that if there is no error in
encoding or decoding, then the reconstruction of the source within the distortion

level D is possible.

Equivocation computation:

Finally, we consider the relative equivocation of this coding scheme. We first
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obtain a lower bound for the equivocation of the eavesdropper as follows.

H(X"|M,Z") = H(X™W,, W,, Z") (14.89)
> H(X™|W,, W, 2", U™ (14.90)
= H(X™|W,, 2", U™ (14.91)
= H(X™U™) — [(X™:W,, Z"|U™) (14.92)

= H(X™U™) = I(X™ Z"|\U™) — (X" W,|U", Z") (14.93)
> H(X"|U™) — I(X"™: Z"|\U™) — H(W,) (14.94)

= H(X"|U™) = I(X™; Z"|U") — nR, (14.95)

where (14.91) comes from the Markov chain W, — U™ — X", Z" W,. Next, we

consider the equivocation at the legitimate user as follows.

H(X"|M,Y™) = H(X"|W,, W,,Y™) (14.96)
< H(X™, U VW, W,, Y™ (14.97)

= H(U™, V"W, Wy, Y™) + H(X" W, W,, Y™, U™, V") (14.98)

< new, + H(X"|W,, W,, Y™ U™, V") (14.99)
= ney, + HX"|[Y™, U™, V™) (14.100)
= ney, + HX"|U™) — I(X™ Y™, V" |U™) (14.101)

where €, — 0 as n — 00, (14.99) comes from Fano’s lemma by noting the fact that

the legitimate user can decode (U™, V") using the transmitted message W,,, W, and
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its side information Y™, and (14.100) follows from the Markov chain (W, W,) —

(U™, V") — X" Y". Combining (14.95) and (14.101) yields

H(X"|M, Z") — H(X"|M,Y™)

> [(X™ YY", VU™ = I(X™ ZMU™) — nRy — neéwn (14.102)
= [(X™Y"|U™) + [(X" VU™, Y™) = (X" Z"U") — nRy — ner, (14.103)
= [(X™ Y"|U™) + [(X" V" |U™) — [(Y™ V' |U™) — [(X™; Z"|U™) — nR,

— Nén (14.104)

where (14.104) comes from the Markov chain U" — V" — X" — Y™. Next, we

introduce the following lemma.

Lemma 14.6 ([64, Lemma 3|) Let 17", T3, T3 be length-n sequences satisfying

T — Ty — T3, and {(Ty;, Ty, Ts) iy be i.i.d. tuples. We have

1

n

(TS T3|T3) — H(Ts 1ol Ts) | < m (14.105)

where v, — 0 as n — oo.

While [64] shows only the upper bound, following similar steps the lower bound in

Lemma 14.6 can be established as well. Using Lemma 14.6 in (14.104), we get

H(X"|M, Z") — H(X™|M,Y™) > nl(X;Y|U) +nl(X;V|U) — nI(Y;V|U)

—nl(X;Z|U) — ny, —nR, —ney,  (14.106)
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Finally, we set the rate R, as follows

R, = I(X;V|U) = I(Y;V|U) + 8 (14.107)

which, in view of (14.106), implies

H(X"M,Z") — HX"|M,Y") > nl(X;Y|U) —nl(X; Z|U) — nB — ny, — nex,

(14.108)
which completes the equivocation computation.
Thus, we have shown that if the following constraints are satisfied,

R, + R, > I(U; X) (14.109)

R, + R, > I(V; X|U) (14.110)

R, < I(U;Y) (14.111)

R, < I(V;Y|U) (14.112)

R, =I1(X;V|IU)-1(Y;VIU)+ B (14.113)

this coding scheme enables the reconstruction of the source at the legitimate user

within the distortion level D while achieving the relative equivocation rate of

I(X;Y|U) = I(X; Z|U) — B (14.114)

at the eavesdropper. Eliminating R,, R, from (14.109)-(14.113) in conjunction with
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the fact that R = R, + R, leads to R > I(V;X) — I(V;Y) + (; completing the

proof.

14.8.2.2 Converse

Let (R,A, D) be an achievable tuple. Then, there exists an (n, R + €) code such

that

1
lim —[H(X"|M,Z") — H(X"|M,Y™")] > A —¢ (14.115)
n—oo N,
lim E[d"(X", X")] < D+e (14.116)
n—oo

We note that the joint distribution of (M, X™ Y™ Z™) is given by

n

p(m,z", y", 2") = p(m, z") Hp(yz-, zi|z;) (14.117)
i=1

Next, we define the following auxiliary random variables

Up=MY"'Z" (14.118)

Vi= XYL U, (14.119)

which, due to the probability distribution in (14.117), satisfy the following Markov

chain

U—Vi= X, =Y, Zi, i=1,....n (14.120)
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A lower bound for the rate (R + ¢€) can be found as follows

n(R+€) > ) > ZI Vii Xi) — 1(V;;Y5) (14.121)

by using the analysis in Section IV.B of [14].

The distortion level can be bounded as follows

Eld"(X", X™)] = E[d"(X", X"(M,Y™))] (14.122)
- %zn: Eld(X;, Xi(M,Y™))] (14.123)
> % iE[d(Xi, XM, Y™, Z! X)) (14.124)
— - ZE (Xi, X:(Vi, Y2)) (14.125)

where (14.122) comes from the fact that X" is a function of M, Y™, (14.124) is due
to the fact that providing extra information for the reconstruction of the source
cannot increase the distortion of the reconstructed sequence, and (14.125) comes
from the definition of V; in (14.119).

Finally, we consider the relative equivocation term as follows

H(X™M,Z") — H(X"|M,Y"™) = [(X";Y"|M) — I(X"; Z"|M) (14.126)
=Y (X" YiM Y'Y = I(X™ Zi|M, Z},) (14.127)

=1
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n

= I(X"YIM Y™ = I(X™ Z,|M, Z ) + 1(Zig: Vi M, X", Y

i=1
— (Y'Y Z|M, X", Z")) (14.128)
=Y I(X", Z Vi M Y'Y — I(X™ Y'Y 2, ML 27 ) (14.129)
=1
= IX™YIM YT Z0) + 120 Vi M Y'Y = I(X™ Zi M, 20, Y
=1
— (Y'Y Z|M, Z.) (14.130)
= IX"YIMY'TL 28— I(X™ Zi M, 27, Y (14.131)
=1
= I(X"Yi|Uy) - (X" Z,|U;) (14.132)
=1

where (14.128) and (14.131) come from the Csiszar-Korner sum identity [3, Lemma
7].

Next, we note the following

(X" YIM Y™ Z0) = HYG M Y™, 22 ) — HYG M Y™ 27, X
(14.133)
=HY;|M,Y" ', 2" ) — HY;|M, Y ', Z!" |, X;) (14.134)

= I(X;; Y| M, Y"1 Z2 ) (14.135)

where (14.134) comes from the following Markov chain

Y, = X —» MY\ ZP XX (14.136)
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which follows from the probability distribution in (14.117). Similarly, we can get

I(X™ ZM, YY", Z8 ) = 1(X; Z) M, Y'Y, Z2 ) (14.137)

Using (14.135) and (14.137) in (14.132), we get

H(X"[M,Z") — H(X"|M,Y") = Z[(Xi§}/;’Ui) — (X33 Z,|U;) (14.138)

i=1

Finally, we define the uniformly distributed random variable @ € {1,...,n} which
is independent of all other random varaibles, and U = (Ug, @),V = (Vp, Q). Using
these random variables in (14.121), (14.125), and (14.138), we can get the desired

bounds given in Theorem 14.1.
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Chapter 15

Conclusions

In this dissertation, we address whether wireless communications can be secured at
the physical layer of communication by exploiting the unique characteristics of the
wireless medium, without any recourse to higher-layer security protocols. Towards
addressing this question, we study several fundamental multi-user channel mod-
els, inspired by wireless communication applications, by using information-theoretic
techniques.

In Chapter 2, we study the Gaussian MIMO wiretap channel in which a com-
mon message is sent to both the legitimate user and the eavesdropper in addition to
the private message sent only to the legitimate user. In this model, there is a secrecy
concern on the private message, in that it needs to be kept hidden as much as possi-
ble from the eavesdropper. A single-letter description for the capacity-equivocation
region of this channel model exists due to [3]. In Chapter 2, we show that it is
sufficient to consider jointly Gaussian auxiliary random variables and channel input
to evaluate this single-letter description of the capacity-equivocation region. Our
result provides the most comprehensive description for the capacity-equivocation
region of the Gaussian MIMO wiretap channel and generalizes all of the previous
partial results.

In Chapter 3, we study the secure broadcasting problem, where a transmitter

757



wants to have secure communication with multiple legitimate users in the presence
of an external eavesdropper. Characterizing the secrecy capacity region of this chan-
nel in its most general form seems to be intractable for now, since the version of
this problem without any secrecy constraints, is the broadcast channel with an ar-
bitrary number of receivers, whose capacity region is unknown. Consequently, we
take the approach of considering special classes of channels. In particular, in Chap-
ter 3, we consider degraded multi-receiver wiretap channels, parallel multi-receiver
wiretap channels with a more noisy eavesdropper, parallel multi-receiver wiretap
channels with less noisiness orderings in each sub-channel, and parallel degraded
multi-receiver wiretap channels. For each channel model, we obtain either partial
characterizations of the secrecy capacity region or the entire region.

In Chapter 4, we study the Gaussian MIMO broadcast channel with common
and confidential messages where the transmitter sends a confidential message to
each user that needs to be kept hidden from the other user, in addition a common
message directed to both users. We obtain the entire capacity region of this channel
model. In particular, we show that a combination of superposition coding and
the S-DPC scheme proposed in [8] can attain the entire capacity region. In the
converse proof of this capacity result, the channel enhancement technique [4] and
an extremal inequality from [5] play important roles. In addition to this capacity
result, in Chapter 4, we also establish a connection between the Gaussian MIMO
broadcast channel with common and confidential messages and its non-confidential
counterpart, i.e., the Gaussian MIMO broadcast channel with common and private

messages, where there is no secrecy concern on the private messages. This connection
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explains why while the capacity region of the Gaussian MIMO broadcast channel
with common and private messages is not completely known, we are able to obtain
the entire capacity region for its confidential counterpart.

In Chapter 5, we study the Gaussian MIMO multi-receiver wiretap channel
where the transmitter sends a confidential message to each legitimate user in the
presence of an external eavesdropper. We obtain the secrecy capacity region of
this channel model. In particular, we show that the secrecy capacity region of the
Gaussian MIMO multi-receiver wiretap channel can be attained by a combination
of dirty-paper coding with Gaussian signals and stochastic encoding. We prove this
result in two main steps. In the first step, we consider the degraded Gaussian MIMO
multi-receiver wiretap channel, for which there is a single-letter description of the
secrecy capacity region. We propose a new technique to evaluate the single-letter
description for the vector Gaussian model, using which, we obtain the secrecy ca-
pacity region of the degraded channel. In the second step, we consider arbitrary, not
necessarily degraded, MIMO channels for which there is no single-letter description
of the secrecy capacity region. Despite that, we obtain the secrecy capacity region of
arbitrary, not necessarily degraded, MIMO channels by using the channel enhance-
ment technique and some limiting arguments [4, 21]. We also demonstrate that
our new technique to evaluate single-letter expressions for vector Gaussian models
can be useful in other problems as well, by providing an alternative proof for the
capacity region of the degraded Gaussian MIMO broadcast channel and an outer
bound for the vector Gaussian CEO problem.

In Chapter 6, we study the multi-receiver wiretap channel with public and
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confidential messages, which generalizes the channel model we consider in Chap-
ters 3 and 5 by incorporating public messages without any secrecy constraints on
them. We first consider the degraded discrete memoryless channel, and provide in-
ner and outer bounds for its capacity region. We show that there are cases where
these bounds match providing the capacity region. Second, we provide an inner
bound for the capacity region of the general multi-receiver wiretap channel by using
superposition coding, rate-splitting, binning and Marton’s coding. Third, we con-
sider the degraded Gaussian MIMO multi-receiver wiretap channel, and show that,
to evaluate the proposed inner and outer bounds for the Gaussian MIMO case, it is
sufficient to consider jointly Gaussian auxiliary random variables and channel input.
Similar to the discrete degraded case, for the degraded Gaussian MIMO case also,
these bounds match for certain cases. Finally, we consider the general Gaussian
MIMO multi-receiver wiretap channel and propose an inner bound for its capacity
region.

In Chapter 7, we study the weak eavesdropper MAC-W'T. First, we develop an
n-letter outer bound for the secrecy capacity region of this class of channels. This
n-letter outer bound matches the achievable region partially. Although this partial
matching gives us a limited characterization of the capacity region, since it is in an
n-letter form, evaluation of this outer bound seems intractable. On the other hand,
focusing on Gaussian channels, we evaluate a looser version of our bound which
determines the secrecy capacity region along individual rates axes to within half bit
per channel use irrespective of the channel parameters. Moreover, if the users’ links

to the legitimate user are orthogonal, we are able to determine the entire secrecy
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capacity region to within half bit per channel use. We also demonstrate that our
outer bounding technique can be applied to the IC-W'T with strong interference.

In Chapters 8 and 9, we study the effects of cooperation on secrecy. In par-
ticular, in Chapter 8, we study the CRBC and propose an achievable secrecy rate
region by using CAF. Evaluation of this achievable secrecy rate region for the Gaus-
sian CRBC demonstrates that by means of cooperation, both users can have secure
communication in a Gaussian CRBC although this is not possible in the underlying
Gaussian broadcast channel, i.e., when we remove the cooperation links between the
receivers. Hence, this example shows that cooperation can improve secrecy for the
broadcast setting. In Chapter 9, we study the MAC-GF and propose an achievable
scheme by using CAF. We evaluate this achievable scheme for the Gaussian MAC-
GF, and show that both users can have secure communication with the receiver,
although this is not possible without cooperation among the users.

The common theme in Chapters 8 and 9 is that user cooperation can increase
secrecy, and, even an untrusted party can help. However, this improvement depends
on the cooperative strategy. For instance, even though a decode-and-forward (DAF)
based cooperation scheme can increase the rate, it cannot improve the secrecy, be-
cause in this case the cooperating party, which is also the eavesdropper, needs to
decode the message it forwards. However, in CAF, we do not require the cooper-
ating party to decode the message. In fact, in CAF, the cooperating party helps
increase the rate of the main transmitter to levels which it itself cannot decode,
hence improving the secrecy of the main transmitter-receiver pair against itself.

In Chapter 10, we study the two-user one-eavesdropper compound wiretap
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channel. First, focusing on the discrete memoryless case, we provide a lower bound
for the secrecy capacity, which is the best known lower bound. Next, we study the
Gaussian MIMO instance of the aforementioned compound wiretap channel. For
the Gaussian MIMO case, we propose an achievable secrecy rate by using DPC
in the achievable scheme we provided for the discrete channel. We show that the
resulting secrecy rate achieves at least half of the secrecy capacity. Finally, we
consider a special class of two-user one-eavesdropper Gaussian MIMO compound
wiretap channels and obtain its secrecy capacity.

In Chapter 11, we generalize the compound wiretap channel we study in Chap-
ter 10 to a multi-user setting by studying the DCMRWC for two different commu-
nication scenarios. In the first scenario, the transmitter wants to send a confidential
message to each group of users, where both messages are to be kept confidential
from an eavesdropper. In the second scenario, the transmitter sends a confidential
message to the users in the first group which is wiretapped by both the users in
the second group and the eavesdroppers, and a different confidential message to the
second group of users which is wiretapped by only the eavesdroppers. For both sce-
narios, we establish the secrecy capacity region for the general discrete memoryless
channel model, the parallel channel model, and the Gaussian parallel channel model.
For the Gaussian MIMO channel model, we obtain the secrecy capacity region when
there is only one user in the second group, i.e., when there is only one weak user.

In Chapter 12, we study the two-user fading broadcast channel with confiden-
tial messages, where the transmitter sends a confidential message to each user that

needs to be kept hidden from the other user. We obtain the ergodic secrecy capac-
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ity region of the fading broadcast channel. Our result shows that fading enhances
secrecy by enabling both users to have simultaneous secure communication with the
transmitter, although this is not possible in the scalar non-fading broadcast channel,
where only one of the two users can have secrecy. This simultaneous secrecy of both
users is achieved by an opportunistic communication scheme, in which, at each time
instant, the transmitter talks to the user having a better channel gain.

In Chapter 13, we study the secure lossy transmission of a vector Gaussian
source to a legitimate user with some side information in the presence of an eaves-
dropper who also has some side information. By using the single-letter description
of the rate-equivocation region, we obtain an outer bound for the rate-equivocation
region of the vector Gaussian model at hand. We obtain this outer bound by opti-
mizing the rate and equivocation constraints involved in the single-letter description
individually. As a result of these individual optimizations, we obtain the maximum
equivocation at the eavesdropper when there is no rate constraint on the transmitter
to describe the source to the legitimate user. We show that, even in this case, where
there is no rate constraint on the transmitter, an uncoded scheme cannot attain
the maximum equivocation. Moreover, by using our maximum equivocation result,
we show that, in general, Wyner-Ziv coding, which is optimal in the absence of an
eavesdropper, is sub-optimal for the secure lossy source coding problem.

In Chapter 14, we revisit the secure lossy source coding problem, and propose
a new secrecy measure, namely the relative equivocation of the source at the eaves-
dropper with respect to the legitimate user. We argue that this new secrecy measure

partially overcomes the shortcomings of the previous ones (the equivocation of the
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source at the eavesdropper used in [14, 112}, and also in our work in Chapter 13,
and the equivocation of the reconstructed source at the eavesdropper used in [117])
when one wants to quantify the relative confusion of the eavesdropper with respect
to the legitimate user. We obtain the rate, relative equivocation and distortion
region resulting from the use of this new secrecy measure in a single-letter form.
We specialize this single-letter expression to the degraded and reversely degraded
cases. We show that Wyner-Ziv scheme is not optimal in general, although, it is
optimal for the degraded and reversely degraded cases as well as in the absence of

an eavesdropper.
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