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In the past few years, deep learning models have advanced significantly, achieving re-
markable results in challenging problems across multiple domains such as vision and language.
Despite their proficiency, these models exhibit numerous failure modes and intriguing behaviors
that cannot be mitigated solely through scaling. A comprehensive understanding of these failure
modes is imperative for their safe application and utilization.

The first part of the thesis focuses on memorization in neural networks as a failure mode.
We begin by asking, “Do diffusion models create unique works of art, or are they replicating
content directly from their training sets?” We discuss our proposed framework for comparing
generated images with training images and detecting content replication. While it is widely be-
lieved that duplicated images in the training set are responsible for content replication at inference
time, we demonstrate that the model’s text conditioning plays a similarly important role. Moti-
vated by our findings, we propose several techniques to reduce data replication at both training

and inference times. We then explore the question, “Do diffusion models memorize style?” First,



we train a feature extractor to capture the style elements in a given image. Then, we use this
feature extractor to study how effectively recent generative models can replicate style in their
generations.

The second part of the thesis focuses on the failure mode — reproducibility in neural net-
works. We present visualization techniques for neural network decision boundaries to study
reproducibility across different classification architectures and training methodologies. We show
that architectural changes significantly alter decision boundaries, whereas similar architectures
tend to yield similar decision regions, especially in wider models. Additionally, we also investi-
gate the double descent phenomenon using these visualizations and propose a few hypotheses on

how decision regions change with model scaling.
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Chapter 1: Introduction

The last 10% it takes to launch
something takes as much energy as

the rst 90%

Rob Kalin

In recent years, deep learning has made extraordinary strides, achieving groundbreaking
performance in diverse areas like vision and language processing. This advancement is largely
due to the upscaling of models in size, complexity, and data volume, enhancing their ability to
discern intricate patterns and nuances [3, 4]. Consequently, this has led to signi cant advance-
ments in elds such as image recognition, natural language processing, and predictive analytics.

However, the quest for robust and reliable deep learning models transcends mere scaling.
Even the most advanced models exhibit unique failure modes and behaviors unresolvable by
scaling alone, ranging from generation or prediction biases [5, 6, 7] to performance inconsisten-
cies under different conditions [8, 9, 10, 11, 12]. Addressing these issues, or the “last mile' of
deep learning model re nement, demands a deep understanding of these failure modes and the
development of strategies to mitigate them.

This “last mile' is pivotal as it deals with the more subtle aspects of model performance,

which become evident only after basic functional benchmarks are achieved. It involves re ning



models for consistent performance in varied, real-world scenarios, ensuring fairness, unbiased-
ness, and ethical alignment. For example, a model might excel in controlled settings or with
speci ¢ datasets but struggle with new, unstructured data. This calls for models that are not only
powerful but also adaptable and versatile.

Addressing these failure modes necessitates a holistic analysis of how deep learning models
process information, make decisions, and learn. This involves shifting focus from solely quanti-
tative measures like accuracy and loss to also include qualitative aspects such as interpretability,
fairness, and robustness.

A signi cant failure mode is the models' tendency to memorize training data, raising le-
gal and ethical issues, particularly concerning data privacy and intellectual property rights. For
instance, if a model reproduces elements of its training data, it could inadvertently expose sensi-
tive information [13], con icting with con dentiality norms and data privacy regulations like the
GDPR. This is especially concerning in sectors like healthcare and nance, where models might
handle highly con dential personal data. Moreover, training deep learning models on copyrighted
material could lead to generations that infringe on intellectual property rights [14]. This blurs the
line between inspiration and infringement, especially in the realm of generative models, creating
a legal gray area that needs further exploration and understanding.

Another key failure mode is model regression [15] and reproducibility [16]. Deep learning
models are often sensitive to minor training data changes, causing signi cant output variations.
This instability is a major concern in elds requiring high consistency and reliability, like medi-
cal diagnosis, autonomous vehicle navigation, and nancial forecasting. The uctuating outputs
due to slight data alterations can erode trust in these systems and challenge their real-world ap-
plicability. This issue also brings up the models' generalizability concerns. Ideally, robust deep-
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learning models should maintain consistent performance across different datasets and conditions.
However, the observed output uctuations suggest limitations in their generalization capabilities,
potentially leading to unreliable results in new scenarios.

This thesis examines two key failure modes and develops solutions to address them. We
begin by analyzing and measuring these failure modes across various model architectures and
training approaches. Chapters 2 and 3 focus on content memorization in large-scale text-to-
image diffusion models: Chapter 2 identi es speci c instances of memorization, while Chapter 3
examines why memorization occurs and proposes methods to prevent it. Chapter 4 explores style
memorization by rst developing a feature extractor to capture image styles, which we then use
to analyze which styles are most frequently memorized by recent diffusion models.

Chapter 5 examines the issue of reproducibility in large-scale image classi cation models.
We also explore the double descent phenomenon [17], from the perspective of decision bound-
aries, and hypothesize about the underlying factors contributing to this phenomenon.

In summary, the evolution of deep learning towards its full potential is not just about scaling
up. It requires a balanced approach that combines scaling with a thorough understanding and
resolution of inherent model limitations and failure modes. This balanced approach is crucial for
harnessing the complete potential of deep learning and ensuring its safe, reliable, and ethical use

across various sectors.



Part I: Memorization in Diffusion Models



Chapter 2. Diffusion Art or Digital Forgery?

Investigating Data Replication in Diffusion Models

Figure 2.1:Stable Diffusioris capable of reproducing training data, creating images by piecing together
foreground and background objects that it has memorized. Furthermore, the system sometimes exhibits
reconstructivanemory, in which recalled objects are semantically equivalent to their source object without
being pixel-wise identical. Here, we show this behavior occurring with a range of prompts sampled from
LAION, and with a hand-crafted prompt (rightmost pair). The presence of such images raises questions
about the nature of data memorization and the ownership of diffusion images. Top row: generated images.
Bottom row: closest matches in the LAION-Aesthetics8#2 set. Sometimes source and match prompts

are quite similar, and sometimes they are quite different. See Fig. 2.6 for more examples with prompts.

2.1 Introduction

The rapid rise of diffusion models has led to new generative tools with the potential to be
used for commercial art and graphic design. The power of the diffusion paradigm stems in large
part from its reliance on simple denoising networks that maintain their stability when trained on
huge web-scale datasets containing billions of image-caption pairs. These mega-datasets have
the power to forge commercial models liIKALL E [18] andStable Diffusiori1], but also bring
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with them a number of legal and ethical risks [19]. Because these datasets are too large for
careful human curation, the origins and intellectual property rights of the data sources are largely
unknown. This fact, combined with the ability of large models to memorize their training data
[20, 21, 22], raises questions about the originality of diffusion outputs. There is a risk that
diffusion models might, without notice, reproduce data from the training set directly, or present
a collage of multiple training images.

We informally refer to the reproduction of training images, either in part or in whole, as
content replication In principle, replicating partial or complete information from the training
data has implications for the ethical and legal use of diffusion models in terms of attributions
to artists and photographers. Replicants are either a bene t or a hazard; there may be situations
where content replication is acceptable, desirable, or fair use, and others where it is “stealing.”
While these ethical boundaries are unclear at this time, we focus on the scienti ¢ question of
whether replication actually happens with modern state-of-the-art diffusion models, and to what
degree

Our contributions are as follows. We begin with a study of how to detect content replication,
and we consider a range of image similarity metrics developed in the self-supervised learning
and image retrieval communities. We benchmark the performance of different image feature
extractors using real and purpose-built synthetic datasets and show that state-of-the-art instance
retrieval models work well for this task. Armed with new and existing tools, we search for data
replication behavior in a range of diffusion models with different dataset properties. We show
that for small and medium dataset sizes, replication happens frequently, while for a model trained
on the large and diverse ImageNet dataset, replication seems undetectable.

This latter nding may lead one to believe that replication is not a problem for large-scale
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models. However, the even larg8table Diffusiormodel exhibits clear replication in various
forms (Fig 5.1). Furthermore, we believe that the rate of content replication we iden8talihe
Diffusionlikely underestimates the true rate because the model is trained on a 2B image split of
LAION, but we only search for matches in the smaller 12M “Aesthetics v2 6+” subset.

The level of image similarity required for something to count as “replication” is subjective
and may depend on both the amount of diversity within the image's class as well as the observer.
Some replication behaviors we uncover are unambiguous, while in other instances they fall into
a gray area. Rather than choosing an arbitrary de nition, we focus on presenting quantitative and
gualitative results to the reader, leaving each person to draw their own conclusions based on their

role and stake in the process of generative Al.

2.2 Background

Image retrieval and copy detection. The process of searching a database for images
containing reference features from a source image is knowimage retrieval The related
task ofinexact copy detectiorequires high semantic similarity between the source and match
[23]. Image retrieval works with image descriptors based on all types of neural networks [24,
25]. High-performance descriptors can be ne-tuned speci cally for retrieval after unsupervised
training [26, 27] using structure-from-motion (SfM) or contrastive objectives [28, 29]. A natural
basis for image retrieval methods are self-supervised models that inherently learn strong feature
descriptors, matching similar images to similar representations [30, 31, 32, 33, 34]. A particularly
relevant SSL method for our purposes is DINO [35], which is shown to perform competitively

on instance retrieval tasks.



Recent approaches adopt strong vision transformers as architectural backbones for re-
trieval [36, 37, 38, 39, 40]. Historical progress in this eld is tracked by public image similarity
challenges [41]. A recent SOTA approach is SSCD [42], which builds on previous work in self-
supervised representation learning and optimizes a descriptor for copy detection using entropic
regularization and an array of task-speci ¢ data augmentations.

In contrast to content-based retrieval techniques discussed above, there are a few style-
based image retrieval methods [43, 44, 45] though it is not as popular a task as content-based

retrieval.

Memorization in deep learning. While it is widely known and discussed that large mod-
els can memorize their data, there is no universally accepted de nition of memorization. To ML
theorists, memorization is synonymous with over tting [46, 47, 48]. In the eld of membership
inference attacks, one seeks to determine whether a chosen image was part of the training set
[49, 50, 51, 52]. Indeed, it has been shown that models retain a memory of the contents of their
training set, particularly when training samples are repeated [51]. Note that membership infer-
ence can be done by reconstructing original training data from the model [52], although this is
not the goal of most membership inference methods. The problem of explicitly reconstructing
images from the training set of a classi er is knownmedel inversionand recent research has
been able to do this with both convolutional and transformer models [53, 54]. However, it is cru-
cial to note the relationship of memorization, membership inference, inversiorephchation
A generative model that memorizes data might allow for model inversion or only membership

inference, yet the same model might never spontanegeasigratehe training data by accident.

Memorization in language. It is well known that generative language models risk replica-



tion from their training set [21, 22] and the amount of replicated data is broadly proportional to
the size of the model, amount of duplication of the data point in the training set, and the amount of
prompting. Interestingly, such replication behavior occurs even for models that are not over tting

to their training data [55, 56].

Diffusion models. Diffusion is a process for converting samples from a Gaussian noise dis-
tribution into samples from an arbitrary and more complex distribution, such as the distribution
of natural images.

We consider several variants of diffusion modelStable Diffusionis a state-of-the-art
text-conditional latent diffusion model [1], trained on the LAION database [2]. The version we
analyze in this work (v1.4) was initially trained on over 2B images and then ne-tuned with 600M
images from the LAION Aesthetics \&+ subset, which is Itered for image quality. We search
for matches only in the much smaller 12M LAION Aesthetics6/2 split to keep storage costs

manageable.

Related work. Replication behavior in GANs has been studied in a number of works.
Meehan et al [57] describe a hypothesis test that discerns whether generated images are on av-
erage closer to the training data than a random sample from a hold-out set. Note that this test
is at the population level, and is not designed to ag individual instances of replication. Feng et
al. [58] study the conditions that lead GANSs to replicate training data. They look for copies in
pixel-space and nd that such replications are inversely proportional to dataset complexity and
dataset size. Webster et al [52] show on face datasets that GANs can occasionally replicate. In-
terestingly, these models can produce novel images of known identities from the training data

without making verbatim copies. FID scores for ranking GANs favor models that memorize



training data [59], leading toward a search for measures of generalization without memoriza-
tion [60]. This includes “authenticity scores” that detect replication [61], but only in the form of
noisy pixel-by-pixel copies of the training data. Similarly, authors of large-scale diffusion models
have investigated image replication themselves [62], reducing replication through training data

de-duplication, and checking for simple nearest-neighbor matches.

2.3 What Counts as Replication?

There are many different notions @plicationfrom creative work, but we will narrow our
scope for the purpose of designing a detection system for replicated content. We consider the
following (informal) de nition:

We say that a generated image has replicated content if it contains an object (either in
the foreground or background) that appears identically in a training image, neglecting minor
variations in appearance that could result from data augmentation.

We focus on object-level similarity because it is likely to be the subject of intellectual
property disputes. We also discount minor differences in appearance that can be explained by
data augmentation as these variations would typically not be relevant to a copyright claim. An
alternative notion is style-wise or semantic similarity. We do not focus on such de nitions here as
they are highly subjective, typically are not considered an infringement of intellectual property,
and also because many images lack a well-de ned style (e.g., natural, un Itered images from a

standard camera).
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Table 2.1: We present the mAP scores for all 10 models across 10 datasets. The rst ve datasets are
real and the next ve are synthetic. In the last column we show the average rank of each model across
datasets. We categorized the models based on the style of training. The categories are as follows: CD/IR
- Copy Detection/ Instance Retrieval, PT - Pre-Trained, SSL - Self-Supervised Learning. Refer Sec. 2.4
for more details on models, datasets and the metric. mAP higher the better. Average rank lower the better.

Type Method rOxford5k"  rParis6k' CUB-200" GPR1200' INSTRE" MSCOCO VOC- IN- IN-Dif- IN-Dif- Average
Segmix" Segmix" Cutmix" Diagonal Outpaint Rank#

CD/IR Multigrain [39], ResNet-50 22.87 44.74 3.67 37.09 56.72 27.77 25.8 67.54 79.44 24.91 5.9
SSCD [42], ResNet-50 30.16 45.75 2.00 31.42 53.54 67.04 65.82 89.78 99.91 96.14.2
VIT [63] S/16, IN1k 31.24 61.5 13.12 40.44 54.11 23.21 22.42 61.99 48.36 14.25 55
PT ViT-B/16, IN12k 13.14 30.43 4.24 16.63 29.15 18.15 15.61 52.74 49.69 10.18 9.2
ViT-B/16, CLIP [64] on LAION [2] 39.92 68.92 8.6 62.13 73.19 20.37 17.91 59.5 47.54 8.76 5.4
Swin Transformer [65], Base, IN1k 40.06 72.07 15.49 54.09 68.46 24.51 24.31 74.79 40.74 14.761
MoCo [30], ViT-B/16 30.25 51.6 4.94 37.98 51.88 36.41 32.9 65.98 59.12 20.61 51
ssL MoCo, ViT-B/16 + CutMix [66] 25.01 46.73 3.44 32.23 48.58 32.83 26.11 55.74 62.88 46.96 6.5
VicRegL [67], ResNet-50 28.4 53.79 3.02 34.95 50.98 40.58 37.76 69.74 80.02 40.93 5.0
DINO [35], ViT-B/16, split-product 32.14 45.43 5.76 29.41 50.06 46.42 45.29 93.53 98.92 95.864.1

2.4 Detecting Content Replication

Our goal is to construct a system to detect replication as de ned above. To nd a powerful
system, we consider 10 different prototypes of feature extractors drawn from the SSL and image
retrieval literature. We compare and contrast these methods using 10 different datasets that we
curate for measuring the performance of replication detectors.

Synthetic datasets.There are currently no existing labeled datasets that capture our notion
of replication as de ned above. Thus, we create 5 synthetic datasetdNdZutmixdataset is
built by pasting random square patches from one image into a random location in another. The
size of the pasted patch is randomly chosen. We use ImageNet as the source for base images
[68]. Our IN-Dif-Patch dataset is created by masking 80% of the image except for a random
square patch and then outpainting the rest of the pixels using the method proposed by Lugmayr
et al [69].

In the above two datasets, the replicated content lies inside a square patch. Vision trans-
former models naturally rely on square patches, and so we credfé-ihié-Diagonal dataset by

masking a random triangular half of an ImageNet image (above or below the diagonal) and using
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Figure 2.2: Synthetic datasets. (a) Original images. (b) Segmix generation. (c) Diagonal outpainting. (d)
Patch outpainting. Please refer to Sec. 2.4 for more details.

diffusion to outpaint the masked region, resulting in an image that shares half the content of the
original.

Since real world objects may have irregular shapes, we next use the segmentation masks
from the MS COCO [70] and Pasal VOC [71] datasets to generate the synthetic data. For a ran-
dom guery image, we choose either a single object or its background. We then apply a plethora of
augmentations ( ips, blur, autocontrast, solarize, colorjitter) to the selected region before pasting
it into another random image. If a foreground object is chosen, we also resize and reposition the
object at random. We call these challenging dataBtE8€OCO SegmiandVVOC Segmix See
Fig. 2.2.

Real datasets. Similarity-based image retrieval is closely related to copy detection, al-

though the matching criteria is less stringent for retrieval. We choose 5 image retrieval datasets
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with high diversity. Oxford [72] and Paris [73] are geographic landmark datasets where query
and gallery images contain the same building. We use the cleaned-up version with corrected
labels [74]. INSTRE[75] contains objects like toys or irregularly-shaped products placed in
different locations and condition&sPR1200s a general-purpose content retrieval dataset with
1200 classes sampled from other datasets such as Google Landmarks V2 [76], Stanford Online
Products [77], IMDB-WIKI [78] and others. Caltech-UCSD Birds-200Q@uUB-200[79] is a
dataset with ne-grained classes of birds in different backgrounds, poses and lighting conditions.

Models. Several recent self-supervised (SSL) methods are competitive with supervised re-
trieval techniques. To the best of our knowledge, no rigorous study exists that compares multiple
SSL models to retrieval specialist models across multiple datasets. Our study uses the following
candidate models and training methodologies.

MultiGrain [39] trains a retrieval model with both classi cation and retrieval triplet loss.
We used the best-performing ImageNet pre-trained ResNet-50 checkpoint from the of cial repo.
SSCD [42] is a self-supervised copy detection method trained in the style of SImMCLR [31] using
INfoNCE loss [80], entropy regularization on latent space representations, and many strong aug-
mentations. We used the of cial ResNet-50 checkpoint trained on ImageNet. Some established
methods use pre-trained models as backbones to perform image retrieval tasks [29]. Hence we
also evaluate 4 models from timm [81] that are trained in a supervised fashion. ViT-Small/16 [63]
pre-trained on ImageNet, ViT-Base/16 pre-trained on ImageNet-21k, ViT-Base/32 image encoder
from the CLIP [64] model trained on LAION [2], and nally a Swin-Transformer [65] with base
patch 4 and window 7 trained on ImageNet.

Lastly, we explored 3 self-supervised models. Firstis a ViT-Base/16 variant trained with the

DINO [35] framework. We also consider ResNet-50 from VICRegL [67]. Finally we consider
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ViT-Base/16 from MoCo v3 [30], and a variant of MoCo v3 that we ne-tune for 50 epochs
with CutMix [66] as an additional augmentation with the goal of boosting its copy detection
performance.

Computing the similarity. It is common to compare two images via the inner product of
feature vectors (either tHELS] token or average-pooled representations) [29, 30, 35]. Inner
product metrics measure global, rather than local similarity. This is because inner product spaces
are metric spaces and thus satisfy the triangle inequality. To see why this is a problem, consider
an example in which generated imalgg, contains a car and a tree directly stolen from two
unrelated imagebc, and| e respectively. Then we would like(l ger | ca) @andd(l gen | tree)
to be very small indicating replication. But by the triangle inequality, the two unrelated images
satisfyd(l car | ree)  d(I gen | car) + d(I gen | tree); @and are also scored as similar even though they
share nothing.

To bypass this potential problem, we implemendgdit-productmetric that breaks each
feature vector into chunks, computes inner products between corresponding chunks, and returns
the maximum across these inner products. In vision transformers, we use the representation
corresponding to each token as a chunk since they are more local in nature tHah $je
token. Under this strategy, @(l gen | car) @andd(l ger; | 1ee) are small, then for each of these two
image pairs, at least one such feature vector chunk must yield a high inner product. However, the
locations of these two chunks, each corresponding to one of the image pairs, may differ so that
d(l car; | vee) May remain large. We test both the split-product and standard inner product metric
and nd that both can return suitable, and often differing, matches. Qualitatively, the split product
metric is a more semantic measure of similarity. As expected, the inner product metrics enforces
a stricter notion of pixel-wise similarity.
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Figure 2.3: The top two matches (according to different feature extractors) for generations across diffusion
models trained on datasets of size 300, 3000 and 30000 (whole dataset). Across the board, we can see full
replication in the rst 2 models (indicated in green). Very close but not exact copies are indicated in blue.
However in the model trained on the whole dataset, the rst matchegegyesimilarbut not the same.

Refer to Sec. 2.5 for more details.

2.4.1 Choosing the Best Replication Detector

We measure model performance using mean-Average-PrecisiotABr[82]. Tab. 2.1
shows mAP scores for all the models across different datasets. We also present average ranks
of each model averaged across all datasets (Lower is better). DINO [35] with split-product per-
formed the best on average across all 10 datasets. For real datasets, the winner is Swin Trans-
former [65], and for synthetic datasets SSCD [42] does best. For the rest of the paper, we fo-
cus our studies on SSCD, Swin, and DINO (with split-product) as best performing methods in

Tab. 2.1.
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2.5 Do Diffusion Models Copy?

In this section, we methodically explore diffusion models trained on different datasets with
varying amounts of training data. We observe that the diffusion models trained on smaller datasets
tend to generate images that are copied from the training data. The amount of replication reduces

as we increase the size of the training set.

(a) 300 points (b) 3000 points (c) All points

Figure 2.4. The histograms of top-1 similarity scores between generations and the training data and the
top-1 self-similarity scores of training data across 3 diffusion models trained with different amounts of
training data. Varying amount of training data is used in each ploL®000generations are used across
all.

Experimental setup. We train Denoising Diffusion Probabilistic Models (DDPM) [83]
with a discrete denoising scheduler on various datasets using the HuggingFace implementation.
For Celeb-A [84], we train two models d300and3000training images. We also use the full
dataset pre-trained checkpoint from the of cial repository. For Oxford Flowers [85], we train
models onl0Q 1083(top 5 classes), an8189(complete dataset) images. We train all models

with random horizontal ip and random crop augmentations. In all cases, we train the models

until generations appear to be high quality, for at |8k steps and until the FID [86] scores
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are lower tharb0. We do quantitative analysis atD000generations for Celeb-A an8000
generations for Oxford Flowers.

Finding matches.For each generated image, we search the training set using dot products
between its features and training samples (except for DINO which uses split-product). All the
generations used in gures are from th@generated images with highest top-1 similarity scores
for standard diffusion models, and are among images with similari®ys for Stable Diffusion

Qualitative observations. Fig. 2.3 show generated images and their corresponding top
matches from the training dataset. We consider diffusion models (DDPM) trained with varying
amounts of training data. In the case of Celeb-A, diffusion models traineg8DOrand 3000
images blatantly copy from their training images. However, when the model is trained on the
whole dataset, generations may appear that are similar to training samples, but not identical. We

observe similar trends in diffusion models trained on the Oxford Flowers dataset as well.

Figure 2.5: (Left) For each individual class, we plot top-1 similarity between a generation and training
data vs the mean of the top-1 similarity scores of the training data to itself. We also show a few images
for some interesting classes. Left image is generation and right image is closest match. (Right) We show
histograms of top-1 similarity scores for all the generationsd@classes and the self-similarity scores of
training data (within the class).

Quantitative observations. To further complement our visual inspection, we can also
examine the distribution of similarity scores between generated images and training samples.

Fig. 2.4 contains histograms of similarity scores between generations and their best match from
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the training data. As a baseline, we also draw random training images and compute the similarity
with their closest match from the remaining training images. If most scores between generated
and training images lie to the right of this baseline, then the model is generating images that are
closer to their training samples than the training samples are to each other.

Most samples generated by tB80-sample model are extremely similar to the training
data, having very high similarity scores. However, the histogram's mass shifts drastically to left
when we train the model instead 8000points. We do see blatant copies from this model too,
but this phenomenon occurs infrequently. The histograms of similarity scores computed using
the full dataset model are highly overlapping. This strong alignment indicates that the model is
not, on average, copying its training images any more than its training images are copies of each
other. The histogram of generated images (blue) no longer has a long right tail, indicating that the
model is unlikely to generate exact copies of its training samples. Note that a small proportion
of the dataset self-similarity scores in Fig. 2.4 (c) are greater @nndicating that there are

repetitions or near repetitions in the training data.

2.6 Case Study: ImageNet LDM

Experimental setup. In the previous section, we observed copying behavior when diffu-
sion models are trained on small datasets, and the rate of copying decreases as models are trained
on more data. In this section, we extend our study to an off-the-shelf class conditional Latent
Diffusion Model [1] trained on ImageNet. We search for copying both at the class and the pop-
ulation level. We use the pre-trained model from the of cial rép@/e randomly choos&00

classes and generat@00samples per class (comparable to the size of training data per class in

1github.com/CompVis/stable-diffusion
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Figure 2.6: Selecte8table Diffusiorgenerations using captions sampled from LAION images, with sim-
ilarity score 0:5.

ImageNet).

Observations. Qualitatively, we observe no signi cant copying in any of the generations
by this model. In Fig. 2.5 (a), we present a scatter plot with x-axis showing the maximum
similarity scores observed between generations of a given class and ImageNet training samples.
On the y-axis, we show the average similarity scores per class observed between training samples
in that class. For a few interesting points, we also show the corresponding generation and the top
match in the training data. We see the similarity scores never 6r6Ssand when we manually
sift through the high similarity score examples in each oftB8classes, they angery similar
but never exact copies, and may be explained by low intra-class diversity

We also check if there is a relationship between the intra-class diversity and similarity
scores, and indeed classes with higher self-similarity scores on average have higher maximum
similarity score amongst matches with generated samples. Speci cally, the points in the scatter
plot have a correlation d:.6 and the line of best t has slop@39. The classes with the highest
similarity between generated images and training dataleater curtain , peacock ,

andbananas . Meanwhilesea lion , bee, andswing are at the lower end of the spectrum.
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In Fig. 2.5 (b), we consolidate our results across the classes into a histogram of similarity scores
between generations and matches from the training set and the similarity scores of training images
with matches from the remaining training samples. The average similarity scores are relatively

low for this dataset as well as for this diffusion model showing that the chance of replication is

very low.

2.7 Case StudyStable Diffusion

In this section, we evaluatgtable Diffusionv.1:4 [1], which was trained on the publicly
available LAION [2] dataset. Since it is computationally expensive to store and szhiitibn+
images, we narrow our search scope to the smaller LAION Aesthetiés \@ataset which has
12M images and is aubsetof images that were used for the nal rounds of training. We load
the model and the checkpoints via HuggingFace

In the rst experiment, we randomly samp800images, which we cakource images
from LAION Aesthetics 12M and retrieve the corresponding captions. Then, we generate syn-
thetic images by passing these captions Bifable DiffusionWe study the top-1 matches, which
we callmatch imagesfor each generated sample.

We attempt to answer the following questions in this analysis. 1) Is there copying in the
generations? 2) If yes, what kind of copying? 3) Does a caption sampled from the training set
produce an image that matches its original source? 4) Is content replication behavior associated
with training images that have many replications in the dataset?

In previous experiments, we observed that DINO with split-product is slightly better than

SSCD at nding copies. But we use SSCD to stushable Diffusiorbecause of its much faster

2huggingface.co/CompVis/stable-diffusion-v1-4
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Figure 2.7: Including the phrase highlighted in red into a random prompbtable Diffusiorleads to
exact replications of the sofa (top row) and wave shape (bottom row).

speed when crawling through the large 12M image dataset. We constructed visualizations in this
section by choosing from images with an SSCD similarit:5.

Observations.In Fig. 2.6, we visualize a few instances of copying found in samples gener-
ated byStable DiffusionWe choose them from a small set of points{70images) whose top-1
similarity scores are 0:5 (top 1:88 percentile). Above thi€:5 threshold, we observe a signi -
cant amount of copying. The rst row (where only the painting changed) shows verbatim usage
of an object and background. The 3rd row shows local copying where only the background is
recycled from the training set. We see similar trends in other images with high similarity scores.

While all synthetic images were generated using captions sourced from LAION, none of
the generations match their respective source image. In fact, sometimes the caption of the source

image is not representative of the source image content, and the generation is quite different from

21



Figure 2.8:Stable Diffusiorreplicates pixel-level details, structures, and styles of well known paintings.

the source. This behavior can be seen in the rst row of Fig. 2.6.

In thosel70images, we nd instances where replication behavior is highly dependent on
key phrases in the caption. We show two examples in Fig. 2.7 and highlight the key phrase in red.
For the rst row, the presence of the te@anvas Wall Art Print frequently ( 20%of
the time) results in generations containing a particular sofa from LAION (also see Fig 5.1). Sim-
ilarly, the second row shows various generations by tweaking the prémpainting of
the Great Wave off Kanagawa by Katsushika Hokusai . We gradually remove
words until onlypainting  andwave remain. All of the generations have a wave structure that
resembles the original painting. We also notice instances of generations where style is copied
rather than content. This can be explicitly seen when the name of an artist is used in the generation
prompt. We generate many paintings with the prompt stglddme of the painting> by
<Name of the artist> ”. We tried around?0 classical and contemporary artists, and we
observe that the generations frequently reproduce known paintings with varying degrees of ac-
curacy. In Fig. 2.8, as we go from left to right, we see that content copying is reduced, however,

style copying is still prevalent.
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Figure 2.9:Stable Diffusiordensity plots. (Left) Similarity scores of 1000 random generations with train
data and the corresponding 1000 caption source images with train data. (Right) Histogram of number of
training set duplications fot00OOrandom source images at@00match images. Random data (source)

is relatively repeated more than matched images.

Role of caption sampling. Several of our studies sample random captions from LAION
itself, and this may lead to a replica of the caption source image. Fig. 2.9 (left) shows histograms
of top-1 similarity scores fol000random generations, and the top-1 similarity scores of the
1000corresponding images from which we sourced the captions. We nd the mean generation
similarity scores to be much lower than those of the source images, indicating that this method
of caption sampling does not typically produce a replica of the caption source.

Still, captions from LAION will sometimes contain “key phrases” that are closely associ-
ated with dataset images and therefore conjure a memorized image. For this reason, LAION-
based caption sampling may lead to higher rates of data replication than other sampling methods.
It is dif cult to correct this bias in a scienti ¢ way, as there is no baseline sampler for “typical”
captions. Furthermore, captions used by experienced diffusion users will often exploit powerful
key phrases (e.g. “art station,” “35mm,” or the name of an artist) that widely appear in LAION.

Role of duplicate training data. Many LAION training images appear in the dataset
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Figure 2.10:Stable Diffusiomgenerates the painting “The Scream.” This image is within the 600M im-
age LAION-Aestheticd+ split that was used for training, but is not within the 12M image LAION-
Aestheticsé+ split that we searched in this study.

multiple times. It is natural to suspect that duplicated images have a higher probability of being
reproduced bystable DiffusionFig. 2.9 (right) shows a histogram of how many times a training
image is duplicated in LAION-Aesthetics, where “duplicate” is de ned as having SSCD score

> 0:95. We plot a histogram for two populations. First, the 1000 sampled source images. Second,
we generate 1000 synthetic images, search for their closest match in the training set, and plot the
duplication histogram for these “match” images. Surprisingly, a typical random image from the
dataset is duplicated 11.6 times, whichm®re often than a typical matched image, which is
duplicated 3.1 times. However, if we look only at very close matche$(SSCD), these match
images are replicated on average 34.1 times — far more often than a typical image. It seems that

replicated content tends to be from training images that are duplicated more than a typical image.

2.8 Limitations & Conclusion

The goal of this study was to evaluate whether diffusion models are capable of reproducing

high- delity content from their training data, and we nd that they are. While most of the gen-
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