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The study of adversarial examples has evolved from a niche phenomenon to a well-
established branch of machine learning (ML). In the conventional view of an adversarial attack, the
adversary takes an input sample, e.g., an image of a dog, and applies a deliberate transformation
to this input, e.g., a rotation. This then causes the victim model to abruptly change its prediction,
e.g., the rotated image is classified as a cat. Most prior work has adapted this view across different
applications and provided powerful attack algorithms as well as defensive strategies to improve
robustness.

The progress in this domain has been influential for both research and practice and it has
produced a perception of better security. Yet, security literature tells us that adversaries often do
not follow a specific threat model and adversarial pressure can exist in unprecedented ways. In this
dissertation, I will start from the threats studied in security literature to highlight the limitations of

the conventional view and extend it to capture realistic adversarial scenarios.



First (Chapter 2), I will discuss how adversaries can pursue goals other than hurting the
predictive performance of the victim. In particular, an adversary can wield adversarial examples
to perform denial-of-service against emerging ML systems that rely on input-adaptiveness for
efficient predictions. Our attack algorithm, DeepSloth, can transform the inputs to offset the
computational benefits of these systems. Moreover, an existing conventional defense is ineffective
against DeepSloth and poses a trade-off between efficiency and security.

Second (Chapter 3), I will show how the conventional view leads to a false sense of security
for anomalous input detection methods. These methods build modern statistical tools around
deep neural networks and have shown to be successful in detecting conventional adversarial
examples. As a general-purpose analogue of blending attacks in security literature, we introduce
the Statistical Indistinguishability Attack (SIA). SIA bypasses a range of published detection
methods by producing anomalous samples that are statistically similar to normal samples.

Third, and finally (Chapter 4), I will focus on malware detection with ML, a domain where
adversaries gain leverage over ML naturally without deliberately perturbing inputs like in the
conventional view. Security vendors often rely on ML for automating malware detection due to the
large volume of new malware. A standard approach for detection is collecting runtime behaviors
of programs in controlled environments (sandboxes) and feeding them to an ML model. I have first
observed that a model trained using this approach performs poorly when it is deployed on program
behaviors from realistic, uncontrolled environments, which gives malware authors an advantage
in causing harm. We attribute this deterioration to distribution shift and investigate possible
improvements by adapting modern ML techniques, such as distributionally robust optimization.

Overall, my work has reinforced the importance of comprehensive threat models and

applications with well-documented adversaries for properly assessing the security risks of ML.
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Chapter 1: Introduction

Machine learning is rapidly changing the world and every aspect of our day-to-day lives. Avail-
ability of computational resources, large-scale data repositories, and algorithmic innovations have
paved the way for a constant stream of breakthroughs especially in areas such as computer vision
or natural language processing. These advances are fueling a new era in technology that was once
imagined in science ction works, including autonomous vehicles, simultaneous translators, and
human-like chatbots with enormous capabilities.

We already have started seeing the profound societal effects of this technology. Learning-
based technologies increase ef ciency, scalability, and automation in many critical industries,
including healthcare, nance, and cybersecurity. Although such advances might improve work-
ing conditions and human well-being, they can also open up new doors for mass surveillance,
censorship, disinformation campaigns, cyber-attacks or replace workers or artists in the name of
maximizing pro ts.

Despite their clear power and potential, machine learning methods are prone to catastrophic
failures due to their enigmatic nature and brittleness. A recent example of such failure is the
case of Microsoft's chatbot Tay, brie y released in 2016. Tay was designed to learn from user
interactions on Twitter and provide personalized responses. However, shortly after its release, Tay

started posting offensive and in ammatory messages on Twitter. Tay, being intentionally fed racist



and hateful comments by users, changed its behavior as it was not designed to operate in such an
adversarial environment. Microsoft had to shut down Tay within 24 hours and apologized for its
unintended behavior. This incident highlights how well-performing machine learning methods
malfunction in unexpected ways when they are deployed in adversarial settings.

Such real-world failures and rapidly growing applications of machine learning in security-
critical settings, such as malware detecti@h have given rise to studying machine learning
from an adversarial lens. Through designing realistic threat models that characterize the potential
risks an application, such as Tay, might encounter, adversarial machine learning research aims to
understand the properties of machine learning models that lead to undesirable, worst-case outcomes.
In the case of Tay, the chatbot was the victim gfaasoningattack where the adversaries taint the
training data of a model with carefully generated malicious data that aims to teach the model an
undesirable or incorrect behavior, such as producing racist utterances.

Another heavily-studied threat model, calledversarial examplegxploits the fact that
modern deep neural network-based machine learning models are sensitive to small perturbations
to their run-time inputs. This sensitivity enables an adversary to add imperceptible changes to the
input, e.g., changing a few pixels in an image of a lemon, that misleads the model into making an
incorrect decision, e.g., the lemon is classi ed as an orange. This threat model is relevant when
the adversary is unable to manipulate the model's training data but has some limited ability to
modify its run-time inputs.

The early works in adversarial examples have established the threat model that has become
conventional 2]. In this threat model, the adversary starts withl@aninput that the victim
machine learning model classi es correctly, e.g., an image of a lemongd&ief the adversary is
causing the model to misclassify this input, e.g., the lemon is classi ed as an orangevétage

2



of the adversary is being able to applyransformationto the input, e.g., Gaussian blur. While
applying this transformation, the adversary has speconstraintsthat depend on the application
and the adversary's capabilities, e.g., the lemon should not be too blurry.

This threat model de nes most works in adversarial examples that study these dimensions,
i.e., goals, leverage, and constraints, individually or together. The defenses that are designed to
prevent attacks in this threat model, such as adversarial traiBjnlgdve been in uential and seen
commercial applications in practiégverall, works following this threat model are common in
top-tier machine learning and security conferences and have been impactful in shaping the security
perceptions of the community.

In this dissertation, along its three dimensions, we investigate the limitations of this conven-
tional threat model in representing the security risks machine learning faces in realistic adversarial
settings. The main theme of our work is bridging the classical threat models in cyber security
literature and recent developments in machine learning. In particular, we studylthtwecomes
new, i.e., how old threat models in security re-emerge in different forms to pose risks in machine

learning.

Motivation: How Old Becomes New

In security literaturewhat is old is new agaiis an age-old adage Real-world adversaries do
not wish to reinvent the wheel when there is a new technological advance and opt for leveraging
existing infrastructure and older threats to maximize their opportunities. A threat model keeps

reappearing in different forms and in various applications as long as practitioners make the same

1Robust Intelligence
2SecurityWeek — Malware Trends: What's Old Is Still New



mistakes that have given rise to it initially.

Mirai botnet® is a recent example that perfectly demonstrates this adage. In 2016, Mirai
infected over 200 thousand devices (over 60 thousand on its rst day), which has been used
to launch some of the largest and most disruptive DDoS attacks, for example, against Rutgers
University. With the advent of Internet-of-Things (10T), there has been a signi cant increase
in internet-connected devices. Mirai, by primarily infecting 1oT devices, was able to create an
enormous botnet. Mirai relied on a very simple old threat model to infect these new and untested
loT devices: password guessing. Mirai rst scanned the Internet for 0T devices that run on the
ARC processor, which runs a stripped-down version of the Linux operating system. Then Mirai
simply guessed the default username-and-password combos to log in to an IoT device, which often
was successful as the device owners did not change them. Password security is an active area of
research since the 19904 pnd the community has made tremendous progress in developing
secure password schemes that are also user-friendly. These schemes have been developed through
a series of incidents, each has provided new insights and better practices. However, 10T, as a new
and exciting technology, has ignored these practices (by keeping default passwords for accessing
the admin interface of a device). Mirai has exploited this old and classical threat model in a new
application despite the experiences of the security community, i.e., what is old is new again.

Throughout our dissertation, we will explore similar settings where emerging machine
learning, in particular, deep learning, methods have reinvigorated old and classical threat models
in cyber security. More importantly, these threat models cannot be captured by the conventional
adversarial example threat model that is predominantly studied in the machine learning literature.

These shortcomings limit the community's ability to make progress in developing more secure

3Cloud are — What is the Mirai Botnet?



and reliable machine learning models. This motivates us to highlight possible extensions to the
conventional threat models to be more inclusive, realistic, and representative of the tendencies of

real-world adversaries.

Dissertation Structure

This dissertation is structured in ve chapters. We begin here, in Chapter 1, providing an introduc-

tion, an outline of the problem, and the motivation behind our work.

In Chapter 2, we will discuss aamerging goalan adversary can pursue wielding adversarial
examples: performing denial-of-service against input-adaptive machine learning systems that
enable ef cient inferences. We implement DeepSloth as an attack algorithm that can transform
the inputs to offset the computational bene ts of these systems. Denial-of-service attacks have
remained a disruptive tool in the arsenal of realistic adversaries for decades in the cyber security
literature. However, the conventional adversarial examples threat model, by only considering

hurting predictive performance as a goal, cannot represent this threat.

Attributions:

The ndings in Chapter 2 have been previously published in:

1. Kaya Y., Hong S., Dumitras T. Shallow-Deep Networks: Understanding and Mitigating
Network Overthinking. IrProc. of International Conference on Machine Learning (ICML)

2019

2. Hong S.*, Kaya Y.*, Modoranu IV, Dumitras T. A Panda? No, It's a Sloth: Slowdown

Attacks on Adaptive Multi-Exit Neural Network Inference. Rroc. of International



Conference on Learning Representations (ICLR) 2021

The rst publication describes the design and bene ts of a prototypical input-adaptive
neural network architecture. In this work, Kaya designed the architecture, de ned the concept
of overthinking, and performed all evaluations. Hong conducted experiments to understand the
connections between input-adaptiveness and backdoor attacks against neural networks. Dumitras
provided overall supervision throughout the project. The second publication designs and evaluates
our DeepSloth attack against a range of input-adaptive architectures and explores defenses to
this threat. In this work, Kaya designed the nal version of the DeepSloth attack algorithm,
including its loss function, and performed its evaluation in white-box and black-box settings
against various input-adaptive architectures. Hong designed the initial idea of DeepSloth, provided
supervision, evaluated the effectiveness of DeepSloth against the adversarial training defense, and
nally conducted the denial-of-service experiments in the partitioned model scenario. Modoranu
implemented the initial version of DeepSloth and performed proof-of-concept experiments to

show its effectiveness. Dumitras provided overall supervision throughout the project.

In Chapter 3, we will describe ealistic constraint for improving the conventional ad-
versarial examples threat model. Our constraint, implemented by Statistical Indistinguishability
Attack (SIA), is inspired by traditional blending attacks in security literatGr@]. Simply put,

SIA is engineered to produce adversarial examples that are statistically similar to normal samples.
This allows SIA to bypass a range of published statistical detection methods that have been

produced as a defense.

Attributions:
The ndings in Chapter 3 have been previously published in:
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1. Kaya Y., Zafar MB., Aydore S., Rauschmayr N., Kenthapadi K. Generating distributional
adversarial examples to evade statistical detectoBrdo. of International Conference on

Machine Learning (ICML) 2022

In this work, Kaya proposed the idea, designed and implemented SIA, performed a system-
atical evaluation, and wrote the paper. Zafar provided close supervision through weekly meetings
and helped Kaya to re ne the idea. Aydore, Rauschmayr, and Kenthapadi acted as mentors to Kaya
during his internship at Amazon Web Services and provided overall supervision and feedback to

the project.

In Chapter 4, we will investigate malware detection with program behaviors: a popular
application for machine learning where adversaries canmgimral leverageover a model. In
the conventional threat model, adversapesturban input to a model deliberately and carefully
to pursue their goals, e.g., the input being misclassi ed. A typical malware detector is trained on
program behaviors collected from a sandbox, i.e., a controlled execution environment. However, a
program’s behaviors can vary across different environments. We nd that this variability, especially
between a sandbox and a real-world environment, places an adversarial pressure on detectors that
are often not robust to the variability. This pressure is an inevitablenanhdal outcome of the

domain rather than a deliberate effort of the adversary as it is in the conventional threat model.

Attributions:
The ndings in Chapter 4 are presented in the following preprint manuscript that is under

submission at the time this dissertation is submitted.

1. Kaya Y., ChenY., Saha S. Pierazzi F., Cavallaro L., Wagner D., Dumitras T. Are Sandboxes



Enough for Malware Detection in the WildPreprint

In this work, Kaya has collected and processed the datasets, identi ed the project's contri-
butions, performed experiments and evaluations and implemented machine learning methods to
improve malware detection. Saha performed some experiments and helped with generating the
plots and gures to present the results. Chen, Wagner, Pierazzi, and Cavallaro acted as mentors
to Kaya and provided feedback on the results, research direction, contributions, and manuscript.
Dumitras provided overall supervision throughout the project and enabled Kaya to access a dataset

on real-world program behaviors.

Finally, in Chapter 5, we provide a conclusion to this dissertation.



Chapter 2: Emerging Adversarial Goals Against Machine Learning

Recent increases in the computational demands of deep neural networks (DNNs), combined with
the observation that most input samples require only simple models, have sparked interest in
input-adaptivemulti-exit architectures, such as MSDNets or Shallow-Deep Networks. These
architectures enable faster inferences and could bring DNNSs to low-power dexgeis), the
Internet of Things (IoT).

In this chapter, we rst present a prototypical multi-exit architecture: shallow-deep networks
(SDNs). SDNs allow us to de ne and measure a pathology of of neural networks we call
overthinking We discuss the bene ts of SDNs for both model understanding by analyzing
overthinking across different computer vision architectures and tasks and for inference ef ciency
by utilizing input adaptiveness.

This new ability and the resulting computational paradigms, such as partitioned deep learning
models at 10T devices, make it critical to ask: are the computational savings provided by such
approaches robust against adversarial pressure? In particular, an adversary may aim to slow down
adaptive DNNs by increasing their average inference time—a threat analogousientalkeof-
serviceattacks from the Internet. This threat of slowdown provides an emerging goal for the
adversary that has not been captured by the conventional adversarial examples threat model.

In the second part of this chapter, we conduct a systematic evaluation of this threat by



experimenting with generic SDN-based multi-exit DNNs (based on VGG16, MobileNet, and
ResNet56) and a custom multi-exit architecture, on two popular image classi cation benchmarks
(CIFAR-10 and Tiny ImageNet). This evaluation reveals that adversarial example-crafting tech-
niques can be modi ed to cause slowdowns, and we propose a metric for comparing their impact
on different architectures. We show that a slowdown attack reduces the ef cacy of multi-exit
DNNs by 90-100%, and it ampli es the latency by 1.5-% a typical IoT deployment. We also

show that it is possible to craft universal, reusable perturbations and that the attack can be effective
in realistic black-box scenarios, where the attacker has limited knowledge about the victim. Finally,
we show that adversarial training provides limited protection against slowdowns. Our results in
this chapter suggest that further research is needed for defending multi-exit architectures against

this emerging threat.

2.1 A Promising Machine Learning Paradigm: Input-Adaptive Neural Networks

The inference-time computational demands of deep neural networks (DNNs) are increasing,
owing to the “going deeper”7] strategy for improving accuracy: as a DNN gets deeper, it
progressively gains the ability to learn higher-level, complex representations. This strategy has
enabled breakthroughs in many tasks, such as image classi c&liongpeech recognitiorf], at

the price of costly inferences. For instance, with ghore inference cost, a 56-layer ResNHi|
improved the Top-1 accuracy on ImageNet by 19% over the 8-layer AlexNet. This trend continued
with the 57-layer state-of-the-art Ef cientNet]]: it improved the accuracy by 10% over ResNet,
with 9 costlier inferences.

The accuracy improvements stem from the fact that the deeper netwottks mistakes
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Figure 2.1: Simple to complex inputs. Some Tiny ImageNet images a VGG-16 model can

correctly classify if computation stops at th&, 5", and14" layers.

of the shallow onesl?]. This implies that some samples, which are already correctly classi ed

by shallow networks, do not necessitate the extra complexity. This observation has motivated
research omput-adaptivemechanisms, in particular, multi-exit architectur&8,[12, 14, 15].
Multi-exit architectures save computation by making input-speci ¢ decisions about bypassing
the remaining layers, once the model becomes con dent, and are orthogonal to techniques that
achieve savings by permanently modifying the modél [L7, 18, 19]. Figure 2.3 illustrates how a
multi-exit model [L4], based on a standard VGG-16 architecture, correctly classi es a selection

of test images from “Tiny ImageNet' before the nal layer. We see that more typical samples,
which have more supporting examples in the training set, require less depth and, therefore, less

computation.
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2.1.1 A Prototypical Input-Adaptive Multi-Exit Architecture

As Figure 2.3 shows, the internal layers of a neural network contain a wealth of information
regarding the model's decision process. Here we present the Shallow-Deep Network (SDN) as a
generic modi cation to off-the-shelf DNNs for introducingternal classi ers(ICs) that allow

us to explicitly monitor this information. Our modi cation attaches ICs to various stages of the
forward pass of a DNN, as Figure 2.2 illustrates, and effectively combines shallower and deeper
networks into one. The feature reduction in an IC acts as a regularizer and ensures that our method
can scale up to large DNNs. We can apply the modi cation to both pre-trained and untrained
DNNs. The conversion from a pre-trained DNN is ef cient as we only train the parameters in the
ICs. Moreover, by using a weighted loss function, we can also train the original network from
scratch jointly with the ICs. This mode of training, tB®N training often improves the original
accuracy and yields more accurate ICs. Our modi cation is practical for a range of existing
architectures and allows us to explore the overthinking problem. We refer the readers to our work
published at ICML 201914 for further technical details on this modi cation, including how the

ICs are designed and trained.

2.1.2 Technical Setup

Setting. We consider the supervised classi cation setting with standard feedforward DNN
architectures. A DNN model consists Nf blocks, or layers, that process the input sample,
x 2 RY, from beginning to end and produce a classi cation. A classi catié(x; ) 2 R¥, is

the predicted probability distribution afbelonging to each labél; 2; :::; Kg. Here, denotes

the tunable parameters, or the weights, of the model, which we generally omit if it is clear from
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the contextF! (x) denotes the predicted probability obelonging to clasg. The parameters

are learned on a training detthat contains multipl€x;; y;) pairs; wherey; is the ground-truth
label of the training sample;. We use ; to denote the parameters at and beforei thblock;

e, i+1 and y = . Once a model is trained, its performance is then tested on a set
of unseen sample§. A multi-exit model, such as an SDN, contaikis exit points—internal
classi ers—attached to a model's hidden blocks. We Esto denote thé™" exit point, which is
attached to thg"" block. Using the output of thg" (j < N ) block onx, F; produces an internal

classi cation, i.e.Fi(x; j), which we simply denote &s(x).

Datasets.In our experiments, we use two computer vision datasets for benchmarking: CIFAR-10
and Tiny ImageNet. The CIFAR dataset consist of 32x32 pixels, colored natural images. CIFAR-
10 images are drawn from 10 classes; containing 50,000 training and 10,000 validation images.
We use a standard data augmentation scheme: padding, random cropping, and random horizontal
mirroring. The Tiny ImageNet dataset consists of a subset of ImageNet in2@esefized at

64x64 pixels. There are 200 classes, each of which has 500 training and 50 validation images. We

augment the training data with random crops, horizontal mirroring, and RGB intensity scaling.

Architectures and Hyper-Parameters.We experiment with three off-the-shelf CNNs: VG&l],

ResNet [22] and MobileNet [23]. Speci cally, we use VGG-16 and ResNet-56 con gurations of
these architectures. We train the CNNs for 100 epochs, using the hyper-parameters the original
studies describe. In our experiments, we use these CNNs as our pre-trained, off-the-shelf networks.
We denote the network after our SDN modi cation by appendi@DN' to its original name;

e.g. VGG-16becomes/GG-16-SDNTo converta pre-trained network to an SDN, we freeze

original weights and train only the weights in the attached ICs for 25 epochs, using the Adam
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optimizer 4]. Freezing prevents any change to the off-the-shelf network, and, as a result, keeps

its predictions fully intact.

Metrics. To quantify the test-time inference cost of a network, we measure the average number of
oating point operationsELOP9 a network performs to classify an input. As for the classi cation

performance, we simply report the Top-1 accuracy on the test data (as a percentage).

Figure 2.2: Modifying a standard convolutional neural network as a Shallow-Deep Network. Our
modi cation introduces the dotted components—two ICs. The resulting network produces three

predictions: two internal and one nal.

2.1.3 The Overthinking Problem

Shallow-Deep Networks, by providing explicit internal predictions, allow us to study the over-
thinking problem in CNNs. In the context of an SDN, we de ne overthinking on an input sample
as the network’s ability to reach a correct internal prediction. Formally, the network overthinks
model—which we will denote ag (x)—is a correct one.

Overthinking is problematic as the rest of the forward pass ends up being invoked for no clear
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bene t. The computational waste this leads téhe wasteful effeaif overthinking (Section 2.1.4).
Moreover, in some cases, excessive processing ultimately leads to a misclassi catigx).e.

Y 6 Fiinar (X), Whereina (X) is the model's prediction on the input at its nal classi er. We
categorize this athe destructive effeaf overthinking (Section 2.1.5). Note that, as opposed
to over tting, overthinking leads to both wasted computation and misclassi cations. Further,
whereas regularization, such as Dropdfj][ can mitigate over tting; there is no general remedy
for overthinking.

To illustrate the overthinking problem in Sections 2.1.4 and 2.1.5, we focus on a case
study: VGG-16network pre-trained on Tiny Imagenet task (59% test accuracy). We convert this
network to an SDN—t&/GG-16-SDN-by freezing the original weights and training only the
ICs. The conversion allows us to monitor how the original network’s predictions evolve, without
altering them at all. We select a subset of the internal layers of VGG-16 (or another DNN we are
modifying) to attach the ICs. Our selection criterion is simple: we pick the internal layers closest
to the 15%, 30%, 45%, 60%, 75% and 90% of the full network’s inference cost—the number of
FLOPs Given an input, our SDNs produce a total of 6 internal predictions and a nal prediction.
For each IC, we denote thielative inference cost to the whole netwakG : 1 i M. In
particular, for our SDNsM =6 andCG 0:15::G  0:9. For the nal classier: Gjna = 1.

Overall, this simpli es our analysis of overthinking and eliminates the need for tuning.

2.1.4 The Wasteful Effect of Overthinking

Quantifying the Effect. For VGG-16-SDNassuming that a sample exits at an IC right after a

correct internal prediction; 24%, 15%, 14%, 6%, 8% and 4% of the test samples would exit at
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each IC. The remaining 29% of the samples exit at the nal classi e—4% correctly and 25%
wrongly classi ed. Based on thesgeal exit rates and's (the IC's relative inference costs); the
average inference cost would decrease by 43% as a result of eliminating overthinking. Further, on
CIFAR-10, 95% of the samples do not require the full depth of a CNN —81% on CIFAR-100 and
69% on Tiny ImageNet—; whereas the rest exit at the nal classi er. In consequence, eliminating
overthinking would cut the average inference costs by 73% on CIFAR-10, by 55% on CIFAR-100,
and by 40% on Tiny ImageNet. Evidently, overthinking leads to more severe waste of computation
as the task gets less complex. Note that our assumption here is impractical as it requires a perfect

way to discern a wrong classi cation from a correct one—Section 2.1.6 presents a realistic way.

Explaining the Behavior. Considering the perfect exit rates, 29% of the samples still need to
be forwarded until the nal classi er; whereas 24% can exit at the rst IC. Figure 2.3 shows
randomly sampled images—the input samples—that exit at eachVG@®-16-SDNThe rst

column presents the samples that are correctly classi ed at the rst@g)( and so on. In
subsequent columns of the gure, notice how the inparnplexityprogressively increases. These
images suggest that the earlier ICs learn simple representations that allow them to recognize typical
samples from a class, but that fail on atypical samples, e.g. where the subject is occluded or zoomed
out. Overthinking leads to wasted computation as the network applies unnecessarily complex
representations to classify the input. On the other hand, not having enough representational
complexity causes wrong predictions, e.g. Ilg misclassi es the samples in the remaining

columns of the gure.
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Figure 2.3: Sample images from the Tiny ImageNet claBsesian Caf(top row) andGolden
Retriever(bottom row). Each column presents the samples that are correctly classi ed rst at
the given IC. We can see how the samples get progressively complex over ICs. The network is

VGG-16-SDNtrained using the IC-only training strategy.

2.1.5 The Destructive Effect of Overthinking

Quantifying the Effect. Out of 41% of the sampleg€GG-16misclassi es; 3% are actually
correctly classi ed rstatlC, of VGG-16-SDN—-4% atIC,, 3% atlC 3, 2% atlC 4, 3% atICs,

and 1% atlCs. As a result, theumulative accuracgf VGG-16-SDNs 75%—16% higher than

the original accuracy. In cumulative accuracy, we consider a sample to be correctly classi ed
if there isat least onecorrect internal prediction—or the nal prediction—of the SDN. This
metric measures the ideal accuracy a network can reach after eliminating overthinking. The
difference between the cumulative and the original accuracies quanti es the destructive effect: 4%
on CIFAR-10, 13% on CIFAR-100, and 14% on Tiny ImageNet task. This effect also explains the
reason why an IC sometimes outperforms the nal classi er: at a certain IC, the destructive effect
starts to outweigh the accuracy gain from increased feature complexity; after which the accuracy
starts decreasing. Overall, the destructive effect can be seen in up to 50% of all misclassi cations

a CNN makes.
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Figure 2.4: A set of Tiny ImageNet samples only the rstinternal classi e¥&iG-16-SDNcan
correctly classify. For each image, two labels are the correct label and the wrong prediction at the

nal classi er, respectively.

Explaining the Behavior. Figure 2.4 presents a selection of images trdy the rst IC can
correctly classify—we identi ed 46 of such casa8GG-16and all other ICs ivGG-16-SDN
misclassify these samples. We hypothesize that these images consmstfa§ingelements,
sometimes belonging to more than one class; while the rst IC recognizes the objects displayed
prominently, subsequent layers discover ner details that are irrelevant. These results suggest that
correct classi cations require thagpropriatelevel of representational complexity for each sample,

which further illustrates the utility of the ICs in an SDN.

2.1.6 Mitigating the Wasteful Effect of Overthinking With Con dence-Based
Early Exits

After understanding the overthinking problem, in this section, we propose new remedies to mitigate
its wasteful effect. For this purpose, we further utilize Shallow-Deep Networks as a vehicle for
designing arearly exittechnique. An early exit mechanism allows a multi-exit DNN, such as
an SDN, to be input adaptive. By adjusting the exit taken for the complexity of the given input,

e.g., a simple input exits at the rstIC, it is possible to reduce the inference cost of a DNN for an
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averageinput.

In Section 2.1.4, we show that an ideal, lonpractical early exit mechanism could
eliminate overthinking entirely. Here, apgactical mechanism, we evaluate using tten dence
of an internal classi er on an input for determining when the network should stop thinking. If
none of the internal predictions—or the nal prediction—are con dent enough to for an exit;
the mechanism we have designed outputs the most con dent among them. We opt for a simple
con dence mechanism for highlighting that we mitigate overthinking regardless of the mechanism,
which could be improved, for example, using prediction entrd@}.[To quantify con dence, we
use the estimated probability of the sampleelonging to the predicted class, iraax; Fij (x).
We deem a prediction con dent if this probability exceeds a threshold parametbat is speci ¢
to each IC. These thresholds determine the model should tak® tiaet for an input sample.
A conservativeT; leads to fewer early exits (and increases the average inference costs) and the
opposite hurts the accuracy as the estimate of whethery becomes unreliable. The thresholds
facilitate on-the- y adjustment of the input-adaptiveness on the resource availability and the
performance requirements. As utility is a major practical concern, wé&;'setor balancing
between ef ciency and accuracy. We have observed that setting all thresholds to the same works
acceptably. In consequence, in the following experiments, we set all thresholds to the same value
for simplicity, i.e.,T; = g We searchforgvalue 0 g 1) that satis es our average inference
cost constraints (in terms of FLOPS) on a small unlabeled holdout set. Here, in addition to applying
the SDN modi cation on a pre-trained DNN (i.e., IC-only training), we also evaluate training the
ICs and the weights of the original DNN together (i.e., SDN training). The loss function for SDN

training is described in more detail in our publication [14].
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DNNs 25% 50% 75% M AX

CIFAR-10
VGG (93.1) 84.0j85.4 92.§93.2 93.293.4 93.293.4
RES(91.9) 57.6j76.2 84.591.4 91.492.1 91.992.1

Mog (90.8) 87.9j88.2 91.1j91.5 91.391.5 91.391.5

TINY IMAGE NET
VGG (58.6) 34.4j36.8 44.2156.2 58.5j63.1 60.463.4
REsS(53.9) 23.9j39.0 37.639.1 49.252.8 54.0j55.1

MoB (59.3) 36.0j45.3 55.557.3 59.161.5 60.361.8

Table 2.1: Comparing the inference costs of the CNNs and SDNs with early BXi$s column

lists the original CNNs and their accuracies25%, 50%, and 75% report the early exit
accuracy when we limit the average inference cost to at most 25%, 50% and 75% that of the
original CNN's. Max column reports the highest accuracy early exits can achieve. We highlight
the cases where an SDN outperforms the original CNN. In each cell, the left and right accuracies

are from the IC-only and the SDN training strategies.

Early Exits Mitigate the Wasteful Effect. Table 2.1 presents the early exit accuracy of our SDNs
with a limited computational budget, in two training strategies. We calculate the computational
cost when the input samples are evaluated individually; similar to previous st@éjes]. We
measure the accuracy under three budget settings: not exceeding 25%, 50% and 75% of the original
CNN's inference cost. We control an SDN's average inference cost by adjusting the threshold
parameter. We also report the highest accuracy early exits can achieve, without any speci c

budget. First, the SDN training improves the early exit accuracy signi cantly; exceeding the
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original accuracy while reducing the inference costs more than 50% on CIFAR-10 and CIFAR-100
tasks. Even with the IC-only training strategy, early exits are still effective; allowing more than
25% reduced inference cost. In our most complex task, Tiny ImageNet, early exits can reduce
the cost by more than 25%, usually without any accuracy loss. Overall, an SDN's early exits can
turn a standard DNN into an input-adaptive one, mitigate the wasteful effect of overthinking and

provide signi cant improvements in inference ef ciency.

2.2 Adversarial Slowdown Attacks on Input-Adaptive Inference

In Section 2.1, we have evaluated a prototypical multi-exit architecture and demonstrated the
bene ts of input-adaptive neural networks, both in terms of insights and computational savings.
However, it is unknown if the computational savings provided by this promising capability are
robust against adversarial pressure. As we discuss in Section 1, DNNs are vulnerable to a wide
range of attacks, including adversarial examples that involve imperceptible input perturb28ons |

29, 30, 15]. Considering that a multi-exit model, on the worst-case input (i.e., a complex input),
does not provide any computational savings, in this section, we @ak: the savings from
multi-exit models be maliciously negated by input perturbatioAs?some natural inputs do
require the full depth of the model, it may be possible to craft adversarial examples that delay
the correct decision; it is unclear, however, how many inputs can be delayed with imperceptible
perturbations. Furthermore, it is unknown if universal versions of these adversarial examples exist,
if the examples transfer across multi-exit architectures and datasets, or if existing degéegses (
adversarial training) are effective against slowdown attacks.

In this section, we consider an extension to the conventional adversarial example threat
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model by de ning anemerging goal slowing down the inference of input-adaptive DNNs. This
new threat is analogous to thenial-of-service (DoS) attackisat have been plaguing the Internet

for decades. By imperceptibly perturbing the input to trigger this worst-case, the adversary aims
to slow down the inferences and increase the cost of using the DNN. This is an important threat
for many practical applications, which impose strict limits on the responsiveness and resource
usage of DNN modelse(g. in the Internet-of-Things19]), because the adversary could push

the victim outside these limits. For example, against a commercial image classi cation system,
such as Clarifai.com, a slowdown attack might waste valuable computational resources. Against a
model partitioning scheme, such as Big-Litt8dl], it might introduce network latency by forcing
excessive transmissions between local and remote modslswAlown attaclaims to force the

victim to do more work than the adversary, e.g. by amplifying the latency needed to process
the sample or by crafting reusable perturbations. The adversary may have to achieve this with
incomplete information about the multi-exit architecture targeted, the training data used by the

victim or the classi cation task.

2.2.1 Background

Adversarial Examples and DefensesPrior work on adversarial examples has shown that DNNs
are vulnerable to test-time input perturbatio@8,[29, 32, 33, 34]. An adversary who wants

to maximize a model's error on speci c test-time samples can introduce human-imperceptible
perturbations to these samples. Moreover, an adversary can also explaibgatemodel for
launching the attack and still hurt an unknown victi®®,[36, 37]. This transferabilityleads to

adversarial examples in more practical black-box scenarios. Although many defé§s&s; [
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40, 41, 42] have been proposed against this thraalyersarial training(AT) has become the
frontrunner B4]. In the following sections, we evaluate the vulnerability of multi-exit DNNs to
adversarial slowdowns in white-box (Section 2.2.6) and black-box scenarios (Section 2.2.7). In
Section 2.2.8, we show that standard AT and its simple adaptation to our perturbations are not

suf cient for preventing slowdown attacks.

Ef cient Input-Adaptive Inference. Recent input-adaptive DNN architectures have brought
two seemingly distant goals closer: achieving both high predictive quality and computational
ef ciency. There are two types of input-adaptive DNNs: adaptive neural networks (AdNNSs)
and multi-exit architectures. During the inference, ADNMNS3, 4] dynamically skip a certain
part of the model to reduce the number of computations. This mechanism can be used only
for ResNet-based architectures as they facilitate skipping within a network. On the other hand,
multi-exit architectures][3, 12, 14] introduce multiple side branches—or early-exits—to a model.
During the inference on an input sample, these models can preemptively stop the computation
altogether once the stopping criteria are met at one of the branches. Kayald} haJe also
identi ed that standard, non-adaptive DNNs are susceptibte/éthinking i.e., their inability to
stop computation leads to inef cient inferences on many inputs.

Hague et al.45] presented attacks speci cally designed for reducing the energy-ef ciency
of ADNNs by using adversarial input perturbations. However, our work studies a new threat model
that an adversary causes slowdowns on multi-exit architectures. By imperceptibly perturbing the
inputs, our attacker can (i) introduce network latency to an infrastructure that utilizes multi-exit
architectures and (ii) waste the victim's computational resources. To quantify this vulnerability,

we will rely on the ef cacy metric based on the early-exit capability (EEC) curves (de ned in the
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previous section).

Model Partitioning. Model partitioning has been proposed to bring DNNSs to resource-constrained
devices B1, 19). These schemes split a multi-exit model into sequential components and deploy
them in separate endpoints, e.g., a small, local on-device part and a large, cloud-based part. For
bringing DNNSs to the Internet of Things (IoT), partitioning is instrumental as it reduces the
transmissions between endpoints, a major bottleneck. In Section 2.2.6, on a partitioning scenario,

we show that our attack can force excessive transmissions.

2.2.2 Attacking Multi-Exit Architectures

Technical Details.We follow the same setting and notation as in Section 2.1.2. Here, in addition
to a con dence-based early-exit mechanism as the stopping criterion (Section 2.1.6), there are
also architectures, such as MSDNEelLg][ that use a prediction entropy-based criterion. Our
attack (see Section 2.2.5) leverages the fact that a unifg(r) has both the highest entropy

and the lowest con dence. We experiment with both con dence-based—SDNs—and entropy-
based—MSDNets—strategies for generality. These strategies follow the same thresholding method
(described in Section 2.1.6) for determining whether the model should take an exit for an input
sample. For the con dence-based strategy, a prediction attleit is con dent if the prediction
probability is higher thaf;. For the entropy-based strategy, a prediction atthexit is con dent

if the prediction entropy is lower thah. On a holdout set, we tune the thresholds to maximize

a model's ef cacy (i.e., average inference cost) while keeping its relative accuracy drop (RAD)
over its maximum accuracy within 5% and 15%. We refer to these two settings as B¥%Rnd

RAD<15%. Table 2.3 (st segment) shows how accuracy and ef cacy change in each setting.

24



The SDNs and MSDNets were designed for different purposes: SDNs are generic and can convert
any DNN into a multi-exit model, and MSDNets are custom designed for ef ciency. In our
experiments, we sé = N for SDNs,i.e.,, one internal classi er at each block aftd = 6 for
MSDNets. Overall, we evaluate an MSDNet architecture (6 exits) and three SDN architectures,

based on VGG-16 [46] (14 exits) and MobileNet [47] (14 exits).

Inference Cost Ef ciency Metric. We de ne theearly-exit capability EEC) curve of a multi-exit
model to indicate the fraction of the test samples that exit early at a speci c fraction of the model's
full inference cost. Figure 2.5 shows the EEC curves of our SDNs on Tiny ImageNet, assuming
that the computation stops when there is a correct classi cation at an exit point. For example,
VGG-16-based SDN model can correctly classify0% of the samples using50% of its full
cost. Note that this stopping criterion is impractical; in Sec 2.2.2, we will discuss the practical
ones.

We de ne the early-exit ef cacy, oef cacyin short, to quantify a model's ability of utilizing
its exit points. The ef cacy of a multi-exit model is the area under its EEC curve, estimated via
the trapezoidal rule. An ideal ef cacy for a model is closelfavhen most of the input samples
the computation stops very early; models that do not use their early exit®tedoacy. A model
with low ef cacy generally exhibits a highdatency in a partitioned model, the low ef cacy will
cause more input transmissions to the cloud, and the latency is fartiy@r ed by the network
round trips. A multi-exit model's ef cacy and accuracy are dictated by its stopping criteria (i.e.,

how conservative the threshol@isare), which we have discussed in the previous section.
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Figure 2.5: The early-exit capability curves to quantify inference ef ciency. Each curve shows the
fraction of test samples a model classi es using a certain fraction of its full inference cost. 'EFCY"

is short for the model's ef cacy.

2.2.3 Threat Model

We consider an adversary whose goal is to decrease the early-exit ef casyatinamodel. The
attacker crafts aimperceptibleadversarial perturbation,2 RY that, when added to a test-time

samplex 2 S, prevents the model from taking early-exits.

Adversary's Capabilities. The attacker is able to craft adversarial examples: i.e., modify the
victim's test-time samples to apply the perturbatiomg, by compromising a camera that collects
the data for inference. To ensure the imperceptibility, we focus onorm bounded perturbations
as they (i) are well are studied; (ii) have successful deferg&8s(jii) have prior extension to
multi-exit models [L5]; and (iv) are usually the most ef cient to craft. In line with the prior work,

we bound the perturbations as follows: for CIFAR-}§0jj 1 =0:03[49], jjvjj» 8[49 and
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jivii2  0:35[50]; for Tiny ImageNetjjvjj 1 =0:03[51],jjvjj» 16andjjvjj, 0:6.

Adversary's Knowledge. To assess the security vulnerability of multi-exit architectures, we study
white-box scenarigs.e., the attacker knows all the details of the victim model, includindpits
(the training set) and (the model parameters). Further, in Section 2.2.7, we study more practical
black-box scenarigs.e., the attacker craftg on asurrogatemodel and applies it to an unknown

victim model.

Adversary's Goals. We consider three DeepSloth variants, (i) gtendard (ii) the universal

and (iii) theclass-universalThe adversary, in (i) crafts a differemfor eachx 2 S; in (ii) crafts

a singlev for all x 2 S; in (iii) crafts a singlev for a target class 2 M. Further, although the
adversary does not explicitly target it; we observe that DeepSloth usually hurts the accuracy. By
modifying the objective function we describe in Sec 2.2.5, we also experiment with DeepSloth

variants that can explicitly preserve or hurt the accuracy, in addition to causing slowdowns.

2.2.4 Standard Adversarial Attacks Do Not Cause Delays

To motivate DeepSloth, we rst evaluate whether previous adversarial attacks have any effect on
the ef cacy of multi-exit models. These attacks add imperceptible perturbations to a victim's
test-time samples to force misclassi cations. We experiment with the standard PGD d&hck [
PGD-avg and PGD-max variants against multi-exit mod&f$ §nd the Universal Adversarial
Perturbation (UAP) attack that crafts a single perturbation for all test santesiable 2.2
summarizes our ndings that these attacks, although they hurt the accuracy, fail to cause any
meaningful decrease in ef cacy. In many cases, we observe that the attacks actually increase the

ef cacy. These experiments help us to identify the critical elements of the objective function of an
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attack that decreases the ef cacy.

NETWORK | NO ATTACK PGD-20 PGD-20 (AG.) PGD-20 (MAX.) UAP

VGG-16 0.77/89% | 0.79/29% 0.85/10% 0.81/27% | 0.71/68%
RESNET-56 | 0.52/87% | 0.55/12% 0.82/ 1% 0.70/ 6% | 0.55/44%
MoBILENET | 0.83/87% | 0.85/14% 0.93/ 3% 0.89/12% | 0.77/60%

Table 2.2: Impact of existing evasion attacks on ef cacy. Each entry shows a model's ef cacy
(left) and accuracyright) when subjected to the respective attack. The multi-exit models are

trained on CIFAR-10 and use RAI®% as their early-exit strategy.

2.2.5 The DeepSloth Attack

As we have seen in the previous section, adversarial examples crafted by prior attacks, such as
PGD [48], fail to bypass the victim model's early exits. These attacks cannot be used to study the
robustness of multi-exit architectures against adversarial slowdowns and the threat model we aim
to extend by considering this emerging goal. To conduct this study, we adapt prior attacks to the
goal of slowdown by modifying their objective functions. We call the resulting atizexpSloth

which we describe and evaluate in the following sections.

The Layer-Wise Objective Function. Figure 2.6 shows that the attacks that only optimize

for the nal output,e.g, PGD or UAP, do not perturb the model's earlier layer representations.
This does not bypass the early-exits, which makes these attacks ineffective for decreasing the
ef cacy. Therefore, we modify the objective functions of adversarial example-crafting algorithms

to incorporate the outputs of & ji <M . For crafting’'; , > and ;-bounded perturbations, we
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adapt the PGD4g], the DDN [53] and the SLIDE algorithms4[9], respectively. Next, we describe

how we modify the PGD algorithm—we modify the others similarly:

I

thl oL t X X , .

VT = jvjjr <V Eosgn Ty L (Fi(x+v);y)
x2D9 0O<i<M

Here,t is the current attack iteration; is the step size; is the projection operator that
enforcegjvjj; < andL is the cross-entropy loss function. The selectioD8fletermines the
type of the attack. For the standard variadf. = fxg, i.e., a single test-time sample. For the
universal variantD® = D, i.e., the whole training set. For the class-universal variant against
the target class 2 f 1;::;;Kg: D°= f(x;y) 2 Djy = ig, i.e., the training set samples from the
i class. Finallyy is the target label distribution our objective pusFei) towards. Next, we

explain how we seleat.

Pushing F;(x) Towards a Uniform Distribution. Despite including alF;, attacks such as
PGD-avg and PGD-max.p] still fail to decrease ef cacy. How these attacks selece ects
their goal of causing misclassi cations and, therefore, they trigger errors in early-egifs,
argmax Fij (x) = y 6 y. However, as the early-exits still have high con dence, or low entropy,
the model still stops its computation early. We seleas auniform distributionover the class
labels,i.e, y) = 1=m. This ensures thdk + v) bypasses common stopping criteria as a uniform

Fi(x) has both the lowest con dence and the highest entropy.

2.2.6 Evaluating DeepSloth in the White-Box Setting

Here, we present the results far DeepSloth against three SDNs—VGG-16, ResNet-56 and

MobileNet-based—and against the MSDNets. Overall, we observethbbunded perturbations
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are more effective for slowdowns. The optimization challenges might explain this, zasl
", attacks are usually harder to optimi&3]49]. Unlike objectives for misclassi cations, the

objective for slowdowns involves multiple loss terms and optimizes over all the output logits.

Perturbations Eliminate Early-Exits. Table 2.3 §econdsegment) shows that the victim models
have 0 efcacy on the samples perturbed by DeepSloth. Across the board, the attack makes the
early exits completely ineffective and forces the victim models to forward all input samples till
the end. Further, DeepSloth also drops the victim's accuracy by 75-99%, comparable to the PGD
attack. These results give an answer to our main research quebkgomulti-exit mechanisms

are vulnerable and their bene ts can be maliciously offset by adversarial input perturbations
In particular, as SDN modi cation mitigates overthinking in standard, non-adaptive DS [
DeepSloth also leads SDN-based models to overthink on almost all samples by forcing extra
computations.

Note that crafting a single perturbation requires multiple back-propagations through the
model and more oating-point operationsl{OP9 than the forward pass. The high cost of crafting,
relative to the computational damage to the victim, might make this vulnerability unattractive for
the adversary. In the next sections, we highlight scenarios where this vulnerability might lead to
practical exploitation. First, we show that in an loT-like scenario, the input transmission is a major
bottleneck and DeepSloth can exploit it. Second, we evaluate universal DeepSloth attacks that

enable the adversary to craft the perturbation only once and reuse it on multiple inputs.
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NETWORK MSDNET VGG16 MoOBILE NET

SET. RAD<5% RAD<15% || RAD<5% RAD<15% | RAD<5% RAD<15%
BASELINE (NO ATTACK)

C10 0.89/85% 0.89/85%| 0.77/88% 0.89/79%| 0.83/87% 0.92/79%

TI 0.64/55% 0.83/50%| 0.39/57% 0.51/52%| 0.42/57% 0.59/51%

DEEPSLOTH

C10 0.06/17% 0.06/17%| 0.01/13% 0.04/16%| 0.01/12% 0.06/16%

TI 0.06/ 7% 0.06/ 7%|| 0.00/ 2% 0.01/ 2%|| 0.02/ 6% 0.04/ 6%
UNIVERSAL DEEPSLOTH

C10 0.85/65% 0.85/65%| 0.62/65% 0.86/60%| 0.73/61% 0.90/59%

TI 0.58/46% 0.81/41%)| 0.31/47% 0.44/44%| 0.33/47% 0.51/43%

CLASS-UNIVERSAL DEEPSLOTH
C10 0.82/32% 0.82/32%| 0.47/35% 0.78/33%| 0.60/30% 0.85/27%
TI 0.41/21% 0.71/17%| 0.20/28% 0.33/27%| 0.21/27% 0.38/25%

Table 2.3: The effectiveness of DeepSloth in the white-box setting.” RAT,15%' columns list
the results in each early-exit setting. Each entry includes the model's ef ¢eitygnd accuracy
(right). The class-universal attack's results are an average of 10 classes. "TI': Tiny ImageNet and

"C10': CIFAR-10.

Attacking an 10T Scenario. Many loT scenarios, e.g., health monitoring for eldeBy]| require

collecting data from edge devices and making low-latency inferences on this data. However,
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complex deep learning models are impractical for low-power edge devices, such as an Arduino,
that are common in the IoT scenarids]. For example, on standard hardware, an average
inference takes the MSDNet model on Tiny ImageNet 35M FLOPs &ltfains.

A potential solution is sending the inputs from the edge to a cloud model, which then returns
the prediction. Even in our optimistic estimate with a nearby AWS EC2 instance, this back-and-
forth introduces 11ms latency per inference. Model partitioning alleviates this bottleneck by
splitting a multi-exit model into two; deploying the small rst part at the edge and the large second
part at the cloud31]. The edge part sends an input only when its prediction does not meet the
stopping criteria. For example, the rst early-exit of MSDNets sends only 5% and 67% of all test
samples, on CIFAR-10 and Tiny ImageNet, respectively. This leads to a lower average latency per
inference, i.e., from 11ms down to 0.5ms and 7.4ms, respectively.

The adversary we study uses DeepSloth perturbations to force the edge part to send all the
input samples to the cloud. For the victim, we deploy MSDNet models that we split into two
parts at their rst exit point. Targeting the rst part with DeepSloth forces it to send 96% and
99.97% of all test samples to the second part. This increases average inference latelityso
and invalidates the bene ts of model partitioning. In this scenario, perturbing each sample takes

2ms on a Tesla V-100 GPU, i.e., the time adversary spends is ampli ed by 1ds5he victim's

latency increase.

Reusable Universal Perturbations.The universal attacks, although limited, are practical as the
adversary can reuse the same perturbation inde nitely to cause minor slowdowns. Talbter@.3 (
segment) shows that they decrease the ef cacy by 3—21% and the accuracy by 15-25%, over the

baselines. Having a less conservative early-exit strategy, e.g.<RA, increases the resilience
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to the attack at the cost of accuracy. Further, MSDNets are fairly resilient with only 3-9% ef cacy
drop; whereas SDNs are more vulnerable with 12—-21% drop. The attack is also slightly more
effective on the more complex task, Tiny ImageNet, as the early-exits become easier to bypass.
Using random noise as a baseline, ives, UY( ; ), we nd that at most it decreases the ef cacy

by 3%.

In the universal attack, we observe a phenomenon: it pushes the samples towards a small
subset of all classes. For examplel, 7% of the perturbed samples are classi ed into the 'bird’
class of CIFAR-10; up from 10% for the clean samples. Considering certain classes are distant in
the feature space, e.qg., 'truck’ and 'bird"; we expect the class-universal variant to be more effective.
The results in Table 2.3dqurth segment) con rm our intuition. We see that this attack decreases
the baseline ef cacy by 8-50% and the accuracy by 50-65%. We report the average results across
multiple classes; however, we observe that certain classes are slightly more vulnerable to this

attack.

Preserving or Hurting the Accuracy with DeepSloth. Here, we aim to answer whether Deep-
Sloth can be applied when the adversary explicitly aims to cause or prevent misclassi cations,
while still causing slowdowns. Our main threat model has no explicit goal regarding misclassi-
cations that hurt the user of the model, i.e., who consumes the output of the model. Whereas,
slowdowns additionally hurt the executor or the owner of the model through the computations and
latency increased at the cloud providers. In some ML-in-the-cloud scenarios, where these two are
different actors, the adversary might aim to target only the executor or both the executor and the
user. To this end, we modify our objective function to p&sfx) towards a slightly non-uniform

distribution, favoring either the ground truth label for preventing misclassi cations or a wrong
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label for causing them. We test this idea on our VGG-16-based SDN model on CIFAR-10 in
RAD< 5% setting. We see that DeepSloth for preserving the accuracy leads to 81% accuracy with
0.02 ef cacy and DeepSloth for hurting the accuracy leads to 4% accuracy with 0.01 ef cacy—the
original DeepSiloth led to 13% accuracy with 0.01 ef cacy. These results show the exibility of

DeepSloth and how it could be modi ed depending on the attacker's goals.

Feature Visualization of DeepSloth.n Figure 2.6, to shed light on how DeepSloth differs from
prior attacks, e.g., PGD and PGD-avg, we visualize a model's hidden block (layer) features on
the original and perturbed test-time samples. We observe that in an earlier lgftgatel),
DeepSloth seems to disrupt the original features slightly more than the PGD attacks. Leaving
earlier representations intact prevents PGDs from bypassing the early-exits. The behaviors of
the attacks diverge in the middle blocksifldlepanel). Here, DeepSloth features remain closer

to the original features than prior attacks. The signi cant disruption of prior attacks leads to
high-con dence misclassi cations and fails to bypass early-exits. In the later bragikt (panel),

we see that the divergent behavior persists.

Figure 2.6: Visualising internal layer features against adversarial attacks using UMAP. VGG-16's
3rd (left), 8th (middle), and 14th (ight) hidden block features on CIFAR-10's 'dog' class (Best

viewed in color, zoomed in).
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Hyperparameter Tuning. We nd that *; -based DeepSloth doest require careful tuning. For

the standard attack, we set the total number of iteratioB8 e;md the step size to = 0:002 For

the modi ed attacks for hurting or preserving the accuracy, we set the total number of iterations
to 75 and the step size to = 0:001 We compute the standard perturbations using the entire
10k test-set samples in CIFAR-10 and Tiny Imagenet. For the universal variants, we set the total
number of iterations td2 and reduce the initial step size of= 0:005by a factor of 10 every 4
iterations. To compute a universal perturbation, we use randomly chosen 250 (CIFAR-10) and 200

(Tiny Imagenet) training samples.

Computational Cost of Crafting DeepSloth Samples.

ATTACKS TIME (SEC.)
PGD-20 38
PGD-20 (A/G.) 48
PGD-20 (MAX.) 475
DEEPSLOTH 44
UNIVERSAL DEEPSLOTH 2

Table 2.4: Time it takes to craft adversarial examples with DeepSloth.

In Table 2.4, we compare the cost of DeepSloth with other attack algorithms on a VGG16-
based CIFAR-10 model—executed on a single Nvidia Tesla-V100 GPU. For the universal Deep-
Sloth, we measure the execution time for crafting a perturbation using one batch (250 samples) of

the training set. For the other attacks, we measure the time for perturbing the whole test set of
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CIFAR-10. Our DeepSiloth takes roughly the same time as the PGD and PGD-avg attacks and
signi cantly less time than the PGD-max attack. Our universal DeepSloth takes only 2 seconds

(10x faster than DeepSloth) as it only uses 250 samples.

2.2.7 Evaluating DeepSloth in the Black-Box Setting

Transferability of adversarial examples implies that they can still hurt a model that they were
not crafted on%6, 57]. Even though white-box attacks are important to expose the vulnerability,
black-box attacks, by requiring fewer assumptions, are more practical. Here, on four distinct
scenarios, we investigate whether DeepSloth is transferable. Based on the scenario's constraints,
we (i) train asurrogatemodel; (ii) craft the DeepSloth samples on it; and (iii) use these samples

on the victim. We run these experiments on CIFAR-10 in the RAB.

Cross-Architecture. First, we relax the assumption that the attacker knows the victim architecture.
We evaluate the transferability between a VGG-16-based SDN and an MSDNet—all trained using
the samé. We nd that the samples crafted on the MSDNet can slow down the SDN: reducing
its ef cacy to 0.63 (from 0.77) and accuracy to 78% (from 88%). Interestingly, the opposite seems
not to be the case: on the samples crafted against the SDN, the MSDNet still has 0.87 ef cacy
(from 0.89) and 73% accuracy (from 85%). This hints that DeepSloth transfers if the adversary

uses an effective multi-exit model as the surrogate.

Limited Training Set Knowledge. Second, we relax the assumption that the attacker knows the
victim's training setD. Here, the attacker only knows a random portiogi.e., 10%, 25%, and
50%. We use VGG-16 architecture for both the surrogate and victim models. In the 10%, 25%,

and 50% settings, respectively, the attacks reduce the victim's ef cacy to 0.66, 0.5, 0.45, and 0.43
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(from 0.77); its accuracy to 81%, 73%, 72%, and 74% (from 88%). Overall, the more limited
the adversary'® is, the less generalization ability the surrogate has and the less transferable the

attacks are.

Cross-Domain. Third, we relax the assumption that the attacker exactly knows the victim's task.
Here, the attacker us&k to train the surrogate, different from the victinisaltogether. We use a
VGG-16 on CIFAR-100 as the surrogate and attack a VGG-16-based victim model on CIFAR-10.
This transfer attack reduces the victim's ef cacy to 0.63 (from 0.77) and its accuracy to 83% (from
88%). We see that the cross-domain attack might be more effective than the IDnsieeharios.

This makes DeepSloth particularly dangerous as the attacker, without knowing the vigtim's
can collect a similar dataset and still slow down the victim. We hypothesize the transferability of
earlier layer features in CNN$§] enables the perturbations attack to transfer from one domain to

another, as long as they are similar enough.

Cross-Mechnanism.Finally, we test the scenario where the victim uses a completely different
mechanism than a multi-exit architecture to implement input adaptiveness, i.e., Ski@Net [

A SkipNet, a modi ed residual network, selectively skips convolutional blocks based on the
activations of the previous layer and, therefore, does not include any internal classi ers. We use a
pre-trained SkipNet on CIFAR-10 that reduces the average computation for each input sample
by 50% over an equivalent ResNet and achiev@4% accuracy. We then feed DeepSloth
samples crafted on an MSDNet to this SkipNet, which reduces its average computational saving
to 32% (36% less effective) and its accuracy to 37%. This result suggests that the two different
mechanisms have more in common than previously known and might share the vulnerability.

We believe that understanding the underlying mechanisms through which adaptive models save
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computation is an important research question for future work.

2.2.8 Evaluating the Adversarial Training Defense Against DeepSloth

In this section, we examine whether a defender can adapt a standard countermeasure against
adversarial perturbations, adversarial training (A34]] to mitigate our attack. AT decreases

a model's sensitivity to perturbations that signi cantly change the model's outputs. While this
scheme is effective against adversarial examples that aim to trigger misclassi cations; it is unclear
whether using our DeepSloth samples for AT can also robustify a multi-exit model against
slowdown attacks.

To evaluate, we train our multi-exit models as follows. We rst takeaaenetwork—VGG-
16—and train it on CIFAR-10 on PGD-10 adversarial examples. We then convert the resulting
model into a multi-exit architecture, using the modi cation frofdf]. During this conversion,
we adversarially train individual exit points using PGD-10, PGD-10 (avg.), PGD-10 (max.), and
DeepSloth; similar to]5]. Finally, we measure the ef cacy and accuracy of the trained models

against PGD-20, PGD-20 (avg.), PGD-20 (max.), and DeepSloth, on CIFAR-10's test-set.

38



ADV. TRAINING | NO ATTACK PGD-20 PGD-20 (AG.) PGD-20 (MAX.) | DEEPSLOTH
UNDEFENDED 0.77/89% | 0.79/29% 0.85/10% 0.81/27% | 0.01/13%
PGD-10 0.61/72% | 0.55/38% 0.64/23% 0.58/29% | 0.33/70%
PGD-10 (AvG.) | 0.53/72% | 0.47/36% 0.47 / 35% 0.47/35% | 0.32/70%
PGD-10 (MAx.) | 0.57/72% | 0.51/37% 0.54/30% 0.52/34% | 0.32/70%
OUuRS 0.74172% | 0.71/38% 0.82/14% 0.77/121% | 0.44/67%
OuRs+ PGD-10| 0.61/73% | 0.55/38% 0.63/23% 0.58/28% | 0.33/70%

Table 2.5: Evaluating adversarial training against slowdown attacks. Each entry includes the
model's ef cacy scoreléft) and accuracyright). Results are on CIFAR-10, in the RAD®%

setting.

Our results in Table 2.5 verify that AT provides resilience against all PGD attacks. Besides,
AT provides some resilience to our attack: DeepSloth reduces the ef cac@ &2 on robust
models vs. 0.01 on the undefended one. However, we identify a trade-off between the robustness
and ef ciency of multi-exits. Compared to the undefended model, on clean samples, we see that
robust models have lower ef cacy—0.77 vs. 0.5361. We observe that the model trained only
with our DeepSloth samples (Ours) can recover the ef cacy on both the clean and our DeepSloth
samples, but this model loses its robustness against PGD attacks. Moreover, when we train a
model on both our DeepSloth samples and PGD-10 (Ours + PGD-10), the trained model suffers
from low ef cacy. Our results imply that a defender may require an out-of-the-box defense, such
as agging the users whose queries bypass the early-exits more often than clean samples for which

the multi-exit network was calibrated.
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2.2.9 Takeaways and Conclusions

In Section 2, we have discussed an emerging capability in machine learning, i.e., input-adaptive
inference (Section 2.1), and a goal, i.e., slowdown attacks (Section 2.2), an adversary can pursue
against this capability. An adversary can exploit the slowdown attacks in scenarios such as the

following:

» (Case 1) Attacks on cloud-based lIoT applicationdn most cases, cloud-based loT applications,
such as Apple Siri, Google Now, or Microsoft Cortana, run their DNN inferences in the cloud.
This cloud-only approach puts all the computational burden on cloud servers and increases the
communications between the servers and 10T devices. In consequence, receriOvedk ¢1]
utilizes multi-exit architectures for bringing computationally expensive models, e.g., language
models B2, 63], in the cloud to 10T (or mobile) devices. They split a multi-exit model into two
partitions and deploy each of them to a server and 10T devices, respectively. Under this scheme,
the cloud server only takes care of complex inputs that the shallow partition cannot correctly
classify at the edge. As a result, one can reduce the computations in the cloud and decrease

communications between the cloud and edge.

On the other hand, our adversary, by applying human-imperceptible perturbations, can convert
simple inputs into complex inputs. These adversarial inputs will bypass early-exits and, as a
result, reduce (or even offset) the computational and communication savings provided by prior

work.

Here, a defender may deploy DoS defenses such as rewalls or rate-limiting. In this setting, the

attacker may not cause DoS because defenses keep the communications between the server and
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IoT devices under a certain-level. Nevertheless, the attacker still increases: (i) the computations
at the edge (by making inputs skip early-exits) and (ii) the number of samples that cloud servers
process. Recall that a VGG-16 SDN model classies 90% of clean CIFAR-10 instances
correctly at the rst exit. If the adversarial examples crafted by the attacker bypass only the rst
exit, one can easily increase the computations on IoT devices and make them send requests to

the cloud.

» (Case 2) Attacks on real-time DNN inference for resource- and time-constrained scenarios.
Recent work on the real-time systentgl,[65] harnesses multi-exit architectures and model
partitioning as a solution to optimize real-time DNN inference for resource- and time-constrained
scenarios. §4] showed a real-world prototype of an optimal model partitioning, which is based
on a self-driving car video dataset, can improve latency and throughput of partitioned models on

the cloud and edge by 6.5-14respectively.

However, the prior work does not consider the danger of slowdown attacks; our threat model has
not been discussed before in the literature. Our results suggest that slowdown can be induced
adversarially, potentially violating real-time guarantees. For example, our attacker can force
partitioned models on the cloud and edge to use maximal computations for inference. Further,
the same adversarial examples also require the inference results from the model running on the
cloud, which potentially increases the response time of the edge devices by 1Gubwork

showed that multi-exit architectures should be used with caution in real-time systems.

In conclusion, the work we have presented in this section exposes the vulnerability of input-
adaptive inference mechanisms against adversarial slowdowns. This vulnerability steps outside

the conventional adversarial examples threat model and highlights its limitations. As a vehicle
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for exploring this vulnerability systematically, we propose DeepSloth, an attack that introduces
imperceptible adversarial perturbations to test-time inputs for offsetting the computational bene ts
of multi-exit inference mechanisms. We show that a white-box attack, which perturbs each sample
individually, eliminates any computational savings these mechanisms provide. We also show that
it is possible to craft universal slowdown perturbations, which can be reused, and transferable
samples, in a black-box setting. Moreover, adversarial training, a standard countermeasure for
adversarial perturbations, is not effective against DeepSloth. Our analysis suggests that slowdown

attacks are a realistic, yet under-appreciated, threat against input-adaptive models.
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Chapter 3: Realistic Constraints of Adversaries

In the previous chapter, we have described a new adversarial attack and evaluated a standard
defense, i.e., adversarial training, which aims to make a model robust to adversarial examples
(AEs) altogether. However, another type of defense baseltactions also possible and has

been explored heavily in prior work. These defenses aim to answer whether a given input is an
AE or a natural (clean) example. Assumptions about the statistical differences between natural
and AEs are commonplace in many detection techniques. As a best practice, AE detectors are
evaluated againstdaptiveattackers who actively perturb their inputs to avoid detect&sj. [

These attackers have full knowledge of the detector and take active steps to craft AEs that avoid
detection. As a result of thsrms race adaptive attacks have become an evaluation standard for
detectors [67, 68].

Due to the dif culties in designing adaptive attacks, however, recent work suggests that
most detectors have an incomplete evaluation and can still be defeated by more motivated ad-
versaries$9]. Such adversaries identify and target important defensive assumptions instead of
attacking many components a typical defense combi@gs [This methodology, by tailoring
attacks to speci ¢ detectors, has been effective in exposing the vulnerabilities.

Our work presented in this chapter identi es that the standard way of constraining adversaries

in the conventional threat models, i.e., imperceptible input perturbations for a human observer, fails
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to craft AEs that can avoid such detectors and exacerbates the arms race. Inspired by the classical
security literature, we have de ned a maelistic constraint based on crafting statistically
indistinguishable AEs. We realize this constraint via a generic adaptive attack against detectors:
the statistical indistinguishability attackSIA). SIA optimizes a novel objective to craft AEs

that follow the same distribution as the natural inputs with respect to DNN representations. Our
objective targets all DNN layers simultaneously as we show that AEs being indistinguishable
at one layer might fail to be so at other layers. SIA is formulated around evading distributional
detectors that inspect a set of AEs as a whole and is also effective against four individual AE
detectors, two dataset shift detectors, and an out-of-distribution sample detector, curated from
published works. This suggests that SIA can be a reliable tool for evaluating the security of a

range of detectors.

Notation and Terminology. We follow a similar notation as in Chapter 2 with a few key
differences. As the work in this chapter does not consider any multi-exit architecture, we instead
useF; (x) to denote the intermediate output after tiehidden (internal) layer of the model. In
other termsF; (x) is thei™ layerrepresentationgof F on the inputx). As special cases, we refer

to Fy 1(X) as thepenultimatelayer representation®(R) and toFy (x) as thelogits. The nal

output of the model-+ (x)—is aK-dimensional probability distribution ovét classes, obtained

by applying the softmax function over the logits! (x) refers to the predicted probability &f
belonging to clasg. The prediction of a model isrgmax Fl(x) = 4(x), i.e., the most probable
class.F is trained on a training set, which consists of multiple input-label pairs drawn from an
underlyingnatural data distributionf x; yg N. Training uses back-propagation to adjust the

DNN's parameters to minimize itesson the training set using a loss function, e.g., cross-entropy.
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Datasets. In this chapter, we conduct our experiments on the CIFAR-10 and Tiny-ImageNet

datasets, similar to our works in the previous section. The details are shared in Section 2.1.2.

Architectures and Hyper-parameters. We run most of our experiments in this chapter on a
standard ResNet-50 (] architecture. The model has 16 convolutional blocks, a pooling layer
and a fully connected layer that produces the logits. We also evaluate MobileN&Ly 2th

19 blocks, and VGG-16 [72], with 14 blocks. We follow the standard training data augmentation
steps described in Section 2.1.2. The models we experiment with are comparable to the models in
the prior work, e.g., ResNet-50 models on CIFAR-10 and Tiny-ImageNet reach 94% and 65%

accuracy, respectively.

3.1 Background

3.1.1 The Adversary's Constraints in the Adversarial Examples (AEs) Threat

Model

The conventional threat modé][de nes an AE as an input samplg that isvery similarto
a natural exampleNE) x, N but$(x,) 6 4(xa). The adversary, while crafting the AE, is
constrained to ensure that andx, aresimilar according to a distance metiix( ; ), usually an
“p-norm distance de ned over the input space (e.g., pixel-wise distance for images). Generally, a
crafting method, such as PGBJ] optimizes an objective function to iterativgberturbx, into x,
to change the model's prediction while keepiDgXx,; X5) small.

Unlike the AE threat model, realistic adversaries in security research, who perform attacks

such as malicious network traf ¢7f3] or malware [/4], have to defeat defenders who deploy
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intrusion detection systems (IDS). Essentially, an IDS learns the normal system behaviors when
there is no attack and then it recognizes possible attacks by looking for statistical abnormalities.
Facing an IDS introduces an additional constraint for the adversaries as their attacks need to evade
an IDS in addition to achieving the malicious outcome. To this end, the prior vipE] has
developed evasive methods that modify attacks to statistically match a system's normal pro le.
Although undetectability is a core constraint of a realistic adversary in security, powerful AE
crafting methods in ML literature are often only designed for attack suc8e%5,[76]. The work

in this chapter aims to |l this gap by developing a general-purpose AE crafting method as an
analogue of traditional evasive attacks. Our method (introduced in Section 3.2) crafts AEs while

balancing between two objectives: attack success and evading statistical anomaly detectors.

3.1.2 Detecting Adversarial Examples

Two defensive approaches have emerged against AEs: eliminating them by making DNNs ro-
bust [3]; or detecting them before they harm the rest of the sysi&m7g]. Detection techniques

have gained traction as both theo®g] and practice 0] suggest that achieving robustness is
challenging. Typical detectors, which we refer toidividual detectorqIDs), operate on a
single input sample to answer whether it is adversarial. SupervisedBID87] use a set of
known AEs to train a binary classi er that learns to discriminate AEs from NEs. Unsupervised
IDs [78, 83, 67, 84], rely only on the statistical properties of NEs and detect non-conforming
samples as AEs. A common thread in most IDs is extracting informative test statistics derived from
DNN layer representations on the input samp&.[Further, researchers have also proposed

distributional detectorgDDs) [85, 86] that inspect a set of samples as a whole. DDs assume that
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a set contains either only AEs or only NEs and make a determination between the two options.
Although this assumption allows DDs to extract stronger statistical signals compared to IDs, it

also makes DDs less practical [66].

Distributional Detection Methodology. We formulate our realistic adversary's constraint around
defeating more powerful DDs. This will allow us to develop an adaptive attack that would be
effective against a broad class of detectors (both IDs and DDs). Prior 88)8¢] rst form
the setX , by drawing natural samples from a holdout set. We consider DDs that construct
according to the model's predictions &n,. This aims to prevent detection solely due to label
shift, e.g., the holdout data is balanced and the non-adversarial inp<itsdiome from a single
class. For each clags this ensureff ;2 X j9(xi)=ygj Jf X;2Xqj9(X;)=ygj.

Next, a DD applies a two-sample te&T) betweenX,, andX,. The null hypothesis of
a 2ST Ho) states that the two sets come from the same distribution. A common test statistic
is the maximum mean discrepandyiID ) [87]. MMD measures thelosenesdetween two
distributions in terms of a kerndl that gives point-levesimilarities of its inputs. The MMD
betweenX,, andX, is computed using the unbiased empirical estima&@}, which assumes
IXnj=)Xaj=m. A permutation test or the wild bootstrapg is used to obtain the p-value of
the estimate. Ultimately, a DD rejedth if the p-value is less than a selected signi cance level,
O< < 1. This implies detecting ; as adversarial and controls the false positive rate whn,
is natural.

Applying the MMD test in the input-space has been shown to perform poorly for distributions
with complex structures8p]. Semantic-aware MMD (SAMMD), the state-of-the-art DD by Gao

et al. [86], tackles this problem by applying the MMD test on the representations of a pre-trained
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DNN. To tune its kernel, SAMMD splits the available data and learns the kernel parameters
that maximize the power of the MMD test on the training split. Using these parameters, it then
performs a 2ST on the test split.

As SAMMD speci cally focuses on the PLR, we also consider more gerayarwise
DDs that can operate on any DNN layer. These DDs use the following kernél latyer:
ki(x;z) = exp( ﬁkFi(x) Fi(z)k?), wherex andz are the inputs. Here,; is thelength-
scaleof the Gaussian kernel, which, intuitively, controls how close the inputs of the kernel
have to be to signi cantly in uence its output. We also use the holdout data to standardize the
representations and reduce their dimensionality with average pooling for CNNs. SAMMD uses a
splitting strategy to tune its kernel, which reduces the test power as it leaves fewer samples for
testing PO]. Therefore, layerwise DDs combine multiple kernels tuned using the median heuristic

as a more ef cient alternative [90].

Threat Model Against Distributional Detectors. We assume the role of an adversary who starts
with Xy, aninitial set of i.i.d. NEs drawn fromN (jXoj = m). With full access to the victim
model, the adversary crafts an AE for eacB X,. The defender aggregates these AEs into the
setX, and deploys a DD to inspect it. Our goal is to ensure almost all AKs,iare successful
while still bypassing the defender. We consider an AE as successful if it changes the model's

output: whenp(x,) 6 4(x,) or wheng(x,) = t for a targeted AE with the target class

Attack and Detection Success MetricsThe attack success rat@$R) measures the percentage
of successful AEs among the crafted samples. The performance of a statistical test depends on
the number of samples available to it, 1j&X 4j = jXj = m. To this end, we repeat the test 100

times, each time by randomly selectimgsamples from the crafted AEs anmdsamples from the
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NEs in the holdout set. Denoted BR,,, we then report the detection rate as the percentage of

tests with sample siz& that resulted in a p-value less thars 0:05,

3.2 Statistical Indistinguishability Attack (SIA)

This section focuses on a case study to motivate our work and to formulate our attack methodology.
We experiment with a ResNet-50 model on CIFAR-10 (the details are given at the beginning of
this chapter), start from 2000 test samples as our initiakgetind craft targeted AEs with random
targets. We use UMAPI] to visually compare the representations of AEs and NEs in the holdout
set. For simplicity, we visualize only the samples classi ed intoltbese(randomly selected)

class.

3.2.1 Standard Attacks Are Detectable

In this section, we show how conventional attacks such as FBE4d to distinct representa-
tion distributions. We experiment with three conventional attack algorithms that constrain the
perturbations with different input-space distance metrics: PgDges ; , DDN [92] uses,
and SLIDE P3] uses’; distances. They all place an upper bound on the perturbations with a
hyper-parameter, i.eD (Xn;Xa) <" . For each attack, we nd the minimufhvalue to reach
100% ASR.

In Figure 3.1, we visualize the model's penultimate-layer representations (PLR) on the AEs
crafted by these attacks. We visually demonstrate that the distributions of these AEs are distinct
from the NEs. Standard attacks optimize only for changing the model's prediction as a goal and

disregard the natural distributiofg]. As a result, SAMMD obtains perfect detection rates (100%)
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when it has access to 30, 40, and 50 AEs against PGD, DDN, and SLIDE, respectively.

Figure 3.1: The penultimate-layer representations of the natadahfd the adversarial ()

examples crafted by three standard attacks.

3.2.2 Formulating SIA

We have shown that optimizing only for changing the model's predictions and constraining
AEs only for input-space imperceptibility with distance functions such akead to detectable
attacks. ldeally, an attack against a DD crafts a set of AEs thatdtatistically indistinguishable
representations with respect to NEs.

Towards this goal, we rst note that the MMD between two sets of samples with respect
to thei" layer representationsMMD; (X ,; X ,)—is end-to-end differentiable. Previously, this
has allowed MMD to act as a loss function to train generative models by minimizing the distance
between the generated and the natural distributi®ds [nspired by this, we design the following
objective function for SIA that nds the set of perturbations whereX, = fx; + ; jx; 2

Xo; j2 , j=1 mgwhich we shortly denote as, +

Mol
min- MMD; (Xg; X0+ ) + L(x; + )5 T5)
i=1
The rst term keeps the AE and NE distributions close with respect to'tHayer repre-
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sentations. The attacker samples a random set of NEs toXgramd uses it during the MMD
computations as guide set To prevent over tting, we sample three guide sets and take the
average MMD loss on them. The attack ultimately aims to defeat DDs by makirggatistically
equivalent to the guide sets. We sample the guide sets such that the predicted class labels of
the samples iiXX y matchT, the target labels of the attack. We tune the kernel using the median
heuristic, i.e., the median pairwise distance between the poitg andX, +

The second loss term ensures that adding the corresponding perturbati®n, , to each
initial sample x; 2 Xo, changes the model's prediction into the target class2 T. We use
cross-entropy as the loss functi@nin the second term. In this section, we perform targeted
attacks by selectin@; 6 4(x;) randomly from the list of available classes.

The hyper-parameter balances between the two terms to re ect the attacker's priorities
( 0). As decreases the second term will start dominating at the risk of increasing the
detectability; whereas asincreases the ASR of the AEs might start dropping.

For its simplicity, we use the; -norm bounded PGD attack (k; ") to minimize our
objective. Unless speci ed otherwise, we 8et 0:03, following prior work [3]. We perform
200 PGD iterations, use a scheduler that periodically reduces the step size, and craft 250 AEs
at once as a batch. Note that SIA objective can be integrated into any other distance metric and

gradient-based attack method.

Applying SIA Against the PLR. We apply SIA against the PLR (17th layer) and visualize the
resulting representations in Figure 3.2. We searéh[0; 128]to nd the value that minimizes
SAMMD's DR while still achieving 100% ASR. Compared to Figure 3.1, we rst observe the

closeness between AE and NE distributions at the PLR. As a result, SAMMD fails to detect these
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Figure 3.2: The representations of adversarial examples crafted by SIA against the PLR.

AEs with 100 samples, i.eQR190 = 1%; whereas it could detect the standard attacks perfectly
with only 50 samples. Note that SAMMD focuses only on the PLR and consumes a t@tal of
AEs to obtainDR, as it uses half of them for training its MMD kernel. Therefore, we also focus
on the layerwise DDs (Section 3.1.2), which tune the kernels heuristically and can operate on any
layer.

Turning our attention to the other layers reveals that the AEs are still detectable. Layerwise
DDs obtain between 80% and 10@&R;qo up until the 14th layer, after which the DR drops
rapidly. Although applying SIA against the PLR breaks SAMMD (the most recent DD), it fails to

craft statistically indistinguishable AEs at the remaining layers.

SIA Against One Layer Is Still Detectable at Others.Here, we perform SIA against thé layer

and measure the DR of a layerwise DD applied afjthéayer. Figure 3.3 presents the results

for a uniformly spaced subset of layers. For example, attacking the 5th layer drops the DR at this
layer to 3% whereas the same AEs are still detectable at the 14th layer with 100% DR. Note how

attacking certain layers also defeats the detection at some other layers, e.g., 8th and 11th layers.
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Figure 3.3: Crafting adversarial examples with SIA against one layer and measuring the detection

rate at the other layers.

We hypothesize that this pattern arises from the architecture and the feature diversity among the
layers P5]. The layers in the same group, e.g., 8th and 11th, have the same feature map scale
and, therefore, extract similar features. Prior representation similarity meifical§o report

similar ndings. Ultimately, SIA perturbations against one layer create outlier representations at a
dissimilarlayer. Overall, these results lead us to conclude that we have to attack multiple layers

jointly to craft indistinguishable AEs across the model.

Attacking All layers. Our previous formulation only attacks a single layer, which has failed to

evade detection at others. To jointly attack all layers, we update the rst term of SIA objective
P

as iN:1 iMMD; (Xg; X0+ ) , whereN is the number of layers. This minimizes the weighted

sum of the MMD loss from all layers, with as the weight of th&" layer. We opt for attacking

all layers for simplicity as attacking only the dissimilar layers has not led to any improvements.
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We experimentally nd that assigning equal weights to each layer performs well,;i=., for
i2f1, ;Ng. To ndtheideal , we search in the rang6; 128] while keeping the ASR above
95%. This allows us to craft successful AEs that are also indistinguishable.

Figure 3.4 suggests that the resulting AEs with 97% ASR follow the same distribution as
the NEs across the model. Layerwise DDs at each layer resbRRig, between 0% and 3%, i.e.,
the AEs are not detectable at any layer. SAMMD also fails to detect the AEs we craft as it obtains
less than 1% DRy, averaged over 10 runs.

Regarding the impact of, we see a trend that con rms our intuition. When we set 1,
the AEs we craft have 100% ASR, however, SAMMD achieves a non-trivial RB%g, against
these AEs. As the sweet spot, we have presented the resultsf82, whereDR3zq is 6% and
the ASR is 97%. On the other extreme, whes 128, the DR3q is only 0.3%, however, the ASR

drops to 58%, as we expected.

Figure 3.4: The representations of adversarial examples crafted by SIA against all layers.

Runtime Performance. The main overhead SIA has over PGD is computing MMD between
the adversarial and guide sets with respect to the model's representations at each layer. Runtime
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of MMD computation grows linearly, quadratically, and linearly with the number of dimensions

in the representations, the number of samples in the sets and the number of layers in the model,
respectively. This results in around 30—40% slower attack iterations compared to PGD. For exam-
ple, against ResNet-50/CIFAR-10, VGG-16/CIFAR-10, and ResNet-50/TinylmageNet models,
crafting 1000 samples on a commodity GPU takes Q18((iteration$ 10, 4, and 30 minutes,

respectively; whereas it takes PGBO(iterationg 1.5, 0.5 and 5 minutes.

3.2.3 Comparison With the Feature-Level Attack (FLA)

Similar to our attack, the FLAJ7] aims to craft AEs that match the representations of NEs at

a layer. For an initial sample,, it randomly selects a natural guide sampjeand crafts the
perturbation that minimizeskFi(x, + ) Fi(Xg)ko. The FLA has been an effective attack
against typical detectors that operate on individual sampkjs To evaluate whether it can also
defeat DDs, we apply thg -norm bounded FLA with random target labels against each layer.
We present the detection results in Table 3.1 for attacking different layers with the FLA. We set
the ; -norm perturbation-bound tb= 0:03, same as SIA. For an initial samplg,, we select the
corresponding guide;g, randomly among the holdout samples such ftiag) = t, wheret is

the attack's target class. We see how the FLA is successful against the deeper layers in evading
the DDs; however, it fails in earlier layers. This aligns with Sabour et &7 hdings that it is

more challenging to apply the FLA against earlier layers as they are less sensitive to perturbations.
Moreover, attacking all layers with the FLA also cannot evade the DDs. These results demonstrate
that the FLA is ineffective against DDs regardless of the parameters and layerwise DDs against

the FLA result in over 609%DR;qo at most layers. Overall, although the AEs crafted by the FLA
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evade individual detectors, collectively they are from a different distribution than the NEs.

ATTACKED ATTACKED

LAYER ASR LAYERDR AVGLYR MAXLYR

2 98% 40% 89% 100%
5 98% 63% 88% 100%
8 100% 91% 93% 100%
11 100% 100% 94% 100%
14 100% 0% 75% 100%
17 100% 0% 79% 100%
ALL 99% - 78% 100%

Table 3.1: The detection performandR;qo) of DDs against the FLA. We attack individual layers

with the FLA to craft targeted AEs with random targets. We apply the layerwise DDs and measure
the detection rates at the attacked layers. We also report the average and the highest DRs among
the layerwise DDs. In the last row (ALL), we attack all the layers in the DNN. We experiment

with a ResNet-50 model on CIFAR-10.

Further, our next experiment suggests that attacking multiple layers simultaneously with the
FLA might also be challenging. We rst randomly sample NEs fromghg andhorseclasses
and compute the pairwise distances between the representations of these samples at different
layers. For each ship sample, we then nd the Spearman's rank correlation between its distances
to the horse samples at layerand]j . Finally, for all ship samples, we take the average of this

measurement which results in a metric we denot€®R;; ). HavingCORy;;, close to one
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implies that if two samples are close at layethey are close at layg¢ras well. However, we see

that the distances are poorly correlated between certain layers. For exa@Blgs) = 0:77,
whereasCOR(;.14) = 0:16 andCORs.5) = 0:81 whereasCORs.14) = 0:29. This experiment
produces consistent results for other classes as well. As the FLA selects only a single guide sample

for each AE, an AE that is close to the guide at one layer might fail to be close to it at another.

Layerwise Analysis of SIA.Being able to select only a single guide sample for all layers makes it
dif cult for FLA to avoid detection at all layers. Here, we show that SIA crafts an AE by implicitly
selecting different guides at different layers. In Figure 3.5, we present images from a case study
we conduct to understand this tendency of SIA. We visualize two clean initial sampleXfrom
and the corresponding AEs SIA crafts when it is applied against all layers of the DNN. We then
nd the holdout image<losestto the initial clean, and adversarial, images with respect to the
representations at different layers. This reveals two behaviors that make SIA perform better than
the FLA in evading layerwise DDs.

First, for a clean image, the closest images at different layers are not classi ed into the same
class as the clean image. For example, for the cdpants car the closest image at the 2nd and
7th layers is an image oftaapot These results align with our ndings using tREOR metric in
Section 3.2.3. This behavior demonstrates why selecting a single guide per initial sample makes it
challenging for the FLA to evade multiple layers.

Second, for an adversarial image, the closest images at different layers change from layer to
layer. For example, for the adversaroaw tie(originally acandlg, we see the closest images are
orangeandlampshadeandbow tieat the 7th, 12th and the 17th layers, respectively. This shows

that SIA implicitly selects different guide samples at different layers to craft AEs.
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Figure 3.5: Understanding the layerwise behavior of SIA. Displaying the holdout images closest
to the initial natural and the corresponding adversarial examples at different layers. We craft the
AEs using SIA against all layers of a ResNet-50 model trained on Tiny-ImageNet. At the bottom

of each image, we display the model's predicted class on that image. We nd the closest images

by measuring the, distance between two images with respect to the model's representations.
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3.3 Empirical Evaluation of SIA Against Distributional Detectors

Attack Details. We craft 1000 targeted AEs, starting from a random subset of the test samples as
our initial setX . We select the target labelsrandomly from the list of available classes. This

selection re ects the average-case dif culty in crafting targeted AEs [98].

Detector Details. Against our attack, we apply the layerwise DDs at each layer and report the
average and the highest detection rates (DR) among them. We observe that combining the p-values
from each layer using popular methods, such as Fish@®]sor Brown's [100 does not improve

the DR over the best layer. We also evaluate SAMNBB| [as it is the state-of-the-art DD. To
understand how consuming more samples affects DDs, we BBagh, DR2go andDRzgo. These

detectors have around 5% (false) DR when they operate on NEs instead of AEs.

3.3.1 White-Box Scenarios

In Table 3.2, we present the detection results against SIA in the white-box setting, i.e., the attacker
has full access to the victim model. We see how SIA evades the DDs across the board, while still
achieving a high ASR. The low DR of layerwise DDs shows that the AEs we craft are not detectable
at any layer. The more complex the task gets (e.g., larger inputs or more classes), performing
adversarial attacks becomes easier as the models become more sensitive to pertuilbdtions [
As a result, SIA against Tiny-ImageNet models is even more successful and SAMMD completely

fails.

Comparisons With Baseline Attacks.Here, we compare SIA with two popular baseline attacks—

PGD and AutoAttack]5]—in terms of detection rates. We have already presented the comparisons
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A ASR AVG LYR MAX LYR SAMMD

RANDOM CLASS TARGETED

CIFAR-10

DR100/200/300 DR100/200/300 DRi100/200/300
R 97% 1/2/3% 3/5/7% 0/2/6%
V.  94% 1/1/1% 3/1414% 0/5/28%
M 100%| 3/2/3% 71519% 0/0/1%

TINY-IMAGENET

R 100%| 3/4/4% 9/8/9% 0/0/0%
V. 100%| 2/2/3% 6/5/9% 0/0/0%
M 100%| 2/4/2% 71816 % 0/0/2%

Table 3.2: The performance of distributional detectors against SIA. Column [A] includes three

architecturesResNet-50V GG-16 andM obileNet. [AVG LYR] presents the average DR across

the layers of the model and [MAX LYR] presents the highest DR among all layers.

with another attack FLA [97] in Section 3.2.3.

We present the detection results against PGD in Figure 3.6 for increasing perturbation-

bounds () of PGD. We see how the ASR increases as we incréase how, as a result, the AEs

become more detectable. Even with low ASR levels when0:01, the layerwise DDs still have

moderate success against PGD.

We present the detection results against AutoAttatH [n Table 3.3 for increasing

perturbation-bounds'). We found that maximizinglifference of logits ratidoss, instead of

cross-entropy, allows AutoAttack to be less detectable than PGD in the nal layers. However,
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Figure 3.6: Detection performanc®Rs) of the layerwise detectors against PGD with increasing
perturbation-bounds'). AVG and MAX report the average and the highest DR of the layerwise

DDs. We experiment with a ResNet-50 model trained on CIFAR-10.

in the remaining layers, AutoAttack is still easily detected: e.g., 100% detection rate at the 11th
layer (SIA has only a 2% detection rate). Overall, these results validate our formulation to evade

detection at multiple layers.

Applying SIA Against an Adversarially Robust Model. Robustness aims to prevent AEs by
making the model less sensitive to perturbatidtjs Although it has been studied separately from
detection, recent work has formed a connection between the two approa6Bes(3. Here, we
apply SIA and standard PGD against;anorm adversarially-trained robust model, provided by
Madry et al. B]. When" = 0:03, SIA and PGD craft AEs with 42% ASR, on which SAMMD
obtains 37% and 100%Rsq, respectively. A highet increases the ASR without making SIA
fully detectable, e.g., wheh= 0:07, ASR is 82% andR3zq is 46%. This shows that PGD is

still easily detectable even at a low ASR level, whereas SIA can still evade DDs that rely on
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DETECTION LAYER

2 5 8 11 14 17

= 0:005 ASR=79%

4% 10% 35% 36% 10% 4%

=0:01, ASR=99%

5% 92% 100% 100% 63% 10%

=0:02 ASR=100%

6% 100% 100% 100% 100% 64%

Table 3.3: The detection performandaR;qg) of distributional detectors against AutoAttack. We
apply the attack with different perturbation boundsgnd measure the detection rate at different

layers of the model. We experiment with a ResNet-50 model on CIFAR-10.

representations from robust models.

Giving More Samples to the DetectorsA DD performs better as the number of samples available

to it increases. Here, we experiment with our ResNet-50 model on CIFAR-10 and quantify how
many AEs a DD needs to be able to consistently detect SIA. We present the full detection trend in
Figure 3.7. When SAMMD consumes 2000 AEs (1000 for kernel tuning and 1000 for testing), it
achieves 789%R;q00, With 4% false DR. The higheflR,900 among the layerwise DDs is 27%,

with around 8% false detection rate. Note that these DDs have a perfect (100%) DR against the

standard attacks with only 50 samples. As a realistic defender might only have a limited number
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Figure 3.7: The detection performance of distributional detectors as a function of the number of
available samples. We experiment with a ResNet-50 model trained on CIFAR-10. We measure the

false detection rates by providing NEs to the detectors instead of AEs.

of AEs, this casts doubt on whether detecting SIA is practical.

3.3.2 Transferability of SIA

As we discussed in Section 2.2.7 in the context of DeepSloth, the transferability of AEs implies
that they can still hurt a model that they were not craftedld,[105. Even though white-box
attacks are important to expose a vulnerability, transfer attacks, by requiring fewer assumptions,
are more practical. Here, we investigate whether SIA can craft transferable AEs that also avoid
detection at an unknown model. To this end, we follow the same methodology as in Section 2.2.7.
We rst craft the AEs against aurrogatemodel and transfer them totargetmodel. We then
measure (i) the ASR of these AEs against the target model and (ii) the performance of the layerwise
DDs that operate on the target model's representations. As a baseline, we also craft AEs via PGD

and tune its perturbation-bourido achieve a similar ASR to SIA.
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S-T SIA PGD

ASR MAXLYR AVGLYR ASR MAXLYR AVGLYR
DRsos100  DRso/100 DRsos100  DRso/100
R-R 46% 19/84% 4/20% || 44% 100/100% 63/82%
R-V 24% 21/89% 7142% | 23% 99/100% 63/90%
R-M  41% 41/94% 14 /56%|| 41% 100/100% 70/85%

V-M  46%  60/99% 13/58%| 42% 100/100% 65/82%

Table 3.4: Transferability performance of SIA. [S-T] column lists the architectures of the surrogate

[S] and target [T] models.

In Table 3.4, we present the results on crafting AEs with random targets against CIFAR-10
models. We rst note that, for similar ASR levels, SIA overall performs better than PGD against the
detectors. Moreover, compared to the white-box setting, the attacks are more detectable and have
less ASR. For example, when using two ResNet-50 models as both the surrogate and the target,
SIA achieves 46% ASR. On the AEs, the DDs achieve at most BRYg against SIA; which
was only 3% in the white-box setting. Further, we see that AEs are more transferable, for example,
from ResNet-50 to MobileNet than from ResNet-50 to VGG-16. The similarities between different
DNN architectures explain the transfer success between different mddéls We believe
combining SIA objective with the recent methods that craft more transferable &IBs107] is a

promising direction to boost the transferability of SIA.

Cross-Statistic Transferability. So far in this chapter, we have applied DDs that perform a 2ST
using MMD as their test statistic. As SIA also uses MMD to craft indistinguishable AEs, we

ask whether these AEs would evade a 2ST that uses a different statistic. To this end, we apply a
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classi er two-sample testq2ST) by Lopez-Paz et al1J0g on the representations at each layer. A
C2ST rst constructs a dataset by pairing the samplesjrandX,, with positive and negative
labels, respectively. It then trains a binary classi er on this dataset and uses its accuracy on test
samples to compute the p-value, which we use to obtain the DR. We use 300 samples to train the
classi er and 300 samples to obtain the p-value. Applied on a CIFAR-10 ResNet-50 model, C2ST
achieves at most 6@R3, against the AEs we craft; whereas the MMD-based DD achieves 7%.

This demonstrates that SIA is transferable to test statistics other than MMD.

3.3.3 The Factors Affecting the Success of SIA

Essentially, an adversarial attack adds perturbatimnan initial samplex 2 X o, which moves

x towards some endestinationwith respect td-;, the model's representations. To enforce that

the crafted AEs follow the natural distribution, our attack uses natural guide samp2s(g)

that specify a distribution over the possible destinations. The success of this procedure depends
on two factors: (i) the sensitivity d¥; to input perturbations and (ii) the initial distance between
Fi(x) and its destinatiofrj(Xy). The sensitivity ofF; grows with its Lipschitz constart, i.e.,

kFi(x) Fi(x+ )k L",which allows the perturbations to have a greater impact [109].

In Figure 3.8, we experiment with our ResNet-50 model on CIFAR-10 to evaluate how the
factors (i) and (i) affect the success of SIA in evading detection. We apply the methbaiCri¢
measure the average local Lipschitz constant around the holdout samples with respect to each layer
inthe modelk k; " =0:03). First, we see that the Lipschitz constants increase throughout
the layers, aligning with]11]. Second, to isolate the impact of (ii), we apply SIA at each layer

in two settings based on the average pairwise representation distances between the samples in
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different classes. In thelosestand thefurthestsettings, we seX andX 4 as the samples from the

class pair with the least and the most average distance, respectively. We then report the detection
rates DRsp) of DDs that individually operate on the layer attacked by SIA. This reveals that SIA

is effective wherX, andX are close (e.g., theogandcat classes) as it does not need to move

the initial samples signi cantly with respect to the representations. However, the furthest setting
shows that wheX, andX 4 are far away (e.g., thairplaneandfrog classes), SIA might fail to

evade detection. Here, as the Lipschitz constants increase throughout the layers, the detection
rates drop rapidly: 100% at the 7th, 82% at the 12th and 0% at the 17th layers. These results
suggest that reducing the model's sensitivity, e.g., via adversarial traibiril}y pnd increasing the
representation distances between different classes, e.g., via orthagonalizdfoafe promising

directions to improve detection performance.

Figure 3.8: Evaluating the factors affecting the success of SIA.
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3.4 Empirical Evaluation of SIA Against Individual Detectors

Although we have formulated SIA against DDs, individual detectors (IDs) that inspect a single
sample are more realistic and, as a result, more comm@n A typical ID quanti es how
statistically similar a sample is to the known NEs and rejects it if this score is below a threshold.
In this section, we aim to show how its formulation makes SIA effective against IDs as well.

We experiment with a ResNet-50 model on CIFAR-10, train the detectors on the whole
holdout set and test them on a balanced set that contains 500 AEs and 500 NEs. We consider the
AEs crafted by SIA (in Figure 3.4) and, as a baseline, by PGD (in Figure 3.1), both with near
100% ASR. We report the following popular metrics to assess the detection performance: (i) the
false positive rate (FPR) at 95% true positive r&BR95); and (ii) standardized partial area under
the receiver operating characteristic curve below 20% H#RIC). These metrics re ect the
realistic requirements of a detector, e.g., low FPR and high TPR, and remove the need for tuning
the threshold manually. The scores for a chance level detector are 0.5 pAUC and 95% FPR95. For
the perfect detector, they are 1.0 pAUC and 0% FPR95.

We evaluate the following four detectors from the literature.

Density artifacts [78] is one of the early detectors which assumes that the AEs lie far from
the natural data manifold. It trains a kernel density model based on the PLR of the holdout samples
and rejects a sample if its density is smaller than a threshold.

I-Defender [83] characterizes the natural data distribution at the PLR using a class-wise
Gaussian mixture model (GMM). It rejects a sample if its likelihood estimated using GMMs is
less than a threshold. For this detector, we report the average results over all classes.

The odds are odd[67] relies on the distribution of a DNN's logit values, in particular, it
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assumes that the logits on AEs are less robust to noise than on NEs. Prior work has shown that the
adaptive evaluation in this paper is incomplete and designed an attack against the d&fense [
We select this method to demonstrate how SIA, with no additional effort, can evade detectors that
apply input noise.

JTLA [68] is the most recent detector we experimented on, using the implementation by
its authors. JTLA (stands for joint statistical testing across DNN layers for anomalies) computes
statistics regarding whether a given sample is similar to NEs in terms of its nearest neighbors at a

layer. It then aggregates the statistics from all layers into the detection score for this sample.

PGD SIA

Detector FPR95 pAUC FPR95 pAUC

Density 40% 0.75 95% 0.53
I-Defender 34%  0.77 92%  0.61
Odds 56% 0.71 88%  0.65

JTLA 83% 0.62 90% 0.60

Table 3.5: We present the detection results against PGD and SIA by reporting two metrics: FPR95

(lower is better) and pAUC (higher is better)

We present the results in Table 3.5. We see that all detectors have signi cantly worse
performance against SIA, compared to their performance against PGD. For example, Density
detector has near-chance level performance against SIA. Regarding JTLA, we observe that it
already performs poorly against PGD, compared to other detectors. As a sanity check, we apply
JTLA on the AEs crafted by DDN (in Figure 3.1), which results in over 0.9 pAUC. This shows

68






	Dedication
	Acknowledgements
	Table of Contents
	List of Tables
	List of Figures
	Publications
	Introduction
	Emerging Adversarial Goals Against Machine Learning
	A Promising Machine Learning Paradigm: Input-Adaptive Neural Networks
	A Prototypical Input-Adaptive Multi-Exit Architecture
	Technical Setup
	The Overthinking Problem
	The Wasteful Effect of Overthinking
	The Destructive Effect of Overthinking
	Mitigating the Wasteful Effect of Overthinking With Confidence-Based Early Exits
	Adversarial Slowdown Attacks on Input-Adaptive Inference
	Background
	Attacking Multi-Exit Architectures
	Threat Model
	Standard Adversarial Attacks Do Not Cause Delays
	The DeepSloth Attack
	Evaluating DeepSloth in the White-Box Setting
	Evaluating DeepSloth in the Black-Box Setting
	Evaluating the Adversarial Training Defense Against DeepSloth
	Takeaways and Conclusions
	Realistic Constraints of Adversaries
	Background
	The Adversary's Constraints in the Adversarial Examples (AEs) Threat Model
	Detecting Adversarial Examples
	Statistical Indistinguishability Attack (SIA)
	Standard Attacks Are Detectable
	Formulating SIA
	Comparison With the Feature-Level Attack (FLA)
	Empirical Evaluation of SIA Against Distributional Detectors
	White-Box Scenarios
	Transferability of SIA
	The Factors Affecting the Success of SIA
	Empirical Evaluation of SIA Against Individual Detectors
	Attacking Other Detection Scenarios With SIA
	Dataset Shift Detectors
	Out-of-Distribution (OOD) Detection
	Takeaways and Conclusions
	Natural Leverage of Adversaries Over Malware Detection With Machine Learning
	Background
	Malware Detection in the Wild
	Characterizing ITW Detection Scenarios
	Success Metrics for In-the-Wild Detection
	Technical Details
	Datasets
	Machine Learning Details
	Sandbox-Only Evaluation Gives a False Sense of Security in the Wild
	Sample Shift Hurts the Performance
	Malware Family Shift
	Benign Sample Shift
	Distributionally Robust Optimization (DRO)
	The Impact of Environment Shift
	Sandbox-Specific Artifacts
	Learning Environment-Invariant Features
	Environment Shift in the Wild
	Going Beyond Sandbox-Only Training
	S-2: Training on Labeled ITW Traces
	S-3: Sandbox Detonation of ITW Samples
	Discussion
	Takeaways and Conclusions
	Conclusion

