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Graph-valued data arises in numerous diverse scientific fields ranging from sociology,

epidemiology and genomics to neuroscience and economics. For example, sociologists have

used graphs to examine the roles of user attributes (gender, class, year) at American colleges

and universities through the study of Facebook friendship networks and have studied segregation

and homophily in social networks; epidemiologists have recently modeled Human-nCov protein-

protein interactions via graphs, and neuroscientists have used graphs to model neuronal connectomes.

The structure of graphs, including latent features, relationships between the vertex and

importance of each vertex are all highly important graph properties that are main aspects of graph

analysis/inference. While it is common to imbue nodes and/or edges with implicitly observed

numeric or qualitative features, in this work we will consider latent network features that must

be estimated from the network topology. The main focus of this text is to find ways of extracting

the latent structure in the presence of network anomalies. These anomalies occur in different



scenarios: including cases when the graph is subject to an adversarial attack and the anomaly is

inhibiting inference, and in the scenario when detecting the anomaly is the key inference task.

The former case is explored in the context of vertex nomination information retrieval, where we

consider both analytic methods for countering the adversarial noise and also the addition of a

user-in-the-loop in the retrieval algorithm to counter potential adversarial noise. In the latter case

we use graph embedding methods to discover sequential anomalies in network time series.
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1.4 An Erd�os-Ŕenyi graphG � ER(n; p), wheren = 20 andp = 0:7. This graph is
more dense than the one in Figure 1.3 and corresponds to a more dense adjacency
matrix. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.5 Example SBM graph and adjacency matrix based on the probability matrixB1,
where the probability of two vertices being connected through an edge is much
higher for vertices in the same block (community). This can be clearly seen in the
adjacency matrix, where the diagonal entries are more dense, and the off-diagonal
entries very sparse. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

1.6 Example SBM graph and adjacency matrix based on the probability matrixB2,
where the probability of two vertices being connected through an edge is much
higher for vertices in different blocks (communities). This can be clearly seen
in the adjacency matrix, where the diagonal entries are a lot more sparse and the
off-diagonal entries very dense. . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.7 Example of a graph based on an RDPG model, where the latent structure is
represented by the latent positionsX , which can be approximately retrieved by
embedding the adjacency matrix of the graph. . . . . . . . . . . . . . . . . . . . 16

1.8 Figure originally from [2]: A visual representation of the VN framework with
multiple vertices of interest in a single graph. Here, given vertices of interestS
(here, the vertices denoted in red) in a graphG and vertices that are not of interest
(in green), the goal is to produce rank lists of the vertices ofG graphs, where the
initially unknown vertices of interest (those in the red set colored black) rank at
the top of that rank list. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

vii



1.9 Figure originally from [2]: A visual representation of the generalized Vertex
Nomination framework withone vertex of interest. Here, given a vertex of
interestv� in G1 (denoted in red), and a second graphG2, the goal is to produce
a rank list of the vertices ofG2 with the unknown vertex (or vertices) of interest
in G2 ideally ranking at the top of the rank list. . . . . . . . . . . . . . . . . . . . 23

2.1 Block contamination and regularization pipeline in a simple 2-block SBM model.
The top row represents the cleanG1, the bottom row the contaminatedG2. The
aligned blocks in the matching step ideally recover the true correspondence across
the red communities and across the blue communities (i.e., across the uncontaminated
communities). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

2.2 In each panel of the �gure, we plot on they-axis the number of vertices inG1

(when considered as the vertex of interest) with their corresponding vertex of
interest ranked in the topx. In the middle (resp., bottom) row, we plot the
performance of the trimming method proposed herein (resp., the trimming method
of [3]). In the top row, we plot the difference in performance across the two
methods. In the �rst column (resp., second and third), we show performance for
m = 200 and � = 0:7 (resp.,m = 400, � = 0:7 and m = 200, � = 0:9).
Each �gure represents 30 Monte Carlo simulations (paired within each column),
with performance in each simulation plotted in gray and the average over all
MC plotted in red (top) or black (bottom two rows). In the bottom two rows,
the blue line represents chance performance. Note that the range of the y-axis
changes from �gure to �gure due to the difference in performance, number of
noise vertices added, and vertices trimmed. . . . . . . . . . . . . . . . . . . . . 46

2.3 Diffuse noise contamination example in a 2-block SBM. In the left panel, we
plot the true latent positions of the signal (red/blue) and the noise (black); in
the center panel, we plot the estimated latent positions provided via ASE of the
signal vertices (red/blue) and the noise (black)—note the rotation inherent to the
GRDPG model; in the right panel, we plot the clusters (in color) recovered by the
robustK -means withK = 2 and� = 0:2. . . . . . . . . . . . . . . . . . . . . . 47

2.4 Vertex Nomination performance after the implementation of the two-stage regularization
with � = 0:2. We plot on they-axis the number of vertices inG1 (when considered
as the vertex of interest) with their corresponding vertex of interest ranked in
the topx. In the (L) panel, we plot the absolute performance of the 2-stage
cleaning regularization procedure; in the (R) panel, we plot the difference in
performance post-regularization versus without regularization (post-pre). Each
grey line represents one of 30 Monte Carlo simulations, with the average performance
over all MC plotted in black (L) or red (R). The blue line represents chance
performance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

viii



2.5 Vertex Nomination performance after with and without seeds. In each panel, we
plot on they-axis the number of vertices inG1 (when considered as the vertex of
interest) with their corresponding vertex of interest ranked in the topx. In the (L)
panels, we plot the absolute performance of the 2-stage cleaning regularization
procedure with (top) and without (bottom) seeds; in the (R) panel, we plot the
difference in performance with and without seeds (with-without). Each grey
line represents one of 30 (paired) Monte Carlo simulations, with the average
performance over all MC plotted in black (L) or red (R), with� chosen to be
0:2 in the robustk-means cleaning. The blue lines on the left represent chance
performance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

2.6 Block regularization for Vertex Nomination across the HS Friendship Social Networks.
In each panel, we plot on they-axis the number of vertices in the uncontaminated
network (when considered as the vertex of interest) with their corresponding
vertex of interest ranked in the topx. In the left (resp., right) panel, the uncontaminated
network is the core Facebook (resp., core Friendship) network and the contaminated
graph is the full Friendship (resp., full Facebook) network. The solid lines represent
performance post-cleaning, the dashed lines chance and the dotted lines performance
without cleaning (with seeds). . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

2.7 The left Figure shows the performance of the Vertex Nomination task in the
brain data setting when trimming the noise vertices without seeds (grey lines)
and when no trimming is performed and seeds are used. These performances are
compared to chance. One can conclude that the trimmed setting seems to perform
at least as good as the untrimmed setting, but without the need of seeds. The right
Figure shows performance of the Vertex Nomination task for different embedding
dimensions when computing the ASE of the graphs. . . . . . . . . . . . . . . . 55

2.8 LEFT: The true latent positions (liberal/conservative) plus added noise. RIGHT:
The clustering results (projected on the unit sphere) after the implementation of
our kmeans method, with noise (above) and without the noise (below). . . . . . . 58

2.9 The mean precision at k of each vertex representing a liberal blog post (when
considered as the vertex of interest) for different values of k, namelyk = 1; :::; 50.
Speci�cally, for each vertex of interest (when the vertex represents a liberal blog
post), we calculate the number of other liberal blog posts that rank in the top k
and divide this number by k. We proceed similarly for each vertex representing a
conservative blog post. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.1 A sketch of the human-in-the-loop algorithm. A user provides a query and a set
of dissimilarity measures. GivenS0 (the initial set of items known to be similar to
the query) andT0 (the initial set of items known to be dissimilar to it), we produce
a ranked list and provide the user with the top k elements of that list. The user
then returns information of whether each of the top k elements in the ranked list
is similar or dissimilar to the vertex of interestv� . Given this information, each of
the k top elements in the list is then added to the currentS or T set (depending on
whether the object is similar / dissimilar to the query) in the next iteration. This
process is continued until certain stopping criteria are met. . . . . . . . . . . . . 87

ix



3.2 A visual representation of the problem at hand. Each row represents an iteration
of the human-in-the-loop algorithm. The green points represent those vertices
that are labeled as elements ofS at the given iteration and similarly, the black
points represent the vertices that are labeled as elements of theT set in the same
human-in-the-loop iteration. The red point (representing the vertex of interestv� )
and the orange points (elements ofS� ) remain constant throughout the �gures, as
they represent ground truths. Finally, the gray points simply represent all other
vertices in the graph that have not been assigned a label yet. . . . . . . . . . . . . 89

3.3 Algorithmic performance for different numbers of covariate distances used. It is
interesting to note that as this number increases(� 50), the extension-to-T-set
algorithm performs much better than the original algorithm. . . . . . . . . . . . . 91

3.4 The experiments in each column have the same three initialS sets (elements ofT �

[left], elements ofT � andS� [middle] and elements ofS� only [right]), whereas
theT sets are changing in each row. The initialT set in the �rst row is empty and
in the second row the initialT set contains elements ofT � that are close toS� . In
all experiments we run 100 Monte Carlo iterations and the error bars represent2
standard errors across precisions when running the 100 MCs. . . . . . . . . . . . 92

3.5 The experiments in each row have the same three initialS sets (elements ofT �

[left], elements ofT � andS� [middle] and elements ofS� only [right]), whereas
the T sets are changing in each row. The initialT set in the third row contains
elements ofT � that are far fromS� and in the fourth row it contains both elements
of S� andT � . In all experiments we run 100 Monte Carlo iterations and the error
bars represent2 standard errors across precisions when running the 100 MC. . . . 93

3.6 We compare the performance of our learned optimal�! � to the performance when
using each of the embeddings (adjacency and Laplacian) separately on each of
the two graphs. We call these latter 4 plotsA1; A2; A3 andA4. When running
32 Monte Carlo iterates, the performance of the ILP setting with theT set setting
seems to be increasing over the number of human-in-the-loop iterations, when
compared to the ILP (without theT set) setting and when compared to most
of the A i settings. The left �gure in Figure 3.6 shows the performance of the
algorithms at precision atk = 15, whereas the right �gure shows this performance
for precision atk = 50. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

4.1 The mean trajectory for each cluster of neuronal degree corrections, when we
consider 5 clusters in our FDC algorithm. These time-series clusters help us
extract important trends of neuron activity over time, speci�cally the way each
neuron group reacts to the sequential stimuli given, and the desensitization that
occurs as the second, third and fourth stimuli are applied. . . . . . . . . . . . . . 100

4.2 The mean trajectory for each cluster of neuronal degree corrections, when we
consider 4 clusters in our FDC algorithm. These time-series clusters help us
extract important trends of neuron activity over time, speci�cally the way each
neuron group reacts to the sequential stimuli given, and the desensitization that
occurs as the second, third and fourth stimuli are applied. . . . . . . . . . . . . . 101

x



4.3 We consider FDC with16clusters and the consensus clustering performed by our
neuroscience colleagues (similar to that done in [4]). On the left, we plot a heat
map of the Jaccard index for each pair of clusterings, with one element of the pair
being a FDC clustering and the other element being a consensus clustering. Here,
the range of values is from 0 to 0.54 and warmer colors (like red) in the heat
map correspond to lower values, cooler colors (like blue) correspond to higher
values, and white corresponds to some middle value. On the right, we plot three
FDC clusters and their assigned similar consensus clusters (computing an l2-
norm between the means of the FDC (black) and consensus clusters (red), and
assigning pairs via solving a linear assignment problem with this cost matrix). . 109

4.4 We consider FDC with16 clusters and the consensus clustering performed by
our neuroscience colleagues (similar to that done in [4]). We plot the remaining
13 FDC clusters and their assigned similar consensus clusters (computing an l2-
norm between the means of the FDC (black) and consensus clusters (red), and
assigning pairs via solving a linear assignment problem with this cost matrix);
see Figure 4.3 for the �rst three pairings. . . . . . . . . . . . . . . . . . . . . . 110

4.5 We calculate the betweenness centrality measure of each vertex at each time
point and plot a time series of these values (blue) for those vertices with the
highest betweenness scores. In this particular setting, we plot time series for
those vertices that have at least one betweenness centrality measure whose value
is > 50 in blue. For each of these10vertices, we plot the corresponding degree-
correction time series in red. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

5.1 With the same network and experimental setup as in Chapter 3, in this experiment,
the initial S set contains3 randomly chosen elements ofS� and 3 randomly
chosen elements ofT � . T initially contains only one randomly chosen element of
T � . We run100Monte Carlo iterations and compute the precision at15; we plot
the mean precision with error bars� 2se. As can be seen, our novel ILP algorithm
(ilp + T) seems to be performing best. . . . . . . . . . . . . . . . . . . . . . . . 120

5.2 With the same network and experimental setup as in Chapter 3, in this experiment,
the initialS set contains4randomly chosen elements ofS� andT initially contains
only 3 randomly chosen element ofT � . We run100Monte Carlo iterations and
compute the precision at15; we plot the mean precision with error bars� 2se.
In this experiment, the original ILP algorithm seems to be performing best at
the start, but our new method (ilp + T) `catches up' and performs as well as the
old method by the third round of the human-in-the-loop. Both methods seem to
outperform the ALP. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

5.3 The mean trajectory for each cluster of neuronal degree corrections, when we
consider 5 clusters in our FDC algorithm. In this new setting, stimuli are applied
more frequently (speci�cally at5, 12, 19, 26, 33and40minutes, which correspond
to the points3:8, 9:2, 14:6 , 17:6 , 25:3 , 30:7on the x-axis of the plot). In addition,
the stimuli at 33-minutes (25:3 on the plot) was more intense than the other ones. 121

xi



List of Abbreviations

ALP “approximate” Integer Linear Program Vertex Nomination framework
ASE Adjacency Spectral Embedding
DCRDPG Degree correlated Random Dot Product Graph
ER Erd�os–Ŕenyi
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Chapter 1: Introduction and Background

Graph-valued data arises in numerous diverse scienti�c �elds ranging from sociology,

epidemiology and genomics to neuroscience and economics. For example, sociologists have

used graphs to examine the roles of user attributes (gender, class, year) at American colleges and

universities through the study of Facebook friendship networks [5] and have studied segregation

and homophily in social networks [6]; epidemiologists have recently used networks to model the

spread of Covid-19 in communities under different intervention strategies [1] (see Figure 1.1);

and neuroscientists have used graphs to model neuronal connectomes [7].

In this work, a graph is an ordered pairG = ( V; E) whereV is the set of vertices of

the graph andE is the set of edges. A network (or a graph: for our purposes, these words are

used interchangeably) can be thought of as a set of objects (V) and interactions between them

(E). The objects can be anything from people, proteins, to neurons and the interactions can be

anything from phone calls (emails sent) between individuals, to being friends on social media, to

synapses between neurons or protein-protein interactions. Adirectedgraph is one in which the

interactions are only “one-way” (see 1.2 RHS for an example), so thatE � V � V . For example,

the synapses between a set of neurons can be modeled by a directed graph, since each synapse

starts at one neuron and ends at another. Anundirectedgraph, on the other hand, is a graph in

which the interactions are “two-way” (see 1.2 LHS for an example). In the case of undirected

1



Figure 1.1: Figure from [1]. A social network with vertices representing residents of the town
of Haslemere, UK. Here there are 468 individuals (gray nodes) with 1,257 social links (blue
edges) weighted by 1,616 daily contacts (edge thickness) and a single starting infector (red). In
these �gures one can see the progression of the COVID-19 epidemic under the no-intervention
(b–d) and secondary contact tracing (e–g) scenarios. Red arrows indicate an infection route, and
squares highlight isolated or quarantined individuals (see [1] for more details).

graphs,E �
� V

2

�
. Most graphs under consideration in this dissertation will be undirected graphs.

The structure of graphs, including latent features, relationships between the vertex and

importance of each vertex are all highly important graph properties that are main aspects of

graph analysis/inference [8,9]. While it is common to imbue nodes and/or edges with implicitly

observed numeric or qualitative features, in this work we will consider latent network features

2



Figure 1.2: Examples of a directed graph (R) and undirected graph (L)

that must be estimated from the network topology. The main focus of this text is to �nd ways

of extracting the latent structure in the presence of network anomalies. These anomalies occur

in different scenarios: including cases when the graph is subject to an adversarial attack and the

anomaly is inhibiting inference (Chapter 2-3), and in the scenario when detecting the anomaly

is the key inference task (Chapter 4). The former case is explored in the context of vertex

nomination information retrieval, where we consider both analytic methods for countering the

adversarial noise (Chapter 2) and also the addition of a user-in-the-loop in the retrieval algorithm

to counter potential adversarial noise (Chapter 3). In the latter case we use graph embedding

methods to discover sequential anomalies in network time series. Before delving into the above-

mentioned topics, we present a few de�nitions to set the foundation.

Notation: Here we will establish some of the commonly used notation in the work. For a

nonnegative integern, we de�ne

[n] = f 1; 2; 3; � � � ; ng:
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For a matrixA 2 Rm� n , we useA ij to denote thei; j -th element ofA andA i; � (resp.,A �;i ) the

i -th row (resp, column) ofA. We de�ne the usual Frobenius norm via

kAk =
s X

i

X

j

A2
ij ;

and the 2-to-in�nty norm [10] via

kAk27!1 = kAk2;1 = supkxk2=1 kAxk1 = max
i 2 [m]

kA i; �k2:

For f; g : Z > 0 7! R, we adopt the usual asymptotic notation

f = o(g) if lim
n!1

f (n)
g(n)

= 0

f = O(g) if limsupn!1
f (n)
g(n)

< 1

f = ! (g) if lim
n!1

f (n)
g(n)

= 1

f = 
( g) if liminf n!1
f (n)
g(n)

> 0

f = �( g) if f = O(g) andf = 
( g):

1.0.1 Network representation matrices

A common and concise way of representing a graph is by its adjacency matrix, where the

elements of the matrix indicate whether or not pairs of vertices in the corresponding graph are

adjacent.

De�nition 1 (Adjacency matrix). Let G = ( V; E) be a graph, with verticesV = [ n] = f 1; :::; ng

4



and edgesE �
� [n]

2

�
. Its adjacency matrixA is ann � n binary, symmetric and hollow matrix

(hollow here meaning that the graph does not contain any self-loops and hence the diagonal

entries ofA are zero). It can be described as follows:

A ij =

8
>>><

>>>:

1 if there is an edge between verticesi andj

0 if there is no edge between verticesi andj

This matrix can be considered one of the main building blocks of graph analysis. It is often

used as a tool to embed the graph into lower dimensions and extract information including latent

positions, for example. Moreover, the linear algebraic properties ofA encode signi�cant network

structure inG [11]. For example, the exponential of the adjacency matrix provides valuable

information about connectivity, as well as about the relative importance or centrality of nodes.

Another useful application is computing the Perron vector of the adjacency matrix in order to

rank the nodes of a network (see [12]).

The Laplacian matrix is another matrix that encodes important information with regard to

a graph.

De�nition 2 (The Laplacian matrix). The (normalized) Laplacian matrix is de�ned as:

L (A) = D � 1
2 (D � A)D � 1

2 = I � D � 1
2 AD � 1

2

where I is the identity matrix andD = diag(di ) is the diagonal matrix with degreesdi =

P n
j =1 A ij on the diagonal. A few basic facts about the Laplacian matrix are mentioned below.

For a more thorough exploration, see [13].
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1. The spectrum ofL (A) is a subset of[0; 2].

2. The smallest eigenvalue is always zero (asD � A has a 0 eigenvalue with eigenvector~1.)

The Laplacian matrix has been given a lot of attention in past times, given its application in

many �elds, such as randomized algorithms, combinatorial optimization problems and machine

learning. More speci�c examples of the use of the Laplacian matrix include calculating the

number of spanning trees for a given graph, approximating the sparsest cut of a graph, and it is

also used in graph-based signal processing [14]. The spectral decomposition of the Laplacian

matrix can be used to analyze the lower dimensional embeddings which can give us insights into

graph properties, via clustering, for instance.

1.1 Random Graph Models

A host of random graph models have been proposed in the literature (see [8, 15]), and two

of the more popular models in the statistical network inference community are the stochastic

blockmodel and the random dot product graph model. The above work on random graph models

allows us to situate our analysis of network data in the context of traditional statistical inference.

They provide a setting in which one can better analyze graph properties, including visualizing

graphs in latent spaces and/or clustering the nodes, node and edge property prediction or even

subgraph property prediction, etc [16,17] (see [18] for an extensive exploration of many common

random graph models).
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1.1.1 Erd�os-Ŕenyi model (ER)

Erd�os was the �rst one to use random graphs, with the purpose of giving a probabilistic

construction of a graph with large girth and chromatic number [19]. Only later did Erd�os and

Rényi begin studying random graphs as the main object of interest in their own right, publishing

the well known paper [20]. This paper laid the foundation of random graph models and its ideas

are still used all over the literature today. They propose one of the most simple and fundamental

graph models, namely the Erd�os-Ŕenyi (ER) graph model [21–24].

De�nition 3 (Erd�os-Ŕenyi model (ER)). Let G = ( V; E) be an n-vertex undirected graph-valued

random variable. We say thatG is distributed according to the Erd�os-Ŕenyi(n,p) (abbreviated

ER(n,p)) random graph model if the following holds:

1. For anyi; j 2
� V

2

�
, we haveP(f i; j g 2 E) = p:

2. The events
n�

i; j 2 E
	 o

i;j 2 (V
2 )

are mutually independent.

This model is not only interesting because of its mathematical properties (see below), but

is also widely used in graph theory research, for example it is used as a benchmark when testing

graph matching algorithmic performance and matching feasibility [25, 26]. The mathematical

properties of the ER graph model explored in [20] are quite fascinating, and some highlights are

summarized below.

Consider the setEn;N of all graphsG = ( V; E), whereV = v1; :::; vn are the vertices of

the graph andN is the number of edges. Choosing a graphG randomly from the setEn;N then

simply consists of choosingN out of the total number of edges
� n

2

�
that a graph withn vertices

can have. This means that the number of elements in the setEn;N is
� (n

2)
N

�
. One can think of the
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number of edgesN of a random graphGn;N 2 En;N to be a time variable, where one can then

analyze theevolution of a random graph, as it is called in [20]. In more mathematical terms, we

can think of a random graph formation as a stochastic process, so that at timet = 1, we randomly

choose one edge,e1 (out of
� n

2

�
possible edges connecting the verticesv1; :::; vn ), at timet = 2,

we randomly choose another edge,e2 6= e1 out of the now
� n

2

�
� 1 possible edges, and so on.

At time t = k + 1 we then randomly choose one of the
� n

2

�
� k possible edges (different from

the edgese1; :::; ek that were already chosen), where each of the remaining edges can again be

chosen with equal probability, in this case1
(n

2)� k
. For ease of notation below, we denote the graph

described above by� n;N , with verticesv1; :::; vn and edgese1; :::; eN .

In [20], �ve phases are considered, when looking at the evolution of the random graph. In

phase 1 (where N(n) = o(n)),� n;N (n) almost surely only contains components that are trees. In

phase 2 (whereN (n) � cn, where0 < c < 1
2), � n;N (n) almost surely consists of components that

are either trees or components that contain exactly one cycle (components in which the number

of edges and vertices is equal). Phase 3 (whereN (n) � cn) is the most interesting phase of them

all, and maybe one of the most fascinating results discovered in [20], namely that the structure

of � n;N (n) suddenly changes! WhenN (n) � cn, wherec < 1
2 , then the greatest component of

� n;N (n) is a tree with approximately1�

�
logn � 5

2 log logn
�

vertices (with probability tending to 1

for n ! + 1 and where� = 2c � 1 � log(2c)). WhenN (n) � n
2 , then surprisingly, the greatest

component has approximatelyn2=3 vertices (with probability tending to 1 forn ! + 1 and its

structure is a lot more complicated and complex. Finally, in this phase, forN (n) � cn with

c > 1
2 , the greatest component of� n;N (n) has approximatelyG(c)n vertices (with probability

tending to 1 forn ! + 1 ), where

8



G(c) = 1 �
1
2c

+ 1X

k=1

kk� 1

k!

�
2ce� 2e

� k
(1.1)

and whereG(1=2) = 0 andlimc! + 1 G(c) = 1 . Here, there is the above “giant” component,

and the rest of the components are comparatively small trees, the total number of vertices of

which (the latter components) are almost surelyn(1 � G(c)) + o(n) for c � 1
2 . In phase 4

(whereN (n) � cn logn , c � 1
2), the graph becomes connected (almost surely). Finally, in phase

5 (whereN (n) � (n logn )w(n), whenw(n) ! + 1 ), not only the same as in phase 4 holds,

but the orders of the vertices are almost surely asymptotically equal. In [20] they call this an

asymptotically regulargraph.

For a simple example, consider the case whenG � ER(n; p), wheren = 20 andp = 0:3.

The corresponding adjacency matrix will then contain entries (above the diagonal) that are i.i.d

Bernoulli(0.3) random variables (see Figure 1.3). Note that the structure of the connections in the

graph are re�ected in the density of the adjacency matrix, i.e. for a graph where the number of

connections (edges between vertices) is high, the corresponding adjacency matrix contains a lot

of 1s and only a few 0s, whereas in a setting with fewer edges in the graph, the adjacency matrix

contains fewer 1s and more 0 values. In Figure 1.3 the graph is less dense, since the probability

p of an edge existing between any two vertices is only0:3. On the other hand, in Figure 1.4, the

probability of edges is0:7, which gives rise to a more dense graph and therefore a more dense

adjacency matrix. As the block probability values are closer to0:5, the graphs become more

entropic and hence more complex.

In the ER model, all vertices are stochastically identical. Much of modern modeling of

random graphs focuses on the consideration of networks with intrinsic latent structure among the
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Figure 1.3: An Erd�os-Ŕenyi graphG � ER(n; p), wheren = 20 andp = 0:3. This graph is less
dense than the one in Figure 1.4 and corresponds to a less dense adjacency matrix.

vertices. For example, community structures arise and are one of the main areas of research in

network theory. Because of the “�atness” of the ER model (all edges have the same probability

p), a model that lends itself well to studying communities of a graph and is easier to work with

was developed, namely the Stochastic Block model [27–30].

1.1.2 Stochastic Block Model (SBM)

The Stochastic Block Model (SBM), introduced in [31], provides a simple model for

networks with latent community structure, and the SBM and its variants (degree corrected SBM

[32], mixed membership SBM [33], hierarchical SBM [34, 35], etc.) have been popular models

for exploring inference tasks such as community detection/clustering [36–40] and community

testing [41, 42]. Furthermore, while rather simple, SBMs can also be viewed as an analogue of
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Figure 1.4: An Erd�os-Ŕenyi graphG � ER(n; p), wheren = 20 andp = 0:7. This graph is
more dense than the one in Figure 1.3 and corresponds to a more dense adjacency matrix.

network histograms and thus provide a universal representation for unlabeled graphs [43]. The

most simple de�nition of an SBM can be stated as follows:

De�nition 4 (Stochastic Block Model (SBM) with sparsity parameter� ). A random graphG =

(V; E) on n vertices is distributed according to a Stochastic Blockmodel with parameters K,B,

� , and sparsity parameter� (writtenG � SBM(n; K; B; �; � )) if the following hold:

i. Each vertexi 2 f 1; :::; ng is independently assigned to a community/blockf 1; 2; :::; K g

according to the probability vector� 2 RK ; we will denote the block membership of

vertexv 2 V via bv.

ii. B = [ B ij ] 2 [0; 1]K � K , the block probability matrix, is aK � K symmetric matrix,

whose entries provide (up to the sparsity factor� ) the probability of a vertex in one block

communicating with a vertex in another block;� 2 [0; 1] is a sparsity factor controlling the

graph density.

iii. Conditional on the block-membership for each vertex, the (undirected) edges of the graph
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are independently sampled according to:

If u; v 2 V, then1u� G v � Bernoulli(�B bv ;bu ):

When working across pairs of SBMs, it is often convenient to work within the context of an SBM

model that allows for structured dependence across the edges of multiple networks; towards this

end, we next introduce the� -correlated Stochastic Blockmodel from [25].

De�nition 5 (Sparse� -Correlated Stochastic Block Model (SBM)). A pair of graphs(G1; G2),

is an instantiation of a correlated Stochastic Blockmodel with parameters K,B, � and� and with

sparsity parameter� (written (G1; G2) � SBM(n; K; B; �; �; � )) if the following hold:

i. Marginally, G1 � SBM (n; K; B; �; � ) and G2 � SBM (n; K; B; �; � ); moreover, the

block memberships are chosen so that the block membership function is identical across

graphs.

ii. Conditional on the block-membership for each vertex in each graph, the collection of the

following indicator random variables is mutually independent,

n
f 1u� G 1 vgf u;vg2(V

2 ) [ f 1u� G 2 vgf u;vg2(V
2 )

o

except that for eachf u; vg 2
� V

2

�
, the correlation between(1u� G 1 v) and(1u� G 2 v) is �:

Remark 1.1.1. There is an alternate parameterization of the SBM that we will �nd convenient

in experiments, namely the case when the block sizes and memberships are �xed. In this case

(written G � SBM(n; K; B;~n; � )), the block probability assignment vector� is replaced by
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~n 2 ZK satisfyingni � 0 for all i 2 [K ] and
P K

i =1 ni = n. Here, vertices are preassigned into

theK blocks (so thatjf v : bv = igj = ni ) and edges are conditionally independent given these

assignments. The remainder of the de�nition is essentially unchanged.

In Figure 1.5, we visualize a simple example of a graphG1 � SBM with 3 blocks (each

of size 100) andn = 300 vertices, with the following probability matrix:

B1 =

0

B
B
B
B
B
B
@

0:6 0:02 0:02

0:02 0:6 0:02

0:02 0:02 0:6

1

C
C
C
C
C
C
A

The graph is visualized on the left panel of the �gure, and its corresponding adjacency matrix

in the right panel. Note the clear community structure inA here, as compared to the �at ER

examples considered earlier. Note that the diagonal entries of the probability matrix are higher

probability values than the rest of the entries, and the corresponding adjacency matrix clearly

represents this fact.

Now considerG2 � SBM with 3 blocks andn = 300 vertices, with the following

probability matrix:

B2 =

0

B
B
B
B
B
B
@

0:02 0:6 0:6

0:6 0:02 0:6

0:6 0:6 0:02

1

C
C
C
C
C
C
A

In this case, the diagonal entries of the probability matrix are much smaller values than the rest

of the matrix, and again, it is easy to see this pattern in the corresponding adjacency matrix.
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Figure 1.5: Example SBM graph and adjacency matrix based on the probability matrixB1, where
the probability of two vertices being connected through an edge is much higher for vertices in the
same block (community). This can be clearly seen in the adjacency matrix, where the diagonal
entries are more dense, and the off-diagonal entries very sparse.

Remark 1.1.2. To allow for degree variability inside the classical SBM, the degree corrected

SBM of [32] endows each vertex with an additional parametercv. The de�nition is then identical

to the classical SBM except that conditional on the block-membership for each vertex, the (undirected)

edges of the graph are independently sampled according to: Ifu; v 2 V, then

1u� G v
ind:� Bernoulli(�c vcuBbv ;bu ):

Oftentimes, the SBM may not capture certain details of connections between the communities

in the graph or the complex nature of community overlap. In these cases, a more appropriate
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Figure 1.6: Example SBM graph and adjacency matrix based on the probability matrixB2, where
the probability of two vertices being connected through an edge is much higher for vertices in
different blocks (communities). This can be clearly seen in the adjacency matrix, where the
diagonal entries are a lot more sparse and the off-diagonal entries very dense.

model to use may be the Mixed Membership Stochastic Block Model (MMSBM) [33]. This

model is an extension of the simple SBM, where each vertex has a distribution of group memberships

(rather than being assigned to a particular community, like in the SBM model). Examples of

MMSBMs being used range from summarizing and de-noising complex connectivity patterns in

a network of interactions amongst proteins in yeast [44] to analyzing the brain patterns of patients

with Alzheimer's disease [45]. A formal de�nition of the MMSBM is given below.

De�nition 6 (Mixed Membership Stochastic Block Model (MMSBM) with sparsity parameter

� ). A random graphG = ( V; E) on n vertices is distributed according to a Mixed Membership

Stochastic Blockmodel (MMSBM) with parameters K,B, f � vgv2 V , and sparsity parameter�
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Figure 1.7: Example of a graph based on an RDPG model, where the latent structure is
represented by the latent positionsX , which can be approximately retrieved by embedding the
adjacency matrix of the graph.

(writtenG � SBM(n; K; B; f � vgv2 V ; � )) if the following hold:

i. Each vertexv is (either randomly or deterministically) assigned a membership vector� v in

theK � 1 simplex.

ii. B = [ B ij ] 2 [0; 1]K � K , the block probability matrix, is aK � K symmetric matrix,

whose entries provide (up to the sparsity factor� ) the probability of a vertex in one block

communicating with a vertex in another block;� 2 [0; 1] is a sparsity factor controlling the

graph density.

iii. Conditional on the block-membership vectors for each vertex, the (undirected) edges of the
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graph are independently sampled according to:

If u; v 2 V, then1u� G v � Bernoulli(�� T
v B� u):

Another extension of the SBM model is the so-called Hierarchical Stochastic Block Model

(HSBM). In this setting, not only does the whole graph have an SBM structure, but the graph

containsR subgraphs, which all also have SBM structure within themselves. The connections

between each two subgraphs are hence comparatively sparse, whereas the connections within the

subgraphs are comparatively dense. Note that a HSBM can also be thought of as one SBM graph

with K � R blocks. For different formal de�nitions of the HSBM, see for example [30,35,46].

The above SBM models and their extensions are very speci�c graph models used in cases

where the graph contains a certain `block structure'. This is not always the case, and therefore

a more general model—which incidentally encompasses all the models above—may be more

useful for cases where the graph contains latent structure that is not block-like. This is provided

by the Generalized Random Dot Product Graph (GRDPG).

1.1.3 Generalized Random Dot Product Graph (GRDPG)

Another popular network model in the statistical network inference literature is the Generalized

Random Dot Product Graph (GRDPG), which posits that the edge connectivity is a function of

latent vertex attributes that are (potentially) more general than simple community membership

[9, 47–49]. In the GRDPG setting, inference often begins with estimation of the latent positions

[9], as these estimates often provide low-dimensional Euclidean representations for the graph at

the vertex level. Given suf�cient control over the estimation error of the latent positions [10],
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various inference tasks can be pro�tably pursued in the embedding space, including clustering

[36,37,50], classi�cation [51,52], and testing [53–56], among others.

De�nition 7 (Generalized Random Dot Product Graph (GRDPG) with sparsity parameter� ).

Let d � 1 be given and letX be a subset ofRd such thatx> I p;qy 2 [0; 1]. HereI p;q is ad � d

diagonal matrix with diagonal entries containingp “+1's” and q “-1's” for integersp � 1; q � 0,

p + q = d. Let F be a distribution supported onX � Rd. A randomn-vertex graphG = ( V; E)

is distributed according to a Generalized Random Dot Product Graph with parametersX andF

and sparsity parameter� (writtenG � GRDPG(X; F; � )) if the following hold:

i. X is a n � d matrix whose rowsX 1; � � � ; X n are i.i.d. random vectors sampled fromX

according toF .

ii. Conditional onX, the (undirected) edges of the graph are independently Bernoulli random

variables withP(u � G v) = �X >
u I p;qX v. Written compactly (whereA is the adjacency

matrix ofG),

P(AjX) =
Y

f i;j g2(V
2 )

(�X >
i I p;qX j )A i;j (1 � �X >

i I p;qX j )1� A i;j : (1.2)

Similar to the correlated SBM setting, the following model from [57,58] allows us to work with

pairs of correlated GRDPGs.

De�nition 8 (Sparse� -Correlated GRDPG). A pair of graphs(G1; G2), is an instantiation of a

correlated GRDPG with parametersF , X, and� and with sparsity parameter� (written(G1; G2) �

GRDPG(X; F; �; � )) if the following hold:
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i. X is a n � d matrix whose rowsX 1; � � � ; X n are i.i.d. random vectors sampled fromX

according toF .

ii. Marginally, G1 � GRDPG(X; F; � ) andG2 � GRDPG(X; F; � ).

iii. Conditional onX, the collection of the following indicator random variables is mutually

independent,
n

f 1u� G 1 vgf u;vg2(V
2 ) [ f 1u� G 2 vgf u;vg2(V

2 )

o

except that for eachf u; vg 2
� V

2

�
, the correlation between(1u� G 1 v) and(1u� G 2 v) is �:

We note here that the GRDPG model encompasses the SBM model and its popular variants

(degree-corrected, hierarchical, etc.) as well as any (conditionally) edge independent random

graph for which the edge probabilities matrix is low rank. Furthermore, any latent position graph

[59] on n vertices can be approximated by a GRDPG with latent positionsX 2 Rn� d for some

suf�ciently larged.

Remark 1.1.3. In the context of the GRDPG latent position random graph models, two different

sources of nonidenti�ability arise naturally: subspace nonidenti�ability and model-based nonidenti�ability

[60]. Recall that the edge probability matrix for a GRDPG is given byP = � XI p;qXT for

somen � d matrix X. Subspace nonidenti�abilityarises in the context of the non-uniqueness of

the eigenbasis of the subspaces corresponding to repeated eigenvalues; i.e., we cannot hope to

exactly recover the columns ofX (i.e., the scaled eigenvectors ofP) corresponding to repeated

eigenvalues ofP. More pressing here is the issue ofmodel nonidenti�ability; speci�cally,

transformations to the inputsX under whichP is invariant. More speci�cally, for any inde�nite

orthogonal matrixW p;q (so thatW p;qI p;qW T
p;q = I p;q), we haveP = XI p;qXT = XW p;qI p;qW T

p;qX
T ;
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henceG1 � GRDPG(X), andG2 � GRDPG(XW) yield G1
L= G2.

1.2 Adjacency Spectral Embedding

In the setting of GRDPGs and more general latent position random graphs, spectral embedding-

based methods have proven effective at estimating the latent vertex featuresf X i g. Two popular

spectral embedding techniques are the Laplacian Spectral Embedding (LSE) [36, 61] and the

Adjacency Spectral Embedding (ASE) [37]. In our text, we will focus our attention on the ASE.

De�nition 9 (Adjacency Spectral Embedding (ASE)). Given the adjacency matrixA of an undirected

graph, the d-dimensional adjacency spectral embedding of A is de�ned as follows:

ASE(A; d) := X̂d = U � 1=2 2 Rn� d; (1.3)

where in the above expression,

i. The singular value decomposition (SVD) ofjAj is given via

jAj = ( AT A)1=2 = [ U jU ? ][� � ~�][ U jU ? ]T ;

ii. � 2 Rd� d is the diagonal matrix whose diagonal entries correspond to thed largest singular

values ofjAj.

iii. U 2 Rn� d is the n � d matrix whose orthonormal columns correspond to the singular

vectors ofjAj associated with the singular values in� .

ASE provides a theoretically tractable embedding ofG, with consistency [37] and central limit
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Figure 1.8: Figure originally from [2]: A visual representation of the VN framework with
multiple vertices of interest in a single graph. Here, given vertices of interestS (here, the vertices
denoted in red) in a graphG and vertices that are not of interest (in green), the goal is to produce
rank lists of the vertices ofG graphs, where the initially unknown vertices of interest (those in
the red set colored black) rank at the top of that rank list.

theorems [9,48] both having been proven for the ASE estimating the underlying latent positions

X in the GRDPG setting. Note that one key model parameter that must be estimated when

practically computing the ASE is the embedding dimensiond. Herein, we will estimated by

choosing an elbow in the scree plot of the singular values ofA [62], a (principled) heuristic

outlined in [9], and then takep andq to be the number of positive and negative eigenvalues ofA

corresponding to these leading singular values.

Remark 1.2.1. As the ASE can only recover latent positions up to an inde�nite orthogonal

transform, methods that are invariant to such transforms (e.g., spectral clustering) are unaffected

by the nonidenti�ability here. Importantly, inter-point distances areessentiallypreserved; see

[60] for detail.
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1.3 Vertex Nomination (VN)

A setting that provides a useful set of tools to analyze complex networks and extract

relevant information is Vertex Nomination (VN). It can be thought of as a semi-supervised

information retrieval framework for network data, in which a vertex (or vertices) of interest

are used to discover additional vertices of interest (either in the same graph, or in a different

graph under consideration) [57,58,63,64]. The output of a VN scheme, like in other information

retrieval tasks, is a ranked list of the unknown vertices, where the identi�ed vertices of interest

ideally rank on top of the list. In our text, we look at two different settings in which VN schemes

are useful to extract graph information. The �rst one is a setting in which there are two graphs

under consideration, one of which is subject to an adversarial attack. Here, De�nition 11 is �tting.

The other setting is one in which we are given a query (or a vertex of interest) and are asked to

produce a ranked list of further interesting vertices (in the same graph). De�nition 10 is more

appropriate in this case. To gain some intuition, below we present two informal de�nitions of

Vertex Nomination: for the single graph and multiple graph settings (see Figures 1.8 and 1.9 for

visual representations of this). In Section 1.3.1, we then provide the details of the VN problem

formulation.

De�nition 10 ((Informal) Vertex Nomination (Single graph)). Consider a graphG = ( V; E) and

a vertex of interestv� (or a set of vertices of interestV � ) . The goal in Vertex Nomination is to

return a ranked list of the rest of the vertices, where ideally, the remaining vertices of interest

rank on top of the list (see Figure 1.8; note this �gure originally appeared in [2]).

De�nition 11 ((Informal) Vertex Nomination (Two graphs)). Given vertices of interestS1 in a
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Figure 1.9: Figure originally from [2]: A visual representation of the generalized Vertex
Nomination framework withone vertex of interest. Here, given a vertex of interestv� in G1

(denoted in red), and a second graphG2, the goal is to produce a rank list of the vertices ofG2

with the unknown vertex (or vertices) of interest inG2 ideally ranking at the top of the rank list.

graphG1 and a second graphG2 with a portion of its vertices being also of interest,S2 � V (G2),

produce a rank list of the vertices ofG2 with the unknown vertices inS2 ideally concentrating at

the top of the rank list (see Figure 1.9; note this �gure originally appeared in [2]).

What de�nes vertices as “interesting” is vague above, and this is intentional. Indeed, in different

settings, what makes a vertex “interesting” may vary; examples in the literature range from

membership in a community of interest [65], vertices involved in illicit activity [65], or vertices

corresponding to a particular user in a social network [57].

Early work in VN considered community membership as the trait de�ning interesting

vertices as interesting [66–68], with notable applications including nominating fraudulent activity

at Enron [66], recommending items in an entity transition graph using data from Bing [69] and

helping identify websites involved in human traf�cking [65]. Rich theory establishing the notions

of consistency and Bayes optimality were derived in this community-focused setting [65, 70,

71]. More recent work de�nes the problem of nominating across networks, with interestingness

de�ned more broadly—for example a particular user or collection of users across social networks
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[57] or vertices corresponding to a particular neuron/region in a connectome [63] might be

the vertices of interest. Theory was developed in [2, 3], where the notion of consistent vertex

nomination schemes is de�ned and developed, with the role of features being further explored

in [63]. In addition to problem formulation and theory, a signi�cant number of methods have

been developed to practically tackle the vertex nomination problem including those based on

spectral decomposition [58,65,71], likelihood maximization [65], localized graph matching, [57]

Bayesian MCMC [72], and specialized ILP formulations [69], to name a few.

1.3.1 Vertex Nomination and consistency (theoretical details)

Below, we provide a rigorous de�nition of the Vertex Nomination problem. Before doing

so, we need to de�ne the framework on which the VN problem is built. First, we de�ne what a

nominatable distributionis.

De�nition 12 (Nominatable distribution [3]). Let n; m 2 Z > 0. The setNn;m of Nominatable

Distributions of order (n,m)is the set of all distribution familiesF(n;m )
� of the form

n
F (n;m )

c;� s.t.0 � c � min(n; m) 2 Z; � 2 � � Rd(n;m )
o

whereF (n;m )
c;� is supported onG � G , parameterized by� 2 � , and satis�es the following:

1. The vertex setsV1 = f vi gn
i =1 andV2 = f uj gm

j =1 satisfyvi = ui for all i 2 [c]; these vertices

(naturally paired across graphs) will be called core vertices and denoted viaC;

2. The “junk” vertices (those without correspondence across graphs), namelyJ1 = V1nC and

J2 = V2nC, satisfyJ1 \ J2 = ; ;
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3. The induced subgraphs satisfyG1[J1] ? G2[J2] j �

In order to model the situation in which the vertex labels across the graphsG1 andG2 are

hidden, we consider passing the vertex labels ofG2 through what is known as anobfuscation

function[2,3].

De�nition 13 (Obfuscating Function [3]). Let (G1; G2) � F (n;m )
c;� 2 N n;m . Consider a setW

such thatW \ Vi = ; for i = 1; 2 with jWj = jV2j. An obfuscating function is a bijection

o : V2 ! W. The setW is an obfuscating set, andDW the set of all obfuscating functions from

V2 to W.

We now have the tools to de�ne the vertex nomination scheme. Below is the de�nition for

a single vertex of interest, adapted here from [2,3].

De�nition 14 (VN Scheme for single VOI [2, 3]). We de�ne thevertex nomination schemeas a

function� : Gn � o(Gm ) � V1 ! T W (where for a setA, TA denotes the set of all total orderings

of the elements ofA and wheren; m 2 Z > 0) such that for anyg1 2 Gn ; g2 2 Gm ; v� � V1

(wherev� 2 V1 is the vertex of interest inG1), obfuscating functionso1; o2 2 DW (where W be

an obfuscating set) and anyu 2 V(g2), the following holds for allk 2 [m]:

r � (g1; g2; o1; v� ; I (u; g2)) = r � (g1; g2; o2; v� ; I (u; g2)) ()

o2 � o� 1
1 (I (�( g1; o1(g2)) ; V � ))[k]); o1(g2)) = I (�( g1; o2(g2); v� )[k]; o2(g2))

where�( g1; o(g2); v� )[k] denotes the k-th element in the ordering�( g1; o(g2); v� ) andI (u; g) is

de�ned asI (u; g) =
n

w 2 V(g) s.t.9 an automorphism� of g, s.t.� (u) = w
o

whereg 2 Gm ,

u 2 V(g). The set of all such VN schemes will be noted asVnm .

25



Note that this extends to multiple vertices in the query set (i.e., multiplev� ) in a straightforward

manner; see [3] for detail.

For a VN scheme� and obfuscation functiono, we de�ne rank�( g1 ;o(g2 );v � )(o(u)), for each

u 2 V2, to be the position ofo(u) in the total ordering of�( g1; o(g2); v� ) and we letr � : Gn �

Gm � DW � V1 � 2V2 ! 2[m] be de�ned via

r � (g1; g2; o; v� ; S) = f rank�( g1 ;o(g2 );v � )(o(u)) s.t. u 2 Sg: (1.4)

With notation as above, for(g1; g2) sampled from(G1; G2) � Fc;n;m;� with vertex of interest

v� 2 C, andk 2 [m � 1], we de�ne the level-k nomination loss via

`k(� ; g1; g2; v� ) = 1
n

rank�( g1;o(g2 );v � )

�
o(v� )

�
� k + 1

o
= 1 � 1

n
rank�( g1;o(g2 );v � )

�
o(v� )

�
� k

o

The level k error of� at v� is then de�ned to be

L k(� ; v� ) = E(G1 ;G2 )� Fc;n;m;�

h
`k(� ; G1; G2; v� )

i

To de�ne the notion of VN consistency, we consider sequencesF =
�

F (n;m n )
cn ;� n

� 1

n= n0

be a sequence

of nominatable distributions with nested cores (see [2]). In this setting, the Bayes optimal VN

scheme sequence(� �
F ( n;m n )

cn ;� n

) is de�ned in [2] which allows for the following de�nition of VN

consistency.

De�nition 15 (Level kn Consistent VN Rules in the single v.o.i. setting [2,3]). With notation as

above, for a given non-decreasing sequence(kn ) of integers, the VN rule� =
�

� n;m n

� n= 1

n= n0

is
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level-(kn ) consistent for vertex of interestv� with respect toF if

lim
n!1

L kn (� n;m n ; v� ) � L kn (� �
F ( n;m n )

cn ;� n

; v� ) = 0

.

Notable in the VN setting,universally level-(kn ) consistentvertex nomination schemes do

not exist (i.e., schemes that are level-(kn ) consistent for all nested-core nominatable sequencesF)

[2]. This is a sharp and intriguing contrast to the related setting of classi�cation, where universally

consistent classi�ers are well known to exist [73]. This is formalized in the following theorem

from [2].

Theorem 1.3.1(Corollary 28 of [2]). Let � 2 (0; 1) be arbitrary, and consider a VN rule� =

(� n;m ). For any nondecreasing sequence(kn )1
n= n0 satisfyingkn = o(m), there exists a sequence

of distributionsFc;n;m;� in N with nested cores such that

limsupn!1 L �
kn

(v� ) = � < 1 = lim
n!1

L kn (� n;m ; v� )

1.4 Thesis Outline

The unifying theme of this thesis is the task of detecting the latent structure of a graph in

the presence of network anomalies. This is an area of increasing importance as latent structure

models gain popularity [9, 48] in theory and practice. In Chapters 2 and 3, we consider the

setting in which the anomaly inhibits graph inference (Chapter 2-3). Speci�cally, in Chapter 2

we develop two novel regularization methods to increase graph concentration in both structured
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and unstructured / white noise contamination settings (see [74]: submitted for publication). In

Chapter 3 we consider another setting in which the anomaly can be thought of as inhibiting graph

inference. Speci�cally, we consider the task of ranking objects across multiple data views/modalities

relative to a given query. The anomaly here is in the form of errorful training and/or data

modalities where the query's signal is particularly weak. Our work builds on [75]'s work in which

an integer linear programming (ILP) learning-to-rank framework is introduced. Originally, a set

of objects known to be similar to the query is assumed to be provided. Our work here involves

introducing a set of objects known to be dissimilar to the query and adding a user-in-the-loop to

the algorithm, both of which are shown to increase algorithmic performance and protect against

certain algorithmic anomalies (e.g., errorful training data). Finally, in Chapter 4, we consider

a setting where the anomaly in the latent structure spaceis the signal that we wish to uncover.

Here, we use graph embedding methods to discover sequential anomalies in network time series.

Speci�cally, we use the DCRDPG (see 17) to naturally encode a network time-series and show

the capacity of this model to capture biologically relevant signal in a connectomic time-series

setting.
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Chapter 2: Adversarial Contamination

2.1 Novel contribution

In this Chapter, we present two novel regularization methods to increase graph concentration

in both structured and unstructured / white noise contamination settings (see our paper [74],

which is submitted for publication). The structured noise setting that we build upon from [3]'s

is one in which the adversarial contamination model is formulated as a probabilistic mechanism

acting on the network via edge/vertex deletion or addition. Here, we develop a novel trimming

method (situating our exploration in the context of random dot product graphs (RDPGs) [9, 47,

59] and stochastic blockmodel graphs) which is theoretically more tractable, computationally

less expensiveand shows empirically better performance. Since in many real data settings the

distribution of the noise (contamination) is more nuanced or altogether unknown, we develop

yet another regularization method for a more general diffuse noise setting, based on the k-

means algorithm. Both above-mentioned trimming methods are shown to combine seamlessly

and succeed in retrieving adequate information of the contaminated graph in both simulated and

real-life data.
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2.2 Robust graph vertex nomination

As already mentioned, graph data has become more prevalent in recent times, and therefore

there has been a need for robust graph algorithms to operate in these complex data domains.

In many cases of interest, inference is further complicated by the presence of adversarial data

contamination designed to reduce algorithmic effectiveness. Some examples include attacks in

Graph Neural Networks (GNN) via gradient-based attack procedures [76] and via reinforcement

learning [77] to name a few (for a review of adversarial attacks and defenses on graphs in Deep

Neural networks (DNNs) see [78]). Often, the effect of the adversary is to change the data

distribution in ways that negatively affect statistical inference and algorithmic performance. In

this chapter we study this phenomenon in the context of thevertex nomination(VN) inference

task [2, 65–68], a semi-supervised information retrieval task akin to personalized recommender

systems [79] on graphs. Succinctly, the vertex nomination problem can be stated as “given a pair

of graphsG1 andG2 and a set of vertices of interest inG1, �nd a corresponding set of vertices of

interest inG2 and create a rank list of the vertices inG2” [57] (the original, single graph analogue

tasked the user with �nding additional vertices of interest inG1 given a training set of vertices of

interest inG1). The corresponding vertices of interest inG2 should ideally (if they exist) appear

at the top of the nomination list. In the recent literature, algorithms for approximately solving

the vertex nomination task have been implemented in myriad applied problem spaces such as

�nding fraud in the Enron email corpus [66,68], identifying web advertisements associated with

human traf�cking [65], identifying search queries across Bing transition rate networks [3, 58],

and identifying neurons across hemispheres in a Drosophila larva brain connectome [69], among

others.
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While the theoretical and practical impacts of adversarial noise and subsequent regularization

have been widely studied in graph-valued data applications (see, for example, [77,80–83] among

myriad others), the development of these concepts in vertex nomination is relatively nascent and

is an area of current research. In [3], the effect of adversarial data contamination was introduced

and studied in the context of vertex nomination. In addition to developing a theoretical basis

for understanding the action of an adversary in vertex nomination, the authors in [3] empirically

demonstrate the expected cycle of performance degradation due to adversarial noise followed

by data regularization (via the trimming method inspired by [84]) recovering much of the lost

performance. The adversarial contamination model in [3] is formulated as a probabilistic mechanism

acting on the network via edge/vertex deletion or addition. The goal of the adversary is to move

the distribution out of the consistency class of a given vertex nomination rule (see [2]), and thus

diminish algorithmic performance. Within the context of stochastic blockmodel graphs [31],

a noise model (initially proposed in [81]) is introduced in [3] in which the addition/deletion of

edges and vertices in the network effectively introduces “noise” blocks into the original blockmodel

distribution. A network regularization method is then introduced which seeks to trim the noise

blocks via a network analogue of the classical trimmed-mean estimator [85,86] for outlier contaminated

data (see Section 2.3.2 for detail). While the trimming regularization of [3] is empirically

demonstrated to be effective in both real and synthetic applications, it is both dif�cult to analyze

theoretically and practically limited, as it is designed to combat a speci�c noise-type.

Building upon this work, we consider the effect on vertex nomination performance of

a combination of both structured block adversarial noise (as de�ned in [3, 81]) and diffuse

white noise. Situating our exploration in the context of random dot product graphs (RDPGs)

[9, 47, 59] and stochastic blockmodel graphs, we propose multiple (theoretically more tractable)
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regularization methods that can be combined to combat very general noise settings (see Section

2.3.4), and show empirically superior performance.

2.2.1 Vertex Nomination

Informally, the vertex nomination (VN) problem we pursue herein can be stated as follows:

Given vertices of interestS1 in a graphG1 and a second graphG2 with a portion of its vertices

being also of interest,S2 � V (G2), produce a rank list of the vertices ofG2 with the unknown

vertices inS2 ideally concentrating at the top of the rank list. What de�nes vertices as “interesting”

is vague above, and this is intentional. Indeed, we allow the user broad leeway in de�ning what

makes a vertex interesting, whether it be membership in a community of interest [65], vertices

involved in illicit activity, or vertices corresponding to a particular user in a social network [57].

While a formal de�nition of the above is presented in [2,3] and reiterated in Section 1.3.1, we do

not present the full formal de�nition here as it would introduce a needless notational complexity,

and the informal de�nition suf�ces for our present purposes.

In [3], our motivating work for adversarial VN, the authors considered the VN problem

situated across a pair of networks with latent community structure. Their contamination model

(see Section 2.3.1) corrupted the community communication probabilities and memberships by

introducing into each community anomalous vertices with anomalous connection probabilities.

In light of this, a natural model to situate our initial VN analysis is the stochastic blockmodel

of [31] (see De�nition 4) which posits a simple network model with latent community structure.

This model allows us to handle both the network with community structure and community-

structured noise (as considered in [3]). In some settings, more nuanced noise structures (that
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depend on features beyond community structure) may be more appropriate, and so we will also

consider in our analysis the generalized random dot product graph of [47,48] in our contamination

modeling. The generalized random dot product graph (see De�nition 7) will allow us to consider

more “diffuse” contamination frameworks (see Section 2.3.3), including white-noise settings and

manifold-structured noise settings as well. Below, we delve deeper into the VN problem setting,

these two contamination models, and our novel methodologies for regularizing this noise.

2.3 Contamination and regularization in VN

In order to study the effect of contamination (and regularization) on VN performance, we

will adopt the following graph model for(G1; G2) moving forward. We posit that(G1; G2) �

SBM(n; K; B; �; �; � ) is the uncontaminated base graph pair. This functions to endow a natural

notion of vertex correspondence between the vertices ofG1 andG2 (as induced by the correlation

� ) and hence a canonical de�nition of vertices of interest inG2 for any subset of verticesS1 in G1.

We further assume that we are givenG1, S1 andGc
2, whereGc

2 is the networkG2 contaminated

by one of the stochastic noise models outlined below.

2.3.1 Block Contamination

Our �rst noise model, inspired by [81] and presented as in [3], corrupts the block structure

of our underlying blockmodel networkG2. In brief, this model operates as follows. Given

parameters� + ; � � ; s+ ; s� (which can vary withn, to account for sparsity):

i. Initialize E(Gc
2) = E(G2).

ii. Create the random setW+ by independently selecting each vertex to be inW+ with some
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probability � + . Given W+ , independently create the random setW� by independently

selecting each vertex inV n W+ to be inW� with some probability� � .

iii. For each vertex pairf v; ug 2 W+ � (V n W� ):

1. If f v; ug 2 E(Gc
2), nothing happens.

2. If f v; ug =2 E(Gc
2), an edge is independentlyaddedconnectingf v; ug in Gc

2 with

probabilitys+ .

iv. For each vertex pairf v; ug 2 W� � (VnW+ ),

1. If f v; ug =2 E(Gc
2), nothing happens.

2. If f v; ug 2 E(Gc
2), the edge is independentlydeletedfrom Gc

2 with probabilitys� .

Note that this noise model acts onG2 by adding and removing edges amongst subsets of the

vertices. In this sense, this is an edge contamination model. However, by considering the portion

of the graph that is uncorrupted (edges amongst the vertices not inW+ [ W� ) as a core network

correlated to the corresponding core part ofG1, we can envision this noise model as adding

vertices and edges to the core in order to corrupt the signal.

Remark 2.3.1. In a dense SBM setting (where� = 1) with 2 blocks, consider ann-vertex

stochastic blockmodel with block probability matrix given by

B =

0

B
B
@

p r

r q

1

C
C
A

where, wlog,p � q � r � 0. In this setting, the above adversarial model gives rise to a new
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6-block stochastic blockmodel, whose block probability matrixBc is given by

Bc =

~B1
~B +

1
~B �

1
~B2

~B +
2

~B �
2

0

B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
@

1

C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
A

p x1 x2 r x3 x4
~B1

x1 x1 p x3 x3 r ~B +
1

x2 p x2 x4 r x 4
~B �

1

r x3 x4 q x5 x6
~B2

x3 x3 r x 5 x5 q ~B +
2

x4 r x 4 x6 q x6
~B �

2

where

x1 := p + s+ (1 � p)

x2 := p(1 � s� )

x3 := r + s+ (1 � r )

x4 := (1 � s� )r

x5 := q+ s+ (1 � q)

x6 := q(1 � s� )

Letting B1 and B2 denote the blocks in the original SBM, in the above,~B +
1 are the vertices in

W+ \ B1; ~B �
1 are the vertices inB1 \ W� ; and ~B1 are the vertices inB1 n ( ~B �

1 [ ~B +
1 ). ~B2

is de�ned analogously. Note �rst that the induced subgraph amongst~B1 [ ~B2 is an SBM with

block probability matrixB, and we will often consider this “core” of the contaminatedG2 to be
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Figure 2.1: Block contamination and regularization pipeline in a simple 2-block SBM model.
The top row represents the cleanG1, the bottom row the contaminatedG2. The aligned blocks in
the matching step ideally recover the true correspondence across the red communities and across
the blue communities (i.e., across the uncontaminated communities).

correlated to the correspondingly structured graph ofG1. Also note that, given aK -block SBM,

this contamination model yields a3K -block contaminated SBM.

2.3.2 Block Regularization

To mitigate the effect of the adversary in the above-described setting, [3] proposes a graph-

trimming-based regularization method that is empirically demonstrated to retrieve much of the

original inferential performance. Once trimmed, the procedure they use to nominate �rst separately

computes the ASE of the two graph, then uses seeded vertices to align the networks in the

embedding space via orthogonal Procrustes analysis [87]. The vertices are then jointly clustered

using model-based Gaussian mixture modeling (here BIC-penalized GMM as in [88]). Finally,

candidate matches/vertices of interest are ranked based on increasing Mahalanobis distance to

the vertex (or vertices) of interest [3]. One of the crucial steps in the above-described procedure
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is precisely the regularization method employed, which is the network analogue of the classical

trimmed mean estimator from robust statistics. This approach seeks to trim the toph% and

bottom `% of vertices ordered by degree, where(h; `) is chosen adaptively via a modularity

maximization procedure.

The trimming in the above method happensbeforecreating the adjacency spectral embeddings

of the graphs, and the impact of the trimming on the distribution of the ASE is dif�cult to

theoretically parse due to the complicated dependency structures that appear as a side product

of the regularization. While [89] have shown that regularization enforces concentration in sparse

random graphs in the spectral norm, similar concentration results for the type of row-wise norms

(i.e., the2 ! 1 norm) that would be needed for a �ner-grained analysis are still open. In light

of the myriad works proving consistency of the ASE for estimating the latent position parameters

in random dot product graphs [9, 48], trimming after embedding the graphs seems a plausible

alternative method to avoid inference complications.

Our new method is based precisely on this point. We �rst embed the graphs and estimate

block/community structure (i.e., estimating theB matrix in an SBM setting) for each graph in

spectral space. The networks are then aligned in model space (via graph matching the estimated

B matrices), yielding a subgraph ofG2 corresponding toG1, with the remainder ofG2 being

trimmed. This induced subgraph is re-embedded and aligned to the ASE ofG1. The same

ranking procedure as in the �rst method is used to rank the candidate matches inG2. Below we

give a more detailed description of our regularization method (see Algorithm 1 for pseudocode).

1. Separately embedG1 (into Rd1 ) andG2 (into Rd2 ) via ASE, whered1 andd2 are estimated

as in Section 1.2. Estimatep1; q1 by counting the number of positive (respectively negative)
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eigenvalues of the adjacency matrix ofG1. Estimatep2; q2 by following a similar procedure.

2. Separately cluster the vertices ofG1 andG2 in the embedded space using GMM as employed

by MClust [88]. Denote the cluster centers obtained from clusteringG1 (resp.,G2) via

� 1 (resp.,� 2). Modeling G1 and G2 via SBMs, estimate block probability matrices via

B̂ = � 1I p1 ;q1 � T
1 2 RK 1 � K 1 andB̂ (c) = � 2I p2 ;q2 � T

2 2 RK 2 � K 2 . For a proof of the Frobenius

norm consistency of these estimates in the SBM setting, see Theorem 2.6.1 in Appendix

2.6.1.

3. ForK 1 � K 2, then we will proceed to trim the graph in model space as follows.

i. First, alignB̂ to B̂ (c) by �nding

P 2 argminQ2 � K 1 ;K 2
kB̂ � QB̂ (c)QT k2

F :

where

� K 1 ;K 2 = f P 2 f 0; 1gK 1 � K 2 s.t.~1K 2 P � ~1K 1 ; P~1K 2 = ~1K 1 g:

Note that while solving the above problem is NP-hard in general, there are computationally

feasible options for relatively smallK 1.

ii. For P in the above argmin (which need not be unique in general), denote� 2;t := P � 2.

Letting the collection of vertices whose blocks were selected byP be denotedI (i.e.,

whose blocks werenot trimmed), we have that the trimmed network isG2[I ], with

estimated block probability matrix (abusing notation) denotedB̂ (c;t) = � 2;t I p2 ;q2 � T
2;t .

4. EmbedG2[I ] into Rd1 using ASE, denoting the embeddings ofG1 andG2[I ] via X̂ 1 and
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X̂ 2 respectively.

5. As we know which cluster centers inG1 have been aligned via graph matching to those in

G2[I ], we can use this information to align the graphs in the embedded space without the

need for seeds. To wit, solve the inde�nite orthogonal Procrustes problem

W 2 argminO 2O p1 ;q1
k� 1O � � 2;t kF ;

and setX̂ 1;a = X̂ 1W (whereOp1 ;q1 = f M 2 Rd1 � d1 s.t. M T I p1 ;q1 M = I p1 ;q1 g is known

as the inde�nite orthogonal group). See [90] for an approach to approximately solving

the inde�nite Procrustes problem. In many cases, it is appropriate to solve instead the

orthogonal Procrustes problem in which we seek

W 2 argminO 2O d
k� 1O � � 2;t kF ;

rather than the inde�nite version. Indeed, in our experiments below, we found it suf�cient

to use the orthogonal Procrustes solution here (which also obviates the need to estimate the

extra parametersp1 andq1). We present the algorithm here in its fullest generality for use

in settings where the inde�nite Procrustes problem is needed.

6. Cluster the rows ofZ =

0

B
B
@

bX 1;a

bX 2

1

C
C
A using GMM (here, we employMClust again), and

�nally, rank the candidate matches inG2[I ] according to the following Mahalanobis-

distance-based scheme.

i. Let u 2 V(G1) andv 2 V(G2[I ]) be clustered points inG1 andG2[I ], and let� u and
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� v be their respective covariance matrices obtained by the GMM-based clustering.

ii. Compute (where for a matrixM , M y represents the Moore-Penrose pseudoinverse of

M )

4 (u; v) = max( Du(u; v); Dv(u; v)) (2.1)

where

Du(u; v) =
q

(u � v)� y
u(u � v)T

Dv(u; v) =
q

(u � v)� y
v(u � v)T

iii. Rank the vertices inG2[I ] by increasing value ofminu2 S1 4 (u; v), whereS1 is the

set of vertices of interest inG1.

Seeded vertices can be computationally (and �nancially) expensive to obtain. In addition to being

more amenable to theoretical analysis, one of the principle bene�ts of the current regularization

scheme is that it obviates the need for seeded vertices. Step 5.in the above algorithm replaces the

seeded Procrustes alignment needed in [3] with an unseeded alignment of cluster centers. See

Figure 2.5 for a comparison of our regularization procedures with seeds and without.

In Algorithm 1, we estimate the block probability matrices viaB̂ = � 1I p1 ;q1 � T
1 2 RK 1 � K 1

andB̂ (c) = � 2I p2 ;q2 � T
2 2 RK 2 � K 2 . The following Theorem shows the Frobenius norm consistency

of the analogous estimates obtained by the optimal Mean Squared Error-based clustering (in Step

2 of Algorithm 1) in the Stochastic Blockmodel (SBM) setting.

Theorem 2.3.1.Let �̂ be the matrix of cluster centroids provided by the optimal Mean Squared
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Error-based clustering of̂X in the uncontaminated network (witĥ� (c) de�ned analogously for

the contaminated SBM network as de�ned in [74]). LetB andB (c) be the block probability

matrices for the uncontaminated and contaminated networks, under suitable assumptions on the

SBM model parameters (see Theorem 1 of [74] for speci�c details), we have that

k �̂ I p1 ;q1 �̂ T

| {z }
:= B̂

� � nBkF = OP

�
K 1 log� n

n

�
k (�̂ (c))I p2 ;q2 (�̂ (c))T

| {z }
:= B̂ c

� � nB (c)kF = OP

�
K 2 log� n

n

�

We then use the estimateŝB andB̂ (c) to trim the contaminated vertices inG2. We can

accomplish this by solving the following graph matching type problem. For eacha; b 2 Z > 0,

de�ne � a;b = f P 2 f 0; 1ga� b : P~1b = ~1a; ~1T
a P � ~1bg: Note that there exists aP � 2 � K; 3K

such thatkB � P � B (c)(P � )T kF = 0: We then seek to show that with high probability,P � =

argminP 2 � K; 3K
kB̂ � PB̂ (c)PT k2

F : This would imply thatP � also recovers the correspondence

between the original, non-contaminated blocks inB̂ and the uncontaminated portion ofB̂ (c) , with

the remaining blocks (which ideally capture the contamination) then trimmed by our procedure.

This is formalized in the following result:

Theorem 2.3.2.Let B andB (c) be such that

min
P 2 � K; 3K nf P � g

kB � PB (c)PT kF = 
(1)

For K �xed, we then have

P
�

P � = argminP 2 � K; 3K
kB̂ � PB̂ (c)PT kF

�
! 1
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We prove Theorems 2.6.1 and 2.6.2 in Section 2.6.

2.3.2.1 Trimming in model versus graph space

Since the trimming [3] happens in the graph space, we will refer to it as the “graph

trimming” method. Similarly, we will refer to our newly presented method as “model trimming”.

We next explore the comparative performance of these two methods using the same simulation

setup as that described in [3] (albeit, with different noise levels). In our simulations, we consider

a graphG1 with 500core vertices and a contaminated graphG2 with 500 + m vertices (herem

represents the level of contamination, where we considerm = 200 andm = 400). To wit, the

graphs are sampled from the following SBM model:

i. G1 � SBM(500; 2; B;~n = (250; 250); � = 1) where

B =

2

6
6
4

0:7 0:2

0:2 0:3

3

7
7
5

Here we use the trued1 = 2 in the ASE embedding.

ii. G2 � SBM(500 + m; 6; B(c) ; ~n = (250; m=4; m=4; 250; m=4; m=4); � = 1) whereB(c) is
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generated fromB as described in Section 2.3.1 withs+ = s� = 0:2, i.e.,

B(c) =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0:70 0:76 0:56 0:20 0:36 0:16

0:76 0:76 0:70 0:36 0:36 0:20

0:56 0:70 0:56 0:16 0:20 0:16

0:20 0:36 0:16 0:30 0:44 0:24

0:36 0:36 0:20 0:44 0:44 0:30

0:16 0:20 0:16 0:24 0:30 0:24

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

Here we use the trued2 = 6 in the ASE embedding.

iii. Letting C = [1 : 250; (250 + m=2 + 1) : (500 + m=2)] (G1; G2[C]) � SBM(500; 2; B;~n =

(250; 250); � ), we obtain two graphs which have correlated core vertex sets.

We analyzed the performance of the VN task after trimming under both methods: graph trimming

of [3] and model trimming (using, for ease of comparison, simple orthogonal Procrustes in step

3.i of our procedure as opposed to the generalized Procrustes solver); the results are summarized

in Figure 2.2. Note that the graph trimming method requires seeded vertices to run to completion

and thus, for this experiment we had used 10 randomly chosen seeds fromCto align the embeddings

when doing graph trimming. In each panel of the �gure, we plot on they-axis the number of

vertices inG1 (when considered as the vertex of interest) with their corresponding vertex of

interest ranked in the topx. In other words, forx = k, y = f (x) gives us the number of vertices

in G1 which have their corresponding vertex of interest (inG2) ranked1st ; 2nd ; :::; or; kth : In the

middle (resp., bottom) row, we plot the performance of the trimming method proposed herein

(resp., the trimming method of [3]). In the top row, we plot the difference in performance across
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the two methods (model trimming - graph trimming). In the �rst column (resp., second and

third), we show performance form = 200 and� = 0:7 (resp.,m = 400, � = 0:7 andm = 200,

� = 0:9). Each �gure represents 30 Monte Carlo simulations (paired within each column), with

performance in each simulation plotted in gray and the average over all MC plotted in red (top) or

black (bottom two rows). In the bottom two rows, the blue line represents chance performance.

In an ideal setting, where all the noise is trimmed perfectly and the nomination task performs

perfectly, we would expect a horizontal line aty = k� , wherek� is the number of vertices in

G1. From the �gure, we observe that a higher correlation provides better VN performance for

both methods, as we would intuitively expect. Furthermore, in graphs with greater number of

noise vertices, the model trimming method performs signi�cantly better than the graph trimming

method. In the graphs with less noise, the model trimming method still performs better on average

but the performance difference is less pronounced. We emphasize that the model trimming

method uses no seed vertices while the graph trimming method uses ten seed vertices. The

effectiveness of the graph trimming method in [3] was demonstrated in graphs with a relatively

smaller amount of noise, and we suspect that our current method is indeed preferable in high-

noise settings. In all cases, both methods are signi�cantly better than chance here.

2.3.3 Diffuse noise contamination and regularization

Although the above-described block regularization method is empirically (and theoretically)

effective in the contaminated SBM setting above, in many real data settings the distribution of

the noise is more nuanced or altogether unknown. Developing further regularization strategies

to deal with broader noise models is a natural next step. In this section we describe another
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Algorithm 1 Block regularization pseudocode
Input: G1 andG2 andS1

1. X̂ 1 = ASE(G1; d1) andX̂ 2 = ASE(G2; d2) (See De�nition 1.3) and estimatep1, q1, p2, q2,
wherep1 + q1 = d1 andp2 + q2 = d2.

2. Separately cluster the rows ofX̂ 1 andX̂ 2 via MClust (see [88]); Denote the cluster centers
obtained from clusterinĝX 1 (resp.,X̂ 2) via � 1 (resp.,� 2);

3. SetB̂ = � 1I p1 ;q1 � T
1 2 RK 1 � K 1 andB̂ (c) = � 2I p2 ;q2 � T

2 2 RK 2 � K 2 ;

4. FindP 2 argminQ2 � K 1 ;K 2
kB̂ � QB̂ (c)QT kF ;

5. ForP in the above argmin, denote� 2;t := P � 2. Let

I = f v 2 V2 s.t. v0s corresponding cluster center is selected byPg;

rede�neX̂ 2 = ASE(G2[I ]; d1);

6. SolveW 2 argminO2O p1 ;q1
k� 1O � P � 2kF and setX̂ 1;a = X̂ 1W ;

7. Cluster the rows of[ bX T
1;aj bX T

2 ]T via MClust , and rank the vertices by increasing value of
minu2 S1 4 (u; v) where4 is the Mahalanobis-like distance computed in Eq. 2.1.

technique, based on a robust K-means clustering method, that can be used in the setting where the

contamination is unstructured (or less structured) diffuse noise. We �rst describe the contaminated

latent positions in the diffuse noise model, before giving a detailed description of our K-means

based cleaning method.

Our starting point is thatG2 is ak-block SBM, that we further contaminate with unstructured

noise. To wit, letXd be a subset ofRd such thatx> I p;qy 2 [0; 1] for all x; y 2 X d and
 be

a convex subset ofXd. Next let f zi gk
i =1 be a collection ofk distinct points inXd. We then

samplen latent positionsY for a SBM graph fromF =
P k

i =1 � i � zi with � i > 0 for i 2 [k];

note thatY 2 Rn� d has at mostk distinct rows. We then contaminateY with i.i.d. “white

noise” latent positions,Z 2 Rm� d, whose rows are i.i.d. uniformly distributed over
 . Our

contaminated model's latent positions can therefore be written asX = [ YT jZT ]T 2 R(n+ m)� d.
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Figure 2.2: In each panel of the �gure, we plot on they-axis the number of vertices inG1 (when
considered as the vertex of interest) with their corresponding vertex of interest ranked in the top
x. In the middle (resp., bottom) row, we plot the performance of the trimming method proposed
herein (resp., the trimming method of [3]). In the top row, we plot the difference in performance
across the two methods. In the �rst column (resp., second and third), we show performance for
m = 200 and� = 0:7 (resp.,m = 400, � = 0:7 andm = 200, � = 0:9). Each �gure represents
30 Monte Carlo simulations (paired within each column), with performance in each simulation
plotted in gray and the average over all MC plotted in red (top) or black (bottom two rows). In
the bottom two rows, the blue line represents chance performance. Note that the range of the y-
axis changes from �gure to �gure due to the difference in performance, number of noise vertices
added, and vertices trimmed.

The contaminated graphG2 � GRDPG(X; � ). Note that the general nature of
 makesZ a natural

model for more diffuse manifold noise contamination.

In order to regularize the diffuse noise out ofG2, we will employ a robustK -means

clustering algorithm on̂X = ASE(G2; d) as described below. LetP2 be the set of partitions

of [n + m] into two groups, andCK the collection of sets ofK distinct points inXd. We seek to
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Figure 2.3: Diffuse noise contamination example in a 2-block SBM. In the left panel, we plot
the true latent positions of the signal (red/blue) and the noise (black); in the center panel, we plot
the estimated latent positions provided via ASE of the signal vertices (red/blue) and the noise
(black)—note the rotation inherent to the GRDPG model; in the right panel, we plot the clusters
(in color) recovered by the robustK -means withK = 2 and� = 0:2.

solve the following optimization problem with tuning parameter� > 0,

min
� 2CK ;p2P 2

� X

i 2 p1

min
� 2 �

k� � X̂ i k2 + � jf j : j 2 p2gj

| {z }
�(� ;p)

�
: (2.2)

The partition of the vertices provided byp 2 P 2 divides the vertex set ofG2 into estimated signal

vertices (i.e., those inp1) and estimated noise vertices (those inp2). The vertices inp1 contribute

the the error in Eq. (2.2) via the usualK -means term and are further clustered intoK disjoint

groups. Those vertices inp2 are far from the cluster centers, and are not included in any one of the

K clusters. These unclustered points incur a constant cost (here� ) in Eq. (2.2);� here is designed
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to penalize partitions that would cluster too few vertices in the noisy graphG2 while also allowing

for noise vertices to be excluded from the �nal clustering. In practice, we can choose� based on

the size of the clusters obtained by clustering the clean graphG1; if r is the largest cluster radius

in G1 then one simple heuristic is to choose� to be approximatelyr + log2(n + m)=
p

n + m

(see Eq. 4.3) (we found� = 0:2 suf�cient in most of our experiments). The graphG2 is then

regularized by considering the “cleaned” graphG2[p1] in which the unclustered (ideally noise)

vertices have been trimmed. In the context of the above model, in Appendix 2.6.2, we establish

the consistency of the optimalK -means clusters solving Eq.(2.2).

Remark 2.3.2. In order to approximately solve Eq.(2.2), we adopt the following simple heuristic.

We estimate a maximum cluster radiusr � from a clustering ofG1, and use this optimal clustering

in variant of the classicalK -means procedure as follows:

i. Setp1 = V;p2 = ; , and initialize the algorithm via an unconstrainedK -means clustering

of the rows ofbX ; Denote the cluster centers viaf � i gK
i =1 and the cluster assignment vector

via

b(K )
v =

8
>>><

>>>:

argmini 2 [K ]k bX v � � i k if v 2 p1;

0 if v 2 p2;

ii. Iterate the following twoK -means adjacent steps until stopping conditions are met

a. Update theK cluster centers

� i =
1

jf v 2 p1 s.t. b(K )
v = igj

X

f v2 p1 s.t. b( K )
v = i g

bX v
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b. For eachv 2 V(G2), if

min
i

kX v � � i j < r � ;

setv 2 p1 andb(K )
v = i . Else, setv 2 p2 andb(K )

v = 0.

Note that, in practice we iterate Step ii.until the cluster assignments do not change or a maximum

number of iterates has been met. We often run the above clustering multiple times (keeping the

clustering minimizing Eq.(2.2)) to account for randomness in the initialization of theK -means

algorithm. For an example of this algorithm in practice, see Figure 2.3.

2.3.4 Regularizing multiple noise sources

Heterogeneous and multimodal noise settings are very common when working with real

data. The two above-described cleaning methods can be strung together seamlessly to potentially

ameliorate multiple noise sources simultaneously. Consider the setting whereG2 is contaminated

by both the block-noise of Section 2.3.1 and the diffuse noise of Section 2.3.3. This represents

an idealized version of contamination that is both structured (here, designed to obfuscate the

true graph model in model space) and unstructured. Combining the two regularization strategies

outlined above yields a two-step approach in which we �rst clean out the unstructured noise

using the robustK -means method and then use our block-noise regularization algorithm to trim

the structured noise. Below we present simulation experiments showing the performance of

the VN task using our two-step cleaning procedure (again using regular orthogonal Procrustes

rather than inde�nite orthogonal Procrustes). Note that we will often compare performance post-

regularization to a non-regularized VN procedure that operates via: using seeded vertices to align

the embeddings of the two networks (without trimming) and nominating based on Step 6 of the
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procedure in Section 2.3.2.

We �rst consider the contaminated SBM model from Section 2.3.2.1 withm = 1000 noise

vertices and� = 0:7. To this, we add500additional white noise vertices sampled from (suitably

rotated to yield feasible latent positions) the positive orthant inR6. In our cleaning procedures,

we considerd1 = 2, d2 = 6, andK = 6. We use the true number of clusters in the initial

MClust clustering steps (Step 2 of Algorithm 1). Figure 2.4 shows the performance on the

VN task after the implementation of the two-stage regularization procedure. In the �gure, we

again plot on they-axis the number of vertices inG1 (when considered as the vertex of interest)

with their corresponding vertex of interest ranked in the topx. In the (L) panel, we plot the

absolute performance of the 2-stage cleaning regularization procedure; in the (R) panel, we

plot the difference in performance of the core spectral VN procedure post-regularization versus

without regularization (post-pre). Note that the post-cleaning method does not require seeds,

while the pre-cleaning method does (embed the graphs, seeded Procrustes to align, cluster and

rank based on the computed Mahalanobis distance). Each grey line represents one of 30 Monte

Carlo simulations, with the average performance over all MC plotted in black (L) or red (R). The

blue line represents chance performance. We see that our 2-stage cleaning procedure is effective

at mitigating the effect of the noise, even without seeds, and allows for signi�cantly improved

nomination performance versus running the core VN procedure sans cleaning. This con�rms

our presumption that our regularization method proves to be effective in retrieving most of the

original data signal, at least in simulation.

Seeds are often an algorithmicluxuryand not always available in real-life settings. Therefore,

presenting a version of our algorithm that does not require seeds is a highly advantageous task.

A natural question though is what is lost (performance-wise) in the un-seeding? While it is clear
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Figure 2.4: Vertex Nomination performance after the implementation of the two-stage
regularization with� = 0:2. We plot on they-axis the number of vertices inG1 (when
considered as the vertex of interest) with their corresponding vertex of interest ranked in the
top x. In the (L) panel, we plot the absolute performance of the 2-stage cleaning regularization
procedure; in the (R) panel, we plot the difference in performance post-regularization versus
without regularization (post-pre). Each grey line represents one of 30 Monte Carlo simulations,
with the average performance over all MC plotted in black (L) or red (R). The blue line represents
chance performance.

that optimally using seeds will always yield enhanced (or, at least, no worse) performance, this

is not necessarily the case in the present algorithmic setting. In the VN procedure outlined in

Algorithm 1, seeds would be incorporated in Step 4, where seeded-Procrustes would replace the

unseeded alignment of the cluster centers. Surprisingly, incorporating seeds in this (natural) way

yields signi�cantly poorer algorithmic performance in simulations. With the above setup, we

consider the effect of incorporating seeds in Figure 2.5. In each panel, we plot on they-axis the

number of vertices inG1 (when considered as the vertex of interest) with their corresponding

vertex of interest ranked in the topx. In the (L) panels, we plot the absolute performance of

the 2-stage cleaning regularization procedure with (top) and without (bottom) seeds; in the (R)

panel, we plot the difference in performance with and without seeds (with-without). Each grey

line represents one of 30 (paired) Monte Carlo simulations, with the average performance over

all MC plotted in black (L) or red (R). The blue lines on the left represent chance performance.

We see signi�cant performance improvement when applying the block-regularization procedure
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Figure 2.5: Vertex Nomination performance after with and without seeds. In each panel, we
plot on they-axis the number of vertices inG1 (when considered as the vertex of interest) with
their corresponding vertex of interest ranked in the topx. In the (L) panels, we plot the absolute
performance of the 2-stage cleaning regularization procedure with (top) and without (bottom)
seeds; in the (R) panel, we plot the difference in performance with and without seeds (with-
without). Each grey line represents one of 30 (paired) Monte Carlo simulations, with the average
performance over all MC plotted in black (L) or red (R), with� chosen to be0:2 in the robust
k-means cleaning. The blue lines on the left represent chance performance.

(as part of the 2-stage pipeline) without seeds; we postulate that this is because of the de-noising

due to averaging in the estimated cluster centers versus the relatively noisy latent positions of the

individual seeded vertices.

2.4 Real data experiments

In this section we present experiments based on three real data sets: the High School

Friendship social network dataset from [91], connectomic Brain Data registered via the common

DS data template [92], and the political blogs data of [93]. In both these settings, we describe how
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Figure 2.6: Block regularization for Vertex Nomination across the HS Friendship Social
Networks. In each panel, we plot on they-axis the number of vertices in the uncontaminated
network (when considered as the vertex of interest) with their corresponding vertex of interest
ranked in the topx. In the left (resp., right) panel, the uncontaminated network is the core
Facebook (resp., core Friendship) network and the contaminated graph is the full Friendship
(resp., full Facebook) network. The solid lines represent performance post-cleaning, the dashed
lines chance and the dotted lines performance without cleaning (with seeds).

the algorithms we propose are used to help mitigate the effect of an adversary in the respective

settings.

2.4.1 VN on High School Friendship Social Networks

The data was collected from high school students at Lycée Thiers in Marseilles, France

[91], and is composed of two different friendship social networks, each encapsulating a different

interaction dynamic.

i. Facebook Friendship

Students were asked to use the Netvizz application which then created the network of

Facebook friendship relations between the Facebook friends of each student who uses the

application. Since only 17 students gave access to their local network, it was not possible

to build the entire network of Facebook relationships between the students through this
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information. Instead, a list of pairs of students, (“known-pairs” for which the existence or

not of a friendship relation on Facebook was known), was used. The number of students

considered here was 156.

ii. Self-reported Friendship

Students were also asked to complete a survey in which they were asked to name their

friends in the high school. We consider 134 friendship surveys in our analysis.

Speci�cally, our data set consists of two graphs,G1 (the self-reported friendship graph; we will

refer to this as the Friendship network) andG2 (the Facebook friendship graph), containing

134 and 156 vertices respectively. In both graphs, the vertices represent students and the edges

represent their friendship, and there is a core set of 82 vertices appearing in both graphs. InG1,

two vertices are adjacent if at least one of the students reported to be friends with the other one,

whereas inG2 two vertices are adjacent if the corresponding students are friends on Facebook.

In this setting, we consider two experimental setups. In the �rst one, we only consider

the core vertices inG1 and treat the non-core vertices ofG2 as a contamination. We then use

our new block-contamination trimming method to regularizeG2 and analyse the performance of

our VN procedure on the regularized graph. In the second setting, we “switch roles”. We let

G1 be the contaminated graph and considerG2 to be the clean graph, i.e. we only consider the

core vertices ofG2. Results are summarized in Figure 2.6, and we note here that the method is

implemented without seeds in both cases (contrasting with the similar VN analysis in [57] that

was seed dependent). From the �gure, we see that performance here is highly dependent on

the nature of the model “noise.” Indeed, when the contaminated graph is the Friendship graph,

it is clear that the trimmed setting performs much better than both the untrimmed setting and
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Figure 2.7: The left Figure shows the performance of the Vertex Nomination task in the brain
data setting when trimming the noise vertices without seeds (grey lines) and when no trimming
is performed and seeds are used. These performances are compared to chance. One can conclude
that the trimmed setting seems to perform at least as good as the untrimmed setting, but without
the need of seeds. The right Figure shows performance of the Vertex Nomination task for different
embedding dimensions when computing the ASE of the graphs.

chance. This seems to imply that our algorithm helps mitigate the affect of the adversary and

retrieves most of the original graph structure in this setting. In contrast, when the contaminated

graph is the Facebook graph, the VN task performance after trimming is not that much better

than before trimming (or even chance). Two plausible explanations for these differences are

as follows. Firstly the optimum number of clusters chosen byMClust for the Facebook core

(resp., junk) is 4 (resp., 8) and for the Friendship core (resp., junk) is 8 (resp., 7). Model

trimming is thus possibly ineffective whenG1 is taken to be the Friendship core network while

the contaminatedG2 is taken to be the Facebook graph as they both have8 estimated blocks. The

second explanation is that there is signi�cant difference in the nature of online friendships versus

reported friendships such as sampling bias inherent to friendship survey data [91].
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