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ABSTRACT

Communications channels which have unknown,
time-varying parameters frequently arise in practice.
In certain instances, such as in jammed channels, the
duration of memory is not known, and may also be
time-varying. Most models of jammed channels which
appesr in the literature, however, assume that the
jammer is restricted to memorypless jamming tech-
niques; this restriction is usually rationalised by argu-
ing that the wuse of lnterlesvin;“ by the
transmitter is sufficient to ‘destroy’ channel memory.
In this paper, the ability of interleaving to eliminate
channel memory is investifated by comparing the
capacity of jammed channels with memory and ren-
dom interleaving with that of similar memorgless,
jammed channels.

The Compound Channel {CC) and the Arbi-
trarlly Varying Channel (AVC) are models of
jammed channels ; the former admits only fized,
memoryless jamming techniques, while the latter also
permits time-varying strategies with memory. Our
models slightly generalise those in : we impose a
cost structure on the collection of jamming tech-
niques. Three types of cost constraints are dis-
tinguished: peak symbol, peak codeword and average
constraints.

For each type of cost constraint, the perfor-
mance which is achievable using determinstic codes
with random interleaving is equal to the performance
nchievable using random codes. For cost constraints
of the peak type (also, for no cost at all), the coding
problem for the AVC with intetleaving is shown to be
aaymplotically equivalent to the corresponding problem
for the compound channel. The capacities of these two
models are therefore the same. We conclude that,
under peak cost constraints, interleaving does indeed
asymptotically ‘eliminate’ channel memory.

In contrast, for the sverage cost constraint, it is
shown that these capacities are not the same. We
conclude that, in this case, interleaving does not (even
in an asymptotic sense) result in a coding channel
which is memoryless. Further, the performance of a
given code on the AVC with interleaving is elways
worse (and typically i much worse) than the perfor-
mance of the same code on the CC.

1. Introduction

Channels with an incomplete statistical description have
long been of interest in the study of jammed communications. In
the information-theoretic literature, two models predominate: the
compound channel (CC), and the arbitrarily varying
channel (AVC) (cf. Csissar and Kommer (3] ). The former
admits only stationery, memorplcss jamming signals, while the
latter also permits time-varging signals with memory. The com-
pound channel was independently introduced by Blackwell, Brie-
man and Thomasian [4] , Dobrushin [5] , and Wolfowits [6] ; all
of whom determined the capacity. AVCs were introduced by
Blackwell, Breiman and Thomasian {7} , who established the
capacity over the ¢class of rendom codes. One interesting feature
of AVCs is that random coding, deterministic coding with a max-
imal probability of error concept, and deterministic coding with
an average probability of error concept all lead to different capa-
cities (in general). Although much is now known about the latter
two problems (see [3] , chapter 8), general computable character
isations of these capacities remain unknown.

Although, in most cases, the AVC offers the more realistic
model of jamming, the CC has been used almost exclusively to
study applications (e.g. Viterbi and Jacobs [8] , McEliece [9] ,
and McEliece and Stark| 10} ). The intuitive justification which is
usually given for this choice of modeling is based on the use of
tnlerleaving in the coding system. An interleaver is a device
which permutes the temporal order of code symbols prior to
transmission; a deinterleaver applies-the inverse permutation to
the received symbols to restore the original order. I is argued
that appending an interleaver before, and a deinterleaver after, a
jasmmed channel results in a combined system which is well
modeled by the CC model.

In this paper, we study coding for the AVC with random
interleaving. Our CC snd AVC models slightly generalize thoee
of the sbove authors: we impose a cost structure on the set of
jsmming symbols. In particular, three types of jamming coat
constraints are considered: pesk symbol, peak codeword and sver-
sge. For each type of constraint, the A-capacity (or capacity,
should it exist) is characterised. In addition, we determine under
what conditions, and in what sense, this channel is approximated
by s CC model. Our main results can be summarized as follows.
For each type of cost constraint, the performance which is
achievable using deterministic codes with random interleaving on
the AVC is equal to the performance achievable using random
codes. For cost constraints of the peak type (symbol or code-
word) we can further equate the coding problem to that of a
corresponding compound channel. In contrast, for the average
cost constraint it is shown that there is no equivalent compound
channel problem.

t The research of the 8rat author was sponsored by the Office of Naval Research under grant no. NODG14-84-8-
0101; the research of the second suthor was supported by the Natiowal Sciemce Foundation wnder grant no.
NSF ECS-82-0444-9 and by the Mints Martic Fuad for Aerospact Research from the University of Maryland.
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2. Definitions and a Summary of Results
Throughout this paper, we consider the following channel:

{v(vltlc) YEA,, 2€A,, 1 €A, } (2.1)

where A, and A, (but not necessarily A,) are finite sets and
wiy |2[0) 20 forallyea,, s€4,, s€4, ,
Y, wiplzle)=1 forallz€4,, e€A4, .

vEA,

Let R denote the real line and £z the Borel sets on R. Let
I, be a o-algebra of subsets of A, so that w(y |z |-)is £,~E,

measurable for each y€A, and z2€A4,. For each

’z('lr'--r'l)eA'.) ‘=(zll""’l)eAl.’
s=(8y, ..., 8,) €A we define
»

o ylx(o)=T] w(n s o). (22)

Let L be the o-algebra on A" generated by the cylinder sets
with bases in L,. For 8,, an Ajvalued random variable
measurable with respect to L.%, define

wn(yitlsn)':E”.(Y'xls-)v (2'3)
where E denotes mathematical expectation. For any random
variable - - § measurable on (A,.Z,), define

r.(S)="(Sy, - .., 5.) to be the A valued random variable all
of whose components are independent replications of 5.

We now define several types of coding systems which will
be studied in this paper. By an (n, M) delerministice (block)
code, CP, we mean a system

{(u,Dy), . .., {uy,Dy)}, (2.4)

where u; € A for each i, and {D;}*, are disjoint subsets of
A} By an (n, M) rendom code, C,°, we mean a random vari-
able which takes values in the set of all (n ,M) codes; we denote
this by

{(ul')Dl. )r LR ] (“l;rDl;)} . (25)

An (n,m ,Mz interleaved code, which we denote by C/, consists
of a pair {C),x}, where C2is an (n, M) deterministic code, and
o == (7, . . ., Xy ) is a random variable which specifies how the
order of the symbols of m successive codewords are to be per-
muted. The random variable » takes values on the set of all dis-
tinct permutations of the sequence (1,...,mn). This coding
system is used in the following way. The transmitter encodes m
successive messages, producing a total of mn symbols, say
(21, .- -, Zwa ). These are passed to the interleaver which per-
forms the random experiment, %, and emits (z,,', ceer gy )
The deinterleaver, which also has access to the experiment x,
receives the output (y,‘, ..

data on to the decoder, restores the original ordering,
(¥1, -+ -5 ¥ma ), where g is the output corresponding to z;. We
ignore the obvious delays incurred by accumulating m codewords
in the interleaver and the deinterieaver. Throughout this paper,
we shall refer to the channel formed by grouping the interleaver,
the channel w (-} | ), and the deinterleaver together s the cod-
tng channel.

-»¥e,,), and, before passing this -

Having specified admissible coding systems, we now con-
sider admissible jamming sequences. The AVC model admits any
random jamming sequence, B, = (Sy,...,S,), which is
measurable on (A4"L,"). The OC model admits only stationery,
memoryless jamming sequences of the form 8, = r,(5), for
some (A,,L,) messurable S. In this paper, we generalize the
usual AVC and CC models by further imposing a cost structere
on the set of jamming symbols. In practice, some form of cost
constraint - typically a power constraint - is usually present. Let
#{) be s continuous, non-negative, I, ~ELz measurable cost func-
tion on A, , such that ¢(sg) = O for some sy € A, . We shall con-
sider three types of constraints on a sequence
8, =(S1,-.-,5)

(1) peak symbol (PS): HS;) < ¢

(w.p.1) for each ¢,

(2) peak codeword (PC): f:#(S,) < ne wpl,
i=

(3) average (A): EHS;) < ¢ wplforeachs,
where ¢ > 0. Denote the set of S, which satisfy PS, PC and A,
respectively, by 555, SFC, and S2.

In this paper, a coding problem means a rule defining, for
each n, admissible codes, together with a measure of the reliabil-
ity of these codes. Since we shall consider many coding problems,

it will be convenient to adopt a simple ternary nomenclature to
distinguish them, vis.

with probability one

alfln,

where a designates the type of coding system used: deterministic
(D), random (R), or interleaved (I}; 8 defines the channel model
being used: the compound channel (CC) or the arbitrarily vary-
ing channel (AVC); and 7 specifies the type of cost constraint
imposed on the jammer: peak symbol (PS), peak codeword (PC)
or average (A).

We are concerned primarily with the following cases:
e Dj|CCIPS, D|CCIA
s  R|AVCIPS, RIAVCIPC, RIAVCIA
e 1JAVCIPS, [JAVCIPC, HAVCIA.
Remark: The constraint PC is not essentially different from PS
for compound channel problems; so the case D|CC|PC is omitted.
Cases of the form R|CCly are known to be equivalent to the
corresponding cases D{CCl; this is a fortiori true of cases 1JCCly
as well. The problems DJAVC}y are of interest, but are beyond
the scope of the present paper. DJAVC|PS is equivalent to the
usual deterministic coding problem for the AVC.

We now define the reliability measures to be used for each
coding problem enumerated above. For cases D|CCly, define

Mc(C) = max sup wo{D; [u; | ra(S)), {28)
JC( D) ISfSM SES{’ i l l L]
where 4 = PS or A. For cases of the form R|AVC}y, we define
Mvc(CH = max sup Ew*(D|u|8,). (27)
ISi<M 8,€5,.)
Finally, for the problems IAVC|y, we define

Myo(CGl) = max sup  w*(Di |w | #4(Sma))(28)

1<i<M 8, €52
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where 7 = PS, PC or A and where
'I(s.l) b (S".l, vy S'._|) .

Note that the jamming constraint in (2.8) is enforced over the
block of mn interleaved symbols, rather than over the » code
symbols as in (2.7). This, of course, makes no difference for con-
straints PS and A; however, for PC it is slightly weaker (i.e.
admits more jamming sequences).

We say that a given code, C,%, is an {» ,M ,)\) code for the
problem a | #| v, if the code is of the type a, and

MG <.

A pair, (R,2), where R > 0 and 0< X <1, is said to be
achievable a | B| 7, if for all € > O there exist, for all sufficiently
large n (and m if @ = 1), an (» ,M X’} code for the problem
a | B}~ such that

(2.9)

logasM > n(R -¢) (2.108)

and

M <Ate. (2.10b)

Let C,)p;A2), for 0SX <1, denote the largest R for which
(R )} is achievable a | | +; we call this the X-cspacity (see [2],
section 7.7) of the problem. If, as is usually the case,
Coig)|AN) = Cajply » 8 constant for all 0 < X < 1, then we
call this the capacity of the problem.

An stated earler, this paper is concerned primarily with the
coding problem for AVCs with random intetleaving, and its rela-
tionship to the random coding problem for AVCs and the deter-
ministic coding problem for CCs. We now summarise our results.
To simplify their statement, we introduce the following notation.
Let X and S be independent random variables taking values in
the sets A, and A,, respectively. Define Y(S) to be the A,-
valued random variable which is related to X and § as follows:

PriY(S)=y | X=z,5=e}=w(y |z ]|2).
Define the mutual information in the usual way:
I(X,Y(s)=
(ErlYiShy 1Xe) )

Pr{Y{S)=y)
For the purposes of comparison, let us first present two
theorems which characterise the capacities of those problems of
the form D|CCly and R|AVC}y.

Thecrem 1: {Blackwell-Breiman-Thomasian-Dobrushin-
Wolfowits) For the cases DJCC|PS and D|CCJA capacities exist;
these are given by

Y, Pr{X=2,Y(S )=y Hog,
o

Cpiccips = m)?S:éi(lg)Sc IHx,r(s)y (2.11)
and
Cpiccia = m?s;zmg)gel(x'y(s))' (2.12)

Remark: Although the cost structure used here is absent from
the work of these authors [4] , [5] , [8] , for compound channels
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the distinction is only notational.

Theorem 3: The coding problems R|AVC|PS and R|AVC|PC
possess capacities which are given by

Criavcips = m;xs.‘i(nchl(X.Y(S)) {2.13)
and -
Crjave|pe = m;S:E%)(: X, Y(5)). (2.14)

In the case RIAVCIA, only a A-capacity exists which is given by

max inf

X §:2E¢(S)<¢
Remark: (2.13) is due to Blackwell, Breiman and Thomasian [7]
; (2.14) and (2.15) are new.

Let us now consider the coding problems which involve

interleaved codes. Suppose that a deterministic code with ran-
dom interleaving is used on the channe] (2.1). When the jammer
emits a given sequence, say 8, , the coding channel appears to
be jammed by the sequence =, (8, ), defined in (2.8). Of course,
%, (8, ) is DOt in general memoryless; however, the next theorem
shows that, for an appropriate choice of w, the random sequences
%, (8e ) and r, (y(s,, ) lead to essentially the same error pro-
babilities, for large m .
Theorem 8: Consider the collection of channels in (2.1); let 5,
be any sequence in A™. Let # = (#,, ..., #.,) be & random
variable which is uniformly distributed on the set of all distinct
permutations of the sequence (1, ..., mn). Suppose that for
some u € A’ and some D C A, one has

(D [ulr,(hH{s™)) 24 >0,

Criave)a(d) = I{X,Y(S)) - (2.15)

{2.18)

then

wo (D |u|4, (™))
wa (D |u|ry(h(s™))
where the right-hand expression depends only on | A, | and
| A, | and not on A, or w(-|-]|). Further, ¢(d ,n,m)~ 0 as
m — +4oo, and c(bln,m’)—&o as n — 400 provided
m, > (nlnn )z(n’+l)! A for all large n .

Remark: The lemma implies that, if D is a good decoding set
for u when the memoryless version of 8™ is used, namely
7o (R;(8™ )}, then it will be good for &, (8™ ) as well, provided m
is sufficiently large compared to n .

< ¢(b,m,m), (2.17)

-1

Remark: Some complexity issues arise here which we make little
attempt to address. First, it is likely that the bound on m, can
be made smaller and the theorem will still hold. Our interest,
however, lies in the coding theorems below, for which these esti-
mates suffice. Second, the interleaver, #, has {mn ) equiprobable
realisations, which becomes unmanageable even for moderate m
and n. Using an argument similar to that used in Ablswede {11}
, however, it can easily be shown that & random interleaving
strategy having only n? realizations will suffice to yield the
lemma (with perhaps a different bound on m, ).

Although interleaved codes are a form of random coding,

they are structurally much more restricted than general random
codes. Since it is known (cI. [3] that deterministic codes lead to



a lower capacity than random codes for AVCs, it would be res-
sonable to expect a similar result for interleaved codes. However
as the following theorem shows, no such reduction in achievable
rates occurs.

Theorem 4: The \-capacity (or capacity, should it exist) of the
coding problem I|JAVC|y equals the A-capacity (or capacity) of
the coding problem R|AVC|y.

The significance of Theorem 4 is that any performance
which can be achieved using random codes on the AVC can also
be achieved by a coding sytem which consists of a deterministic
code in series with a random interleaver. In our view, this result
greatly enhances the practical value of random coding theorems
for AVCs. Although a general random code might be very
difficult to implement, this is not true of interleaved codes. In
practice, 8 random interleaver might be realised by a pseudoran-
dom nterleaver , for which a Aardware implentation alrcady
eziats.

We now address the question of whether the coding channel
which results when interleaving is used on an AVC approximates
(in some sense) a compound channel. From Theorem 1, 2, and 4
it is clear that problems D|CC!A and I|AVC|PS have identical
capacities; the same is true of problems D|CC|A and I]AVC|PC.
However, using Theorem 3, we can prove the following much
stronger_result.

Theorem b1 Let CF be any déterministic code for the channel
(2.1}, and let an interleaved code, C/, be formed by combining
CP with the interleaver # of Theorem 3. Then there exista a
function, &m n,|A, |,|A, |} which does not depend on
w(-]|)or A, or the code C., 50 that

)\c{’g(oﬂ < Xﬁc(c'l) < )\gg(C.D) +8mn, A4 ]),
and

MACD) S MGl S M (CD) + 8mn, | A L1 A ),
where 5(m ,n,{ A, |,] A, |} = 0asm — +oo.

Thus, as m increases, the error probability incurred by any
code on the AVC with constraint PS (respectively, PC) when
interleaving is used, is asymptotically equal to the error probabil-
ity incurred on the compound channel with constraint PS {resp.

A). Thus, the coding channel is, for large m , essentially a com-
pound channel.

It only remains to examine the case I|AVCJA, which,
sccording to Theorem 4, has the A-capacity given in (2.15). This
obviously corresponds to no compound channel we have con-
sidered; in fact, we can further assert that it cannot correspond
to any other compound channel since the latter must have a
strict capacity (cf. Wolfowitz [2] , section 7.7). Although the
interleaver asymptotically renders the coding channel stationary,

it does not render it memoryless. It is of particular interest to .

compare the cases D|CCJA and JAVCJA, since, in practice, it is
common for D|CC|A to be used as an approximation to JAVC|A.
Note that for all A < 1 one has

Criave 14N} < Cpiccia

In many practical cases Cy{avc |a{0+) = 0, so that i the case
HAVCIA were to be analyzed using D{CC|A as a model, one
would mistakenly conclude that for any B < Cpjccya arbi-
trarily reliable codes exist; whereas in fact the error probability is
bounded away from sero.
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