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Anonymous credentials deal with a core tension of privacy-enhancing technologies (PET), namely
the desire to participate in society versus the desire to remain anonymous. But despite decades
of research, anonymous credential schemes have not received nearly as much general uptake as
other PET such as end-to-end encryption. This is due, in part, to its high barriers of design and
deployment.

Many existing anonymous credential schemes are constructed by first fixing notions of identity
and what should selectively be revealed, and then designing towards that goal. This yields just-so
schemes built on primitives like Pedersen commitments and blind signatures. But while these
schemes are often efficient, they often require an expert redesign when the notion of identity
changes, or the statement to selectively reveal changes (e.g., adding a range proof to a system that
previously only permitted equality proofs). It is possible to flip the order of operations, i.e., to
design a proof system and then let users program their own notions of identity and what they want
to show. Concretely, using modern, general-purpose zero-knowledge proof schemes and their deep
tooling, it is possible to design extensible solutions to the problems of identity, moderation and
reputation.

In this dissertation, I present research which builds novel, extensible, and practical privacy-

enhancing technologies from succinct noninteractive zero-knowledge proofs of knowledge (zk-



SNARKS). These works are: SNARKBlock—a scalable anonymous blocklisting scheme, zk-creds—
a construction of anonymous credentials which are bootstrappable from existing government-issued
documents, and zk-promises—a framework for asynchronous anonymous blocklisting and reputa-

tion which supports complex notions of reputation.
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Chapter 1

Introduction

Since the beginning of the internet, it has been a tenet that your real-world identity doesn’t matter
in cyberspace. Dedicated early adopters who wanted to improve anonymity created tools such as
remailers, open web proxies, and FTP drop servers. But, like anything else, these technologies
turned out to have dual uses. Remailers were repurposed for spam, proxies were used to obfuscate
the origin of cyber attacks, and FTP servers were used to distribute illegal material. Over time, most
of these services have shut down or become more restrictive, but the need and desire for anonymity
remains. This tension of anonymity and accountability is at the heart of modern privacy-enhancing
technologies (PET) research. How do you allow people to communicate anonymously and with
dignity while preventing malicious actors from flooding your services with spam or using them to
spread harmful material?

The notion of anonymous credentials was developed to address this question. Broadly, an
anonymous credential scheme is a protocol wherein an entity with a persistent identity interacts with
some degree of anonymity with another entity. An anonymous credential is usually a cryptographic
commitment to identifying data which can be used as the basis for accessing certain system. The
committed information is considered private, and may be selectively revealed to specific recipients.
It is not unlike how a public library works, in principle: new patrons must present ID with residency

info to receive a card, but once issued, the card bears no identifying information. Thus no future



browsing or check-outs are linked to the patron’s identity, and are instead pseudonymous—Ilinking
to an account number with no further information.

There is a long line of important and high-profile work in anonymous credentials [Cha81,
Cha82, CL03, CHLO05, BCC04, CHK"06, ASM06, SAB"19, San22]. By and large, these use
Pedersen commitments [Ped92] to represent a credential and an interactive blind signature protocol
(RSA [Cha82] or BBS+ [CDL16]) for issuance. Yet of all of these works, few have been deployed
at scale, and those which have have had notable drawbacks. For example, Intel deploys Direct
Anonymous Attestation (DAA) [San22] to handle enclave attestation and revocation for all SGX-
enabled chips. But attestation certificate revocation has faced significant efficiency issues due to the
fact that attestation time is linear in the size of the revocation list [vSSY 22, Appendix B].

An issue in common with these schemes is that they are highly bespoke—e.g., Coconut [SAB19]
only permits predicates which are systems of linear equations of the committed values—and are
challenging to modify. Of course, it is possible to make more complicated credentials and predicates,
such as computing a deterministic ElGamal encryption and showing set membership to prove you
are a Signal group administrator [CPZ20], but the schemes are again bespoke and quite technical.
This not only makes schemes hard to customize to user-specific cases, but it also makes them harder
to iterate on, since they require expert knowledge to create.

A promising path forward is to lower barriers of entry, and use general-purposes zero-knowledge
proof schemes for our PET use cases. Modern zero-knowledge succinct noninteractive proofs
of knowledge (zZkSNARKSs) are fast, aggregatable, and have a large and still-growing ecosystem
of tools that let non-experts define data structures and predicates for their own use cases [Ar21,
Bow17a, MTBI"22, OBW22, Zok, Noi, Leo]. These algorithms and tooling can be leveraged to
provide privacy-enhancing technologies which are not only efficient, but also modular enough to be
hacked on by a programmer with moderate zero-knowledge experience, a significantly lower barrier

than domain expert.

This dissertation. In this dissertation, I present three works that I have coauthored which bring to

bear the flexibility of general-purpose zkSNARKS on problems relating to anonymous credentials



and accountability mechanisms more broadly.

Chapter 3 presents SNARKBlock [RMM?22],! a protocol for zero-knowledge blocklisting with
server-side verification that is logarithmic in the size of the blocklist. SNARKBIock is also the
first approach to support ad-hoc, federated blocklisting: websites can mix and match their own
blocklists from other blocklists and dynamically choose which identity providers they trust. Its
core technical advancement, of separate interest, is the HICIAP zero-knowledge proof system,
which addresses a common problem in privacy-preserving protocols: reusing previously computed
zero-knowledge proofs without revealing that they are the same proofs. These techniques already
exist for monolithic proofs (i.e., rerandomzing a Groth16 proof), but no efficient techniques exist for
schemes which combine several underlying proofs in order to prove a conjunctive statement with a
common hidden value shared between the statements (e.g., a commitment representing a credential).
HICIAP resolves this problem by aggregating n Groth16 proofs with a common input into one
O(logn)-sized, O(logn)-verification time conjunctive proof. Because HICIAP is zero-knowledge,
repeated showings of the same aggregate or an updated aggregate are unlinkable even though the
underlying Groth16 proofs are never recomputed.

Chapter 4 presents zk-creds [RWGM?23],! an anonymous credentials scheme that uses general-
purpose zero-knowledge proofs to (1) remove the need for credential issuers to hold signing keys:
credentials can be issued to a bulletin board instantiated as a transparency log, Byzantine system,
or even a blockchain; (2) convert existing identity documents into anonymous credentials without
modifying documents or coordinating with their issuing authority; and (3) allow for flexible,
composable, and complex identity statements over multiple credentials. Concretely, identity
assertions using zk-creds take less than 150ms in a real-world scenario of using a passport to
anonymously access age-restricted videos.

Chapter 5 presents zk-promises [SRM24], a framework that adds a notion of callbacks to a
class of anonymous credentials schemes of which the Zcash account model [HBHW21] is perhaps

the best known example. With this extension, an anonymous user can send a callback to a service

"Work supported by a National Defense Science and Engineering Graduate (NDSEG) Fellowship.



provider which, when called, will mutate the user’s credential as defined in some zero-knowledge
circuit. When the credential contains a reputation score, this naturally becomes an anonymous
reputation scheme. This scheme, which is itself a generalization of anonymous blocklisting, is a
fundamental departure from the anonymous blocklisting scheme in Chapter 3. zk-promises not
only addresses the drawbacks of existing approaches to anonymous reputation, but also enables
sophisticated moderation tools, including temporary bans, multidimensional reputation assessment,
and dynamic rate limiting based on user reputation. Concretely, a user reputation proof in a scheme

with these features takes less than 1s.



Chapter 2

Preliminaries

We provide common notation and constructions which will be used in the following chapters.

1 Notation

We write x := z to denote variable assignment, y < S to denote sampling uniformly from a set S,
and x < 2 for sample from any distribution 2. We write y +— A(x) to denote sampling from a
probabilistic algorithm A, and y := A(x;r) to denote the execution of A on input x, using random
coins r. (A,B) denotes the transcript of a protocol run between algorithms A and B. We write

X = X1,X2,... to denote a variable-length list. The security parameter of our system is denoted by A.

2 Zero-knowledge proofs

For an arbitrary, efficiently computable predicate P, we say that a proof of knowledge of a relation
R ={(x;w) : P(x,w)} with respect to an instance x is a proof of knowledge of the witness w such
that P(x,w) is satisfied. We will often refer to x as a public input and w as a private input, and we
will use zero-knowledge proofs of knowledge (ZKPs) for various relations in order to hide w from
the verifier.

A zero-knowledge proof scheme is defined by three algorithms:



Setup(P) — crs Receives a description of predicate P and returns a common reference string which

will be used for proving and verifying.
Prove(crs,x,w) Performs and interactive protocol which demonstrates (x,w) € R.
Vfy(crs,x) Interacts with Prove to verify that there exists a w such that (x,w) € R.

A ZKP scheme has perfect correctness iff for every (x,w) € R and honestly computed crs,
(Vfy(crs,x), Prove(crs,x,w)) succeeds. A ZKP scheme is public-coin iff the messages sent by the
verifier are chosen uniformly at random, and independently of the prover’s messages. We reproduce
the definitions of knowledge soundness and perfect honest verifier zero-knowledge from [BMM ™ 19]

below.

Definition (Knowledge-sound argument). A public-coin argument I1 = (Setup, Prove, Verify) on a
relation R is knowledge-sound with error x(A) iff for all deterministic efficient (possibly dishonest)

provers P*, there exists an efficient extractor E such that for all PPT adversaries A,

crs < Setup(1%)
Pr | traccepts A (x,w) € R| (x,tr) < (P*, Verify)(crs) | < k(4).

w < EF (crs, x, tr)

We say 11 is knowledge-sound iff it is knowledge-sound with negligible error.

Definition (Perfect honest-verifier zero-knowledge (HVZK)). Let IT = (Setup, Prove, Verify) be an
interactive argument of knowledge on a relation R. Let an adversary be a pair of PPT algorithms
A = (Ao, A1) such that Ag(crs) picks an instance, witness, and random coins (x,w,p); and A (tr)
decides whether a transcript is the result of a simulation or not.

I1 is perfect honest-verifier zero-knowledge iff there exists an efficient simulator Sim such that



for all adversaries A = (Ag,Ay),

crs < Setup(14)

Pr | (x,w) € R AAL(tr) | (x,w,p) + Ag(crs)

tr < Sim(crs,x; p)

crs < Setup(1%)
=Pr | (x,w) € R A A(tr) (x,w,p) < Ao(crs)

tr < (Prove(crs,x,w), Vfy(crs,x; p))

Finally, when a ZKP scheme is noninteractive, Prove algorithm produces a proof 7, and Vfy
accepts 7 as an input. We say a non-interactive zero-knowledge proof scheme is succinct if the
runtime of Vfy is O(log|P|) where |P| represents the size of the description of P. A succinct

non-interactive ZKP scheme is called a zkSNARK.

3 Groups and pairings

We will work exclusively with prime-order groups and their associated scalar fields. Group elements
are denoted with capital letters G € G, while field elements are lowercase r € [F. Vectors are bolded:
A € G", andr € F". We write Ay to denote the first k elements of A € G", and Ay, to denote the
last n — k elements. We say that a bilinear function e : G| X G, — Gr is a type-3 bilinear pairing if
there is no efficiently computable group homomorphism from G, to G|. We say e is degenerate if
there is a non-identity G € G such that e(G,H) = 1 for all H € G,. Following convention, we use
additive notation for G| and G;, and multiplicative notation for Gr.

For vectors A € G| and B € G and a bilinear pairing e, we write A * B to denote the inner
pairing product T, e (A;, B;). For vectors A € G" and r € F”" we write A" to denote the multi-
scalar multiplication (MSM) Y'!'_| riA;, and write r © A to denote the element-wise multiplication

(riAy,...,rAp). For a field element x € F, we denote [x], := xG and [x], := xH, where G and H



are the canonical generators of G| and G, respectively.

4 Grothl6

We briefly describe the trusted-setup zkSNARK scheme defined in [Grol16]. At a high level, given
a description of an arithmetic circuit (over the scalar field of a pairing-friendly elliptic curve), a
Groth16 proof proves that a circuit is satisfied by a set of public wires (instance elements) and
private wires (witness elements).

Let e : G| x G, — G be an efficiently-computable, non-degenerate, type-3 bilinear pairing,
where |G| = |G2| = |G| is a prime p and p > 2*. Let G be a generator of G| and H be a generator
of G,. We use F to denote the finite field Z/pZ. The Groth16 scheme defines five procedures:
the base three necessary for any noninteractive zero-knowledge proof scheme, plus Prepare for
preparing public inputs known in advance for use in verification, and Rerand for rerandomizing

pre-existing proofs.

Setup(desc) — crs Generates a common reference string for the given arithmetic circuit description.
Specifically, this uniformly samples «, f3,7,0,x <s F and computes crs = ([o1],[02],),

where

a.B,8 {x - O?{Bul +ocv, Y wi(x }

(e (]

and where u, v, w, h,t are polynomials that are defined by the circuit, m is the total number of

Oy = (ﬁa%éa{xi :l;()l)v

o] =

wires in the circuit, £ is the number of public input wires, n is the number of constraints that

are used to represent the circuit, and ap = 1.

Prove(crs, {a;}{_o, {ai}™ ¢4+1) — T Proves the circuit described by crs is satisfied, where ay, . .. ,ay €

[F represent the circuit’s public input wires and a/, 1, ..., a,, € I represent the private wires.



Specifically, this samples r,s < I and computes 7 := (A,B,C) = ([n],,[6],,[t];), where

n:a+2aiui(X)+r5 6:ﬁ+2aivi(X)—|—s5
i=0 i=0

ooa; (ﬁu,(X) + OCV,'(X) —|—W,'(X)) +h(X)t(X)

1= ) 5

i=l+1

+1ns+0r—rséd.

Prepare(crs, {aij}’jzl) — § Aggregates any subset of public inputs into a single group element

called a prepared input: § = th:l a;;W;;, where W; are the CRS values whose coefficient

Bui(x)+oi(x)+wi(x) }
Y 1

represents the value of the i-th wire of the circuit, i.e., W; = [

Vfy(crs, 7, {a;}_,) — {0,1} Verifies the proof & = (A, B,C) by checking the relation,

) ¢
¢(A,B) =e([a];,[Bly)-e(C,[8],) e (gaiWi, [Y]z) :

Vfy permits any subset of the public inputs to be prepared as above, by simply using the

precomputed sum in the last term.

Rerand(m) — n/ Rerandomizes the proof & = (A, B,C) by sampling {, @ < F and computing
= ({'A,{B+{w[8],,C+0A).

The output of Rerand is statistically indistinguishable from a fresh proof of the same underly-

ing statement [BKSV20, Theorem 3].



Chapter 3

SNARKBIlock: Federated Anonymous
Blocklisting from Hidden Common Input

Aggregate Proofs

Work coauthored with Mary Maller and lan Miers, and pub-
lished in the proceedings of IEEE S&P 2022 [RMM?22].

1 Introduction

Moderation is a powerful tool for combating online harassment, trolling and spam messages.
But banning an account on one platform has an obvious problem: it leaves the user free to post
under other accounts and on other platforms. As a result, moderation tends towards stronger
centralized identity providers (e.g., Facebook’s real-name policy [Fac]) and the linking of disparate
pseudonymous identities within and across platforms. Tying users’ online speech to a centralized
identity provider poses major problems for the decentralized web and user privacy, and can have a
chilling effect on free speech.

Providing both privacy and moderation is a challenge: a user posting anonymously on a forum
presents two problems to the forum operator, termed service provider: access control and revocation.

First, because the user’s identity is unknown at post submission, the service provider cannot verify

10



that the user is authorized to post (i.e., isn’t blocked). Second, because the user’s identity is not
linked to the post, and posts are not linked together, the service provider cannot revoke the user’s
posting permissions (i.e., block the user) if their current post violates forum policies. Linking posts
together raises privacy concerns that may be undesirable on a single forum and are intolerable if

applied across the web.

1.1 Zero-knowledge proofs of blocklist non-membership

BLAC [TAKS10] introduces the first solution to anonymous blocklisting without a trusted third
party. It provides users with long-term identities and allows them to prove, in zero-knowledge, that
they are not on a blocklist.

The approach introduced by BLAC, which we formalize as a zero-knowledge blocklist (ZKBL),
is conceptually simple. A user’s identity is a random PRF key & signed by an identity provider
to ensure Sybil resistance. Anonymous comments and posts are associated with a tag tag :=
Prfi(nonce). A blocklist .Z consists of tuples (tag,nonce) from offending posts. A user attests
that they are not blocked by presenting a fresh (tag,nonce) pair and a zero-knowledge proof that
(1) tag is computed honestly; (2) k is signed by a valid party; and (3) none of the blocklisted tags
were generated by k, i.e., V(tag’,nonce’) € .Z : Prfi(nonce’) # tag’. A user is blocked by placing
an offending (tag, nonce) pair on .Z.

Atits core, a ZKBL is a specialized zero-knowledge proof on the PRF evaluation, tag inequalities,
and identity signature. Both security and privacy depend, mainly, on the zero-knowledge proof.
This gives ZKBLs their main advantage: because the proofs are over arbitrary ban lists, the system
is ad-hoc. We do not need a central party to coordinate bans as in [BCD"17, CL02, LLX07, VB20],
or worse, a trusted third party who can deanonymize users [Cha85, Cv91, BMWO03]. Additionally, it
is a major advantage for deployment when a ZKBL supports private federated identity, i.e., supports
issuance where a user can receive an identity from a choice of identity providers, and service

providers can choose which identity providers they will accept.
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1.2 Existing ZKBLs are impractical for both clients and servers

Unfortunately, the current approach for ZKBLs [TAKS10] requires the server to do linear work in
the size of the blocklist when verifying a non-membership attestation. If the size of the blocklist
and the number of attestations per second is proportional to the number of total users, then the
service-provider’s workload grows quadratically as their site scales. This is costly under normal
circumstances and can be a major denial of service vector if an attacker can make concurrent posts
or obtain even a small number of Sybil accounts that are later banned.

Almost as problematically, proof sizes are also linear in the size of the blocklist. At 144B per
list entry, a single non-membership proof for a 4M-entry blocklist would require a client to upload

549MiB of data over a residential or mobile connection.

1.3 Our contribution

We design, implement, and benchmark SNARKBLOCK, a protocol for zero-knowledge blocklists
which improves on the state of the art by offering log-sized proofs and log-time verification. We
show that this is indeed an improvement over other available succinct methods such as monolithic
Groth16 proofs or recursive proofs.

Beyond improved performance for ZKBLs, SNARKBLOCK makes ZKBLs fully ad-hoc and
resolves a privacy and organization problem with deployment. While ban lists can be operated
by anyone, ZKBLs—Iike any ban system, anonymous or not—require Sybil-resistant identities.
Existing ZKBLs assume a single trusted issuer for credentials.

SNARKBLOCK removes the need for a single centralized identity provider by allowing service
providers to dynamically pick the identity providers that they support. This avoids coordination
concerns and allows different providers to adopt different levels of Sybil resistance ranging from
CAPTCHAs, to cryptocurrency payment, to real-world identity verification. Crucially, during
attestation, the service provider learns only that the user’s identity was issued by some party in their
accepted identity provider set.

The core of SNARKBLOCK is a new type of zero-knowledge proof, called Hldden Common
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Input Aggregate Proofs, or HICIAP (pronounced “high-chop”). HICIAP is a zero-knowledge proof
that aggregates n Groth16 proofs [Gro16] (of the same underlying circuit) into a single O(logn)-
sized proof, and shows that the aggregated proofs all verify and all share a common input which
is not revealed to the verifier. It is also possible to link multiple HICIAP proofs, showing in
zero-knowledge that the hidden common inputs across aggregations are equal.

HICIAP addresses a common problem when using zkSNARKS in privacy-preserving protocols
like SNARKBLOCK: repeated interactions can require costly proof recomputations to ensure
unlinkability. When presenting a single Groth16 proof, the proof can be rerandomized between
interactions, achieving anonymity without recomputaton. Unfortunately, when presenting multiple
proofs about a common hidden input—e.g., adding proofs about subsequent state changes—we must
recompute all proofs since the state-of-the-art approach is to commit to the hidden input and have
all proofs be made with respect to that public commitment. Since the commitment is a persistent
identifier, it and all proofs relying on it must be recomputed to achieve anonymity. HICIAP resolves
this by supporting zero-knowledge aggregation of proofs with a common hidden input.

With this building block, SNARKBLOCK is able to compute chunk proofs—Groth16 proofs
of non-membership in equally sized non-overlapping portions of the blocklist—and reuse them

indefinitely in the cheaper process of HICIAP aggregation.

2 Intuition for a ZKBL construction

Zero-knowledge Succinct Non-interactive Arguments of Knowledge (zkSNARKS), appear to offer
a path to ZKBLs with fast verification, but limitations on prover performance—a common problem
for nearly all zZkSNARKs—make this challenging. This is clear when one examines the costs of

using Groth16, a zZkSNARK scheme with notably fast verification times.

Existing zZkSNARKS can only handle pieces of a blocklist. Producing a zero-knowledge proof
of knowledge is, fundamentally, at least linear in the size of the input, i.e., the blocklist. But for

Groth16 and other zkSNARKSs, the concrete constants are high. Looking ahead, for a blocklist

13



of 256 entries, a single statement of non-membership is 63k constraints and takes 2.84s to prove.
A blocklist of 22! entries would yield a non-membership statement with 22° constraints. But for
Groth16, prover memory usage scales poorly in the size of the circuit: a 22°-constraint proof requires
4TB of memory and takes 3 hours to compute, due to the implementation overhead of distributing
proving over a 256-core cluster [WZC"18]. To use zkSNARKSs for a ZKBL, we cannot have the

prover do work linear in the size of the blocklist for each attestation.

Decomposing blocklists by chunk. We observe that blocklists tend to strictly grow over time.
While total prover workload is inevitably linear in the size of the blocklist, this work does not need
to be recomputed from scratch every time. By breaking the list up into non-overlapping chunks we

can both reuse work and limit the amount of recomputation required when the list changes.

A zero-knowledge proof for consistency between chunks. A sequence of chunk non-membership

proofs for a blocklist .Z poses three problems:
1. The server would need to verify O(|.Z|) chunks.
2. Reusing a chunk proof across blocklist non-membership attestations would identify the client.

3. A malicious client could use a different identity when proving non-membership in a specific

chunk, avoiding a block in that segment of the blocklist.

To address the above problems, we need a compact proof that a sequence of chunk non-membership
proofs verifies with respect to a single hidden identity. Further, that proof must be zero-knowledge

to ensure that the chunk proofs can be safely reused across blocklist non-membership proofs.

Recursive Groth16 proofs are impractical. For some proof 7, we say a recursive proof over &
is a proof that & verifies with respect to some public input. It is feasible to use this technique for
blocklist non-membership. Each chunk proof could prove non-membership and also recursively
check consistency of the previous chunk proof. The challenge for recursion, though, is latency:
assuming the blocklist changes frequently, each attestation would need to compute an updated chunk

proof and a recursive step. On our benchmark system, a single recursive step for Groth16 takes 16.5s
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to prove.! With recursion, the cost of computing a chunk proof would also increase by 57 x because
of overhead imposed by the elliptic curves that are required to support recursion. [CCDW?20].?
Looking ahead, one approach we take adds 1s of latency to attestation using a buffer, i.e., a list head

consisting of smaller chunks.

Beyond recursive and aggregate proofs. We observe that recursion is not necessary to verify a
sequence of chunk non-membership proofs. There is no intermediate state in our computation, rather
we only require that all proofs must share the same private input. Recent advances in inner product
proofs [BMM™21] give a succinct proof that n Groth16 zkSNARK proofs all verify. However, this
aggregate approach has two critical shortcomings: it is not zero-knowledge and it does not ensure
consistency.

A natural approach for consistency would be to commit to the hidden value and use it as a
public input to each Groth16 proof. But if the same commitment is used across multiple anonymous
attestations, it forms a persistent identifier. On the other hand, when a fresh commitment is used for
each attestation, we must regenerate every chunk proof.

We use [BMM " 21] as a starting point and have a single public input to each chunk proof, then
blind it in the aggregate proof so it is not revealed to the verifier. The resulting scheme reuses
the same blinders in multiple parts of the zero-knowledge protocol. This unusual property made

proving the honest-verifier zero-knowledge property challenging.

3 Preliminaries

We now present preliminary notation and mathematical concepts that are specific to this work.

IThis is the cost to in-circuit verify a proof with no inputs using MNT6-753 over MNT4-753.

2Depth-l recursion using, e.g., BW6-761 over BLS12-377, would avoid some of these costs compared to the
MNT4/6 cycle. However, any addition to the blocklist would necessitate recomputing the top-level proof that checks all
n chunk proofs. At 3.9s per check on our benchmark system, this is not feasible.
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Figure 3.1: Inner pairing relations. We directly use Biinz et al.’s definition of Rt\pp and Rppp, and we use
Rympp to refer to the “hiding commitment” version of Ry pp_x. While Rymipp hides its group elements C,
Rt1ipp takes A and B as public input. Turning these inputs into witnesses is one of the primary focuses of
HICIAP.

3.1 Inner product proofs

Biinz et al. [BMM™"21] introduce a proof system for various inner product relations. We will make
use of the TIPP, MIPP;, and HMIPP proof systems, whose relations are defined in Figure 3.1.
In short, Rpp is satisfied when A" « B = agg,p, Rmipp—s is satisfied when C" = agg., and

Rymipp is the same as Ry pp_x except its commitment to C is hiding.

3.2 HICIAP

Since HICIAP is used extensively in the construction of SNARKBLOCK, we provide a brief overview
of its functionality here. We defer discussion of these algorithms including their construction and
security claims until Section 6.

HICIAP is a zkSNARK which aggregates multiple Groth16 proofs of the same relation. Of its
aggregated proofs, it proves that (1) they verify with respect to verifier-supplied public inputs, and
(2) they share a common public input element (which is hidden by the aggregate proof). In addition,
HICIAP can link aggregate proofs: it can prove in zero-knowledge that the proofs in a set of HICIAP

proofs all share the same common input element.

16



Formally, HICIAP consists of six procedures:

GenCk(n) — (ck,srs) Generates a commitment key (ckj,cks,cks) € G5 x G| x G, and a (short)
structured verification key srs which can be used, respectively, to prove and verify HICIAP

aggregates of up to n — 2 Groth16 proofs, where n is a power of 2.

Com(ck, §) — com;, Constructs a commitment to the prepared Groth16 public inputs Se G’f‘z as

comip := S * cky [:n—2)-

Prove((ck,crs),S, (ap, {m}"=2)) — (#,0) Produces a succinct proof that each Groth16 proof ;
verifies w.r.t. the common witness element ay € T, the prepared input S; € G1, and the given
Groth16 CRS. Also produces an opening o to a commitment to ag contained inside 7. The

opening is used in LinkProve.

Vfy(srs, &, com;,) — {0, 1} Verifies the given aggregate proof w.r.t. the committed public input.

Alternatively, a set of prepared Groth16 inputs can be passed instead of com;,.

LinkProve({#;}._, (a0, {0i}}_,)) = ink Using the openings o;, produces a proof that the given

aggregate proofs share the witness element ag € F.
LinkVAy (fjink, {#i}:_;) — {0,1} Verifies the link proof w.r.t. the given aggregate proofs.

We describe the design and security HICIAP in greater detail in Section 6.

4 Zero-knowledge blocklists

We now give our framework for zero-knowledge blocklists, taken directly from BLAC [TAKS10],
but with modifications to support multiple identity providers and allow for additional precomputa-

tion.
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4.1 Setting

A zero-knowledge blocklist allows users to attest that an identity issued by one of a set of identity

providers is not in a blocklist. We now detail these concepts:

Identity. We use k to denote a user’s private identity. A single user in the real world can hold
arbitrarily many identities. In all cases, k will be a field element selected uniformly at random by

99 <¢

the user. Other similar schemes refer to k as a user’s “nym,” “pseudonym,” or “credential.”

Identity providers. Blocking users fundamentally depends on identities being Sybil-resistant.
Most approaches to blocklisting, including BLAC’s approach to ZKBLs, assume a single issuer.
Here we formalize a more general version of ZKBLs that supports federated identity with
privacy: each service provider is allowed to maintain its own list .# of accepted identity providers,
which we call the AIP set. Identity providers are responsible for ensuring Sybil resistance. The
service provider is allowed to update this set over time, and should distribute it via the same channels
it uses to distribute its blocklist. Federated identity also comes with a privacy guarantee: when a

user proves that their identity was issued by an issuer in .#, they do not reveal which issuer it was.

Blocklists and session tuples. A ZKBL blocklist consists of pairs containing a session nonce
nonce and session tag tag, where tag is bound to the user’s identity by tag := Prf;(nonce) for
some fixed pseudorandom function Prf. Blocklist entries can support context binding via structured
auxiliary data. By computing nonce as nonce := H(aux, r) for some hash H, aux is bound to the
attestation. This data can be used to, for example, bind attestation to an action (e.g., to prove that
the blocked user is the action’s author) or to a particular blocklist or policy (e.g., to enforce which
lists a banned tuple can be transferred to).

Finally, in a departure from BLAC, we allow blocklists to be split into chunks—equally sized
non-overlapping segments—whose sizes are decided by the service provider. Blocklists are chunked
so that users can precompute non-membership proofs over individual chunks rather than the entire

blocklist at once.

Formalizing non-membership proofs. A non-membership proof 7,y is a zero-knowledge proof
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of three distinct properties:
1. Issuance. That the user’s identity k is signed by an identity provider.
2. Tag well-formedness. That tag and nonce are honestly computed, i.e., tag = Prf;(nonce).

3. Blocklist non-membership. That the user’s identity k did not generate any tuples already on a

blocklist, i.e., V(tag’,nonce’) € £ : tag’ # Prfi(nonce’).

4.2 ZKBL functionality

A zero-knowledge blocklist consists of five algorithms.

CRS-Setup Generates system-wide parameters.
IdP-Keygen Generates a signing keypair (sk, pk) to be used by an identity provider for issuance.

Register Executes a protocol between a user and an identity provider. On success, the user obtains

a signature of (a function of) their identity.

Sync Fetches the latest additions to a service provider’s blocklist and then precomputes crypto-

graphic material for them. Users periodically run this routine offline, i.e., when not attesting.

Attest Executes a non-interactive protocol in which a user authenticates to a service provider. First,
the user constructs a session-specific tuple (tag, nonce) as tag := Prf;(nonce), where nonce
is pseudorandom and optionally binds a context aux. This tuple can be used by the service
provider to block the user at any point in the future by simply including it in the blocklist.
The user then produces a zero-knowledge proof 7,y that proves well-formedness of the tuple
and that their (signed) identity did not generate any tuples already on a blocklist. The session

tuple and zero-knowledge proof are then sent to the service provider as (7,pi, tag, nonce).

Verify Checks the validity of a user’s attestation. A service provider accepts if and only if 7T,
verifies with respect to the supplied session tuple (tag,nonce) and the service provider’s

blocklist ., chunk size schedule, AIP set .#, and optional context-binding string aux.
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Separately, we assume two non-cryptographic operations for blocklist management:
Blocklist-Add Adds a token to a blocklist.
Blocklist-Remove Removes a token from a blocklist.

We stress that the Add and Remove routines are distinct from the cryptographic scheme, and can be
run by anyone. How parties decide to manage their blocklists is wholly orthogonal to the ZKBL

construction.

BLAC as a ZKBL. The authors of BLAC construct their scheme using BBS+ signatures [BBS04]
and a Camenisch-Shoup X-protocol [CS03]. Although not described as such, this is the same PRF
approach we formalize here. BLAC’s tag function is nonce — H(nonce)X, and it is done in two
steps, with the hash evaluation outside the zero-knowledge proof, and the exponentiation witnessed
inside. Conceptually, the entire question for designing a practical ZKBL is how to co-design a PRF

and zero-knowledge proof protocol to make an efficient non-membership proof.

4.3 Security requirements

Our desired security properties are taken from BLAC. For the complete definitions see [TAKS10].
Note the following aesthetic changes in our description: blocklistability encompasses misauthen-
tication resistance; and anonymity is described as a distinguishability notion as opposed to a
simulatability notion, which we believe better captures the actual security properties achieved by

BLAC’s game-based definition.

Blocklistability A coalition of dishonest service providers and users can only successfully authen-
ticate to an honest service provider if that user holds a valid credential issued by an identity

provider that is not included in the blocklist.

Non-Frameability A coalition of dishonest identity providers, service providers, and users cannot
prevent an honest, non-blocklisted user from successfully authenticating with an honest

service provider.
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Anonymity A coalition of dishonest identity providers, service providers, and users cannot distin-
guish attestation transcripts associated with any two honest users. Further, no such coalition
can link any given authentication transcript with the registration in which an identity provider

issued the associated credential.

See Section 11.2 for a more detailed accounting of these properties.

S SNARKBLOCK design and overview

The full design of SNARKBLOCK is detailed in Figure 3.3. The core relations are defined in
Figure 3.2. In words, Rjs, is satisfied when a (commitment to a) user’s identity is signed by an issuer
in the AIP set,’ Ryag 1s satisfied when tag is computed correctly, and Rep i 1s satisfied when a user
did not produce any of the tags in a chunk.

We omit textual descriptions of the full set of algorithms and detail the two key ones: Sync and

Attest.

Sync. Sync is the offline phase of attestation. During Sync a client fetches the most recent versions
of the service provider’s blocklist, chunk schedule, and AIP set. The client then precomputes
Groth16 chunk proofs mcpnk; of the relation Rchynk (k, chunk;) for every new chunk; received from
the service provider. The client also precomputes Tis,, by computing a Groth16 proof 7, of
Risy((k, .#), (i*,0,r)) where i* is the chosen identity provider in the AIP set .# = {pky,...,pky},
o is the identity provider’s signature of the identity commitment, and r is the randomness used to
commit to k.
Attest. To attest to blocklist non-membership, the client must combine a series of proofs about
the user’s identity k. First the client computes fresh session tuple (tag,nonce) and proves it is
well-formed with respect to k using a Groth16 proof 7, for the relation Rtag(k, tag, nonce).
Ideally, the client would combine 75¢ with the precomputed 7, and Tk, proofs from Sync.

But a single HICIAP instance only works for proofs over the same relation. Thus, 7, and 7,

3This need only be an EUF-CMA-secure signature scheme. For ease of implementability in a zero-knowledge
circuit, we use Schnorr signatures.
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Riag := {(k,tag,nonce;) : Prfi(nonce) = tag}
Rechunk := { (k,chunk;) /\ Prfr(nonce) # tag
tag,nonce)echunk
R. = k7 pk 1*1’ 1<i*<£
U /\ Schnorr.Verpy.. (Com(k,r), o)
c
Rchunk (k, chunk;)
Roie i 2,7 tag,nonce; \ l-/\] e l
Zkbl = k,i*,0,r " A\ Risulk, .7 5%, 0,r)
/\ Riag(k,tag,nonce)

Figure 3.2: R,y is the relation which the attestation procedure in SNARKBLOCK attests to. .# is the AIP set

{pki, ...

,pks}, and .Z is the set of chunks {chunkj,...,

chunk,}. Note that k is a public (rather than private)

input to the three sub-relations Rjs,, Rtag, and Rcpynk. This is because the implementation of HICIAP requires
that the hidden common input be a public input in the underlying Groth16 proof.

IdPKeyGen()
(sk,pk) := Schnorr.KeyGen()
return (sk, pk)

CrsSetup(n)

crsisy = Groth16.Setup(Ris,)
CrStag := Groth16.Setup(Riag)
CrSchunk ‘= Groth16.Setup(Rchunk)
(ck,srs) := HICIAP.GenCk(n)
return (ck,srs)

Attest(k, sy, { Tchunk, }5_1)
nonce s {0, 1}*
tag := Prfi(nonce)

Thtag 1= Groth16.Prove(crsiag, (k, tag, nonce),-)
s, (k’ {”iSU}))

fitag 1= HICIAP.Prove ((ck, crstag ), (tag, nonce), (

(Ckacrschunk)7$a

fisu := HICIAP.Prove((ck, crsisy),

Tichunk := HICIAP.Prove ( (k7 {nchunki}z?:l)

Tink := HICIAP .LinkProve(k, (Tisu, Tichunks tag): k)

ool = (Tiinks Bisus Frag Achunk)
return (7, tag, nonce)

RegU (k)

r«shF

com := Com(k,r)
return (com,r)

RegS(sk,com)
o := Schnorr.Signg, (com)
return ¢

Sync({chunk;}¢
forc < j<c:

Tchunk, := Groth16.Prove(crschunk, (k; chunk;), -)
Tsy := Groth16.Prove(crsis,, (k,.#), (i*,0,r))
return {ﬂchunkl yeens Echunkc}

j’i*7k7 G7r)

i=c"

PrepBlocklist({chunk;}¢_,)
for1 <i<c

Schunk, := Groth16.Prepare(crschunk, chunk;)
com ¢ := HICIAP.Com(ck, {Schunk; }<_;)
return com ¢

(k, {7a }f> 8
Tkbl, (tag, nonce), ., com y)
Stag = Groth16.Prepare(crsiag, (tag, nonce))
Sicu = Groth16.Prepare(crsisy, -# )
return HlClAP.Linkay(TE“nk, (ﬁism fctag7 ﬁchunk))
A HICIAP.Vfy(srs, fisy, {Sisu})
A HICIAP.Vfy(srs, g, {Stag })
A HICIAP.Vfy(srs, fichunk, com )

Figure 3.3: A pseudocode definition of the SNARKBLOCK system, using the HICIAP aggregation scheme

(Figure 3.4).
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are wrapped in HICIAP proofs i,z and 7ig, respectively, the 7cp,nk; proofs are aggregated into a
HICIAP proof 7ichunk, and a linking proof ;. is used to show each aggregate is made with respect
to the same identity k.

The client’s output is thus (7,kp, tag, nonce), where T,kp| := (isu, Frag, Achunks Tink)-

Buffering recent blocklist additions and deletions. When a ban is added or removed from
the blocklist, the user must redo the corresponding chunk proof. It is inevitable between Sync
operations that some number of additions and deletions will occur, thus requiring recomputation
during Attest and adding the corresponding amount of latency. The larger the chunk size, the
higher the latency. While we can avoid this for deletions by having bans expire in batches, this is
undesirable for additions—we want bans to take effect as soon as possible.

To avoid a tradeoff between chunk size and attestation latency, we have the tail of the list be
a buffer of smaller chunks and have a separate instance of HICIAP aggregate them. Because the
circuit is different from the circuit used for larger chunks, this optimization increases the number of

distinct HICIAP proofs passed to the verifier, while decreasing the overall attestation time.

5.1 Security argument

Security of SNARKBLOCK depends on it correctly instantiating the PRF+Sig+ZKP paradigm using
HICIAP. We state the theorem of security for SNARKBLOCK here and give a proof sketch in
Section 11.2. This proof depends on the security of HICIAP as a building block, and so HICIAP is

the main focus of our security analysis over subsequent sections and appendices.

Theorem 1 (SNARKBLOCK Security). SNARKBLOCK described in Figure 3.3 is blocklistable,
anonymous and non-frameable provided that Grothl6 and HICIAP proofs are knowledge-sound
and subversion zero-knowledge; Schnorr signatures are unforgeable; Prf is pseudorandom; and

Com is binding and hiding.
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5.2 Trusted setup

Our protocol and security proof assumes that a trusted party generates a CRS for each Groth16
circuit as well as for each HICIAP instance. The CRSs are similar, being of the form sG, s*G, ...
for several bases. In most cases, service providers should be able to run the setup: assuming
subversion resistance [Fucl7], a malicious CRS only undermines soundness, not privacy. If
necessary, protocols [BGM17, BCG™15] for multiparty setup have been used for commercial
cryptocurrencies such as Zcash [Rad21] and Filecoin, where failure would allow the forgery of

billions of dollars. These also ensure subversion resistance.

6 HICIAP

We now introduce the core of SNARKBLOCK: Hldden Common-Input Aggregate Proofs (HICIAP),
a novel zkSNARK scheme which we use to generate the zero-knowledge proof of blocklist non-
membership 7T,y

Recall the purpose of HICIAP is to aggregate multiple Groth16 proofs of the same relation. Of
its aggregated proofs, it proves that (1) they verify with respect to verifier-supplied public inputs,
and (2) they share a common public input element (which is hidden by the aggregate proof). In the
case of SNARKBLOCK, the relation is chunk non-membership, the verifier-supplied public inputs
are the (prepared) blocklist chunks, and the common input element is the user’s identity.

In addition, HICIAP can link aggregate proofs: it can prove in zero-knowledge that the proofs
in a set of HICIAP proofs all share the same common input element. In the case of (unbuffered)
SNARKBLOCK, there are three aggregate proofs that are linked: chunk non-membership, issuance,
and tag well-formedness.

In this section, we provide intuition for the design of HICIAP and then describe each of its

components in detail.
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HICIAP.Prove( (a(clxsr]ss)/,%/) ) HICIAP.Vfy((srs,crs),comi,)
0, , D,

(A/,B',C') + Groth16.Rerand" (A’, B, C’)
71,22,23,24 ST

A=A [z1]; || 2], € G}

B:=B'|| 7], || [6], € G}

C:=C'|[1]; || [z2], € G

comgy, = apPy +z21P + 233

comy 1= A xcky

comp = cky *B

Comyg, ,comy ,cOMp,comc

comc = e ([z4]; ,cks) - (Cxcky)
— r<skF

r:=(nr5..., "

v i=rp,

aggin = S

agge :==C"

_ 2 aggin-28c, W
W .= [zlr” 1} . —|—Z?:]2r‘a0W0 B

MIPP,(ck,(comin,aggin.r').S)

J = e(aggin, [7]»)
HMIPP(ck,(comc.aggc.r),(C.24))

HWW((Comz:0>W-,Pl-P21P3~G]~GZ)‘)

_9 i _ ap,z1,23) _9 i _
G =Y rWo, Gpi=[r"1], B G =Y 7rWo, Gyi=[r1],
TIPP(ck,(comy,comp,aggap.r),(A,B)) i
aggap :=A"+B R aggap = [T e(aly, [Bl,)" -7
return o := (z1,23) -e(W,[7),) -e(aggc, [6],)

Figure 3.4: The (interactive) HICIAP protocol. Vfy accepts iff all subprotocols MIPP, HMIPP, HWW, and

TIPP accept. The group elements [a],,[B],,[6],,[Y],, Wi = ﬁ”"(XHm;(XHW"(x)

values P, P>, P; used to compute com,, form a Pedersen basis. The Rerand™ procedure is only executed on
the indices in the (log-sized) masking set M’ = MU {n — 2}, where M is defined in the proof of Lemma 4. It
is the identity function everywhere else.

| are supplied by crs. The

25



6.1 Intution

To explain HICIAP, we start with a naive verifier who takes a full (non-succinct and non-hiding) set
of Groth16 proofs m; = (A;, B;,C;) and checks that they verify with respect to a common public input.
We transform this into a succinct zero-knowledge proof that vector commitments to A, B and C
contain proofs that verify with respect to a hidden input. For simplicity, we omit the blinding factors
from discussion, and leave their detailed accounting to the proof of honest verifier zero-knowledge
in Section 11.2.

The HICIAP verifier must be convinced that there is some hidden wire value ag € IF for which
a set Groth16 proofs {(A;, B;,C;) };_ Verlfy given a set of prepared public inputs S, i.e., for all
i=1...,n=2,

e (A B;) = e([al; , [Bly) € (Ci,[8]) € (aoWo + 5. [7],)

Our first step is to combine the above n — 2 equations into a single polynomial equation. Verifying
this would still require the verifier to do linearly many equality checks, so the verifier picks a random
r <—$ [F and evaluates the polynomial “in the exponent” at the random point. Combining these two

steps, the new verifier equation is

i

[Te(AiB)" £ Te(el,[B)" - [Te(Ci (812" - TTe (aoWo+Si[vl)"

By the Schwartz-Zippel lemma, equality here implies the equality of the initial n — 2 equations with
overwhelming probability. We now have one equality check.

The next step is to make the verifier oblivious to the hidden wire value ag. To do that, we split
the e(agWp + S;, [7],)" " term in two. The prover sends W, a blinded version of ¥ r'agWp, to the
verifier. It proves that W is computed correctly using an instance of the X-protocol HWW (described

in Section 6.2). The verifier equation is now

H AzaB He lvﬁ] He l= ’ (W7[}/]2)'He(’§iv[y]2
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For both succinctness and privacy, the prover cannot give the verifier every Grothl6 proof.
Instead, the prover gives only succinct commitments, comy4,comp, comc to the proof vectors A, B, C,
respectively. This requires the prover to calculate agg,p := [ e (A,-,B,-)ri and agg. :=[]e(C;, [5]2)ri
itself and send them to the verifier. Since these calculations can be expressed as inner product
operations, the prover shows they are correct using instances of TIPP and HMIPP, respectively.

The verifier equation is now

aggAB_He r -aggc-e( He § 7]

This equation is now verifiable by the HICIAP verifier, but it is not fully succinct—the verifier
must still do linear work in order to compute the products containing the ' exponents. The
verifier can avoid this for the term [Je ([]; , [B]Z)ri by simply using the geometric sum formula:
Y'or'= ("1 —1)/(r—1). The second optimization, due to Biinz et al. [BMM™21], moves the
aggregation of the prepared inputs agg;, := Y S; to the prover. The prover sends agg;, and proves
it was constructed correctly using an instance of MIPP. The verifier checks this with respect to
comj,, which it can compute from public inputs independently of the proof-specific r values. With

these two optimizations, the final verifier equation is

Al

aggs = e ([a],,[Bl,) T -aggc-e(W,[¥],) e (aggim [V],)-

It is important to reiterate that, while this resembles HICIAP’s verification equation,* the protocol
outlined above is not zero-knowledge. W leaks ag; agg,p, comy, and comp leak parts of A and
B; and agg- and comc leak parts of C. In order to achieve zero-knowledge, we blind all of these
values using the explicit blinders zj,...,z4 € F and the implicit blinders in the Groth16.Rerand

sub-procedure.

“For clarity’s sake, however, the Vfy algorithm in Figure 3.4 does not include the geometric sum formula, or any
other arithmetic optimizations.
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6.2 HICIAP details

We now give the formal definitions of the HICIAP relations and procedures. The HICIAP relation

for a fixed n, where n is a power of two, is defined to be

n—2
ck, crs,comj,, {S};:lz : /\ Groth16.Vfy(crs, m;, (agp, Sz‘))
Ruiciap = ) S
. n_ Q
a07{ﬂl i=1 /\ com;, = Sxck;

The associated protocol is given in Figure 3.4, and is made non-interactive by applying the Fiat-
Shamir transform [FS87].
Note that Prove outputs an opening o = (z1,z3) of com,,. This opening is used for linkage

proofs, which show that multiple HICIAP proofs share the same (. Formally, this relation is

t o o B
Rjink = {({ﬁ?i}é_l;a(), {Oi}gzl) : /\ comgo) = aphP; —|—Zgl)P2 +Zgl)P3} ,
i=1

(i) (@) ()

where coma;) comes from 7, (zl ,23 ) come from o;, and P;, P>, P; € G is a Pedersen basis shared
by all HICIAP instances. The LinkProve and LinkVfy algorithms are constructed using the generic
Y-protocol framework defined by Camenisch and Stadler [CS97]. The protocol is described and
proven secure in Section 11.1.

For the last relation, recall from the intuition that the value W in HICIAP proofs must be proven
to represent the value ag on the wire Wy and no more (i.e., it must not allow the prover to cancel

other wire values). We call this the hidden wire well-formedness (HWW) relation:

(U.VAGH., €Gy: U =wG +xG +yGy
Ruyww = :
w,x,y € F /\V:wG4—l—xG5

Like Link, the HWW proof system is a X-protocol constructed using the Camenisch-Stadler frame-

work. The protocol is also described and proven secure in Section 11.1.

We claim that HICIAP is a zZkSNARK for the Ry cjap relation. The proofs of the below theorems
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Sync time vs. blocklist changes
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Figure 3.5: Client-side performance for SNARKBLOCK

can be found in Section 11.2.

Theorem 2 (HICIAP Soundness). HICIAP on n— 2 proofs is knowledge-sound against algebraic

adversaries under the G1-DL, n-ASDBP, and 2n-SDH assumptions.

Theorem 3 (HICIAP Perfect Honest Verifier Zero Knowldege). The HICIAP protocol is perfect

HVZK, provided that n > 16.

The requirement that n > 16 is to ensure that there is enough randomness in the set of Groth16
proofs to produce statistically independent HICIAP proofs. This, and the requirement that n be a
power of 2 is not a barrier to usage, since proofs (and their prepared public inputs) can be duplicated

arbitrarily many times to pad the input of the HICIAP algorithms.

7 Implementation and evaluation

We now detail the design and evaluation of SNARKBLOCK.
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Figure 3.6: Server-side performance for SNARKBLOCK
7.1 Implementation and setup

Hardware. All benchmarks were performed on a desktop computer with a 2021 Intel 19-11900KB

CPU with 8 physical cores and 64GiB RAM running Ubuntu 20.04 with kernel 5.11.0-40-generic.

Code. SNARKBLOCK consists of 4.3k lines of Rust code’ using the Arkworks [Ar21] zkSNARK
crates and Rayon for parallelization where possible. The Criterion-rs crate was used for all

benchmarks and statistics.

Statistics. Performance measurements are for medians and include error bars indicating the 95%
confidence interval. These are not visible: over all benchmarks, the maximum relative standard

error of the median is 1.6%.

Instantiating cryptographic primitives. We set A = 128. We use BLS12-381 [Bow17b] for our
Groth16 and HICIAP proofs, and Jubjub [ZCal9] for Schnorr signatures. We use hash functions
H, H;, Hs for identity registration, tag computation, and Schnorr signatures, respectively. Specifi-
cally, the commitment scheme used for Rig, is Com(m,r) := H;(r||m) and the PRF scheme used
for Repunk is Prfi(m) := Hy(k|jm). Each H; is a domain-separated instantiation of the Poseidon
family [GKK™19], configured to be compatible with BLS12-381 and a 128-bit security level (i.e.,

o =5 and capacity = 1).

>The HICIAP crate source code can be found at https://github.com/rozbb/hiciap and the SNARKBLOCK
crate source code can be found at https://github.com/rozbb/snarkblock.
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Client Attestation Server Verification Proof Size
Abs. | (3n+12)|F| + (n+3)|Gy]
BLAC [TAKS10] 2nMg, (2n+4)Mg, +2P Real | 5288 & - 1448
(197 + 10c)Mg, 25Mg, +38P Abs. | 8|F| +29|G| + 14|Gy|
SNARKBLOCK | +(160+ 10c)Mg, +2Mg, +(46;—1010 ()M +(48+ 10log, ¢)|Gr|
+(244+15¢)P 821¢))MEr | "Real [ 29.3KiB + log,(c) - 5.6KiB

Legend: n = Blocklist length, ¢ = Num. chunks, Mg = Var. base MSM in G, P = Pairing op., |G| = Size of group elem., |F| = Size of scalar
field elem.

Table 3.1: BLAC and SNARKBLOCK operation counts and proof sizes. SNARKBLOCK operation counts

assume a fully synchronized client and an unbuffered blocklist. The top subcell in the Proof Size column

represents abstract element counts. The bottom subcell represents the byte count when instantiated with

BLS12-381.

7.2 Evaluation

Benchmarks are given in Figures 3.5 and 3.6. Lines marked buf were benchmarked using a size-14
buffer of 16-element chunks. Lines marked nobuf used no buffer. The cs parameter refers to chunk
size.

Figure 3.5a gives the time clients take to attest to non-membership on a blocklist that has
recently changed. Specifically, this is the time it takes for a user to recompute the last Groth16
chunk proof; compute HICIAP proofs over the blocklist, buffer (if the buffer exists), issuance, and
tag well-formedness proofs;® and compute the link proof over those. Separately, Figure 3.5b gives
the offline computation a client must do as a function of the number of additions/removals to the
blocklist (e.g. per day). This includes syncing chunks and precomputing its Groth16 issuance and
tag well-formedness proofs for the next attestation.

Figure 3.6 gives proof sizes and throughput for server verification. These graphs, which are
semi-log scale, show that, unlike previous work, SNARKBLOCK proofs scale logarithmically with

the number of elements in the blocklist.
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8 Discussion

We now discuss real-world performance and possible extensions.

8.1 Is SNARKBLOCK practical?

Attestation latency. How long can attestation take in practice? A client that computes an attestation
in the background while a user drafts their post or comment adds no latency to the user’s workflow.
When the expected time to write a comment is lower than attestation time (e.g., writing a tweet),
then the comment must be queued and posted by the client software when attestation is complete.
While this is acceptable in many cases, it renders SNARKBLOCK impractical for real-time chat

when blocklists are large.

Operating Costs. SNARKBLOCK can be used when (1) logging in to a pseudonymous session, or
(2) posting or commenting anonymously. The latter puts more load on a server. We use it as an
estimate for worst-case performance costs.

English language Wikipedia had 2 edits per second in 2021 [Wika] and Reddit had 64 comments
per second in 2020 [Red20]. Estimating from event logs for June through October 2020, English
language Wikipedia has about 2k bans per day, of which 250 (12.5%) were permanent. Assuming a
similar ban rate, Reddit has at least 8k permanent bans per day and perhaps 32k temporary.

7 For a

An Amazon EC2 c5.4xLarge costs about $10 USD per day if reserved for a year.
blocklist of 2%* entries, SNARKBLOCK handles at least 35 attestations per second. At Reddit’s scale,
deployed in the more resource-intensive attestation-per-comment mode, SNARKBLOCK costs on the
order of $20 per day when pessimistically assuming full EC2 retail pricing at scale. With generous
allowances for CPU differences and virtualization overhead, SNARKBLOCK is at most $200 per day

in the worst case. For reference, Facebook pays moderators in the US $120 a day [Sal19].

A final consideration is increased bandwidth usage by the server. A SNARKBLOCK attestation

®For speed, we combine R, and Ry, into a single circuit in our implementation. Thus there are only 2 proofs to
link in an unbuffered SNARKBLOCK attestation.

"With 16 virtual Xeon CPUs and 30GB of memory, this is a decent analogue to our test system since in testing,
SNARKBLOCK never exceeded 20 GB of memory for verification.
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for a 4M-entry blocklist is 130KiB, at least two orders of magnitude larger than an average text
comment it would accompany in the fully anonymous setting. 130KiB, however, is dwarfed by
the size of image and video files uploaded to many service providers. Moreover, inbound traffic is
typically a small fraction of total traffic for web services. So much so that on EC2, for example, it’s

free.

8.2 Client-side performance vs BLAC

SNARKBLOCK’s main advantage over BLAC is logarithmic server-side scaling. Nonetheless, we
briefly discuss client-side performance. The biggest problem for BLAC, surprisingly, is proof size.
A blocklist with 4M bans yields proofs of 549MiB. In contrast, a SNARKBLOCK attestation is
less than 200KiB for a 134 million entry list. On a 50Mbps connection, which is 5 the upstream
bandwidth of the median US household [FCC20],% uploading a BLAC attestation would take
90s. Even if both have a 100Mbps fiber connection, SNARKBLOCK can compute and upload the
attestation before a BLAC proof would upload.

What if we ignore proof size? Although Tsang et al. give benchmarks for BLAC, they are on
10+ year old hardware using the very dated PBC library [Lyn] for pairings. Luckily, Tsang et al. also
characterize their system’s performance in terms of group operations. In lieu of a reimplementation,
we report these measurements and give the equivalent values for SNARKBLOCK in Table 3.1.

SNARKBLOCK pays an initial overhead in terms of upfront costs (e.g., the 244 pairings). The

major advantage for SNARKBLOCK is that its operations are per chunk as opposed to per element.

10nMGl + IOHMGZ + 15nP
N N

Ignoring constants, SNARKBLOCK is faster for proving whenever 2nMg, > —

b

where s = n/c is the chunk size. Thus, as the blocklist size grows, SNARKBLOCK will outperform as

long as s > 54 12.50 where 0 = P/Mg, is the overhead for pairings relative to G multiplications.”

On our benchmark system, G, multiplications are about 3 times G, and pairings twice that. i.e.,

8FCC measurements are a trailing indicator. The latest report as of this writing, released in Sep. 2020 [FCC20], is
for data as of Dec. 2018. For Oct. 2021, Speedtest .net reports its US users have upstream averages of 19.18Mbps
for wired connections and 8.81Mbps for mobile.

%Since Mg, < P, we can approximate them as the same.
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Speedtest.net

0~ 6.

Unfortunately, giving a precise estimate for the transition point is impossible with only group
operations: we need to compare runtimes to a full reimplementation of BLAC. Real-world per-
formance will differ significantly from group operation counts due to parallelization and other
optimizations. Indeed, SNARKBLOCK outperforms estimates based on group operations and
benchmarked operation times.

SNARKBLOCK has one substantial cost that BLAC does not: SNARKBLOCK requires periodic
sync computations for blocklist additions and removals. Per Figure 3.5, this is less than 200s for
every 12k additions, with appropriate batching or buffering. For much faster churning lists, e.g.,
64k additions per day, BLAC would have a large initial advantage by avoiding these recomputation

222

costs. But at even 8k additions per day, the service provider will exceed 2 bans within two years.

At this point, under reasonable bandwidth assumptions, SNARKBLOCK will outperform BLAC.

8.3 Cold Start

One significant caveat for SNARKBLOCK is that a new user of a system with a pre-existing blocklist
must do significant work to sync the entire blocklist and compute the chunk proofs.

One option is to leverage the issuance date for a user’s identity and allow them to skip proving
membership in blocklist chunks whose last entry is before they joined. This can be done directly
now, albeit at the cost of leaking the user’s approximate join time for, e.g., a particular forum.
Specifically, a given service provider can use a custom CRS for their Groth16 chunk proofs. They
can then, using the CRS trapdoor, give each new user non-membership chunk proofs for earlier
portions of the blocklist. Crucially, proving with a trapdoor is constant-time, so this process is
efficient.

We leave to future work the question of how to build a general trapdoor for cold start. In
particular, it should be possible skip chunk proofs whose last entry was inserted before the issuance

data of the user’s identity.
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9 Related work

For a full formalization of privacy preserving blocklists, we refer the reader to excellent SoK of
Henry and Goldberg [HG11]. This also describes a number of interesting hybrid systems that can
be constructed in a black-box way from either SNARKBLOCK or BLAC and allow for pruning of

blocklists.

9.1 BlocKklists

The work closest to ours is the ZKBL approach introduced in BLAC [TAKS10]. As discussed in
prior sections, by replacing the zero-knowledge proofs in BLAC with our novel proving system
HICIAP, we get a system that offers logarithmic verification time and proof size, rather than linear.
Further, we extend the system to support federated identities.

Also close to our work is the windowed approach from PEREA [TAKSO08], also by the authors
of BLAC. In PEREA, users are issued a finite number of one-time-use identity tickets for use during
a revocation window, e.g., one month. To complete an action, a user must prove none of those
tickets are in the blocklist. A user computes the same proof to get the next set of tickets. Verification
time is proportional to size of the revocation window, not the total size of the blocklist. It has a

number of drawbacks for broad deployment on the web:

1. Issuing users a small number of tickets is feasible for individual low-volume sites, but the

limit would apply to all sites in a federated system.

2. The approach is inherently centralized. All blocklists must be registered with the single

identity provider to ensure non-membership before reissuing identities.

3. Service providers must react quickly to ban users, since bans expire once the user gets new
identities. The exact time depends on configuration; PEREA gives the example of a 1-hour

window for a site like Wikipedia.

Finally, a number of systems provide weaker anonymity. One line of work relies on a trusted
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third party to revoke anonymity, e.g, [Cha85, Cv91l, BMWO03]. Another approach is to leverage
blind signatures to remove the linkage between, e.g., an IP address, and the pseudonym, e.g.,
[JKTSO07, TKCS11, LH10]. These schemes only provide pseudonymity, allowing the linking of
pseudonymous posts across different platforms. In contrast, SNARKBLOCK provides anonymity

and does not trust a third party to safeguard user identities.

9.2 Zero-knowledge proofs

Our HICIAP protocol consists of a non-membership proof and a proof that a revocation tag has been
computed correctly. Bayer and Groth design a non-membership proof [BG13] with logarithmic proof
size and no trusted setup, but they have (quasi-)linear prover and verifier costs. Non-membership
proofs can also be constructed in groups of unknown order [CL02, BCFK19], and have constant
verifier time and prover time. However, it is not obvious how to apply these techniques to a blocklist
without requiring a finite number of tickets per user as in PEREA.

An alternative and thus far unexplored direction for proving blocklist non-membership is recent
advances in recursive zero-knowledge proofs using techniques first introduced by Bowe et al.
for Halo [BGH19]. Halo-like schemes, formalized in [BCMS20] as accumulator schemes, have
been extended to a wider variety of polynomial commitment schemes in [BDFG21]. These use
Bulletproofs [BBB ' 18] as a building block, which introduces a linear verification time component
to the constructions. This cost is typically small if the individual computation step is small, but
leads to a different set of design tradeoffs than recursive proofs with fully succinct verifiers. Biinz
et al. [BCL"21] and Kothapalli et al. [KST21] improve upon these results.

One key challenge to using Halo-like techniques is the concrete cost of recursion. With
SNARKBLOCK, aggregation costs are less than 8 x the cost of native verification, keeping online

costs low. For Halo-like systems, these costs depend heavily on the exact approach taken.
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10 Appendix: Deferred definitions

We will use the definition of the Discrete Log (DL) assumption from [FKL18] and the definitions of

the g-ASDBP and ¢-SDH assumptions from [BMM*21].

Assumption (DL). Let GGen(l’l) be a nondeterministic function which outputs a group G of prime
order p > 2* and a generator G.

The Discrete Logarithm assumption holds relative to GGen iff for any PPT algorithm A,
Pr [xG —H | (G,G) + GGen(1*), H s G, x + A(G,G,H)] = negl(1).

Assumption (¢-ASDBP). Let GGen(ll) be a nondeterministic function which outputs 3 groups
G1,Ga,Gr of prime order p > 2*; a bilinear pairing e : G| x Gy — Gr; and generators G,H for
G1 and Gy, respectively. Let pp denote (G1,G,,Gr,G,H,e).

The g-Auxiliary Structured Double Pairing assumption holds relative to GGen iff for any PPT

algorithm A,

pp GGen(ll)

Ao, Ay 1) £1
Pr (4o 1) 7 1c, B«sTF =negl(A).

A Tle (4, [8],) = 1 o
(A(), cee aAq—l) — A(ppa [ﬁ]l 7{ [ﬁ l]z}iqzl )_

Assumption (¢-SDH). Let GGen(1*) be a nondeterministic function which outputs 3 groups
G1,Ga,Gr of prime order p > 2*; a bilinear pairing e : G| x Gy — Gy, and generators G,H for
G1 and Gy, respectively. Let pp denote (G1,G,,Gr,G,H,e).

The q-Strong Diffie Hellman assumption holds relative to GGen iff for any PPT algorithm A,

pp < GGen(1%)
PriA=[(B —a)_l]z B«sTF =negl(A).

(@,A) < Alpp, [Bl;,[Bly, - By 5 [B7])
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HMIPP.Prove (ck, (com¢, aggc,r), (C,z)) HMIPP.Vfy (srs, (comc,aggc,r))
Q s G

p s
aggp :=Q"
comg :=e([p];,cks) - (Qx*cky) oMo %880,
P c+sTF
p'i=cz+p £,
C:=cC+Q com’ := com¢.-comg -e(—[p’]; ,ck3)

MIPP(com’,agg’,r;C)

agg’ 1= c-aggc+aggy

Figure 3.7: The HMIPP protocol

11 Appendix: Deferred proofs

11.1 Subprotocols

In this section we state and prove theorems of security of the subprotocols used in HICIAP and
SNARKBLOCK, namely HMIPP, HWW, and HICIAP.Link.

Recall Rymipp is a zero-knowledge (“hiding”) version of the Ry pp_j relation. Both relations
are detailed in Figure 3.1, and their proof systems are given in [BMM™21]. In Figure 3.7 we restate

the Rymipp proof system, and we prove its knowledge-soundness below.
Lemma 4. The HMIPP protocol is perfect HVZK. (Lemma 5 in [BMM™"21])

Lemma 5. HMIPP on n elements is knowledge-sound against algebraic adversaries under the

n-ASDBP and 2n-SDH assumptions.

Proof. By Theorem 6 of [BMM™21], under the n-ASDBP and 2n-SDH assumptions, there is a
polynomial-time extractor Epypp_i for MIPP,(ck,com¢,agge,r, C) which extracts C such that
C xck; = com’ and C* = agg’.

Our extractor Eympp is defined as follows: send a random c; as the verifier in the protocol
would; receive p’ and denote it p;; use Eppp_ to extract C; from MIPP; rewind and send
a fresh c;; receive py; use Eypp_i to extract Cy; output z := (c; —c2) " (p; — p2) and C :=

(Cl —Cz)fl(él — Cz)
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We refer to the agg’ from the first execution by agg/ and from the second execution by agg).

We notate com) and com) similarly. Since Eypp_ guarantees C} = agg} and C5 = agg),

C" = (c1—c2) (€1 = C)" = (c1 —c2) ' (agg] —aggh) = agec-
Further, since Eypp_j guarantees Cxck; = com| and C,xcky = comy,

e([z];,cks) - (Cxcky)

1

= e([2]; ,cka) - (€1 — Cp) xcky) =)

= e([a]; . cks) - (com - (compp)~yer=e2) ™!

= e([z]; ,ck) - ((com¢! -comg - e(— [p1]; ,ck3))
- (com2 - comyy! - e([pa],  cka))) 172

= e([z], ,cka) -comc - e( [~ (p1 — p2) (c1 —¢2) '] | ,cka)

= €([Z]| 7Ck3) ~comc - e(_ [Z]l ’Ck3)

= comc

as desired. O]

Recall the hidden wire well-formedness relation Rywyy described in Section 6

(U7V7{Gi}l‘5:1 € Gl > U= WG] +XG2 —|—yG3
Ruyww = :
w,x,y € F /\V:wG4+xG5

We write this relation’s proof system in Figure 3.8 and prove it knowledge-sound and honest-verifier

zero-knowledge below.
Lemma 6. HWW is perfect HVZK.

Proof. We define a simulator as follows: sample ry,r,,r3,c <$ [ uniformly; compute com :=

(r1G1+ Gy +1r3G3+cU,r1G4+ raGs +¢V); output (com, r1,r3,r3,c¢). This is perfectly indistin-
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HWW.Prove (U,V, (G);_;w,x,y) HWW.Vfy (U,V, (G);_,)

o, B,y<sF
com := (oG + BGr+ YG3, 0G4+ BGs) =5

c

— c+sF
141,13
) 1:72,13

(7‘1,7’2,7‘3) = (a_cw7ﬁ_cx7y_

r1Gs4+ryGs+cV

? ( rGy+nrnGy+r3Gs+cU, )
com =

Figure 3.8: The Hidden Wire Well-formedness sigma protocol

guishable from a real transcript: in a real transcript, 1, 72, r3 are uniform and independent because
of the blinders o, 3, ¥; c is uniform and independent by definition; and com is uniquely determined
by these values. In the simulator, ry, 7,73 and ¢ are uniform and independent by construction and

com is uniquely determined by these values. [
Lemma 7. HWW is knowledge-sound.

Proof. We define an extractor Epwyy as follows, aborting on verification error: send ¢ < [ to the

. . . . / . . / / / .
prover; receive ry,r2,r3; rewind and send a fresh ¢’ < IF'; receive r|,r;, r3. Finally, Eqww outputs

1 1

wi=(r1—r))(d—¢c)” x:=(rn—r)(—c)” y:=(r3—r5)(c —C)_l.

Since Epww did not abort, i.e., both runs verified, it is the case that U = wG + xG, + yG3 and

V =wGy + xGs. OJ
Recall the HICIAP.Link relation Ry,
[ o o .
Riink = {({P}l 1,{coma0 i—1500, {zl ,zg) i 1) : /\comgfo) :a0P1+zgl)P2 +z§l)P3}.
i=1

We write this relation’s proof system in Figure 3.9 and prove it knowledge-sound and honest-verifier
zero-knowledge below. Like HWW, this is a X-protocol. Thus, its proofs of security are nearly

identical to those of HWW.
Lemma 8. HICIAP.Link is perfect HVZK.
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C
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ri= o —cap
Vi . Sl . ﬁl CZ]
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t .
/\ com; 2 rP +siPh+u;Ps+c- comgo)
i=1

Figure 3.9: The HICIAP.Link sigma protocol

Proof. We define a simulator as follows: sample r,s;, u;,c < [F uniformly for all i = 1,...,; for
all i, compute com; := rP; + s;P» + u;P +c- comgo); output ({com;}._,,c,r,{si,u;}’_;). This is
perfectly indistinguishable from a real transcript: in a real transcript, all r,s;, u;, ¢ are uniform and
independent because of the blinders a, 3, %; ¢ is uniform and independent by definition; and each

com; is uniquely determined by these values. In the simulator, all r,s;, u;,c are all uniform and

independent by construction, and com is uniquely determined by these values. [
Lemma 9. HICIAP.Link is knowledge-sound.

Proof. We define an extractor Ej;,, as follows, aborting on verification error: send ¢ < [ to the

t

prover; receive r, {s;,u; }'_; rewinds and send a fresh ¢’ «sT; receive 7/, {s}, u. ;- Finally, Ejini

ll’

outputs
ap:= (r—7r)(c —c)*1 zy = (s —sh)(c —c)*1 7y 1= (u;— ué)(c'—c)*1

for all i. Since Ej;, did not abort, i.e., both runs verified, it is the case that com; = agP; +z§i)P2 +

Zgi)Pg, for all i. [
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11.2 Main theorems

In this section we prove the main theorems of SNARKBLOCK and HICIAP.

Theorem 1 (SNARKBLOCK Security). SNARKBLOCK described in Figure 3.3 is blocklistable,
anonymous and non-frameable provided that Groth16 and HICIAP proofs are knowledge-sound
and subversion zero-knowledge; Schnorr signatures are unforgeable; Prf is pseudorandom; and

Com is binding and hiding.

Proof Sketch. Blocklistability. Let A be an adversary that breaks blocklistability. Then A

generates a verifying attestation (7,ypi, tag, nonce). Either an extractor can output k such that tag =
Prfr(n); or fitag is a forgery for HICIAP and we cannot extract a verifying Groth16 statement and
proof k, miag breaking knowledge soundness; or Ti5g is a forgery for Groth16 and tag # Prf(nonce)
breaking knowledge soundness.

Either an extractor can output a verifying signature ¢ under some identity providers public key
pk;+ on the message com = Com(k, r) the same k and some r; or fjini is a forgery for Link breaking
knowledge soundness; or the adversary can find com = Com(k’,r") for different &, 7’ breaking
binding; or 7, is a forgery for HICIAP and we cannot extract a verifying Groth16 proof g, for
k breaking knowledge soundness; or ((k,.¥), W, ) is a forgery for Groth16 breaking knowledge
soundness. If o is a verifying signature then either pk;: authenticated com at some point, or we
break unforgeability of the signature scheme.

If o has been authenticated by pk; that gets blocked then (tag,nonce) gets added to .Z. If A
later generates a verifying attestation with respect to the same ¢ then either 7, is a forgery for
Link breaking knowledge soundness; or the adversary can find com = Com(k’,r’) for different k', r/
breaking binding; or Zcpynk is a forgery for HICIAP and we cannot extract verifying Groth16 proofs
Tchunk; for k breaking knowledge soundness; or Tchunk; is a forgery for Groth16 for some j and
Prfr(nonce®) = tag* for some (nonce*,tag*) € £ breaking knowledge soundness; or o is never

associated with a blocked session and A does not break blocklistability.

Non-Frameability. If an adversarial identity provider prevents an honest user from authenticating
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then they must get some (nonce,tag) added to . such that tag = Prf;(nonce) for an honest user’s
k. By the pseudorandomness of Prf and the anonymity of SNARKBLOCK, the probability that they

guess any such tag is negligible.

Anonymity. We claim that the transcript between an honest user and any number of identity
providers and service providers is uncorrelated. By the hiding of Com we have that com reveals no
information about k (and uses distinct r each registration). By the zero-knowledge of HICIAP we
have that 7, reveals no information (even to the identity providers). nonce is chosen uniformly at
random for each session associated with k. By the pseudorandomness of Prf, tag is indistinguishable
from random for users that don’t know k and thus reveals no information about k. Thus the scheme

is anonymous. U

Theorem 2 (HICIAP Soundness). HICIAP on n— 2 proofs is knowledge-sound against algebraic

adversaries under the G1-DL, n-ASDBP, and 2n-SDH assumptions.

Proof. We wish to show that, there exists an efficient HICIAP extractor EEITCI ap (ck;crs, S) which

outputs a witness (ap,A’,B’,C’) such that foralli =1,...,n—2,
Groth16.Vfy (crs, (A, B}, C}), (a0, 5:)) -

By Theorem 3 of [BMM*21], there is an efficient extractor Epp for
TIPP(comy,comp,aggsp,r) which extracts (A,B) such that comy = A *ckj, comp = ck; * B,
and agg,p = A" *B. By Theorem 6 of [BMM™21], there is an efficient extractor Eypp_; for
MIPP;(comi,,agg;,,r’) which extracts §' such that S’*ckh[:n_z} — comiy and (§')" = agg;,. By
Lemma 5, there is an efficient extractor Eyypp for HMIPP(com¢, agg., r) which extracts (C,z4)
such that C" = agg, and com¢ = e(z4G,cks) + (C xck;). By Lemma 7, there is an efficient
extractor Epww (comg,, W, Py, Ps, P3, G1,G2) for HWW which extracts (ag, z1,23) such that com,, =
aoPy + 1P, +z3P; and W = agG| + 71 Ga.

Let P* be a probabilistic prover with fixed randomness and unknown probability € of producing

an argument that accepts. We define an extractor EETO ap(ck,crs, S), which extracts the witness
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(ap,A,B,C), as follows.

First, run HICIAP with a random r < I, and run all the subprotocols honestly. Note that, by the
definition of knowledge soundness, if P* does not produce an accepting transcript tr on the first
run, the extractor is allowed to exit early with (tr, L). If tr is accepting, rewind to the point after r
is chosen and run Eppp—_z, Enmipp, Enww, and E1ipp to extract (ao,zl,zg,m,A,B,C,S’). Finally,
output (@, A, 2], Bpu—2): Cpp2))-

Note that Ey ciap algorithm is efficient, since its runtime is at most the sum of the runtimes of
Enumipp, EHww, and E1jpp, which are assumed to be efficient.

To prove the claimed relations hold, first note that the commitment com;, = S « cky [
is computationally binding under the (n —2)-ASDBP assumption, and so, with overwhelming
probability, 8’ = S.

It remains to show that, with overwhelming probability, the extracted witness satisfies the

Groth16 verification condition. That is, forall i =1,...,n—2,

e(AiBi) =e([al;.[Bly) e(Ci,[8]) e (Si. [7,) -

The commitments comy,compg, come are computationally binding under the n-ASDBP assumptions.
Further, since Py, P», P3 are unrelated by assumption, the Pedersen commitment com,,, is computa-
tionally binding by the DL hardness assumption on G;. Thus, with overwhelming probability, the

formal product being evaluated in TIPP is the one committed to by comy,comp,comg, i.e.,

n—2 n n—2
=

ﬁe(Ai,Bi)xi = | | e(@Wo,[7],)" 'He([a]l J[BL2)" - [Te (81 [v2)™

Then by the Schwartz-Zippel lemma, the above relation holds with probability at least 1 —n/p. Since

the above equality directly implies the Groth16 verification condition, the theorem is proved. [

Theorem 3 (HICIAP Perfect Honest Verifier Zero Knowldege). The HICIAP protocol is perfect
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HVZK, provided that n > 16.

Proof. A HICIAP proof consists of the values:

comjp, COMg,, COMy4, COMp, COM(, aggin,aggc, W, trmipp-k, trumipp, troww, trripp.

We construct a simulator that knows a Groth16 simulation trapdoor 7 to crs and which can choose
the verifier’s randomness in advance, such that the simulated transcript is indistinguishable from an
honest prover’s transcript. The simulator will also use the simulators described in Lemmas 4 and 6

which generate transcripts for subprotocols HMIPP and HWW,

Simpmipp (ck,comc,agg,,r) — trymipp
Simpww (comgy, W, Py, P2, P3, G1,G2) — tryww-
The simulator is given the Groth16 prepared public inputs S and behaves as follows.

1. The simulator computes the first prover message comy,,,comy,compg,comc. It chooses ran-
domness ag,z1,22 <$[F and com,, <$ G and com¢ <$ G7. It runs

(AL, B!, C!) = Simgothis(crs, T, (ao,S;)) for 1 < i< n—2. It sets

A :=A||[z]; Iz], comy = A xck
B :=B'||[v],]|[6], comp :=cky *xB

C:=C'|[1]; |l [z2];

2. The simulator computes the first verifier message honestly and chooses r < [ randomly.
3. The simulator uses S to construct agg;, and trypp_x honestly.

4. The simulator computes the second prover message (aggc, W) honestly as agg. := C' and

W= [z +Z?:_12 rlagWy forr = (r,r2,...,r").
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5. The simulator generates a transcript trywmpp for the HMIPP protocol by running tryppp :=

Simymipp(crs, comc, agg,,r)

6. The simulator generates a transcript tryww for the HWW protocol by running trpww 1=

Simpww (comgg, W, Py, Po, P, Y1 2 riWg, [ 1))

7. The simulator computes agg,p honestly and generates a transcript trrjpp by running trrpp :=

TIPP(ck, (comy,comp,agg,p,r),A,B).

We will show that the simulator’s transcript is indistinguishable from an honest prover’s. We look at

the distribution of each of the proof components.

The MIPP optimization. We first note that this optimization is simulated perfectly, since it
involves no witness values. Specifically, com;,, agg;,, and trypp.; are simulated perfectly, since

both the prover and simulator have access to the Groth16 public prepared inputs S.

The first prover message. We look at com,, comy, comp, and comc. In the real prover execution:
comy, is distributed uniformly at random because it is randomized by z3; comy is distributed
uniformly at random because it is randomized by z;; comp is distributed uniformly at random
because it is randomized by Bizfz; comc is distributed uniformly at random because it is randomized
by z4. In the simulated execution: comy, is chosen uniformly at random; comy is distributed
uniformly at random because it is randomized by z;; comp is distributed uniformly at random
because it is randomized by B!, ,; comc is chosen uniformly at random. Thus both the provers and

the simulators first messages are distributed randomly and are indistinguishable.

The second prover message. We second look at agg-, W. In the real prover execution: aggc
is distributed uniformly at random because it is randomized by C/,_,; W is distributed uniformly
at random because it is randomized by z;. In the simulated execution: com,, is chosen uniformly
at random; agg is distributed uniformly at random because it is randomized by C/ _,; comy is
distributed uniformly at random because it is randomized by z;. Thus both the provers and the

simulators second messages are distributed randomly and are indistinguishable.
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The hidden MSM argument. We see that tryypp generated by the prover and simulator are

indistinguishable by the zero-knowledge of HMIPP (Lemma 4).

The HWW argument. We see that tryww generated by the prover and simulator are indistin-

guishable by the perfect zero-knowledge of HWW (Lemma 6).

The TIPP argument. In order to argue that tr1pp generated by the prover and simulator are
indistinguishable we must look at the rerandomizations of each (A;, B;, C;). The bulk of the following
argument consists of demonstrating that enough values in the HICIAP protocol are independent
and uniformly distributed. To do this, we associate each iid uniform blinding factor to at most one
transcript variable. One thing to be careful about here is enforcing the “at most one” requirement.

Following [HKR19] we define a masking set M of size O(log, n) that defines a position of
randomized values that will ensure the transcripts appear random in the recursion. We track the
parts of the TIPP transcript which are functions of A, B, ck;,ck; (where we let A represent r © A
and ck; represent r~! @ ck; for simplicity). In each round of the TIPP protocol (of which there are

logn), the prover sends six values:

comgs = Ay xcki compya = A, * ckg
comyp = Ck2 *B[:h} COMgp = Ck2 * B[h:}
aggrr ‘= Apy) * By aggrr = A * By

The verifier sends a challenge x, which defines the prover’s values for the next round:

A/ = A[:h] +X'A[h;] Ckll = Ckl,[:h] ‘|‘x_1 'Ckl,[h:]

B =B +x By cky 1= cky ) +x- cka i)

Note that a randomized A; value in round & will yield a uniform value of A; in round k + 1, where
j=1i(mod 2k=1) "and similarly for B;.

With 6 proof elements in each round, we need to ensure there are at least 6 randomizers per round,
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and that one unique randomizer appears in each proof element. We divide them as 3 randomizers in
A (to randomize comy4,compg4,agg;g) and 3 in B (to randomize comyp,comgp,aggg;). We define

the masking set
k Ak (—1 k 0
M= {2% 2" + 1} S u {2 —1},2),

where ¢ = log,(n). The two sets making up M are non-overlapping. Note that because log, (n) > 4
we have that M also does not overlap with the blinders B;HZ or C;hz.

For the components agg; r and aggg; in the TIPP argument, we must use the fact that with
overwhelming probability, none of the components of a Groth16 proof (A;, B;,C;) equals 0. This
implies that the rerandomization is a uniform proof of the same statement, and also contains no
Zeros.

With this in mind we argue that M is sufficient to randomize the distribution of the com4,

comgy, agg;r components of TIPP. To see this, observe that in round k with verifier challenges

X0y -3 Xk—1>

comu= ] el Y Asomfix(s), Y, ka(sibfix1(S)

be{0,1}{-4-1 s€{0,1}% se{0,1}%

Compy = Z e Z A(s,l,b)fk,x(s>a Z CkA.,(s,o,b)fk,rl(S)

be{0,1}(-4-1 s€{0,1}% s€{0,1}%

aggir= ] e| Y Awomfix(s), Y, Bsinfix1(s) |

be{0,1}f—4-1 s€{0,1}* s€{0,1}*
where fi x(s) := H]]‘.;(l) (ijk—j—l +1- sj) for s € {0,1}* and Ap, represents A; when b is the binary
representation of the integer i. Thus
* Ag0,1,0,1 1s included in com; 4 in the kth round and corresponds to the blinder 20-k=24 1

* Ag,1,0 is included in comgy in the kth round and corresponds to the blinder 2l—k-1

* Ag,0,1 1s included in agg;  in the kth round and corresponds to the blinder 20-k=1_1
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Denote

Riaks:= Y, ka1 fix1(S) Ririkp:= Y, Bsipfix1(s)
s€{0,1}% s€{0,1}¥

Rrakp:= Y, ka(som)fix1(8)
s€{0,1}*

Observe that with overwhelming probability, each of {RLR,k—l,(O,O,l)}i;{ are non-zero, depend
non-trivially on x;_;, and have no dependence on x; Thus the R;z ¢ 0,0,1):-- - Rrr.¢~2,(0,0,1) are
pairwise independent and ensure that: the Ag 1 term in agg; r , (denoting the second round’s agg; z)
is randomized by x; and thus is independent from the Ag o 1 terms in agg; g ; the Ap 0,1 term in
aggr 3 1s randomized by x; and thus is independent from the Ag 0,1 terms in agg;r ; and agg; g »;
etc. Thus Ag o 1 perfectly blinds agg; » except with negligible probability.

By the same argument, the R;4 t (0,0,1,0,1) terms are pairwise independent and the R; g ¢ (0.1,0)
terms are pairwise independent ensuring independence between the Ag 1,01 terms in comy4  and
Ap,1,0 terms in comyp . respectively. Thus Ag 10,1, Ag,1,0 terms perfectly blind comz4, comgy
except with negligible probability.

By a symmetric argument we see that By 10,1, Bo 1,0, Bo,0,1 perfectly blinds com;p, comgg,
aggp; except with negligible probability.

We now consider the penultimate round (round ¢ — 1). Here the proof elements com;4, comyp,

compa and compgp of both the honest prover and simulator take the form

compa = e(As—11,Ha) compa = e(Ag_12,Hy),

comzp = e(G1,Br—12) comgp = e(G2,A¢—1,1)
for cky o1 = (Hi,H,) and cky ¢ = (G1,G2). Thus the proof elements

aggrr = e(Ar—1,1,Br—12) aggrr = e(Ar—12,Br-1,1)
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are uniquely determined given comy4, comyp, comgs and comgp. Hence they are sampled from the

same distribution. O
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Chapter 4

zk-creds: Flexible Anonymous Credentials
from zkSNARKSs and Existing Identity

Infrastructure

Work coauthored with Jacob White, Christina Garman, and
lan Miers, and published in the proceedings of IEEE S&P
2023 [RWGM23].

1 Introduction

Privacy-preserving identification is an apparent contradiction in terms: one cannot both wish to
simultaneously identify themselves and stay private. But this is increasingly necessary on today’s
internet. For example, Australia, the EU, and the UK age-restrict access to some video content,
requiring identification via a credit card or photo of an official ID to access it [Goob, Gooa]. The
tracking and data exposure risks raised by such requirements can be eliminated with privacy-
preserving cryptography: anonymous credentials allow a user to assert that they meet some access
criteria, e.g., are over 18, without revealing anything else about themselves, linking their viewing
habits to their identity, or even linking distinct video views together. Beyond this narrow application,

anonymous credentials could be extended to complex identity statements—for example, checking
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I_and

residency for accessing online library resources or petitioning local elected representatives
the composition of credentials such as the pairing of a vaccine card with a photo ID.

While the subject of extensive academic work [Cha85, CL03, CL04, BCKLO0S, BL13, GGM14,
CDHK15, SAB*19], anonymous credentials have thus far seen little deployment.” In large part,
this is because most existing systems are designed with a number of assumptions about identity
that, while suitable for advancing a body of cryptographic knowledge, produce designs that can be
difficult to actually deploy in real-world identity systems.

Existing anonymous credential schemes make, at a minimum, some subset of the following
simplifying assumptions: there is a single issuer for a given identity property (e.g., date of birth);
when there are multiple issuers for a property, the property formats are compatible; there exist
reputable authorities that are able and (more importantly) willing to be responsible for holding
signing keys, verifying identity properties, and running sophisticated cryptographic protocols for
issuing anonymous credentials; all attribute formats needed for a credential are known in advance;
and the set of authorities for a given identity attribute or credential can be enumerated at the time
one instantiates the system.

In this paper, we build zk-creds, a flexible, issuer-agnostic anonymous credential toolkit for
complex identity statements. The general-purpose proving functionality supported by zkSNARKSs
gives us the flexibility to address most of these challenges. From this approach, we automatically
gain support for ad-hoc composition of credentials and access criteria, and issuance by (threshold)
signatures. In many cases, we can even remove the need for trusted anonymous credential issuers
entirely by instantiating a bulletin board to track issued credentials, no longer requiring issuers to
hold signing keys or other secrets. Concretely, this work contributes the design and implementation

of a toolkit for flexible privacy-preserving credentials, and builds two example applications.

INew York State provides such a platform with no privacy guarantees [New].

ZNotable exceptions for human uses of credentials are limited trials of CL-sigs with Idemix [CV02] and, although it
is not a full-fledged anonymous credential scheme, Privacy Pass [DGS™18]. Intel also makes use of DAA [BCC04] for
device attestation, and a MAC variant of anonymous credentials is also being used for private groups in Signal [CPZ20].
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1.1 Past work and real-world limitations

Several approaches have tried to address the limitations of anonymous credentials, focusing primarily

on the problems of finding and trusting issuers.

Distributing issuance via multiple issuers. To reduce the trust needed in issuers, schemes have
explored threshold issuance [SAB™ 19] and support for multiple issuers [CLO1]. While this improves
the situation if there are multiple willing issuers, it does not address the potential scarcity of issuers
who are willing or able to deploy novel (or any) cryptography. Nor does it provide a means to

reconcile the differing identity document formats or use cases multiple issuers would have.

Decentralizing issuance by removing signing keys. In Decentralized Anonymous Creden-
tials [GGM 14], credentials are maintained in some form of transparency log which can either be
centralized and audited, distributed across cooperating parties, or operated in a decentralized fashion
by a Byzantine system or blockchain. While this approach removes one obstacle to credential is-
suance by avoiding signing keys, the concrete protocol has performance and operational limitations.
For example, the protocol requires that all clients have the full list of issued credentials, and does

not address any of the other complexities of real use cases.

The messy reality of identity claims. We now return to our initial example: an anonymous
credential to allow access to age-restricted videos and prevent tracking of browsing habits. In theory,
whichever authority issues identity cards in a country can also issue anonymous digital credentials
to everyone of age. But in practice, a number of problems arise when attempting to deploy such a
scheme with existing anonymous credentials.

First, there is not a single source of identity documents (e.g., the US has 50+ drivers license
issuers) and few might wish to participate due to the burden of deploying new technology. Fewer
still can be trusted to secure the requisite signing keys for issuing credentials.

Second, requirements will change. What started as a token for being over 18 will need to support
other age checks—under 12, over 21, over 65—necessitating more complex credentials, access
criteria, and potentially credential revocation and reissuance.

Third, each ID issuer will, by default, form its own anonymity set. Even for “multi-authority”
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schemes designed to avoid this, differences in data fields can distinguish populations:® a foreign
diplomat accessing age-restricted content in their host country may be distinguished from a resident
using a local ID.

Fourth, new identity documents need to be integrated as they emerge to avoid access equity
issues, and these documents may have differing formats. For example, many cities now issue IDs in
part for undocumented residents [IDN].

Finally, even for something as conceptually simple as “of age,” identity statements are not
necessarily simple: in the event age limits differ between jurisdictions, a video platform needs to
check where the viewer is located, and IP geolocation may be insufficient (e.g, in the case of Tor
or a VPN). Credentials can directly encode a home address but, even for physical credentials, this
does not work in practice: people move and do not update their IDs, and as a result need to provide
alternative proofs of address. Supporting this privately requires composing credentials for, e.g., age

and residency.

Minimizing trust when issuing credentials. Current (even non)-anonymous credential protocols
assume the same party verifies claimed identity properties and signs cryptographic credentials. This
requires finding a single party who is trusted for two different (and not necessarily related) tasks:
one who is both capable of verifying identity attributes and competent to manage signing keys. The
linking of these two roles is often unnecessary and complicates deployment.

First, many uses of anonymous credentials do not use identity attributes which must be verified
by a trusted party to issue a credential. Looking ahead, we describe an issuer-less Privacy Pass-like
construction [DGS™ 18] where Sybil-resistant anonymous tokens are issued by making a blockchain
payment. This has no trusted parties—neither for verifying that the user is not a Sybil, nor for
signing a credential.

Second, even when we must trust some entity to verify identity attributes (e.g., a passport issuer
for a user‘s date of birth), it is not necessary to trust an additional party to hold key material for

a novel cryptographic scheme. Looking ahead, we offer the minimal trust assumptions in many

3Consider something as simple as date formats: Japanese Drivers Licenses give birth year relative to eras that
correspond to the reign of the emperor. However, they use the Gregorian calendar for months and days.

54



such cases by replacing signing with a list maintained by a centralized party or a distributed bulletin
board.

Third, even where there is a trusted party who both verifies identity attributes and issues
credentials, trusting a party to maintain a list is safer than trusting them to secure signing keys. In
existing anonymous credential schemes, compromise of issuing keys is frequently undetectable and
rollback requires rekeying and reissuing. With issuance via a list, compromise is detectable and
easily reversible. This is true even if the list is maintained by a single party.

All of the aforementioned issues can be addressed by a scheme that is flexible, dynamically
adaptable to new use cases post-deployment, minimizes the need to find new trusted parties, and

can support complex access criteria that are agnostic to the issuer or credential format.

1.2 Our contribution

We introduce zk-creds, a toolkit for privacy-preserving authentication protocols and anonymous
credentials that offers flexible identity assertions and does not need trusted issuers. A key contri-
bution of zk-creds over previous works is the usage of general-purpose zero-knowledge proofs
rather than bespoke proof systems over blind signatures.

The switch to general-purpose zero-knowledge proofs as the basis for anonymous credentials,
instead of blind signatures, is a paradigm shift: rather than imagining a subset of use cases and
designing custom protocols for each while balancing cryptographic tradeoffs, zk-creds gets full
privacy and full expressivity even after a protocol is designed and deployed. A single scheme, built
with zk-creds, is adaptable to shifting requirements without requiring the development of new
custom cryptographic protocols. Moreover, application-specific logic can be defined and modified in
simple programming languages via a number of publicly available tools [MTBI"22, Ar21, Bow17a]
with the instantiation of the scheme handled by the compiler.

General-purpose zero-knowledge proofs enable zk-creds to support flexible and composable
access criteria. zk-creds not only allows users to privately show that their credential(s) meet

some arbitrary access criteria check, but it also allows these criteria to be defined at any time (even
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after system setup or credential issuance), by any party, and composed dynamically as gadgets.
This flexibility allows zk-creds to meet the reality of real-world authentication mechanisms:
requirements can dynamically change at any time, as can use cases and even identity issuers.

The second major contribution of zk-creds is its support of existing government identity
infrastructure without modification or collaboration. Using general-purpose zero-knowledge proofs,
we can convert the digital (non-anonymous) identity information that is increasingly included in
national identity cards and passports into anonymous credentials. This zk-supporting-documentation
allows us to provide a digital analogue of walking into a US Department of Motor Vehicles and
presenting existing identity documents to get a driver’s license, without exposing any information
to the issuer. We implement an end-to-end example of this paradigm, using a zero-knowledge
proof over the data in unmodified NFC-enabled US passports to create credentials for accessing
age-restricted videos.

As a third contribution, zk-creds supports publicly verifiable credentials. Because the issued
credential list can be maintained by a public system (i.e., a transparency log or blockchain) and
each credential can include zk-supporting-documentation justifying its issuance, the set of all issued
credentials is publicly auditable. This is not possible when credentials can be surreptitiously issued
via signing keys.* As such, we need only trust the issuer to add credentials (and their supporting
documentation) to the list, and any compromise or malfeasance is detectable and reversible.

To summarize, in this paper we design, build, and benchmark zk-creds which:

* drastically improves performance over existing decentralized schemes via reusable proofs

where ShowCred takes < 150ms;

* supports existing physical identity documents (e.g., passports) without modification via

zk-supporting-documentation;

* provides support for flexible and composable gadgets that can be combined to express complex

access criteria checks even after system setup;

* allows for public auditability of issued credentials, without harming anonymity;

4We note, however, that while the credentials are fully auditable, identity statements require inherent trust in
something. If the identity infrastructure, e.g., US passports, is not trusted, then we can make no guarantees.
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* provides (of independent interest), blind Groth16, a novel mechanism for privately linking
together multiple zero-knowledge proofs in a way that enables proof rerandomization and
reuse; and

* includes a full application for age-restricted video access with cloning resistance, using

existing passports for issuance.

Non-goals: On-chain verification of credentials. This work constructs flexible credentials that
can be issued without a central party holding a signing key (although we also support signature-based
issuance). This should not be confused with a different area of both industrial and academic work
(see e.g., [RPX122]), which considers verification of existing (i.e., centrally issued) anonymous
credentials by a smart contract. The question for on-chain verification of anonymous credentials
is not how to remove centralized issuance, but simply how to minimize the cost of verification
given the extreme cost of smart contract execution. Reducing verification costs is typically done by
batching verification inside a zero-knowledge proof° and is generically applicable to any anonymous

credential scheme, including the ones proposed here.

2 Overview

zk-creds is a system for issuing credentials to users and privately showing that a credential meets

access criteria.

2.1 Example application and credential lifecycle

A credential is a commitment to a set of attributes (e.g., name, date of birth, etc.). A credential is
issued (see Figure 4.1) when it is made a leaf in a Merkle tree. We call the set of leaves the issuance
list. Optionally, protocol designers can require zero-knowledge supporting-documentation that the
attributes match some (existing) document without revealing any additional information. In our

implemented example (see Section 7), this consists of a zero-knowledge proof that the attributes in

5This is, in essence, a specialized zk-rollup [But].
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Figure 4.1: A credential in zk-creds is issued by adding it to a Merkle tree after (optionally) presenting
zk-supporting-documentation to justify issuance.

the credential match a US passport.

We emphasize that, while our example trusts an existing identity document issuer—the passport
authority—it requires no additional trusted parties, no existing parties to take on additional trusted
roles, or even modification of the issuer. With standard anonymous credentials, we would need to
also trust the security of credential signing keys, likely held by an additional party. In our example,
we need only some way of maintaining a list of issued credentials.

Clients, once issued a credential, show a credential to gain access to some resource, as shown
in Figure 4.2. The client presents a non-interactive zero-knowledge proof that: 1) they have a
credential (a commitment) in the Merkle tree of issued credentials and 2) the attributes meet some
access criteria.

Crucially, the zero-knowledge proof hides which credential is used, the credential’s attributes,
and the details of how the access criteria were met. In our example, the client uses a credential
containing their birth date to show they are over 18 and gain access to a website. The verifier learns
only that the client is over 18, not their identity, which credential they used, their exact birth date, or

any of the other attributes in their credential.
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Figure 4.2: To show a credential in zk-creds, the prover uses knowledge of their credential opening and
the position of the credential in the issuance list to construct a zero-knowledge proof. The verifier need only
know the issuance list root.

2.2 Design features

As illustrated by our example application, our approach to building anonymous credentials has a

number of important features.

Flexible access criteria. Application developers can define arbitrary access criteria at any point in
the lifetime of the system. We support common features from the anonymous credential literature,
such as hidden-attribute credentials, inequality or expiry checks, rate limiting, and cloning resistance
where violating the rate limit (e.g., by sharing a credential with others) results in the credential’s
identification and revocation. And because we support the efficient encoding of access criteria as an
NP relation, we can easily support more complex criteria than existing schemes, such as a proof of
residency in a given municipality to access ebooks from a local public library.

Auditable issuance. Credential issuance can be publicly auditable as well: e.g., in our passport
example anyone can download the list of credentials and, with zk-supporting-documentation, verify
both that a credential was issued and why. Even without such documentation, all issued credentials
are visible and issuance can be investigated. In contrast, it is impossible to enumerate, let alone

audit, every credential signed with a given key.

Flexible credential management. Because credential issuance is simply a matter of list manage-
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ment, credential issuance is flexible. In many cases, we need not find a trusted party at all: a simple
bulletin board is sufficient, as is a blockchain. In other cases, a central party can maintain the list

without needing to be trusted to secure signing keys.

Signature-issued credentials. Separately, in cases where there is a party who is trusted to issue
correct credentials without public auditability and is trusted, willing, and able to secure signing keys,
our implementation of zk-creds also supports issuing credentials via signatures. In this case, there
1s no issuance list. When feasible, this leads to faster credential shows and removes the overhead of

managing a witness to list membership.

Witness management. Using Merkle trees for credential issuance requires the user to maintain an
up-to-date witness to the credential’s membership in an issuer’s list. Periodically, the user can ask
the issuer for an updated witness. Looking ahead, this also lets any user update their witness by
downloading logarithmic-sized updates from the tree’s frontier and a constant number of Merkle

roots (see Section 13).

Revocation. Many existing approaches require expensive asymmetric cryptographic operations
for each revocation. Some schemes, like EPID [BLO09], require each credential show to perform
work linear in the number of revoked private keys. Other schemes use, e.g., RSA accumulators,
which require recomputing accumulator witnesses per revocation at cost linear in the number of
revocations. And, while more efficient accumulators exist [BBF19], such techniques have not been
used for revocation, to the best of our knowledge. In contrast, each revocation in zk-creds only
requires removing the credential from its Merkle tree, incurring only logarithmic costs in the number
of issued credentials. This captures revocation of the credential where the holder’s public identity is

known, and so called private key revocation where a stolen or leaked credential is banned.
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3 Preliminaries

3.1 Merkle trees

In zk-creds we use Merkle trees T to represent set membership. The root of a tree T is denoted

Tioot- A Merkle forest F is a set of Merkle tree roots. Merkle trees have the following functionality:

T.Insert(v) — T’ Inserts the value v into the next free leaf in 7' and returns the modified tree.
T.Remove(v) — T’ Removes v from the tree (if present) and returns the modified tree.
T.AuthPath(v) — 6 Creates an authentication path 0 that proves that v € T. The size of 6 is

proportional to the height of the tree.

3.2 Grothl16 Linkage

We describe a high-level interface that allows us to construct a (blinded) linkage proof over Groth16
proofs. This allows one to show that a hidden collection of Groth16 proofs 7y, ..., m; all share some
subset of hidden common inputs x*, not known to the verifier. Concretely, this proof system proves
that

k

/\ G16.Verify(crs;, m;, (X*,%;))

i=1
where X; are the non-hidden public inputs (i.e., public inputs known to the verifier). See Section 15
for the full description and security proofs of LinkG16. For zk-creds, however, it suffices to specify

the functionality:

LinkG16.Link(x*, {crs;, ni}f.‘zl) — mink Constructs a zero-knowledge proof of the above relation,
with respect to hidden common inputs x*.
LinkG16.LinkVerify(7jink, {crsi;, xi}*_;) — {0,1} Verifies the above statement with respect to the

given public inputs and Groth16 CRSs.
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3.3 Cryptographic assumptions

We state the security properties of the above schemes and the cryptographic assumptions necessary
to achieve them. For brevity, we defer the definitions of the specific assumptions to the cited
references.

Groth16 is perfectly zero-knowledge and weak white-box simulation-extractable against alge-
braic adversaries under g—dlog and a linear independence assumption [BKSV21]. We also assume
this result holds under the common Groth16 substitution ¥ = 1. We use Poseidon [GKK™*19] to
instantiate a hash for Merkle trees, as well as commitments. Finally, we assume that the key-prefixed
Poseidon hash function, used to instantiate the gadgets in Section 5.3, is a PRF. As Poseidon is a
sponge construction, prefixing is secure. Separately, see Section 17 for an alternate instantiation

using Pedersen hashes and perfectly hiding commitments.

4 Definitions

4.1 Security definitions

Security definitions are given by an ideal functionality in Figure 5.3, corresponding to the usual
security properties of anonymous credentials: unforgeability, correctness and unlinkability. It also
implies an additional security property, session binding: shows of a credential are inherently bound

to the channel or session in which they are presented, thus preventing replay attacks.

Threat model. The ideal functionality corresponds to the following general threat model. We
assume all issuers, verifiers, and (almost all) users are malicious and can collude. We inherit the
standard requirement that, for anonymity, there must be at least two honest users with valid issued
credentials. We also assume that there exists a reliable mechanism for parties to agree on the list of

issued credentials.
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F IssueSetup(): Z .ShowSetup():

1. Decide on relevant issuance criteria 1. 1. Decide on relevant access criteria ¢.
2. Let IssueCriteria[l] := IssueCriteria[/]U {1} 2. Let AccessCriteria[V] := AccessCriteria[V]U {¢ }
3. Publish (1,1) 3. Publish (V,9)

F IssueReqy, (1, attrs, weq, iauxsqd): F ShowCredy (¢,k, 0, r,aux):

1. Sample random k, r // commitment and its opening . Sample random s

. Let (+,7,attrs) := UserCredsy [k]

. Check r = ¥ and abort if it fails

. If user U is honest: let ¢’ := ¢ and 8’ := 0

. Else, if U is corrupted: let ¢’, 6’ be arbitrary
. Let ShowProofsy[s] := (¢’ .k, 6, r,aux)

. Send (s,aux) to user U

2. UserCredsy k] := (1, r,attrs) // construct credential
3. Let HiddenZKSDy [r] := wgq

4. Send (k,iauxgq) to F .lIssueGrant

5. If the previous step aborts or returns L, abort
6. Else, it returns 0: send (k,r,6) to U

~N N AW~

F IssueGrant;(1,k,iauxsq):

F NerifyShowy (¢,s,aux):

1. If issuer / is honest and user U is corrupted:
(a) Let (1, rattrs) := UserCredsy [k]
(b) Let weg := HiddenZKSDy[r]
(c) Check that t =1" and 1 € IssueCriteria[l]
(d) Check that 1(attrs,iauxsg, weq) = 1
(e) If any check fails: send L to U and abort

. Let (¢',k,0,r,aux’) := ShowProofs [s]

. Let k' := IssuedCreds|[6)]

. Let (-, attrs) := UserCredsy [k]

. Check that ¢ = ¢’ and ¢ € AccessCriteria[V]

. Check that k = k' # nil, r = 7/, and aux = aux’

. If verifier V is honest and user U is corrupted:
check ¢ (attrs,aux) =1

. If any check fails: send false to V and abort

2. Arbitrarily, / may choose to deny k; if so, abort
3. Sample random 6

4. Let IssuedCreds[0] := k

5. Send updated IssuedCreds to /

6. Send 6 to U 8. Arbitrarily, V may choose to deny £; if so, abort
7. Notify all parties that k has been issued 9. Else, send true to V

(o Y B S

~

7 .RevokeCred; (k):

1. Find index 0 such that IssuedCreds[6] = k; else, abort
2. Let IssuedCreds[6] := nil
3. Notify all parties that k has been revoked

Figure 4.3: An ideal functionality .% for zk-creds.

4.2 Anonymous credentials

We give a generic overview of the data structures and algorithms which our scheme instantiates.
Let a credential be the commitment k := Com(nk, rk, attrs; r) where nk is the pseudonym key, a
private random value used to generate persistent pseudonyms; rk is the rate key, a private random
value used to generate rate-limit tokens; attrs € .7 is an arbitrary set of public and hidden attributes;
and r is the commitment randomness. Note that the values within the credential remain private by
the hiding property of commitment schemes, with the exception of attribute information revealed by

the user.
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We say that an issuer [ issues a credential if it appears on I’s credential list CL. Looking ahead,
while the credential list may be instantiated in many ways (e.g. an accumulator, or Merkle tree), we
later instantiate this as a Merkle forest and a list of corresponding Merkle trees CL := (F, T ), with
an authentication path 0 providing membership attestation. Every issuer has some issuance criteria
1 that the requester must meet in order to have their k issued, e.g., that the birth date in kK matches
a signed digital passport. Over an issuer-authenticated channel, the requester (running IssueReq)
sends k to the issuer with some zk-supporting-documentation sd, e.g., a Groth16 proof or a digital
signature, that convinces the issuer of the criteria. The issuer runs IssueGrant and, upon success,
adds k to their list and returns an authentication path 0 attesting to its issuance.

Next, let the list of all possible access criteria be ® == {¢ | ¢ : o/ — {0,1}} which can be
defined dynamically by users, verifiers, or even third-parties for an application using zk-creds,
even after system instantiation. Over an anonymous channel, a user shows a credential (running
ShowCred) by presenting a zero-knowledge proof that they have a valid issued credential (with 0 as
a private witness) whose attributes in witness w satisfy the verifier’s access criteria. The proof must
also be bound to some session context, aux. The verifier runs VerifyShow and, upon success, grants
access to the user.

An anonymous credential system with zk-supporting-documentation can then be defined by the
following algorithms (where the subscript U, I, or V denotes that the user, issuer, or verifier runs

the algorithm, respectively):

Setup(1 1”) — pp Generates the system parameters.

IssueSetup(pp) — 1 Establishes the public attribute fields and issuance criterion t for obtaining a
credential.

ShowSetup(pp) — ¢ Establishes a new access criterion ¢ € ® for showing a credential.

IssueReqy; (pp, 1,attrs, weq, iauxsq) — (k,sd) Creates and requests a credential k£ with zk-supporting-
documentation sd under issuance criteria 1.

IssueGrant; (pp, t,CL,k,sd) — (CL’,0) Decides whether to grant a user the requested credential k;

if so, adds it to the list CL and returns its issuance attestation 6.
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ShowCredy (pp, ¢, CL,k, 0, w,aux) — (mink,aux) Shows that an issued k satisfies access criteria ¢.
VerifyShowy, (pp, ¢, CL, Tk, aux) — b Validates a credential show, including the current session
context in aux.

RevokeCred;(pp, CL,k) — CL’ Revokes a credential.

5 Construction

Setup(1",h,n): IssueSetup(pp):

1. Choose bilinear group bg w/ large prime order p 1. Decide on issuance criteria (1, 1pub) for supporting docs
2. Let descy be a circuit w/ public inputs (Tyoot, k), where T is a Merkle 2. Let desc be a circuit w/ public input iaux, asserting:
tree of height 4. It asserts that there is an auth path 0 attesting to Lk (attrs,iaux,c) = 1 A k opens to (nk, rk, attrs)

keT 3. Compute crs, := G16.Setup(bg, desc)
3. Let descr be a circuit w/ public inputs (Tyoot, &, F'), where F is a forest 4. Return (crs;, lpub)
of n Merkle trees. It asserts that the tree is in the forest: (Toot =
Fi)V...V (Troor = Fa) ShowSetup(pp):
4. Compute crsy := G16.Setup(bg, descr) -
5. Compute crsy == G16.Setup(bg, descr) 1. Decide on access criteria ¢ for satisfying attributes
6. Let pp = (bg, crsy,crsy) 2. Let desc be a circuit w/ public inputs (Tioot,k, aux) which asserts:
7. Return pp @ (nk, rk,attrs,aux) = 1 A k opens to (nk,rk, attrs)
3. Compute crsy := G16.Setup(bg, desc)
4. Return crsy
IssueReq(pp, crsy, attrs, wsg, (iauxyi, iauxpyp) ) ShowCred(pp, s, (F, Troot), k, 8, {w;, aux; }X_)):
1. Sample r, nk, rk // commitment nonce, pseudonym key, rate key 1. Parse ({CI’S@};(ZHCI’ST,CFSF) =crsand k’s Troor € F
2. Commit k := Com(nk, rk, attrs; r) 2. Foralli=1,..., k, compute the access criteria proof:
3. Letw = (wsq, 7, nk, rk, attrs) // collect the witnesses 7, = G16.Prove(crsy,, (Troot, k; aux;), w;)
4. Prove m, := G16.Prove(crs,, (k,iauxz), w) 3. Prove 7y := G16.Prove(crsr, (Troot, k), 0) // tree
5. Let sd,k := (7, iauxy) // collect the supporting docs 4. Prove mp := G16.Prove(crsr, (Tyoot, k, F ), nil) // forest
6. Let sdpyp == iauxpup 5. Letw:= ({ﬂ(p,}{-‘:l ,Tor, 7 ) // collect the proofs
7. Send (k,sd,,sdpyp) to issuer 6. Prove mjink == LinkG164Link((Tmot,k),{crsi,n,-}filz)
8. Receive the root of the modified credential tree 7/ and a Merkle auth 7. Send (Tjink, {auxi}f-‘zl) to verifier V
path 0 attesting to k € T’
9. Store (nk,rk, r,attrs, 0) VerifyShow(pp, s, F, Mok, {auxi}f:] ):
IssueGrant(pp, (crs;, tpub ), (F, T), k, (sdk, Sdpub)): L. Parse ({crsg }i_y, crsr, crsp) =crs
2. Let (auxy41,auxci2) := (nil, F) // collect auxiliary inputs
1. Parse (7, iauxyy) = sd 3. Check LinkG16.LinkVerify(ﬂ.'“nk,{crs,-,auxi}ff;rl2
2. Check tpub(sdpub) // check public supporting docs 4. Upon success, accept. Else, reject
3. Check G16.Verify(crs,, m,, (k,iauxzk)) // check ZK SD
4. If either check fails, reject issuance and abort RevokeCred(pp, (F, T)’k);
5. Else, choose T from forest F and let 7’ := T .Insert(k) L. Find k T within forest F: if k not found. abort
6. Let 0 := T'.AuthPath(k) // 6 attests tok € T’ ' ? ’
, 2. Let T’ := T.Remove(k)
7. Store T’ and update the forest F ,
3. Send 6 to user U 3. Store T’ and update the forest F
4. Return T’

Figure 4.4: zk-creds Construction. NB: Although the inputs (7,o0t, k) are public in all Groth16 proofs in
ShowCred, they are hidden from the verifier by LinkG16. Also note that any necessary updates to the auth
path 0 or credential list (F, T) are handled out-of-band.
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zk-creds assumes there is a list of issued credentials maintained by either a trusted party, some
Byzantine system, or a blockchain. Our scheme provides three sets of functionalities: issue, show,
and revoke. Through the issuance process, a user, Alice, convinces the issuance mechanism she
should be given a credential. Once her credential is put on the issuance list, Alice can then use the
credential to show she meets some access criteria. Conceptually, using a credential involves two
steps: (1) a membership proof that the credential is on the issuance list, and (2) a proof that the
committed attributes meet some access criteria. Finally, an issuer is able to revoke a credential if
need be by simply removing it from the list.

We can realize this paradigm in different ways and using different set-membership techniques
such as an RSA accumulator, purpose built zero-knowledge schemes [ZBK'22], or even using
signatures of issuance.

In our construction of zk-creds, we realize membership proofs using Merkle forests, a new
approach that allows developers to trade a slight increase in verification time and witness data
for a large reduction in proving time. For access criteria checks, we provide developers with a
set of gadgets. Gadgets can be composed to form complex access criteria checks. Finally, we tie
these components together with a new blind Groth16 proof, of potentially independent interest,
that lets us show multiple Groth16 proofs shared the same blinded input without—as in commit-
and-prove—creating a persistent identifier. This allows us to reuse the membership proof across
multiple credential shows without the reused proofs being tracked.

We now give details on our specific instantiation and describe the full construction in Figure 4.4.

5.1 Merkle forests

Rather than using a single Merkle tree to accumulate credentials and prove membership, zk-creds
uses a forest of Merkle trees. The membership proof attests to two parts: k € T for some Merkle
tree T, and T,o0t € F where F is the forest of Merkle trees containing issued credentials. Compared
to a single Merkle tree, the Merkle forest approach gives us a tunable tradeoff between proving time

and verification time. Shorter Merkle trees can drastically reduce proving costs—up to 50%, or
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143ms (see Section 13). Furthermore, since forest membership is a simple OR-proof over Merkle
tree roots, the cost of a larger forest is negligible to the prover and allows for a much larger list.
Also, we note that, for the size of the forests we consider, the additional verification cost is trivial
(137us).

Witness management. Showing a credential in zk-creds requires knowing the witness (a.k.a.,
authentication path) 0 attesting to issuance in its Merkle tree. & must be updated as credentials
are added or removed from the tree. In a naive construction, a user might download newly-issued
credentials to update the tree. However, this requires the user to construct and maintain a local copy
of their entire Merkle tree, which is often impractical. On the other extreme, users could periodically
query an issuer or list manager to provide the updated 6. However, this uniquely identifies the
credential and strongly correlates with subsequent shows, posing a large privacy risk (especially in

low-use deployments). We introduce better constructions leveraging Merkle forests in Section 13.

5.2 Blind Grothl6

The membership proof is the most costly part of ShowCred. Looking ahead, it takes 460ms to
complete. While the access criteria check must be redone for every show in many cases—for
example, rate-limited shows include a token that uniquely identifies reuse—the membership proof
does not change unless more credentials are issued.

We use a blind Groth16 linkage proof to combine a membership proof with (perhaps multiple)
access proofs. Blind Groth16 lets us reuse an already computed membership proof in multiple shows
without breaking privacy. Furthermore, it expands the functionality of the system by supporting the
easy composition of access criteria: without this ability to compose access criteria, system designers
would need to either: 1) dynamically generate circuit parameters for gadgets as they are needed,
2) determine in advance all the gadgets they will support, or 3) generate the circuit parameters for
every combination of gadgets that could be used.

Concretely, blind Groth16 lets us prove that a number of Groth16 proofs are all made with

respect to the same credential without revealing the credential. At a high level, the algorithm works
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as follows. First, it prepares the public inputs (here, k and its Merkle root) shared by the underlying
proofs. For each proof, it then blinds a copy of the prepared input, and blinds the proof in a way
that cancels with the blinded input. Finally, it proves that all the blinded inputs are consistent with
each other. After canceling the blinding factors, the verification equation is identical to the typical

Groth16 verification equation. For more detail, see the description of LinkG16 in Section 15.

5.3 Gadgets

Since ShowCred supports arbitrary statements, verifiers have the flexibility to add and remove
helpful subcircuits, or gadgets, from their protocol. In fact, rather than embedding gadgets in
existing circuits, verifiers can make use of the structure of ShowCred to create a separate proof for
each gadget and link them together. The benefit to this kind of customization is twofold: users can
precompute and cache standalone gadget proofs separately from other access criteria proofs, and
verifiers are freed from having to define custom circuits and generate the CRSs.

Gadgets are arbitrary NP relations which can capture nearly any conceivable identity check. We
now describe some gadgets that serve as building blocks for zk-creds-based systems. Recall that
rk denotes the rate key, used for generating rate-limit tokens, and nk denotes the pseudonym key,

used for deriving uniform but linkable tokens.

Linkable show Reveals a pseudonym Prf, (ctx) that persists across interactions in a given context
ctx, but is unlinkable to any use of the credential in other contexts. For example, a single Sybil-
resistant credential could be used for creating unlinkable accounts across sub-forums within a

single site, such as Discord servers or subreddits.

Rate limiting Limits users to performing ShowCred only N times per epoch, for some verifier-
chosen rate limit N. Every ShowCred, the user produces a pseudorandom token tok = Prf (epoch||ctr),

reveals epoch, and proves that ctr is less than N.

Cloning resistance Performs the same function as rate limiting, but deanonymizes rate violators.

The technique was introduced by Camenisch et al. [CHK"06] (Section 5.2). Every run of
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ShowCred, the user receives a nonce from the verifier and sends two tokens:

tok; = Prf,(epochl||ctr)

toky = id + H(nonce) - Prf!, (epoch||ctr)

where id is an identifying attribute (e.g., credential hash). As above, ShowCred proves the tokens
are constructed correctly. If one of these shows is reused, tok; will be repeated, but tok, will be
distinct, giving the verifier two instances of the tok; equation and two unknown variables: id and
Prfl, (epoch||ctr). Solving the equation for id identifies the credential holder. Note that if id is
the credential (or its hash), then the cloned credential can be revoked immediately by removing

it from the issuance list.

Expiry Opens an attribute e in the credential and proves that e > today, i.e., that the credential is

not yet expired.

Session binding Gives the verifier the ability to reject replayed ShowCred proofs by binding a
verifier-chosen nonce, or session context, to every ShowCred. This can be done by including an

empty proof that takes the nonce as the public input®.

Join Allows credentials to be composed by joining them along some common attribute(s), such
as full name or address. This is either done inside a single ShowCred, or between separate

ShowCreds by publicly committing to the common attribute(s).

5.4 Signature-issued credentials

One of the major advantages of zk-creds is that we do not need issuers who are trusted to hold
signing keys and can instead use a transparency log or blockchain to issue credentials. However, if
this feature is not needed, we can build a traditionally issued anonymous credential scheme that

retains zk-creds’ other features and flexibility. Because our gadget-based approach is flexible, we

This binds the nonce to the Groth16 proof, assuming some basic properties about the circuit [BKSV21].
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can replace the membership-check gadget with one that instead verifies a signature. This means
zk-creds, like Coconut [SAB'19], also supports credentials that are issued by signing under a
standard signature (e.g., ECDSA or Schnorr) either by a single party or by a threshold of parties
via a threshold signature scheme such as FROST [KG21]. Moreover, we can compose credentials

issued via a list with ones issued via signatures.

5.5 Additional features

Notably, our construction of zk-creds also allows for the construction of protocols with several

features previously only available in dedicated schemes.

Hidden issuer We can completely hide the identity of a credential issuer, e.g., in situations where
leaking where a credential came from can cause significant harm to privacy. While this is not
a new notion in the literature, very few existing schemes support this hidden issuer property.
zk-creds supports this inherently, as ShowCred can be performed with respect to synthetic
lists created by concatenating lists maintained by different issuers, thus hiding the issuer. One

drawback though is that multiple issuers will likely issue different credential formats.

Hidden credential type zk-creds can also be configured to hide the credential type which is
both independently useful as well as necessary to fully support hidden issuers. In zk-creds,
credentials with different attributes can be padded to the same size post-issuance, and then used
interchangeably for and efficiently verified over an access criterion. This is accomplished by

constructing a new circuit that is the OR of the criteria on the individual credentials.

Delegation Issuance authority is delegatable in zk-creds. Authority to issue a credential can be
shown via zk-supporting-documentation that is itself the show of another credential. Moreover,
because the proof in zk-supporting-documentation is general-purpose, the delegation process
can constrain attributes in the credential being issued. For example, we could define a credential

for an authority that can only be delegated three layers deep by having a hidden attribute of
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delegation level decremented each time. Credential attributes can be selectively delegated as

well.

5.6 NIZK setup

Groth16 requires a one-time trusted setup to generate a set of parameters called a common reference
string (or CRS) for each statement (a.k.a., circuit). Once this CRS is generated, it can be used
throughout the lifetime of the system to prove different instances of the statement.

Distributed setup for Groth16 CRSs is a solved problem via multiparty computation setup
ceremonies [BGM17, BCG™15, KMSV21] that need only two honest parties. These have been run
with hundreds of users and used to secure billions of dollars in cryptocurrency. These protocols are
efficient and produce subversion-resistant zero-knowledge proof systems [Fucl8]—systems which
ensure that, even if all parties in a setup are malicious, the proofs are still zero-knowledge and user
privacy is unaffected.

Independently, as mentioned previously, we have also sought to minimize the impact of this
CRS on the flexibility of zk-creds. By utilizing blind Groth16, a system designer does not need
to decide on and pre-generate CRSs for all possible combinations of access criteria they wish to

support and can instead just generate CRSs on a per-gadget basis.

5.7 Security argument

We argue that zk-creds is secure under computationally-bounded adversaries performing static
corruption of users, verifiers, and even issuers who can collude arbitrarily with other parties. Without
loss of generality we consider the security of our protocol under a single issuer, since any corrupted
issuer can potentially corrupt the credential list; see Section 8 for a discussion of various methods to
mitigate and distribute trust in a multi-issuer setting. Let the ideal functionality .# represent the
algorithms defined in Figure 5.3.

The simulator . first runs Setup and gets the necessary trapdoors for the simulation and

extraction of zero-knowledge proofs in Setup, IssueSetup, and ShowSetup. .¥ maintains a table
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mapping credentials in its simulated real-world protocol to their ideal counterparts in .# and, when
necessary, updates the mapping when it needs to create a real-world object for an ideal-world one
(or vice versa).

Because all messages between parties in our security game are accompanied by zero-knowledge
proofs, the simulator can extract on all adversarially generated messages (e.g., for IssueReq or
ShowCred), look up the corresponding ideal-world credentials in its table, and proxy the requests to
the ideal functionality. Similarly, for any honest interactions in the ideal functionality, the simulator
can model the adversary’s view of the real-world protocol by simulating the zero-knowledge proofs
with respect to random commitments and, in the case of rate limiting, PRF outputs.

We note that care must be taken in two cases. First, both honest and corrupted issuers can deny
credential issuance, so the simulator’s table needs to be updated only on successful issuance. Second,
both honest and corrupted parties can revoke credentials, so the simulator must also synchronize
revocations.

The security of zk-creds rests on the assumption that Groth16 is perfectly zero-knowledge
and simulation-extractable (in the Algebraic Group Model); that linkage proofs are sound and
zero-knowledge under the Random Oracle Model and dlog (see Section 15); that the Poseidon
hash function is collision-resistant and a secure PRF and; for other variants of our scheme, that
Schnorr signatures are unforgeable under dlog, Pedersen hashes are collision-resistant under dlog,
and Pedersen commitments are computationally binding under the same assumption and perfectly
hiding. Then, the adversary’s view of the real-world protocol is indistinguishable from a simulated
view where honest parties use the ideal functionality .%. Therefore, the instantiation of zk-creds

given in Figure 4.4 is secure against malicious adversaries who engage in static corruption.

6 Implementation and evaluation

We now detail the evaluation of zk-creds.
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Client-opt. (C) ShowCred VerifyShow Proof Size

Server-opt. (S) C C (full) S C S S (batch) C S
Simple Possession | Sms 465ms 450ms | 3ms 744B
Expiry | 53ms 526ms 461ms
Linkable Show | 43ms 494ms 457ms 1.5ms 1.8 verifs/ms 192B

Rate Limiting | 60ms 507ms 461ms Sms 1064B

Clone Resistance | 90ms 542ms  530ms

Table 4.1: Gadget microbenchmarks using Poseidon hashes for two versions of zk-creds. Membership
proofs are done on a Merkle forest of size 231 (tree height = 24, #trees = 28). The first configuration (C)
minimizes client-side proving cost; the second configuration (S) maximizes server throughput. ShowCred
(full) gives the cost of including membership recomputation while showing a credential. VerifyShow (batch)
gives throughput for verifying a set of 100 proofs. We emphasize that all verification numbers are single-
threaded, allowing for efficient concurrent processing.

Client-opt. ShowCred VerifyShow Proof Size
Simple Possession 2ms 2ms 424B
Expiry 50ms
Linkable Show 41ms
Rate Limiting 58ms Sms 7448
Clone Resistance 88ms

Table 4.2: Benchmarks for zk-creds configured for minimizing client side proving cost, using signature-
based issuance. Unlike the client-optimized benchmarks in Table 4.1, which uses list-based membership,
there is no distinction between a partial or full ShowCred, since the membership proof (a signature verification
proof) never has to be recomputed.

6.1 Code and setup

Hardware. All benchmarks were performed on a desktop computer with a 2021 Intel 19-11900KB
CPU with 8 physical cores and 64GiB RAM (mostly unused in our experiments) running Ubuntu
20.04 with kernel 5.11.0-40-generic.

Code. zk-creds consists of 7.6k lines of Rust code’ and relies on the Arkworks [Ar21] zkSNARK
framework. For benchmarks and statistics, we used the Criterion-rs crate. In addition, we modified
an existing Android passport scanner app to extract intermediate cryptographic values from the
passport and dump them to a JSON file.® The Rust code uses the dump file format for all its passport

proofs.

Statistics. Each figure and plot shows the median runtime of 100 executions. Over all experiments,

"Code repository: https://github.com/rozbb/zkcreds-rs
8Code repository: https://github.com/rozbb/zkcreds-passport-dumper

73


https://github.com/rozbb/zkcreds-rs
https://github.com/rozbb/zkcreds-passport-dumper

the maximum estimated relative standard error of the median is 1.8%. For completeness, our plots
include error bars indicating the 95% confidence interval, though they are not visible due to the low

€ITor.

Instantiating cryptographic primitives. We set A = 128. We compute Groth16 proofs over
the BLS12-381 curve [Bow17b]. The collision-resistant hash function used in all Merkle trees are
domain-separated instances of the Poseidon hash function [GKK™19], configured to be compatible
with BLS12-381 and a 128-bit security level (& = 3 and capacity = 1). We instantiate Com using
key-prefixed Poseidon as well. Separately, in Section 17, we give benchmarks for an instantiation

with provably secure Pedersen hashes and commitments.

6.2 Microbenchmarks

In this section we measure performance of various common gadgets, with reasonable parameter
choices. Recall the performance of zk-creds depends on credential list size, attribute size, criteria
complexity, and number of standalone gadget proofs. We measure the effects of these parameters in
greater detail in Section 12. We also measure the sizes of the associated proving and verifying keys
in Section 18.

Table 4.1 gives a summary of zk-creds’s performance for common usage scenarios. We
assume a setting where 23! credentials have been issued. The first variant (C) minimizes client-side
proving cost by separating the Merkle forest proof, allowing for reuse across shows. A basic show
takes Sms to produce and 3ms to verify, assuming precomputation of the Merkle tree and forest
membership proofs. More complex statements like rate-limited credentials with clone resistance
take 90ms to show and 5ms to verify. If the Merkle tree membership proof is not precomputed, then
the full show takes an additional 460ms but verification time is unchanged.

The Simple Possession benchmark shows the prover has an attribute-less credential on a list and
proves no predicates. This maps to a use case such as possessing a valid access card, as that is often
sufficient to enter a building. The remaining benchmarks build on Simple Possession, adding their

own predicate to the set of linked proofs. For example, Expiry proves possession, but also bears a
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single attribute and proves that it has a value less than some timestamp.

Separately, we give an alternate variant of zk-creds in Table 4.1 (S) which is optimized for
verification latency and server throughput. The server-optimized construction combines the Merkle
membership and criteria check circuits into a single monolithic zkSNARK without proof reuse.
As a result, clients pay approximately the full ShowCred cost every time, but since proofs are a
single Groth16 proof rather than a linkage proof, they can be batch-verified by the server at 1.8
verifications per millisecond per core. We note it may be possible to batch verify the non-optimized
scheme as well, but throughput would be lower as there are at least three times as many proofs.

Finally, to demonstrate the full flexibility of our approach, we also provide a signature-based
variant of zk-creds in Table 4.2, where credentials are issued in a more traditional signature-based
manner by a trusted issuer or threshold quorum of issuers. We implemented a signature gadget for
checking Schnorr (and therefore FROST threshold [KG21]) signatures and measured the proving

time to be 129ms (compare to 460ms for tree-based issuance).

Memory usage. Peak memory usage for any of our experiments was 824 MB. Since prover
memory usage is a function of circuit size, this peak was, as expected, for the server optimized
configuration with the larger monolithic circuit. Separately, the client optimal approach has a peak

usage of 800 MB, which arose when proving LinkG16.

7 Case studies: zk-creds as a toolkit

We design, implement, and benchmark two full scenarios for zk-creds using credentials derived
from existing government identity infrastructure without any modifications or coordination. Many
government identity documents now include the ability to perform various authentication protocols
(e.g, the German and Estonian [Fed, e-E] smart-card enabled national IDs). For our applications,
we use US passports, which contain a signed digital copy of the passport’s basic data in an NFC-
readable chip. Our applications validate that zk-creds can be used as a toolkit by application

developers to support privacy-preserving identity in realistic applications with complex, compound
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access criteria.

7.1 Digital passport data

Over 150 countries issue passports with an NFC-readable chip which is standardized in ICAO Doc.
9303 [Rea, ICA]. We are interested in the first two data groups on the chip. Data group 1 (DG)
contains the textual info available on the passport’s data page: name, issuing state, date of birth,
and passport expiry. Data group 2 (DG;) contains a JPEG-encoded image of the passport holder’s
face. The ICAO standard also requires the immutable part of the chip’s contents to be signed by the
issuing state. For example, every US passport has an RSA PKCS#1 v1.5 signature under a known

US State Department public key.

zk-supporting-documentation for passports. While we could just reveal the signed passport to
the credential issuer, this 1) requires the issuer be trusted to maintain the confidentiality of sensitive
information, and 2) is wholly incompatible with issuance via a bulletin board or blockchain. Instead,
we design and implement a zero-knowledge proof that the attributes of a credential commitment
match the signed contents of DG; and DGj.

Parsing the contents of an e-passport in zero-knowledge is non-trivial: the signature is not just
over DGy and DGy, but the econtent hash, which is calculated over the mostly variable-length data
groups DGy, ...,DGjg. Variable length inputs are particularly challenging to parse with a fixed-size
zero-knowledge circuit. Our zero-knowledge proof is made possible by realizing that the econtent

hash is actually a tree hash, roughly of the form

H(H(H(DG,)[[H(DG,)|.... |[H(DGyg))....).

We do not care about the contents of DG3 through DGjg, so their hashes can be used directly as
witnesses to the proof. H(DG,) is the image hash, which can either be hidden as a witness or

revealed by showing all of DG,.? Since DG contains the attributes we care about, we must parse

°In reality, DG, contains slightly more than the bare image; it also has the image’s creation and expiry dates.
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DG; inside the zero-knowledge proof. Luckily, since DG; mirrors the content of the passport’s
Machine Readable Zone (MRZ), it is fixed-length. The proof then hashes the data group digests
along with other fixed-length values until it has computed the econtent hash. We avoid the cost of
checking the RSA signature by simply revealing it and the econtent hash.!? Computing this proof

takes less than 2 seconds.

Why zk-proofs over passports are insufficient. A folklore solution for anonymous credentials is
to replace the signature with a zero-knowledge proof of signature possession. Consider, for example,
Cinderella, [DFKP16]. Cinderella elegantly converts existing X.509 certificates into anonymous
credentials via an intricate zero-knowledge proof that validates the X.509 certificate and its entire
certificate chain. Assuming identity documents with X.509 certificates, this is seemingly a viable
approach for proof of age.

Zero-knowledge proof of possession of an existing signed document is both insufficient in our
case and, more subtly, unnecessarily complex. A proof over a certificate or indeed any existing
credential is insufficient: it may not include the necessary data and that data cannot be hidden from
the issuer. This is a challenge for, e.g., the random seed we use for cloning resistance. As a result,
we must issue our own standalone credentials and can, at best, use existing certificates as supporting
documentation to justify issuance. But a zero-knowledge proof for supporting documentation
has a subtly different goal from the folklore solution; while we must hide the attributes in the
certificate and issued credential (e.g., name and date of birth), we can leak other information such
as who issued the credential (e.g., the US State Department). While this could uniquely identify a
user during a credential show, revealing the same information during issuance poses no such risk:
issuance is by definition unlinkable to show anyway. This drastically simplifies the zero-knowledge

proof and removes unnecessary complexity.

10Revealing the econtent hash reveals the identity of the requester to the passport authority during issuance. However,
since ShowCred proofs are unlinkable to issuance, this is not a problem. Moreover, it is possible to hide the hash and
verify the RSA signature in the zZkSNARK, at a cost of about 868k constraints using the approach from [KZM™16], or
3.6s in our benchmarking environment.
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7.2 Instantiating an issuance bulletin board

An instantiation of zk-creds requires a publicly accessible bulletin board to distribute the credential
list, as well as parties running our software. We stress that zk-creds can be deployed either on a
blockchain or (at much lower cost) a more centralized transparency log; we choose to instantiate
the bulletin board here as a smart contract on an Ethereum Virtual Machine (EVM)-compatible
blockchain to demonstrate that full decentralization is feasible and because, unlike many other
consensus systems in development or deployment, the EVM has comparatively robust development
tooling and documentation.

The smart contract stores a list of credentials and corresponding zk-supporting-documentation—
together, referred to as an issuance request—as well as the current roots of the Merkle forest. An
issuer issues a credential by posting the full issuance request to the smart contract. This allows any
external auditor to download the full list, reconstruct a local copy of the Merkle forest, then verify
in zero-knowledge that each credential was validly issued. While any party (including the user) can
audit the full list themselves if desired, they need not do so if they trust another party (e.g., an issuer
or auditor) to promptly update and verify the credential list for them. Periodically, users request
their credential’s authentication path and the updated root from the bulletin board or auditing party.
To perform VerifyShow, a verifier only needs to retrieve the current Merkle tree roots F from the
bulletin board.

Furthermore, we must prevent DoS attacks from blocking or flooding additions to the bulletin
board. Our prototype instantiation assumes a smart contract operator who is authorized to add to the
bulletin board contract on behalf of the issuer. An alternative solution, allowing for operator-free
setup, is to verify all zk-supporting-documentation and Merkle tree root computations within the
EVM smart contract itself. While this is feasible [Torb], verifying proofs and Merkle tree updates
on-chain without extensive optimizations is expensive. Another solution is to instead support on-
chain proof verification with an optimistic rollup [Eth]: bulletin board additions include a deposit
which is burned if, after the smart contract evaluates a challenge, it determines that the proofs or

computed Merkle tree roots are invalid. While the challenge still requires costly computation, this
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is not paid for during issuance.

We implement our smart contract in Solidity and the requisite client-side scripts to post and
retrieve data in web3. js. Note that we can deploy our contract to any EVM-compatible chain, such
as Avalanche’s C-Chain or Ethereum itself. EVM contract operations are measured in gas, which
roughly acts as a complexity-weighted count of the EVM instructions used. Posting each issuance
request costs 576,808 gas, while posting a Merkle root costs 78,355 gas. The price of gas and the
underlying currency it is priced in is highly volatile. As of early June 2022, Ethereum gas prices
range from about 20 to 50 Gwei (a Giga-wei is 10~2 ETH), and 1 ETH is about $1800 USD; as
such, posting an issuance request costs about $20-$50 USD. Gas prices are proportionally similar

for Avalanche but, at $25 USD per token, actual costs would be 70 times smaller.

7.3 Credentials from existing identity infrastructure

Given a construction of zk-supporting-documentation for a passport and a choice of bulletin board
in an Ethereum smart contract, application developers can now readily build access control schemes.
Once the credentials are issued, multiple developers can independently rely on them by either

composing existing identity gadgets or defining new ones.

Issuance. We provide a toolchain to convert a passport into an anonymous credential. An Android
app extracts the NFC passport data and a separate program converts it into a credential containing
the holder’s nationality, full name, and date of birth (dob); a rate key (rk); the passport expiry date
(expiry); and the hash of the image of the holder’s face (facehash). Separately the program computes
the zk-supporting-documentation that this credential is correct with respect to the signature and
econtent hash.

The IssueReq payload sent to the issuer consists of the signed econtent hash, credential, and
zk-supporting-documentation proof. IssueGrant verifies the proof and econtent hash signature.

Upon success, the issuer adds the credential to their list and returns a Merkle authentication path.

Scenario 1: Viewing age-restricted content on the internet. Age-restricted content is common

on the internet. For example, in Switzerland, the EU, and the UK, YouTube requires users to
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upload an image of their ID or credit card in order to prove their age [Gooa]. In this scenario
we demonstrate the feasibility of zk-creds for proving age without revealing any personally
identifying information.

Our zk-creds toolkit has three features that are crucial to building a real-world feasible age
verification credential. First, it can be used without coordination with existing identity infrastructure.
Second, it can readily support other identity credentials, provided they indicate date of birth and are
signed. Third and, most crucially, it can create credentials that are clone-resistant (via the gadget
in Section 5.3) with easy revocation of cloned credentials. This last point is essential: while a

zero-knowledge proof over a passport is itself an anonymous credential, '’

practical usage demands
cloning protections. And cloning resistance requires a rate key to be bound to the credential and kept
secret from the issuer. Existing identity documents (such as a passport) lack such a key. zk-creds
allows composition of identity without coordinating with the passport issuer or any trusted party to
add such information.

Given issued credentials via passports, building a privacy-preserving age verification scheme
with zk-creds is straightforward and requires no new cryptography: website developers need
simply define the issuers they will accept'? and construct the access criteria they need using gadgets.

For this scenario, the only issuer is our passport-based issuer, and the access criteria being proved

are age, expiry, and non-cloning. Concretely, the access predicate is:

dob < today — 18yrs A expiry > today A CloneResistance(rk,nonce, toky,tokp,...)

where CloneResistance, nonce, tok, and toks are as described in Section 5.3.

Table 4.3 gives performance numbers. Given a credential, it takes Alice 143ms to show a
website she is over 18 (and 602ms when she must recompute her membership proof). The server
can verify her assertion in Sms. If we wish to optimize for server verification time or throughput,

we can switch to zk-cred’s server-optimized construction and achieve 1.5ms verification times and

""When augmented to hide the passport signature.
12This defines which credential list they use or defines a new list as some subset of existing ones.
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IssueReq IssueGrant ShowCred ShowCred (full) VerifyShow
Age-restricted vid. 1.97s 2ms 143ms 602ms Sms
Entering a bar 1.97s 2ms 98ms 557ms Sms

Table 4.3: zk-creds case study benchmarks. IssueReq is the time to convert a passport into a credential
using zk-supporting-documentation. ShowCred is the time it takes a user to prove they are over 18. All other
parameters are the same as in Table 4.1.

1.8 verifications per ms per core. Extrapolating from the server-optimized benchmarks in Table 4.1,

proving times would increase to approximately 595ms.

Scenario 2: A cryptographer walks into a bar. To purchase alcohol in the United States, one
needs to show photo ID and proof they are at least 21 years old. But showing a driver’s license
reveals name, sex, weight, and date of birth. And if the license’s barcode is scanned [ACL12],
additional information is revealed, potentially including whether the holder is insulin-dependent,
hearing-impaired, developmentally disabled, or, surprisingly, a sexual predator [Veh].

We now build a system for in-person age verification coupled with photographic verification.
Importantly, our goal in this scenario is selective disclosure and not anonymity. Anonymity in an
in-person setting is often not possible or even desired. Rather, what we want is privacy: the ability
to control what information is revealed and limit it to what is necessary—the patron’s photo and the
fact that they have an unexpired ID with a birth date making them of drinking age.

We envision a hypothetical system where bar patrons have an ID-wallet application on their
phone. The app, using ShowCred, presents an identity assertion (e.g., via a QR code or NFC) to an
app on a bouncer’s phone which checks the assertion with VerifyShow and displays the user’s photo
along with whether they are over 21. In contrast to scanning the user’s driver’s license, this reveals

only the minimal information necessary. The necessary access predicate is:

dob < today —21yrs A expiry > today A facehash = H(face)

Table 4.3 gives concrete costs for local computations. To show that a patron is over 21 takes
98ms in the common case and 557ms if membership proofs must be recomputed. As before,

verification is Sms in either case.
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8 Extensions and applications

We now discuss extensions to zk-creds and additional applications of our approach.

Other signed identity sources. As shown by our e-passport example, zk-creds can transform
legacy identity sources into anonymous credentials if there is a digitally signed component. This
raises an interesting question about what parts of existing identity and credential infrastructure
include such signatures. For example, digital diplomas for many US universities include digital
signatures over the diploma holder’s name, degree, and institution. Many emails are signed with
DKIM which, while problematic in many contexts [SPG21], could be a source of identity or
membership in an organization. New York’s Excelsior Pass for COVID vaccination contains the
holder’s name, birth date, and a signature.!? Other existing digital protocols may contain a signature
that establishes ownership of a resource (e.g., a phone number in an eSIM or virtual SIM card) or

identity (e.g., Apple’s digital driver’s license features).

Complex access criteria. We have discussed conceptually simple access control criteria such
as “my credential is not expired,” or “I am of age,” perhaps with a cryptographically complex
mechanism for clone resistance. However, real-world access criteria can be far more complex.
zk-creds provides a way to deal with such criteria without requiring coordination with identity
issuing authorities for every custom access check that must be implemented.

An example of this comes in the form of online petitions and discussions. New York State
has an online portal for discussion and petition which asks a user for their address to match them
with the appropriate state senator [New]. While this check does not seem to be enforced, one
could imagine both wanting to enforce this constituency check and allowing constituents to leave
non-identifying comments. Similarly, some online resources, such as ebooks from the New York
Public Library, are limited to city residents; enforcing this currently requires in-person registration
for a library card to present proof of address, and opens up a (hypothetical) risk of tracking online
reading habits [Ame06].

Geolocating an address to the bounds of, e.g., a city council district, however, is not simple.

3This was obtained by scanning the pass’s QR code, whose contents are a W3C Verifiable Credential [W3C].
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The computation is, by the standards of credential schemes, complex, and involves converting the
address to a location and then performing a point-in-polygon check.!* For a small number of fixed
boundaries (e.g., federal congressional districts), one might imagine avoiding the problem by issuing
identity documents with this information included. But even in cases where the identity issuer
would cooperate, coordinating all geocoding restrictions one might want to realize (e.g., anonymous
discussion boards for a school zone, a neighborhood, or even specific apartment building) is
impractical and may cause credential sizes to blow up.

Because zk-creds supports general purpose zero-knowledge proofs, geocoding restrictions are
made more feasible with Groth16 gadgets: even if the Groth16 proof for the gadget is expensive,
the resident or an outsourced prover avoids recomputing it every show. After the first time, the proof

can be reused arbitrarily, until the user’s Merkle tree is updated by a new issuance.

Sybil-resistant IDs from email or money. Internet services currently prevent multiple account
registration (Sybils) by requiring the user to consume a (hopefully) scarce resource, such as money
(via a micropayment), attention (via a CAPTCHA), and possession of, e.g., phone number or email
address.

zk-creds provides several avenues for Sybil-resistant credentials with anonymity. Credentials
can be issued based on signed identity documents (e.g., a passport, as demonstrated in Section 6)
with the signature as a uniqueness check. Similarly, zk-creds can thwart Sybils via cryptocurrency:
a simple smart contract issues credentials if and only if a small fee is paid.

Finally, and perhaps most surprisingly, we can use possession of a valid email address as a
Sybil-resistance mechanism without the use of a trusted third party or cooperation with the email
provider. A DomainKeys Identified Mail (DKIM) header, which appears on all outgoing mail of
most modern email providers, contains a signature from the email provider. By embedding the
credential issuance request in the email body, we get an externally verifiable proof of possession of
an email address that can be used to issue Sybil-resistant accounts. This allows us to leverage the

Sybil resistance mechanisms used by Gmail, for example.

4Indeed, geolocation is the correct way to prove residency. For example, the borders of New York City’s 10 city
council districts are defined by 1.8 megabytes of geospatial vector bounds [NYC].
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These short- and long-lived IDs can be reused and rate-limited across actions, similar to the
functionality of Privacy Pass [DGS™ 18], which issues one-time-use anonymous access tokens for

every CAPTCHA a user completes.

Oracle- and self-issued credentials. A number of academic works and industrial systems have
emerged to address the so-called “oracle problem”: how does a consensus scheme such as a
blockchain come to agreement about real world events?

One class of solutions [EJN] relies on incentive systems and the ability to challenge the veracity
of data. These approaches, if viable, could be used to issue anonymous credentials based on
public online reputation data (e.g., Twitter follower count, Reddit karma, etc.). Crucially, because
zk-creds forces all issued credentials to be on a public list, any malfeasance by an issuer could be
detected and punished.

An orthogonal approach is the creation of notaries who attest to data on third party servers.
DECO [ZMM"20] proposes a 2PC protocol between a client and a notary that authenticates data
retrieved over a TLS connection from a third-party server. DECO also allows users to construct
zero-knowledge proofs to only selectively disclose HTTP response contents. These features would
allow a user to obtain a credential for their name and address by, e.g., logging into their utility
provider and retrieving the bill. Moreover, in the event the user has trustworthy secure hardware,
they can self-issue the credential by attesting the hardware ran this notary check itself.

We note, however, that such schemes inherently rely on assumptions (either non-collusion or
the security of trusted hardware) that become increasingly infeasible as the value of the credential

goes up. But, for example, it may be viable as a simple Sybil prevention or anti-spam mechanism.

Composable credentials. When new use cases for existing credentials emerge, they often require
the combination of two different credentials. Take, for example, US-issued vaccine cards. Because
these contain a person’s name, but not a photo, COVID-19 vaccine mandates frequently required
restaurants and bars to ask customers for a vaccine card and a photo ID with a matching name.
zk-creds supports this type of post-hoc composition: two credentials both containing a field for,

e.g., full name, can be jointly shown using the Join gadget described in Section 5.3.
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9 Related work

Anonymous credentials derive from a long line of work, starting with Chaum [Cha85], and sub-
sequently seeing numerous extensions [Cha85, CLO1, CL03, CL04, CHK ™06, BCKL08, CGO08,
BL13, GGM14, CDHK15, SABT19]. While showing a credential initially allowed little more
than (unlinkably) presenting a signed token connected to a user’s pseudonym, the schemes were
generalized and extended to provide more sophisticated properties such as issuance of hidden
attributes, rate-limiting, k-show, and efficient selective disclosure of attributes. Because it uses
general-purpose zero-knowledge proofs, zk-creds can (and does) capture all of these properties as
implemented.

One drawback to deploying the majority of these schemes is the requirement of a single, trusted
issuer. As such, existing work has sought to solve this issuance problem. We briefly compare and

contrast other approaches to addressing this.

Distributed issuance. In 2014, Garman et al. [GGM14] were the first to propose the notion of
decentralized anonymous credentials. Our approach is directly inspired by their work.

While the approach of Garman et al. removes the assumptions of a single issuer and the
need for issuers to hold keys, it both leaves open a number of essential questions for operating
a real system and introduces new ones which we address. First, showing a credential requires
users to 1) locally store the full credential list and 2) compute proofs which take time linear in
the number of issued credentials for every show (even for static credential lists). In contrast,
zk-creds develops a new approach and new cryptography (blind Groth16) to allow proof reuse
and fast credential showing. And, via the use of Merkle trees, zk-creds requires users to store
only logarithmic-sized witness data to compute credential shows. Second, while Garman et al.
suggest the possibility of more complex features, they do not implement them. More importantly,
the set of bespoke sigma protocols they use does not provide for the composition of credentials
and identity attributes or support complex identity statements. By developing a protocol based
on general-purpose zZkSNARKSs, we do. Lastly and most significantly, the work does not answer

the question of how the decision to issue a credential could be made without disclosing sensitive
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information to the issuer (i.e., the very problem zk-supporting-documentation addresses). This also
makes it impossible to audit credentials that are issued via Garman et al.’s construction, in marked

contrast to zk-creds.

Threshold issuance. The Coconut [SAB™19] anonymous credential scheme addresses the issuance
challenge via threshold signatures. In Coconut, credentials are issued by r static parties under the
assumption 7 > 1/2 of them are honest. The scheme is clever and achieves efficiencies on par with
single-issuer schemes. However, while threshold issuance increases the security of a scheme by
requiring an attacker to corrupt more parties, it only addresses the scarcity of issuers if we have an
abundance of parties who are willing to issue credentials but, for whatever reason, no individual one
is trusted. In many settings, it is a challenge to find even a single party who both 1) is empowered
to make identity statements and 2) is willing and able to run cryptographic infrastructure even
if, by fiat, we trust them. Moreover, Coconut only supports selective disclosure of attributes in a
credential, not complex zero-knowledge proofs over attributes. It does not meet our design goals of
flexibility or dynamic generation of access criteria.

Finally, we note that zk-creds, as shown by the version given in Table 4.2, supports credential
issuance via threshold Schnorr schemes (e.g., FROST [KG21]), so we do capture the functionality

of Coconut.

Decoupling issuance from identity verification. More broadly, another line of work, starting with
TLSNotary [TLS], considers convincing third parties of the correctness of data. DECO [ZMM*20]
extended this protocol to support TLS 1.3 and used zero-knowledge proofs for selective disclosure
(e.g., the party learns a bank account balance is over a threshold, but not the balance itself or the
account holder’s identity). Applying this to the anonymous credential setting, one could use it to
separate finding a cryptographic issuer for credentials from the process of verifying entitlement to a
credential. Such approaches are complementary to zk-creds and we consider them as an extension
in Section 8. Without such integrations, however, such an approach would still require at least one

trustworthy party to be willing to run a highly available web service that holds live signing keys.

Decentralized identity (DID). We note another area of research on decentralized identity which
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has been the subject of both academic and industrial work, including some standardization. While
zk-creds is compatible with these goals inasmuch as it allows issuance without a party holding
keys, such works are largely orthogonal: decentralized identity as an area considers who makes
decentralized identity assertions, while our work considers how to transform some identity assertion
(centralized or otherwise) into an anonymous credential without introducing additional trusted

parties.

10 Conclusion and future work

The approach we develop here—a switch from blind signatures to zero-knowledge proofs as the
foundation for anonymous credentials—implies several avenues for further work. In this section,

we enumerate a few immediate consequences of this paradigm and future research areas.

Instantiating zk-creds with improved zero-knowledge proofs. We have instantiated zk-creds
with Groth16. The zk-creds approach we develop, however, is proof system-agnostic. As such,
instantiating the zk-creds paradigm with other proof systems, such as ones without trusted setup
(e.g., [BBHR18, Grol6, BBB"18]) or with universal setup (e.g., [MBKM19, GWC19, CHM"20]),
is entirely possible. For the monolithic construction, such a change is a drop-in replacement. If we
wish to support precomputation of separate membership proofs, as in our client-optimized scheme,
we must either adapt blind Groth16 to the new proof system or take an alternative approach, e.g.,

recursive proofs. The choice of proof system is also tied to the choice of accumulator scheme.

Instantiating zk-creds with alternative accumulator schemes or primitives. We have in-
stantiated zk-creds using Merkle trees. However, as with proof schemes, the same approach
generalizes to other accumulator mechanisms such as RSA accumulators [GGM14], polyno-
mial commitments [KZG10], Verkle trees [Kus18], or perhaps special-purpose schemes for zk-
SNARKSs [ZBK22]. Again, for many such accumulators, this is a simple black-box replacement
of the membership zkSNARK. Instantiating zk-creds with alternative accumulators will offer

different tradeoffs for witness size, witness update requirements, witness computation cost, and ac-
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cumulator verification cost (and hence zkSNARK proving time). A particularly exciting prospect is

the co-design of accumulator schemes and zZkSNARKSs to achieve drastically improved performance.

Co-design or co-selection of zero-knowledge proofs and credential schemes. Similarly, one
could instantiate either our existing version of zk-creds, or a different construction, with different
cryptographic primitives. For example, one might replace Poseidon with a newer, circuit-optimized

hash function, perhaps making use of low-degree gates in proving systems like Plonk [GWC19].

Batched verification/verification in a smart contract via proof composition. One interesting
question is how to reduce the cost of verifying many credential shows. Zebra [RPX"22] considers
this problem for batch verifying classic blind signature based anonymous credentials in the context
of smart contracts where computation is very costly. In Section 6.2, we give basic benchmarks
using batched pairings for verification of our server-optimized construction. But it is also possible
to construct a zero-knowledge proof that batches many shows into one proof that has sublinear (in
the number of shows) and potentially constant verification cost. For example, SnarkPack [GMN22],
which can dropped in to aggregate shows in our server optimized version, quotes a logarithmically
scaling batching mechanism with verification costs of 8192 proofs in 163ms. The design of better
aggregation mechanisms, potentially co-designed with a zk-creds style scheme, is an interesting

avenue for future work.

Instantiating zk-creds with alternative (post-quantum) primitives. While we have instan-
tiated zk-creds with primitives such as Groth16, as mentioned previously, the flexibility and
modularity of our system easily allows for the swapping of any primitives with those that ful-
fill the necessary requirements. For example, one could easily build a post-quantum version of
zk-creds by instantiating it with post-quantum secure primitives and zero-knowledge proofs such

as [AHIV17, BBHR19].
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12 Appendix: Performance across parameter choices

We expand on the microbenchmarks in Section 6.2 by investigating how zk-creds scales with
respect to various parameters.

Recall that showing a credential requires proving: 1) the credential is in the list of issued
credentials, 2) the relevant attributes are part of the credential, 3) the attributes meet the access
criteria being shown, 4) each of the above is about the same data (linkage proof). Thus, the
performance of zk-creds depends on the number of issued credentials (via 1 above), the size of

the attribute (via 2), and the complexity of the access criteria (via 3).

Membership benchmarks. Recall that a membership proof consists of a proof of credential
membership in a tree, followed by a proof of membership of that tree in a forest. In Figure 4.6, we
show the performance of proving membership as the shape of the forest changes. For a fixed number
of total leaves, we find the size of the forest (and, consequently, height of its trees) that minimizes
membership proving time. This results in a 50% (143ms) speedup in the best case. Further, the
verifier pays nothing for this optimization, since all public inputs are prepared in advance and reused
for all verifications.

In Table 4.4, we show the time to compute a proof of membership in the credential list as the
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Figure 4.5: Costs of linkage proofs as #stan-
dalone gadgets varies.
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Figure 4.6: Costs of proving tree then forest
membership, as number of trees in forest varies.

#leaves 214 230 246 262

Issuance proof time 141ms 403ms 670ms 962ms

Table 4.4: Cost of a proof of credential list membership as the size of the list varies.

list size varies. This represents the baseline cost of the issuance portion of any ShowCred call. The
benchmark consists of one Groth16 proof of tree membership plus one Groth16 proof of forest
membership. For a fixed number of leaves, the tree height is chosen using the optimal parameters

from the experiments in Figure 4.6.

Linkage benchmarks. In Figure 4.5, we plot the size, proving time, and verification time of
linkage proofs as the number of standalone gadget proofs varies. Every additional gadget adds 330B

to the proof size.

13 Appendix: Merkle forests and witness management

Showing a credential requires proving membership in a Merkle tree. Since the list of issued
credentials is dynamic, users must somehow maintain an up-to-date witness to their credential’s
membership in the tree. A naive approach requires O(N) storage'> and O(N) communication:
clients store the entire tree and retrieve every addition. In this section, we attempt to solve the

issues introduced in Section 5.1, iteratively building up techniques to optimize Merkle trees and

I5This is trivially reduced to O(log N) storage per credential, as the client can update witnesses in place.
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their membership proofs in the interests of both efficiency and privacy. First, we address common
problems with using Merkle forests which motivate this discussion and clarify the assumptions our
constructions make. Second, in Section 13.2 we look at various interoperable batching techniques
for Merkle trees, allowing issuers to summarize prior Merkle tree witness updates for specific
clients based on when they last received an updateand/or defer future credential issuance until many
credentials can be added in a single batch to the Merkle tree(s). Third, in Section 13.3 we look
at ways to minimize correlation attacks against privacy due to users requesting then immediately
showing their credential’s membership proof, and suggest replacing update requests with a universal
broadcast of all relevant updates.

We conclude our discussion of Merkle tree optimizations with a unified Merkle forest construc-
tion in Section 13.4 which balances the competing tradeoffs of 1) expected number of membership
proof updates, 2) privacy, and 3) communication overhead. We accomplish this by combining the
aforementioned techniques into a unified approach which leverages the unique structure of Merkle
trees and authentication paths. Concretely we find that, compared to a single Merkle tree of similar
capacity, our construction requires fewer membership proof updates over time for all users of older
credentials, at the expense of only a small-constant logarithmic increase in communication overhead

between issuers and users.

13.1 Merkle Trees in Practice: Overview and Motivations

In zk-creds, users must frequently produce membership proofs across the lifetime of a credential
to show that it has been issued on a credential list. Doing so requires a user to obtain some
new information about the list—the frontier—with which users can update the witness to their
credential’s issuance.

A common approach to allow proving membership on a list is to instantiate it as as a full binary
Merkle tree with capacity N, allowing anyone with the credential and its O(log N)-sized witness
(i.e., the authentication path 0) to verify that it is a leaf node included in the computation of the

list’s Merkle root. Naive Merkle tree-based instantiations might require the user to manage a local
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copy of the entire Merkle tree themselves, or otherwise delegate the task of updating and distributing
the list to some list manager who is only trusted to not perform DoS attacks against the system.
In real systems, however, keeping up-to-date with the current state of an entire Merkle tree is a
non-trivial problem: credential lists can be fast-growing or large; users’ devices may be particularly
resource-constrained and thus unable to process or even store the entire list at once (e.g., envisoning
its usage on a mobile phone or domain controller);'® users who become inactive for long periods of
time will need to request much of the updated list; and users who miss any part of the update would
struggle to return to a consistent state.

Moreover, since zk-creds is designed such that an honest user’s credential remains unlinkable
even when a dishonest majority of malicious parties collude, our credential list instantiation should
support strong unlinkability and privacy in practice as well. However, we observe that a user
updating an authentication path through any kind of request to a third-party will correlate closely
with the subsequent usage of that credential, since doing so is necessary to maintain a valid
membership proof. This leaves users vulnerable to correlation attacks regardless of whether the
updates sent back to the user identify the credential.!” Correlation attacks especially pose a problem
if collusion occurs between an issuer and verifier or if the authentication path update identifies or
reduces the anonymity set of the requesting credential. If adversaries can build plausible profiles to
identify credentials within and across various shows in this manner, this has serious implications
on unlinkability and user privacy. We will address these various problems in the remainder of this
section.

Hereafter, assume that issued credentials can only be added to the Merkle tree; list entries will
never change in-place. For simplicity, assume that credentials are only added from left to right.
Lastly, assume that Section 13.2—13.3 uses the conventional construction for Merkle forests, where
each Merkle tree in the forest has fixed height n and capacity N := 2"; see Section 13.4 for design

decisions and optimizations that can arise when these assumptions are relaxed.

16For reference, storing a full 32-height Merkle tree with 256-bit hashes requires about 137GB.
7Practical session privacy protections are also insufficient. Even anonymous communication networks such as Tor
are (perhaps inherently) vulnerable to de-anonymization via various correlation attacks [DMMK18, Tora].
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13.2 Batching issued credentials

Requesting summaries of newly issued credentials. Observe that, if a user has a valid Merkle
authentication path (i.e., witness) 0 attesting to their credential’s issuance at time #, not all n+ 1
nodes in 6 will usually need updating by time ¢’ > ¢. Instead, the user only needs a summary of all
< n+ 1 Merkle tree nodes which have been added since time . While users still reveal identifying
information about the credential when updating their authentication paths with this approach—
reducing the anonymity set to anywhere from N/2 to 1 credentials depending on the request—this
approach is somewhat better at both mitigating privacy risks and reducing communication overhead

as well compared to the naive approach of requesting the entire 0 each time.

Deferring credentials to issue. One of the more effective techniques to make credential list
updates more efficient is to allow the issuer to update the credential list in batches according to a
specified epoch. Instead of immediately adding a validated k to a Merkle tree T (as with IssueGrant
in Figure 4.4), the issuer could, for example, define a regular interval A; to wait before issuing all
valid credentials they collected at once. For example, if Alice’s credential is being issued in this
manner, she must wait at most A; seconds before she can present a valid membership proof for her
issued credential.'® After the batched credentials are added, Alice can obtain its initial witness as
appropriate. Note that an issuer can decide on an appropriate batching policy based on usability and

efficiency tradeoffs.

Synchronizing Merkle tree state. More generally, we could consider some agreed-upon list
manager (perhaps distinct from the issuer) who determines the current state of the Merkle tree for
the purposes of membership verification. Even if the issuer themselves is unwilling or unable to

batch in the manner described above, the list manager can snapshot the state of the Merkle forest

¥Indeed, many real-world credentials already require a waiting period. For example, a US passport can take 5-11
weeks to validate and 1-2 days to ship before it can be used [U.S].
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according to a specified epoch, e.g. at a regular interval Ay, and distribute this snapshot as the
“current” agreed-upon state of the Merkle forest.

For example, suppose that the latest snapshot occurred at time ¢ and that snapshots are published
every Ay seconds. First, the user updates their authentication path 0 to be valid as of time ¢ using
the latest snapshot. If the user and verifier agree that the latest snapshot is treated as current, then 6
is automatically up-to-date; otherwise, the user now only needs to manage updates to 8 between
times ¢ and 7 + Ay.

In either case, this approach can be particularly useful for users who have been offline and
unable to update their authentication path for many epochs, or who have corrupted their local copy
and need to recover the state of the credential list; snapshots of the credential list allow the user to
more easily remain up-to-date.

These techniques for batching issued credentials are mostly agnostic to the list’s instantiation.
As we will soon see, however, this technique is amenable to other approaches where Merkle trees

are used.

13.3 Broadcasting frontier nodes

Instead of the user requesting specific updates to frontier nodes in 0, as in Section 13.2, consider an
alternate approach where a list manager proactively broadcasts the relevant frontier update(s) to all
users. Each addition to the Merkle tree requires the list manager to broadcast at most 1 4-log, N
nodes to all users, i.e. all updated nodes (as relevant to existing credentials) that changed after
adding one or more credentials. If left unbatched, this requires broadcasting a small-constant
O(NlogN) number of nodes to each user across the lifetime of the system.

However, one can reduce the number of nodes to stream by summarizing a sequence of newly
issued credentials. As a simple example, if an issuer issued 2” credentials by placing them in
a binary Merkle tree, it suffices to broadcast a single path of at most n — b + 1 nodes from the
updated root of the tree to the subroot of all new batched credentials. With this, the user of any

previously-issued credential can parse any updated nodes they need for their authentication path 6
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to be current up to that batch. Since broadcasted tree updates now only occur once per batch instead
of once per credential, this helps decrease communication overhead by a factor of at least 2.

Together, summarizing batches of issued credentials and broadcasting frontiers preserves the
instantiation’s unlinkability across credential usages. Notably, users no longer need to send iden-
tifying information about their credential to update its authentication path, since the broadcasted
frontier nodes contain every relevant update to the Merkle tree for all users. Furthermore, proactively
broadcasting the frontier updates to users significantly reduces the ability for adversaries to correlate
credential usage, as users no longer even need to reveal via request when they want to update their
authentication path.

While this approach comes at the cost of additional overhead and system complexity compared
to the approach in Section 13.2, it is especially suitable for applications where credential lists are
relatively static and credentials do not need to be issued immediately. This approach is also better for
many users compared to the naive approach of downloading the entire Merkle tree, especially when
using resource-constrained devices. Similar to standard Merkle-based constructions, the user only
needs to store a logarithmic number of nodes (roughly log, N + ¢, where c is a small constant) to
process the stream of frontier nodes and update 8. Furthermore, while broadcasting all Merkle tree
updates results in O(Nlog N) frontier nodes (more precisely, at most Y 1+1log, N =N - (n+1))
being sent to each user across the lifetime of the Merkle tree, the stream can be processed periodically

and in only a single pass using a logarithmic-sized buffer.

13.4 Optimizing Merkle forests

In this subsection, we propose a novel construction which leverages many of the techniques
discussed above to simultaneously minimize witness update frequency(and thus proof computation
costs), privacy risks (via update request interactivity), and user storage costs at the expense of a
moderate increase in communication overhead. We believe that this provides an amenable tradeoff

between privacy, efficiency, and usability for many use-cases leveraging Merkle trees. In particular,
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users can (eventually) rely solely on broadcasted frontier nodes to update their authentication path
0, the Merkle forest scales effectively as the number of credentials grows, and every user will be
required to update their credentials’ proofs of membership less often compared to a naive Merkle
tree construction of comparable capacity.

Consider an alternate Merkle forest instantiation F := (ry,r2,...,r,) where each Merkle root r;
corresponds to a full binary Merkle tree 7; with height i, and where n is the current number of roots
in F. As such, we define the capacity of F as N := Y}, i =+l _ 9,

The Merkle forest approach below relies on two crucial observations. First, any approach based
on balanced Merkle forests will have smaller tree heights than a single Merkle tree of comparable
capacity (a single Merkle tree with capacity 2"*! has height n+ 1). Second, we can leverage the
fact that, with multiple Merkle trees, the authentication path of a credential in tree 7; will only
change when other credentials are added to that same tree T;. Modifications to any other tree 7; # T;
in the forest F will only invalidate the user’s forest-membership proof (which is a simple OR proof)
but not their tree-membership proof, allowing reuse of the latter proof via LinkG16.

Growing Merkle forests. Assume without loss of generality that the user knows the represen-
tation of the broadcasted frontier updates, and (for simplicity of analysis alone) that issuance and
authentication path updates are left unbatched. We also assume, as before, that credentials are not
modified in-place once added. We first define a forest-packing algorithm describing how a list

manager or issuer adds newly issued credentials to Merkle forest F:

0. Initialize F with nyp > O sparse binary Merkle trees, where each tree 7; has height i and all
leaves/entries are currently empty (i.e., the hash of nil). That is, F initially contains n := ng

empty trees.

1. Populate the entries in F' with newly issued credentials as desired (e.g., from left to right,

starting with the smallest available tree) until F is full.

2. Compose all now-filled trees T1,...,7, into a single tree 7,1 with height n 41, arranging
each 7; into a sequence of right subtrees. Initialize the remaining 2 leftmost entries in 7,1 | as

empty and add r,,4| to F.
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Figure 4.7: A single iteration of the forest-packing algorithm with ny = 1 trees in F at initialization and n =2
trees as of Step 1. Dashed nodes represent hashes of empty entries or a root of an empty subtree; grey leaf
nodes are hashed entries (i.e., issued credentials); blue-circled nodes are frontier nodes. Note that, invariably,
the forest with ng trees requires no frontier because of Step 0 in the witness-update algorithm.

3. Immediately, and after any future addition to the 2 leftmost entries from Step 1, broadcast the

frontier to T, 1 containing its "leftmost" intermediate nodes and the root r,, 1 that updated.

4. Re-instantiate 71, ..., 7, and their corresponding roots in F' as empty, then repeat from Step 1

withn :=n-+1.

Updating authentication paths. For clarity, we also define a witness-update algorithm which
describes how a user tracks changes to their issued credential’s authentication path 0 as F grows.
Suppose that the user can only reliably track the current roots of each Merkle tree F, and does so

out-of-band.'® Then:

0. The user first requests to issue a credential. If valid, the issuer adds it to some Merkle tree T;
in F, allowing the user to obtain their initial witness/authentication path 6. Initially, a user

must track updates to 8 as appropriate until 7; is full.

9Even for massive Merkle forests of capacity, say, 23 — 2 = 8.6 billion credentials, this only requires tracking and
storing 32 hash values (i.e. for 256-bit digests, 1 KB).
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1. Once the tree 7; holding the credential is filled, the user waits until all trees in F' are completely
filled; only the roots in F'\ {7;} may change after this point, so 6 remains a valid Merkle path

to the credential.

2. The user listens for a broadcast indicating that their credential has been composed into the
new tree 7,11 (see above). They scan in a single pass for the relevant frontier node(s) which,
in conjunction with the old 8 and (now sub-)roots in F, form the new authentication path for

T,,+1; the user updates 0 accordingly and marks that ' has grown with n:=n+ 1.

3. Thereafter, their credential’s tree will invariably have 2 empty entries; listen for broadcast(s)
indicating that an new credential changed the relevant frontier nodes, and update 0 accordingly.

Repeat from Step 1.

To see how a user (say, Alice) can correctly compute her current authentication path 0 in this
construction, consider the lifetime of her issued credential. Without loss of generality, consider
her credential to be initially committed to by the i-th Merkle tree 7; (of ) in the Merkle forest F.
Alice is initially responsible for updating or requesting 6 herself, doing so until the tree 7; that
her credential resides in is full. Thereafter, her credential will be composed into the largest tree
of the forest, and after this point it suffices for Alice to track changes to 6 using frontier updates
alone to keep her membership proof updated. More precisely, any user with a credential in the (now
sub-)trees 71, ..., T, can update its authentication path 6 to be current for the tree of height n+ 1
by scanning for the frontier nodes in the Merkle path which compute from the subroot (i.e., the
old r;) up to the current Merkle root r,, 1, also considering the roots of the subtrees that were just
composed into 7,4 1. By repeating this process for updates to this largest tree (invariantly, at most
two more times), it follows by induction on the number of trees in the Merkle forest F' that the user
can correctly update to a valid authentication path 0 across the lifetime of the credential, and can do

so by using only broadcasted frontier nodes and the forest’s roots after the initial tree is filled.

Comparison to Merkle tree. One of the primary benefits of this Merkle forest approach is that it
allows users to reuse their authentication path more often than the approaches using fixed-height

Merkle trees, greatly reducing how often a user must recompute expensive tree membership proofs.
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For all users of older credentials which have already been composed into the largest tree in F,
each user will only have to update 6 at most three times per new tree. As such, this only requires
users of older credentials to perform O(log N) updates (excluding updates while in the initial tree;
see below) for the remaining lifetime of the Merkle forest. Furthermore, broadcasting a global
frontier eliminates the need for users of older credentials to interact with other parties to update
authentication paths, providing strong privacy guarantees beyond the short-term.

Even for users of newly issued credentials whose credentials are still in their initial tree 7;, this
Merkle forest approach requires fewer authentication path updates compared to a standard Merkle
tree of near-identical capacity (i.e. Ti,...,T, vs. T,.+1). In the worst case, where a credential is
initially added to tree 7;,, this requires a credential to update its authentication path at most 2"
times as other added credentials update its Merkle root (compared to 2"*! for a standard Merkle
tree). However, depending on how the issuer distributes the newly issued credentials across the
variable-height trees in F’, users might expect a reduction from the worst case of 2" initial updates.
For example, assuming an average case where a credential has a uniform probability of being added
to any given leaf node (i.e., average number of updates for each tree weighted by tree capacity in
the forest), in expectation a user would need to perform Y , % 2 = %(2” + 1)authentication
path updates in the initial tree. As such, the Merkle forest approach requires 2-3 x fewer initial
updates (before batching) compared to a single Merkle tree of near-identical size.

And, while the reduced number of updates comes at the expense of increased communication
costs to broadcast to all users, the tradeoff is still competitive compared to standard Merkle trees in
some cases. Since at most three frontiers will be broadcasted for each additional tree 7;, | added to
a Merkle forest F' as it grows from ng to n > ng trees, and each frontier contains i nodes, the system
must broadcast at most Y, 3i = %(n —no)(n+np+ 1) frontier nodes to each user across its
lifetime. Concretely, assuming 256-bit hash digests and that the Merkle trees in the forest start
with height ng = 1 and end with height n := 32 (i.e., 8.6 billion credentials), processing the frontier
would require broadcasting at most 51 KB to each user across the lifetime of the system.

Overall, the issuer or list manager must broadcast a small-constant O(log? N') number of nodes
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to each user, compared to sending O(log N) nodes per user request as with the naive Merkle tree
approach. Furthermore, since only 3 broadcasts are required per tree with increasing height i, the

rate at which broadcasts occur will decrease exponentially as F' grows.

Distributing newly issued credentials. We emphasize that, if using the Merkle forest packing
approach, the issuer or list manager has power to add credentials in an arbitrary manner to any tree
11,...,T, of variable height in F' by default. This asymmetry in initial tree sizes has important impli-
cations on computational fairness and efficiency for users wishing to mitigate proof re-computations
for their newly issued credentials, even outside an adversarial setting. We leave further discussion

on the implications and importance of asymmetry in Merkle forests to future work.

14 Appendix: Revocation of issued credentials

In certain situations, some party might wish to revoke an already-issued credential, invalidating its
authentication path 0 using mechanisms beyond simple checks for, e.g., expiry. A naive approach
for credential revocation would be to replace its leaf node in the Merkle tree with a hash of nil, as was
done with RevokeCred for fixed-height Merkle forests in Figure 4.4. However, in-place revocation
such as this comes with significant drawbacks. For example, naive revocation would cause many of
the optimizations mentioned before (especially batched requests and the forest-packing algorithm)
to longer work. However, other revocation mechanisms for Merkle trees may allow zk-creds to
support both revocation and the Merkle tree optimizations described above.

On the surface, anonymous credentials and X.509 certificate often employ similar methods
for managing membership on a list. As such, one might be tempted to use the idea of certificate
revocation lists (CRLs), as defined in RFC 5280 [CSFT08], for anonymous credentials as well. This
would avoid many issues with deleting the credentials in-place on the membership list. However,
there are important consequences to using CRL-based methods for revocation.

Perhaps most importantly, for revocation to be possible RFC 5280 requires certificates to

have some form of persistent identifier; this is not possible for all types of anonymous credentials,
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however. More precisely, a CRL-compatible anonymous credential must contain a unique, persistent,
and privacy-preserving identifier id (e.g., a credential hash or committed attribute). Additionally,
either the user must specifically request for their credential to be revoked, or a verifier/auditor must
be able to de-anonymize a misused credential (e.g. through violation of cloning resistance) to revoke
it.

A CRL-based revocation approach for anonymous credentials would likely also come with
many of the same practical issues as with CRLs for certificates. For example, strict granularity and
consistency of updates is required for all parties to maintain a secure and synchronized revocation
list. Additionally, trusting a party to manage a credential revocation list may re-introduce trust
assumptions that some central authorities’ signing keys are kept secret and are used honestly
(see [CSF108], Section 3.3). We leave a more thorough investigation of zk-creds-compatible

revocation techniques to future work.

15 Appendix: LinkG16

We now describe and prove the security of the LinkG16 proof system.

15.1 Goal

The purpose of LinkG16 is to show that k Groth16 proofs over heterogeneous circuits crsy, ..., crs;
all share the same first ¢ public inputs {ao, ...,a,—1} without revealing the inputs. That is, given k

Groth16 proofs 7y, ..., T, we wish to construct a zero-knowledge proof of the following relation:

({ersi, St {a Yo {mYey) -

Riinkg16 = k e '
/\ G16.Verify(crs;, m;, S; + Z ajo(l))
i=1 j=0

a jW.(i) is the verifier-known prepared input

J

where Wj(l) represents the wire W in crs;, and Si = 25’:;

for the i-th proof.
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15.2 Construction

We define the new proof system below.

LinkG16.Link({aj};;B, {crs;, ﬂi}le) — Mink Sample values zj,. ..,z <$ [F for blinding. For each
i, commit to the shared inputs, U; = z; [S]Y) + th_:lo a jW].(i). Let Tequire be an EqWire discrete-log

equality proof (described in Section 16) that the U; commit to the same a; values,

({Usersi}iyi{a; 3'_:})7{11' HE

Reqwire =

k Lot=1 )
AU=2z[8)+ Y aw)”
i=1 j=0
Rerandomize the underlying proofs in place, &; := G16.Rerand(crs;, 7;), then blind the proofs,
m} = (A, Bi,Ci — [zi])-
The final output is
Tink == (neqwire7 {Uhﬂi/}f:])'
LinkG16.LinkVerify (i, {crsi,ﬁi}f:]) —{0,1} Check Tequire using EqWire.Verify. Then unpack

each x/ into (A}, B!,C!). Foreach i = 1,...,k, check

e(ALBY) = e([)!, 1B1Y) - e(Cl, [8]5) - e(Ui + $, H).

1771

where S; is the Groth16 prepared public input for circuit i.

15.3 Proofs
Theorem 10 (Correctness). If G16.Prove and LinkG16.Link are honestly computed, then LinkG16.LinkVerify
succeeds.

Proof. We show that the LinkVerify equation above holds for all i. For legibility, we omit the index

i in the proof. Suppose T, is computed honestly, i.e., that all U" and (A’, B’,C’) are well-formed
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and that the underlying Groth16 verification equations holds on the corresponding (A, B,C). First,

we note that, since C’ and U were computed honestly,

e(cl> [5]2) ’ e(U7H)

=e(C—[7],,[6],) -e(XxajW;+z[6], ,H) Expanding
=e(C,[8],)-e(—[2;,[6],) -e(z[8],,H) e(XLa;W; H) Bilinearity
=¢(C,[0],)-e(Xa;jW;,H). Bilinearity

Using this and the fact that A’ = A and B’ = B, we see that the LinkVerify equation

A

e(A',B') = e([at]y,[Bly) - (C',[8],) - e(U +5,H)

holds if and only if
e(A,B)
=e([a];,[Bly)-e(C',[8],) -e(U +8,H) Subst. A’, B/
=e([a],,[B],) - e(C,[8),) -e(U,H) -e(S,H) Bilinearity
= e([a];, [Bly) - e(C,[8],) -e(La;Wj, H) - (S, H) Above identity
= e([al;,[B],) - e(C,[8],) - e(S+La;W;, H) Bilinearity

which is precisely the verification equation for the i-th underlying Groth16 instance. Since this

equation holds by assumption, LinkVerify succeeds. O
Theorem 11. LinkG16 is perfect HVZK.

Proof. We define a simulator Simji,ig16 With access to Groth16 trapdoors 7i,..., Tx as follows. For

each i, sample A}, B},U; < F uniformly. Use the trapdoor 7; to compute C! € G as the unique

group element which satisfies the i-th LinkVerify equation with respect to crs; and public inputs’

20How does the verifier know a j (for j > 1) if it was only given the prepared input 87 1t is merely for brevity that
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{a j}§=t‘ Concretely,

iR NRGE) T ¢ (i)
o ABj—allpl) _(I)Ji —Lj—ajW;
1 5 i *

For all i, let / := ([A;],,[Bil,, |Ci],) and U; := [Uj],. Finally, let

7reqwire — Simeqwire({crsh Ui}?:l)-

The output of Simjinkgi6 i (Tequire, {Ui> 7 ;‘:l).

This is indistinguishable from the real world protocol. In the real world: each U; is uniformly
distributed due to the blinding values z;; A}, B, are uniformly distributed by the Groth16 proof
procedure; and each C! is the unique group element which satisfies the i-th LinkVerify equation.

Lastly, the simulated Teqwire 1s indistinguishable from an honestly generated one due to the perfect

HVZK of the EqWire protocol. [
Theorem 12. LinkG16 is knowledge-sound.

Proof. We define an extractor Ejinkg16, aborting on verification error, as follows. By knowledge
soundness of EqWire there exists an extractor Eequire Which extracts {a j};;}),{zl'}f:] such that
U=z [5]9 +Zajo(i). For each i = 1,...,k, Ejinkg16 then reconstructs the underlying Groth16
proof

= (Ang;7C1{+ [Zill)'

Elinkg16 Outputs ({a; ’j;%), {m; f.‘: 1)- Since Ejinig16 did not abort, it is the case that, for each i,

(A, BY)

= e([l)”, 1Y) e(C/, (815" - e(Ui+ 8, H) LinkVerify
= (o]l 1B1)) e(CL 181" -e(@i[8) +LaW” +8,H)  Ecquire output
= e([o]{",[B1Y) - e(Cl + [zi], ,[8]5)) - e(Si + Law\" H) Bilinearity

LinkVerify is written to take S. The verifier always knows the prepared input’s constituent a ; values.

104



Equre.Prove({aj}’j;B, {ersi,zi}s ) EqWire.Verify({crs;, Ui }¥_))
StyeeySpS$F

ro,. .., t—1 <SS

Vi:com; = Y, erj(i) 45 [6]?) {com,'}é‘zl

¢ c+sTF

Vj:pj=rj—ca;j

a1 Ak
Vi:0;:=s;—cz {p; j:O’{GL i=1

Check for all i:

2y )
com; =3;p;W;

+0; [5]Y) +cU;

Figure 4.8: The EqWire protocol

which is precisely the verification equation for 7;. U

16 Appendix: EqWire

We now define and prove secure a proof system for the discrete-logarithm equality relation,

{Uersiyips{aY o {zitiy) -
Reqwire =

k Lot ,
NUi=z [3]Y) +) ajo(l)
i=1 J=0

The proof system is instantiated using a proof framework due to Camenisch and Stadler [CS97].

Concretely, it is the Fiat-Shamir transform of the protocol described in Figure 4.8.

Proofs

Theorem 13. The EqWire protocol is knowledge-sound.

Proof. We define extraction in the usual way for Camenisch-Stadtler sigma protocols. Let Ecquire
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be our extractor, aborting on verification failure. The extractor receives the commitments, and then
picks challenge ¢ < F. It sends ¢ and receives {p;, 0;}; j. The extractor then rewinds to pick a

fresh ¢’ «=s . It sends ¢’ and receives {p},o;}; ;. For all i and j, the extractor computes

/
Pj—P;j _ 0;—0;
c—c

aj .=
and outputs ({a j}tj;})? {zi fle). Since the extractor did not abort, i.e., both runs passed verification,
and the commitments did not change, it is the case that U; = z; [§] gi) +Yja jo(i) for all 7. O
Theorem 14. The EqWire protocol is perfect HVZK.

Proof. We define a simulator as follows: sample ¢ and all 0}, p; uniformly from [F; for all i, compute
com; =Y ; ijj(i) + o; [5]&0 + cUj; output (c, {com;, pj, 6i}i ).

This is perfectly indistinguishable from a real transcript: all o; and p; are uniform iid since they
are blinded by s; and r;, respectively; c¢ is uniform and independent by definition of honest-verifier;
and all com; are uniquely determined by these values. In the simulator, each o; and p; is uniform

iid by construction, and com; is uniquely determined by these values. [

17 Appendix: Instantiation with Pedersen hashing

In Table 4.5 we give benchmarks using a different collision resistant hash for the Merkle tree.

Specifically we use a Pedersen hash over the Jubjub curve.

18 Appendix: CRS sizes of evaluated circuits

We list in Table 4.6 the sizes of the proving and verifying keys for all the circuits evaluated in

Sections 6 and 7.
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Client-opt. (C) ShowCred VerifyShow Proof Size
Server-opt. (S) C C (full) S C S S (batch) C S
Simple Possession | Sms  784ms 699ms | 4ms 744B
Expiry | 98ms 875ms 796ms
Linkable Show | 104ms 879ms 837ms 6ms 1.5ms 1.8 verifs/ms 1064B 192B
Rate Limiting | 117ms 895ms 817ms
Clone Resistance | 139ms 916ms 812ms

Table 4.5: Gadget microbenchmarks using Pedersen hashes for two versions of zk-creds. Membership
proofs are done on a Merkle forest of size 231 (tree height = 24, #trees = 28). The first configuration (C)
minimizes client-side proving cost; the second configuration (S) maximizes server throughput. ShowCred
(full) gives the cost of including membership recomputation while showing a credential. VerifyShow (batch)
gives throughput for verifying a set of 100 proofs. We emphasize that all verification numbers are single-

threaded, allowing for efficient concurrent processing.

Proving key (MB) Verifying key (KB)

Forest membership
Tree membership
Expiry

Linkable show
Rate limiting
Clone resistance
Age-restricted vid.
Entering a bar

Table 4.6: CRS sizes for our evaluated circuits

0.3
10.1
1.5
0.4
1.3
1.2
2.8
25
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0.6
0.6
0.8
0.8
0.9
0.6




Chapter 5

zk-promises: Making Zero-Knowledge
Objects Accept the Call, and Applications to

Anonymous Reputation and Access Control

Work coauthored with Maurice Shih, Harikesh Kailad, and
lan Miers, and submitted to CCS 2024 [SRM24].

1 Introduction

Apple’s private relay [App21], and the proliferation of VPNs deployed to hundreds of millions of
users worldwide, highlight the need for accountability of anonymous clients. Take, as a simple
example, banning an anonymous user for a Wikipedia edit. The client’s account is a single bit
of state—isBanned—and the server must update it—calling setBanned () — after detecting the
vandalistic edit. For anonymity, the server cannot store the user account, requiring us to “outsource”’
it to the client while somehow ensuring integrity, confidentiality, and obliviousness. User accounts,
of course, are often more complex state machines than our example.

Inspired we explore a fundamental technical question with applications in federated reputation

systems, stateful access control, and cryptocurrency: How can multiple parties interact with a

private state machine stored by an anonymous user without compromising the state or leaking
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access patterns?

The challenge of third party updates to private state, asynchronous negative feedback, and
evading accountability. In our setting, some secret state is stored by an untrusted user. Our goal
is to let third parties update this state while ensuring (1) state confidentiality, i.e., that the third
party learns nothing about the state; (2) obliviousness in update and access, i.e., the third party
cannot identify the user by linking accesses or updates; and (3) integrity, i.e., that updates conform
to validation logic and access control. The core challenge in this setting is that state updates are
asynchronous—the user is not guaranteed to be online when the state update is made. In addition,
depending on application, users may have ample motive and opportunity to avoid an update. We
refer to this as the asynchronous negative feedback problem.

Returning to our Wikipedia example: a user who makes an edit must show that their account is
in a valid state in order to authenticate. Various anonymous credential systems support this. The
problem comes when we need to update this state—e.g., when moderators score the quality of a
Wikipedia edit or ban the user’s account—after the user’s session has ended. There is no direct way
to update the user’s state, since the user is anonymous and the location of the state is thus unknown.
Finally, there is no incentive for the user to accept an indirect update, e.g., some signed statement
posted on a server. This is in contrast to, e.g., an anonymous payment system, where users are
financially incentivized to receive updates that increase their account balance.

Workarounds to the asynchronous negative feedback problem may be possible for simple cases,
such as some escrow system to provide sufficient incentive to apply updates, but these offer limited
functionality and are challenging to apply to complex logic. Since there is no one-size-fits-all
approach, it is necessary to have a programmable protocol, The practical success of such a scheme
requires flexibility.

For example, for anonymous banning, a forum moderator may have to respond differently to a
user posting hate speech versus spam or explicit content. They may implement a three-strikes policy

for specific infractions, or have a probation system when a second infraction triggers consequences.

Emulating trusted servers and Sybil resistance. For open enrollment platforms, Sybil resistance
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consists of raising the resource costs for creating and using a Sybil account, e.g., by requiring a
CAPTCHA during registration. While imperfect—a motivated attacker may pay the cost—it is
essential to many systems. Bans, after all, are not effective if users can cheaply make new accounts.

Non-privacy-preserving systems, however, can go much further than privacy-preserving ones
to raise the costs of Sybil attacks without placing undue costs on legitimate users. Services like
StackExchange [Atw(09] define arbitrary server-side logic tying allowed behavior to the account’s
history, e.g., rate-limiting the number of posts and, separately, the number of (possibly spam)
links in posted question for new accounts, or gating moderator privileges behind a sequence of
achievements. This substantially raises the cost of a Sybil attack, reducing the utility of a new
account and requiring the attacker to commit additional resources to get an account in good standing.
Using zk-promises, we can realize this approach for privacy preserving protocols without a trusted

server by “outsourcing” this type of reputation and rate limiting logic to the client.

A promising but limited starting point. In PEREA [TAKSO08], Tsang et al. give an elegant
approach to the simplest version of the anonymous state update problem: anonymous blocklisting
(née blacklisting). In PEREA, each post is accompanied by a pseudorandom ticket. The ticket
is placed on a blocklist to ban the user. During authentication users prove in zero-knowledge
that none of their tickets appear on a blocklist. With this protocol, PEREA avoids the pitfalls of
previous approaches, such as trusted de-anonymization authorities or high initial computational
costs [TAKS10].

Unfortunately, PEREA and successors [AK12, XF14], have substantial performance and func-
tionality problems. Users are effectively stateless: a user’s only private state is a fixed pseudorandom
function key for generating tickets. Each authentication requires that a user regenerate a fixed k
tickets from a global sliding detection window of size w and show they are unbanned.! This has two

consequences:

1. Limited functionality. PEREA only supports checking if there is a ticket in the window.

'Even with a zero-knowledge proof which hides how many tickets the user checked—something PEREA and
derivatives lack—there is no way to trust the user is honestly counting how many tickets it has open.
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In subsequent work [AK12, XF14], tickets contain a single integer rating, users prove the
sum of tickets in the window is below a threshold. But this does not provide the complex,

programmable logic or state available in deployed moderation systems [ets].

2. Every user pays worst-case computation costs. For every authentication, regardless of the
number of tickets a user used, they must perform O(®,,:n, X w) work, where ®,;, is the rate
at which the most active user uses the service and therefore produces tickets. In essence,

every user is burdened with the workload of the worst-case user.

Our approach: zk-objects. We start, somewhat surprisingly, by repurposing techniques developed
for privacy-preserving cryptocurrency payments and smart contracts. Starting with Zerocash
[BCG*14] and commercial derivatives like Zcash, TornadoCash, and Railgun [HBHW21, PSS, rai],
through to academic [KMS™16, BCG'20, XCZ*22] and commercial systems [Wil, ale] on privacy-
preserving smart contract systems, there is a robust line of work which builds efficient protocols
for privately manipulating Turing-complete state machines. We give a new view of this style of
computation, which we refer to as the zk-object model.

In the zk-object model, method calls manipulate the object and return outputs. For integrity and
replay/forking prevention, every object—even from different owners—is controlled by a global
bulletin board or trusted server, which verifies zero-knowledge proofs of update correctness. For
confidentiality, the bulletin board stores only cryptographic commitments to the objects. To hide
access patterns and ensure anonymity, objects are not accessed directly or mutated in-place. Instead,
updates are made through an oblivious copy-on-write approach, where a fresh commitment to the
updated object is appended to the bulletin board along with the zero-knowledge proof the update
results from a valid method call on the previous version of the object. To ensure obliviousness, rather
than identifying the old committed object version directly, the proof shows that a secret previous
version exists by, e.g., checking membership in a Merkle tree built over all entries on the bulletin
board. The proof also reveals a serial number (a.k.a. a nullifier or nonce) to prevent replay of the
previous object version in subsequent updates (e.g., a double-spend in payment systems). When

these zero-knowledge proofs are instantiated with zkSNARKS, we can achieve Turing-complete
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functionality and efficient verification by the bulletin board, giving us zk-objects with integrity,

confidentiality, obliviousness, and atomicity.

Our contribution. We design, implement, and benchmark zk-promises, a protocol that augments
the zk-object model with asynchronous oblivious callbacks.With zk-promises, we then build an
example application for programmable anonymous blocking and moderation, complete with user
reputation and more complex functionality such as reputation-dependent rate limiting.

Our approach is inspired by PEREA’s ticket approach for simple bans, but overcomes a few key
challenges to offer drastically improved performance, and generalize to arbitrary Turing-complete
state machines. First, to achieve our performance requirements, we must describe a fixed-size state
machine that allows users to incrementally iterate through an unbounded list of open callbacks,
using zk-friendly data structures, while revealing nothing to the server and preventing skipping
callbacks.” Second, we must support multiple callbacks and callers, while ensuring confidentiality
of callback arguments, the authenticity of the caller, and the integrity (i.e., non-evasion) of the
callback and the object itself. Since neither the client nor the caller are trusted,® we must carefully
design a protocol that avoids malicious inputs, fault injections, and key misbinding issues. With
these resolved, we achieve a scheme which permits arbitrary callbacks on user-defined zk-objects.

To summarize, in this paper we design, build, and benchmark zk-promises, which:

1. supports Turing-complete state machines and programmable logic for zk-objects with arbitrary

callbacks;

2. adds asynchronous callbacks to the line of privacy-preserving payment and smart contract

systems developed in [BCG' 14, KMS ™16, BCG"20];

3. yields an anonymous reputation and blocking system with significant performance and feature
improvements over the state of the art, such as multi-dimensional reputation with support for

arbitrary state-dependent logic such as probationary periods and reputation-dependent rate

Naively using a zZkSNARK for every such statement is insufficient: the verifier learns the length of the statement
(and the statement itself), exposing how many tickets the user has.
3The client may evade calls and the caller may, e.g., provide a garbage callback to deadlock the client.
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limiting for improved Sybil resistance; and

4. is concretely efficient, offering server verification times of less than 3ms and client-side

authentication times of 1-10s in realistic scenarios.

1.1 Related work

There is a very large body of reputation and anonymous blocklisting schemes. Here, we constrain
ourselves to systems that are anonymous (as opposed to relying on pseudonyms), do not need trusted
third parties to de-anonymize and ban users, and allow asynchronous negative feedback. Token-
based blocklisting schemes in the line of BLAC [TAKS10, AKS12, RMM22] require the user to do
linear work in the number of bans/downvotes issued. Other schemes [TAKSO08, AK12, XF14, MC23]
have global halting, forcing a moderator to assess the oldest posts before they can move on to more
recent posts. Others systems like k-TAA [TFS04] rely on one-time-use unlinkable tickets that users
receive a fixed number of every epoch. To prove they are not banned, the user gives a ticket to
the service provider. One difficulty with the scheme is synchronicity: a user must be online at the
beginning of every epoch to receive their new tickets.

Finally, a common shortcoming of all of the above schemes is lack of flexibility. Reputation in
all of these schemes is represented as a single integer, and the update function is represented, at

best, by a linear function over recent ratings.

2 Preliminaries

2.1 Zero-knowledge proofs

A noninteractive zero-knowledge proof of knowledge (NIZKPok) is a representation of a statement
“I know w such that P(x,w)” where x is the instance (or public input), w is the witness, and P is some
efficiently computable predicate. We use the relation notation R = {(x,w) : P(x,w)} to represent

the set of such statements. A NIZKPoK is a tuple of algorithms:
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Setup(P) — srs Receives a description of the predicate P and returns a structured reference string

which will be used for proving and verifying.
Prove(srs,x,w) — m Computes a proof that (x,w) € R.

Verify(srs,x, w) Verifies 7 with respect to x, i.e., verifies that there exists a w such that (x,w) € R.

2.2 zk-objects

We now describe the components of the zk-objects model.

Object. An object contains arbitrary state, e.g, payment account balances, reputation, ban status,
account creation date, etc. In addition, an object contains a serial number (or nullifier or nonce)—a
random string* which is revealed when the object is updated. By checking if transaction updating
object contains a serial number that has already been revealed, we prevent stale object states from
being replayed.
Object bulletin board. Objects must be stored in a way that permits a consistent global view of
the same state. We thus require the existence of a global append-only log, called the object bulletin
board. The bulletin board does not store objects directly, but rather commitments to objects. As a
result, object owners need to store both the object’s opening, i.e., its contents and the randomness
used in its commitment. When discussing these constructions informally, we will refer to an object
and its commitment interchangeably, assuming that all authorized parties have the commitment
opening data.

The bulletin board needs to support efficient zero-knowledge set membership proofs. For the
systems mentioned above, this is done via Merkle tree inside a zZkSNARK. Proving membership of
a leaf x in the Merkle tree with root » amounts to proving knowledge of an authentication path—a

list of the siblings of x’s ancestors—whose iterated hash equals r.

Updating an object. To update an object commitment obj, a user must submit a new object

commitment obj’ and a zero-knowledge proof 7 of the conjunction of the following statements. We

“Whether this is directly used as the nonce or materialized through a PRF and some key material depends on
implementation.
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let ® be a predicate which determines validity of an update (e.g., a method mutating the object).
The public inputs to the ZKP are a serial number sn, the (committed) object obj’, and (the root of)

the Merkle tree T'.
1. objeT
2. sn = obj.sn
3. ®(obj,obj’)

To prevent forking, the bulletin board will only accept updates whose corresponding serial

number has never been seen before.

2.3 Rerandomizable signature schemes

For our main construction, we will require a digital signature scheme with rerandomizable public
keys. We say that £ = (Keygen, SkToPk, Sign, Verify, RerandPk, RerandSk) is a rerandomizable
signature scheme if (Keygen, SkToPk, Sign, Verify) is an ordinary signature scheme, and the

following hold:

1. If pk is a valid public key, then RerandPk(pk) — (pk’,r) returns a fresh public key with
randomness r such that pk’ is computationally indistinguishable from a public key generated

with Keygen.

2. If (sk,pk) is a valid keypair and (pk’,r) is honestly generated by RerandPk(pk), then

RerandSk(sk, ) — sk’ returns a secret key corresponding to pk’, i.e., SkToPk(sk") = pk’.

A simple example of rerandomizable signature schemes are EADSA and ECDSA, where the
keypair (x, P) can be rerandomized as (rx,rP), where r is a uniformly selected scalar. The resulting

public key is perfectly indistinguishable from one generated with Keygen.
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3 Overview

In this section, we introduce a simple example of zk-promises and its programming model for
enforcing callbacks on arbitrary anonymous objects. We stress that the techniques described here
have broader applications, as they permit arbitrary programmable logic and Turing-complete state
machines with arbitrary callbacks.

We have an anonymous individual (the user) editing a page on Wikipedia (the service provider),
where their account is a zk-object and callbacks are used to ban them or update their reputation.
In this section, we give the programing model and, for ease of exposition, we phrase all actions
imperatively, as if they were occurring on a mutable finite state machine. As we will see in the next
section, every state transition and assertion in zk-promises is backed by a zero-knowledge proof on
an append-only log.

Figure 5.1 gives pseudocode for our example AnonUserRecord. It stores both a multidimen-
sional reputation score (e.g., containing separate scores for spam versus hateful content), state for a
leaky-bucket-style rate limit on edits per day, and metadata to support callbacks. When making an
edit to Wikipedia, users will prove they called ShowAuthMakeCB and provide the server with the
generated callbacks. The server can later use these two callbacks to either update their reputation
or ban them. Executing this method also proves to the server the following authorization checks

passed.

1. The user’s reputation, defined as the dot product of the their reputation with a public weight

vector—their projected reputation—exceeds a specified threshold.

2. The user is within a rate limit for edits. To demonstrate the flexibility of zk-promises, we use

a leaky bucket for the rate limit where the rate depends on the user’s reputation.’

3. The user has, using the callback manager, recently scanned for all their open callbacks.

The reputation threshold and weighting are dynamically configurable via method arguments. As

SEdits require the bucket has remaining capacity. Once a user’s bucket is full, they must wait for the bucket to
partially drain.
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these method arguments are public, the server can reject invalid parameters. Again, these features
are picked to demonstrate the flexibility of zk-promises and its ability to handle arbitrary programs
with branching, not just linear logic.

Note, the object defines its own access control. Users cannot alter data except by calling valid

methods and, for example, updateRep method is restricted to Wikipedia.

3.1 Callbacks and their lifecycle

The core of zk-promises is a callback, a function which is used to modify the user record (here,
ban and updateRep). Callbacks are first-class objects that can be passed around, transferred over
the network, and stored, e.g., alongside an edit that is queued for moderation. Conceptually, they
have a source that is making the callback (in our case Wikipedia moderators) and destination (the

anonymous llSGI').

Callback and authenticated origins. A key component of callbacks is an authentication origin.
This prevents, e.g., a user from calling updateRep themselves to increase their reputation. Looking
ahead, in our system, we assume the caller is identified by a public key, and the bulletin board
verifies posted callbacks contain a signature under that key. Alternatively, callbacks could be
generated by code executed by the bulletin board (e.g., in smart contracts), a trusted execution

environment, or from the invocation of another zk-object.

Lifecycle and callback management. During its lifecycle, a callback is: created by the user,
called by the service provider, and finally ingested by the user again.

Callbacks consist of pseudorandom tickets, which must be tracked to prevent evasion of asyn-
chronous negative feedback. In zk-promises, we build a separate zk-object, called a callback
manager, to create, track, and handle callbacks. As shown in Figure 5.2, it keeps a list cbList
of all created callbacks. In order to get up to date, a user repeatedly calls scanIncremental,
incrementally iterating over every callback on the list to check if it has been called or expired. When
one full iteration of that loop completes, lastFullScanTime is set to the start time of the current

loop. This implies a polling-like model where users assert they have scanned through all open
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class AnonUserRecord:
//Attributes are accessible via methods only
private const instancelID
private authorizedCaller // Pubkey of owner
private cbMgr // For enforcing issued callbacks
// Reputation can be a multidimensional vector of ints
private rep = (0, 0, 0) // E.g, (hate,spam,quality)
// We define a leaky bucket for rate limiting
private leakyBucket = 0
private lastPost = currentTime() // Used for leak rate

AnonUserRecord (wikiPk): // Constructor

instanceID = randomUID ()
this.cbMgr = CallbackManager (this)
authorizedCaller = wikiPk // for access control.

// Shows the user is allowed to edit and sends
// callbacks to hold them accountable for that edit. As
// arguments are public, servers can dynamically change
// what weights, thresholds or cutoffs the client must
// use.
public ShowAuthorizedForEditandMakeCallbacks (
curTime, repWeights, repThreshold, rateTreshold,
cutO0ffTime

this.leakyBucket -= this.calcDrain(curTime)
// Authorization checks for edits.Checks reputation
// is sufficient, edit is within rate 1limit, and that
// all callbacks were handled as of cutOffTime.
if this.rep.dotProd(repWeights) > repThreshold
and this.leakyBucket < rateTreshold
and this.cbMgr.lastFullScanTime >= cutOffTime:
updateCb = this.cbMgr.makeCb(this.updateRep)
banCb = this.cbMgr.makeCb (this.ban)
this.leakyBucket++

this.lastPost = curTime
return (updateCb, banCb)
else:

return null // user isn’t authorized

public updateRep(caller, delta):
// Users cannot update their own rep
if caller == authorizedCaller:
this.rep += delta

public ban(): // no access check needed for ban
this.rep = (-inf, -inf, -inf)

private calcDrain(currentTime) :

if |repl > 10 // threshold arbitrarily set to 10
leakRate = 10/86400 // 10 auths per day in seconds

else: // lower reputation gets 1 edit per day
leakRate = 1/86400 // 1 auth per day in seconds

elapsedTime = curTime - this.lastPost

//cannot drain more than current bucket capacity.

return min(leakRate * elapsedTime, this.leakyBucket)

Figure 5.1: Pseudocode for an anonymous user record with reputation, bans, and rate limiting.
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class CallbackManager:

private userObj // Ptr to AnonForumUser
private cblList = [] // List of callbacks
private curCbIter = 0 // cblList iterator
private scanStartTime = 0 // Current scan start

private lastFullScanTime = 0 // Start of last full scan

// Constructor

CallbackManager (userObj)
// Bind this cbManager to object
this.user0Obj = userObj
// Initialize the iterator
this.curCbIter = this.cbList.begin()

// Creates a new callback. Cannot run if

// currently in the process of settling

private makeCb(func):
// This means we’re not settling, ie not in a scan
assert this.curCbIter == this.cbList.begin()
ticket = randBytes (32);
this.cbList.append(ticket, func)
return ticket

// Shows all callbacks were handled as of some time.
public showSettledUpTo (cutoffTime):
return this.lastFullScanTime >= cutoffTime

// Incrementally scans the list of open callbacks

// If a callback is on the bulletin board, its settled
// If one is expired, its removed from the open list
public scanIncremental (bulletin, curTime):

if this.curCbIter == this.cbList.begin():
// If starting a new scan, mark the start time
this.scanStartTime = curTime

// Take the next callback and see if its been called
(ticket, func) = *this.curCblter
call = bulletin[ticket]
//If the call is on the bulletin board, execute it
if call not null:
(caller, cbArgs) = call
this.userObj.func(caller, cbArgs)
// Mark the callback for deletion and move to next
this.curCbIter.deleteAndIncr ()
else:
// Move to next item in callback list
this.curCbIter.incr ()

if this.curCbIter == this.cbList.end():
// We have a new full complete scan, update times
this.lastFullScanTime = this.scanStartTime

this.curCbIter = this.cbList.begin()

Figure 5.2: Pseudocode for the callback manager, responsible for creating and settling callbacks.
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callbacks as of some time tracked by the callback manager.

In our example, callbacks are represented by a random 32-byte ticket tik created by the user’s
zk-object invoking makeCb in ShowAuthMakeCB. The server, Wikipedia in our example, later calls
the callback by placing the ticket on a bulletin board along with the method arguments. For example,
a moderator, after reviewing the post, could decrement the anonymous users reputation by 3 via
posting (tik, —3) to the bulletin board. The callback would then be ingested when the user scans

through its open callbacks and is forced to run updateRep (-2).°

3.2 Security objectives
Informally, the zk-object model has the following security properties:

Confidentiality An object’s contents are not leaked beyond the amount a caller can deduce from

their own calls.
Obliviousness An object update does not reveal which object was updated.

Integrity An object is only updated according to its programmed methods, and callbacks must be

applied.

Atomicity There is one valid version of an object at a time and it cannot be rolled back (i.e., no

forking or double spending).

For our example anonymous reputation application and the described functionality, these
map to properties of existing schemes (see [TAKS10, TAKS08, AK12]). From confidentiality
and obliviousness, we achieve anonymity, even after the user is banned (so called backward
anonymity [HG11]). From integrity, we get the guarantee that our authorization logic is enforced and
therefore get both authenticity—the server will only accept clients who meet the stated authorization
checks, and non-frameability—no one other than the service provider can ban a user or alter their

state.

®This must happen by the next time the user calls ShowAuthMakeCB, as that code requires
this.cbMgr.lastFullScanTime > cutOffTime
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Readers will note, however, that this assumes the authorization logic describe in Figures 5.1
and 5.2 is correct, specifically, that the logic for enforcing callback evaluation works. Rather than
defining generic functionality, we give a specific ideal functionality for anonymous reputation in

our example application we construct in Section 6 as well as a proof sketch in Section 6.1.

4 Construction of zk-objects with callbacks

We now provide a more detailed description of zk-promises using primitives from the zk-object
model. We begin by defining the algorithms for an extremely simple callback system. We then build
features on top of it, including callback expiry, creation-calling unlinkability, and function argument
authenticity and confidentiality. We will use these features to define the scheme we implement and

benchmark in Section 7. A formal description of the final scheme can be found in Section 10.

4.1 Basic system

zk-promises is, at its core, a zk-object system, and thus carries with it all the same requirements (fresh
serial numbers, persistent states in a bulletin board, zero-knowledge proofs over user predicates,
etc.). In this section we augment zk-objects to support callbacks. In doing so, we ensure that all

these base requirements are still met.

Data structures. There are two globally accessible data structures in zk-promises. bbgp; stores
every committed object obj on the bulletin board. bb.y, stores every callback posted to the bulletin
board. These structures permit efficient lookup of items inside zero-knowledge proofs. And,
specifically for bb.,, we must also support efficient non-membership proofs. Non-membership
requires the bulletin board operator to commit to the complement of bb,.” For signature-backed
bulletin boards, this requires a bulletin board rollover—a full recomputation of the complement

set—whenever bb., changes.

"Where the complement is represented as a set of ranges [a,b) which partition the complement of the ticket space
{0,1}?%6\ bby,. The size of the representation of this set is roughly the size of bbyy,.
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zk-promises permits the bulletin board manager(s) to represent passing time in whichever way
they choose. This can mean a centralized server publishing a new bulletin board commitment every
minute, or a blockchain-backed append-only log growing as block height grows.

Created callbacks are associated with a ticket, tik € {0,1}2%6 that the service provider will
eventually post to the bulletin board along with the arguments to the callback.

We will denote service providers by their ID spid. We will present algorithms which depend on
service-provider-specific keypairs (pkspid,Skspid)» but the structure of these keys is generic (later,

we will describe an extension that uses skpig t0 compute signatures).

Methods. zk-promises permits deployers to define multiple methods, functions which mutate the
object, these methods can both create callbacks and be called by them. For example, as we saw in
Section 3, it may be desirable for one callback creation method to enforce rate limiting on itself,
while another creation method does not.

Finally, we describe how user-programmable functionality fits into the zk-promises. In our
zero-knowledge proofs, we will use @ et (0bj,0bj', .. .) to represent a valid transition from obj to

obj’ using method meth.

Algorithms. zk-promises consists of the following algorithms:

Setup(®) — pp Takes a representation of zk-promises application-specific predicates and produces
public parameters for our zero-knowledge proof scheme. This may be a trusted setup procedure

as required by, e.g., the Groth16 zkSNARK [Gro16].

ExecMethodAndCreateCallback(pp, obj, pkpig, meth, x) — (obj’, ,cbData, aux) Invoked by
a user with object obj for service provider with public key pkyiq, this executes the specified
method and creates a callback ticket tik for the service provider. Additional public input is
given in x. The function may modify obj. The resulting object obj’, its zero-knowledge proof 7,
and any additional execution metadata cbData are sent to bbgp;. The same, plus some auxiliary
data aux are sent to the service provider. In the most basic system, cbData contains tik and the

object’s serial number, and aux is empty.
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VerifyCreate(pp, skepiq, obj’, 7, cbData,aux) — {0,1} Invoked by the service provider spid with
secret key skgpig, this verifies 7 with respect to obj’ and cbData, and verifies that these values

appear in bbeyp,;. This also optionally takes an auxiliary input aux.

Call(pp, tik,args) Invoked by a service provider, calls the callback represented by tik, with callback

arguments args. These values are sent to bby,.

VerifyCall(pp, tik, args,aux) — {0, 1} Invoked by the manager of bb, this verifies that the call
(tik,args) (with optional caller-provided auxiliary input aux) is well-formed. The notion of

well-formedness is application-defined.

ScanOne(pp,obj,x) — (obj’,7,cbData) Invoked by a user with object obj, this takes one step in
the callback list, checks on bbg, if the callback has been called, and, if so, executes it. Additional
public input is given in x. The order of iteration through the list is application-specific. The
resulting object obj’, its zero-knowledge proof 7, and the execution’s metadata cbData are sent

to bbobj-

VerifyMethodExec(pp,obj’, 7, cbData) — {0,1} Invoked by the manager of bbgp;, this verifies
7 with respect to obj’ and cbData. This is used to verify bulletin board submissions from
ExecMethodAndCreateCallback and ScanOne. On verification success, (obj’,7,cbData) is

posted to bbp;.

We now describe each algorithm in detail.

ExecMethodAndCreateCallback(pp,obj, pkeyig, meth, x) — (obj,m,cbData,aux). This algo-
rithm performs two important functions: (1) it updates obj according to the given method; and (2) it
creates a new callback entry appends it to the list of created callbacks obj.cbList. The resulting new
object obj’ is accompanied by a zero-knowledge proof that it was computed correctly.

We describe the update more formally. Let pk,,;4 represent the public key of the service provider

spi
the user intends to give the callback to, and let x represent any additional public values, including
the method meth’ the user wishes to create a callback for. The user performs the following updates

to its objects.
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1. Create a fresh ticket tik <s {0,1}2>6
2. Set obj’ := meth(obj, x)
3. Set obj'.cbList := obj.cbList||entry where entry = (tik, meth’)

4. Set obj’.sn to be a fresh serial number

In upcoming sections, we will modify the first step to create tickets which depend on pkgpig-
The user then computes a zero-knowledge proof that the new object obj’ is correctly computed.
Let the public inputs of the proof be obj’, x, and cbData := (entry,obj.sn). Let the new callback list

entry be (tik, meth”) where meth” € x. The user proves the conjunction of the following statements:
zk-object bookkeeping:

The old object exists. obj € bbgp;
The serial number is revealed. obj.sn = sn

The entry has been appended. obj .cbList = obj.cbList||entry®
The predicate is satisfied. ®mewn(obj,obj’,0,entry,x) =1

The empty input corresponds to the fact that methods used for creation do not have external callers,
and thus do not receive a separate args input, as seen later in ScanOne. We note zk-promises allows
a choice of whether to reveal meth. We discuss the tradeoffs later in this section.

The user sends (obj’, 7, cbData) to the object bulletin bbop;, and sends the same values, plus

some auxiliary data aux, to the service provider.

VerifyCreate(pp, skepid, obj’, T, cbData,aux) — {0,1}. The service provider must check well-
formedness of the callback created in ExecMethodAndCreateCallback. Otherwise, the callback may
be uncallable, or callable by parties other than the service provider, or a duplicate callback that has
already been called.

To verify well-formedness, the service provider with secret key skgpig:

8We omit details for now on how precisely the callback list works. For now, it may be treated as a fixed-size list,
where the callback manager retains a running index of unfilled slots. We extend this later in this section.

124



1. verifies that (obj’, 7r,cbData) appears on bbgp;, i.€., that the callback was created;
2. verifies the proof 7 with respect to inputs cbData and obj’; and
3. extracts tik from cbData or aux, and verifies that it has never received tik in the past

The final check is to ensure the user does not attempt to double-create the same callback.

The service provider may perform additional checks on cbData and aux using its knowledge of
skspid-
Call(pp, tik,args). Recall that to call a callback, the service provider must post some data to a
bulletin board so that it may be handled asynchronously.

Formally, for a callback ticket tik and associated function arguments args, the algorithm

Call(tik,args) simply posts (tik,args) to bb.,. We will later extend Call to sign and encrypt args.

ScanOne(pp,obj,x) — (obj’,7,cbData). This algorithm reads the next entry of the list of issued
callbacks, checks whether the callback has been called, and, if so, executes that method.

We describe the update more formally. Let x represent some additional public data and let
entry = (tik, meth) represent the next entry in the callback list obj.cbList (later in this section we
give a concrete list traversal construction). If the entry has been called, i.e., (entry.tik,args) € bbp,

then the user performs the following updates to its object:
1. Set obj’ := meth(obj, args, x)
2. Delete tik from obj’.cbList
3. Set obj’.sn to be a fresh serial number

If tik has not been called, then the user sets obj’ := obj and skips (1) and (2).
The user must then compute a zero-knowledge proof that the new object obj’ is correctly
computed. Let the public inputs of the proof be obj’ and cbData := obj.sn. The user constructs a

proof 7 of the conjunction of the following statements:

The old object exists. obj € bbgy,;
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The serial number is revealed. obj.sn = sn
entry is the current entry. entry = obj.cbList.nextUnscanned()

Callback was applied if called. If (tik,args) € bbg, then ®pein(0bj,0bj’ entry, args, x) = 1 and

obj’.cbList = obj.cbList.tail()

No-op if not called. If tik € bby, then obj’ = obj

As in ExecMethodAndCreateCallback, the user sends (obj’, 7r,cbData) to the object bulletin bbop;.-
We note that the last two statements are the reason we require efficient zero-knowledge proofs of
membership and non-membership in bby,.

In practice, ScanOne may be batched. A user may process 100 callbacks at a time, and produce
a single zero-knowledge proof that all 100 were applied correctly.
VerifyMethodExec(pp,obj’, ,cbData) — {0,1}. The object bulletin board must handle zk-
object updates from ExecMethodAndCreateCallback and ScanOne. To do so, it does the same proof
verification as VerifyCreate. Specifically, given (7,cbData,obj’) it verifies the zero-knowledge
proof 7 with respect to its inputs cbData and obj’. In addition, as with any zk-object update, it must
ensure that the serial number number is not repeated. That is, cbData.sn ¢ S, where S is the set of
all serial numbers observed by the bulletin board operator. If all checks succeed, the operator posts
(obj’, r,cbData) to bbgp;.
VerifyCall(pp, tik,args,aux) — {0,1}. The operator of the callback bulletin board must verify
incoming calls (tik,args) before placing them on the bulletin board. In our basic construction, aux
is empty, and there is nothing that requires verification. Later in this section, we will let aux be a

digital signature, and condition acceptance on the signature’s successful verification.

4.2 Unlinking Create and Call

Currently, a passive observer of the (possibly public) bulletin board sees tik, meaning it can correlate
executions of ExecMethodAndCreateCallback and Call. While this does not identify the user, it may,

e.g., leak what post was moderated.
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To fix this, we slightly modify the zero-knowledge proof and public input of ExecMethodAnd-
CreateCallback. The user replaces entry in cbData with a commitment comentry := Com(entry;s)
for some randomness s, and opens the commitment in the proof. In addition, the auxiliary data sent
to the service provider is now aux := (entry,s). In VerifyCreate, the service provider checks that
COMentry = Com(entry;s).

The Call algorithm is unchanged. Since tik is not sent in the clear at any time before Call, there

is no longer any event to link it to.

4.3 Expiry

Currently, there is no limit on the amount of time that can pass between creation and calling of a
callback. This gives service providers the power to rate old and irrelevant posts for any reason. In
addition, it requires the user to store all callbacks indefinitely until they are called. Over time, this
makes a full scan computationally infeasible.

We solve both of these problems by associating an expiry with every callback. With expirable
callbacks, users only have to store the tickets that have not expired, and calls are limited to the
expiry period, e.g., at most one day after creation. We detail the changes to the base system that this
feature entails.

ExecMethodAndCreateCallback now takes an expiry exp as an argument, and includes exp in
entry.

In VerifyCall, the bulletin board operator does as before, but additionally stores the time ¢ that
the call was received. So each element of bby, is now of the form (tik, args, ).

ScanOne now takes as part of its public input x the current time c. When deciding whether to

apply entry = (tik, meth,exp) € obj.cbList, they do as follows:
1. If tik was posted, i.e., (tik,args,) € bbep:

(a) Ift < exp, the callback was called in time. The user applies it: obj’ := meth(obj, args, x)

and deletes this entry from cbList.
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(b) Ift > exp, the callback was called after expiry. The user ignores it obj’ := obj and deletes

this entry from cbList.
2. If tik was not posted, i.e., tik & bbgp:

(a) If ¢ > exp, the callback has already expired. The user ignores it obj’ := obj and deletes

this entry from cbList.
(b) If ¢ < exp, the callback is unposted and unexpired. The user ignores it obj’ := obj and

leaves this entry cbList.

The user’s zero-knowledge proof in ScanOne is also updated to reflect the above logic.

4.4 Authenticity and confidentiality for callback inputs

Our construction so far still has the following limitations: (1) callback arguments are sent in the clear
in Call, meaning a passive adversary can, e.g., learn correlations between activity and moderation
decisions; and (2) function arguments are not authenticated in any way, meaning that a malicious
bulletin board provider or an active adversary can modify the callback arguments in a Call payload.

We would like to give service providers the ability to include encrypted, non-malleable arguments

in their call. This must satisfy a few constraints simultaneously:
1. If a service provider posts a ticket and callback arguments, the arguments cannot be malleable.
2. If the arguments are malformed, the user must be able to reject the callback during ScanOne.
3. If the arguments are well-formed, the user cannot reject the callback during ScanOne.

We now describe how to add authenticity and confidentiality in a way that meets these goals.

Authenticity: Tickets are signature pubkeys. To bind tik to args, we interpret tik as a public key
for a signature scheme. Surprisingly, this requires few modifications to our protocol overall, and no

modifications to our zero-knowledge proofs.
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Let X represent an EUF-CMA-secure rerandomizable signature scheme. We assume a public-key
infrastructure for all service providers. That is, every service provider has an associated keypair
(Pkspids SKspid ), and a user, given spid, can discover pkgpg.

In ExecMethodAndCreateCallback, rather than selecting a random tik, the user computes
(tik,r) < X.RerandPk(pkspiq) and places r in aux for the service provider.

In VerifyCreate, the service provider computes skgpid := X.RerandSk(skspig, ) and checks that
tik is well-formed, i.e., tik = Z.SkToPk(sk;pid).

In Call, instead of sending (tik,args), the service provider sends (tik,args, o), where ¢ =
Z.Signsk/s " (args). This binds the arguments to the ticket.

In VerifyCall, instead of posting (tik, args) unconditionally, it now receives aux = ¢ and posts

the call iff X.Verify,; (v, o) is true.

Confidentiality: encrypted method augments and in-circuit decryption. To encrypt args, it
suffices to have the caller simply compute and post args := Ency(plaintextArgs), where k is an
encryption key and Enc is a circuit-friendly CPA-secure encryption algorithm (CCA-security is not
necessary, since args is now signed).

We must be careful about how £ is determined, though. If we do not properly bind a ticket’s
associated symmetric encryption key to the ticket itself, a user could intentionally use the wrong
key to decrypt arguments to the wrong value. On the other hand, if we require the client to prove the
decrypted payload is well-formed, a malicious caller can deadlock a client by giving it an invalid
ciphertext.

We thus include a separate encryption key with every entry in the callback list. This forces
clients to use the correct key. Because callbacks are authenticated by the ticket holder, clients cannot
tamper with the ciphertext. Further, because each ticket is bound to its encryption key, callers cannot
use malformed ciphertext to deadlock the client. They can give a ciphertext with an ill-formed
decryption, but this will merely result in a failed callback.

ExecMethodAndCreateCallback now generates a fresh encryption key &, and includes & in entry.

In Call, rather than letting args be plaintext, it uses its knowledge of k to compute args =
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Ency(plaintextArgs).
In ScanOne, the user simply decrypts the payload in-circuit. That is, rather than using args

directly, it uses Decy(args), where k comes from the current entry in obj.cbList.

4.5 Variable-length callback lists

The core of our extension to the zk-object model requires us to track issued callbacks via cbList.
We must represent cblList in a way that gives efficient circuit operations for append, remove, and
iteration. Naive approaches do not work here: a large fixed-size array means a full scan requires
traversing even the empty slots in the array. And a sparse Merkle has less than idea overhead,
requiring logn hashes where 7 is the number of elements of the list, for a total of O(nlogn) work
for iteration. This leaves us, seemingly, needing to resort to expensive mechanisms for constant
overhead zk-memory [FKL21].

We observe that we do not need to support O(1) random-access remove operations on cblist
to scan and ingest callbacks. Since users must ensure all called callbacks are ingested, they must
traverse the full list at some point. Thus, it suffices to support O(1) removal amortized, while
traversing a list in order, and O(1) append for new callbacks. We define the representation of a list
l as

hy = H(H(H(H(gl),gz),&)...gn).

This supports O(1) appending, since ¢’ := {||x implies hy = H(hy,x). But it does not support
efficient removal.

To support O(1) removal when incrementally iterating through the list, we encode list traversal
as a state machine in our user object, keeping track of the previous cbList as well as the new version
that will be the result of a complete scan. Removal consists of not adding the value to the new list.
We note we can readily make this incremental logic handle multiple entires in the list at a single
time and thus create a batch proof. The complete zero-knowledge relation for variable-length cbList

is provided in Section 10.
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4.6 Private and public method identifiers

So far we have not specified whether the method being called in ExecMethodAndCreateCallback or
ScanOne is hidden from passive adversaries or not. We describe how to implement either choice,
and discuss tradeoffs.

If method IDs are private, then ® is a single predicate that is used for every operation, and takes
in meth as an argument. While this provides method privacy, it means that a user performing a
ScanOne operation must prove a circuit whose size is the sum of all the method sizes.

Public method IDs can be used to mitigate this. That is, we may let each @, be a separate
circuit, and have every ExecMethodAndCreateCallback and ScanOne also post meth in the clear to
the bulletin board.

Finally, we note is possible to trade off method anonymity with performance by grouping

different methods together into the same circuit.

S Programming in the zk-object model

Given the basic construction, we now describe some applications and altenrative configurations.

Authorization logic. First, because the zk-object model supports Turing-complete state machines
with arbitrary state, we can implement a variety of applications. zk-objects readily represent
accounts with stateful access control policies spanning almost any authorization logic. As hinted
at in Figure 5.2, we can program rate limits, where the rate depends on the client’s current state.
These give much more flexibility than existing techniques which enforce a fixed limit on a counter
that resets, e.g., daily, (see, e.g., [CHK™06]) and applies equally to both new and well-established
accounts. . Similarly, we can support logic for temporary bans, or a probation policy where an
additional infraction, while in a probation state, results in a ban. Finally, because we can build
Turing complete state machines, state itself is unbounded, we could make a zk-object store a client’s
entire history of actions and defining arbitrary logic on top that.

We are also not limited to purely anonymous access. zk-objects can allow both anonymous
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and pseudonymous authentication for different pseudonyms across various domains,” where an

infraction on one website affects the account backing all of them.

Non-anonymous callbacks, revocation, and privileges. . Because the callback management
mechanism is itself a zk-object, we can also realize non-anonymous callbacks, where the object
is anonymous, but callbacks are placed to a fixed identifier.!’ Given accounts issued to a known
identity, e.g., an employee, this would allow for updates or revocation (e.g, in the case of promotion

or employment termination).

Callback ordering. Similarly, we can change the semantics of callbacks themselves. We can force
callbacks to be evaluated in the order they are issued. Or in the order they expire. The later would
reduce the clients need to scan for open callbacks, at the cost of blocking settlement of subsequent
calls. We could, similarly, imagine different tiers of calls with different priorities and scanning

interval requirements.

Callbacks from TEEs, public smart contracts, other zk-objects . Currently we restrict the
source of a callback to a public key, where the bulletin boards a signature over the callback and
its arguments under the key. However, other options are possible. For example, the signing key
could be controlled by a TEE, guaranteeing that callbacks could only be made by programs under
certain conditions. Similarly, we could restrict callbacks to be called by a specific program ran
by the bulletin board (e.g., a smart contract instance on a blockchain). Finally, we could restrict
callbacks to coming from other zk-objects. Here we would require the bulletin board to, instead of
a signature, verify a proof that the call came from the election of a method on another zk-object. In
this case, we could imagine calls are either bound to a class of objects or to a specific instance id.
This would require some form

Any reputation system must have a mechanism to prevent users from rating themselves. We

note this can be achieved via a strict allow list, whereby @ is hard-coded with a set of signing public

Pseudonyms could be stored in the object directly via a mapping from domain to pseudonym, or derived via a PRF
evaluation.

10Naively, such callbacks would be single-use. To allow multiple calls, we could, e.g., postfix the callback with a
counter and force the client to retrieve the next counter value.
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Setup(serviceProviders) IncrTime from </ Ban(tik) from &;

curTime:=0 1: curTime+=1 retrieve (Pseudonym, Z;,tik)

:  authorizedCallers := serviceProviders :if 3(CanBan, #;, #;,expiry) and

ShowCanEdit(.%;,sid, weights, repThresh, rateThresh) from 2;

1 initialize party-indexed tables

1: 1

2 2

3 3 expiry < curTime and
4: reputation =[] / default value 0 € ¢ 1:  projRep := (reputation[Z;],weights) 41 P; € authorizedCallers :
5 5

6 6

2; € authorizedCallers :

0: timeOflLastEdit[#] := curTime

reputation[%;| += scores
1: send (CanEdit, curTime, sid, weights, repThresh, rateThresh) to &;

: bucket :={} / defaultvaluc0cZ 2: isRateLimited := false record (Banned, 2, curTime)
. timeOfLastEdit := {} /defaultvale —1€z  3: timeSincelastEdit := curTime — timeOfLastEdit[ 7] send (BannedBy, 2;,curTime) to 2;
CreateBanCb(Z;, expiry) from &; 41 leakRate = if [[reputation[ #]]]. > 10: %else m Rate(2;,scores € Z¢) from P
Lotk e o 5:  bucket[Z] ;= max (0, bucket[.Z;] — leakRate - timeSinceLastEdit) I+ retrieve (Pseudonym, 2, tik)
2: assert B(Pseudonym, -, tik) 6: isRateLimited := bucket[#}] > rateThresh 2: if 3(CanRate, 2;, #;, expiry) and
3: record (Pseudonym, 2, tik) 7: isBanned := 3(Banned, -.1) s.t. 1 < curTime 3:  expiry < curTime and
41 record (CanBan, 2;, 7 expiry) 8: if projRep > repThresh and —isBanned and —isRateLimited : 41 |scores|. < 5 and
s: send (YouCanBan, tik, expiry) to 2; 9% bucket[7;] += 1 5
6
7

CreateRateCb(Z;, expiry) from &

send (RatedBy, 2, curTime, scores) to &

tik o7
: assert #i(Pseudonym, -, tik)

record (CanRate, &;, &, expiry)
send (YouCanRate, tik, expiry) to Z;

1:
2

3: record (Pseudonym, 2, tik)
4:

5:

Figure 5.3: A simple ideal functionality for an anonymous blocklisting system. <7 is the adversary, who
determines the structure of tickets and passage of time.

keys it will accept calls from, or by permissive mutable list, whereby public keys be part of the user
record itself and unauthorized calls are rate-limited rather than rejected outright, or by any access

control regime in between.

6 Case study: anonymous reputation from zk-promises

We now use our building blocks from Sections 4 and 5 to construct a reputation system from
zK-promises.

We define an anonymous reputation system as an ideal functionality in Figure 5.3. The system
allows the user to create callbacks for two methods: Rate and Ban. To rate a user, the service
provider selects an integer in the range [—5,5] and uses that as the callback public input. To ban a
user, no public input is necessary, but a dummy value is encrypted to not leak which method is being
called. By construction, the ideal functionality has the security properties described in Section 3.2,
namely, confidentiality, obliviousness, integrity, and atomicity.

To demonstrate generality, we implement support for multi-dimensional reputation, where

reputation is a vector. In our prototype, the user shows that the dot product of this vector with
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a server-provided weighting vector, is above a certain threshold. We refer to this as projected
reputation. In addition, the user shows they are not rate-limited, which is realized with a leaky-
bucket. To complete an action, we require the bucket has remaining capacity. Once a user’s bucket
is full, they must wait for the bucket to partially drain. The drain rate is a function of the user’s
reputation and elapsed time.

Using the building blocks from the previous section, we build a reputation system which realizes
the ideal functionality, with a reputation dimension d = 2. Our construction adds the variable
lastPosted to obj, as described in our rate-limiting discussion. To achieve the confidentiality,
obliviousness, and integrity properties of the ideal functionality, we use most of the features from
the previous section: authenticated and confidential callback inputs, hidden ticket values, expiry,
variable-length tokens, and private method IDs. Finally, we realize caller authorization logic by
extending the aux parameter of calls to contain a second signature ¢’ over the rest of the call

(tik,args, o). This signature is verified against a list of authorized caller public keys.

6.1 Security argument

We will now present a proof sketch that this construction, the real world, realizes the ideal function-
ality. In the next section, we benchmark the construction.

We show how each of the ideal functionality procedures are realized by the real-world scheme.

Realizing Create* and ShowCanEdit. In the real world, all of these procedures are performed
at once by ExecMethodAndCreateCallback. In order to issue a ticket for the rate or ban method,
ExecMethodAndCreateCallback rerandomizes pkg,q and stores it as tik along with the expiry,
encryption key, and method ID in obj.cbList. The user then posts the new object to bbgy,, and sends
the service provider the transaction ID and the opening to the commitment for (tik, exp,k, meth).
We consider the call a success if VerifyCreate succeeds.

The CreateBanCb and CreateRateCb methods require the adversary to pick a unique tik. This is
captured by the uniqueness check in VerifyCreate.

ShowCanEdit implements the leaky bucket functionality from the real world scheme verbatim.
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Realizing Ban and Rate. When callbacks are called, they must be applied at that point in time.
Suppose the server calls Call(tik,args) on method meth at time 7. We argue that, when ExecMetho-
dAndCreateCallback succeeds, any future ExecMethodAndCreateCallback with args containing
lastFullLoopTime threshold ¢’ > ¢ must reflect the object post-callback. Note ExecMethodAndCre-
ateCallback with lastFullLoop Time threshold ¢ must show that obj.lastFullLoopTime > ¢’. This can
only occur if a ScanOne sequence that started at time at earliest ¢’ has completed, which, in turn,
only succeeds if the user has done one of the following: (1) executed meth(obj,args, x) and deleted
the associated tik from cbList, (2) ignored the call and deleted tik from cbList, (3) or ignored the
call and left tik in cbList. However, the latter two cases may only happen if tik ¢ bulc,, which
contradicts the fact that Call(tik,args) was called at time 7. Thus, meth(obj,args,x) was called, and
the current object state reflects the called callback.

The other necessary property for the real world scheme is that only permitted parties can ban
or rate users. Suppose party &; applies a (tik,args) from bb, during ScanOne. Firstly, the tuple
could only appear in bbgy, if its signature is valid, i.e., the party who ran Call knows tik’s secret
key. In addition, (tik,args) is only applied if tik appears in the user’s cbList, which, in turn, can
only happen if tik was given to &7; during ExecMethodAndCreateCallback. Thus, the calling party
must know the secret key of the tik given at ExecMethodAndCreateCallback. This occurs only
if they are the same party (or, the party opposite &?; during ExecMethodAndCreateCallback was
corrupted). Finally, we note that the signature check of ¢’ in VerifyCall ensures that the caller is in
authorizedCallers.

All remaining properties of the ideal functionality, e.g., reputation-conditioned rate limiting,

follow immediately from our choice of ® in the zero-knowledge proofs.

7 Experiments

In this section, we describe the implementation and evaluation of the application described in

Section 6 built with zk-promises. We build two versions, one for the decentralized and one for the
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Prove (ms) Verify (ms)
Callback Capacity: Unlimited 216 32 64 -
Signature-based Tree-Based Both
Show Authorized 337 316 372 558 2.81
Incremental Scan 571 535 638 972 2.81
Show Authorized + Incremental Scan 909 716 829 1123 2.81

Table 5.1: Table containing the runtimes for proving and verifying the zero knowledge circuits. The signature-
based variants correspond to the centralized setting and the tree-based variants correspond to the decentralized
setting. Incremental scan includes the cost of applying the callback. However, the verification runtimes are
same across both settings.

centralized setting.

Instantiating cryptographic primitives. We use Groth16 [Gro16] as our zZkSNARK and Po-
seidon [GKR™21] for all hash functions. For circuit-friendly encryption, we use key-prefixed
Poseidon in counter mode as a stream cipher. For signatures, we implement Schnorr over the Jubjub

curve [ZCal9].

Hardware. All benchmarks were performed on a desktop computer with a 2021 Intel 19-11900KB

CPU with 8 physical cores and 64GiB RAM running Ubuntu 20.04 with kernel 5.15.0-69-generic.

Code. zk-promises is written in Rust, using the Arkworks [Ar21] zkSNARK crates and Rayon
for parallelization where possible. The Criterion-rs crate was used for all microbenchmarks and

statistics.

7.1 Methodology

In zk-promises, method calls are verified by a zero-knowledge proof realized as a circuit representing
the logic in the call (e.g., that the account is in good standing to make an edit, that a generated
callback was stored for future scanning, or that all pending callbacks were scanned for). We note
that the logic for scanning for a callback also includes the logic for ingesting the callback and, to
hide which callback was made, includes logic for both calls.

Recall, zk-promises can be built in both a decentralized and centralized setting, depending on

how the bulletin board is instantiated. In the decentralized setting, we build a Merkle tree over all
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callback entries in the bulletin board and require proof to show membership in that tree. In the
centralized setting, the bulletin board is operated by a single server that is trusted for integrity but
not confidentiality or obliviousness. This allows us to replace Merkle tree membership checks with
simple signature checks.

For both settings, we create and benchmark circuits to prove methods for authorization, callback
scanning, and a combined single circuit of those two statements.

While the centralized setting offers improved efficiency, it requires on additional step by the
server. Periodically, the server must rebuild the non-membership data structure, updating the signed
timestamp on each value to prevent use of an expired but still signed non-membership entry.!! We
measure the runtime of this process as well.

Finally, we also implement batched scan—a circuit which settles more than one callback at
a time. This allows the client to condense scans of multiple callbacks into a single proof for the
server to verify. As with scan incremental this includes (now repeated |batch| times) the logic for

executing both callbacks.

7.2 Results

Over all benchmarks, the maximum observed relative standard error of the median was 1.2%.

Table 5.1 shows the Groth16 proof and verify computation time for the three zero-knowledge
proof circuits. One circuit shows the client is authorized, another scans for a single callback (scan
incremental), and one combines both into a single operation. Section 12 gives a breakdown of
circuit sizes. As expected, prover runtime (in the tree-backed setting) increases linearly as the
global allowed number of callbacks (and therefore the cost of the Merkle tree membership check)
increases. The signature-based setting, which replaces the membership check with a fixed single
signature verification, takes constant time.

While scan incremental only checks for a single callback, a complete scan must handle all open

"This is not necessary in the decentralized setting, since proofs are made with respect to an up-to-date root of a
sparse Merkle tree, which has efficient membership and non-membership proof algorithms.
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(5.4a) Client’s proving runtime to batch settle callbacks  (5.4b) Server’s runtime to rebuild the (signature-based)
as the size of the batch increases. callback bulletin board.

callbacks, requiring multiple invocations. We constructed circuits for batched scans to handle a
fixed number of pending callbacks. Benchmarking results can be found in Figure 5.4a. As expected,
a batched scan is more efficient compared to the same number of single-scans. For example, for the
tree height of 32, computation savings range from 20—40% when doing batched settles of between
2 and 32.

The verification times are constant, at 2.8ms for all circuits as seen in Table 5.1. Batching
Groth16 proof verification gives a throughput of up to 1,194 verifications per second, a 4 x through-
put improvement over individual verifications.

Finally, we plot the rebuilding time for signature-backed callback bulletin boards in Figure 5.4b.
As expected, the runtime grows linearly with the number of callbacks called by the server.

Communication costs for zk-promises are very low, with constant proof sizes and small public
inputs. Concretely, Show Authorized uses 608B and 568Bfor signature-based and tree-based settings,
respectively. Similarly, Incremental Scan and Batched Scan use 396B and 268B, respectively, and

Show Authorized + Incremental Scan use 748B and 708B, respectively.

7.3 Discussion

We now discuss the feasibility of our prototype reputation system in a real-world deployment.
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Choice of configuration

The performance of any deployment of zk-promises is determined by four configurable parameters.

* (maximum) broadcast latency —how frequently the bulletin board rebuilds and announces

updates,
* expiry—how long before callbacks expire,

* (maximum) scan interval—how frequently the client must complete a full scan (i.e, the cutoff

that 1astFullScanTime must be newer than), and
* batch size—how many callbacks clients scan for at a time.

Let us also define the average authentication rate of a user as avgAuth,. During each scan, the
client must process the callbacks that did not expire in the previous scan, and all added callbacks

since that previous scan. The total number of callbacks that must be checked is:

(avgAuth,. - expiry) + (avgAuth,. - scaninterval).

If the batch size is equal to this, the server will only have to verify a single (batched) scan for the
average client. Increasing the batch size this way is a tradeoff as each client will now have to do the
work proportional to the average number of callbacks a user generates.

If we combine batched scans with Show Authorized into a single circuit, then the server only
has the overhead of one zZkSNARK verification per authentication for clients whose number of
outstanding callbacks is at most the batch size. Each client, in contrast, needs to compute less than
30 seconds of work per authentication, even in very large settings, as shown in figure Figure 5.4a.

Decreasing the broadcast latency will increase the liveness of zk-promises, as the smaller this
value is, the faster callbacks are announced. The broadcast latency should be set to the smallest
value a server can handle and still keep up with computation.

Expiry should be set so that most malicious client actions can be caught before the callback
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expires. Setting scan interval is a tradeoff in how synchronized the clients are with bulletin board

and how much work (scanning) the client must do.

Example scenario: Wikipedia

We now examine a real-world scenario: moderating Wikipedia edits. Wikipedia (across all lan-
guages) has an edit rate of 18 edits per second (average rate across April 2023—-March 2024 [Wikb]).
We know from the above experiments that a single lightweight server can support 357 zk-promises
verifications per second (or 1,428, using batched verification). Thus, the increased load on the server
per authentication is easily handled, even if all edits are anonymous.

The peak month of edits in that time frame (January) for English Wikipedia [Wikb] '> had an
average editor make around 239 edits a month, and 90% of edits are reverted within Shrs [JNV].
Thus we set expiry to 1 day. If we set the scan interval to 24hrs then the batch size should be set
to 233—19 - (14 1) = 16, so that the server only has to verify a single proof for the average user. This
means the computation required to create the proof for batched scan is less then 10sec, as shown in
Figure 5.4a. We feel client side proving times are reasonable, as proofs can be completed in the
background while the client makes an edit.

We note that our numbers are an overestimation of the performance requirements, as most

edits are (non-anonymous) automated editors [PCL*07]. So the actual rate of anonymous edits for

anonymous users is lower.

8 Conclusion

In this paper, we define zk-promises, which adds callbacks to the zk-object model. While we have
used this to demonstrate the feasibility of an anonymous reputation system, the potential applications
are much broader. A long line of work on proof-carrying data [CT10, BCCT12] have explored

zero-knowledge incremental computation. Zerocash [BCG™ 14] introduced the idea of replay- and

12 Additional data on edits such as reversion rate are only available for select languages, so we switch to statistics for
only English Wikipedia.
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forking-prevention for simple objects (limited to payments). Hawk [KMS™16] generalized the
class of functions, but each object was isolated and could not interact with other object types.
Zexe [BCG20] offered inter-object communication between oblivious objects of different types
and, additionally, used recursive proofs to hide which object is called. But up until now, using this
programming model in many real applications has been challenging.

To explain, we borrow a distinction from the cryptocurrency literature. Smart contract systems,
such as Ethereum, typically operate in the account model, where there is a single authoritative state
for an account and methods can be called on it. In contrast, in [BCG™ 14, KMST™16, BCG™20,
XCZ"22], state is split into multiple locations. This is sometimes referred to as the UTXO model.
The UTXO model is generally regarded as impractical to work with, and brings with it challenges
similar to the asynchronous negative feedback problem we articulate in Section 1.

zk-promises yields a practical account model for privacy-preserving computation, as shown by
our example application. Users can store their state in a single account that gets asynchronously
updated by other calls. In the zk-promises model, users are responsible for sequencing updates to
their object requested by others, but they cannot drop particular update requests. We believe this is
useful for many applications, ranging from anonymous access control to privacy-preserving smart
contract systems.

A second consequence of this model is the possibility of having zk-objects themselves make
callbacks. Currently, in our prototype applications, the caller is identified by a signature, but this
can easily tied to a TEE, a public smart contract, or even another zk-object. This would allow an
account model where objects can, programmatically, be controlled by another entity in full or in

part even if that entity is not trusted to know the state of the object.

9 Appendix: Extensions

While zk-promises already offers a lot of flexibility in callback creation and execution, we identify

some potential future routes of extension.
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Service provider privacy. zk-promises explicitly does not aim to provide privacy for the party
calling the callback. Specifically, zk-promises permits the user to know which service provider
called a callback (by simply looking at which ticket was used), as well as the contents of the callback
arguments.

These notions of privacy are distinct and are resolved in distinct ways. Caller privacy can be
achieved by following the blocklisting mechanism of SnarkBlock and BLAC [RMM?22, TAKS10].
We replace token issuance with an interactive protocol between the user and the service provider,
whereby the user computes an oblivious pseudorandom function (OPRF) over a nonce provided
by the service provider, where the key k is some user-specific key. This (tok, nonce) pair is used
during redemption. To sweep, the user must traverse the entire bulletin until it finds a pair such
that PRF;(nonce) = tok, and then sweep the attached payload. Because this traversal is inherently
sequential over (a portion of) the bulletin board, this method can only reasonably be deployed over
limited time spans, and not globally.

Redeemer data privacy is a more difficult problem, since the user controls their user record, and
is tasked with updating it. One way of achieving this, would be for a user to cede control over their
record to a committee of mutually distrusting parties. Then, to sweep a token, the parties would
engage in a multiparty computation (MPC) protocol to update the record. Another option is to
permit the user record to be updated by a single party using fully homomorphic encryption, and

then only rely on MPC to generate zZkSNARK for the bulletin.

Lazy callback settlement. Currently, client prover time during ScanOne is linear in the size of
cbList, since it must check if each callback has been called or has expired. This cost can be reduced
if we loosen the time bounds on when callbacks must apply.

Let cbList be as before, but now sorted by expiry time. This can be achieved by in-circuit sorting
with a more complex data structure, or by setting a fixed expiry period for all present and future
callbacks. To call ScanOne, the user will now simply iterate through cbList until it finds an expiry
time that is in the future.

In this regime, a user only needs to do work linear in the number of expired callbacks. This
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comes at the cost of immediacy of calls—any Call can take up to the expiry time until it is applied

to the user.

Retention period. In order to permit users to be offline for arbitrary periods of time, zk-promises
requires that bulletin boards keep all state forever. If we loosen this, permitting users to be offline
for, e.g., at most one year, then we may permit bulletin board operators to delete all items older than
one year.

This extension only requires one extra assertion in ScanOne: that lastFullLoopTime is greater
than the current time minus the retention period. This way, a user who doesn’t fully settle at least
once within the retention period is permanently locked out, and cannot make progress by claiming

their callbacks (which may or may not have been called) are not in bb,.

Rate limiting redemptions. Currently, redemption is unconditional—the bulletin accepts any
payload with a valid signature. There is no need to stop here, though. If, for example, we wish
for redeemers to also have credentials, we can add a NIZK to the redemption logic to ensure that.
Similarly, if we wish to add rate limiting to token redemptions, we can add that as well, using

standard anonymous credential rate limiting methods [RWGM23].

Additional provenance checking of calls. In a decentralized setting, it may be desirable for a
smart contract, rather than a specific service provider, invoke Call for some callbacks. To handle
this, it suffices to add public auxiliary input to the callback bulletin board. Specifically, rather than
storing (tik,args,7) in bbp, the bulletin board manager stores (tik, args,¢,addr), where addr is the
source address of the Call. In Ethereum, for example, it is not necessary to trust any third party
that addr is correct. Similarly, call payloads can be accompanied by an attestation from a trusted
execution environment (TEE) that the values were computed correctly.

The changes to ExecMethodAndCreateCallback and ScanOne are similar to the allowlist method
in the previous subsection. The user may predetermine the smart contract addresses it is willing to

receive calls from, and check in the ScanOne ZKP that this holds.
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10 Appendix: Formal description of zk-promises

In this section we formally describe the entirety of zk-promises, once all the features in Section 4
are added. We write the zero-knowledge relations for ExecMethodAndCreateCallback and ScanOne

in Figures 5.5 and 5.6, respectively.

Setup(®) — pp. This performs Groth16 CRS generation for the relations in Figures 5.5 and 5.6.

The output pp contains proving and verifying keys.

ExecMethodAndCreateCallback(pp, obj, pkgyiq, meth’,x) — (obj’, 7, cbData, aux). Let obj be
the user object, let pkqpig be the verifying key for service provider ID spid for an EUF-CMA-secure
signature scheme X, and let s be the commitment randomness used in that objects commitment in
bbop;. Let meth’ be the method the user wishes to create a callback for. Let x = (¢, curTime), where
t is the minimum value for lastFullLoopTime that the service provider will accept and curTime be
the current global time.

The ExecMethodAndCreateCallback algorithm proceeds as follows:

—

. Compute a new ticket as a rerandomized verifying key (tik,r) < X.RerandPk(pkgpiq)

2. Pick expiry expiry and a fresh encryption key k and build the callback list entry entry =
(tik, exp, k, meth’). Commit to the entry COMentry := Com(tik, exp,k, meth’; Sentry) Where Sentry

is fresh randomness.

3. Clones the zk-object obj to a new one obj’. Append tik to their private callback list, compute
obj.h¢p := H(obj.hep,entry), obj'.hf:%ld) := obj’.hep, obj’.lastFullLoopTime := curTime, and
pick a fresh serial number obj’.sn. Finally commit to the new object, com;bj := Com(obj’; s, .)

obj

where s/, . is fresh randomness.

obj
4. Let cbData = (comentry,0bj.sn) and let aux = (Sentry, entry)
5. The user computes a zero-knowledge proof 7 of Rf’,g;gg

6. The user sends (7,com.,.,cbData) to bbgp;

obj’
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7. The user sends (7, comgbj, cbData, aux) to the service provider

VerifyCreate(pp, skspid, 0bj’, T, cbData, aux).  Let skepig be the service provider’s signing key.

The service provider performs the following:
1. Verify obj’ appears on bbop;, 1.€., that the callback was created,;
2. Verify the proof 7 with respect to inputs cbData, curTime, and obj’; and
3. Unpack aux and verify cbData.comentr, = Com(tik,exp, k, meth';sentry)

4. Verify that tik has never been used before in a callback initiated by this service provider

ScanOne(pp,obj,x) — (obj’,7,cbData). Let obj be the user object, let x be the current time

curTime, and let sop; be the commitment randomness to obj. The user does as follows:

1. Clones the obj to a new one obj’ and pick a fresh serial number obj’.sn. If hg’)ld) = hep (i.€.,

the beginning of the scanning process), update obj’.loopStartTime := curTime.

2. Let entry = (tik,exp, k, meth) represent the current entry in obj.cbList. If (tik,args,#) € bb,
for some args and t < exp, absorb the callback: obj’ := meth(obj,curTime,m,x), where
m = Decy(args). If tik & bbgy, and exp is in the future, then leave entry in obj’.cbList. In any
other case, delete entry from obj’.cbList. Finally, update /' g;fw) =H (hglfw), entry) if the entry
v -

was left in, and otherwise.

3. 1K fft’)ld) = hp, this is the last step of a scanning process. Update obj’.lastFullLoopTime :=

obj.loopStartTime.
4. Compute a zero-knowledge proof 7 of Rgettle-
5. Let cbData = (comentry,0bj.sn)

6. The user sends (n,comgbj,cbData) to bbgp;
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/
obj’

comobj,sobj,sgbj,
Sentry, tik, exp, k, meth’
comep; € bbgp;
comgp; = Com(obj; Sobj)
comg,. = Com(obj’; sgy,;)
comentry = Com(tik||exp|/k||meth’; sentry )
obj.lastFullLoopTime > ¢
obj’.lastCreated = curTime
obj.sn =sn
Dreate (0bj, 0bj', meth’, curTime) = 1
obj’.he, = H(obj.hep, (tik, exp, k, meth’))
obj. A8 = obj.hg,

comg ., COMentry, SN, £, cur Time, bbyp;;

Figure 5.5: The Rﬁg;agg relation

VerifyMethodExec(pp,obj’, ,cbData). In VerifyMethodExec,,e,te, the maintainer of the bul-

/

obj>SM; cbData). It first checks sn has not appeared in its set of

letin board bbgp; receives (7,com
observed serial numbers. Next, it verifies 7T with respect to cbData and its own curTime and bb,;
representative. On success, it adds (ﬂ,comgbj,cbData) to bbgp;.

In VerifyMethodExec /e, the maintainer receives the same payload. The behavior is identical
to above, with the only change being that it also uses a bb.y, representative as public input for 7

verification.

VerifyCall(pp, tik,args, aux). The maintainer of the callback bulletin board bb}, receives (tik, args,aux =

o). It interprets tik as a signature public key pk, and then checks X.Verify, (args, &). On success, it

posts (tik,args,curTime) to bbgy,.

11 Appendix: Membership and non-membership

zk-promises is phrased in terms of bulletin boards and data structures that admit efficiently checkable

membership/non-membership arguments. We identify and implement two such variants.

Merkle trees. We may represent our object and used callback sets bbgp; and bbe, as Merkle trees,
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/

COMopj; COMp,

bbop;, bbep;

Sobjasgbjasentrya

wasCalled, tik, exp, k, meth, timeCalled, args, m
comep; € bbgp;
comgp; = Com(obj; sobj)

/ _ A
comgp,: = Com(obj'; sqp,:)

COMentry, Nul,z,x, curTime,

obj.sn =sn

wasCalled = tik € bb,

(timeCalled, args) = if wasCalled : bb[tik] else (L, 1)
m = Decy(args)

1d :
(c(t)) ) = Obj.hcb

scanning’ == obj’.hg;ld) = obj’.hep
entry := (tik, exp, k, meth)
deleteEntry := curTime < exp and tik & bb.p,
absorbEntry := timeCalled < exp and tik € bb,
—absorbEntry VV ®jngest (0bj, 0bj’, meth, m, curTime)
obj’ A8 = H (obj.A)Y entry)
obj'.hgnbew) = if deleteEntry : obj.hglfw)
else H (obj.h;™™ entry)
obj.loopStartTime = if —scanning : curTime
else obj.loopStartTime
obj’.lastFullLoopTime = if —scanning’ : obj.loopStartTime
else obj.lastSwept
obj/.hg‘;ld) = if —scanning’ : 0 else obj.hﬁ%ld)

obj’.hg;)ew) = if —scanning’ : 0 else obj.hg;)ew)

scanning := obj.h

obj’ .hep, = if —scanning’ : obj.hgf)ew) else obj.A,

Figure 5.6: The R-"™*" relation

ingest
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where the leaves are the elements of the set. To prove of x € S, it suffices to prove knowledge of
an authentication path from a leaf with value x to the root of the tree. In these proofs, the root is
public input. To keep a proof of membership up to date, it suffices to download a frontier of the
append-only tree. This permits a communication cost tradeoff of logarithmic to linear, depending
on privacy requirements [RWGM?23].

To allow non-membership proofs for bb.,, we simply prove membership in the complement
of bbgp, i.e., C = {0,1}%%\ {bbgy.tik;};. Specifically, we partition C into semi-open ranges of
integers [a,b) C {0,1}2°°, and define a Merkle tree T whose leaves are those ranges. Then to prove
non-membership in bby, it suffices to show knowledge of a tik, a, b such that a < tik < b and [a, D)
is in T. We note that the structure of 7 is liable to change every time bb, is modified, so proofs of

membership are not necessarily updatable using the frontier method.

Signatures. In a centralized bulletin board setting, it is also possible to represent set membership
using signatures. The manager of the bulletin boards maintains two signature keypairs (pKop;; Skobj)
and (pkg,,skep). Every time a value is posted to a bulletin board, the manager signs the value
and returns the signature. To prove membership of x in a bulletin board with public key pk, it
suffices to prove knowledge of a signature ¢ such that Verify, (x) is true. Compared to Merkle
trees, membership signatures have the benefit of not requiring updating—a valid ¢ will always be
valid regardless of how the corresponding set changes.

Signature non-membership proofs work similarly. As above, we partition the complement set
into ranges and prove membership in that signed set. Since the bb., complement set shrinks over
time, a valid proof of non-membership at time ¢ should not necessarily be valid at time ¢ + 1, since
the value might have become a member of bb.y, in the meantime. To handle this, we must invalidate
every old non-membership signature. We can do this by adding an epoch to every value and making
the verification equation Verify,, (x), or by picking a new signing key every epoch and publicizing
it through the bulletin board. In either case, the bulletin board manager must re-sign the entire

complement every epoch.
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Circuit Single De-centralized
Server
Epoch Capacity: Unlimited | 2'° 232 264
Number of Constraints
ShowAuthMakeCB 28,603 25,352 29,720 38,456
ShowAuthMakeCB1Sweep 60,694 55,971 64707 82,179

Table 5.2: The number on constraints in ShowAuthMakeCB and ShowAuthMakeCB1Sweep circuits.

Single
Server
Epoch Capacity: | Unlimited 216
Number of Constraints
60,694 55,971 64,707 82,179

Batch Size De-centralized

232 264

1

2 105,872 100,743 113,847 140,055
4 194,210 187,209 209,049 252,729
8 370,886 360,141 399,453 478,077
16 724,238 706,005 780,261 928,773
32 1,430,942 1,397,733 1,541,877 1,830,165
64 2,844,350 2,781,189 3,065,109 3,632,949

Table 5.3: The number on constraints in batched scan circuits.

12 Appendix: Number of constraints

Table 5.2 lists the number on constraints in ShowAuthMakeCB and ShowAuthMakeCB1Sweep circuits
in the centralized and decentralized settings. In the ShowAuthMakeCB circuit, the user shows that

the record is in good standing and creates a callback. The ShowAuthMakeCB1Sweep circuit also

does this but also scans for a single callback.

Table 5.3 lists the number on constraints in BatchedScan circuits in the centralized and decen-

tralized settings with various batch sizes.
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