























































































































































































































































































































































































































































































































imp]ying

a - 1 R
¢>((—‘) LA—c < E[LOINA) < <D(;j;) LA+e. R

J9

But, since ¢ is an arbitrary positive number, we have for a set A with finite

length,

£l n ) =@ (—“—) LA. (4.88)

Jop

T . il L 5 e bia e o0 ”
To extend to the case in which A is not of finite length, write A = U2 Ai

where the A;’s are disjoint and of finite length; then

& [L:(}';l—l ki A)] = Zg [L:(Y;L-l N Ai)] (’18())
1=0
= i‘i’ (i) LA; (1.90)
1=0 0
= <i> LA. (1.91)
Jo

4.B Proof of Theorem 3

Without loss of generality, assume Fs is continuous. To prove the result,

we wish to compute

Al o l 2l S — s Al .
Fy(a) = 111_1)1{1 — {L [)u 'nlo,17 )]} (4.92)
where
Y, =[t: S(t)+ N(¢) < a]. (1.93)



and constructing a pa,rtition of the real line,

Begin by selecting an integer m
(S—m2 < S—m241 <77 < Sm2)s where
—00 for 1 = —m?
8= ifm for g m? (4.94)
00 for 1= m?.
Continue by defining the sets
& = (b N(t) < a—Si ani S5t % s(t) < il (4.95)

Af = [t:N(l,)_<_(1f5i,

for 1 = 2
§ = —m2 41,0y

whe .
never N(t) < a— S and Si-

Furthermore,

ere N(f,)

because
ecause, for any 1 wl

A7 m? ’ 3
{ATYE,2qy and {AF I 2t

1
E{L v, n 0,7)]}

| R G B
e (et o)

Now notice that

lim, %5 {c]y 0l T)

m?2. Observe

2 .
_—7 y [
Tl m?, such that si-1 < S(t

, and si-1 < ity = si] (4.96)

¥l hecause S(t) + N(t) £ a

that A7 C Ya

i< S(t) < 8. Hence,
UArC vy, (4.97)
i=1

(zl.?)b‘)

y-rc At

i=1
no7In {he rang¢

+ 8(1) £ % there exists @
& @ S Because

) < Si implying N(1)

(4.97) and (4.98) imply that

are disjoint,

i Z 1%5{[’ ["‘fﬂ[ﬂ»'l')]} (4.99)
gt
. iiﬂ%g{[‘ ["‘fﬂ[o.'/‘)]}. (4.100)

]} 2 Fy(a). (4.101)
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Si )
ince S(t) and N(t) are amplitude independent, Fs is continuous, and Fs(+00)
, it follows that

A L
= lim,_,, Fg(s) and Fs(—o0) 2 fim, oo F's(5)

. 1
A = {c]arn [o,’r)]} _ Fy(a— i) [Fs(s:) ~ Fs(si-1)] (4.102)
) [FS(S,‘) = ]“5(5,‘_] )] . (4103)

A %5 {c[afn 0,7)]} = Fnla = si-1

he above results with equation

By defin:
¥ defining two particular step functions, t

(4.100) and (4.99) form a relationship between the ADF of S(t) + N(t) and

the i _ N
€ mtegrals of the two step functions. The step functions are

Fyla—s) A py(a—si) (4.104)
Fia—-s) = Inla si-1) (4.105)

Whenever s, < s < s. Upon passing T to 09, (/1_[()0) and (/1.9.‘)) become
wi ; 9\ / %
ith the aid of the above definitions and (4.101), (4.102), and (1.103);

/ Fy(a—s) dFs(s) < Fy(a) < /’oo Fi(a— s) dFs(s)- (4.106)

00

L s oo weakly to I'n
" i — OnNVerg .
Proceed by enlarging m and find that Iy and Iy ¢ .

which .
i coupled with (4.106), implies that

F(a) = [T s)

_ [ e ) 150

dFs(8) (4.I()7)

(1.108)
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where the last equation, following from the continuity of Fs, proves the first

convolution. Note that the interchange between limit and integration is justi-

fied in the last operation, because the integrals have essentially all mass within

a bounded domain, upon which the integrand is bounded between zero and

. . . W BT mav converge
one. Note also that, if Fx is not continuous, then Fy or Fy may converg

to some function that differs from Fn at a countable number of points, but

luckily the hypothesis that Fg is continuous makes (4.106) invariant to the

limit value of Fy and F§ at these problem points.

m - .
I'he complementary convolution 1s obtained by integrating the product

measure dI'%(s) x dF'%(n) over the half plane 12 [, : 40 S al. Proceed-

ing, we obtain with the help of Fubini’s theorem

/”(11{;:(3)><(11«‘;,(n) - /“ [/"_5(11«",:,(71)] dFa(s)  (4.109)

. / Fr(a — s)dF3(s) (1.110)

or, alternatively,

/” dF3(s) x dF(n) = / [/_ (11{;(.-)] dFy(n) (1111

— 00

be

- / Fa(a — n)dFy(n) (1.112)
implying
/_% Fy(a—s)dFs(s) = / » Fi(a—n)dFy(n). (1.113)
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The continui
continuity of Fs and (4.108) yields

Fy(a) = /_m Fy(a —s) dE5(5) (4.114)

which with (4.113)
Fy(a) = /_°° Fa(a—n) dFy(®) (4.115)
(4.116)

_ / % Fgla—n) dFy(®)

—00
ng con volutional rela-

by th
e continuj
continuity of Fs. Equation (4.116), {he remaini

tionsh;
ns :
hip, is now proven.

4,
C Proof of Theorem 4

Be 1
]I " z . L 75 N TOF
gin by selecting an integer MM and constructing a pa.rtltlon of the real

lil’le
(3-m2 L Bt K S Sm2 ) where
-0 for i = —m?
s; =14 i/m for —m° < i < m? (4.117)
00 for 1= m?2.

Cont;
inue by defining the sets

(4.118)

g =t: 81 < S(t) £ si]

for 4
I g =— : ; i 8
—m2+1,..-,m? The _—t partition {he real line into disjoint

Subg
ets, therefore,

m'z
( . . /! — ST L.
/( i Fnla — S(t)) dt = Sy /: m(ml vla ()] ¢

j=—m2+1

(1.119)

’
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2
Furthermore, since Iy 18 increasing,

— ; ; 3 g = ) l[ (‘1.120)
¥ i > / IN(( 1) [¢
‘/( "I'] [N a ®, (t) dt ' v , (0,’

= -5'1'__1) (l’. (4-12])

i=—m?+1

5 — 5 b < N Fin(
/(O'TIIN[a swldt < 2 /: —_—

Divide (4.120) by T, take expectations, and enlarge T; then, noting that

2 limg——oo Fs(s) implies

Fs(+00) A limy_eo Fs(s) and Fg(—00)

2

P 1 i m i e
71520?5{/0 Fyla - S(0) (“} o B pa- sl - Bl
V i:——m2+1

(4.122)

Operate similarly on (4.121) and

. 1 7 m? ‘ ‘
A, Tg {/0 Fyla = S(1)] (U} < Y Fwle— sio1) [Fs(si) — F(sio1)]-
l i=—m2+1

(4.123)

(4.123) in convolutional {orm, define the two

In order to express (4.122) and

step functions

113

Fi(a—s) 2 Fu(a=s)

Fila—s) = Fnla- si-1)

whenever s;_1 < s < Si- Since Fs is assumed to be at least l‘ight»(‘ontinuous,

it follows from (4.122) and (4.123) that

o0 y ,I.
/ Fg(a = s) dF3(s) < 'I!im llf' {/ I'nla— S(t)] ([1} (1.1206)
" i 4

o0
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and hence

> (s (4.127)
S twta—s)arys) < [T Fia—s) dF)
N < L g - o

e Ve ,\,y
at 5 and FY converge wea
Finish the proof by enlarging m and find that /y and 'y

to Ky which, coupled with (4.127), implies

1 T - Fn(a—s)dlFs(s) (1.128)
lim —¢& {/ Fyla— S(t)]dt; = E
T—oo T 0
(1.129)
= Fy(a)

e e b(‘-
(‘tr th( ”Iiv(l(h(]”g.)(
o [ ' ' J) {()11(:“" {I()nl Ih( orein .;. N()t(‘ th Y

¢ o] o 03 s
i because the ir
justified 1 » last operation,

tween Jimig and integration is justified in the last o]

SS \V]t 1111 A ourndade o < up i ,”(h tvh
maln ” o1 W (
i ] lave (Sb(‘llf,la”Y (‘l.” mas /I 3 ’ I ({ ]

g IS l 11 ] l l(’t wee ze > > S f, e i Y i.' ”()t. COIl-
also that { I N

. ‘ g ¢ ne. NO € (l.]. 3

. s 3 Dot aec oel €Nl ZEero (],“(i (e ) lf 1 S

. iffers from [y
. hat dilfers [
ti y then FY or 177 ma converge to some function the
Imuous, then N or Iy y

¢ } casc [ s 1 hy])()':h( S17¢ (l ’,() l)(
1 t S .S ., B

l; e 1V i ; ¢ /(' (’l‘t‘ Lh(‘s('
i i I ‘¢ 16 ()f /' 7 (],”(] N
CO1p ,' ]l]()l,l_" me ],"“ < (1‘ l‘)(\)) il El.l‘la.llf, tv() t'h( h””t‘ \(l,l N

problem points.
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Chapter 5

Concluding Remarks and Extensions

5.1 Summary and Remarks

In the first chapter, the general setting for the interception problem was de
scribed. A brief exposition on the function of the intercept receiver was given,
emphasizing the functions of initial detection and feature detection that are
pertinent to this work. A brief description of existing detectors was presented
with a qualitative, and in some cases quantitative, performance evaluation.
m
T'hese were the radiometer, the optimal channelized detector with various
suboptimal simplifications, and the autocorrelation detector. Of existing fea-
ture detectors of hop frequency, a maximum likelihood recciver was described
along with a related receiver employing course subband selection. The detec-

tors presented in this work were then briefly described and related to existing

detectors. They were a sequential detector, two detectors and a hop frequency
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estimator based on the compressive receiver, and another detector based on

the new concept of the amplitude distribution function.

In the second chapter, methods for the sequential detection of noncoher-
ent fast FH waveforms were developed. In the process, the 'l waveform was
modeled to have an information component, which consisted of a series of
chips with a known constant epoch where each chip frequency was one of a
known ensembc of frequencies. In the model, a particular chip frequency was
ind(gp(\,nd(;m,]y determined by a uniform random variable on the frequency en-
semble. The FH waveform also was assumed to have an additive white-noise
component. By assuming the modeled FH waveform was of a known SNR, the
optimal detector based on a single-epoch observation (SELK) was developed
- likelihood-function theory. SELF was the sum of many nearly identical
aia] nearly independent random variables and thus had nearly Gaussian statis-
ties. This central-limit argument allowed a multi-epoch collection of SELFs to
be considered an equivalent set of Gaussian i.i.d. variables. IFrom these sim-
plified observations, a log-likelihood function (ALLFE) was computed that was
asymptotic to the exact log-likelihood function, as the number of possible hop
frequencies bevgine large. The ALLF became the test statistic on which three
detection tests were based. The tests were the FSS test, the SPRT, and the
TST. These were defined to ensure that detection errors were below desired

levels. By modeling the ALLF as a Wiener process, diffusion theory yielded
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the
peI‘fOrma
nce of the three tests not only for an FH waveform of the assumed

SPJI{ b
, but also the ]
so the test performance for all SNRs below the one assumed. This

er simulation of the detector and

analysis
compared favorably with a comput
thus ;
validated .
the analysis. The analysis also became a tool used to optimize

tual FH SNR deviated

Numeric
ally the performance of the TST when the ac

from
the on
e .
assumed. In order to study the performance of tests synthesized

pressions for the asymptotic test

by as
—_—
uming an extremely small F1I SNR, ex

efficienc:
lencies
cies were computed. This asyn ic ¢ jis also yi implifi
puted. 1his asymptotic analysis also yielded simplified

small-SNR case

test
Param
eter expressi .
er expressions applicable to the

d by the analysis 18 that, with the

A signi
gnificant feature of the SPRT expose
iven SNR can be detected

S
-ame error probabilities, an FH waveform with a &
i
0 less than half the time of the corresponding [SS test. This reduction in
detect: )

€lection time is especially significant for Low probability of Intercept (LPI)
L

ppllCathns, where the transmissions are pul'poscly short. For the pure SPRT,
red from that as-

rved SN R diffe

det
ectio .
n time it
time increased whenever the obse
hetween Z€ro and the

r SNRs midway |

S .
med in the test’s synthesis. And fo
a

SSumed value, it was even comparable to the corresponding [SS test. The
TST ..

51 significantly improves this anomaly, while gacrificing little performance
over that of the purely sequential test; whatever little performance is lost, the
Optimal TST largely regains. The decrease in the detection time of the se-
est with respect tO the input SNR

quentg;
al tests
tests can be used to robustify the t
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while maintaining better performance than that of the non-robust FSS test.

The simplified test parameter expressions derived by asymptotic methods may
be useful for any schemes to adapt these tests for varying FI SNRs. The three
tests and their corresponding design and performance analysis also apply to
the slow-FH case. The detector structure is suboptimal for slow FH, but it is

believed that the performance loss is small, especially for detection times that

include a large number of hops.

In the third chapter, two detectors of frequency-hopped waveforms based on
the compressive receiver were presented. The first was developed by applying
likelihood ratio theory to the observed compressive-receiver output and yielded
a locally optimal (low-SNR) detector. The second, motivated by simplicity of
implementation, was a time-multiplexed version of the first that, through the
choice of a parameter, could either, at the expense of a low duty cycle, achieve
the (letcctabi]ity of the first or could, at the expense of degraded performance,
achieve higher duty cycles. The second detector was modified into a maximum
likelihood estimator of hop frequency. Both detectors and the hop frequency

estimator were performance analyzed and compared.

m . . ~ ) . . . . - .
['he compressive receiver fulfilled its promise as a simple, yet high-performing
1 ~C O S - - ST 1
mmterceptor. The performance of the locally optimal detector shows that rela-
tively little detectability is lost by the processing of the compressive receiver.

Most of the discrepancy is due to the difference in coherent integration time
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Furthermore, for a small performance

(one half for the parameters used).
retained by

cost, the gj ‘L . .
» the simplicity of the compressive-receiver approach can be
the ti
ime- o ; .
1e-multiplexed detector. Also, the hop frequency estimator aga com-

vice that used raw input instead of

Dares {: .. .
pares favorably with the corresponding de

co — ;
mpressive-receiver output.
that of the Amplitude

In the
1e fourth chapter, a new idea in detection,

Distribution I® .
ibution Function (ADF) was introduced. The ADF is roughly the average
Because the ADE is original,

probabili istri ¢
‘l]”'y distribution of a random process.
vquvncv(ﬂ'dvﬁnﬂion&

a mathematical fi ]
‘matical foundation was laid consisting of a s

fact that the ADF

lemr
mas, ¢ 5 TS . )
, and theorems, the most significant of which was the

of signa s noise 3 g
gnal plus noise is the convolution of the ADF of signal and the ADF of noise

taken
LAKe se )'1.1‘&(, N m - . - ‘. . .
parately. The technique of deconvolution used in image processing
was the germ f .
erm fr g . : s ot 2 o
g from which emerged the Deconvolution Statistic, a statistical
le domain. It

transforn

storm the — . . .
that mapped a stochastic process mnto the amplituc

ween

was shown the .
hat by proper choice of a kernel any degree of separation bet
ar problem

the nois :
C NnNoise ar . .
1d signal components could be obtained. For the particul
of det ectl
,eCling a aifiz o2 s ¥ 5 X
g a modulated sinusoid in stationary Gaussian noise, a detector was

d(:‘V(‘]()p(xd &
: xd arour s TYetasts T e M -
sund the Detection Statistic. The detector’s performance was

analyzed ¢ 01T i
alyzed and compared with a radiometer.
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5. " . :
2 Extensions—Directions for Future Work

other simplifications and

In : 2
applying sequential detection to interception,

extensi
s1lons are . G . . .
are possible. For instancé, it was assumed that the starting time

and d 7
ura g v " 6y i
tion of the chip epoch were known. This first restriction might be
ing window integration instead

relaxed by redefining the SELF to perform slid
of the integrate-and-dump operation now performed. This, of course, would
degrade the detector’s performance for some values of epoch starting time,
but it would probably exhibit a better average performance There are also

POssi : - s
sible simplifications to the SELF to improve its implcmenta,l)ll1t.y. Among
tion, which would make

e emphasizing func

th
ese could be the removal of th
proba.b]y still would be asymptoti-

the detector structure suboptimal but it
cally optimal for small assumed SNRs. Another simplification could be coarse
subband preselection, where the total sprca.d—spoct.rmn bandwidth 1s subdi-
Vided into subbands, each containing a large pumber of chip frequencies. An
t of the subbands most likely to con-

a.lg()r'
ithm could be used to select subse
tai .
n the intercepted signal. Detailed ])mcessing on these ])y('.s‘('.l('(tt('(l hands
then ] i

could be done with the methods described 1m this work.

T 1 O e S
here are many remaining avenues to be traveled 1m the use of the compres
SiVe el . - N
receiver to interception. We providc(l many results applymg {o frequency-
these ideas can apply to other spread-

ho
Pped waveforms, but the essence of

170




spectrum modulations as well. But even in realm of frequency-hopped wave-
forms, much work remains to be done. For instance, a locally optimal detector
was derived consisting of a bank of filters operating on the compressive-receiver
output. From the filter responses in this configuration was formed the filter
response for the time-multiplexed detector. The direct derivation of this fil-
ter response using some optimality criterion over the class of expected signals
might be a promising endeavor. The extension of the detectors to a multihop
observation period was largely ignored. We simply assumed that results of the
individual detectors would be combined, as if they were independent. Here
the issue of performance versus overlap between data windows is one to be po-
tentially explored. We showed how the compressive receiver could be used to
estimate hop frequency. Other types of feature detectors such as the hop-rate

detectors or the carrier frequency detectors also could be pursued.

The use of the ADF in detection. being a new idea, has room for many
new developments in just its mathematical development, not to mention spe-
cific applications in detection theory. For instance, the basic results could be
extended to non-Gaussian and nonstationary noise. In terms of the Deconvo-
lution Statistic, the class of kernels used was very narrow. The investigation of
various kernels, especially those used in 1mage processing, would be, by itself,
a worthwhile undertaking. Within the class of kernels presented, the choice of

an optimal kernel for various classes of detection problems is a possible area

171



application of the ADF to

to -
pursue. Finally, the most fertile ground for the

detectj
i : . - .
on could be the detection of noise 1n noise.

5.3 Final Remarks

development of new detection

This

s work renreser ;
ork represents a significant step 1n the

forms and [requency-

and inter :

ercey ok

rception techniques for spread-spectrum wave
ctors and the hop

hop
Ped waveforme i y :

veforms in particular. With the three new dete
Armed with

freq
*quency esti i )

y estimator presented, many new trails were blazed.
or using a fixed

the id

he 1dea of se S e , AL .
sequential detection, an existing optimal detect

e resulting. This

number ¢
samples was extended, with improved performanc
and practical results

USCfu] an .
d eclectic endes : y
eclectic endeavor brought previous theoretical
The second detector

on sequentis: .
ential dete - : .
| ial detection into the context of interception.
apply effectively

and hop fr .
p frequency estimator solved the problem ol how to
development

the cormr :
e compressive recejver y . .

pressive receiver to interception. The firm mathematical
Out of this

starkly contrasted with previous ad hoc attacks on the problem.
work also came some mathematical results of general interest; among these
were bounding distributions on the sum of squares of Gaussian random vari-
ables and an extension of the Riemann-Lebesgue Lemma to integrals of linearly

f[‘(}q e1
u 3]](:y‘1“()(ill," S. i
lr(/(‘.d Ss1nus S PE ] ] 1 i
IS()I(].,. A bld.“(] new l('('il‘ 111 (l(‘tr(‘("rl()“ was ('()H(‘(‘IV(‘(L

yielding yet a
“L A ]()1/11(‘,]‘ new Ny DL ! o . .
detector. The original idea melded the image process



ing technique of deconvolution to those of density estimation. The detector

thus dOVcIop(td was quite independent of the details of signal modulation.

While there is much presented here, there is still much to be done. There

are other interceptors to he analyzed and new detection techniques to be devel-

ped. Ag such, the area of spread-spectrum interception will yield new results

f .
Or many Years to come.
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