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(1.79) 

but from [16], ( 4 .80) 

where a ' = - R(O)"- Upon leLUng n _ 00 , t.he Jasl two equations imply 

Pr(E) -t 0. Now that the result 

£ [£(Y; 1 n A)] = <T> (:J [A 

(4.81) 

has been pro vc n [o ,. A, a n interva l , i L can be ext.end cd Lo an Y ft n i le scl as 

follows. Let A be a set of finite lcnglh ; then for auy c > 0 Lh e,·e cx i
5

ls a finilc 

set of interval s {Ld~=l such th a t 

and 

(see [35]). Hence, 

f_ 

< ­- 2 

Taking expecta tions a nd a pply ing the result fo r i11Lcrva.ls 

But 
E I ( 

£A - - < £ l ; < £ /\ + -
2 2 

i = I 
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(tl. 82) 

( 4 .81) 

(,1.85) 

('1.8G) 



implying 

<I>(;~) £A - t: ~ £ [£(Y
0

-
1 n A)] ~ <1> (:J £A+ c. (4.87) 

But , s ince E is an arbitrary posit ive number, we have for a set /\ with finite 

length, 

(-1 .88) 

To ex tend to the case in whi ch /\ is not of finite lengt h, writ<' J\ = U~ o/\i , 

where the Ai's a rc d isjoint and of finite length; then 

00 

£ [£(Ya- I n A)] = I:£ [£(r:,-' n J\i)] 
i=O 

(-1 .89) 

( -1.90) 

(~ ( ;~ ) £/\. 
(-1. 91) 

4.B Proof of Theorem 3 

Without loss of generality, assume Fs is cont inuous. To prove t he result , 

we wish to compute 

(4.92) 

where 

Y
0

- I = [ l : S (l) + N ( l) ~ a] . 
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-

( s-m
2 

< s 2 < ... < s 2 ) where -m +1 m , 

{ 

-00 

Si= i/: 
for i = - m

2 

[or - m2 < i < m
2 

for ·i = m
2

, 

(tl .9'1) 

Continue by definiug the sets 

Ai = [t: N(t) '.o a - s; and Si- I < S(t) '.o s;] 

( 4 .95) 

( ,1.96) 

A/ - [t : N(t) '.o a - Si- I and Si- I '.o H(t) < Si] 

for i = - m' + 1, · · ·, m'. Observe that Ai C Y0- ' , because S(t) + N(t) '.o a 

whenever N(l) :=::; a - s; a nd Si- 1 < S(l) :S 5i· Jicn cc, 
( '1 .97) 

n LJ A;- C ya- '· 
i:::: 1 

Furthermore ' n 

y - 1 C LJ /\+ a , 

because -f · t I 
, °' any t whe1·e N( t) + S(t) '.o a, there cXJSts au , "' · "" rnugc 

-m' '.o i '.o m
2

, such that Si-I :=; S(t) < Si implying N(I.) '.o a - S i· l!ccansc 

{ A;)~-m'+I and { At) ;:'_.,,+i arc di sjoint, ( 4.97) a nd ( 4 .98) i,nply thal 

I: ,;,£ {L [/\ ;- n [O , 'f')]} 
( '1 .99) 

i::::-m2 + 1 

I: ),£ {L [/\; n [O , 'f')j} - (ii . 100) 

i::::-m2 +1 

Now notice that 
( '1. l O l ) 
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SinceS(t) and N(t) are amplitude independent, Fs is continuous, and Fs( +oo) 

Cl 
=== lim p ( ) ~ s--+oo s s and Fs(-oo) == lim 8 _._00 Fs (s), it follows that 

}~°c!, ~ E {c [ Ai n [O, T)]} = FN ( a - s,) [ Fs( ,, ) - Fs(s,_,) I 
(4 .l02) 

Similarly, 

By definin t · · · I · l · · g wo particular step functions , the above 1esu ts wit 1 equat ion 

( 4-lOO) and ( 4.99) form a relationship between the ADF of S(t) + N( t) and 

th . s o t 1e two step functions. The step · unct ions <1.1e e integral f l . 1· . . . 

( 4 .101) 

Fiv(a - s) 

( 4.105) 

FJ(a - s) 

whenever· 
8

. ) d (4 n(

1

) b ,-1 < s <:; s,. Upon passing T to oo, (4.100 an · ·"" ccomc 

with the ·d · . . · · ) (4 J 02) · d (4 103) ai of th e above defirntions and ( 4.101 , · , ,1.1i • ' 

1: F',(a - s) dFs(s) <:; Fv(a) <:; 1: F;!;(a - s) dFs(s) 

(4.106) 

Proceed by . J . . . .d fi d tl t p- ·•rid p•N+ converge weak ly to FN 
en argrng man n , 1a , N "· 

Which c . . oupled with ( 4.106), imp li es that 

(4.L07) 

( 4. LOS) 
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where the last eq uation, following from the continuity of f"s, proves the first 

convolu tion . Note that the intercha,nge between limit and integrati on is just i­

fied in the last operation, because the integrals have essrntiall y all mass within 

a bounded domain, upon which the integrand is bounded between 7,ero and 

one. Note a lso that, if FN is not continuous , then F")j or F''iv rn ay converge 

to some fun ct ion that differs from FN at a countable number of po ints, but 

lu cki ly the hypothesis that Fs is continuous ma.kes ( 4. 106) in varia.nt to the 

limit value of Fiv and F")j at these problem points. 

The comple mentary convolution is obtained by integ rating t he product 

m easure clF5(s) x clFN(n) over the half pl ane lJ ~ [s,n : s+n ~ a]. Procccd­

rng , we obtai J1 wi th the he lp of Pubin i's theo rem 

or , altern a tive ly, 

imply ing 

r cLF;(s) X dFN(n) l,1 

(4.109) 

1-: FN(a - s) dF~(s) (11.l l O) 

( 4. l I l ) 

( 4 . 11 :l) 
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The co t' . -n muity of F's and ( 4.108) yields 

which · with ( 4.113) 

F'y(a) = 1: FN(a - s) dF5(s) 

F'y(a) 1: F5(a - n) dF;.;(n) 

= 1: F5 (a - n) dF;.;(n) 

( 4.114) 

(4.115) 

(4.116) 

contmu,ty of F
5

. Equation (4.!16), the remaining convolu tional ,·cla· by the · . 

tionshi · P, is now proven. 

4.C Proof of Theorem 4 

Begin by I · · · · -· f t i · I se ectrng an mteger m and construct ing a part1t1on o 1c ,ca 

line ( s -m2 < 8 -m2+1 < · · · < Sm2 ) , where 

S; = { ~: 

for i == - rn
2 

for - rn,2 < i < rn
2 

for i = m
2

. 

('1.117) 

Continue b . Y definrng the sets 

~ [t - - . . ~i- . 
s;-i < S(t) ~ s;] 

(tJ .]1 8) 

' ~ - m 
2 
+ 1, . .. , m 2. The sets (3.} partition the real line into d isjoi nl for · 

subsets tl . , 1erefore 
' 

1 FN[a - S(t)] dt = ~ f FN[a - S(t)] dl 
(o,71 L....,; I:: n(O Tl i:=:-m2 +1 - • ' 

('J.119) 
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Furthermore, s i11 ce FN is in creas ing, 

( 1 .1 20) 

and 
(!J .J 2J) 

Divide ( 4. 120) by 1', lake expcclat ions, and e nlarge T; then, ""U "g Lbal 

Fs(+CX) ) ~ lirns-+oo Fs(s) and Fs(-oo) £ lim s__.- oo Fs (s) irnp lies 

,!i_,11,!, ~£ { J.' F ,v [a - S( l)] dl} ? ic!+, f'JV( a - s;) [I',( s;) - l•S( -5;- , )J -
( '1. I 22) 

Ope rate s imilarly on (1.]2t) and 

i:==-m2 +1 ( '1 . I 23) 

In order to express (4.122) a nd (4 .1 23) in co nvolutiona.1 fo rJll , define t he two 

s tep function s 

( '1. I 2'1) 

l"N(a-s) 

('1. 1:2G) 
l~(a-s) 

whe ne ve r s;-1 < s :=::; s;. S ince Fs is r1.ssurned to be a.t lea.st. ri ght-co 11 t.i11uo11 s, 

it fo llows from ('1 .1 22) a ud (!J.123) th a. t 

!
00 Fiv(a - s) dl"s (s) :=::; )irn ~£ { f FN[a - S(l)] dl} 

- oo T-+ oo 1 .Jo 

('1. l:2G) 
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and hen ce 

J_oo F'-( ) dF"( ) < 1 0000 FN+(a - s) di's'"(s ). - oo N a - S S S 
(1.127) 

Finish the proof by enlarging m a 11d find that F;:; and F/; converge weak ly 

to FN whi ch , coup led with ( 4.127), implies 

] { T } :}.!_.~ TE /4 l "N [a - S(t)J dt 1: FN ( a - s) d F5 ( :5) ( 1 . J 28) 

}~,( (l) (1. 129) 

wh e re th e final s tep follow s from Theorem 3. Note th a t th e inte rchange be-

tween l1·n1-1·t d · · I 1 1,· b '/·1 · an rntegrat1011 is jus tified in t 1c ii.S L op e ra 10 11 , ecause 1, e lll -

tegra ls have essentially a. I/ mass within a bo u11dcd dornai11 upo n which the 

integr ar I· b cl ·r1, · ' ic is oun ed be tween zero and one. Note also th a t , 1 'N is 11 0 ,, co11 -

tinuous t/1e11 p+ 1·- f . 'I ' 1·rr 1· / ' ' · · · N or 'N may converge to sorne 11nct1on ,, 1c1. ,, c 111 c rs ron 1 'N 

at a countable number of points; but for this case, Fs is hypot hes ized to be 

continuou s 1·nal·· (4128) . · / 1· · I 1· 1,- 11 ·+ ''/ , ,ing . 1nva.ria.11t to L 1e 1m1L va. 11 c o 'N a nc 'N a,, 1, ,csc 

Problem points. 
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Chapter 5 

Concluding Remarks and Extensions 

5.I Summary and Remarks 

In the first chapter, Uie general sett ing for t li e i11tercepLion proble11 1 was de­

scribed. A br ie f expos it ion 011 Lhe fun ct ion of t he intercept receiver was g iv<'II , 

emphasiz ing U1 e function s of ini tial dcteclio11 and feature dctedio11 t/iat arc 

pertine nt, to this work . A brie f desc ription of ex ist ing detecto rs wa.s prcse rit<'d 

with a qualitative, and in some cases quantitative, pe rfo rrna.nce eval11 a.tio 11 . 

T li ese were the radiometer, t he optirna.J c:/1an 11 c: liz<'d dckdor wit h vario 11 s 

s uboptiu1a/ s implifi cat ions, a nd t/1 e autocorrc /,d,io11 detector. Of cxisti11g f<'n.­

t ure d e tectors of hop frequen cy, a maximum /ike /i/1 ood rcc<' i ver wa.s desc ribed 

along witli a re lated receiver emp/oyi11g co urse s ubba nd sc /cct io 11 . The ddec­

tors prese nted in this work were th en bricny described a.II( / related Lo cxisti 11 g 

detectors. T J1ey were a seq uenti a l detector, two detectors and a /1op frcq11<'11cy 
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est1·rnat b d I · · . a rid " ,r1 0 4 her detector based 0 11 or ase on t 1e compressive rece1ve1, " L 

the ne w con cept of t he amplitude di s tribution fun ction. 

In th e second chapter, methods for t he seq uential detect ion of no11 co l1 e r­

e nt fas t FH wavefo rms were developed . In the process, tli e FTf waveform was 

mode led to h a ve an informat ion component , which co11 s isted of a series of 

chips with a kn own constant epo ch where each chip freq uc 11 cy was one of a. 

known en semb le o f frequencies . In tl1 e model, a. pa rticu la r chip frequc 11 cy was 

indep e ndeutly determined by a uniform ra.ndorn vari ab le on th e frcq ue rr cy e ri ­

semble . Th e FlT waveform also wa.s assumed to have an add iti ve wlii te-11 oisc 

component. By ass uming the mode led FIJ waveform was of a k11 own SN I? , t he 

optima l detector based o n a sing le-epoch observat ion (SELF) was deve loped 

using likelih ood-fun ct ion t heo ry. SE U ;, wa.s t he sun, of n1 a 11 y nearly idc11tical 

and nearl y indepe ndent random variab les a.nd t hus had nea rly Gauss ia 11 sUi.t is­

t ics. This central -li mit argument a.Jlowed a Jllulti -epoch coll ect ion of SE LFs to 

be con s idered a n equivalent set of Gauss ia n i.i .d. vari ab les. Fron1 these s irn­

plifi ed obser vat io ns, a log- like lihood fun ct ion (J\ LLP) was co 111 putccl tha.t w;-1.s 

asymptot ic to th e exact log- likelihood fu11 ct io 11 , a.s the 11111 11bc r of possible l1 op 

freq ue ncies becam e large . The ALLF became tl1 c tes t s tat is tic on wlticl1 tl1rec 

de t ection tes ts were based. The tes ts were tl1 c FSS test , th e SPRT, a nd the 

TST. T h ese were defin ed to ensure t ha t detcctio11 e rro rs were below des ired 

level s. By mode ling t he ALLF a.s a Wiener process, diffu sio 11 t.l1 co ry y iclclccl 
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the p £ er ormanc f th h 
e o e t ree tests not only for an FH waveform of the assumed 

· 
0 

1e test p erformance for all SNRs below the one assumed. This SNR, but als tl 

avora y wit 1 a computer simu at1on o t 1e etector a nd analysis compared f bl . l . I . f I d 

a i ated the analysis. The analysis also became a tool used to opt imize thus v l"d 

Y t 
1
e performance of the TST when the actual FII SNR deviated numericall 1 

fro m 
th

e one assumed. In order to study the performance of tests synthesized 

by assu · . . mmg an ex tremely small FH SNR, express10ns for the asymptot ic test 

effi · . cienc1es · · I · 11 d · 1·r. <l were computed. T hi s asymptotic analys is a so y1e c e s1rnp 111 e 

t m eter express10ns appli cable to the srnalJ -SNJl case. est para . . . 

A significant feature of the SPRT exposed by the analysis is that, with the 

same error probabili ties, an FH waveJorm with a given SNR can be detected 

in less t l1 - . . d . . an h alf the t
1111

e of the corresponding FSS test. T hi s re uction 111 

detection t' · b b']' f I t · t (I Pl ) ime is especially signifi cant for Low Pro a 
I 

ity 
O 11 

eicep J -

applicatio l . . J I· ·t r. ti SPJ")' I' ns, w 1ere the transmissions are purpose Y s 10
1 

· 
1
•or -ie pure \, , 

detection t· . . SNn d·rr d f ti t ime rn creased whenever the observed J\, 
111

ere rorn ' ,a. ' as-

sumed · I I 
1
n the test's synthesis. And for SN!ls midway between zero anc t 1c 

assun, d · FSS tcs l.. T he 
e value, it was even comparable to the correspo

11
<lin g 

TST significantly improves this anomaly, while sacrifi cing J;ttle performance 

over tha t of the p l t· I t j wl· atever little performance is Jost, the 
ure y sequen ,ia. ·es L; 1 

p •mat TST largely regains. The decrea.se in the detcctioo t ime of the se-
0 t' 

que nti al tests c b I b t'f ti· e tes t witl1 res pect t,o the inpu t SN H 
an e usec to ro us 1 Y 1 · 
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while m a in taining bet ter performa nce than tha t of the non-robuSt FSS LeSL 

T he s implified test pa ra.me te r expressions de ri ved by asy mptoti c met hods may 

be useful for an y schemes to ad a pt these tes ts for vary ing FU SNRs. T he three 

tes t s a nd th eir corresponding des ign and pe rform a nce a nalys is a lso a pply Lo 

t h e s lo w-PH case. The detector structure is subo ptimal for slow Fll , but it is 

be li e ved that the pe rforma nce Joss is sma.11 , es pecia lly for detect ion Limes that 

include a la rge number of hops . 

In t he third cha pte r, two detectors of frequency-hopped wavcforrn s ba.sed 011 

Lh c co mpress ive receiver were presented . T he firs t was developed by apply ing 

like lih ood r a ti o theory Lo the observed compress ive-receiver output a nd yie lded 

a locally optimal (low-SNR) detector. The second , motiva ted by simplicity of 

impl e me nta tio n , was a Lime- multiplexed version of the first th a t , through Lit e 

choi ce of a para.m e te r , could either , a. t the ex pense of a. low duty cycle, ac hieve 

Lh e d e tectability of the first or could , a t the ex pense of degraded pcrfon11 a. 11 c(', 

achie ve higher duty cycles . The second detector was modifi ed into a. ma.x i mum 

Ii kelihood es timator of hop freque ncy. Doth detecto rs a nd the hop frequency 

es tim a tor were performa nce an a lyzed and compa red . 

The compress ive receiver ful11ll ed its promi se a.s a. simple, yet high-pcrfonnin g 

inter ceptor. The p e rforman ce of the loca ll y optim a.I de tector shows Lha.L rela.­

Lively little de tectability is lost by the process ing of the compress ive receiver. 

Mos t of tbe di scre pancy is due Lo the difference in coherent, inlcgra.ti o11 t ime 
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(one half for the parame te rs used). Furthermore, for a small p erform ance 

cost ' the simplicity of the compressive-receiver approach can be retained by 

the time-multiplexed de tec tor. Al so , the hop frequency es tima tor again com­

pares favorably with th e corresponding de vi ce that used raw input in SLeacl of 

com · pressive- rece iver output. 

In th e fourth chapter , a ne w idea. in detection , tlrat of tir e Arnplitudr 

DiStribution Function (ADF) wa.s iritrodu cecl. Tire A DP is roug lrly th e a.ve ragc 

probability di s tribution of a rand om process. Beca use th e ADF is orig in a l, 

a mathe rna.ti cal fouJJdation wa.s la.id consis ting of a. seq1r cnce of definiti ons, 

lemmas, and tli eorerns, the most significant of whi clr was tir e fact that tir e ADP 

of signal plu s noi se is the convolution of the ADF of sign a. I and tir e A DP of noise 

taken sepa rate ly. The teclrniqu e of deconvolution 11 scd in image process ing 

was th e ge rm from whi ch e me rged tlw Deconvoluti on Statis tic , a sta ti stical 

transform tha t mapped a s tochas ti c process into tir e amplitude clorna.in. IL 

was shown that by proper choi ce of a kern e l any dcg rer of sc pa.ra.tion between 

the noise and signal components could be obtain ed . Por th e parti cul a r problrm 

of de tecting a modulated sinusoid in s tation a ry G,w ss ian noise , a detec t.or was 

developed a.round the Detection Statis ti c. Tir e de tector 's pc rforrn a. 11 cc was 

analyzed and compared with a. radiomete r. 

169 



5.2 Extensions-Directions for Future Work 

In applying sequential detection to interception, other simplifications and 

ext · ensions are possible. For instance, it was assumed that the starting time 

10
n o the chip epoch were known. This first rest riction might be 

and durat" f . 

relaxed by redefining the SELF to perform sliding window integration instead 

egrate-and-dump operation now performed. This, of course, would 
of the int 

degrade th 
e detector 's performan ce for some values of epoch starting time, 

ou d probably exh1b1t a better average performance. There arc also but it w J , .. 

possible s· 1·fi · · · · J I ·1·t A imp r cations to the SELF to improve its 1mp ementa)l I Y· - mong 

these co ld b ld I u · e the removal of the emphasizi ng function , which wou ma ,c 

the <let . ector structure suboptimal but it probably sti ll would be asymptoti-

cally o t" Id b P Imai for small assumed SNRs- Another simplification cou c coarse 

Subband d · I I · · I I" prese lection, where the total spread-spectrum ban wic t ' " su " r-

vided . t . f. , , . , A in ° subbands, each containing a large number of chrp rcqucne<CS- n 

algorithm could be used to select a subset of the subbands most likely to con­

tain th · I I t d bands 
e rntercepted signal. Detailed process ing on t 1ese prese cc c 

then co ld b . . I . . ·I· u e done with the methods described 1n t 
11

s wo i ' · 

There . , . . I t I d ·11 the use of the con1pres-
are m a ny rema1111ng avenues to Je ,rave e 

1 

· 

sive receiver to interception. We provided many results applying to freq uency· 

hopped waveforms, but the essence of these ideas can apply to other spread-
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spectrum modu lations as weU. But even in realm of frequency- hopp ed wave­

forms, much work remains to be done . For instan ce, a locall y optima.I detector 

was de ri ved consisting of a bank of filt ers opera.t ing on t he com press ive- receiver 

o utput. From th e filte r res pon ses in th is configurat ion was formed t he filter 

response for the t ime-mu ltiplexed detecto r. The direct deri vat ion of thi s fil ­

ter res ponse using some opt imality criterion over t he class of ex pected signals 

mi ght b e a promi sing endeavor. T he extension of the detectors to a. mu ltihop 

obser vat ion period was la rgely ignored. We simply a.ssurned tha t rcs,il ts of the 

individu a l detecto rs wou ld be combined , a.s if t hey were independent. lier<.' 

the issue of p e r fo rm ance versus overl ap between data. windows is one to be po­

tentially explored. We showed how t he compressive receiver could be used to 

es timate hop freque ncy. Other types of feat ure detecto rs such a.s th e hop-ra.tc 

d e tectors or t he carrie r freque ncy detectors a lso could be pursued. 

The use of the ADF in detect ion , bc i11 g a new idea., has roo11 1 for nliu1y 

ne w d e ve lopme11ts in just its m a.t hern a.t ica.l devclopllle 11 t, not to mc 11 t io11 spe­

c ifi c a pplicatio 11 s in detection th eo ry. For in sta.11 ce, tl w basic r('sul ts could ])(' 

ex tended to non-G au ssian a.nd 11onsta.tiona.ry noise. In te rms of t he Deconvo­

lu t ion Stat istic, t he class of kern els use<l was ve ry narrow. The i11 vest iga.t io11 of 

var io us ke rn els, espec iall y those use<l in image process in g, would he, by itsf• lf, 

a. worthwhi le unde rtaking. Within the class of k<' rncl s presented , t he choice of 

a n opt ima l ke rnel for various classes of detect ion problc111s is a poss ible area 
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to purs ue. F ina lly, th e m ost fertile ground fo r t he appli cat ion o f the J\ DF to 

de tec ti o n could be th e detectio n of noise in noise. 

5.3 Final Remarks 

Th. 1 · · . · ti' d , I JJ11·1ent of new detect ion is wo r < represents a s1g rnfica.nt step 111 ie eve 0 

and interception techniques for spread-s pectrum waveform s a.Jl d frequ ency-

hopped wavefor m s in p arti cul ar. With th e tlJree new detecto rs a nd t he li op 

freq · ·1 1.1 l Armed witl, - uen cy es tima tor presented , ma ny new tra1 s were u a.,.;ec · 

the i'dea o·f t· l d t t· a 11 ex1·s t1·11 g OJ)t 1·1T1c·1,l cl(-~tcc to1· using, a fi xed , .· seq ucn ia e cc 10 11 , -

number of sampl es was ex tended , wi t h irnproved pc rforrn a 11 cc rcs ultill g. T hi s 

useful and eclect ic endeavo r brought prev ious t li cord ical and pra.ct icaJ res ult s 

on se que nti a l de tec tion into th e contex t o f inte rception. Tli e second detector 

and hop frequ en cy estima tor sol ved th e problem of how to apply e ffect ively 

the com p ressive rece ive r to inte rceptio n. Th e firn1 n1 a. tl1 c n1 a ti ca.l dcvcloprrw11 t 

s ta rkJy cont ra.s ted with pre vi o us ad hoc a tt acks on th e proble111 . O ut of tl,i s 

work also cam e some m a themati cal res ults of ge ne ra. I inU:res t ; ,unong th <'s<' 

we re bounding di s tribution s on the sum of squ ares of Ca.uss ia.n ra.nd o n1 vari ­

a bles a nd an ex tension o f th e Ri e rna.nn -Le besguc Lcmn1 a to integra ls of linca.rly 

frequen cy-mo dula ted sinusoids. A brand new iclf'a. in dctf'ct io 11 was co 11 cf' iv<'d , 

yi eldin g yet an o ther new de tecto r. The o ri g in a l idea 111 c lcl cd tl1 c image process-
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ing technique of deconvolution to those of density est ima,tion, The dcLeclor 

th
us devcloped was quite independent of the detail s of signal modulaLion. 

While there is much presented here, there is sLil l much to be done. TherC' 

are other int · · · I 1 erceplors to be analyzed a.nd new detect ion techniques to be ceve -

oped. A 1 
s s ue 1 , the area of sp read-sped rum interception will y ield new res ults 

for man . . 
Y Yea1 s to come. 
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