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Seemingly performant models can break down in unexpected and uneven ways, from im-

age classifiers failing to recognize an otter out of water, to LLMs being nearly 3 times worse at

recalling facts about Somalia than Sweden. In this dissertation, I’ll detail interpretability tech-

niques to scalably illuminate and efficiently intervene on discovered model deficiencies. First,

I’ll present evidence for pervasive reliance on spurious correlations by vision models, by way

of carefully constructed benchmarks. Then, I’ll automate these approaches, demonstrating the

power of leveraging auxiliary models to more efficiently organize data, towards uncovering and

articulating subsets where models struggle. Finally, I’ll show how these same techniques can be

applied to mitigate instances of real-world geographic disparities and even tackle sociotechnical

challenges like artistic copyright infringement. In general, it can be difficult to trust what we do

not fully understand, especially when unexpected failures arise. By scalably identifying failure

modes before they cause harm, we enhance transparency around model abilities and limitations,

thus better informing when models can be trusted to work reliably for all.
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9.1 Spuriosity rankings sort images based on the presence of spurious cues. The
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10.1 WORLDBENCH leverages World Bank data to assess the ability of large language
models (LLMs) to recall factual information about speci�c countries. Above, we
plot the absolute relative error per country, averaged over11global development
statistics queried to20 state of the art open source and private LLMs. WORLD-
BENCH reveals signi�cant geographic disparities in LLM factual recall. . . . . . 171

10.2 Overview of WORLDBENCH. Our benchmark provides a manner to quantify
the performance of large language models (LLMs) on a per-country basis. We
disentangle data collection from evaluation by utilizing the World Bank's data
bank, which contains statistics (called indicators) pertaining to numerous diverse
aspects of global development. Crucially, the data is available for nearly all coun-
tries and is updated year to year. With WORLDBENCH, one can �exibly select
speci�c statistics of interest, and dynamically re-evaluate models as time passes
to see if they remain up to date. In this work, we uncover substantial geographic
disparities in LLM performance for a wide range of models released by industry
leaders, revealing the inequities pervasive across state of the art LLMs. . . . . . . 172

10.3 World Bank categorizations of countries into7 regions (left) and4 income groups
(right). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177

10.4 Standard pipeline for extracting numeric answers from LLMs. Each question is
de�ned by a query (i.e. Before asking a language model a question, we prompt it
with a base instruction and example. Then, we automatically parse the raw output
to obtain a numeric value which can be compared to the groundtruth data. . . . . 178

10.5 Language models exhibit disparate performance for countries from different re-
gions and income groups. Error rates are lower for western and high income
countries. Mean absolute relative error rate per region and income group re-
ported over all11queries and20 language models studied. We note that the best
performing LLMs have much lower error rates than the averages presented above
(see �gure 10.7). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182

10.6 Error rates can vary signi�cantly across countries, with some countries experi-
encing nearly3� higher absolute relative error than others. Strikingly, all of the
15countries with the lowest error rates fall in the high income category, while all
of the15countries with the highest error rates fall in the low income category. . . 183

10.7 Performance of20LLMs averaged over11 indicators from WORLDBENCH. We
present the absolute relative error (left), as well as disparities across regions (mid-
dle) and income groups (right). For disparities, the blue dashed lines correspond
to the disparity incurred using a random categorization of countries (into7 groups
for Regions and4 for Income groups), averaged over ten trials. Observed dispar-
ities far exceed the amount expected for a random categorization of countries
across nearly all LLMs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 184

10.8 Error rates and disparities per indicator, averaged over LLMs. For disparities, the
blue dashed lines correspond to the disparity incurred using a random categoriza-
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over10trials. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186
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10.9 The order of regions and income groups by absolute relative error is largely con-
sistent per LLM (top) and per indicator (bottom). For both LLMs and indicators,
the regions with the lowest errors are most frequently North America and Europe
& Central Asia, while the regions with the highest error are most frequently Sub-
Saharan Africa and East Asia & Paci�c. For Income groups, error nearly always
increases as income decreases. . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

10.10In addition to hallucinating false answers, we also observe LLMs to occassionally
hallucinatecitations. Above, a few examples of hallucination citation are shown. 188

10.11Error rate of LLM outputs compared to year from which groundtruth is extracted.
Many models show the lowest error rate when their outputs are compared to
groundtruths from2021, indicating that models may already be slightly out of
date. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190

11.1 (Left ) Instances of a class can appear in many diverse ways, like the pears above.
Using one vector (the classname embedding) to represent the whole class results
in disparate performance, particularly for atypical instances. (Middle) To address
this issue, we infer attributes and embed multiple vectors, reducing disparities and
enhancing interpretability. (Right) Our method scales better than prior works as
we include more attributes (Section 11.6.1), enabling us to account for the many
ways in which diversity can arise. . . . . . . . . . . . . . . . . . . . . . . . . . . 195

11.2 We test models on datasets that provide groundtruthattributes (shown in bold)
annotating hierarchies, diverse states, and real-world shifts (e.g., Rojas et al. [2]
labels the income level and country of origin of each image, towards promoting
AI models that reduce bias) within a class. We �nd that standard zero-shot accu-
racy (`Base Acc.' above) drops signi�cantly when certain attributes are present,
namely when the attribute manifests in visual differences from what the model
considers `typical' for the class. We design our method to improve performance
on these `atypical' instances. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196

11.3 The average precision (AP) of a classname embedding is often much lower than
the average precision of a subpopulation (i.e. classname with attribute) embed-
ding. Subpopulations that see large increases in AP by including the attribute
tend to be atypical. We design our method to improve accuracy on these diverse
subpopulations, by inferring and explicitly accounting for them. . . . . . . . . . 202

11.4 An Arctic fox can more closely resemble a typicalwolf than a typicalfox .
Standard zero-shot classi�cation using one vector per class (the classname em-
bedding) is ill suited for this case. We address this issue by nonlinearly consoli-
dating similarities tomultiplevectors per class that explicitly encode the diverse
subpopulations within the class. See section 11.4.2 for full explanation. . . . . . 206

11.5 Instances where our method corrects mistakes of the standard approach. The
attributes used in inference also serve as faithful �ne-grained explanations. No-
tably, these samples are atypical, suggesting that inspecting samples where our
method and standard classi�cation disagree can enable automatic surfacing of
atypical cases, towards better understanding the task at hand. . . . . . . . . . . . 213
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11.6 Accuracy, overall and for the worst classes, as new types of attributes are added.
Performance for our consolidation scheme continuously improves, while it satu-
rates or deteriorates for others. . . . . . . . . . . . . . . . . . . . . . . . . . . . 214

11.7 Right: As k decreases, �rst, accuracy overall and on the worst classes both in-
crease. Then, overall accuracy begins to decrease while accuracy on the worst
classes continues to improve. Thus, we can control this trade-off viak. Left: � ,
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Chapter 1: Introduction

1.1 Motivation

Deep learning-based arti�cial intelligence (AI) has grown rapidly and consistently, signal-

ing the advent of an era where its use as a general-purpose technology becomes ubiquitous. De-

spite demonstrating impressive performance on a wide array of tasks, the excitement felt within

the AI community is not mirrored by the general public: a 2023 poll conducted by Pew Re-

search found52%of Americans were more concerned than excited about the increased use of

arti�cial intelligence, while only10%felt more excited than concerned [3]. One cause for con-

cern around the widespread adoption of AI is reliability. Models have been shown to fail in a

number of diverse ways: imperceptible perturbations can cause vision models to produce com-

pletely irrelevant outputs [4]; accurate models can experience signi�cant drops in performance

when spurious correlations present in the training data are broken [5, 6, 7]; large language models

(LLMs) can con�dently and convincingly generate false information [8]. Further, failure modes

can disparately affect some demographics more than others, posing serious fairness issues [9].

While any technology has limitations, ensuring the reliability of AI poses unique chal-

lenges. A traditional approach to verify some technology is safe to use consists of �rst contem-

plating the most likely ways in which the technology may fail, and then testing the technology

in each scenario. However, because AI can be used in so many settings, it may also fail in more
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Figure 1.1: Models can be “right for the wrong reasons”, leading to failure modes that go un-
detected. In Part I, manually constructed benchmarks that go beyond single-class labels enable
closer study of spurious correlations in vision models.

settings than one can enumerate apriori. As the AI community continues to trend towards cre-

ating general purpose foundation models [10] which have countless use cases, the prospect of

manually verifying each risk becomes less and less feasible. Even when we are aware of a po-

tential failure mode, it can be expensive to verify the model's robustness to the failure, as one

would typically need to gather more data that speci�cally encapsulate the scenario of interest.

Needless to say, manually gathering new data for every scenario one wishes to test would incur

a prohibitively high cost. Moreover, AI models can fail in ways that humans would not expect.

Thus, safety concerns are compounded by the fact that these moments of unreliability can be

dif�cult to predict, and as such, often go unnoticed until they cause harm.

Consider the example of verifying that a simple image classi�er does not rely on spurious

correlations1. First, since training and validation sets are typically drawn from identical distri-

butions, the correlations present in the training set are likely to be preserved in the validation

1Spurious correlations are patterns that often (but crucially, not always) co-occur with a true signal of interest.
For instance, a classi�er may learn to rely on the presence of grass to recognize a cow because most of the cows seen
during training are in pastures. This model may then fail to recognize cows native to the island of Corsica, which are
often pictured on beaches [11].
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Figure 1.2: Part II shows how auxiliary models enable scaling up analyses from Part I to a much
wider set of potential failure modes; e.g., skills extracted from an auxiliary model's rationales
lead to enhanced transparency around tradeoffs between top foundation models (see Chapter 7).

set. Thus, even if the model does use spurious features, the validation accuracy may very well

remain high, providing a false sense of security. To truly assess the reliability of the classi�er,

one would need to obtain a new set of data where spurious correlations are broken, which is

expensive. Moreover, one would need to know what spurious correlations are relevant before

�nding data that break them, a task made challenging by the black-box nature of most AI models

and ampli�ed by the ever-growing size of models and training datasets alike.

Emphasizing this last point, a bottleneck in building reliable AI and fostering trust amongst

users is a lack of transparency. For one, the inner-workings of models are uninterpretable, making

it challenging to detect improper reasoning that may lead to errors. More broadly, standard

evaluation practices often leave ambiguity to the exact limits of a model's capabilities: average

accuracy over a standard benchmark can be insuf�cient to inform a user if the model will work

for their speci�c case, nor will it provide intuition to (on a qualitative level) the types of instances

where the model is more likely to struggle.

In this dissertation, I present methods to enhance transparency around how AI models make
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decisions and the cases in which they may be unreliable, towards systematically uncovering and

remedying model limitations. I argue that to ensure the reliability of an AI system, we should

�rst derive a concise and global understanding of how the system operates; namely, when it fails

and when it can be relied upon to work as expected. To do so requires searching over the space of

potential failure modes, which is particularly vast for AI because of the technology's versatility.

Thus, scalability is a central desiderata of the proposed methods. Towards this end, I demonstrate

the potential of leveraging some models in an auxiliary fashion to aid in automatically auditing

a much wider set of failure modes than manual approaches would allow. Finally, I illustrate

how reliability concerns can manifest as fairness issues, adversely affecting certain populations

of users much more than others, before applying techniques developed across my dissertation

to tackle some of these instances. Often, the solutions I propose replace existing work�ows

with more interpretable analogs that explicitly account for corner cases. Indeed, for one of the

sociotechnical applications we investigate – artistic copyright infringement – transparency is not

just a goal, but a requirement, as judges, lawyers, and juries cannot incorporate the insights from

our method if they are not interpretably conveyed.

In summary, this dissertation offers multiple perspectives to reliability challenges in AI,

from close inspection of spurious correlations in an academic setting to constructing transparent-

by-design systems to account for and mitigate disparities that emerge for real-world geographic

shifts. I present evidence for the existence of limitations that go undetected with standard eval-

uation practices, and offer scalable augmentations to evaluations to more interpretably diagnose

model weaknesses, as well as strengths. Then, I demonstrate how these insights can enable miti-

gations, often in ef�cient manners. For example, after a surfacing a subset of data where a model

struggles, improving performance on that subset can at times be as simple as tuning the model
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Figure 1.3: Undetected failure modes can have adverse and disparate societal impact. Part III
focuses on a few such implications: catching geographic disparities in LLMs, curtailing them in
VLMs, and examining artistic copyright infringements of text-to-image models.

on that same subset. As a whole, ensuring reliability requires a continual effort, which persists

as models evolve and new applications emerge. Scalability and transparency are crucial tenants

of the solutions I propose, as (i) the space of use-cases (and consequently corner cases) for AI

is too wide to cover with manual methods, and (ii) without clarity around model limitations, the

occurrence of unexpected failures will denigrate user trust. Indeed, these points are all the more

important when applying a sociotechnical lens to AI reliability, where overlooked corner cases

translates to real people being adversely affected. While AI need not be perfectly understood by

all who use it, enhancing transparency around when it can be relied upon will foster greater trust

for broader swaths of society, allowing AI and its potential bene�ts to reach a wider audience.

1.2 Overview and Contributions

I now provide a more detailed overview of the technical contributions made in this disser-

tation, along with information regarding how this document is organized.

In Part I, I will take a close look at spurious correlations in vision models. This case study
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epitomizes the phenomenon that seemingly performant models can be “right for the wrong rea-

sons”, resulting in unexpected failure modes that overall accuracy obfuscates. I will also show

that different model limitations can be at odds such that tackling one issue may amplify an-

other, which suggests that model reliability will not have a one-size-�ts-all solution. Notably,

these insights utilize new benchmarks that go beyond single class-label supervision (e.g. object

segmentations or labels for attributes), so to provide richer signal than accuracy alone. While

these benchmarks can be illuminating, they are often expensive to construct. To expand these

approaches, in Part II, I will present a number of works that allow for more scalable analyses

of model limitations. The common thread in these works is collaborating with auxiliary models

to better understand a model of interest. To name a few, I propose methods to more ef�ciently

interpret the activation space of vision models, understand skill-level strengths and weaknesses

of foundation models, and even mitigate the spurious correlation issue detailed in Part I. Finally,

in Part III, I turn to problems with more direct societal impact. Speci�cally, I measure geographic

disparities in LLMs, mitigate them in zero-shot vision-language model (VLM)-based image clas-

si�cation, and present a legally-grounded quantitative framework for characterizing artistic styles

and detecting potential style infringements by text-to-image generative models.

Each chapter following this one will correspond to a separate conference main proceedings

publication, presented in slightly abridged form. Mainly, appendices are removed; readers can

refer to the corresponding orginal paper for complete details. In total, this dissertation presents

�ndings from 10 papers I led over my PhD (3 at NeurIPS, 2 each at ICLR and FAccT, and 1 each

at CVPR, ICML, and ICCV), along with a short chapter for an ICLR paper where I advised as a

later author. Below, I provide brief summaries of each chapter, along with their key contributions.

Part I: Case Study on Spurious Correlations in Vision Models
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• Chapter 2 reveals an unexpected behavior of image classi�ers when operating under lo-

calized noise; namely, background noise can degrade performance more than foreground

noise in some instances. This issue has roots in spurious correlation reliance, which we

study for a vast set of models using multiple novel analyses and a new dataset.Key con-

tributions: RIVAL10 dataset, noise-basedrelative foreground sensitivitymetric, saliency

alignment technique for �nding relied upon spurious cues.

• Chapter 3 identi�es a subset of classes where image classi�ers heavily rely on spurious

cues, to the extent that they still predict that an object is present even when it has been

removed entirely. Abnormally high reliance on spurious cues for these classes is shown to

occur across diverse model types, and properties of these classes are studied.Key contri-

butions: Hard ImageNet dataset, object ablation analysis.

• Chapter 4 presents a surprising tradeoff between two notions of robustness, with exten-

sive theoretical and empirical support.Key contributions: theory-based understanding

of an unintended consequence of adversarial training, curation of a benchmark suite for

measuring spurious correlation reliance.

Part II: Scalable Discovery and Mitigation of De�ciencies, demonstrating the power of lever-

aging auxiliary models.

• Chapter 5 shows adversarial examples are linearly separable in the embedding space of a

frozen self-supervised model (SimCLR [12]).Key contributions: ef�cient detection and

classi�cation of adversarial attacks.

• Chapter 6 extends CLIP [13] text encoders to arbitrary vision models by training just a
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linear layer, greatly reducing the cost of interpreting the latent spaces of vision models.

Key contributions: Text2Concept, Concept2Text, cross-model alignment.

• Chapter 7 uses model-generated rationales to extract skill-level strengths and weaknesses

from existing foundation model evaluations.Key contributions: SkillIndex dataset, skill-

based (training-free) routing, skill-based retrieval of evaluation instances.

• Chapter 8 presents an ef�cient manner to obtain more coherent and faithful descriptions

of image classi�er failure modes, utilizing a pretrained image attribute tagger.Key contri-

butions: PRIME, automatic metrics for assessing quality of failure mode descriptions.

• Chapter 9 uses neuron-level interpretability techniques on an adversarially trained surro-

gate model to uncover spurious cues for image classi�ers and organize data into subsets

of high or lowspuriosity(i.e. if the spurious cue is present or absent). This enables mea-

surement of model bias to spurious cues using natural images (as opposed to prior noise

or ablation based approaches) without needing to collect new data. We also mitigate these

biases ef�ciently at no cost to overall accuracy.Key contributions: spuriosity rankings

for ImageNet [14] classes, empirical evidence for widespread class-dependent biases over

dozens of diverse models, technique for discovering relevant cues for arbitrary classi�ca-

tion datasets, measurement and mitigation of biases, method for �nding and �xing label

noise.

Part III: Applications to Sociotechnical Challenges

• Chapter 10 leverages data from the WorldBank to reveal that geographic disparities in

factual recall are pervasive in LLMs.Key contributions: WORLDBENCH dataset.
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• Chapter 11 tackles geographic disparities in zero-shot VLM-based image classi�cation

via collaboration with LLMs and a novel diversity-aware classi�cation paradigm. The

resultant system has enhanced transparency and improved accuracy, driven by gains on

the most challenging subsets of data, including for images from regions and income-levels

that typically see highest error rates.Key contributions: novel interpretable and fairer

zero-shot classi�cation scheme, principled tradeoff analysis of accuracy and fairness.

• Chapter 12 presents a legally-grounded quantitative approach to de�ne unique artistic

styles, demonstrate if they exist for an artist, and detect if the style is replicated in gener-

ative art. Large emphasis on interpretability and connection to existing legal scholarship.

Key contributions: ArtSavant, novel interpretable and attributable tag-based art style clas-

si�cation approach, diversity aware zero-shot art tagging, empirical analysis of copying for

state-of-the-art text-to-image generative models.
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Part I: Case Study: Spurious Correlations in

Vision Models
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We begin by taking a close look at spurious correlations in image classi�ers. Image classi-

�cation is fundamental task in computer vision, where an input image must be mapped to one of

a prede�ned set of classes. This task has been studied extensively, and image classi�cation or ob-

ject recognition is just a sub-task to the more complex reasoning over images that modern models

are designed to do. Thus, models, especially deep-learning based models, can typically appear

strong in image classi�cation, achieving high accuracy on numerous benchmarks. Nonetheless,

our analyses indicate that these models can be `right for the wrong reasons'. That is, models may

rely on spurious signals that may not always be reliable. In this chapter, we present evidence for

the reliance of vision models on spurious cues, even for the simple task of image classi�cation.

Namely, we develop new datasets with annotations that go beyond single-class labels, along with

novel noise-, saliency-, and ablation-based analyses, to quantify and understand the nature of

spurious correlation reliance. Our analyses point to lead to surprising �ndings, including with

respect to how spurious correlation reliance is affected by measures to address other reliability

concerns. Speci�cally, while adversarial training improves a model's robustness to adversarial

distribution shifts, we �nd that it results in greater reliance on spurious cues, and consequently, a

reduced robustness to natural distribution shifts that break spurious correlations. Thus, reliabil-

ity issues can come in distinct forms, and the interplay between them is not always predictable.

These �ndings underscore the unexpected nature of model limitations, and the need for ef�cient

methods – beyond standard evalution practices – to traverse the space of potential failures and

shed light on reliability concerns before they cause harm.
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Chapter 2: A Comprehensive Analysis of Image Classi�er Sensitivity to Fore-

grounds, Backgrounds, and Attributes

This chapter details a paper presented as an oral at CVPR '22, co-authored by Phillip Pope,

Yogesh Balaji, and Soheil Feizi [15].

While datasets with single-label supervision have propelled rapid advances in image clas-

si�cation, additional annotations are necessary in order to quantitatively assess how models make

predictions. To this end, for a subset of ImageNet samples, we collect segmentation masks for the

entire object and18informative attributes. We call this dataset RIVAL10 (RIchVisualAttributes

with Localization), consisting of roughly26k instances over10 classes. Using RIVAL10, we

evaluate the sensitivity of a broad set of models to noise corruptions in foregrounds, backgrounds

and attributes. In our analysis, we consider diverse state-of-the-art architectures (ResNets, Trans-

formers) and training procedures (CLIP, SimCLR, DeiT, Adversarial Training). We �nd that,

somewhat surprisingly, in ResNets, adversarial training makes models more sensitive to the back-

ground compared to foreground than standard training. Similarly, contrastively-trained models

also have lower relative foreground sensitivity in both transformers and ResNets. Lastly, we ob-

serve intriguing adaptive abilities of transformers to increase relative foreground sensitivity as

corruption level increases. Using saliency methods, we automatically discover spurious features

that drive the background sensitivity of models and assess alignment of saliency maps with fore-
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Figure 2.1: Examples where background noise degrades performance of highly accurate models
more than foreground noise. Gaussian`1 noise with standard deviation� = 0:24shown. Proba-
bilities are averaged over ten trials. While these examples are atypical, we observe that they are
surprisingly prevalent, and model design can affect the degree to which such cases arise.

grounds. Finally, we quantitatively study the attribution problem for neural features by comparing

feature saliency with ground-truth localization of semantic attributes.

2.1 Introduction

Large scale benchmark datasets like ImageNet[14] that were constructed with single class

label annotation have propelled rapid advances in the image classi�cation task[16, 17, 18, 19].

Over the last decade, several network architectures and training procedures were proposed to

yield very high classi�cation accuracies [16, 18, 20, 21]. However, methods to interpret these

model predictions and to diagnose undesirable behaviors are fairly limited. One of the most pop-

ular class of approaches are saliency methods[22, 23, 24, 25] that use model gradients to produce

a saliency map corresponding to the most in�uential input regions that yielded the resulting pre-

diction. However, these methods are qualitative, require human supervision, and can be noisy,

thus making their judgements potentially unreliable when made in isolation of other supporting

analysis.

In this paper, we argue that to obtain a proper understanding of how speci�c input re-
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gions impact the prediction, we need additional ground truth annotations beyond a single class

label. To this end, we introduce a novel dataset, RIVAL10, whose samples includeRIch Visual

Attributions withLocalization. RIVAL10 consists of images from20categories of ImageNet-1k

[14], with a total of26k high resolution images organized into10classes, matching those of CI-

FAR10 [26]. The main contribution of our dataset is instance wise labels for18informative visual

attributes, as well as segmentation masks for each attribute and the entire object. We present our

dataset as a general resource for understanding models trained on ImageNet. We then provide a

study of the sensitivity of a diverse set of models to foregrounds, backgrounds, and attributes.

Our study of background and foreground model sensitivity is motivated by some counter-

intuitive model behaviors on images whose background and foreground regions were corrupted

with Gaussian noise: Figure 2.1 shows instances where highly accurate models have performance

degraded much more due to the background noise than the foreground noise. While this is not the

norm (i.e. models are more sensitive to foregrounds on average), the existence of these examples

warrants greater investigation, as they expose a stark difference in how deep models and humans

perform object recognition. Quantifying the degree to which different architectures and training

procedures admit these examples can shed new insight on how models incorporate foreground

and background information.

To this end, we conduct anoise analysisthat leverages object segmentation masks to quan-

titatively assess model sensitivity to foregrounds relative to backgrounds. We proxy sensitivity to

a region by observing model performance under corruption of that region. We propose a normal-

ized metric,relative foreground sensitivity(RFS), to compare models with various general noise

robustness. A highRFS value indicates that the model uses foreground features in its inferences

more than background ones since corrupting them result in higher performance degradation.
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Figure 2.2: Accuracy under noise in foregrounds and backgrounds, averaged over multiple noise
levels. Marker size is proportional to parameter count. Models with higher relative foreground
sensitivity lie further from the diagonal.

In Figure 2.2, we see different architectures and training procedures lead to variations in

both general noise robustness (projection onto the main diagonal) and relative foreground sen-

sitivity (normalized distance orthogonal to the diagonal). Notably, we �nd that adversarially

training ResNets signi�cantly reducesRFS, surprisingly suggesting that robust ResNet mod-

els make greater use of background information. We also observe contrastive training to reduce

RFS, and transformers to uniquely be able to adjustRFS across noise levels, reducing their

sensitivity to backgrounds as corruption level increases. Lastly, we �nd object classes strongly

affectRFS across models.

We couple our noise analysis with saliency methods to add a second perspective of model

sensitivity to different input regions. Using RIVAL10 segmentations, we can quantitatively assess

the alignment of saliency maps to foregrounds. We also show how we can discover spurious

background features by sorting images based on the saliency alignment scores. We observe that

performance trends that our noise analysis reveals are not captured using qualitative saliency

methods alone, suggesting our noise analysis can provide new insights on model sensitivity to
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foregrounds and backgrounds.

Lastly, we utilize RIVAL10 attribute segmentations to systematically investigate the gen-

eralizability of neural feature attribution: for a neural feature (i.e., a neuron in the penultimate

layer of the network) that achieves the highest intersection-over-union (IOU) score with a speci�c

attribute mask on top-k images within a class, how the IOU scores of that neural feature behave

on other samples in that class. For some class-attribute pairs (e.g. dog, �oppy-ears), we indeed

observe generalizability of neural feature attributions, in the sense that test set IOUs are also high.

In summary, we present a novel dataset with rich annotations of object and attribute seg-

mentation masks that can be used for a myriad of applications including model interpretability.

We then present a study involving three quantitative methods to analyze the sensitivity of models

to different regions in inputs. We hope the RIVAL10 dataset will help study failure modes of

current deep classi�ers and pave the way for building more reliable models in the future.

2.2 Review of Literature

2.2.1 Related Datasets

Prior to the rise of deep learning, a number of works studied attribute classi�cation, leading

to the construction of datasets such as Animals with Attributes [27] and aPASCAL VOC 2008

[28] (adding annotations to [29]). [30] published CUB 200, a �ne-grained classi�cation dataset

of bird species with object segmentations and partlocalizationsin the form of single coordinates,

as opposed to segmentation masks like in RIVAL10. Finally, [31] collected object attributes on a

small-scale subset of ImageNet. More recently, [32] publish a large-scale object attribute dataset

on a subset of ImageNet. The Celeb-A dataset [33] contains attribution with applications to
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generative modeling, but limited utility for general representation learning since it only contains

face images. The broader dataset Visual Attributes in the Wild (VAW)[34] provides large-scale

in the wild attribute annotations for 250k object instances.

Many datasets aim to stress test models to reveal limitations. [35] introduces ImageNet

variants under diverse corruption types, including Gaussian noise. [36] adds two more ImageNet

variants that include challenging natural samples and out of distribution samples, on which top

models see massive accuracy drops. Models evaluated on [37] similarly see large drops, though

this dataset differs in that it is strictly a test set. Other works introduce synthetic datasets to

assess spatial biases [38] or background reliance of classi�ers, such as [39] and [40], which

perform some variation of swapping or altering foregrounds and backgrounds. Though similar,

these works differ in objective and technical contribution to ours. [40] focuses on developing a

novel distributionally robust optimization procedure. [39] emphasizes designing a multitude of

test datasets through creative editing of foreground and background regions to serve as a gen-

eral benchmark to evaluate models. In contrast, our work presents a novel method to analyze

foreground sensitivity, and demonstrates its utility by applying it to a breadth of cutting-edge ar-

chitectures and training paradigms, leading tomodel-speci�cobservations. Further, our RIVAL10

dataset is signi�cantly larger and richer in annotation.

Recently, [1] uses saliency maps and feature visualization in a semi-automated process to

identify deep neural nodes corresponding to core or spurious features for an object of a given

class, resulting in a large-scale dataset with segmentations corresponding to salient features.

However, annotation of the segmented regions are limited to just labeling them as `core' or `spu-

rious'.
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2.2.2 Interpretability Methods

A number of methods have been proposed to interpret model predictions, such as saliency

or class activation maps[22], in�uence functions [41], and surrogate white box models[42, 43].

However, saliency maps have been found to be noisy and in�uence functions are fragile [44,

45]. Some methods seek to interpret the function of a neural node via synthesizing inputs that

maximize its activation [46, 47, 48], though these methods are limited when non-adversarially

robust models are used[49], and offer qualitative insights.

A motivation behind the development of interpretability methods is to work towards ad-

dressing the `shortcut learning' issue, where models rely on easy-to-learn features that lead to

high performance on training sets, but poor generalization in other settings. [5] discusses this

at length, recommending the development and usage of challenging datasets whose inputs are

out-of-distribution with respect to standard benchmarks. RIVAL10's rich annotations open the

door to the construction of many challenge datasets, in which shortcuts are broken via swapping

backgrounds, foregrounds, andattributes(examples in Appendix).

Other constructive works aimed to reduce the reliance of deep models on spurious features

appeal to counterfactual data generation [50, 51, 52], often appealing to disentangled represen-

tations or explicit annotations to break correlations of texture, shapes, colors, and backgrounds.

Further, [53] found that removing spurious features can in fact hurt accuracy and disproportion-

ately affect groups. Thus, the notion that spurious features are always harmful is incomplete, and

a closer look is required to ground discussions regarding the shortcut learning issue. Lastly, [54]

provides theoretical context for stress testing models to discern causal factors.
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Figure 2.3: (Left ): Correlations between attributes in the training split. (Right): Class-wise
means of attribute vectors in the training split.

2.3 RIVAL10

2.3.1 Overview

RIVAL10 differs from previous attributed datasets in that it providesattribute-speci�clo-

calizations. That is, for every positive instance of an attribute, a binary segmentation mask iden-

ti�es the image region in which the attribute occurs.

Perhaps, the most similar dataset in this regard is the recent Fashionpedia [55], a dataset

providing attributes and localizations of27apparel categories. However, the dataset is proposed

for the fashion domain which limits its utility for general purpose object recognition task. To the

best of our knowledge, RIVAL10 is the �rstgeneral domaindataset to provide both rich semantic

attributes and localization, the combination of which we envision to aid in analyzing the robust-

ness and interpretability of deep networks. While other datasets used for semantic segmentation

and object detection go beyond single label annotations [56, 57, 58], they are not designed with

classi�ers speci�cally in mind, like RIVAL10.
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Classes were chosen to be aligned with CIFAR-10 to enable analyzing the existing architec-

tures and training techniques developed for the object recognition task. In particular, the classes

we provide are:bird, car, cat, deer, dog, equine, frog, plane, ship, truck. We collected the fol-

lowing attributes for these object categories:beak, colored-eyes, ears, �oppy-ears, hairy, horns,

long, long-snout, mane, metallic, patterned, rectangular, tail, tall, text, wet, wheels, wings. Some

attributes were inspired from [31].

We chose attributes to be intuitively informative, capturing semantic concepts that humans

may allude to in classifying RIVAL10 objects. While the attributes contain some redundant

information, they are nonetheless discriminative in the sense that a linear classi�er on attributes

achieves93:3% test accuracy. We visualize attribute correlations and class-wise frequencies in

Figure 2.3.

2.3.2 Data Collection

All images were sourced from ImageNet [14]. The images used in each RIVAL10 class

were derived from pairs of related ImageNet classes. In other words,20 classes from Ima-

genet were used to build the10 RIVAL10 classes. To collect our attributes and localizations,

we hired workers from Amazon Mechanical Turk (AMT). Data collected through AMT without

careful control may be of low quality. To encourage quality annotations, we utilize strategies

recommended by the HCI community [59]: providing detailed instructions,screeningworkers

for aptitude, and monitoring worker performance with attention checks.

Binary attributions were collected �rst. Workers were required to pass a quali�cation test

of 20 images with known ground truth attributes: only workers who achieved a minimal overall
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precision and recall of0:75were hired for full data collection. Because the task of segmentation

is more involved than indicating whether or not an attribute is present, we required a second

quali�cation test, assessing annotation quality by computing intersection-over-union (IOU) of

the submitted attribute masks with ground truth masks. Workers were required to complete �ve

segmentations with an average IOU of at least0:7.

To ensure that quality is maintained in both the attribution and segmentation phases, roughly

5% of images provided to workers to annotate already had ground truth labels. These so-called

attention checks allowed for the monitoring of annotation quality during the collection process.

In the �rst stage of collecting binary attribute labels, the average precision and recall scores were

0:81 and0:84 respectively. For each positive instance of an attribute marked in the �rst phase

of data collection, an attribute segmentation was collected in the second phase. Completeing

attribute segmentations in a second pass allowed for the review of the binary attributions and the

removal of any false positives. Average IOU of attention checks completed during the second

phase of data collection was0:745. Further details on our data collection pipeline, including im-

ages of instructions shown to workers, payments, and quality-assurance metrics, can be found in

the appendix.

2.4 Models

In our analyses, we focus on ResNets and Vision Transformers[16, 21]. We inspect ResNets

trained (i) in a standard supervised fashion, (ii) adversarially via`2 projected gradient descent[60],

and (iii) contrastively (i.e. no direct label supervision), with SimCLR and CLIP[12, 13]. We also

consider CLIP Vision Transformers, as well as standard Vision Transformers (ViT) and Data ef-
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Figure 2.4: Accuracy under noise in foreground (left) and background (middle) at various noise
levels. Models are grouped by architecture and training procedure, with a curve corresponding to
the average over all models in a group. (Right): RFS by group.

�cient Image Transformers (DeiT)[61]. DeiTs differ from ViTs primarily in their training set,

solely using ImageNet-1k while ViTs used ImageNet-21k. To make up for not having the in-

ductive biases of ResNets, ViTs increased the amount of training data, while DeiTs instead rely

upon extensive augmentation. All other models, with the exception of those trained with CLIP,

use ImageNet-1k as the pretraining set. CLIP, on the other hand, uses a much larger dataset of

images and associated text. A full discussion on models is offered in the appendix.

To perform classi�cation on RIVAL10 dataset, we append a linear head to the penultimate

layer of each base model. Only the linear head is �ne-tuned on RIVAL10's train split (i.e. other

weights are frozen), so to preserve the feature space learned in the original pretraining. All

models achieve upwards of 90% accuracy on the RIVAL10 test set, essentially controlling for

classi�cation ability. We note that while there is leakage between ImageNet-1k and the RIVAL10

test set, the purpose of this study is not to improve model's predictive accuracy directly, but

instead to better understand the information used in making predictions.

Recently, a number of works compare the robustness of ViTs to ResNets. While there are

mixed �ndings on adversarial robustness [62, 63], there is agreement that ViTs have stronger out-
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of-distribution generalization, likely due to self attention [64, 65]. In contrast, our work focuses

on relative robustness to noise in foreground and background regions.

2.5 Foreground and Background Sensitivity

2.5.1 Noise Analysis

We add noise to the foreground and background separately to see how corrupting each

region degrades model performance. Consider a samplex with a binary object maskm where

m i;j = 1 if the pixel x i;j is a part of the object. We �rst construct a noise tensorn that has pixel

values drawn i.i.d. fromN (0; � 2), where� is a parameter controlling the noise level. Then, we

obtain noisy-background~xbg and noisy-foreground~x fg samples as:

~x fg = clip(x + n � m); ~xbg = clip(x + n � (1 � m))

where� is the hadamard product, and `clip' refers to clipping all pixel values to the[0; 1] range.

We add Gaussian noise so to preserve the image content. Note that additive pixel-wise noise

leads to the same magnitude of perturbation in the foreground and background under the`1

norm. We also repeat our analysis with`2 normalized noise (presented in the appendix) to avoid

a bias against larger regions and obtain similar results.

We seek to quantify the sensitivity of a model to foregrounds relative to its sensitivity to

backgrounds. To this end, we introducerelative foreground sensitivity(RFS). Let afg andabg

denote accuracy under noise in the foreground and background, respectively, and�a := ( afg +

abg)=2 denote their mean (referred to as the general noise robustness). We then de�neRFS for a
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