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Machine learning (ML) has achieved rapid progress in recent years.At the same time, the
growing capability of AI/ML also raises concerns over its reliability and societal impacts. This
dissertation investigates the robustness and trustworthiness of a spectrum of ML systems: from
discriminative to generative models, from model training to data collection, and from vision to
language. It covers three aspects of trustworthy AI/ML: Reliability under data distribution shifts,
interpretability, and data security.

First, reliability under data distribution shifts is essential for ML models to be reliably
deployed in real-world scenarios. Multiple factors can affect the data distribution at test time,
which is unknown during training. To account for unknown distribution shifts at test time, this
dissertation first studies several data augmentation techniques that are inspired by adversarial
optimization. We start with an image-space data augmentation solution and then extend the

idea to the feature representation space. In addition, we look into multi-modal vision-language



models and propose to address the limitations in the textual context to improve their zero-shot
generalization.

Second, interpretability is a desired property of trustworthy ML systems, which makes
black-box ML models more accountable. In addition, interpretability tools also help practitioners
debug and improve their models. Saliency maps are a commonly used technique for visualizing
how much each input part contributes to an ML. model’s output. In this dissertation, we broaden
the idea of saliency maps by proposing a parameter-space saliency method that helps identify
how much each sub-model contributes to an ML model’s output and discuss several applications
of this saliency tool for identifying and correcting failure modes of off-the-shelf ML models.

Lastly, we study a more adverse scenario where ML systems are at risk of being attacked
or compromised by adversaries. With the rapid progress of foundation models, especially large
language models (LLMs), we see a spike in interest in ML safety and ethical concerns around
their applications. With the generative ability of recent large models, the potential misuse be-
comes more detrimental. In this dissertation, we delve into possible exploitations of LLMs via

data tampering and discuss their societal impacts.
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Chapter 1: Introduction

1.1 Dissertation Overview

In this dissertation, we study the trustworthiness of ML systems from three aspects: Relia-
bility under data distribution shifts, interpretability, and data security. Note that in the rst part,
we mainly consider natural factors.§, environment, artifacts, data soure¢s) that may affect
the reliability, whereas, in the last part, we study trustworthiness from a safety perspective where
an ML system can be at risks of being attacked or compromised by adversaries. This section
gives a brief overview of the organization of this dissertation. Background and related works for

each aspect are discussed in Section 1.2.

Reliability under distribution shifts.  We investigate adversarial data augmentation techniques

for improving the generalization of ML models to data distribution shifts. Chapter 2 introduces

an intuitive image-space adversarial data augmentation via differentiable operations. Chapter 3
extends the idea of data augmentation to feature space where adversarial perturbations are added
to the normalization statistics of latent features. While the previous two chapters mainly study
such generalization on vision models that take image inputs, Chapter 4 delves into multi-modal
vision-language models and proposes a cross-modality prompt tuning technique that can further

boost their zero-shot generalization.



Interpretability. We study interpretable decision-making of ML systems in Chapter 5. It in-
troduces a parameter-space saliency method for locating submodules of neural networks that
contribute most to a model's output. We discuss its advantages over input-space saliency maps in
several applications, for example, using it to nd test samples that fall into the same failure mode

for an off-the-shelf ML model.

Data Security. Chapter 6 studies how data composition affects the behavior of large language
models via the lens of data poisoning. We study several potential exploitations of aligned LLMs
by tampering with its ne-tuning data. Our study provides insights into how model behaviors
can be effectively altered with a small fraction of compromised data. We discuss the broader
impacts of our study, raise awareness of data security, and call for comprehensive evaluations for

responsible LLM development.

1.2 Background

1.2.1 Reliability under Data Distribution Shifts

A reliable machine learning model is supposed to perform well under data distribution
shifts for real-world applications. For a model trained on some data, distribution shift refers to
the discrepancy between the underlying distributions of the test and the training data. Distribution
shifts can occur naturally in the real world due to variations in the environment [7], the encounter
of unseen concepts [8], or the difference in the data collection process [9]. For example, in the
meta-learning literature [10], each test sample consists of a novel task (i.e., distribution), and the

models should be able to adapt to the novel distributions quickly.



Existing works have proposed to improve OOD generalization from different perspectives.
Example techniques include robust optimization [11, 12], test time optimization [13, 14], disen-
tangled representation learning [15], multi-task learning [16], and novel network architectures
[17, 18],etc Data augmentation is a straightforward method designed to increase the diversity of
training data and prevent neural networks from over- tting. Recent studies in data augmentation
have proposed novel augmentation operations [1, 19-21], policy searching [22—24], and adver-
sarial approaches [25-2'4tc However, the effectiveness of data augmentation can be limited
by the choice of applicable augmentations[28, 29]. Another line of work proposes augmentation
in the feature space via feature interpolation [30, 31]. Feature augmentations are more exible
because they are not restricted to the family of image transformations.

With the availability of large-scale data [32, 33] and growing computation capacity, we
recently see the rise of foundation models. Foundation models are those pre-trained on large
amounts of data, usually only with self-supervision. The pre-training empowers the model with
rich knowledge that can be transferred to various downstream tasks. Foundation models can
also perform some downstream tasks in a zero-shot manner. By training on broad data, vision
foundation modelsg.g, CLIP [34]) can do open-world vision tasks and show impressive zero-
shot generalization on several OOD benchmarks. However, when adapting the foundation models
to downstream tasks, previous work observes that the ne-tuning process causes a loss in the
generalization of foundation models [35, 36]. How to effectively adapt foundation models to

downstream tasks without losing their generalization ability remains an open problem.



1.2.2 Interpretable Decision-Making

As ML models nowadays are mostly deep neural networks [37, 38], which function like
black boxes, it is challenging to reason behind their outputs to a given input. Such a lack of inter-
pretability limits their accountability and draws attention to concerns about their usage in critical
applications such as autonomous driving. In addition, developing interpretable ML models can
also assist in model debugging and improving their performance.

One common failure mode of ML models (especially discriminative ones) in interpretabil-
ity is that they tend to learn spurious correlations [11]. For example, a classi er may wrongly
correlate a person's gender with their hair color. One way to help identify such failure is to probe
the model with speci c data types. Sagawa et al. [11] proposes the Waterbird dataset that helps
examine whether a model can correctly generalize to rare group distributions.

Another line of work in interpretable ML proposes to use more intrinsically interpretable
model architectures, such as decision trees [39] and graph neural networks [40] to help understand
another black box model's decision.

Saliency maps are a widely adopted approach for interpreting ML model's output, which
can provide straightforward visualization of how much each part of the input or feature con-
tributes to the model's output. Grad-CAM [41] proposes an image-space saliency map for convo-
lutional neural networks based on the gradient information obtained using a target class. Follow-
up works [42, 43] in this direction improve the visualization quality of the image saliency maps.
While most previous saliency maps for interpretability focus on the input space, this disserta-
tion introduces a saliency method that works in the model parameter space and discusses several

bene ts of this alternative.



1.2.3 Ethical and Security Concerns in the era of LLMs

With the growing capability of ML systems, especially LLMs, there is a growing interest in
studying their safety aspects. While conventional ML security studies adversarial attacks [44, 45]
or data poisoning attacks [46—48] may target causing a classi er to mistake a cat for a dog,
modern-day attacks on LLMs seek to exploit their generative ability [49, 50] and are shown
to cause more potential harm to humans. For example, study [50] shows that LLMs trained
with safety lters can be adversarially attacked (“jailoroken”) to respond to requests and give
information on topics that may cause harm to humang, (how to make a bomb).

Beyond adversarial attacks, another major safety concern over LLMs is that they could
spread misinformation because they are prone to “hallucinate” [51], where the model may gener-
ate outputs that are not true to facts. This can be especially harmful considering that one of their
primary applications in the real world is answering user questions like a search engine.

To better understand and address the potential safety concerns of LLM, there are various
“red-teaming” [52] campaigns in both research labs and open-source communities. Governments
are also involved in making policies to regulate Al development in light of its potential risks and
impacts [53].

In this dissertation, we discuss possible exploitations of LLMs via data tampering. We
showcase a multi-purpose data poison attack that aims to impose certain behaviors into a target
LLM. As the target behavior can vary, the vulnerability we disclose not only concerns LLMs'

security but also has a broader impact on their integrity and trustworthiness.



Chapter 2: Generalization via Adversarial Data Augmentation

2.1 Introduction

Autonomous systems like drones and self-driving cars have the potential to improve the
ef ciency of transportation while reducing the risks of accidents. However, it is challenging to
develop a reliable and robust autonomous system that can make correct decisions under different
adversarial conditions, such as changing ambient lighting during day and night, unpredictable
weather conditions, and various hardware uncertainties, including camera distortion and noises.
Recently Deep Neural Networks (DNNs) have achieved notable success in autonomous systems.
In particular, vision-based autonomous driving offers the advantage of relatively low hardware
costs, with cameras on board instead of delicate sensors. These vision-based autonomous driv-
ing systems are typically trained in an end-to-end fashion, thereby reducing the overall system
complexity.

However, DNN-based vision models are known to be highly brittle to small image cor-
ruptions, changes in lighting conditions, and other seemingly small changes in the data distribu-
tion [54, 55]. For safety and reliability, it is crucial to build robust DNN-based vision systems that
perform well under unforeseen conditions. In this work, we propose to improve the robustness of
vision-based models using ideas inspired by the adversarial training literature [56]. We augment

the training datasets with common image transformations, like Gaussian blur, noise corruption,
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and color shifts. Unlike standard augmentation methods, we choose the image transformations
and their parameters using adversarial optimization to nd the worst-case scenarios during train-
ing. By doing so, we produce vision systems that are more robust to image transformations than
traditional methods.

In the proposed framework, transformations are applied to each batch of training images.
We nd the optimal parameters for each transformation that results in worst-case model perfor-
mance using Projected Gradient Descent (PGD) [56], in which we take the derivatives of the
model loss with respect to the parameters that control the data augmenitatjahg amount of
blur, the level of noise, etc.). Once the worst-case transformation has been identi ed via gradi-
ent ascent on the augmentation parameters, the model is trained on these “adversarial examples”
using standard SGD.

With our proposed adversarial data augmentation strategy, we observe a signi cant perfor-
mance gain in terms of both improved accuracy on the original dataset and generalization to a
broad range of image degradations, including corruptions that are not seen during training. When
tested on a set of unseen corrupted images that simulate challenging real-world scenarios, our
model shows signi cant improvement on theean Corrupted ErrofmCE) [55] over a baseline
model [57]. Compared with the existing work [58] that also adopts a similar idea of adversar-
ial training but in an approximate way that does not exploit differentiable augmentations, we
show that our formulation for adversarial training achieves superior results. We demonstrate the
ef cacy of the adversarial training framework by comparing to a model trained with randomly
chosen augmentations. We also provide an ablation study on how the strength of the adversary
can affect the behavior of our training strategy.

Main Results: We introduce a differentiable and tunable data augmentation framework for
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adversarial training of autonomous systems, speci cally self-driving cars, in this paper to improve
the robustness of computer vision-based models. With this formulation, we can substantially
improve model performance and robustness against challenging real-world conditions that pose
threats to the safety and reliability of autonomous vehicles. In principle, the method is quite
general, and it can be applied to a wide range of vision-based tasks, model architectures, and

datasets.

2.2 Related Works

The work presented in this paper builds on existing needs to enhance the robustness of
vision systems, and draws inspiration from the data augmentation and adversarial training litera-
ture. We discuss these connections here.

Robustness in Autonomous Driving The robustness of autonomous systems is a topic
of interest and great importance. Vision-based models rely heavily on training data, which can
be problematic in the task of autonomous driving: training data are usually high-quality images
collected under good weather conditions; models trained on this may fail to generalize well to var-
ious real-world situations [59, 60]. For this reason, [61] collects a new dataset that contains com-
plicated real-world traf ¢ conditions. [62, 63] propose to enhance the robustness of autonomous
systems by training with synthetic data that models different weather conditions. Instead of mod-
eling any speci c real-world situations or collecting new datasets. We exploit common image-
guality factors that affect the decision-making process of vision-based models. Our work studies
a regression problem in the eld of autonomous drivifegrning to steef64, 65]. We propose

to improve the robustness of autonomous systems by introducing the above-mentioned factors to



our model through data augmentation at the training time, incorporating adversarial training for
enhanced robustness.

Data Augmentation. Data augmentation is a widely-adopted technique to prevent ma-
chine learning models from over- tting. Commonly used augmentation methods rely on basic
image processing operations like random scaling, random cropping, etc. More complex data
augmentation techniques have been studied in recent works. Unlike traditional data augmenta-
tions that consider each image separately, [20, 66] train on random pair-wise combinations of
images. [67] trains using random averages of images after augmentations are applied, resulting
in higher diversity in the augmented data. Rather than designing new augmentation operations,
another direction is to nd the best choices and order of operations for basic augmentation oper-
ations, i.e., an optimal data augmentation policy, for a given learning task. [68] aims to nd the
optimal augmentation policy by solving a discrete search problem through reinforcement learn-
ing, whereas [69] proposes to reduce the cost of the searching procedure by relaxing this discrete
optimization problem into a differentiable one. In our work, instead of nding the optimal aug-
mentation policy for a learning task, we aim to nd the optimal setting of each basic augmentation
operation for each batch of input data using adversarial optimization. With all of our operations
made differentiable, we can solve the optimization at a relatively low cost.

Adversarial Training . Adversarial training and its variants [45, 56] are rst proposed
to defend against adversarial attacks, where adversarially crafted input data with imperceptible
perturbation, i.e., adversarial examples [54, 70], is used to cause the malfunction of machine
learning models. In order to improve the adversarial robustness of a model, adversarial training
solves a min-max optimization problem, in which the inner maximization perturbs the input data

to cause maximal loss of the model, while the outer minimization problem updates the model so
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as to increase performance on the perturbed input.

Recent works have shown that adversarial training can be effectively applied to tasks other
than defending against adversarial attacks. [71] use adversarial training to improve performance
on non-adversarial data by disentangling the feature statistics of the two during training. [72]
improves the generalization ability of a model through adversarial training, where the adver-
sary perturbs the midway feature representations inside the model rather than the input data. [58]
proposes an approximate adversarial training for data augmentation by selecting the “worst” aug-
mentation among a group of randomly generated augmentations, and using the selected augmen-
tation for training the model. We implement a differentiable framework where gradient feedback

from the downstream task can be obtained to direct the search for the “worst” augmentation.

2.3 Background

Vision-based Learning to Steer.The vision-basedearning to steetask in autonomous
driving aims to predict the ideal steering angles of the autonomous vehicle (AV) from vision-
based inputs, i.e., one or more images, which are captured by the camera device(s) installed on
board of the AV. Usually, the input images are photographs from road scenes [64], but other
image formats are also possible like event camera data [73]. The task can be solved using dif-
ferent learning method®.g, through Convolutional Neural Networks (CNN) [57], or through
Reinforcement Learning [65]. The proposed approach in this paper is agnostic to the learning
methods used and it can be applied to the preparation of training data for any AV and/or comput-
ing platform.

Robustness and Image Quality Attribute Factors. Robustness in autonomous driving
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refers to how stable the autonomous system is under changes to input data. In vision-based learn-
ing to steer task, when the input image quality of the autonomous driving system is degraded by
certain environmental factors,g, bad weather conditions like snow/fog, or changes in lighten-

ing conditions that occur due to transitions from day to night or from cloud cover, the robustness
of the system is critical to ensure the AV drives safely. In this paper, we propose to train the
networks by augmenting training data with adversarial image degradations. We choose eight
common attributes that affect image quality in the training data for autonomous driving. They
are Gaussian blur, Gaussian noise, red/green/blue color balance (3 channels in RGB space), and
hues/saturation/intensity values (3 channels in HSV space) — together they capture many compli-
cated or even unseen factors in the scenes. Gaussian blur and noise are two of the most commonly
seen image-level perturbations, while RGB and HSV space is among the most widely used color
model for image representation. We adopt the metrimeén corrupted erromCE) from [55]

to evaluate robustness, as will be speci ed in section 2.5.4.

2.4 Method

2.4.1 Overview

Our method features two major components: a differentiable data augmentation frame-
work, and the adversarial training procedure that tunes the augmentation parameters to improve
the robustness of a model against image corruptions. An overview diagram of the overall algo-
rithmic framework is shown in Figure 2.1. With each batch, we do adversarial training for each
augmentation operation one at a time. The backbone network is used for both the adversarial pro-

cess and learning process. Only the training images are updated during the adversarial process,
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and only the backbone parameters are updated during the learning process.

Figure 2.1:System Pipeline of Our Method: With each batch, we do adversarial training for
each augmentation operation one at a time. The backbone network is used for both the adver-
sarial process and learning process. Only the training images are updated during the adversarial
process, and only the backbone parameters are updated during the learning process.

2.4.2 Differentiable Data Augmentation

We rst propose a differentiable data augmentation framework, where augmentation oper-
ations are differentiable w.r.t associated parametersT Léénote an augmentation operations in
our framework parameterized by given input data, this framework outputs augmented data
R = T (x), where controls the strength of operatidn

After feeding® into a downstream DNN model and doing a forward and backward propa-
gation within the model, we can get an upstream gradient for the input of the model, 4%.,

whereld is the objective of the downstream model. Thus we can tune our augmentation operation
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by taking the derivative o} w.r.t. , which can be easily obtained using the chain rule given that

the operatio in our framework is differentiable:

r-J=r Rryd (2.1)

We consider a set of transformations drawn from the traditional image processing literature.
Speci cally, our augmentation set consists of 8 operations: Gaussian blur, Gaussian noise, shifts
in the R/G/B channel, and shifts in the H/S/V channel.

Gaussian Blur. We tune the Gaussian blur operation through a parametentrolling the
standard deviation of the Gaussian kernel by 1 + , in which can be negative or positive
centering around 0. To make this operation differentiable with respecite allocate 21 21
array to hold the Gaussian kernel. We then populate this array using the analytical formula for a

2D Gaussian with radius + ; i.e., we evaluate the formula

f(z) = ek zk*=20+ ) (2.2)

on the2l 21grid of integer coordinates with the origin at the center, and then normalize the
array to sum to 1. We can then perform convolution with this kernel, and then use automatic
differentiation to obtain the derivative of the downstream loss with respect to

Gaussian NoiseThe Gaussian noise augmentation in our framework consists of two parts:

a random array of noise sampled from a standard Gaussian and a scalar multijpleeng used

13



to tune the magnitude of the noise.

n N (0;1) (2.3)

T (x) = clip(x+ n;0; 1), (2.4)

where the functiorclip(x; a; b) clips the value ok into range[a; . This is to make sure that

the value of each pixel in the transformed image falls in the valid range, whighl$in our

framework. Note that for each instance of Gaussian noise augmentation, the base i®ise

xed, but it will be re-sampled for each instance, i.e., each time this augmentation is applied.
Color Systems. We perturb image colors by considering 6 channels, consisting of solid

color representation in RGB space and the hue, saturation and value in HSV channels. We can

simply perturb values of a single channel to change the perception of colors in an image. All 6

types of color shift augmentations can be tuned in the same manner where parafmettions

as a scalar to a chosen channel (out of 6 possible) and controls its magnitude. Equation 2.5 gives

an example of shifting the value in the rst channel of animaggR" W 3; x;x 2 [0;1].

00 1 0 1 1
1+ x®
T (x) = clip 1 x@ = 0; 1= ; (2.5)
1 X(3)

wherex® 2 R" W s the i-th channel of the imagé = 1;2; 3) in either RGB or HSV format,

and denotes element-wise matrix multiplication.
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2.4.3 Adversarial Training

With the aforementioned differentiable data augmentation framework, we can apply PGD
adversarial training to tune these augmentation operations “adversarially”. The goal of tuning
the data augmentation is to degrade the performance of the downstream model, which can be

formulated as a min-max optimization problem:
minExyyo  max L(f (T (X))y) (2.6)
P

where(X;y) is the (image, label) pair drawn from distributién f is the model with parameter
, andT is our differentiable data augmentation module parameterized bydenotes the ob-
jective function, which is the mean square error loss in our task. We solve the inner maximization
problem by running projected gradient descent (PGD) [56], wheregtherm of the perturba-
tion (i.e., ) will be bounded by. The outer minimization is solved by running gradient descent.
Fig. 2.2 provides an illustration of our optimization process.
We summarize a formal description for adversarial training with differentiable data aug-

mentation in Algorithm 1.

2.5 Experiments

We validate our method on the vision-based learning to steer task. System inputs are images

(often photos taken of the road scene) and the output is a steering angle for the AV.

15



Figure 2.2: Optimization process of differentiable adversarial data augmentationand the

model in our system. The gure shows one augmentation operation (value shift in a color chan-
nel) as an example. For each data batch, the gradient of the data augmentation is used to perform
PGD steps, and a batch of images is crafted that maximize model error. Then, the adversarial
images are used to update model parameters.

2.5.1 Datasets

We train and evaluate our models on three different real-world driving datasets: SullyChen
[5], HDD [4], and A2D2 dataset [6], all of which are collected under good weather conditions
during the daytime. In each dataset, images are extracted from videos at certain “frames per sec-
ond” (FPS), associated with their steering angles as the label information. For training ef ciency,
we adopt a similar approach in [57] by using low FPSs to reduce similarities between adjacent
frames. Speci cally, we use 15 FPS for A2D2, 5 FPS for SullyChen, and 1 FPS for HDD dataset.

For each dataset, we use approximately 10,000 images for training, and 1,000 for testing.
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Algorithm 1: Adversarial Differentiable Data Augmentation
Input: Training data, moddl , PGD parameterd:bound , step size , repeats g, data

Output: Updated model parameters:
for each training stego

Sample mini-batclx with labely;
for augmentationop T2, ..., Tk do
Initialize augmentation parameter=0 ;
for adversarial step=1, ..., o
+ sign(r L(f (T (x));y));
clip(; ; );
end
=T (x);
Minimize the total loss w.r.t. model parameter:
L(f (R);y);
end

end

Figure 2.3: Example images from ”single factors” test sets Each column corresponds to a
factor. For the left 2 columns, corruption severity increases from top to bottom. In the 6 rightmost
columns, channel values range from decreased (top) to increased (bottom).

2.5.2 Models

Model Architecture. We use the network architecture from [57], which is known to be
effective in both real [57] and virtual [74] domains, and extensible to transfer learning on “sim-
to-real” [75]. The model is a 5-layer convolutional network with 3 fully connected layers, which
takes single images as input, and outputs steering angle predictions.

Implementation Details. We use the Adam [76] optimizer with learning rate 10 4
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and batch size 128. The baseline model is trained for 1,000 epochs. The differentiable data
augmentation module in our method is implemented in PyTorch [77], which supports automatic
differentiation for our chosen augmentation operations. Following the pre-processing for the
baseline model in [57], input images are re-scale@i@o 200resolution and converted to YUV
format.

Based on the architecture and hyper-parameter settings described above, we implemented 4
different methods including the naive baseline, and two alternatives that are conceptually related

to ours for ablation study, as speci ed below:

Baseline.Our baseline model is trained without any data augmentation.

* Ours. We x the adversarial step-size as= 0:2, and for am-step PGD attack, we set the
perturbation bound to be= m 0:1. We usem = 3;4;5 for A2D2, SullyChen and

HDD dataset respectively.

* Random Augment. This approach follows the same training process as ours, except that
the PGD adversarial step is replaced with a random sampling ©he distribution from
which we draw is a uniform distribution with rangg ; ], i.e., the PGD bound in the

adversarial setting.

* MaxUp. [58] approximates adversarial steps by selecting the worst augmentation from
N randomly generated candidates directly without gradient feedback. Our MaxUp imple-
mentation generates random candidate augmentations from the 8 operations introduced in
Section 2.4.2, with randomly sampled from a uniform distribution with range; ].

MaxUp models are trained for 9,000 epochs to match the number of parameter updates in
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our method. We follow the training policy in [58] by not running the adversarial step in the

rst 5 epochs, and usinyl = 4 for selecting candidates.

2.5.3 Test Scenarios

When evaluating a model's performance on a dataset, in addition the test set sampled from
the original dataset, we generate a range of variants of this test set, each one featuring a challeng-
ing domain for an autonomous system.

We classify testing scenarios into four categories for a systematic evaluation, with the rst
scenario being the original test data with no domain shift, denoted as “Original Data” in Table
2.1. The second scenario, “Single Factors”, consists of the 8 transformations we use for data
augmentation (Gaussian blur, Gaussian noise, R/G/B shift, and H/S/V shift), applied one-at-a-
time to create 8 categories of test sets under this scenario. For each category, we apply the
transformation with 5 different severity levels (for the 6 color shift transformations, 5 severity
levels are applied at both negative and positive directions), creating a total of 70 test sets. See
Fig. 2.3 for sample images from these test sets.

In the third scenario, we consider “multi-factor” augmentations that combine all the 8 trans-
formations in a random manner. For each multi-factor test set, we randomly sample a parameter
vector that controls each of the augmentation operations, and sample a random permutation that
decide the order for these operations. The parameter vector we use here is drawn from a normal
distribution with = 0:33and = 0. Model performances are averaged over 25 combinations
to reduce the randomness.

In the nal testing scenario, we evaluate model performance on more complicated image

19



corruptions that models have not seen during training, denoted as “unseen factors.” We include
8 image corruptions, simulating real-world situations that autonomous system may encounter

due to hardware or weather conditions: “radial distortion”, “zoom blur”, “motion blur”, “jpeg

N N W Ik

compression”, “pixelate”, “snow”,

frost”, “fog.” For each factor, we generate 5 test sets with
increasing severity levels. This set of corruptions was originally proposed for benchmarking the

robustness of ImageNet classi ers in [55]. See Fig. 2.4 for visual effects of each unseen factors.

Figure 2.4: Example images for 8 “unseen” quality corruptions that simulate real-word
weather challenges and hardware-related artifacts.

2.5.4 Evaluation Metrics

Mean Accuracy. To measure the regression accuracy, werasan Accuracy¥mAcc),
similar to themean Average PrecisigqimAP) used in classi cation tasks [78] [79], which evalu-

ates the performance with different thresholds. The accuracy for a thresiwtte ned as:

1 . :
acc = ﬁcoun'(jvpred Vgl < ); (2.7)
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wherev,eq andvy are the predicted and ground-truth value respectivelynesiehotes the num-
ber of test cases. The mAcc is compute(#(ilg acc 1, whereT = f1.5;3:0; 7:5; 15; 30, 759
contains empirically selected thresholds of steering angles.

Mean Corrupted Error . To evaluate the domain generalization ability of a model, we
adopt the metric omean corrupted erromCE) from [55], where we compute a weighted aver-
age of error rates among a range of test data, each of which features a set of image corruptions.
The weights used for averaging come from the performance of a baseline model: Eemi)’te
as the error rate of modél on a test set of corruption tyme Then the mean Corrupted Error of
modelA among test set€ = f¢;; ¢,; ; cngwill be

A e

1
C = — -,
MCE m Erry

(2.8)

baseline

where Erf = 1:0 mAccy, which is derived from the mean accuracy of modebn
the test set;. This weighted average balances different corruption types in alignment with their
dif culties as determined by a baseline model, and re ects the overall generalization ability of a

model.

2.5.5 Comparing Results

Results in Table 2.1 show that our proposed method can improve the performance of the
baseline model under all test scenarios and on all three datasets. By comparing to the random
augmentation, we prove the advantage of our adversarial training strategy. We notice that even
though MaxUp also achieves non-trivial improvements over the baseline, it does not compete

well with other methods. We believe the selection procedure in MaxUp can be systematically
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Figure 2.5:Detailed improvement on each category of the unseen factar®resented results

are mean accuracies (mAcc) on HDD[4] (left), SullyChen [5] (center), and A2D2 [6] (right) test
data. Our model consistently outperforms the baseline method on all 3 datasets with previously
unseen factors.

biased toward augmentations that are inherently more deleterious to performance, while models
trained on such imbalanced data cannot generalize well to our diverse test scenarios.

In Fig. 2.5, we break down the evaluation for the test scenario of “unseen factors”. Our
method constantly improves the performance on each of the unseen factors, especially on weather-
related image quality degradation, where baseline models are shown to be signi cantly vulnera-

ble.

2.5.6 Ablation Study

In this section, we study how adversarial strength impacts the performance of our method
on the SullyChen dataset. We evaluate the performance of our models trained with different
levels of “adversarial strength”, controlled by the number of PGD adversarial steas we X

the step size to be = 0:2 and set the perturbation boune- m 01

Figure 2.6:Ablation study on the effect of PGD adversarial strength in our method evalu-
ated on SullyChen [5] test data under all test scenarios.

22



Table 2.1:Evaluation of robustness of our vs. other models

Performance of ours vs. other models under different scenarios with single- and multi-factor image quality
corruption, and complex ones that simulate real-word weather challenges and hardware-related artifacts. Ours
outperforms other alternatives on 3 different driving datasets [4—6] on the original test data and augmented data
with image corruption due to single, multiple, or previously unseen factors.
(a) Results on HDD dataset [4].

Original Data  Single Factors Multi Factors Unseen Factors

Models mAcc(%) MCE(%¥# MCE (%} MCE (%}
Baseline 72.25 100 100 100
MaxUp [58] 79.04 70.78 72.51 73.02
Random augment 78.81 61.96 54.75 63.49
Ours 79.91 60.00 52.05 61.73

(b) Results on SullyChen dataset [5].

Original Data  Single Factors  Multi Factors Unseen Factors

Models mAcc(%) MCE(%¥# MCE(%¥# MCE (%}
Baseline 89.12 100 100 100
MaxUp [58] 89.05 58.18 53.44 84.23
Random augment 91.04 38.55 24.39 65.51
Ours 92.38 34.11 22.35 61.67

(c) Results on A2D2 dataset [6].

Original Data  Single Factors Multi Factors Unseen Factors

Models mAcc(%) MCE (%} MCE(%¥# MCE (%}
Baseline 95.17 100 100 100
MaxUp [58] 97.42 38.26 43.42 69.68
Random augment 96.98 19.94 13.40 57.31
Ours 97.55 14.80 9.12 48.36

As shown in Figure 2.6, when a model is trained with small perturbations, the improvement
decreases under all test scenarios. This drop may be due to the lack of diversity in the data
augmentation, as small perturbations cause augmented data to be near the original one. Models
trained with large perturbations also show smaller performance gain. This is expected because
training data becomes extremely noisy and distorted when the adversarial strength is excessively

strong.
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2.6 Conclusion

This work focuses on the reliability of machine learning models for robotic systems like
autonomous vehicles. Our methods improve the robustness of models by training with data aug-
mentation, where each operation is optimized adversarially in a differentiable framework. To
evaluate the performance of our framework, we consider different scenarios that cover a wide
range of image degradations, including simulation of real-world situations related to autonomous
systems. Models trained with our method demonstrate consistent robustness and outperform
other recent works under various testing scenarios, including previously unseen feajors (
those from poor weather conditions and camera artifacts).

Note that our method functions as a base framework for training neural networks and it can
be combined with various data augmentation methods. Although we have only focused on the
learning to steer task for AVs in this paper because of its relevance to robotics, this method is
generalizable and can be applied to a wide range of vision-based tasks, model architectures, and

datasets that we hope to further investigate.
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Chapter 3: Generalization via Adversarial Feature Augmentation

3.1 Introduction

Figure 3.1:Images from ImageNet variants along with classi cation scores by a pre-trained
ResNet-50 The image of column (a) is from ImageNet validation set. Dataset of column (d)
is collected independently of the ImageNet dataset. Dataset of Column (f) is generated by our
Adversarial Batch Normalization module. Details on how we generate column (f) can be found
in Section 3.3.

Robust optimization for neural networks has been a major focus of recent research. A main-
stream approach to reducing the brittleness of classi eeslisersarial training which solves a
min-max optimization problem in which an adversary makes perturbations to images to degrade
network performance, while the network adapts its parameters to resist degradation [44, 56, 80].
The result is a hardened network that is no longer brittle to small perturbations to input pixels.
While adversarial training makes networks robust to adversarial perturbations, it does not address
other forms of brittleness that plague vision systems. For example, shifts in image style, lighting,

color mapping, and domain shifts can still severely degrade the performance of neural networks
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[55].

We propose adapting adversarial training to make neural networks robust to changes in
image style and appearance, rather than small perturbations at the pixel level. We formulate a
min-max game in which an adversary choosesersarial feature statisticsand network pa-
rameters are then updated to resist these changes in feature space that correspond to appearance
differences of input images. This game is played until the network is robust to a variety of changes
in image space including texture, color, brightness,

The idea of adversarial feature statistics is inspired by the observation that the mean and
variance of feature maps encode style information, and thus enable the transfer of style infor-
mation from a source image to a target image through normalization [81, 82]. Unlike standard
approaches that rely on feature statistics from auxiliary images to de ne an image style, we use
adversarial optimization of feature statistics to prepare classi ers for the worst-case style that
they might encounter.

We propose training witdversarial Batch NormalizatiofAdvBN) layers. Before each
gradient update, the AdvBN layer performs an adversarial feature shift by re-normalizing with
the most damaging mean and variance. By using this layer in a robust optimization framework,
we create networks that are resistant to various domain shifts representable by shifts in feature
statistics. An advantage of this method is that it does not require additional auxiliary data from
new domains. We show that robust training with AdvBN layer hardens classi ers against changes
in image appearance and style [21, 83], as well as common image corruptions [55]. Besides
classi cation, the effectiveness of AdvBN is also shown in the task of semantic segmentation,

where it improves cross-domain generalization.
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3.2 Related work

Adversarial training.  Adversarial training and its variants [56, 84—86] have been widely stud-

ied for producing models that are robust to adversarial examples [54, 87] through solving min-
max optimization problems. Besides defending against adversarial attacks, recent work has
shown that adversarial training can be effectively applied to many other tasks [12, 26, 27, 88, 89].
Adversarial data augmentation [25, 90, 91] proposes to generate worst-case unseen domains using
data augmentation and an adversarial loss, thus improving the generalization of neural networks.
Another work [18] interprets the original formula of adversarial training as a type of data augmen-
tation and reveals the distributional discrepancy between the feature representations of adversarial
examples and clean data. The combination of adversarial training and feature statistics has been
studied in previous work [92, 93], where it has been used to defend against adversarial attacks
[93], or to generate feature distributions [92]. Our method differs from previous work in both
the target of perturbation and the objective function. We craft adversarial feature distributions
by directly perturbing the mean and variance of feature maps instead of through a variational

auto-encoder [92], and our objective does not include regularization terms.

Feature Perturbation. Feature perturbation has been an effective approach to generate novel
data distributions from a given source domain [94-97]. Feature perturbations can be applied
in different ways, such as adding spatial noise to the feature maps [98] or transforming feature
maps using classical signal processing [96]. We will speci cally discuss feature perturbation
through re-normalization. While feature normalization [82, 99] is rst proposed to accelerate

neural network training [100], the mean and variance of deep feature representations have been
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shown to effectively capture image style information, and style transfer can be realized through
feature re-normalization [81]. The idea of feature re-normalization has also been adopted to
help neural networks adapt from the source domain to a target domain, using feature statistics
obtained from the latter [101, 102]. Recent work [31] also proposes to use re-normalization
for feature interpolation to improve the generalization capability of neural networks. Instead of
re-normalizing features with statistics of other samples or from other domains, we simulate the
worst-case scenario, encouraging models to be less sensitive to style information and thus to

generalize better to images of varying appearances.

Robustness to distribution shifts. The de nition of “distribution shifts” varies from one topic

to another. For example, distribution shifts in the meta-learning literature[97, 98] often refer to
the discrepancy in discriminatory feature distributions of novel tasks from different domains. An-
other de nition is the subtle difference between training and testing data that are sampled from
the same underlying distribution [103, 104]. This work mainly focuses on distribution shifts
across image data that amount to major “style” discrepancy, including variations in illumination
[21, 83], weather condition [105], and image quality degradation [55]. Various methods have
been proposed to produce neural networks that generalize well to this type of distribution shift,
including test time training [16], test time adaptation [13], training with noise [12], and novel net-
work architectures [17], etc. Data augmentation is a popular method that is designed to increase
the diversity of training data and prevent neural networks from over- tting. Recent studies in data
augmentation have proposed to use novel augmentation operations [1, 19-21], policy searching
[22—-24], and adversarial approaches [25-27], etc. However, the potency of data augmentation

can be limited by the choice of applicable augmentations [28, 29]. Feature space augmentation
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through feature interpolation [30, 31], on the other hand, is not restricted to the family of image
transformations. Our method also works in feature space, but instead of interpolating, we perturb

feature statistics adversarially.

3.3 Adversarial Batch Normalization

We proposeAdversarial Batch NormalizatiofAdvBN), a module that adversarially per-
turbs deep feature distributions such that the features confuse CNN classi ers. We iteratively
compute adversarial directions in feature space by taking PGD steps on batch statistics. In the
next section, we will train on these perturbed feature distributions in order to produce models
robust to domain shifts.

Consider a pre-trained classi cation netwogk,with L layers. We dividey into two parts,
gt andg'*tt, whereg™" denotes layerm throughn. Now, consider a batch of data, with

corresponding labely, Formally, the AdvBN module is de ned by

BN, 0Ggiiy) = © (F) % + 0 (f); wheref = g"(x);  (3.1)

(% %=¢. L g™t f N+ (f) 1y
(3.2)
subject tok 1k, Kk 1k, ;

wherelL is the cross-entropy loss, and the maximization problem is solved with projected
gradient descent. Note that the feature inpu/df- is a simpli ed form of the AdvBN for-
mulation in Eq (3.1), where the two(f )'s cancel out. Simply put, the AdvBN module is a
PGD attack on batch norm statistics which can be inserted inside a network. are vectors
with length equal to the number of channels in the output of ldyand we multiply by them
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entry-wise, one scalar entry per channel, similarly to Batch Normalization. Additionally, note
that this module acts on a per-batch basis so that features corresponding to the same image are
perturbed differently across training epochs as training samples are randomly shuf ed between
epochs during training.

In Eq (3.1), we re-normalize the feature by adding adversarial statistics(f ), rather
than simply , so that'; bounds and steps size do not need to depend(bi. Intuitively,
we permit the mean of adversarial features to vary more when the clean features have a mean of

higher magnitude.

Figure 3.2:Examples of ImageNet images with adversarial feature distributions shifted by
AdvBN, visualized through a decoder.For each pair, the original image is on the top.

Visualizing feature shifts. We adopt the VGG [106] based autoencoder from AdalN [81], in
which the encoder is the rst few layers of a pre-trained VGG-19 image classi cation network.
The decoder is trained to restore the input image from the output of the encoder. After we obtain
an autoencoder that can perform the identity mapping on input images, we plug in an AdvBN
module after the encoder. To compute cross-entropy loss for the AdvBN module, the remaining
downstream layers of the aforementioned VGG-19 classi er are used, which takes the encoded

feature as input and outputs the class prediction. The features perturbed by AdvBN are then fed
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